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Abstract

Software plays a critical role in today’s global information economy. It
runs the computers, networks, and devices that enable countless products
and services. Software varies in size from vast enterprise and communi-
cations systems like SAP’s enterprise resource planning system with hun-
dreds of millions of lines of code to tiny apps like Angry Birds that run on
mobile phones. Companies in the software industry produce and sell soft-
ware products and related services. The industry is intensely competitive
and has undergone a dramatic transformation from its roots in a handful
of computer hardware mainframe producers in the 1960s to numerous
large and small software companies today.

Understanding how the software industry works and how the indus-
try is evolving are important. Since software runs the computers and net-
works that support the flow of information in the global economy, the
software industry also affects companies in all other industries that use
these products and services for their own competitive advantage.

This book offers a profile of the software industry and the companies
in the industry. It describes the primary products and services produced in
the industry; reviews the history of the industry; explains how the indus-
try is structured; discusses its economics and competitive environment;
and examines important trends and issues including globalization, work-

force, regulation, and the emergence of new software business models.

Keywords
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Preface

Introduction

Welcome to the software industry. Software is a place where great ideas
thrive, but so do angry birds and super monsters and worms, viruses, and
spam zombies. Vast fortunes have been won (and lost) in the industry.

From its conceptual origins in the 19th century England and early
manifestations in humble Silicon Valley garages, the software industry
has grown to a behemoth that generates more than a half trillion dollars
in revenues. Companies in the industry produce and sell software prod-
ucts and services. As an industry, the software industry has competitive
dynamics that make it truly unique. Entry and exit barriers are low, mar-
ginal costs of production are minimal, and product innovation occurs
rapidly and disruptively. It is an industry where a 12-year-old can create a
popular software app for a mobile phone,' a college dropout can become
a billionaire, and a developing country can become an economic power-
house. On the other hand, software is also an industry where companies
can spend more on litigating over intellectual property than on creating
the intellectual property and where products can be used to attack indi-
viduals and organizations or to launch cyber warfare.

Software is called a place where “dreams are planted but nightmares
harvested.”? Although the software industry is a powerful wealth genera-
tor, producing billions in revenues, countless new companies, numerous
billionaires and millionaires, and innovative business models, there is a
high rate of failure. Companies’ competencies and strategies are critical
for competitive advantage and survival.

Consider the fortunes of McAfee, Inc. and its founder, John McAfee.
In 1987, John McAfee (a former software engineer at NASA, UNIVAC,
Xerox, Computer Sciences Corporation, and Lockheed) founded McAfee
Associates, a software company that produced software antivirus and secu-
rity products. Acquired by Intel in 2011 for $7.7 billion,’ the company

today is one of the largest software antivirus and security companies in
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the world. It produces a wide range of software security products, such as
antivirus software, firewalls, malware removal, software security products
for cloud computing providers, data and network protection software,
and parental software to monitor Internet use. In 2013, the company
employed more than 7,600 and earned more than $2 billion in revenues.*

However, both McAfee (the founder) and McAfee (the company)
have had numerous ups and downs over the course of their respective
histories. With respect to the company, in 2006, the Securities and
Exchange Commission filed a suit against McAfee, Inc. for accounting
fraud (inflating revenues to investors from 1998 to 2000). The company
paid a $50-million fine and settled a class action lawsuit brought by
ex-employees to guarantee the value of their share options.” Subsequent
problems have involved technical issues such as an erroneous virus defini-
tion file update by McAfee that caused millions of Windows XP comput-
ers worldwide to go offline; hackers identifying serious vulnerabilities in
McAfee security software; and McAfee’s home security software suffering
outages and problems.®

With respect to its founder, after selling his stake in McAfee, Inc. in
1996, John McAfee became a multimillionaire. However, his personal
fortune declined from $100 million to $4 million by 2009. In 2012, he
was arrested (but released) for unlicensed drug manufacturing and pos-
session of an unlicensed weapon in Belize.” He was later interrogated as
a “person of interest” in the murder of his neighbor in Belize. He fled
to Guatemala, secking asylum, but his bid was denied. While awaiting
deportation back to Belize he reportedly faked two heart attacks to delay
his deportation, and he was ultimately sent back to the United States.
He moved to Portland, Oregon, with his new 30-year-old wife (a former
stripper) and is working on a biography.® Movies are being made about his
life. He has been in the news recently on a number of fronts. He proposed
a new device—called “Decentral”—that would allow Internet users to be
anonymous and impervious to government surveillance and is working
on putting together a start-up company to produce it.” And, he spurned
a request from a U.S. House of Representatives committee to remedy
HealthCare.gov because it “has no interest in fixing anything.”'

McAfee is an example of the types of interesting companies and char-

acters that populate the software industry.
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This book will introduce you to the software industry. If you have an
interest in the industry, but dont know much about it and you need a
good book to read on a plane or train or in an afternoon, this is the book
for you.

Even if you don't have an interest in the industry, you may still want
to read this book. Why? Take a look around you ... software is every-
where. Almost every man-made thing you see or interact with is powered
by software or was made using software or both. Software helps stop and
start your car, fly a plane, heat and air condition your home, power the
stock market, entertain you on your cell phone, and run the businesses
around you.

Understanding who creates software products and services and how
they produce and market them is a key to understanding the software

industry.

How This Book Is Organized

This book tells the story of a dynamic and complex industry. The book
provides a profile of the software industry, describes how the industry
works, and identifies the main players in the industry. Each chapter intro-
duces a particular topic of importance to the industry and ends with a
brief summary of key takeaways.

Chapter 1 explains the basics of software—what it is and how it is
created. It also defines the two primary types of software that define the
software industry. Finally, it distinguishes between the kinds of firms that
are included in the industry (and part of this book) and the kinds of
firms that are not. After describing the key building blocks of the software
industry, the book then turns to the roots of the industry in Chapter 2.

Chapter 2 describes the history of the software industry. It goes back
more than 150 years to the first concepts of software and then moves to
the start of the industry in the 1960s. The history of the software industry
is intertwined with that of the computer hardware industry and the early
days in the 1970s are often referred to as the mainframe era. The intro-
duction of personal computers in the 1980s dramatically transformed the
software industry, and the chapter tells the story of the intense compe-

tition for dominance in that era and the emergence of key firms such
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as Microsoft, Oracle, and SAP. The Internet came into prominence in
the 1990s and 2000s and has dramatically changed the software indus-
try again. Chapter 2 describes the innovative software products, services,
pricing, and distribution methods enabled by the Internet.

After providing a historical perspective of the software industry in
Chapter 2, Chapter 3 outlines the structure and competitive dynamics of
the software industry today. It defines the different sectors and segments
of the industry and profiles the major companies in the industry. The
chapter then describes the software value chain: the different activities
that are needed to produce and market software products. It concludes
by identifying the unique economics of software and describes how these
economics influence competitive dynamics in the industry.

Chapter 3 describes the market structure of the industry on a national
scale, whereas Chapter 4 provides a global perspective of the software
industry. Although the United States has historically dominated the
industry, that situation is changing. In the 1990s software outsourc-
ing and offshoring emerged and stimulated the growth of the industry
around the globe. Vibrant software products and services industries have
emerged in Europe, Asia, Australia, Africa, and Latin America. The chap-
ter provides an overview of the software industry and profiles companies
in key countries in these regions.

After describing the structure of the software industry in Chapters
3 and 4, Chapters 5 through 7 explore important trends, opportunities,
and issues in the software industry including those relating to workforce,
regulation, security, and the emergence of new software business models.

Chapter 5 discusses occupations in the software industry and work-
force issues and trends. In contrast to other industries that manufacture a
physical product, in the software industry, labor is the primary factor of
production. The industry depends critically on human talent. This chap-
ter identifies the major occupations in the software industry. It then dis-
cusses important workforce issues such as labor shortages, lack of gender
and ethnic diversity in the industry, the global workforce, debates about
the impact of the global workforce on the U.S. workforce, and other soft-
ware workforce trends.

Chapter 6 examines regulation in the software industry. Given the

unique economics of the industry, it is prone to monopolistic behavior.
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This chapter describes the major regulations governing the industry. It
also identifies the different types of intellectual property protections avail-
able to companies in the industry. The chapter concludes by considering
problems with infringement of intellectual property in the form of soft-
ware piracy and by examining the intensification of battles over software
intellectual property being waged by companies in the industry.

Chapter 7 identifies key trends in the software industry. The chapter
starts with a discussion of software security and privacy issues that are
of increasing concern given the frequency and scope of attacks and the
vulnerability and ubiquity of software. The chapter then reveals emerging
software business models and innovative pricing and delivery schemes
such as software as a service, open-source software, service-oriented archi-
tectures, and software platform ecosystems. The chapter concludes by
envisioning the possible future of the software industry. It considers the
possibility that companies in the software industry may be shifting to
producing services rather than products and projects what that shift may
mean for the structure and competitive dynamics in the industry.

For those who would like to learn more about the software industry,
resources for further study on the software industry as well as a glossary of

key terms and a complete set of references are provided.






CHAPTER 1

Software Basics

This book focuses on companies that produce and sell software—either
for hire or for the mass market. Before you can truly understand the
software industry and how it works, you really need to understand its key
product: software.

This chapter is a bit technical, but important. It describes what sofi-
ware is and how it is created. It then describes the basic types of software
products and related services that companies in the software industry
produce and describes what types of companies the software industry
includes (as the focus of this book) and what types of companies it

does not.

What Is Software

Computer software or soffware refers to computer instructions that con-
trol the functioning of computer hardware and direct its operations. Soft-
ware includes two types of instructions: machine instructions (the binary
code that turns certain electronic pulses on and off to communicate with
the computer processor) and source code (more human-understandable
instructions).

Since a computer can only understand machine instructions, software
source code must be translated into machine code. This is accomplished
using something called a compiler. For a hypothetical piece of code,
Figure 1.1 visually illustrates the process by which a compiler translates
human-understandable software source code into machine-understandable
object code that can be executed by the computer processor.

A group or sequence of instructions is called a software program,
which is written to perform a specific task with a computer. For example,
a program could look up a customer number in a database to find the cus-

tomer’s past purchases. Another program could simply obtain and report
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Source Code / Compiler —_— Compiled “machine” code

Private Sub WebClass_Start() 1001101011010101110000011110000
"Write a reply to the user 1010101000000000001111111111110
With Response 1010101010101010101010101000011

* 1111100000000101111101000011111
-Write "<html>" 1T T 1111111111111
Write "<body>" 1100000000101010101001000111000

1100011010101010101010101010000
0000000011110000000010101010100
1110011101010101010000000100000
00000000000000000000000T 1111111

Write "<h 1><font
face=""Arial">WebClass1's
Starting Page</font></h1>"

Write "<p>This response was 1111010101010101010101001010101
created in the Start event of 0101010101010101010101010101010
WebClass1.</p>" 1010101010100001111000110011010

Write "/body>" 1010111000000000010101010101110

e ) 0000111101010100110101101010111

Write "</html> 0000011110000101010100000000000

End With 1111111111110101010101010101010
End Sub 1010101000011111110000000010111
110100001111111110

Figure 1.1 Translation of software source code into machine code by
a compiler

Source: Freetutes.com (2011).
Note: The compiled machine code is not directly obtained from this code—it is illustrative only.

the current date and time. A grouping of related or connected software
programs is called a soffware system. For example, a customer relationship
management system includes programs to track, look up, and analyze
customer purchasing history.

Software programs are typically written by computer programmers
using programming languages, utilities, and other tools. A programming
language is a specific set of notations used to write a software program.
Examples of programming languages include Assembly, Java, COBOL,
FORTRAN, and C++.

Programming languages are often described in terms of levels or gen-
erations." Early or first-generation programming languages in the 1950s
used machine language instructions and could only be executed on partic-
ular computers. The next- or second-generation programming languages
were still machine specific, but were mnemonic and were known as assem-
bly languages or assembler. Figure 1.2 shows an example of an assembly
software code snippet that creates a clock to dynamically obtain and show
the current time.? At the end of the 1950s, the language ALGOL was
introduced and has influenced many other programming languages (such
as Pascal, C, and Python).
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Clock

CGROUP GROUP VECTOR,CODESEG
VECTOR SEGMENT AT 0H

DB 6CH DUP(?) ;FILLER
TIME_LO DW ? ;DOS TIME
TIME_HIDW ? ;DOS TIME
VEC_IP DW ;CLOCK UPDATE VECTOR IP
VEC_CS DW ;CLOCK UPDATE VECTOR CS

VECTOR ENDS

CODESEG SEGMENT PARA
ASSUME CS:CODESEG,DS:CGROUP
ORG 100H
CLK PROC FAR
JMP SETUP ;ATTACH TO DOS
INTRPT LABEL DWORD
INT_IP DWO ;OLD UPDATE VECTOR IP
INT_CS DWO0 ;OLD UPDATE VECROR CS
TICKS DWO ;TICK COUNTER
SCR_OFF DB 0,0 ;SCREEN OFFSET IN BUFFER
CRT_PORT DW 0 ;SCREEN STATUS PORT
flag dbo
TIME DB 8 DUP("’,0BH) ;TIME SAVE AREA
CLK_INT LABEL NEAR
PUSH AX ;SAVE REGISTERS
PUSH CX
PUSH DI
PUSH SI
PUSH DS
PUSH ES
PUSHF ;AND FLAGS
CALL CS:[INTRPT] ;DO OLD UPDATE INTERRUPT
MOV CX,0040H ;GET SEGMENT OF DOS TABLE
MOV DS§,CX ;PUT IN DS
MOV CX,CS: TICKS ;GET TICK COUNT
INC CX ;INCREMENT IT
CMP CX,20 ;01F4H  ;HAS A MINUTE GONE BY?
JB NO_MINUTE ;NO, MOVE ON
CALL UPDATE ;YES, UPDATE CLOCK AND
MOV CX,0 ; RESET TICK COUNTER

Figure 1.2 Example of assembly code that obtains and shows the
current time

Source: Happy Codings (2013a).
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NO_MINUTE:

MOV CS: TICKS,CX ;SAVE UPDATED TICK COUNT

MOV CX,0B000H ;GET VIDEO SEGMENT

MOV ES,CX ;PUT IN ES

MOV DX,CS:CRT_PORT ;GET CRT STATUS PORT ADDR

MOV DLWORD PTR CS:SCR_OFF ;GET SCREEN BUFFER OFFSET

LEA SL,CS: TIME ;GET DOS TIME

MOV CX,16 ;SET UP TO MOVE 10 BYTES

CLI ;DISABLE OTHER INTERRUPTS
WAIT1: INALDX ;READ CRT STATUS

TEST AL,1 ;CHECK FOR VERTICAL RETRACE

JNZ WAIT1 ;WAIT FOR RETRACE LOW

MOV AH,CS:[SI] ;GET FIRST BYTE TO MOVE
WAIT2: INAL,DX ;GET CRT STATUS

TEST AL,1 ;CHECK FOR VERTICAL RETRACE

JZ \WAIT2 ;WAIT FOR RETRACE HIGH

MOV ES:[DI],AH sMOVE BYTE TO SCREEN

INC DI ;INCREMENT INDEX

INC SI

LOOP WAIT1 sMOVE NEXT BYTE

STI ;ENABLE INTERRUPTS

POP ES ;RESTORE REGISTERS

POP DS

POP SI

POP DI

POP CX

POP AX

IRET ;RETURN FROM INTERRUPT

CLK ENDP
UPDATE PROC NEAR

PUSH AX ;SAVE REGISTERS
PUSH BX
PUSH CX
PUSH DX
PUSH DS
MOV AX,0040H ;GET ADDRESS OF DOS TABLE
MOV DS,AX ;PUT IN DS
MOV AX, TIME_HI ;GET HIGH BYTE OF DOS TIME
mov flag,0 ;am flag
HOUR: CMP AX,0CH ;CONVERT TO HOURS
JLE H1
mov flag,1 ;set to pm

Figure 1.2 (continued)



SOFTWARE BASICS

SUB AX,0CH
JMP HOUR
Hi: AAM ;CONVERT TO ASCIIT
ADD AX,3030H
LEA BX,CS:TIME ;GET ADDRESS OF TIME ARFA
MOV CS:[BX],AH ;SAVE HOURS FIRST DIGIT

MOV CS:[BX+2],AL ;SAVE HOURS SECOND DIGIT
MOV AX, TIME_LO ;GET DOS TIME LOW BYTE
MOV CX,8H ;CONVERT TO MINUTES

SHR AX,CL

MOV DX,3CH

MUL DL

SHR AX,CL

AAM ;CONVERT TO ASCII

ADD AX,3030H

MOV CS:[BX+6],AH ;SAVE MINUTES FIRST DIGIT
MOV CS:[BX+8],AL ;SAVE MINUTES SECOND DIGIT
MOV BYTE PTR CS:[BX+12],A’

CMP FLAG,0 JISTT AM?
JZ GOAHFAD
MOV BYTE PTR CS:[BX+12],'P’
GOAHEAD:
MOV BYTE PTR CS:[BX+14],'M’
POP DS ;RESTORE REGISTERS
POP DX
POP CX
POP BX
POP AX
RET
UPDATE ENDP
SETUP: MOV AX,0 ;GET ADDRESS OF VECTOR TABLE
MOV DS,AX ;PUT IN DS
CLI ;DISABLE FURTHER INTERRUPTS
MOV AX,[VEC_IP] ;GET ADDRESS OF OLD UPDATE IP

MOV CS:[INT_IP],AX ;SAVEIT

MOV AX,[VEC_CS] ;GET ADDRESS OF OLD UPDATE CS
MOV CS:[INT_CS],AX ;SAVEIT

MOV VEC_IPOFFSET CLK_INT ;PUT ADDRESS OF CLK IN

VECTOR IP

MOV VEC_CS,CS ;PUT CS OF CLK IN VECTOR CS
STI ;ENABLE INTERRUPTS

MOV AH,0FH ;READ VIDEO STATUS

Figure 1.2 (continued)
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INT 10H
SUB AH,8 ;SUBTRACT 8 CHAR TIME FROM NCOLS
SHL AH,1 sMULTIPLY BY 2 FOR ATTRIBUTE

MOV CS:SCR_OFEAH ;SAVE SCREEN TIME LOCATION
MOV WORD PTR CS:CRT_PORT,03BAH ;SAVE MONO STATUS

PORT ADDR
TEST AL4 ;CHECK FOR COLOR MONITOR
JNZ MONO ;IF MONO, MOVE ON
ADD WORD PTR CS:SCR_OFE8000H ;ADD COLOR OFFSET TO
TIME OFFSET
MOV WORD PTR CS:CRT_PORT,03DAH ;SAVE COLOR STATUS
PORT ADDR

MONO: CALL UPDATE ;DO FIRST UPDATE & PRINT TIME
MOV DX,OFESET SETUP ;GET END ADDRESS OF NEW
INTERRUPT
INT 27H s TERMINATE AND REMAIN RESIDENT
DB 117 DUP(0) ;FILLER

CODESEG ENDS
END CLK

Figure 1.2 (continued)

Third-generation programming languages (3GLs) were more program-
mer friendly, more abstract, and with instructions that were more under-
standable by humans. Examples of prominent 3GLs include FORTRAN,
LISP, and COBOL. 3GLs were portable and could be implemented simi-
larly on different types of computers that did not have the same machine
code. Today, updated versions of these 3GLs are still used. Figure 1.3
shows an example of a COBOL software code snippet in which the cur-
rent date and time are obtained and displayed.’

Subsequent languages (such as FOCUS and FOXPRO) called
fourth- or fifth-generation programming languages (4GLs or 5GLs) were
designed to reduce programming effort, the time it takes to develop soft-
ware, and the cost of software development, by allowing such features as
automatic code generation from a few higher level constructs.

The rise of the Internet has also inspired the development or refine-
ment of programming languages such as Java and C++. Figure 1.4 pro-
vides an example of a software code snippet written in Java to display the

current date and time.*
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IDENTIFICATION DIVISION.
PROGRAM-ID.dat.

ENVIRONMENT DIVISION.
SOURCE-COMPUTER. IBM-PC.
OBJECT-COMPUTER. IBM-PC.

DATA DIVISION.
WORKING-STORAGE SECTION.
01 cr-datel.

05 yr pic 99.

05 FILLER PIC X VALUE “/”.
05 mnth pic 99.

05 FILLER PIC X VALUE “/”.
05 datel pic 99 value 10.

01 cr-date2.

05 yrl pic 99.

05 mnthl1 pic 99.

05 datell pic 99 value 10.

77 jul-dy pic 9(6).
01 tm.

05 hh1 pic 99.

05 mml pic9.

05 ss1 pic 99.

05 fs1 pic 9.

01 tm1 pic 9(10).
77 dy-of-wk pic 9.

PROCEDURE DIVISION.
ACCEPT cr-date2 FROM DATE.
MOVE yr1 TO yr.

MOVE mnth1 TO mnth.
MOVE datell TO datel.

DISPLAY cr-datel.
DISPLAY “YEAR:” yr.
DISPLAY “month:” mnth.
DISPLAY “date:” datel.

Figure 1.3 Example of COBOL code that obtains and shows the

current date and time

Source: Daily Free Code (2012)
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DISPLAY cr-date2.
DISPLAY “YEAR:” yrl.
DISPLAY “month:” mnthl.
DISPLAY “date:” datel 1.

ACCEPT jul-dy FROM DAY.

ACCEPT tm FROM TIME.
ACCEPT tm1 FROM TIME.
ACCEPT dy-of-wk FROM DAY-OF-WEEK.

DISPLAY “julian” jul-dy.
DISPLAY “time” tm.

DISPLAY “HH” hhl.

DISPLAY “MM” mm]l.

DISPLAY “SS” ssl.

DISPLAY “TM1” tml.

DISPLAY “ day of week” dy-of-wk.

STOP RUN.

Figure 1.3 (continued)

GetTheCurrentTime
package com.ack.j2se.date;

import java.util.Calendar;

import java.util. Date;

public class GetTheCurrentTime {

public static void main( String|[] args ) {
/I one way
long currentTimeInMillis = System.currentTimeMillis();
Date today = new Date( currentTimeInMillis );

System.out.println( today );

/I another way

Calendar cal = Calendar.getInstance();
today = cal.getTime();
System.out.println( today ); }} }

Figure 1.4 Example of Java code to obtain and show the current date
and time

Source: Happy Codings (2013a).
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It is important to understand programming languages for several rea-
sons. One is that a programming language provides a standard way of
describing the functions performed by the computer in a way that can be
read, understood, and updated by other programmers. Another reason
it is important to understand programming languages is that the effort
(cost) to create or maintain software varies significantly by the type of
programming language used to write the software code.” The earlier pro-
gramming languages, especially those that are more machine specific, are
very difficult and expensive to code.

Table 1.1 lists selected programming languages along with their esti-
mated productivity rates (hours required to produce the same unit of
functionality). The productivity rates are provided for a function point—a
unit of measurement that expresses the amount of functionality provided
to a user by the software.® Clearly, there are considerable differences in the
effort to code in different programming languages. Thus, programming
language is a critical factor determining the development and lifecycle
cost for a software system.

To put things into perspective, it might help to understand just how
large software systems are today. Since some of the first software systems
were used to perform repetitive calculations in World War II, software

systems have become increasingly complex.

Table 1.1 Effort (hours) to code the same function in selected
programming languages

Lines of code for Hours to create
Language one function point one function point
Assembly 340 79
COBOL 110 27
Pascal 40 10
C 130 32
C++ 50 12
Java 55 13
Visual Basic 30 7

Sources: Numbers in this table were created based upon Jones (1996); Boehm (1981).

Note: Capers Jones (1996) provides the lines of code for different programming languages
corresponding to a function point. Boehm’s (1981) COCOMO model for software effort
estimation provides a formula to convert software lines of code to man-months of effort. Man
months were converted into hours by multiplying by 22 work days and 8 hours per day.
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For example, the first edition of the Unix operating system released
in 1971 had 4,200 lines of code,” but the MS Windows XP operating
system released in 2001 has more than 45 million lines of code.® The
code for Visicalc (the first electronic spreadsheet program introduced in
1981) could fit in 27,520 bytes of storage,” whereas the code for the latest
version of Microsoft’s Excel requires orders of magnitude more storage.
The flame computer virus that attacked Iranian computers in 2012 con-
tained more than 250,000 lines of LUA code'>—the same programming
language used to create the computer game called Angry Birds. LUA is a
Portuguese word that means “moon”; the programming language was cre-
ated by developers in Brazil. SAP’s enterprise resource system is believed
to have 250 million lines of code.’ A typical new automobile averages
100 million lines of code."

Undoubtedly, today’s software systems such as business-to-business
electronic procurement systems are increasingly sophisticated and must

meet more demanding requirements than in the past.

How Software Is Created

The practice of developing software has also undergone major transforma-
tions as the nature of software systems has evolved. Originally, computer
programs were written by scratch, ad hoc, and the early programmers had
to use paper tape or punch cards to load the code onto the computer.
Today, more sophisticated approaches and tools for developing software
have emerged.

Developing software involves gathering requirements, analyzing and
designing the system based on the requirements, creating the software
source code for the system, testing the system to make sure it works,
deploying the system, and supporting and maintaining it.

The first step in developing a software system involves collecting
requirements. Requirements refer to the features and functions desired
by current or potential customers. For example, the ability to compute
an economic order quantity could be a functional requirement for an
inventory management system. The ability to compute estimated sales

tax could be a functional requirement for an order entry system. Vivid
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animation and quick response time could be technical requirements for
a video game. Requirements can be gathered in a variety of ways, such as
via customer focus groups, interviews, surveys, and observation. Some-
times, software developers create scenarios or user stories (use cases) to
document requirements.

The software system’s features, functions, and look and feel are designed
based on its requirements. Software analysis and design involves creating
rules and definitions (also called specifications) for how a software system
should function. Software designs can be represented in abstract diagrams
and models. An example of a software design diagram for a hypothetical

online shopping system is shown in Figure 1.5. The diagram is called a
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Figure 1.5 A software design diagram for a hypothetical online
shopping system
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class diagram, and it visually depicts the key classes or objects in the sys-
tem such as the shopping cart, the order, the item, and the payment method.

Based on the analysis and design of requirements, the software code
is created. Software programming involves writing the source code or
computer instructions for a software system. As noted previously, in the
carly days of computing, programs were written by hand. Today, some
programs are still written by hand, but there are also many tools available
to help with coding tasks.

Sophisticated tools and development environments (such as
computer-aided software engineering [CASE] tools or model-driven
architecture [MDA] tools) can create software codes automatically, based
on the design. These tools and others can also enable reuse of code. CASE
includes a set of software programs that help automate the design, devel-
opment, and implementation of a software system."* CASE includes tools
to create visual diagrams and representations of the system; an informa-
tion repository of software designs and components that can be reused;
tools to design, generate, and test software codes; and other management
tools. CASE can also include tools for helping the developer create the
graphical user interface for the software. CASE tools are intended to help
developers create software systems more easily and with fewer errors.

MDA is a recent approach to developing software that attempts to
separate the design of the software from its physical implementation.
It involves creating design models of the functions and features to be
implemented in the software and includes tools and techniques to help
produce software code from those design models and diagrams. MDA
approaches are intended to help developers more easily create software
designs without worrying about how the software may be implemented
in different environments.

Once the source code is written, developers use compilers to automat-
ically translate the source code into machine code (as shown in Figure 1.1
earlier in this chapter) so that the program can be run on a computer.
To make sure that the code works properly, developers test it. There are
various types of tests that can be conducted, such as unit tests, integration
tests, system tests, and acceptance tests.

Unit tests verify that the functionality of a specific part of the code
works—these tests are typically conducted by the developer who created
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the code. Integration tests check whether the interfaces between con-
nected programs work. System tests verify whether the system as a whole
works properly. Acceptance tests are usually performed by the end user
or customer who verifies whether the requirements are satisfied. Accep-
tance tests can include alpha tests (where internal staff play the role of a
customer to test the software) or beta tests (where the software is released
to the external customer for testing).

Software testing can also be white box (in which the internal workings
of the software are tested) or black box (in which the tester examines the
functionality of the software without considering how it is written).

After testing, the software is implemented—for off-the-shelf software,
this is the point at which the software is made available for sale to the
customer. For software created for hire, the software is installed at the
customer site.

The software system then transitions to support and maintenance. In
this phase, questions about software functionality are answered, bugs are
fixed, the software is enhanced to add new features, and the software is
upgraded to be compatible with new versions of computer hardware or
systems. For many software systems, maintenance is the longest and most
expensive phase of the lifecycle.

Companies use a variety of methodologies or approaches for develop-
ing software systems. Some of the primary methods include the waterfall,
prototyping, spiral development, iterative and incremental develop-
ment, rapid application development, object-oriented development, and
agile development. These are briefly discussed next and illustrated with

diagrams.

Time

Figure 1.6 Waterfdll approach to software development



14 A PROFILE OF THE SOFTWARE INDUSTRY

One of the most common approaches to software development is
called a warerfall method, illustrated in Figure 1.6. The waterfall approach
is a step-by-step process in which developers create the software in phases
by first understanding requirements, then designing the system, coding it,
testing it, and finally implementing it. The process is sequential: Work in a
subsequent phase cannot commence until the prior phase has been success-
fully completed. The waterfall process, although disciplined and straight-
forward to manage, suffers from problems such as long development cycles
(it can take years to develop a system using this approach) and lack of
fexibility (if a new requirement is found in the testing phase, it is difficult
to go backward, i.e., swim upstream in the waterfall process).”” Despite its
disadvantages, the waterfall approach offers control and discipline of the
process, and many companies use it to develop their software systems.

There are many alternative approaches to developing software systems
that address some of the limitations of the waterfall process.'

Prototyping creates a mock up version of a system that is not fully func-
tional, but can be developed quickly. It is useful for requirements deter-
mination, unfamiliar technologies, and complex interface design and can
be used to manage risk as well as explore new ideas. Figure 1.7 depicts the
prototyping process.

Spiral development is a method for developing software that is aimed
at reducing the risks of software development projects.” A spiral starts
with determining the objectives and requirements of the project, followed
by a series of prototypes to reduce identified project risks. The effort then
proceeds into detailed design, coding, testing, and release of the software.
The effort is reviewed and the next spiral iteration is planned. Spirals

continue until the project is finished. Spiral development can be useful

Customer
gives

feedback

Developer
creates/
updates

prototype

Figure 1.7 Prototyping approach to software development



SOFTWARE BASICS 15

Cost

Determine Analyze and
requirements resolve risks

(N

\\ / Prototype

Release
Plan for -] Develop and

next spiral test

Figure 1.8 Spiral approach to software development

Source: Adapted by permission from Boehm (1988, p. 64) © 1988 by IEEE.

for very large, complex, and uncertain software projects, where there are
major risks to be identified and resolved. Figure 1.8 illustrates the spiral
approach to software development.

Rapid Application Development (RAD) approaches create components
or small pieces of software systems that are fully functional and that
can be built and installed within 60 to 90 days. A related approach is
Component-based Development (CBD) in which the functions of the sys-
tem are divided into small units or pieces. CBD includes defining, imple-
menting, and composing the loosely coupled independent components
into systems. The components are developed by separate teams, in paral-
lel, and then integrated into a complete system. RAD-based approaches
are very fast, but it can be difficult to separate a system into distinct pieces
and it may be difficult to put the pieces together. Figure 1.9 provides a
visual representation of the RAD process for software development.

Object-oriented approaches develop software by building self-
contained modules (objects) that can be easily replaced, modified, and
reused. Traditional approaches to software development structure pro-
grams into two distinct elements: code and data; the code includes the
methods through which the data are processed. In contrast, an object-ori-
ented approach integrates the code and data using the concept of an object.
Object-oriented approaches to software development model elements
as a collection of discrete objects that correspond to real-world objects.
An object is an entity (person, place, or thing) that has data (attributes)
and that does things (provides services or has methods). For example, a

book is an object. The book object has attributes such as title, author, and
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Figure 1.9 Rapid Application Development (RAD) approach to

software development

chapter, and it performs services such as be Ordered and be Shipped. In
the object-oriented approach, an object encapsulates (includes and pro-
tects) its attributes; actributes can only be accessed via methods. Objects
(more generally called classes) are organized into class hierarchies. For
example, a book class may be at the top of a hierarchy that distinguishes
between different types of books at the next level, such as mystery, romance
ot history ot hard cover versus ebook. Each of these different types of books
may not only have unique attributes or methods but also inberits attributes
and methods defined for the more general book class. Figure 1.5 (shown
earlier in this chapter) visually illustrates a class diagram for an online
shopping system that was created using object-oriented approaches. As
can be seen in this figure, some of the classes in the system include Order,
Customer, Item, and Product. Each class has attributes (such as order
number and order date for Order) and methods (such as be Placed for
Order). Because attributes and methods do not need to be defined for
each class in a hierarchy and because objects correspond to things in the
real world, object-oriented systems are thought to be easier to develop,
understand, and maintain.

The unified approach (UA) is a methodology for object-oriented anal-
ysis and design. The UA combines best practices, processes, and guide-
lines with the Object Management Group’s Unified Modeling Language

(UML).'® The UML is a set of notations and conventions used to describe
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and model an object-oriented system. The OMG (object management
group) agreed to make UML a standard for object-oriented analysis and
design in 1995. The current version of UML is version 2. Examples of
object-oriented programming languages include C++, Java, Smalltalk,
Python, and Ruby. Figure 1.4 earlier in this chapter shows an example of
Java code. Many companies have shifted to object-oriented approaches.
Object-oriented approaches can also be used in combination with other
approaches to software development.

Iterative and Incremental Development (used by many large software
companies) combines traditional and modern approaches, whereby a
system is repeatedly developed and delivered in increments, versions, or
releases. The initial release is the core product. Updates and extensions
to the core product are made in subsequent increments, versions, or
releases. The system is developed via repeated iterations in small incre-
ments. This allows software developers to learn and improve the system
as they are developing it. Figure 1.10 illustrates the incremental develop-
ment approach to software development.

Finally, agile methodologies are becoming an increasingly popular way
to develop systems. Agile methods break down software development
into small pieces or increments that can be completed within a short time
frame (time boxes) that typically last from one to four weeks. A small,
cross-functional team works on an increment, and at the end of the iter-
ation, a working product results.

Popular agile methodologies include eXtreme Programming (XP)
and Scrum. XP promotes small, frequent releases of software after short

development cycles."” Among other elements, it involves programmers

Analyze | Design

Release #1

Analyze | Design

Release #2

»
»

Time

Figure 1.10 Incremental approach to software development
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working in pairs, extensive communication with customers, limited
management, frequent code reviews, and comprehensive unit tests. The
approach gets its name from the idea that the best practices for software
development (such as communication and code reviews) are taken to the
extreme.

Scrum is a development approach in which the developers work as
a team to achieve a common goal.?* It encourages team colocation and
communication. Like XB Scrum methods are set up to accommodate
changes in requirements. Scrum involves three primary roles: the prod-
uct owner (or customer), the development team, and the scrum master
(who enforces Scrum rules and makes sure the development team can be
effective). Figure 1.11 shows the Scrum process. As shown in Figure 1.11,
each development effort is referred to as a sprint, which is scoped to last
between one week and one month. The input to the sprint is the backlog
of requirements for the product (which are prioritized by the customer).
From the backlog, the goal for the sprint is identified and the require-
ments relevant to the sprint are collected. The team then works on cod-
ing and testing the requirements for the sprint, meeting daily with short
scrum meetings to communicate progress and identify impediments to
progress. When the sprint is finished and a working piece of software has
been created, a final review meeting is held, and the software is released.

Agile methodologies can increase the flexibility and speed of software
development, while building in quality. However, the methodologies can

be intense for the participants and require close collaboration, which

Daily

scrum

24

meetings hours

Sprint

Product Sprint
backlog -backlog -

Working
increment of

software

Figure 1.11 Scrum approach to software development

Source: Adapted by permission from Schwaber (2004, Figs. 1-3, p. 9).
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may be challenging in some settings (such as where team members are
geographically dispersed). In addition, the flexibility of the approach can
make it difficult to control the scope of the product.

If a company does not want to use its own staff to develop the soft-
ware for its product, the company can outsource the software develop-
ment by hiring another firm to create the product using the development
approaches and tools previously described. Software companies can even
purchase software capabilities by acquiring a company that created an
application and merging the application with their own product offer-
ings. For example, in 2000, Microsoft acquired Visio Corporation—a
Seattle company that developed the Visio diagramming application, for
$1.5 billion in stock; Microsoft then integrated Visio within its suite of

business productivity products.’!

Types of Software Products and Services

Companies in the software industry produce software products and
software-related services. A software product is a set of one or more com-
puter software programs that a company offers for sale. Examples of soft-
ware products include a spreadsheet, a word processing program, or an
antivirus software tool.

Software products can be organized into two broad categories: sys-
tems software and applications software. As explained in Chapter 3, the
software industry is segmented by these broad categories of software.

Systems software runs the computer system. It controls, integrates,
and manages the individual hardware components so that other software
and the users of the system do not have to worry about the lower level
details such as reading or transferring data from memory to disk or onto
a display. Generally, system software consists of an operating system and
utilities such as file managers, display managers, text editors, user authen-
tication (login), security and systems management tools, and networking
and device control software.

Applications software is used to accomplish specific tasks other than
just running the computer system. Application software may consist of
a single program, such as an app to verify a credit card number or to

check a password. A group of programs or a soffware package works closely
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together to accomplish a task, such as an architectural rending package
like AutoCAD. A group of software programs can also be called an appli-
cation software system, such as an accounts receivable system, which is a
collection of fundamental programs that may provide some service to a
variety of other independent applications. A larger group of programs or
software suite includes related, but independent, programs and packages
that have a common user interface or shared data format, such as Micro-
soft Office. The Microsoft Office suite consists of an integrated word pro-
cessor, spreadsheet, database, presentation software, and other programs.
The largest grouping of application software can also be referred to as a
systems of systems such as enterprise resource planning systems that are
a collection of interdependent systems. Figure 1.12 visually illustrates the
different levels of software applications, and Table 1.2 shows examples of

each type of software product.

Program Package | Suite (System
Instruction (App) (System) of systems)
Instruction, Program, Package, Suite,
Instruction,,
Instruction, Program,
Instruction,,
Instruction,
Instruction,,
Instruction, Program, Package,
Instruction,,

EXAMPLE

Programs Packages | Suite (System
Instructions (Apps) (Systems) of systems)
Draw a line Draw a rectangle | Create Create documents
Connect a line diagrams with | and diagrams with

- shapes shapes
Draw a curved line Draw a circle
Draw a line Draw an arrow Create
Draw an endpoint documents
with shapes

Figure 1.12 Levels of software
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Table 1.2 Examples of types of systems and applications software
products

Systems software Applications software

Operating systems (e.g., MS Office productivity suite (e.g., MS Office)
Windows, Linux, Unix, DOS)

Device drivers (e.g., graphics drivers | Game software (e.g., World of Warcraft)

and firmware)

Compiler or Debugger software Enterprise resource planning software (e.g., SAP)

Ugtility software (Network utilities, Graphics software (e.g., Adobe)

data compression or encryption Database management systems (e.g., SQL Server,
software, antivirus software, disk Oracle database management system)

defragmenters, archive utilities, etc.)

In addition, software products can be organized into software prod-
uct lines. A software product line is a set of software programs that share
common features that satisfy the needs of a particular market segment.
Programs in a software product line are developed using a common or
shared set of software functions and tools. A software product line might
distinguish between types of users and include the products that fit the
needs of the users in a particular segment. For example, one software
product line might include software security products for corporations
while another software product line could include software security prod-
ucts for noncorporate, individual users.

As described earlier, producing software products involves a variety of
related activities. A software service includes the different tasks associated
with producing a software product, such as design, programming, testing,
documentation, deployment, training, and support. Companies can sell

one or more of these services to customers.

Companies in the Software Industry in This Book

The software industry accounts for a significant market share of the infor-
mation technology (IT) industry overall. Figure 1.13 shows the global
spending on IT products and services projected by Forrester for 2013.2
Forrester estimates a total of $2.069 trillion in spending on products
produced by the IT industry in 2013, of which $542 billion was spent on
software products and services, and $389 billion was spent on I'T consult-

ing and systems integration services.
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Global spending on IT products & services in 2013
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Figure 1.13 Projected sales of IT industry products and services,
by major segment

Source: Lunden (2013).

As can be seen in Figure 1.13, the IT industry produces and sells
computer and communications equipment (which together comprise
36 percent of IT industry sales); IT outsourcing, systems integration,
and consulting services (which together make up 39 percent of the IT
industry); and software products and services which account for 25 per-
cent of IT industry sales. Within the software product segment, there
are three major types of products: applications software products, infra-
structure/systems software products, and custom software development
services, of which applications and systems software products account
for 75 percent of the projected 2013 sales in the software segment of the
IT industry.

From the U.S. government’s perspective, software is classified as a
business service (Standard Industrial Classification Code[SIC],73) and is
further described in industry group SIC 737: Computer Programming,
Data Processing, and Other Computer Related Services. This industry
group includes companies who provide a variety of computing products
and services, ranging from computer hardware repair to custom program-
ming. Table 1.3 shows the SIC 737 industry group and subgroups, relat-

ing them also to their respective North American Industry Classification
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System codes (NAICS), a more recent classification system of industries
introduced in 1997.%

Given the complexities of the types of products and services offered
by the companies in the SIC 737 industry group, it is important to clarify
the focus of the software industry profiled in this book.

As noted at the beginning of this chapter, this book examines companies
that make and sell applications software products, systems software products,
or their related software services. This includes the subsegments within
the software segment of the IT industry shown earlier in Figure 1.13
(i.e., applications software, systems software, and custom software devel-
opment). Companies producing I'T consulting and systems integration
services are also relevant to the extent that the services are software related.
This also corresponds to companies that list their primary SIC code as
7371,7372,7373, 7376, or 7379.

Companies producing software for the mass market are included in
SIC 7372 or the NAICS number 511210. This segment is frequently
referred to as the packaged or prepackaged software industry. As noted in
Table 1.3, companies in the prepackaged software industry SIC 7372 are
primarily engaged in the design, development, and production of pre-
packaged computer software. These companies create and market soft-
ware products that perform functions such as desktop productivity suites,
enterprise resource planning systems, customer relationship management
systems, business intelligence tools, video games, statistical software,
operating systems, and security software. Such products generate about
$400 billion in annual sales worldwide.?* Companies in this industry also
carry out operations necessary for producing and distributing their soft-
ware products, such as designing, providing documentation, assisting in
installation, and providing support services to software purchasers. Prom-
inent companies in this industry include Microsoft, Oracle, Salesforce.
com, Adobe, and Intuit.

Companies listed in SIC 7371, SIC 7373, SIC 7376, and SIC 7379
(NAICS codes 541511, 541512, or 541513) also perform software devel-
opment but produce custom software for hire on a contract or fee basis
or provide software-related services such as systems integration. Although
a primary focus of this book is on companies that produce software

for sale in the mass market, the custom software development services
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sector has become increasingly important, especially in the global soft-
ware industry. For example, Infosys, a large consulting and software ser-
vices company that is headquartered in Bangalore, India, is listed in SIC
7371. Custom software development generates over $130 billion in sales
worldwide, while IT consulting and systems integration services generate
$389 billion in global sales.” In addition to Infosys, prominent compa-
nies in this industry segment include IBM, Hewlett-Packard, Computer
Sciences Corporation, and Accenture.

This book does NOT cover companies that operate in other sectors
within the SIC 737 industry that are hardware or data related—including
companies providing data preparation and processing services (SIC 7374),
information retrieval services (SIC 7375), computer rental and leasing
services (SIC 7377), and computer maintenance or repair services (SIC
7378). The services provided by companies within these subsectors do not
involve producing software products or software services for sale.

It should also be noted that this book does not cover Internet
retailing companies (such as amazon.com) whose primary product for
sale is not software, nor does it consider companies that are primarily
computer equipment manufacturers (such as Advanced Micro Devices
or AMD whose primary SIC code is 3674, semiconductors and related
equipment). These companies do not list themselves as belonging in the
software industry and may not sell the software if they create it (or such
sales may be a minor part of their business).

Finally, it is important to note that companies may produce their own
software, internally for their own use, but do not sell it, and such internal
software activities are not considered part of the software industry (and

are not covered in this book).

Key Takeaways

The software industry profiled in this book focuses on companies that
produce and sell software and software-related services for hire or for the
mass market. The software industry is dynamic and constantly evolving.
It is high risk but also high reward for the participants. Thus, it is very
important to understand some fundamental concepts that define the

industry.
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The main product is software and related services. As described in this
chapter, software does not have a physical component. It is just a set of
instructions that tells a computer what to do. Software is created by pro-
grammers using different languages, development approaches, and tools.
These languages have evolved over the last 50 years and have generally
become easier and less expensive to use. There are many approaches to
software development, with more recent approaches focused on develop-
ing software more quickly and easily, in smaller increments. Software can
be as small as a tiny app or program with a few thousand lines of code
running on a mobile phone or as large as an enterprise-wide system of
systems with hundreds of millions of lines of code.

Companies in the software industry make either systems software
products or applications software products (or both) or provide
software-related services, and the industry is segmented by these prod-
ucts. This book examines companies that primarily make packaged soft-
ware products for sale or custom software development for hire and that
provide related services. Computer hardware manufacturers that do not
produce software or software services for sale, Internet retailers, and com-
panies that develop software for their internal use are not included.

The next chapter—Chapter 2—explores the history of the software
industry. Chapter 3 includes a more detailed discussion of the companies
in the software industry and how they compete. While Chapter 3 has a
U.S. focus, Chapter 4 takes a global perspective of the software industry.






CHAPTER 2

History of the Software
Industry

The software industry has experienced many ups and downs, with not
only innovations and breakthroughs but also some dead ends. To under-
stand where the software industry is today, and how it got there, it helps
to look at its history. This chapter considers the origins of software and
the software industry and reviews the evolution of the industry into its

current state today.

Software in Concept—the Early Days (19th Century)

The history of the software industry is intertwined with that of the com-
puter hardware industry. This should not be surprising, given the mutual
interdependence of computer hardware and software. However, what
may be surprising is that the first software program existed before the first
computer was built and that the first programmer was a woman.

The concept of computing was developed more than 150 years ago,
often attributed to Charles Babbage in 19th century England.! Charles
Babbage (born 1791) was the son of a wealthy London banker and was a
brilliant mathematician, philosopher, inventor, and mechanical engineer.
Among other things, Babbage was interested in developing mechanical
devices that could automatically compute numerical tables. He con-
ceived of two interesting devices—a Difference Engine and an Analytical
Engine—which were supposed to solve mathematical problems. The
Difference Engine was more of a mechanical calculator and was actually
partially constructed by Babbage and fully built by Babbage’s son, Henry.
The Analytical Engine was closer to modern conceptions of a computer,
but it was never assembled. It could theoretically be programmed by the

use of punched cards.
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Augusta Ada King (born 1815), Countess of Lovelace and daughter
of the poet Lord Byron, met Charles Babbage and became interested in
his work. Lovelace collaborated and corresponded with Babbage and, at
his request, translated his ideas on the Analytical Engine, elaborating with
her own notes. Among her notes is Note A, which described how the Ana-

lytical Engine could act upon numbers:

The distinctive characteristic of the Analytical Engine, and thar which
has rendered it possible to endow mechanism with such extensive facul-
ties as bid fair to make this engine the executive right-hand of abstract
algebra, is the introduction into it of the principle which Jacquard
devised for regulating, by means of punched cards, the most compli-

cated patterns in the fabrication of brocaded stuffs. It is in this that
the distinction between the two engines lies. Nothing of the sort exists
in the Difference Engine. We may say most aptly that the Analytical
Engine weaves algebraical patterns just as the Jacquard-loom weaves
Sflowers and leaves... In enabling mechanisms to combine together gen-

eral symbols in successions of unlimited variety and extent, a uniting
link is established between the operations of matter and the abstract
mental processes of the most abstract branch of mathematical science.

A new, a vast, and a powerful language is developed for the future
use of analysis, in which ro wield its truths so that these may become
of more speedy and accurate practical application for the purposes of
mankind than the means hitherto in our possession have rendered

possible?

Her Note G included a description of an algorithm specifying how
the Analytical Engine could derive Bernoulli numbers. These notes are
regarded by some as the world’s first computer program, written in
1842.

Lovelace’s notes are important in the early history of computing. How-
ever, some see her primary contribution not in the program described in
Note G (around which there are questions as to the extent of her con-
tributions) but rather her ability to see the potential for computing. She
articulated a vision of the capability of computers to go beyond mere cal-

culations of numbers. For example, her notes describe her conviction that
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Babbage’s Analytical Engine could be programmed to act upon objects
other than numbers, providing an example of how the engine might com-
pose music.> Although she died an early death in 1852, Lovelace lives on
in her namesake software programming language—Ada—-created by the
U.S. Department of Defense.

With respect to Babbage, his Numerical and Analytical Engines have
significantly influenced the subsequent thinking and design of comput-
ers. He is considered a father of the computer, and his engines are among
the first numerical computers.* A copy of his Numerical Engine, built by
his son, Henry, was donated to Harvard University and is thought to have
inspired the design of the IBM Mark I (International Business Machines)
computer in 1944 by Howard Aiken.

One other key innovator in the early history of computing whose
ideas are significant for the software industry is Alan Turing. Turing was a
gifted mathematician from England, who, during World War II worked
for the British government to help develop techniques to break German
ciphers, particularly the German Enigma Machine.®

Before the War, Turing proposed a hypothetical device later called the
Turing Machine and proved that this hypothetical machine could per-
form any conceivable mathematical computation if it were representable
as an algorithm. Turing’s work has been acknowledged as providing the
central concept of computation and his concepts of symbols and opera-

tions are considered the essence of software programming.’

The Origins of Modern Computing (1940s and 1950s)

The first modern computer is generally accepted to be the ENIAC
(Electronic Numerical Integrator and Computer) developed in the World
War II era. The ENIAC was designed in 1943 by John Mauchley and
J. Presper Eckert of the University of Pennsylvania to calculate artillery
ballistic tables for the U.S. Army.® Completed in 1947, the ENIAC used
17,468 vacuum tubes’ and weighed almost 30 tons! It was programma-
ble using IBM punch cards, and a team of six women did most of the
programming.'® As described in Chapter 1, programming in the early
days of computers was quite arduous. Early programmers flipped switches

to execute commands by manually changing electrical signals within the
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computer. Paper tape and punch cards were also used. According to
accounts of the ENIAC, it took weeks to determine how to map a prob-
lem into a program, a full month to get the program into ENIAC and
additional days to verify and debug it.!' As it turns out, the first programs
run on the ENIAC were calculations for the hydrogen bomb rather than
for artillery tables and required one million punch cards.'

A famous mathematician by the name of John von Neumann con-
sulted on early versions of the ENIAC as well as its successor—the
EDVAC (Electronic Discrete Variable Automatic Computer). One of the
key insights of von Neumann was that computer instructions and data
could be stored together in the same memory unit in a computer, referred
to as the stored program technique." The stored program technique enabled
complex software programs to be developed and debugged in days rather
than weeks, because the programs could be changed in memory rather
than requiring a new paper tape or new punch cards to be created every
time the programmer changed an instruction. The technique also enabled
frequently used programs to remain in memory, which greatly increased
the processing speed of the computer. von Neumann’s stored program
technique (commonly called the von Neumann architecture) became the
basis for modern computer design and was used in the ENIAC and the
EDVAC. The von Neumann architecture is still used today.

After World War II, Mauchley and Eckert commercialized the ideas
behind the ENIAC, in the form of a machine called the UNIVAC
(Universal Automatic Computer), which was designed for general pur-
pose business use. Their small company was bought by Remington Rand
(the large office machine company), and the first commercial UNIVAC
was installed for use in the U.S. Census Bureau in 1950. The UNIVAC
became famous when it correctly predicted the results of the 1952 U.S.
presidential election after analyzing just one hour’s worth of votes.'
A total of 50 UNIVAC machines were sold.

The 1950s saw many improvements in computing technology and
spawned the advent of the computing industry. By the end of the 1950s,
there were dozens of companies in the computer industry in the United
States such as Remington Rand (now Sperry Rand), RCA, Honeywell,
General Electric, Control Data, and Burroughs. A significant event in the

development of the industry involved a company called IBM, which was



HISTORY OF THE SOFTWARE INDUSTRY 33

awarded a large contract by the U.S. government to build a real-time air
defense system called Semi-Automatic Ground Environment (SAGE) for
use during the Cold War.”

Although there were computers and computing companies in the
1950s, and the computers ran software, there was no software industry at
that time. Software was bundled together with the hardware and was not
sold separately from it. Software was also specific to a machine and could
not run on different computers.

The first actual occurrence of the word soffware is attributed to a
Princeton mathematics professor by the name of John Wilder Tukey, who

wrote in a 1958 article:

Today the Software comprising the carefully planned interpretive rou-
tines, compilers, and other aspects of automative programming are ar
least as important to the modern electronic calculator as its ‘hardware

of tubes, transistors, wires, tapes, and the like."®

As noted earlier, the first computer programmers were women, as
many men were fighting in the war. One of the most famous of these early
female programmers was Grace Murray Hopper—a mathematician who
joined the U.S. naval reserve during the war and eventually became an
Admiral. Hopper joined Mauchly and Eckert’s UNIVAC Company and
developed code for the machine. She also became determined to promote
the concept of automatic programming and programming languages that
were closer to English. At the time Hopper was advocating for simpler
ways to program computers, the world’s first higher level computer soft-
ware programming language—Formula Translator (FORTRAN)—was
being developed at IBM."

For the first time, the FORTRAN language allowed programmers to
program computers using simple English-like instructions, not machine
code. The development and release of FORTRAN in 1954 led to the
development of other languages such as Common Business-Oriented
Language (COBOL) in 1959, which was strongly influenced by Hopper.
COBOL was based on a compiler-based programming language called
FLOW-MATIC, created by Hopper and her team when she worked on
the UNIVAC."® Languages such as Algorithmic Language (ALGOL),
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programming language 1 (PL/1), Report Program Generator (RPG), and
Beginner’s All-purpose Symbolic Instruction Code (BASIC) also became
popular.

The Origins of the Software Industry (1960s)

An important event in the early history of the software industry was the
release by IBM in 1964 of the IBM System 360 family of computers.
The models in this family had a similar architecture. Today, it is quite
common to see families of computers, but the idea was revolutionary
in the 1960s. The development of the IBM System 360 (S/360) was the
largest Research and Development (R&D) project ever undertaken by a
nongovernment company.'” The reason the IBM S/360 is so important is
that its architecture enabled compatibility, both upward and downward,
among the 360 computer family of machines. This means that the soft-
ware could run on multiple models in the family as they shared the same
architecture.

A book called 7he Mythical Man Month written by Frederick P. Brooks
who led the project to develop the operating system software for the IBM
360 computer (the OS 360), became an early classic on software devel-
opment.”’ The OS 360 project involved more than 1000 programmers;
the system was delivered years late and millions of dollars over budget and
was never free of defects.

In the late 1960s, the threat of antitrust suits by the U.S. government
led IBM to unbundle its systems software from its hardware, and the first
piece of software to be sold by IBM was its transaction processing system
called Customer Information Control System (CICS) in 1968.

The unbundling of computer hardware and software is pivotal for the
software industry as it sparked a market for other software companies to
compete against IBM and led to the emergence of software contractors
and service suppliers. This market became the early software industry.

By 1965, there were about 50 major companies that provided software
and programming services and numerous small companies.”! Many of the
large companies—such as Computer Sciences Corporation (CSC)—were
performing custom software development for the U.S. government and

maj or computer manufacturers.
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Early software products included one created by Applied Data
Research, a custom software development company, that was apparently
the first to offer a software product for sale—called Autoflow (a diagram-
ming tool for programmers); Martin Goetz, the product manager for
Autoflow, holds the first software patent, granted in 1968.2 A company
called Informatics offered an early database program called Mark IV in
the late 1960s, which was offered for sale at the price of $30,000 (more
than $180,000 in today’s dollars).”

The profession of software engineering came into being during this
era. The profession traces its origins to two conferences sponsored by the
NATO Science Committee—the first conference on Software Engineer-
ing was held in Garmisch, Germany in 1968% and the second conference

on Software Engineering Techniques was held in Rome, Italy, in 1969.

Evolution of the Software Industry
in the Mainframe Era (1970s)

The software industry grew and thrived in the 1970s as the decision by
IBM to unbundle the Systems 360 software inspired the creation of soft-
ware companies, many of which were formed to supply software for IBM
and IBM-compatible mainframe computers.

By the mid-1970s, there were thousands of software services compa-
nies and hundreds of software companies producing and selling applica-
tion software packages which could be bought off-the-shelf. Examples of
such packages include payroll, inventory management, and accounting
systems. Prominent companies that sold application software packages
included McCormack and Dodge, Management Science America (MSA),
Pansophic, and Oracle.

There were also companies that sold systems software, such as for net-
work management, tape backup, security, and other utilities, typically for
the IBM 360 mainframe computer. Prominent systems software compa-
nies included Compuware and Computer Associates (started by Chinese
immigrant Charles Wang in 1976).

Database management systems emerged in the 1970s, with the inven-
tion of the relational database by a researcher at IBM called Edgar E Codd

in 1970.%° Codd’s notion of how data could be stored in tables of related
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rows and columns was revolutionary at that time, and relational databases
are still the most popular databases today. Although the idea of relational
databases originated at IBM, a company called Relational Technology was
first to market with a database product called Ingres, followed by a com-
pany called Relational Software with its product—Oracle. Both compa-
nies eventually renamed themselves after their famous products.

Programming services companies also entered the software industry
and provided custom programming for large organizations, such as the
U.S. government. Computer programmers were expensive and difficult
to find in the early years of the industry, so companies with programming
needs often preferred to rely on service firms. Software contractors such
as Thompson Ramo Wooldridge Inc. (TRW), MITRE Corporation, and
CSC offered services in software system integration and programming.
Other large software service companies were in the industry such as Auto-
matic Data Processing (ADP) and Electronic Data Systems (EDS). These
companies provided a range of services to large companies, from program-
ming of custom applications in inventory management and customer
information systems to automation of more mundane record-keeping
tasks, such as payroll. This work was done on a contract basis.

Improvements in hardware technology in the 1970s sparked further
innovation and growth in the software industry. IBM introduced the
Systems 370 in 1971 with new hard disk technology that significantly
increased the performance of online disk storage and the response time of
time sharing systems.

Another significant development was that of the minicomputer. Dig-
ital Equipment Corporation (DEC) and other companies such as Data
General, Wang Laboratories, Apollo Computer, and Prime Computer
developed minicomputers for use in distributed computing applications.
Although mainframe computers typically cost more than $1 million in
1970 dollars (more than $6 million in today’s dollars) and had the pro-
cessing capacity to run large enterprise transaction processing systems,
minicomputers cost less than $25,000 in 1970 dollars ($150,000 in
today’s dollars), had at least 4K in memory, and could run programs in
higher level languages like FORTRAN and COBOL.” Minicomputers
were often used as front ends for mainframes, in data communication

systems, and in process control systems. Given the diversity of use of the
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Figure 2.1 The stovepipe structure of the computing industry in the
1970s

Source: Grove (1996) refers to and diagrams the vertical structure of the software industry in the

1970s.

minis, the software applications for these computers were quite varied,
and the market for these applications was fragmented.

Mainframe software package applications dominated the market,
accounting for more than 70 percent of applications.”® Despite the pro-
liferation of minicomputers (the installed base of minis significantly
outnumbered that for mainframes), minicomputer software application
packages accounted for a small percentage of the total software applica-
tions on the market.

Figure 2.1 shows a diagram illustrating the general structure of
the computing industry in the 1970s. As can be seen in this diagram,
in the 1970s, the industry was organized vertically (in stovepipes) by
major mainframe computer manufacturers.” Computer manufacturers
or licensed software vendors developed and sold software applications
developed to run on the manufacturer’s mainframe computers. Packaged
software applications were tied to particular computer hardware.

The software industry grew significantly in this decade: Sales of soft-
ware products expanded by a factor of six during the decade; the software
industry generated less than $500 million in revenues from the sales of
software products in 1970, but by 1980, it was generating more than $2.8
billion in sales ($1.3 billion in 1970 dollars).?
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The 1970s also experienced emerging problems with software devel-
opment productivity and quality and these issues continued and expanded
in the 1980s.

Evolution of the Software Industry in the Era

of Microcomputers and Personal Computers
(1980 to 1995)

The packaged software industry was transformed in the 1980s with the
advent of the microcomputer and the personal computer. Microcomput-
ers were small, relatively inexpensive computers with microprocessors as
their central processing unit (CPU). Early models—such as the Altair
8800—were distributed as kits to be assembled by users and had a capac-
ity of 256K Random-Access Memory (RAM).

Microcomputers were produced by Apple computer, Tandy Corp,
Atari, and Commodore. The Commodore 64—the first cheap home
computer for the masses—was one of the most popular microcomput-
ers of its era, and the best-selling model of home computers of all time,
despite the fact that 80 percent of them were returned to the manufac-
turer for repairs.’’ Small companies were entering the software industry
to write software applications for these computers. In 1979, Visicale, the
first spreadsheet computer program, was developed by Dan Bricklin and
Bob Frankston in two months’ time on a $500 budget and was introduced
for the Apple II. The idea for the electronic spreadsheet program came
from Bricklin who, while a student at Harvard Business School, observed
the laborious process of a professor who created a financial model on a
blackboard and had to erase and rewrite the model every time he found
an error or wanted to change something.* Visicalc was revolutionary in
concept, although not easy to use.

In 1981, IBM entered the microcomputer market and introduced its
version of the microcomputer, which it called a personal computer (PC)
to distinguish it from competitors. Except notably for Apple, many other
computer manufacturers made their computers compatible with IBM’s
PC, which meant that software running on one manufacturer’s PC could
also run on other compatible manufacturers’ PCs. IBM’s PC was highly

successful, and the market for personal computers grew rapidly; by 1984,
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personal computer sales accounted for more than other computer mar-
kets, and the installed base of PCs grew to 23 million.*

A momentous event in this phase of the software industry was IBM’s
decision to hire Microsoft to develop a disk operating system (called
PC-DOSY) for the IBM PCs. Microsoft was a start-up company created
in 1975 by Bill Gates and Paul Allen in Albuquerque, New Mexico, to
develop an implementation of the programming language BASIC for the
Altair 8800. The company was originally called Micro-soft and its early
products were variants of the Microsoft Basic programming language.
Since Microsoft didn't have an operating system, Bill Gates bought an
operating system called QDOS (Quick and Dirty Operating System)
from a small company called Seattle Computer Products for $30,000,
renamed it, and licensed it to IBM.* In 1979, the company moved to
Bellevue, WA, and eventually incorporated as Microsoft, Inc. in 1981.%°

The entry of IBM into the PC market, the standardization of other
computer manufacturers on IBM’s PC using Microsoft’s DOS, and the
fact that IBM allowed Microsoft to market PC-DOS to other companies
as MS-DOS were significant events that changed the entire dynamics
of the software industry. These events de-coupled the PC hardware and
operating system in a way that had not been done and sparked a market
for independent software providers. The development of software appli-
cations for PCs increased dramatically, and many new companies entered
the software industry. Over 21,000 software packages were available for
PCs as early as 1983, and sales in the packaged software industry were
booming: growing at a rate of nearly 50 percent each year.*

By the end of 1983, Microsoft was earning $69 million in sales of its
software.”” Other companies entered the industry and were enormously
successful. For example, Lotus Development Corporation introduced its
1-2-3 spreadsheet software package in 1983, selling $53 million and tri-
pled its revenues to $256 million by the end of 1984.%

In 1984, Apple introduced the Macintosh—the first popular com-
puter to use a graphical user interface (GUI). Microsoft countered in
1985 with its release of Windows—a GUI that ran on its MS-DOS.

There was intense competition in the software industry in the mid-to-
late 1980s, with many different software packages for spreadsheets, word

processing, databases, and graphics. For example, there were an estimated
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300 word processing packages for the IBM-compatible PC alone!®® Soft-
ware prices were heavily discounted, and large software companies began
offering collections or suites of programs at a discount.

By the late 1980s, the market for packaged software for PCs was start-
ing to mature and sales growth was starting to slow. Microsoft dominated
the software applications and operating system market. The market for
PC software resembled that of publishing and companies used similar
methods for promotion and distribution as the book and record indus-
tries. For example, independent distributors emerged who could provide
popular software on demand for Ait software products (later referred to as
killer apps). Software applications like Lotus 1-2-3 and WordPerfect were
some of the killer apps in the 1980s. Software packages were available
from retail distribution channels and mail order suppliers as well as via
direct sales from the producers.

The cost dynamics in the packaged software tended to favor compa-
nies who offered a leading product. The relatively fixed costs of software
development R&D and the even larger costs of advertising, promotion,
and marketing could be recovered by sales to millions of users. There-
fore, companies earning significant revenues could fund significant R&D
expenditures to continually enhance their product offerings, creating a
virtual cycle. The huge size of the market and the unique cost dynamics
introduced elements of monopolistic competition into the packaged soft-
ware industry. Major producers like Lotus Development and Microsoft,
for example, enjoyed impressive gross margins (81 percent and 74 percent,
respectively, in 1989). That said, the industry experienced significant
churn in products and companies, as hir products emerged and former
hit products faded. In 1980, the company Visicorp (which produced the
popular Visicalc) was earning $40 million; by 1985, the company disap-
peared, acquired by another. In 1984, Micropro’s WordStar had 23 per-
cent market share of word processing software with sales of more than
300,000 copies and Word Perfect had one percent; by 1989, WordStar
had essentially disappeared and Word Perfect was a market leader.”!

Aggregate sales in the U.S. domestic packaged software industry
grew to over $30 billion by the end of the decade and reached almost
$50 billion by 1995 ($11 billion in 1970 dollars).* The structure of the
industry by the end of the 1980s was such that there were a few main
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players, some second-tier companies, and thousands of very small com-
panies. The success of the PC market spurred complementary develop-
ments in computer hardware and peripherals, which in turn, sparked the
development of software applications such as for file utility management,
desktop publishing, and graphics display.

The explosion of demand for application software outpaced the
efforts of in-house programmers to develop applications from scratch.
PCs did not have the power or capacity to replace mainframe comput-
ers, and companies struggled to develop their own applications. There
was significant concern about the lack of software development produc-
tivity and quality, especially for these custom application development
efforts. Best practices for software development emerged. For example,
in 1987, the Software Engineering Institute at Carnegie Mellon Uni-
versity introduced a five-level Capability Maturity Model for Software
[now called the CMMI® (Capability Maturity Model Integration)] that
described how companies could transform their capability for building
software by focusing on software process improvement.” Firms at the
lowest level of the CMMI® are considered to be ad hoc in their software
development processes; firms appraised at levels 2, 3, or 4 are considered
to have software development processes of increasing maturity that are
defined, repeatable, and quantitatively managed, respectively, whereas
firms appraised at level 5 are considered to be optimizing and operating
at the highest level of software development capability. Such best practices
and maturity models were deployed in companies to increase the perfor-
mance of their internal software development efforts. For companies that
did not wish to develop their own applications, computer services com-
panies such as CSC and EDS and an outsourcing industry emerged to fill
the niche in the development of large-scale applications for governments
and major corporations.

A fourth generation of programming languages as well as application
code generating tools (called, collectively CASE [Computer Aided Soft-
ware Engineering] tools) also emerged to address software productivity
and quality issues. However, for a variety of reasons, these tools and lan-
guages were not fully successful.

As the demand for application software increased, the software devel-

opment and integration services segment of the software industry grew
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accordingly and provided an attractive alternative to in-house program-
ming. In addition to EDS and ADP, other software services compa-
nies such as Informatics and System Development Corporation (SDC)
became more prominent. Some of these companies, such as SDC, had
already been providing software services to the U.S. military. In fact, SDC
is considered by some to be the world’s first computer software services
company.” When IBM was unable to provide software development for
the U.S. military’s SAGE system in 1955, the SDC systems engineering
group was formed at Rand Corporation to create the code for the air
defense ground system. RAND spun off SDC in 1957 as a nonprofit
organization that provided expertise for the U.S. military in the design,
integration, and testing of large, complex systems, and in 1969, the com-
pany became a for-profit concern and offered programming services to
other types of organizations than the U.S. military.* It was acquired by
Unisys in the 1980s.

Ultimately, as more effective software packages came to market in the
1990s, companies moved to buying off-the-shelf packages for their major
applications. Personal and desktop productivity software (e.g., Microsoft
Excel and Access) also allowed noncomputing professionals to develop
their own guick and dirty applications and decision support systems.

Figure 2.2 shows a diagram illustrating how the computing industry
was structured in the 1980s. As can be seen in this diagram, in the 1980s
the industry was organized horizontally in a layered structure, and dif-
ferent companies could offer different hardware and software products
as there was some standardization around the IBM PC and MS-DOS
operating system.” As long as the computers were compatible with the
IBM PC and MS-DOS operating systems, applications that could run
on MS-DOS could run on different vendor’s computers. There were also
many different channels for sales and distribution of products. This is a
distinct contrast to the stovepipe structure of the software industry in the
prior decade.

At the end of the 1980s and in the early 1990s there were intense
battles for control of the operating system market for PCs. The operating
system was seen as a key to success in the industry because application
software was tied to particular operating system platforms. In addition

to Microsoft, there were a number of major players who were hoping to
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Figure 2.2 The layered structure of the computing industry in the
1980s

Sources: Grove (1996) refers to and diagrams the horizontal structure of the software industry in

the 1980s.

dominate this market. IBM spent an estimated $ 2.5 billion in R&D,
plus outlays in advertising and marketing in developing its own operating
system—QOS/2.% However, IBM’s OS/2 was not attractive to customers
as it required the purchase of relatively expensive hardware. IBM’s third
generation of PCs, named PS/2, was released in 1987 and offered a num-
ber of technical innovations such as the VGA video standard for PCs, but
it was expensive. Also, other computer manufacturers were reluctant to
create compatible hardware as IBM demanded royalties on a per-machine
basis. Given the pricing and licensing strategies, IBM’s PS/2 was largely
unsuccessful with the consumer market.

Apple’s Macintosh and Suns Unix (a common operating system
on workstations) were also competitive, but, for various reasons, Apple
crashed. Unix, originally developed by AT&T for telecommunications
networks, was gradually becoming a standard operating system on high-
end scientific and technical workstations. Unix had great power and sta-
bility but lacked standardization, and few versions were available outside
the science and engineering market. Novell bought Unix in 1992 in an
attempt to compete with Microsoft, and in 1993 a number of major Unix
companies (among them IBM, HP, and Sun) agreed on a standardization
scheme and released new versions of Unix. These efforts failed to dislodge

Microsoft from its dominant position.
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A key element of Microsoft’s success was its release of Windows 3.1
in 1992 and Windows NT in 1993. Windows NT (“New Technology”)
was a powerful, high-level language-based, processor-independent, mul-
tiprocessing, and multiuser operating system with features comparable
to Unix.”” It included novel Internet technologies. By the mid-1990s,

Microsoft was dominant in the operating systems market for PCs.

Evolution of the Software Industry in the Era
of the Internet (1995 to Today)

Several trends re-shaped the software industry in the mid-1990s and
beyond. One significant trend in the software industry in this time period
was the growth in enterprise resource planning (ERP) systems. ERP sys-
tems connected what were, heretofore, largely independent applications
(e.g., order management, inventory management, accounting, human
resource management), under a common interface. Despite their size,
ERP systems were sold off-the-shelf, but often required significant cus-
tomization, training, and other services to be useful. Many ERP vendors
emerged in the 1990s, including the German company Systems, Appli-
cations and Products in Data Processing (SAP), Peoplesoft, Baan, and
Oracle. ERP systems were difficult to implement and often associated
with huge cost overruns, lawsuits, and disasters. For example, Hershey
Foods spent $112 million on SAP’s R/3 ERP system in 1999, but ran into
difficulties in implementing it. Issues prevented orders for $100 million
of candy to flow through the system. As a result the company’s profit was
off 19 percent that quarter and its stock price dropped 8 percent.”

Other trends in the software industry were sparked by a path-breaking
new technology called the Interner.

In the early 1990s companies were engaged in connecting PCs into
extensive networks. For the most part, these networks were internal. How-
ever, a major disrupter of the software industry was about to emerge: the
Internet. The origins of the Internet can be found in the late 1960s when
the U.S. Department of Defense expressed a desire to connect computers
at various universities and research institutions with its own computers.
An agency called Advanced Research Projects Agency (ARPA) hired a

small company in Boston by the name of Bolt, Beranek and Newman
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Technologies (BBN) to implement a new technology called packet
switching for this network. In October 1969, the first Internet message
was sent from the University of California at Los Angeles (UCLA) to
Stanford University, and two other universities later joined them in a net-
work called the ARPAnet. Given the difficulties of using this network,
its early usage was restricted to academia and the military, until in 1982
a standard called TCP/IP was developed by ARPA to simplify use. With
the introduction of this standard, the concept of a worldwide network of
interconnected TCP/IP networks, called the Internet, was introduced. In
1989, Tim Berners-Lee created the concept of the World Wide Web and
devised a language called HTML as well as a communications protocol
called HTTD, which allowed people to move easily between locations on
the Internet. The development of the first browser software for the Inter-
net in 1992 and 1993—called Mosaic—by Marc Andreessen and Eric
Bina, spurred use of the Internet significantly, and by the end of 1993,
there were already over a million users.”!

Figure 2.3 shows the number of Internet users per 100 inhabitants
from the mid-1990s to 2014, based on data from the International Tele-
communication Union (ITU). As can be seen in this graph, the popu-
larity of the Internet has skyrocketed since the introduction of Internet

browsers in the mid-1990s.
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Figure 2.3 Internet users per 100 inhabitants, 1996 to 2014

Source: Ogden (2013)
Note: This diagram was created by Jeff Ogden based on data from the ITU (2013). No changes
were made to the diagram. It is licensed under the Creative Commons Attribution Share-Alike
3.0 Unported license.
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For the software industry, the Internet has been radical in its impact,
and there are still many ripple effects felt today.

First, the Internet has spawned the creation of new types of software
applications. The first commercial Web browser software—Netscape
Navigator—was released in 1994, as a free download, and within a year,
Netscape controlled 80 percent of the browser market.’> Other compa-
nies, many of them start-ups, entered the software industry during the
dot.com boom in the mid-to-late 1990s and created and marketed soft-
ware for Internet tasks like managing e-mail, browsing new sites, and
authoring web pages.

Microsoft, of course, responded, and in 1995, the company launched
its own browser—Internet Explorer, given away online and free with
other Microsoft programs. The early version was c/unky and seen as infe-
rior to Netscape. However, Microsoft partnered with America Online
(AOL) in 1996 who agreed to feature Internet Explorer as AOLs pre-
ferred browser. Microsoft’s clout in the market prevailed, and it went
on to capture 40 percent of the browser market share in 1998 and 80
percent by 2000, peaking at 95 percent in 2002.%° Note that in 2013,
Internet Explorer holds about 50 to 60 percent of the browser market
share.*

Second, the Internet has enabled innovative models for software
development. In 1992, a Finnish university student by the name of Linus
Torvalds developed a version of Unix, called Linux. Linux was developed
using a new model of software development called open source. Under
this model, instead of being developed within a company by paid pro-
grammers, open-soutce software is posted to the Internet. Any developer
can improve it, and post changes for review and acceptance by the com-
munity of developers. A critical aspect of open-source software is that the
source code is available. If you remember the discussion in Chapter 1, the
source code for software contains the instructions that are understandable
by humans. Therefore, having access to source code is extremely import-
ant, if you wish to change the software. If you buy software from a vendor,
such as Microsoft, you will not obtain the source code (only the compiled
code) and you therefore cannot change it. Open-source software is also
free to users, although if users need support (such as training, installation,

or help), such services are typically not freely available. Thus, companies
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such as RedHat have emerged to provide support services around the
open-source application.

The open-source movement has its own manifesto—The Cathedral
and the Bazaar, written by Eric Raymond.” The manifesto criticizes
the traditional method of developing software (formal, closed, precise,
planned, like building a cathedral) to the open-source approach, which
is more democratic and informal like a medieval bazaar of developers
and users. Raymond argues that by opening up the development process,
more eyes are on the software, which helps to improve its quality and
usability.

There are many types of open-source applications available today.
Table 2.1 summarizes some of the major open-source projects.

These projects and others have thousands of open-source applica-
tions and utilities that anyone can download for free. For example, there
are open-source databases (e.g., MySQL) and even open-source enter-
prise resource planning (ERP) packages (e.g., Compiere). The Apache
web server has become extremely popular and is more widely used than
its commercial competitors. Although the Apache web server got off

to a slow start in the mid-1990s, it emerged as a leading contender in

Table 2.1 Some major open-source projects

Name Website Description

Linux www.linux.org An operating system inspired by Unix. RedHat
provides user support for the system.

Apache www.apache.org A web server that evolved from a series of
patches written by NCSA (i.e., a patchy
server). Includes HTTP server software,
Jakarta, Perl, and PhP languages, among others.

Morzilla www.mozilla.org A web browser that uses the source code from
Netscape’s Navigator browser, which was

released in 1998.

Source Forge www.sourceforge.net | A hosting service for open-source development
projects. Includes 3.4 million developers who
work on 324,000 projects having more than 46
million users and 4 million downloads per day.

Fresh Meat www.freecode.com Has the Web’s largest index of Linux, Unix,
(now freecode) and cross-platform software, and mobile

applications.
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global usage market share for web server software in the 2000s, sig-
nificantly outpacing Microsofts IIS and other competitors. In recent
years, Apache’s global usage market share has hovered between 40 and
60 percent.

Of course, the open-source movement, and Linux in particular, appear
to have posed a significant challenge to Microsoft’s dominance. IBM has
endorsed Linux and sponsors it to the tune of several million dollars per
year, in paid contributors. According to IDC, in 1999, Linux became
the #2 operating system behind Microsoft's Windows NT. From 2000
to 2004, Linux shipments grew at a rate of 28 percent from 1.3 million
in 1999 to 4.7 million in 2004—and its market share grew by almost
30 percent.*

Some software companies (including Microsoft) have seen the open-
source movement as a threat to capitalism. Various executives from
Microsoft have called open-source anti-American, and Microsoft’s operat-
ing systems chief, Jim Allchin, called open-source an intellectual-property
destroyer in 2001.%”

That said, open-source products have not turned out to pose a real
threat to Microsoft’s dominance in the desktop operating system market:
according to data from netmarketshare.com on global usage, as of June
2013, Microsoft’s operating systems hold over 90 percent global usage
market share, followed by Apple’s OS X at seven percent and Linux at just
over one percent market share.”®

However, in the mobile operating system market, open-source soft-
ware has proved more competitive. In terms of global usage market share
(based on website visits), according to data from netmarketshare.com,
Apple’ iOS dominates with 58 percent of market share, followed by
Android (a Linux-based operating system for smart phones and hand-
held devices) at 25 percent, Java ME (an operating system for embedded
systems available as open source) at 11 percent, and Symbian (an open-
source platform for mobile phones developed in 2009 by Symbian Foun-
dation) at 2.5 percent market share.”” Overall, in the mobile operating
system market, open-source products altogether hold almost 40 percent
global usage market share.*

Figures 2.4 and 2.5 display the relative market share (based on world-

wide usage, not sales) of closed-source and open-source operating systems
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Figure 2.4 Desktop operating system market share based on usage

Source: Data provided by Net Market Share (n.d.)
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for desktop computers and for mobile/tablet devices, respectively, as of
June 2013.

Although the Internet has opened up new opportunities, it has also
presented new threats by creating new access points from the outside
into companies. In 2002, more than 7,000 new viruses, Trojan horses,
and computer worms were reported, but by 2012 the number of new
malicious computer programs has grown exponentially, with reports of
200,000 new viruses detected every day!® Thus, security has become a
popular topic, and sales of security software products such as firewall
applications, encryption, and antivirus programs have taken off. Middle-
ware software, such as that used to connect older legacy applications to
the Internet for e-commerce has also become popular. Chapter 7 discusses
software security and privacy issues.

Finally, the Internet has significantly impacted how software can be
supplied to customers. Instead of distributors mailing copies of software
applications to customers or stores carrying inventories of disks with the
applications, it is possible for software companies to offer their applica-
tions directly to customers via a simple click to download via the Inter-
net. By shifting software distribution and hosting to the Internet, this
new delivery mechanism has the potential to completely eliminate the
“middle man”—that is, sales distributors and resellers. The Internet has
also opened up new options in software pricing and release strategies such
as software renting, which are discussed later in this book in Chapter 7.

The software services segment of the industry also grew very rapidly in
this time period as companies needed computer applications and systems
to help generate greater internal efficiencies and to conduct business over
the Internet. In particular, there was a surge in growth in demand for
software services due to Year 2000 compliance (Y2K) concerns. The Y2K
(or Year 2000) problem occurred at the roll over from 1999 to 2000, for
computer systems that abbreviated and stored the year in a date as two
digits instead of four digits. Storing only two digits could cause problems
with date sequencing, leap year calculation, and other issues. Thus, firms
worldwide had to update their computer systems to fix this issue before
the year 2000. Y2K significantly increased the demand for programming
services to help companies remediate their legacy systems. The Y2K

problem also spurred millions of dollars of spending on new enterprise
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software like ERP systems as many companies preferred to buy new sys-
tems rather than spend money to fix old systems.

The need for programming services was also driven by strong demand
for web-based applications, e-commerce, and the dot.com bubble. By
the late 1990s, there were more than 32,000 companies in the United
States (the vast majority with less than 50 employees) providing custom
programming services.®* Industry revenues more than tripled during the
decade, estimated at $21 billion in 1990 ($8.3 billion in 1970 dollars)
in the United States, and reaching a peak of $69.4 billion in 2000
($21 billion in 1970 dollars).®* The passing of the year 2000, and the
dot.com crash in 2001 negatively impacted this segment of the software
industry, and the segment did not start to recover until the mid-2000s.
The 1990s and 2000s also saw the emergence and growth of a global
industry for software services provision, with programming services com-
panies coming to prominence in India, Ireland, and other parts of the
world. The next chapter (Chapter 3) discusses the structure and competi-
tive dynamics in the software industry today. Chapter 4 discusses the glo-
balization of the software industry, in which the software services segment

plays a particularly significant role.

Key Takeaways

The software industry is dynamic and ever-changing. Changes in the
industry are driven by new technologies that shake up the status quo.
The concept of software was present more than 150 years ago, but the
first modern computer and computer program were created in the 1950s.
Women played an important role in the software industry, serving as
some of the first programmers in the 1950s.

Software, as an industry, did not exist until the late 1960s when IBM
was forced by federal legislation to separate its software from its hardware
for the S/360. In the 1970s, mainframe computers dominated, and pack-
aged software applications for mainframe computers held most of the
market share. In the 1980s, the software industry experienced a major
shake-up with the introduction of PCs, and shifted from a vertical silo
structure in which major vendors developed software for particular main-

frame computers (and marketed, sold, and distributed the software) to
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a horizontal structure with many players in which software applications
could work on many PCs that were compatible. IBM’s PC was most pop-
ular in this era. The 1980s is an important era in the software industry:
It saw the rise of major software companies such as Microsoft and Apple
that sold software for end-user productivity, as well as companies such
as SAP that sold enterprise resource planning systems for companies. By
the mid-1990s, Microsoft was the dominant software company in the
industry.

In the mid-1990s and 2000s, the Internet emerged and changed the
industry again. The Internet sparked the development of new types of
applications for the web and the advent of browser wars. Although Net-
scape was an early leader, Internet Explorer attained almost all of the
market by 2002. The Internet also made possible a new form of software
development called open-source software. Open-source software was freely
available to users, who could download the source code from the Internet.
Major open-source communities emerged who created popular open-
source products. Security software such as firewalls and antivirus tools
became popular with an exponential increase in malicious software deliv-
ered over the Internet. The Internet also changed the software delivery
mechanism as companies could easily distribute their products directly
to customers over the Internet. This era also saw a surge in growth in
software services companies in the United States and abroad to fulfill the

demand for Y2K compliance and Internet commerce applications.



CHAPTER 3

Structure and Competitive
Dynamics of the Software
Industry

The software industry has a unique structure and intense competitive
pressures. A few companies tend to dominate segments within the indus-
try, and there are thousands of smaller companies. Although almost any
talented individual with a computer can enter the industry, there is a
very high rate of failure. For example, from 1995 to 2007, 16 percent of
companies in the software industry failed, whereas only 11 percent in the
computer hardware industry and 5 percent in the pharmaceutical indus-
try failed during the same time period.’

Consider Visicale. Remember Visicale? Visicalc was the first elec-
tronic spreadsheet. Personal Software (later renamed Visicorp), the com-
pany that introduced and marketed Visicalc in 1980, earned almost $23
million from Visicalc by 1982. However, after Lotus Development intro-
duced Lotus 1-2-3 in 1983, Visicalc lost money and Visicorp did not
survive. In 1984, Visicorp was acquired by a company, called Paladin
software and did not retain its name.? This example is not unique. Indeed,
the software industry is highly dynamic with many entrants and exits.
Figure 3.1 shows the number of companies entering and leaving the soft-
ware industry from 1995 to 2007.° Note the spike of new entrants into
the industry in 1998, during the dot.com boom, and the relatively high
exits in 2001 during the bust.

Given the high rates of failures and new entries, the set of particular
companies present in the software industry can change frequently. A few
companies have been present for many years; some companies completely
exit the industry; and others merge or are acquired. Merger and acqui-

sition activity is very high in the software industry. According to Ernst
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and Young, in 2011, software companies accounted for 36 percent of the
2,689 mergers and acquisitions in the computing industry, and 34 of the
deals were valued at more than $1 billion each.”

Sales in the software industry also experience booms and busts, given
disruptive innovations in computing technology, the popularity of hit
applications, and the ups and downs in economic cycles. In the 1980s
and 1990s, the software industry experienced double-digit annual growth
rates, but during the dot.com bust in 2001/2002, the industry experi-
enced its first-ever decline. Since then, strong growth has resumed. Figure
3.2 shows U.S. domestic sales of packaged software from 1970 to 2015
(projected), both in nominal dollars and in inflation-adjusted dollars.®

Given the interesting and unique dynamics of the software industry,
it is important to understand how it works. This chapter will begin by
first describing the types of products and services provided by companies
in the software industry and will identify the major companies in the
industry. Then the software value chain and the economics of software
production will be described. Finally, the chapter will turn to the compet-
itive forces in the industry, identifying the primary customers, suppliers,

competitors and other important stakeholders, and their relative power.
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Sources: Steinmueller (1996) and OECD (2002).

Software Products and Services

Companies in the software industry produce and sell software applica-
tions and related systems and services. As noted in Chapter 1, the soft-
ware industry is organized into major segments that correspond to the
two primary types of software: system infrastructure software and applica-
tions software, with different product types within those groups. Another
important segment is software services. The competitive dynamics differ
considerably in the different segments. Some segments are mature and
only one or two firms dominate, whereas other segments are emergent
with a number of players. Figure 3.3 shows the types of products and
services in the industry.

Applications software performs specific end user functions. The
industry includes different subsegments that focus on different types of
applications such as visual applications (e.g., video games, graphics, and
entertainment systems) and traditional decision support applications
(e.g., enterprise resource planning systems, customer relationship man-
agement, statistical analysis, financial reporting, and word processing).
Examples of best-selling application software products include World of
Warcraft, TurboTax, AutoCAD, Adobe, MS Word, and PeopleSoft.

Systems software includes the basic systems needed to operate the

computer hardware and networks, including operating systems, data
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Figure 3.3 Types of products and services in the software industry

management tools, network software, application design and develop-
ment tools, application life-cycle management, application development
platforms, and middleware. Some examples of systems software prod-
ucts include Microsoft Windows, Unix, Boa Constructor, IBM Rational
Application Developer, NetBeans, RadRails, Ping, and SQL Server.
Software-related services include services provided directly to custom-
ers for documentation, training, custom programming, testing, design,
and others. Many of these services are offered directly to customers via

the Internet.

Major Companies in the Software Industry

Table 3.1 shows the top 30 companies in the world that supply software,
in terms of worldwide software revenues and market share (as of 2012).°
Note that the revenues reported are for software sales. Some companies—
such as IBM, Hewlett-Packard (HP), and EMC—provide hardware
as well as software, but the numbers reported in this table are for their
software sales (based on data from IDC). The table distinguishes overall

rank, rank for companies that primarily supply software, and rank for
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U.S.-based companies that primarily provide software. The table further
distinguishes market share, major products and services, and country in
which the company is headquartered.

As can be seen in Table 3.1, the top 30 companies that supply soft-
ware account for almost 60 percent of the global revenues from software
sales. These companies produce software that is representative of the dif-
ferent market segments described earlier: applications such as enterprise
resource planning, accounting, desktop publishing, games, and health-
care applications; and systems software such as network software, security
software, operating systems, and data management and storage systems.

The software industry is largely dominated by U.S. companies.
Microsoft alone represents 17 percent of the worldwide market share
for software sales. Twenty-three of the top 30 companies are based in
the United States and account for more than half of the global revenues
from software. The top five, U.S.-based companies that primarily supply
software are Microsoft, Oracle, Symantec, CA Technologies, and Adobe.
A brief profile of each company follows.

Microsoft

Microsoft, of course, has figured prominently in the history of the soft-
ware industry, and its history is discussed in detail in Chapter 2. The com-
pany’s major products include operating systems (Windows) and office/
desktop productivity applications (Word, Excel, Access, Powerpoint),
although the company offers other products as well—such as Microsoft

Dynamics ERP—an enterprise resource planning system.

OracleCorp.

Oracle was founded in 1977 by Larry Ellison, Robert Miner, and
Edward Oates in Santa Clara, California, as Software Development
Laboratories.” Inspired by Codd’s paper on relational database systems
(refer to Chapter 2), the company’s flagship product was a relational
database called Oracle Database. The product was very successful, and
in 1982, the company renamed itself after it. In addition to its database

management system, the company today offers a variety of products,
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including enterprise systems, customer relationship management soft-
ware, supply chain software, middleware, collaboration software (called
Beehive), and others. As shown in Table 3.1, in terms of revenues, Oracle
is the second largest software company in the world (and second in the
United States).

Symantec

Symantec was founded in 1982 by Gary Hendrix in Mountain View,
California, with a National Science Foundation grant.® Symantec was
originally focused on artificial intelligence-related projects, and its first
employees were hired from Stanford University. One of these employees
was Barry Greenstein who was a professional poker player and who devel-
oped the software for the Q&A product. Over the years, the company was
acquired (but retained its name) and performed its own acquisitions, and
its product line evolved to include the popular Norton antivirus software
and Internet security tools. It is the fourth largest software company in

the world and third in the United States in terms of revenues.

Adobe Systems, Inc.

Adobe (named after a creek near its founders’ homes) was established
in 1982 in Mountain View, California, by John Warnock and Charles
Geschke.” Warnock and Geschke had left Xerox PARC to develop and
sell PostScript—the company’s first product. Sales of PostScript took
off when Apple licensed it for use in its LaserWriter printers in 1985.
Adobe introduced its flagship product—Photoshop—in 1989. In the
early 1990s, the company introduced Adobe Acrobat and the Portable
Document Format (PDF), which is now an international standard for
electronic documents. Adobe offers a range of desktop publishing and
enterprise software products and is the fifth largest software company in

the world (fourth in the United States).

CA Technologies

Rounding out the top five U.S.-based software companies is CA

Technologies (formerly Computer Associates International, Inc.). It is
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also known as CA and was founded by Charles Wang and Russell Artzt
in 1976, in Islandia, NY."* CA came into being when IBM was forced to
unbundle sales of its operating systems software from sales of its hard-
ware. Wang and Artzt created a company to develop and sell IBM main-
frame software. Their initial success occurred when they acquired the
rights to distribute a product called CA-Sort. CA-Sort was a data manage-
ment utility that allowed mainframe computers to efficiently sort, merge,
and copy data and was originally developed by a Swiss company named
Computer Associates, founded by Sam Goodner and Max Sevcik several
years earlier. Wang and Artzt partnered with Computer Associates and
called their joint company—Trans-American Computer Associates (later
Computer Associates International). The company grew rapidly through
acquisitions and has become the sixth largest software company in the
world and fifth in the United States in terms of revenues. Its products
include enterprise management software tools and utilities.

As is clear from Table 3.1, a number of major companies selling soft-
ware are actually computer hardware manufacturers such as IBM and HP.
These companies produce and sell software that is compatible with their
hardware, but software is not their primary business. Still, the sales from
their software products are quite significant. IBM, for example, although
ranked second in the world in its sales of operating systems and systems
software, is not primarily in the software business (its software sales repre-
sent just 24 percent of the company’s total revenues)."

Despite being primarily computer hardware manufacturers, both
IBM and HP are among the top sellers in the software industry and have

had a significant influence on it, and thus merit discussion.

IBM

International Business Machines—nicknamed Big Blue—is headquar-
tered in Armonk, NY. IBM’s history dates back to the 19th century
when three companies—the Tabulating Machine Company (founded
by Herman Hollerith), the International Time Recording Company,
and the Computing Scale Company merged. Among the wide range of
products offered by the merged company was punched card equipment

based on Hollerith’s innovations. During the World Wars, IBM enhanced
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punched card technology, producing an electric key punch and its own
design of the punch card, and was selected by the U.S. Government to
maintain employment records for all U.S. citizens after the 1935 Social
Security Act. The company produced 5 to 10 million punched cards
per day in the 1930s and built the Harvard Mark I—the first large-scale
electro-mechanical calculator for the U.S. Navy.'?

As described in Chapter 2, during the 1950s IBM was named the
primary computer hardware manufacturer for the SAGE air defense
system by the Department of Defense. These government partnerships,
combined with innovative computing technology and a series of com-
mercially successful products enabled IBM to emerge from the 1950s as
the world’s leading technology firm. As mentioned in Chapter 2, a major
event in the late 1960s was IBM’s development of the System/360, and
the subsequent decision (under pressure from the U.S. Justice Depart-
ment) to unbundle its computer hardware and software and sell each sep-
arately. This key decision spawned the software industry in the 1970s.
Although the company underwent turbulent times in the late 1980s and
early 1990s and lost billions when its forays into the personal computer
market were less successful than hoped, in the 1990s IBM made a num-
ber of transformations that have shaped the current company’s strategy
and products. IBM focused on high-end super- and mainframe com-
puting (e.g., producing supercomputers such as Deep Blue, Blue Gene,
and most recently—Watson) and on becoming a global services business,
moving away from unprofitable hardware products and becoming more
brand agnostic. The company also invested in developing and selling
middleware (software that connects applications to operating systems),
not applications software.

The company has continued to invest heavily in Research and Devel-
opment (R&D): spending almost $6 billion a year in research, devel-
opment, and engineering.”” In 2010, IBM was awarded almost 6,000
patents, more than any other company.'* IBM employees have earned five
Nobel Prizes, four Turing Awards, five National Medals of Technology,
and five National Medals of Science.” Today, the company has almost a
half million employees worldwide in more than 170 countries and is one
of the largest and most profitable of information technology companies. It

is ranked second, behind only Microsoft, in worldwide software revenues.
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Hewlett-Packard

HP was founded by Stanford University classmates, William Hewlett,
and David Packard in 1939 in a garage in Palo Alto, California, with an
initial investment of $538.'° One of the company’s earliest products was
an audio oscillator that was purchased by Walt Disney Productions for
use in the movie Fantasia."” The company manufactured a number of
electronic products and test instruments. In 1966 it entered the comput-
ing industry with the HP 1000 series of minicomputers, and produced
a desktop calculator that was referred to by Wired Magazine in 2000 as
the first personal computer—the HP 9100A." In the 1970s and 1980s,
the company manufactured more advanced minicomputers, as well as
programmable handheld calculators, inkjets, and laser printers. In 1999,
HP spun off its original instrument and test equipment business to a
company called Agilent—the largest initial public offering at that time
($2.1 billion in 1999 dollars or $3 billion in today’s dollars) in the history
of Silicon Valley."” Today, HP provides computer hardware, software, ser-
vices, and consulting. The merger with Compaq in 2002, and the acqui-
sitions of Electronic Data Systems (EDS) in 2008, 3Com in 2009, and
Palm, Inc. in 2010 have enabled HP to offer a wide range of computing
hardware, software, and services to its customers. The company employs
about 350,000 worldwide, and in 2012 HP was the world’s largest per-
sonal computer vendor in terms of unit sales, shipping over 48 million
PCs.*In its software business, HP produces enterprise management soft-
ware, software-as-a-service, and cloud computing services and, as shown
in Table 3.1, is ranked sixth in worldwide software revenues.

There are also a number of prominent non-U.S. companies in the top
30 software suppliers, such as SAP. These companies will be profiled in
Chapter 4 where the global aspects of the software industry are covered.

The services segment is a significant part of the software industry.
Custom programming services are a primary alternative to the use of
packaged software. Some companies provide custom programming to
modify a software package to better fit a customer’s need. Other compa-
nies provide custom programming of entire applications. Software devel-
opment is only one of many IT services offered by firms in the services

segment of the software industry. The broader IT services industry has
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been evolving toward a one-stop model, in which a single company pro-
vides a comprehensive set of services to its clients. For this reason, the
companies may not report custom software programming services sep-
arately from other IT service revenue. As noted in Chapter 1, Forrester
Research has projected that in 2013, custom-built software by contractors
and consultants will generate over $130 billion in worldwide revenues
(about 25 percent of the total revenues in the global software industry in
2013). Global revenues for IT consulting and systems integration services
are projected at $389 billion.

Industry leaders in the software services segment include IBM and HP,
as well as Oracle, Computer Sciences Corporation (CSC), and Accenture.
Although the United States is a leader in programming services, because it
is difficult for companies to find sufficient high-tech workers, the indus-
try has become more dependent on skilled contract workers overseas.
In many cases, the major companies in this segment have opened up
offshore software development facilities in countries like India, Ireland,
Israel, and Brazil to tap into the global IT workforce. In recent years,
foreign companies have emerged to provide custom programming and
other IT services and have become major competitors to their U.S. coun-
terparts. Chapter 4 will discuss the globalization of the software industry

and the emergence of these companies overseas.

Software Value Chain

A value chain is the set of processes or activities by which a company adds
value to something it produces. Primary activities include production,
marketing, sales, and after-sales support. Supporting activities include
procurement, human resources, research and development, and firm
infrastructure.!

The software industry has its own unique value chain, which is quite
different from one in, for example, industries that manufacture physical
products. The main product in the software industry is software and its
ancillary services. Software is not physical and does not need to be stored
or transported through physical channels (especially today with the Inter-
net as a major distribution channel). Software products can be distributed

on digital media in retail outlets, as well as downloaded from the Internet.
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Figure 3.4 Software value chain

Source: Adapted by permission from Porter (1985).

Figure 3.4 shows a visual depiction of a value chain in the software
industry. As can be seen in Figure 3.4, the basic product is software, which
is documented, packaged, marketed and sold, distributed, integrated with
the customer’s other software, supported, and maintained.

A key feature of the software industry concerns the nature and length
of product development life cycles. Product development life cycles
vary considerably by type of software and domain of its application. For
example, consider the product development life cycle of video game soft-
ware. A video game can take two to four years to develop. But, once it is
released to the market, its shelf life (life cycle) is usually about six weeks
to six months!** On the other hand, large systems in the public sector are
used for decades.” For example, the state of New Jersey’s payroll system
dates back t01969, and states’ benefits systems are 22 years old on average
with some systems more than 40 years old.*

However, continued enhancements are required to keep the systems
useful and relevant. Given the nature of software product life cycles and
the need for innovation and enhancement of software features, R&D
investments are essential for continued new product development and
existing product enhancement. Software firms often invest in high levels
of R&D spending: In fact, companies in the software industry spend as
much as 20 percent or more of their revenues on R&D—considerably
higher than for most other industries.” For example, a study of the soft-
ware industry found that software companies spent on average of 28.7
percent of their sales on R&D, whereas computer hardware companies
averaged 11.0 percent and pharmaceutical firms averaged 18.7 percent of

their sales on R&D during the same timeframe.?
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Software products need to be documented and packaged (if sold
on physical media). Marketing, sales, and advertising can be extremely
important activities in the software industry, given the need to promote
a new product. In fact, sales and advertising expenses are one of the soft-
ware industry’s largest budget items.?” Software products also need to be
integrated within an existing suite or system and may require training,
support, and maintenance.

The distribution of software products differs by segment. In the high-
end or mainframe market, software firms may have a direct sales force to
market large, complex, and difficult-to-understand products directly to
customers with mainframe computers. Some software firms may bundle
their software products with another firms’ hardware and sell the whole
package as an integrated system to a customer.

In the low-end or personal computer market, software firms may
develop relationships with hardware manufacturers to preload their
products on PCs or other devices. Firms can also sell their products
directly via the Internet and via more traditional distribution channels
such as mail-order catalogs, retail stores, and specialty retailers such as
Best Buy or mass merchandisers such as Wal-Mart Stores.

Of the supporting activities in the software value chain, R&D and
human resources are critical, given the need for talented developers to
create new products and enhance existing products, and the difficulty of
hiring and retaining these developers. Chapter 5 describes the occupa-
tions and workforce issues and trends in the software industry.

The software value chain depicts the software production process. In
terms of revenues, the traditional revenue streams of software companies
include license revenues, maintenance revenues, and service revenues.
Recently, some companies have bundled license and maintenance ser-
vices, selling them on a subscription basis.

License revenue derives from sales of individual copies of software.
It is considered a key indicator of demand for a firm’s core software
products.”® Traditionally, the licenses are perpetual because a customer
acquires rights to the product for its entire life when purchasing the soft-
ware. However, in recent years, other innovative licensing schemes have
emerged. Chapter 7 will discuss some of the new business models for sell-

ing or renting software to customers. For example, subscription revenues
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are gaining in importance in the software industry. Under a subscription
business model, rather than selling software products individually, a soft-
ware company sells periodic (monthly or yearly or seasonal) use or access
to the product. The subscription business model was pioneered by mag-
azines and newspapers. It is an attractive model for software companies
because a one-time sale of a software product can be transformed to a
recurring sale and can build brand loyalty. For customers, subscriptions
can be attractive because they provide more flexibility by offering pricing
that varies based on usage—such as number of users or over a certain time
period of use.

Maintenance revenues are typically sold via contract and provide
the customer with upgrades and enhancements for the relevant software
products.

Service revenue derives from the various services that a company pro-
vides to software customers, such as consulting, training, support, and
integration. Like maintenance, such services are typically provided via a
contract. As described in Chapter 4 on the globalization of the software
industry, services have become increasingly important to software compa-
nies. As software becomes more complex and sophisticated and critical to
global operations, there is a greater demand for services. Service revenues
are thus becoming a larger percentage of total revenues in the software
industry. As noted in Chapter 1, Forrester Research has projected that in
2013, custom software development services will account for six percent
of the total revenues in the information technology industry. In addition
to software-related services, IT facilities outsourcing, maintenance, con-
sulting, and integration services are projected to account for 40 percent
of the total revenues in the IT industry in 2013.%

In terms of profitability, the software industry is highly profitable
when compared to other industries, with gross margins as much as 80
percent.®® This is because, although the cost to develop a product is sig-
nificant, the variable cost of reproducing, documenting, packaging, and
distributing a software product is relatively small.*! The highest margins
are on licenses for new software; gross margins for maintenance and espe-
cially for software services are considerably lower, as training, consulting,
implementation, support, and other services are quite labor intensive and

require highly skilled individuals to perform them.
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The Economics of Software

There are a number of unique aspects of the economics of the software
industry that directly affect its structure and competitive dynamics.

First, it is important to understand pricing dynamics of software
products and services. The size of the computer system for which a soft-
ware application is designed is a critical factor affecting price. Software
applications for high-end or mainframe computer systems typically have
a greater degree of customization, low unit volume, long product life
cycles, and very high maintenance costs; these applications tend to be
quite expensive, ranging in price from the thousands to millions of dollars
(such as for enterprise software). Such software is often licensed or leased
rather than sold. In contrast, software applications intended for low-end
personal computer systems and mobile devices typically have less custom-
ization, high unit volume, short product cycles, and low maintenance
costs; these applications tend to be inexpensive, ranging in price from free
to hundreds of dollars.

Second, it is important to understand the cost dynamics of produc-
ing software products and services. As just noted, in the software busi-
ness, there are very high fixed costs of R&D and marketing, but very low
costs to replicate, document, package, and distribute a particular software
product. For example, N2 Research estimates the average price of creating
a new video game at close to $28 million, with some video games such as
Gran Turismo and Modern Warfare costing twice as much to develop.*
However, once the original software code for these games has been writ-
ten, it may cost only a few dollars each to make copies or close to nothing
to distribute the video games over the Internet.

Such cost dynamics can be characterized in terms of economies of
scale. Economies of scale is an economic term describing a business model
in which it costs a company less to produce each product the more it
produces and sells. Technically, it refers to a situation in which the long-
run average cost curve for producing something declines as production
increases as there are low marginal costs to replicate and distribute the
product relative to average costs to produce the first copy. Economies of
scale are certainly present and are very powerful in the software indus-
try,*® and these economies affect the structure of the industry. One con-

sequence is that the cost dynamics can lead to market concentration as
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it is most efficient for one or a few large firms to dominate the industry.
Naturally, this can raise questions of monopoly. Chapter 6 discusses legal
actions taken by the United States and European governments to restrain
the monopolistic power of large software firms like Microsoft.

A second important cost aspect of the software industry has to do
with compatibility, standards, and network effects. When two products
can communicate with each other or can be used with the same com-
plementary components, they are compatible. In the world of software,
compatibility exists when software products—such as a spreadsheet pro-
gram and a word processing program—can exchange or share files in a
common format. It also exists when a particular software application can
run on a particular operating system.

Compatibility may be achieved through standardization or by devel-
oping adapters or converters that can translate between incompatible
parts.** Standardization means that there is an explicit or an implicit
agreement to do certain things in a certain way. In software, standards
for file formats, user interface designs, or other interfaces are critical for
ensuring compatibility between products. Application programming
interfaces specify how software components should interact with each
other. POSIX is an example of an international standard for maintaining
compatibility between operating systems.”

Compatibility and network effects (or externalities) are critical dimen-
sions of software industry structure and conduct. Network effects refer to
the effects that one consumer of a good or service has on the value of
that product to other people. A product that has network effects is more
valuable to consumers when more consumers purchase it. A classic exam-
ple is the telephone: Having a telephone is more valuable to a consumer
when there are more consumers with a compatible telephone whom the
consumer wishes to call.

In the world of software, network effects or externalities can occur
because a single piece of software is usually not valuable by itself—it
typically must be used with other software, hardware, and services. For
example, a spreadsheet application requires an operating system to work.
Network effects can also arise when different software products are com-
patible such that the users can share information and files. For example,
a file created by one user’s spreadsheet application can be shared with

another user’s compatible application.*®
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The installed base is the set of consumers who have installed and use
a particular product. Consumers who have adopted a particular product
may be reluctant to switch to another product, due to costs of learning.
This behavior favors the incumbent product. Because a community or
network of users values the ability to share and exchange files and docu-
ments, new users also tend to adopt the software with the largest commu-
nity of users—this again favors the incumbent or most popular product
to the detriment of its competitors. Switching costs and network exter-
nalities can cause the market to tip to a single dominant vendor or tech-
nology for a particular software genre.?” The tendency for a single product
to dominate a software genre is a notable feature of the software industry.

These dynamics have a number of implications for the industry. For
example, in the spreadsheet software market, findings from a study of this

market reveal that:

1. Positive externality effects deriving from a software product’s large
installed base and compatibility with a dominant standard are as
important as the product’s intrinsic features.*

2. Compatibility decisions are critical and impact the success of a new
product in the software industry.

3. It is valuable for a software company to build up its installed base
quickly to increase the benefits of externalities and to leverage on the
inertial effects of switching costs.

4. The value of complementary goods can increase positive network
externalities for a software product—for example, the ability to
exchange files between Windows-compatible word processing and
spreadsheet software is valuable to consumers and may tie them to

the supporting platform.

The economic aspects of software thus directly impact the competitive

dynamics and strategies of companies in the industry.

Competitive Forces and Strategies
in the Software Industry

In the final section of this chapter, the competitive dynamics in the soft-

ware industry are analyzed. Michael Porter’s Five Forces Model is used to
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understand the competitive forces in the software industry.*? According to
Porter’s model, the nature and intensity of competition in an industry is
influenced by five important forces: threat of new entry, threat of substi-
tutes, rivalry among existing competitors, bargaining power of customers,
and bargaining power of suppliers.

Figure 3.5 shows a graphical depiction of these forces. Examining the
software industry from the perspective of the Five Forces Model suggests

the following about the nature of the industry.

Threat of New Entry

One important force that determines competition in an industry is the
threat of new entry. Industries that are dynamic have many new entrants.
New companies entering an industry bring new products, resources, and
capacity and can bid down prices or inflate costs affecting profitability
in the industry. The ease of entry into an industry is determined by the
nature of incumbent firms (e.g., whether the firms are large and well
established with well-known brands) and whether there are barriers to
entry such as the need to invest large financial resources in order to com-

pete, the presence of economies of scale, and switching costs. Switching
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costs are one-time costs of switching from one firm’s product to anoth-
er’s. If switching costs are high, a new entrant must offer a substantial
improvement in product quality or cost to induce customers to switch.
Proprietary technologies that are kept proprietary through patents can
also erect a high barrier to entry.

Essentially, if it costs little in time or money to enter an industry and
compete, if there are few scale economies, low switching costs or little
protection for intellectual property, it is easy for a new company to enter
an industry.

In the software industry, the nature of entry barriers is mixed. On the
one hand, there are limited financial resources required to create a new
software product—as noted earlier in the chapter, almost any talented
individual with a computer can create a popular software application. For
example, an eighth grader created a physics-based puzzle game Bubble
Ball for the iPhone, in one month. Bubble Ball became so popular that
it knocked Angry Birds from the top spot on Apple’s free app chart after
being released; the game has over two million downloads.*

However, creating a software product and making money from it are
two different things! As also noted earlier, firms in the software industry
spend considerable resources on R&D and advertising and marketing
their products. There are quite significant economies of scale, favoring
large producers, and switching costs can be high as customers can be
reluctant to switch from one firm’s products to another’.

Software firms producing mature products like basic desktop applica-
tions (such as word processing, spreadsheets, and databases) or enterprise
software (such as customer relationship management systems or enter-
prise resource planning systems) usually form an oligopoly market where
there are a few well-established software firms such as Microsoft, SAD, and
Oracle that dominate the market. As noted earlier, Microsoft is by far the
largest software company in the world, accounting for more than 17 per-
cent of global software revenues. Firms such as Microsoft are entrenched
in the desktop application segment and have large installed bases of cus-
tomers who may be reluctant to switch to a competing product.

Even if a new firm’s product is superior, the established firm can
upgrade and enhance its product to match the features. In addition, cus-

tomers may believe that an established firm is likely to remain in business,
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whereas a software start-up might fail, leaving customers with product
enhancement and support problems. For all of these reasons, it can be
challenging for new entrants to compete with established firms in the
more mature segments of the software industry. However, new software
firms can thrive in new segments.

In addition, established software firms are increasingly relying on
software patents to protect important intellectual property and are using
patents to prevent competitors from entering or competing in a market
segment. Chapter 6 discusses the nature and role of software patents in

the software industry.

Rivalry Between Existing Competitors

An industry in which there is intense rivalry among competing firms
experiences significant price competition, advertising battles, frequent
product introductions, and increased customer service offerings or
warranties. Competitors feel pressure or see opportunities to improve
their position. When one firm makes a competitive move, it may incite
corresponding moves by other firms to retaliate. Industries with many
competitors have high degrees of rivalry. In contrast, industries with a
few dominant firms may be more stable as power is concentrated in a
few leaders. Certain characteristics of an industry increase rivalry: slow
growth, high fixed costs, commodity products, foreign competitors, and
high exit barriers.

Essentially, rivalry in an industry is determined by the number and
capability of the competing firms. If there are many competitors who
offer equally atcractive products and services, then firms have little power,
because suppliers and buyers will go elsewhere if they don’t get a good
bargain.

In the software industry, rivalry increases or decreases with the matu-
rity of particular market segments. When a market segment is new—such
as the market for personal computer software in the 1970s and 1980s,
there are many competing firms and there is intense jockeying for posi-
tion. However, the nature of software economics (which favors large firms
who can benefit from economies of scale) eventually leads to dominance

of one or a few firms in a segment for a mature software product.
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Threat of Substitutes

Substitutes refer to the ability of customers to find a different alternative
for a firm’s product or service. For example, high-fructose corn syrup is a
substitute for sugar. Substitutes place a limit on the prices that firms in an
industry can charge and thus limit the profit potential of the industry. If
substitution is easy and viable, then the competitive power of firms in the
industry is weakened.

In the software industry, the threat of substitutes, per se, may be less
salient than in other industries. As noted, switching costs are relatively
high, as customers are reluctant to switch from one firm’s product to
another’s due to the high costs of implementation, training, and learning
a new software system.

There is also no easy substitute product for software. Computer hard-
ware is largely a commodity, and customers may use various different
types of products (e.g., mobile phone, tablet, laptop) to accomplish the
same tasks. A mobile phone, for example, may be a substitute product for
a laptop computer. For software, an alternative may be to accomplish a
task manually—but this may not be a realistic substitute for many cus-
tomers! Therefore, one may argue that the threat of substitute products is

relatively low in the software industry.

Bargaining Power of Buyers

Customers can be a powerful competitive force because they can bid
down prices, demand higher quality or better services, or play off com-
peting firms against one another. This comes at the expense of industry
profitability. Generally, when the number of buyers is large, as a group,
buyers will have more power. In addition, buyers who purchase large vol-
umes or a significant fraction of total purchases will have higher power.
On the other hand, switching costs can mitigate buyer power. When a
product is customized to a buyer’s needs or deeply integrated into the
buyer’s industry, the buyer is locked in, and it is more difficult for the
buyer to switch to another firm’s products.

In sum, buyer power reflects the ease with which buyers can drive
down prices. This is driven by the number of buyers, the importance of

each individual buyer to the business, the cost to switch from one firm’s
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products and services to those of another. If firms in the industry deal with
a few, powerful buyers, then the buyers are often able to dictate terms.

In the software industry, the bargaining power of buyers is mixed. In
some segments of the industry (such as enterprise software) there are sig-
nificant switching costs and also relatively high customization of products
to end users, but large companies purchase this type of software and that
may give them some leverage in negotiating pricing. In other segments of
the industry (such as mobile phone apps or personal computer software)
there are many small customers who can easily download alternative apps
that are compatible with their particular device, so the software firms
producing such apps often make them freely available, and tie the apps to
a particular platform.

Many consumers, firms, and industries buy software products. Most
customers, except for gaming software, are business, finance, and produc-
tion companies. Gaming, enterprise, and security software products are
also purchased by end users for personal use or for business use. Financial
institutions (banks and investment services firms) are the largest customer
segment for the software industry, accounting for an estimated 30 percent
of software revenues. Figure 3.6 shows the top industries that are custom-

ers of the software industry.*!
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Figure 3.6 Top customers of the software industry

Source: Based on data from the Business Software Alliance (2009).
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Bargaining Power of Suppliers

Suppliers can be a powerful force in an industry. They can raise prices or
reduce the quality of the goods or services they sell to the producing firms.
Such actions can reduce profitability from an industry. Generally, suppliers
are more powerful when the supplier group is dominated by a few compa-
nies and is more concentrated than the industry to which it sells. In addi-
tion, if there is product differentiation and high switching costs, buyers
cannot play one supplier against another, and supplier power is higher. On
the other hand, if there are substitute products, then supplier power is lower.

In essence, supplier power is a function of how easy it is for suppliers
to drive up prices. This is influenced by the number of suppliers of each
key input, the uniqueness of their product or service, their strength and
control over the producing firms, and the cost of switching from one to
another. The fewer supplier choices there are, and the more dependence
on suppliers, the more powerful they are.

To assess the power of suppliers in the software industry, it is help-
ful to review the software value chain presented earlier in the chapter.
As illustrated in the value chain, software firms can provide software
applications and/or one or more of the supporting activities in the value
chain. Thus, in some cases, one supplier could be providing a particular
software application, another supplier could provide documentation and
yet another could provide marketing, sales, and distribution services. The
primary firm could act as a system integrator to integrate these different
products and services into one offering for a customer. Many of the major
software firms provide all of the products and services in the value chain;
however, smaller firms may provide only one piece.

In addition to partnerships and mergers, strategic alliances are a way
that suppliers can work together to provide an integrated set of products
and services. A strategic alliance is “an agreement between firms to do
business together in ways that go beyond normal company-to-company
dealings but fall short of a merger or a full partnership.”** Alliances can
range from informal agreements to formal contractual arrangements or
joint ventures. In the software industry, strategic alliances can be formed
to produce software, software services, or both. For example, a strate-
gic alliance was formed between Apple, Sony, Motorola, Philips, AT&T,

and Matsushita to develop Telescript communications software.” In the
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software services area, an example is Cisco’s Collaboration Alliance and
Partnering Ecosystem program in which Cisco partners with companies
such as IBM, Microsoft, and Accenture to provide a range of consulting,
resale, outsourcing, services, and technology integration that offer cus-
tomers a comprehensive collaboration strategy.* To the extent that such
partnerships, mergers and alliances are successful, supplier power in the
software industry is strengthened.

A significant transformation of the value chain that has affected sup-
plier power in the software industry stems from the Internet. The Inter-
net has emerged as a major computing and communications platform in
the software industry. The Internet is becoming the primary distribution
channel for software as it is relatively easy for customers to download the
products from the producing firms or from online retailers. This has signifi-
cantly reduced the power of brick and mortar suppliers such as Best Buy
who have traditionally provided outlets for physical distribution of soft-
ware products. According to Standard and Poor’s, online distribution will
increasingly dominate software sales, suggesting that the power of physical
distributors will continue to weaken.” Examples of software firms who rely
on online distribution for their products include McAfee and Symantec.

Based on this discussion, Figure 3.7 summarizes the competitive

forces for the software industry.

Threat of new entry

* Low-mature * High-new
product segments product segments
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of suppliers existing competitors of customers
¢ High-supplier groups and ¢ Low-switching costs,
alliances o * Low-mature * High-new R customization, lack of
product segments product segments substitutes
¢ Low-Internet provides
substitute channel

!

Threat of substitutes

* Low-few substitutes for software

Figure 3.7 Competitive forces in the software industry

Source: Adapted with permission from Porter (1985).
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Key Takeaways

The software industry is highly dynamic and fluid with many entries and
exits. Partnering, strategic alliances, and mergers and acquisitions are pop-
ular. Software firms produce applications software and systems software
and provide software services. There are different subsegments in these
markets that are more or less mature. In newer technology segments,
competition can be intense with fierce jockeying for position. However,
in more mature technology segments, one or a few firms dominate and it
is very difficult for new firms to compete.

The software industry has some unique economics that affect its struc-
ture. The costs to develop and market new products are quite significant,
and software firms spend large amounts on R&D, advertising, and mar-
keting. But, once the products are developed, the costs to reproduce and
distribute them are negligible, particularly with the Internet as a growing
distribution channel. In addition, software markets are characterized by
switching costs, network effects, and economies of scale. All of these fac-
tors lead to the tendency for a single product and firm to dominate a
software market segment.

Competitive forces in the software industry are varied—although
it is relatively easy to create a new product, it can be very difficult for
a new firm to compete with that product in a software market that is
mature with an entrenched incumbent. Most opportunities for new firms
are in new segments for new technologies. Buyers span many industries
and vary considerably in size from major institutions that purchase large
enterprise systems to individual consumers who download apps. Suppliers
are increasingly forming partnerships and alliances to offer an integrated
solution (software and services) to customers. The Internet is transform-
ing the software industry, sparking the creation of new types of applica-
tions and new processes for software development, and is changing the
nature of software product and service distribution as online distribution
of software is displacing physical distribution outlets.

In sum, the software industry is innovative, dynamic, competitive,
and quickly evolving and may naturally tend to monopoly or oligopoly
in mature market segments given its unique economics. The next chapter

explores the globalization of the software industry.



CHAPTER 4

Globalization of the
Software Industry

Historically, the United States has dominated the software industry. Gov-
ernment support for the computer hardware and software industries and
programs from the U.S. Department of Defense and NASA as well as the
SAGE project in the 1950s and 1960s were critical in creating a domestic
market for software on a large scale.! The United States had a first mover
advantage as the diffusion of computers in the United States was years
ahead of that in Europe and in other parts of the world. In addition,
the size of the U.S. domestic market for packaged software was more
than 20 times larger than that of any other country.? This gave U.S. firms
an edge in producing software products that could be sold on a mass
scale. Finally, U.S. firms benefited from widespread use of the English
language. Firms in smaller countries, such as Japan, may have been at a
disadvantage as Japanese was not widely spoken and the firms did not
have an abundance of skilled personnel versed in foreign languages and
practices to develop software for export.® In the 1970s and 1980s, major
U.S. packaged software firms not only sold their products in the United
States but also developed marketing operations in Europe or sold under
license in Japan. U.S.-based firms produced more than 80 percent of the
world’s software products, and almost all of the top 20 software suppliers
were based in the United States.*

However, in the 1990s and 2000s, the phenomenon of outsourcing
emerged, and it has been changing the global dynamics of the software
industry. Outsourcing is the process of contracting out some or all of the
information technology function (i.e., software development and man-
agement of the IT infrastructure of computer hardware, systems, data,
and telecommunications). Prior to the 1990s, many U.S. firms had devel-

oped their own customized computer systems internally. However, this
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approach grew increasingly costly as skilled IT labor became more diffi-
cult to find. Therefore, firms moved more and more to packaged software
applications. In addition, the demand for skilled programmers increased
dramatically with the emergence of the Internet and the demand for
ecommerce applications in the 1990s as well as the need to address the
Y2K problem, and the demand exceeded the capacity of the IT labor
market in the United States.

As a result, outsourcing took on a global dimension and became
offshoring—the outsourcing of software development and other services
to countries outside the United States, often to software services firms
in emerging economies such as India, Ireland, and Russia. Improved
data communications and the number and quality of software profes-
sionals in these countries, combined with their relatively low labor rates
(i.e., salaries at 1/5 to 1/10 of those of U.S. developers)® made these coun-
tries attractive destinations for software development. As described in the
next section, major IT service providers emerged in these countries to
meet this demand.

Today, the software industry has become truly global. As shown in the
list of top firms in the software industry in Table 3.1, most large software
firms are headquartered in the United States, but non-U.S. software firms
are on the rise. SAP (which is among the top five largest software firms
in the world) is a German firm. Major software and computing firms are
in France and Japan. The outsourcing and offshoring of software devel-
opment has also led to the rise of software services industries in emerging
economies such as in India, Ireland, Brazil, Mexico, China, Israel, and
Russia. Given the lower labor costs and availability of skilled software
developers in these emerging economies, it is not surprising that signif-
icant growth in the software industry has occurred outside the United
States. India, for example, has numerous large software development
and services companies (such as Infosys, Wipro, and Tata Consulting
Services).

It is also increasingly common for U.S.-based software firms to cre-
ate offshore software development centers or overseas software Research
and Development (R&D) centers. For example, Microsoft has set up
offshore software development centers in India, China, Israel, and the

United Kingdom® and Adobe performs its software development R&D
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Figure 4.1 Percentage of global sales of packaged software by country

Sources: PwC (2013) and Gale Group (2013a).

in the United States, Canada, Germany, Japan, and India.” IT services
firms such as IBM and Hewlett-Packard have long had a global presence.

Figure 4.1 shows the global revenues from sales of software products
by the top countries.® As can be seen in this figure, the United States
accounted for just over half (53 percent) of the global revenues from soft-
ware products (considerably smaller than its historical percentage), fol-
lowed by Germany at six percent, Sweden at three percent,” Japan at two
percent, the United Kingdom and France each at one percent, and the

rest of the world at 32 percent.

The Software Industry in Key Countries
in Europe, Africa and the Middle East,

Australasia, and Latin America

Figure 4.2 shows the location of a number of significant countries in the
global software industry. Specific countries were sampled because they
currently have (or are growing to have) significant market share in the
global software industry. In an effort to be globally representative, sev-
eral countries were selected from each major region in the world (except
Antarctica which currently does not have a software industry!). The next
sections present profiles of the software industries in countries organized

by major region, in the following sequence: Europe—Germany, France,
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Figure 4.2 Selected countries in the global software industry

United Kingdom, and Ireland; Africa and the Middle East—Israel and
South Africa; Australasia—Russia, China, Japan, India, and Australia;
and Latin America—Brazil and Mexico.

A few software firms in each country are also profiled. The specific
software firms were selected for a variety of reasons: 1) they are signif-
icant in terms of contribution to software products or software services
revenues; 2) they are significant for the history of the software industry in
the country, or 3) they represent an important or growing segment of the

software industry in the country.

Europe

There are a number of countries in Europe that are included in the top
echelon in the world in terms of software revenues.'® Of these, Germany,

France, United Kingdom, and Ireland are profiled below.

Germany

German companies dominate the European software market and
accounted for 48 percent of the European software revenues in 2012."

Four of the top 10 software firms in Europe are based in Germany, and
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the German software firm SAP (profiled below) accounts for more than
one-third of all software revenues in the European continent."

As in the United States, the German software industry got its start
after IBM’s unbundling decision, although it did not go into effect in
Germany until 1972." There were relatively few software firms at first
in the German industry, although the 1970s saw the emergence of key
firms, notably SAP in 1972. Most software firms in the German industry
were national. Microsoft and Oracle started to have more influence in
the German market in the 1980s. Auditing and consulting firms, such as
Arthur Andersen, also became more prevalent in Germany. In the 1990s,
U.S. firms acquired major German software firms. For example, EDS
acquired the oldest German software company (MBP) in 1993, and CSC
acquired a German firm called The EDVStudio Plonzke, in 1994."

By 2003, Germany was the second leading software market world-
wide and was valued at U.S. $18.75 billion.”” The German software
industry grew about four percent in 2004 with an increased demand for
security software. The industry remained highly fragmented in the early
2000s, with the top 25 companies controlling about 40 percent of the
software market, although the industry was consolidating. Many software
products were still imported from the United States and sold through
German-based subsidiaries. Of the total German software market, net-
working software sales were about U.S. $1.6 billion in 2003, PC business
software sales were U.S. $2.2 billion, and multimedia software sales were
about U.S. $1.6 billion.'® Products such as Internet browsers and e-mail
software were the primary areas of growth in the PC business software
sector, whereas software for commercial use dominated sales in the mul-
timedia sector."”

The rise of the Internet and e-commerce has inspired a more dynamic
German software industry today with many German start-up firms
entering the industry. Federal German states, such as Bavaria, Frankfurt,
Hamburg, and Berlin provide special subsidies for IT companies, and
universities support current and former students who create start-up
firms." The Technical University at Munich, for example provides an
incubator for new software start-ups.'” In contrast to founders of the U.S.
software start-ups, founders of Germany’s software start-ups not only

have advanced degrees but also have worked on average for more than
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17 years, 11 of which they have spent in the industry in which they go on
to start their firm.? The average age of a German start-up founder is 38
years—considerably older than in the United States. Perhaps as a result,
German start-ups have a high success rate: 60 percent are still in the mar-
ket, 5 years after their founding.”!

German firms SAP and Siemens are among the top 30 firms in the
world producing software today, and a brief profile of each company

follows.

SAP

SAP was founded in 1972 by five former employees of IBM Germany
and is headquartered in Walldorf, Germany. The employees were working
on developing an enterprise-wide system when IBM canceled the project,
and they decided to leave IBM and start their own company—SAP. SAP
in German is Systeme, Anwendungen, Produkte (Systems, Applications,
Products).”? SAP’s primary products are enterprise resource planning
(ERP) applications and enterprise data warehouse software products.
The products provide software applications for business areas, such as
accounting, manufacturing, and Human Resources (HR) that are highly
integrated with each other. The unique value of SAP’s enterprise prod-
ucts is to provide a single solution to integrating business operations. In
contrast to IBM systems, the SAP applications store data locally. For this
reason, the applications were called real-time software, designated with an
“R” in the name (i.e., SAP R/1).

The firms’ founders started the company without loans or venture
capital and built it up from cash flow from German customers. The prod-
uct evolved from a mainframe-based (SAP R/2) to client—server architec-
ture (SAP R/3) in the 1980s and 1990s. The firm was publicly traded in
Germany in the late 1980s and in the United States in 2003. By 2005,
SAP was the world’s third largest independent software supplier and the
largest provider of enterprise software products. In 2010, SAP reported
52,921 employees and over 105,000 customers in more than 120 coun-
tries.”” As shown in Table 3.1, SAP is fourth in rank among the top 30
global software producers with revenues of almost U.S. $17 billion in
2012.
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One other interesting aspect of SAP concerns its lawsuit with Oracle.
In November 2010, SAP lost a $1.3 billion intellectual property law-
suit (deriving from actions of the SAP subsidiary TomorrowNow) to
Oracle. This verdict was one of the largest software intellectual property
judgments in history. However, SAP filed post-trial motions to lower
the damage awarded to Oracle, and in September 2011, the verdict was
overturned.*

Battles over intellectual property are numerous and intense in the

software industry, and Chapter 6 discusses intellectual property issues.

Siemens

Siemens is an engineering and electronics conglomerate headquartered
in Munich and Berlin, Germany. It is the largest Europe-based elec-
tronics and electrical engineering firm and produces a wide range of
products including buildings-related products; drives, automation, and
industrial plant-related products; energy-related products; lighting;
medical products; and transportation and logistics-related products.
Siemens employs 370,000 people across 190 countries and reported
global revenues of U.S. $102 billion for the year of 2012. The firm
has a venerable history: It was founded by Werner von Siemens in 1847
who invented a technology based on the telegraph.”® However, over the
years the firm has become involved in a number of controversies, such
as reports that it provided electrical parts and forced labor to concen-
tration camps in World War II and more recent claims of bribery and
illegal financing.”’

Although Siemens is primarily an electronics and automation firm,
it does produce software for manufacturing automation. Its former
subsidiary—Siemens Business Services (SBS)—produces software and
software services (such as a major outsourcing deal with the BBC in
the UK)? on a global scale. Today, SBS is part of a joint venture with
a firm called Atos Origin. Siemens IT Solutions and Services (SIS) was
formed in 2007 from the merger of SBS (Germany), Program and System
Engineering (Austria), Siemens Information Ltd (India), Business Inno-
vation Center (Switzerland), and Development Innovations and Projects

(Greece). In December 2010, it was announced that Atos Origin would
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form a strategic partnership with Siemens AG. The deal concluded in
July 2011, where Siemens contributed its SIS to Atos Origin in order to
create a European IT branch. Siemens is a shareholder of Atos Origin
with a 15 percent stake.?’

As shown in Table 3.1, Siemens is 16th in rank among the top 30
global software producers with $2.5 billion in software sales in 2012.

France

Like in other countries in Europe, most firms in the French software
industry are national. However, although the packaged software industry
in France is dominated by exports from the United States (as much as
70 percent of the packaged software used in France is imported from the
United States), there are several notable French software products and
services firms. By and large, the software developed in France is created
primarily for the domestic aeronautics, finance, defense, and manufactur-
ing industries.*’

According to Truffle Capital (a venture capital firm that rates the
top software firms in Europe), in 2012, 17 of the top 100 European
software firms were headquartered in France, and software product sales
from these firms generated more than U.S. $5.3 billion.*' Despite the
uncertain economic climate in Europe, the European software industry
as a whole has been growing. In France, the software industry grew at a
rate of about five percent in the 2000s and more than 30,000 people were
employed in the industry in 2005.>* However, in 2008, several leading
French national software firms were acquired by foreign companies, and
as a result, revenues of the top 100 software firms in France fell some 13.2
percent.” There is concern in France about the ability of French software
firms to remain viable in light of strong competition from the United
States and emerging economies. According to Laurent Calot, CEO of
CXP Group, the French software industry is facing significant challenges
such as a new tax on capital gains and a complex and uncertain business
climate.?*

Two of the top French firms in the global software industry—Cap
Gemini (a software services firm) and Dassault Systemes (a software prod-

ucts firm) are profiled below.
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Cap Gemini

Cap Gemini S.A. is a French multinational corporation headquartered
in Paris, France. The company provides information technology services,
including programming, software design, data processing, management,
and outsourcing services.

The firm was founded by Serge Kampf in 1967 to provide enterprise
management and data processing services.” The firm’s original name was
Sogeti, which was an acronym for “Société de Gestion des Entrepriseset
de Traitement de I'Information” or “Society of Business Administration
and Information Processing.” In 1973 and 1974, the firm acquired CAP
(its major European competitor) and a U.S. company by the name of
Gemini Computer Systems, and in 1975, renamed itself CAP Gemini
Sogeti.”® In 1996 the firm dropped Sogeti from its name (Sogeti is today
a wholly owned subsidiary). The firm made numerous acquisitions over
the years, acquiring companies in Europe and in the United States, such
as Ernst & Young Consulting in 2000.% It has also acquired computing
and IT consulting companies in Brazil, China, and India.

Today, Cap Gemini is one of the world’s largest IT and professional
services companies with U.S. $13.1 billion in revenues, and 120,000
employees in 40 countries.’® Its main business is technology services,
including custom application development and systems integration for
its customers. Its other primary business line includes management of IT
systems and their associated business processes for applications and infra-
structures of customers. These two lines of business together generated

more than 80 percent of the firm’s revenues in 2012.%°

Dassault Systemes

Dassault Systémes is a French software company, headquartered in the
suburbs of Paris and is a subsidiary of a large conglomerate (Dassault
Group).The firm produces three-dimensional design and product line
management software that supports industrial processes by providing a
3D perspective of product lifecycles from inception to maintenance.’
Its customers range across diverse industries such as aerospace, life sci-
ences, engineering, energy, transportation, consumer goods, and financial

services.
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The firm and its primary software product have an interesting history.
The firm’s origins can be traced to the avionics industry and an aircraft
manufacturing company created by Marcell Dassault in the first part of the
20th century. Marcell Dassault (born Marcell Bloch) invented an aircraft
propeller that was used by the French army during World War I. In World
War II, after refusing to collaborate with the German aviation industry,
and of Jewish heritage, Dassault was deported to the Buchenwald con-
centration camp. He survived the camp and changed his name in 1949
to Dassault (meaning battle tank—a code name used by his brother who
was a general in the French resistance). After the war, Dassault went on to
build the aircraft manufacturing company, Avions Marcell Dassault. The
firm is now the Groupe Industriel Marcel Dassaulr (or Dassault Group),
and its CEO is Serge Dassault, Marcel’s son.*!

In 1977, 15 engineers from Avions Marcel Dassault developed
a 3D computer-aided design software—called Computer Aided
Three-dimensional Interactive Application (CATIA)—for the aircraft
building process.”> CATIA was revolutionary in that it enabled the full
integration of design, analysis and simulation, and manufacturing based
on a single database, leading to dramatic improvements in cost, cycle
time, and quality in aircraft manufacturing.” The company quickly real-
ized the potential of the software for other industries, and in 1981, cre-
ated a new company, called Dassault Syst¢mes. Initially, the firm struck a
deal with IBM to market and sell CATTA and to split the revenues. As the
software’s popularity grew, IBM eventually became a customer of CATIA.
CATIA was first used in aircraft manufacturing but was then deployed
in other sectors, such as automotive. The software was renamed PLM
(Product Lifecycle Management) in 2002.

Today the firm employs 11,000 and has 34 global R&D labs; it has
170,000 enterprise customers in 140 countries with revenues of U.S.
$2.3 billion in 2012.% As shown in Table 3.1, the firm is ranked 16th

overall among global software producers.

United Kingdom

Although many important innovations in the computing industry came

from the United Kingdom (for example, see Chapter 2 for a description
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of the computing industry’s origins in Charles Babbage’s Analytical
Machine, Ada Lovelace as the first programmer, and Alan Turing and the
Turing Machine), the U.K.s participation in the software industry has
lagged that of the United States.

As in other European countries, most of the software companies in the
United Kingdom are national. According to Truffle Capital, the United
Kingdom ranked second in software revenues in Europe in 2011, with
22 of the top 100 European software firms headquartered in the United
Kingdom, and software product sales of more than U.S. $7.2 billion.®
The U.K. software industry is strong in digital media, Web 2.0, and video
game development, and in 2008, had the largest share of venture capi-
tal investment in Europe in software firms.*® However, British software
firms have frequently been a target for acquisition by U.S. firms, and the
United Kingdom does not have significant initiatives to foster software
start-ups, as does, for example, Germany.

The largest British software firm and third largest software firm in

Europe—Sage—is profiled below.

Sage

The Sage Group plc (known as Sage) is a multinational enterprise soft-
ware firm and is headquartered in Newcastle upon Tyne in the United
Kingdom. The firm is the third largest producer of ERP software in the
world (behind SAP and Oracle).

The firm was created in 1981 in a local printing works on Newcastle’s
Quayside. Entrepreneur David Goldman wanted to automate the print
estimating process in his business. He worked with a team of Newcastle
University students who developed software to manage both print esti-
mating and basic accounting for small businesses.”’ The firm’s first product
(accounting software called Sage Accounts) was developed by one of the
Newcastle University students—Graham Wylie. Sales of the firm’s prod-
ucts grew rapidly in the 1980s, and the firm was listed on the London
Stock Exchange in 1989. The firm continued to expand in the 1990s,
acquiring a British software firm called Tetra, and launched an Irish divi-
sion in Dublin. Graham Wylie retired in 2003 at age 43, with shares in
the firm worth U.S. $228 million.*
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Today, Sage has over 6 million customers and more than 13,600
employees in 24 countries in Europe, North America, South Africa,

Australia, Asia, and Brazil.#

It provides enterprise software to small and
medium-sized firms in a variety of industries such as healthcare, construc-
tion, transportation, manufacturing, retailing, and automotive. In 2012,
the firm earned U.S. $1.8 billion in revenues and is ranked 24th among

the top 30 global software producers.”

Ireland

The software industry in Ireland was born in the 1970s and 1980s and
grew substantially in the 1990s due to foreign direct investment from
major multinational IT firms and support from the Irish government.
The Irish Industrial Development Agency (IDA Ireland) played a major
role in the creation of the software industry. The IDA is an Irish govern-
ment agency that secures new overseas investment in manufacturing and
services sectors and that encourages investors to develop and expand their
businesses.” In the 1980s, the IDA instituted policies to recruit major
computer companies from the United States and other countries (such
as Apple, Fujitsu, IBM, Microsoft, and Oracle) and convinced them to
locate operations in Ireland, by offering the lowest tax rate on manufac-
turing in Europe (10 percent).”” Ireland was attractive to multination-
als because it was a convenient, low-cost, English-speaking country, and
Ireland soon became an offshore platform for access to the rest of Europe.

In 1990, there were 305 software firms registered with the IDA of
which only nine had more than 50 employees (and five of those firms
were foreign-owned); almost three-fourths of the software firms in Ireland
at that time were small, indigenous companies.”® Most of these firms were
located around Dublin.

From 1990 to 2008, the software industry boomed in Ireland. The
software sector was one of the most rapidly expanding sectors in Ireland
over that time period, and by 2000, Ireland accounted for more than
40 percent of all packaged software and 60 percent of all business soft-
ware sold in Europe.’® Ireland was ranked first worldwide in terms of
software service exports in 2002.5 By 2005, there were an estimated

900 software firms (of which 140 were foreign owned), and the Irish
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software industry was estimated to export more than U.S. $20 billion.>®
Most of the software exports (more than 90 percent) went to Europe,
followed by Asia and were in the digital media, systems software, banking
and finance, and telecommunications application areas.

Employment in the software sector in Ireland peaked in 2001 at more
than 30,000, and today the sector employs just under that number (the
IT sector as a whole employs eight percent of the Irish workforce).”” As
the software and IT industry grew, the ability of Ireland to produce the
skilled graduates at the rate needed was limited. Labor costs have inevi-
tably risen, and many of the multinationals have relocated to lower cost
labor markets. Multinationals that remain in Ireland have moved up the
value chain, and recent foreign direct investments (such as by Google and
Yahoo) are more strategic than aimed at low cost.

Today, the United States is by far the largest investor in the Irish soft-
ware industry, as almost half of all U.S. software investment is in Ireland
and more than 60 percent of all R&D centers in Ireland are from U.S.
companies; 75 percent of all customer help centers in Ireland are for U.S.
firms.*® Of the 250 top exporters from Ireland, Microsoft Ireland ranks
first, with more than U.S. $18 billion in software exports from Ireland.”

A distinct challenge for Irish-owned software firms is the ability to
create the scale needed to be competitive in the global market. Given
the small size of the Irish market, indigenous software firms must tar-
get entering foreign markets almost from their very beginning. The Irish
Software Association currently lists 160 member software firms (of a total
730 indigenous software firms that all together employ over 10,000 peo-
ple and account for more than U.S. $2.5 billion in annual sales).®® As in
other countries in Europe, indigenous software firms are often acquired
by multinationals.

To give a flavor of Irish-owned software firms, two Irish software

product firms and one Irish software and business services firm are briefly

profiled.®!

CR2 Limited

Founded in 1997 and headquartered in Dublin, Ireland, CR2 is the

leading global provider of self-service banking software solutions. CR2’s
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primary software product BankWorld enables financial institutions to
deliver retail banking services via a variety of channels including ATM,
Internet, Mobile, and Kiosk from a single self-service platform. Bank-
World provides a consolidated view of a customer’s accounts and services
across all channels. CR2’s software is deployed in 110 financial institu-
tions in 60 countries and four continents, and serves millions of Internet

and mobile banking customers.®*

CelTech

Headquartered in Dublin, Ireland, CelTech Software International Ltd
(or CelTech) was founded in 1992 by a team of IT specialists who were
working in the retail industry. The firm’s primary software product—
called ab initio—is a real-time store, warehouse, and head-office oper-
ations management system for high-volume retail and wholesale chain
stores, and has processed more than 300 million transactions in the retail
industry since 2003.%> The firm also produces a software product called
One for smaller retail chains and independents. Its clients are retailers—
such as Blockbuster and Kwik Save—in the United States, Australia, the
United Kingdom, and Ireland.

Conduit

Conduit is one of the largest indigenous Irish companies in the soft-
ware services industry and provides call center services and solutions.*
The company designs, develops, and delivers customer contact man-
agement systems for different stages of the customer lifecycle. It was
founded in 1996 in Dublin and has 1,500 staff in the United Kingdom
and Ireland. Its call center handles more than 30,000 transactions per
day and serves clients in 15 countries.®> Some of the company’s notable
products include the development of an e-mail automation system for
Aer Lingus and the introduction of a directory assistance service called
118.com. Conduit operates a directory assistance and information ser-
vice not only for its own retail brands (11850/118118) but also for some

of the world’s largest telecommunications companies, such as Orange

and Vodafone.®
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In 2006, Conduit was acquired by a company called INFONXX, now
named kgb—a privately held, New York-based company that provides
directory assistance and enhanced information services across Europe and

North America.

Africa and Middle East

Although none of the countries in Africa and the Middle East are among
the top revenue generators for the global software industry, two coun-
tries—Israel and South Africa—are interesting to highlight due to the
nature of their software industries and their prominence within the

region. These countries are profiled below.

Israel

The Israeli software industry is unique and differs in important ways
from that in many other countries, especially in emerging economies.
Like in the United States, the Israeli software industry (and the com-
puting industry in general) benefited from military and government
investment. In the 1960s the Israeli government, under critical security
threats, decided to focus on science and technology as a basis for Isra-
el’s economy. The government supported defense-based R&D activi-
ties in the information technology sector, in conjunction with major
universities. Like in the United States, the Israeli computer hardware
industry developed first. The software industry followed in the late
1970s and 1980s, and yielded prominent software producers such as
OptiSystems Solutions (founded in 1982), Magic Software Enterprises
(founded in 1983), which created a tool for database applications, and
Cimatron (founded in 1982), which created Computer-Aided Design/
Computer-Aided Manufacturing (CAD/CAM) software for the tool
industry.®’

The Israeli government provided funding for R&D as well as demand
for the products created by the software industry. For example, Magic
Software Enterprises was created by a team of former officers of the Israeli
military’s central computer unit, and the company’s first software product

was sold to the military.*®
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The Israeli government strongly influenced the development of the
software industry and its products. The Office of Chief Scientist (OCS)
in the Ministry of Trade and Industry focused on supporting industrial
R&D, and its support increased the emphasis on R&D in the Israeli soft-
ware industry.”” One other government unit with a strong influence on
the software industry was the Bi-national Industrial Research and Devel-
opment Foundation (BIRD) that was established in 1975 to create devel-
opment and financing cooperation between Israeli and U.S.-based firms.
BIRD was responsible for encouraging U.S. multinationals to establish
R&D units in Israel.

Supported by government units like OCS and BIRD, in the 1980s
and 1990s, the Israeli software industry grew extensively. Many of the
Israeli software firms produced software tools and technologies for the
telecommunications industry. In the early 1990s the first Israeli software
firms had Initial Public Offering (IPOs) on the National Association of
Securities Dealers Automated Quotations (NASDAQ). The number of
Israeli software startup firms accelerated in the 1990s peaking at 3,000
per year from 1999 to 2001.7° Software firms were often founded by new
graduates of the military’s technological and intelligence units. An exam-
ple is Checkpoint, founded by three graduates of the military’s technology
and intelligence units. Checkpoint is a leading firm in creating security
software and is profiled below.

The Israeli software industry is closely linked to the U.S. software
industry. The expansion of the Isracli software industry required sig-
nificant venture capital. Government organizations like OCS provided
support to create a venture capital industry for software startups. Israeli
software entrepreneurs also become successful at attracting funding from
venture capitalists in Silicon Valley in the United States, and Israeli soft-
ware firms created products that were popular in the U.S. market. Orga-
nizations such as BIRD were successful in attracting U.S. multinationals
like IBM to establish software R&D centers in Israel.

Today, the Isracli software industry is highly successful. Software
exports rose more than 400 percent from $1.5 billion in 1998 to $6.2
billion in 2009.”" Almost 40 years since its start, the industry still reflects
its origins with a high level of R&D intensity and a focus on software

product innovation, substantial numbers of software startups (many of
which launch successful IPOs on NASDAQ) and the ability of Israeli
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startups to attract venture capital from around the globe. The industry
remains closely connected with that in the United States and continues
to attract multinationals with Isracli R&D operations such as SAP and
Microsoft, who export more than $3 billion annually.”?

Of the many interesting and successful Israeli software firms, several

are profiled here: Amdocs, Checkpoint, and Comverse.

Amdocs

Founded in Israel in 1982 as Aurec Information and Directory Systems
and currently headquartered in Chesterfield, Missouri, Amdocs provides
software and services for communications, media, and entertainment
firms. Amdocs had its origins in a team that worked for the Israeli Postal
and Telecommunications Ministry. Its first product was a system devel-
oped as a joint venture with the company that had the license to organize
and sell the telephone directory of Israel.”” In 1984, the company was
acquired by Southwestern Bell.

A key event in the history of the company was the realization by one of
its founders—Avinoam Naor—that there was a large market for software
products to serve the telecommunications industry. The firm developed
a full-service billing and customer care software system, called Ensem-
ble, released to the market in 1995.74 The introduction of Ensemble was
a turning point in transforming the company from a small-sized niche
market player to an industry powerhouse ranked among the world’s top
software companies. As part of its transformation, Aurec Information was
restructured into a new holding company, called Amdocs Ltd. Amdocs
had its IPO on the New York Stock Exchange in 1998 and has continued
innovation of its core products and growth in its markets.

Today, the company’s portfolio of software products includes billing
systems, customer relationship management (CRM) systems, and opera-
tions support systems (OSS), and it is a market leader in the provision of
telecommunication billing services to such companies as AT&T, Sprint,
BT Telecom, T Mobile, and Comcast.”” In 2013, Amdocs earned a rev-
enue of $3.3 billion. The firm has a workforce of over 20,000 and serves
customers in more than 70 countries worldwide. It retains the bulk of its
R&D activity and almost half of its employees in R¥anana, Israel, where

it was founded.
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Checkpoint

Check Point was established in Ramat-Gan, Israel in 1993, by Gil
Shwed, Marius Nacht, and Shlomo Kramer—the three were graduates
of the Israeli military’s intelligence and technology units. The com-
pany’s first products were firewalls and virtual private networks. The
ideas for these products originated in one of the founders™ experiences
while serving in the Israel Defense Forces, where he worked on securing
classified networks. The firm signed distribution agreements with Sun
Microsystems and HP, and by 1996 was the world leader in firewall
products with a market share of 40 percent and had its initial [PO on
the NASDAQ.”®

The company has continued to innovate and develop its software
product suite. In early 2009, Check Point introduced a novel security
innovation product with its Software Blade architecture: an architecture
that delivers secure, flexible, and simple solutions that can be fully cus-
tomized to meet the exact security needs of any organization or envi-
ronment. The company continues to develop new products today that
are based on this architecture. It offers a suite of security products for
networks, data, mobile devices, and endpoint applications as well as for
security management. The firm also provides ZoneAlarm solutions that
protect consumers from hackers, spyware, and identity theft.

The company is currently headquartered in Tel Aviv, Israel, and
employs more than 2,700. Its 2012 revenues were $1.3 billion, and it

serves more than 100,000 businesses and individual users worldwide.””

Comuerse, Inc.

Comverse, Inc., has an interesting history with numerous ups and downs.
The firm was originally founded by investment banker Jacob Alexander,
engineer Boaz Misholi, and computer science professor, Yechiam Yemini,
in Israel in 1982.7% In 1984, the team founded Comverse in the United
States, calling it Comverse as a fusion of the words communication
and versatility. The firm had its IPO on NASDAQ in 1986 and raised
$20 million, but soon afterward the founders had major disagreements

and split up.”” By 1987 the company’s fortunes went downhill, leaving it
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a penny stock. However, Alexander remained and eventually turned the
company around.

The firm originally specialized in centralized hardware systems for
voice and fax messaging and sold the systems to firms in the telecom-
munications industry. It received significant funding from Israeli govern-
ment subsidies and tax credits for R&D from the OCS. By 1995, the
firm developed one of its most successful products—AudioDisk—which
allowed legal authorities and intelligence agencies to record and store data
collected from intercepted communications.®

By the late 1990s, Comverse’s voice messaging software became its
main product. The surge in mobile phone use accelerated the sales and
growth of the company, and it earned more than $1 billion in revenues
by 2000.¢"

Although considered a success story of the Israeli software industry,
the firm suffered a significant setback in 2006 when it was involved in an
options backdating scandal. Alexander and other top executives of the
company were charged in the United States with multiple counts of con-
spiracy, fraud, money laundering, and making false filings.®> Alexander
fled the country to Namibia where he has since fought extradition and
in 2011, he settled the civil charges with the Securities and Exchange
Commission (SEC) paying out $53.6 million.®* The company was del-
isted from NASDAQ and removed from the S&P 500. Instead of devel-
oping new software products, the firm had to spend the next few years
restating its financial reports. The firm experienced several rounds of
large-scale layoffs and sold off parts of its business.

In 2012, Comverse Technology (its parent company) divested itself of
all its holdings and Comverse Network Systems was called just Comverse.
The firm earned $680 million in revenues in 2012, and its software prod-
ucts and services are sold to more than 450 telecommunications providers
in more than 125 countries. Verizon is its top customer and accounts
for about 15 percent of its sales.* Comverse has offices in 40 countries
and generates most of its revenues in Europe, the Middle East, and
Africa.® The firm is headquartered in the United States (in Wakefield,
Massachusetts), but most of its manufacturing and R&D is performed in

Israel. The firm is one of Israel’s largest employers of software engineers.
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South Africa

The leading software industry in Africa is located in South Africa. Reve-
nues from sales of software and software-related services by South African
firms are projected to reach $2.5 billion by 2014, and the industry is
growing at a fast pace—Dbetween six to eight percent.®® South Africa’s IT
industry is, in fact, the largest in the Africa Middle East region.®” South
Africa is also seen as the gateway to Africa, and its software industry pro-
vides services to the rest of Africa.

The software industry in South Africa got its start in the mid-1990s
with the first democratic elections in the country and with the liberaliza-
tion of the telecommunications monopoly. In 1994, the country became
a signatory of the General Agreement on Tariffs and Trade (GATT) and
has been liberalizing trade and reducing tariffs ever since. These actions,
and particularly the breakup of the telecommunications monopoly cou-
pled with government incentives to foster innovation, have helped to
stimulate the growth of the software industry. The country has the most
developed telecommunications network in Africa (almost 100 percent
digital) and its economy is highly Internet-enabled.

The South African government has been subsidizing investments in
the software industry in hopes of growing the industry. For example, the
government amended the Income Tax Act to stimulate local innovation
and create jobs by allowing software development firms to claim back
150 percent of their R&D expenses against tax. As a result, the software
industry has grown rapidly, and there are around 1,000 software develop-
ment firms in South Africa.®

Given the availability of skilled and relatively low cost labor, South
Africa has also become a popular software offshore destination, espe-
cially for business process outsourcing. For example, Microsoft, IBM,
Unisys, and other large companies operate subsidiaries in South Africa. In
2010/11, Gartner ranked South Africa among the global top 30 software
development outsourcing destinations.*

In terms of the structure of its software industry, in 2011, packaged
software applications accounted for 41.8 percent of the South African
software market, application development and deployment represented

24.8 percent and systems infrastructure software was 33.4 percent of the
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market.” South African firms are world leaders in mobile software and
electronic banking services, as well as prepayment, revenue management,
and fraud prevention systems and embedded software design. South
Africa is known for developing niche applications for specific vertical
industries, for example, the mining sector, the financial sector, the gov-
ernment sector, and the mobile communications industry.

Since 2006, the country has fostered the adoption of the Capabil-
ity Maturity Model Integration (CMMI®) process improvement product
suite in its software industry. The Joburg Centre for Software Engineering
(JCSE) at Wits University launched a program to bring CMMI® into the
South Africa. The JCSE began by training local resources to be able to
offer CMMI® consulting and launched a CMMI® pilot with half dozen
companies.”’ The South African government has provided funding for
training. A number of software companies in the country—especially
those offering software and IT services—are in the process of adopting
the CMMI®.

Among others, two prominent South African software companies

include Dimension Data and Online Innovations.

Dimension Data

Founded in 1983, Dimension Data is headquartered in South Africa with
divisions and operations in 50 countries around the world. The company
provides software and IT-related services to over 6,000 clients, includ-
ing its latest cloud services unit to support its enterprise customers.”
The company is also a leader in green or sustainable IT services, security
services, Microsoft solutions, and other I'T-related services. It employs
15,000, and in 2012, earned almost $6 billion in revenues.”?

The company was acquired in 2010 by Nippon Telephone and Tele-
graph for more than $3 billion.

Online Innovations

Online Innovations was founded in 2000 and is based in Port Elizabeth,
South Africa.”* The company provides website solutions including web

applications design and development. The company also offers services
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for eCommerce, Internet Marketing, Social Media, and Search Engine
optimization.

The company is small and privately held but is included as one of the
top Information and Communications Technology (ICT) companies in
South Africa. It serves clients in South Africa, the United Kingdom, the
United States, and Europe. One of its prominent projects includes the

Nelson Mandela Bay Tourism site.

Australasia

The Australasia region has many countries with growing software indus-
tries. Some of the largest and most prominent software industries in the

region—in Russia, China, Japan, India, and Australia—are profiled below.

Russia

Like the United States, after World War II, Russia possessed relatively
sophisticated computer technology. However, in contrast to the United
States, Russia did not have the incentives or market structure to deploy
and diffuse computing technology into the economy. Thus, there was
little commercial development of the military’s computing technology.

In the 1960s and 1970s, Russia copied Western designs for computer
hardware. Software was custom developed in Russia for the military, but
there was still little involvement of commercial firms. In the 1980s PCs
began to diffuse, but very slowly. Software development was done for
custom military and government applications.”

However, the situation changed in the 1990s, and the Russian soft-
ware industry grew more rapidly. After the end of the Cold War and
the dissolution of the former USSR, many trained Russian engineers and
technicians were displaced from their employment in military research,
and these technically skilled workers provided a ready workforce for
the IT industry. PCs began to diffuse more extensively in the domestic
economy, software cooperatives, and nongovernment enterprises as well
as joint ventures with Western firms took hold and an R&D offshoring
model was initiated.”® By 2000, there was a critical mass of firms provid-

ing software outsourcing services to Western companies.



GLOBALIZATION OF THE SOFTWARE INDUSTRY 101

Today, despite having advantages in an abundant, skilled IT work-
force whose wages are significantly lower than in Western countries, the
IT industry in Russia is still relatively small, compared to for example,
India or China. In 2012, the International Data Corporation (IDC) and
the Russian Software Developers Association (RUSSSOFT) estimate that
the Russian software industry generated U.S. $4 to 5 billion in revenues,
of which software development services accounted for U.S. $2.1 billion
and software product sales for $1.6 billion.””

The Russian software industry consists of three types of firms: firms
providing outsourcing services, independent software vendors, and sub-
sidiaries of foreign companies. The following sections profile several
of these different types of firms: offshore outsourcing service provid-
ers including Auriga, Artezio, and EPAM, and software product firms

Kaspersky Labs and Devexperts.

Auriga

Auriga is a software R&D and outsourcing services provider that was
founded in Moscow, Russia, and has been operating development centers
in Russia since 1990.”® Although software development is done in Russia,
the company is incorporated in Wilton, New Hampshire in the United
States. The firm provides custom software development and a range of
software services for companies in the technology, telecommunications,
media, healthcare, and finance industries, among others. The firm has
special expertise in embedded systems, real-time applications, and oper-
ating systems (such as Linux). It has won numerous awards and recogni-
tion, such as being named by Ernst & Young as one of the leading Russian
software offshore outsourcing providers.

The company employs over 320 software engineers, operates software
development centers in Russia and Lithuania, and earned over U.S. $10

million in revenues in 2012.%

Artezio

Artezio was established in 2000 in Moscow, Russia, by four software engi-

neers'®. It is an ISO 9001 certified software development and consulting
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company that develops software for the telecommunications, financial
services, and healthcare sectors. The company provides services ranging
from custom software development to software integration and testing
services for clients in the United States, United Kingdom, Germany,
Switzerland, Japan, Austria, and Russia. In 2012, the firm earned U.S.
$10.5 million and employed about 500 people in development centers in

Russia, Belarus, and Ukraine.

Effective Programming for America

Effective Programming for America (EPAM) is one of the largest software
services providers in Russia. According to the company history, EPAM was
founded in 1993 as a software engineering services company, with its head-
quarters in a bedroom in New Jersey in the United States (today incorpo-
rated in Newtown, Pennsylvania) and its software development center in
a bedroom in downtown Minsk, Belarus.'! The firm targeted emerging
software product companies that could not afford anybody else.'™

The company specializes in complex software product engineering for
major software and technology vendors, as well as development, testing,
maintenance, and support of mission critical business applications and
vertically oriented I'T consulting services.

From its humble beginnings, the firm has grown considerably,
today employing over 10,000 employees, with 2012 revenues of U.S.
$434 million."” The firm has development centers in North America and
throughout Europe and serves clients around the globe. In 2012, EPAM
Systems had its IPO and was listed on the New York Stock Exchange
as EPAM. The firm occupies the sixth position on Forbes’ list of fastest

growing technology companies.!*

Devexperts

Devexperts is a Russian software products firm. The company provides
financial trading software for on-line brokerage, exchange, and finan-
cial activities on stock, options, and foreign exchange markets. The
company was founded in 2002 and is headquartered in St. Petersburg,

Russia.'” Devexperts specializes in development, implementation, and
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24 X 7 support of its financial software. The firm also provides consult-
ing services to financial institutions and individual brokers in the United
States, United Kingdom, Russia, China, and Japan.

The firm’s most well-known products include a software platform
(DealBook 360) for foreign exchange international online trading and
a software trading platform (thinkorswim) for future options and stock
online trading. The thinkorswim platform is used by TD Ameritrade for
online trading of individual futures, options, and stocks by private trad-
ers. In 2012, the firm earned U.S. $20 million in revenues, and employed

about 350 software and design engineers.'®

Kaspersky Lab

Kaspersky Lab is the largest Russian software products firm. The com-
pany was founded in 1997 by then husband and wife, Eugene and Natalia
Kaspersky and is headquartered in Moscow, Russia.

Kaspersky Lab develops computer security software such as antivirus,
mobile security, and Internet security software. It is one of the leading
vendors of antivirus software today and operates in 200 countries and
territories around the globe. Its more than 250,000 corporate clients
include both large and small-to-medium-sized businesses worldwide, and
the company also serves more than 300 million individual users.'"”

The firm may perhaps be most recognized generally for its identifi-
cation of the software virus it called Flame. In 2012, the firm was asked
by the United Nations International Telecommunications Union to
investigate reports of a virus affecting Iranian Oil Ministry computers.'*
Researchers at Kaspersky Lab found information that appeared only on
computers from Middle Eastern nations. According to Kaspersky, the
virus was designed primarily to spy on the users of infected comput-
ers and steal data from them, including documents, recorded conversa-
tions, and keystrokes; it also opened a backdoor to infected computers,
allowing attackers to update the software.'” Embedded in the code of
the malware was a module named Flame, leading Kaspersky to refer
to the virus as the Flame Virus. Kaspersky estimated that more than
1,000 computers were infected with the virus in countries such as Iran,

Israel, and Lebanon.!"?
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Kaspersky Lab is currently fourth in the ranking of world manufac-
turers of software security solutions for end users by the IDC,"" and its

2012 revenues were $628 million.!"?

China

The Chinese software industry has developed quickly from only a handful
of firms in the 1980s and 1990s to thousands of firms today. According
to the Chinese Software Industry Association, sales of software products
by Chinese firms were valued at about U.S. $7.2 billion in 2000, but by
2003 had reached about U.S. $19.3 billion software, with a compound
annual growth rate averaging 39 percent to 2007 and 22 percent from
2008 to today.'”® By 2000, China was home to over 8,000 software firms
that marketed approximately 18,000 products; and of those firms, the top
four (IBM, Microsoft, Oracle, and Sybase) received only 19 percent of
total industry sales.'" Thus, the domestic software market and firms are
quite important in China (in contrast to other countries whose software
market is dominated by multinationals).

Like in many other countries, the computer hardware industry in
China started before the software industry and both industries were heav-
ily supported by the government and government institutions. Institutes
of the Chinese Academy of Science (CAS) provided incubators that spun
off software firms in the 1980s and 1990s.'"> These startup firms were
funded by the government or private capital. A number of other firms
were spin offs from major universities such as Beijing University, Tsing-
hua University, and Fudan University. The early software firms produced
operating systems or systems software. For example, two CAS spin-off
companies—CASS and Red Flag Linux—produced operating systems.''®
A computer hardware manufacturing firm called Legend, also a CAS spin
off (today known as Lenovo) has become the world’s second leading sup-
plier of personal computers.

In addition to the substantial support provided by the Chinese gov-
ernment, the software industry in China has benefited from the sig-
nificant growth of the Chinese economy, and its transformation from
agrarian to manufacturing with growing service sectors. The growth of

the domestic economy created demand for software products, especially
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in government and manufacturing sectors. Industries such as finance,
telecommunications, and retailing also have significant software demand.
For example, in 2000, the banking and telecommunications industries
accounted for over 30 percent of total software demand in China.'"” Con-
sumers with growing incomes have also increased their purchases of com-
puting devices, increasing demand for software. The PC business market
for software grew an estimated 215 percent between 2003 and 2008; the
business software portion of the market was valued at U.S. $2.4 billion
in 2003."% Applications software was the largest segment of this sector,
accounting for more than 50 percent of market value.'? All of these fac-
tors contributed to the development of a significant domestic software
market in China.

There are two primary types of firms in the Chinese software
industry—Ilarge systems integrators that are diverse in capability and
scope, and small software products firms.'** As noted earlier, major multi-
nationals compete in the Chinese software industry but do not dominate
it. Most of the multinationals sell enterprise software (SAP), middleware
and software tools (IBM), or desktop software (Microsoft). However,
multinationals have generally not created strong local operations for
customizing their software, so there is a demand for domestic software
firms to provide customization of software for multinationals. Much of
the software industry is concentrated in large cities, such as Beijing and
Shanghai, primarily in the eastern part of the country, although there are
major software firms in other parts of the country.

The Chinese software industry is complex and dynamic. Although
there are many opportunities for local firms and high growth sectors of
the industry, competition is intense, and the market is fragmented. It can
be difficult for domestic firms to achieve economies of scale. In addition,
IT professionals in China have historically tended to lack skills in proj-
ect and process management and in complex programming, when com-
pared to India, although this situation appears to be rapidly changing.
For example, most of the software firms appraised at the highest level of
software process capability (Level 5 in the Software Engineering Insti-
tute’s CMMI®) are in India, but more and more Chinese software firms
are adopting the CMMI® and being appraised at high levels of software
process capability. In the latest report on CMMI® appraisals, of the over
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4,000 companies reporting appraisals in the CMMI® from 2007 to 2012,
only six percent attained Level 5 appraisals, and of that percentage, India
accounted for more than half (144 Level 5 firms), followed by the United
States (71), and China (68)."?! However, China overtook the United
States in 2009 in terms of sheer numbers of appraisals, and, over the
period 2007 to 2012, Chinese firms have attained the highest number of
appraisals (2,545), followed by the United States (1,519) and India (662).
Clearly, the software industry in China is evolving and maturing rapidly.

Given the thousands of software firms in China, entire books could
be written about the Chinese software industry. This book will focus on
three of the largest and most significant Chinese software firms: Neusoft,
Shanda, and Yonyou. Firms in the Chinese computer hardware industry
are also quite important from the perspective of understanding the com-
plete IT industry in China, but a full coverage of their history is beyond
the scope of this book.

Neusoft

Neusoft is the largest China-based software company (based on 2012
revenues of more than U.S. $1 billion).'* Incorporated in 1991, it is
headquartered in Shenyang, China. The firm was started in 1998 by a
Chinese professor by the name of Liu Jiren, and his students in a research
laboratory at Northeastern University in Shenyang, China, with a capi-
tal equivalent to U.S. $500.% The professor and his students developed
software solutions for a Japanese company called Alpine Electronics, Inc.
In 1991, Neusoft (an acronym of Northeastern University Software) was
incorporated. Since 1991, Neusoft has rapidly expanded its scope from
software and services, and IT education and training, to medical systems,
and in 1996, the firm became the first listed software company on the
Shanghai Stock Exchange in China.'*

The company provides a broad range of software products and ser-
vices, from engineering and embedded software for the manufacturing,
automotive, telecommunications, and transportation industries to busi-
ness software applications (such as CRM systems, HR management, and
financial systems) to telemedicine and health systems and business pro-

cess outsourcing services. In 2004, Neusoft was the first Chinese software
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firm to attain a Level 5 appraisal in the CMMI® and has won numerous
awards for its performance as a top outsourcing firm.'”

Today, the firm employs more than 20,000, and has set up six soft-
ware operations units, eight regional headquarters, and a marketing and
service network in over 40 cities across China, and it has subsidiaries in
North America, Asia, Europe, and the Middle East.'*

Shanda

Shanda Interactive Entertainment, Ltd. (now Shanda Games after its
reorganization in 2008), is a Chinese software video game producer. It
is one of China’s leading online game companies in terms of the size and
diversity of its game portfolio, game revenues, and game player base. The
company got its start in 1999 and is based in Shanghai. Shanda develops
a particular type of software video game called an MMORPG.

A massively multiplayer online role-playing game (MMORPG) is a
genre of role-playing video games or web-browser-based games in which
a very large number of players interact with one another within a virtual
game world."” In an MMORPG, players assume the role of a character
(often in a fantasy world or science-fiction world) and take control over
the character’s actions. MMORPGs differ from single-player or small
multiplayer online video games as they have a very large number of play-
ers, and a persistent world hosted by the game’s publisher that continues
to exist and evolve while the player is offline and away from the game.'®®

In November 2001, Shanda launched its first MMORPG, Mir 11,
which it had licensed from a South Korean firm called Actoz. In October
2003, Shanda launched Woool, its first in-house developed online game.
Some of Shandas MMORPGs include: AION, MapleStory, The World
of Legend, The Sign, The Age, Magical Land, Ragnarok Online, D.O.,
Dungeons & Dragons Online, Bomb and Bubble, Shanda Rich Man,
Warlord of the Three Kingdoms, and GetAmped.'”

Shanda’s game player base is one of the largest in China, and con-
sisted of 18.6 million average monthly active users and 3.4 million aver-
age monthly paying users in 2012.%%°

Shanda develops and sources a broad array of games via in-house devel-

opment, licensing, investment, acquisition, joint development, and joint
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operation. In 2013, the firm operated 52 online games and mobile games,
created by 1,600 game development personnel and using the firm’s pro-
prietary game development platform. The firm also licenses games from
international and domestic developers. In 2012, the firm received 55 per-
cent of its net revenues from online games that were licensed from third
parties, including Mir II and its sequels, from which the firm derived 1/3
of its net revenues in 2012. The firm earned over U.S. $750 million in
revenues in 2012."" It is listed on the NASDAQ.

Yonyou

Yonyou, or Yonyou Software Company Ltd., is the largest Chinese enter-
prise software firm. The company was founded in 1988 and is head-
quartered in Beijing. It offers a range of management software products
including Enterprise Resource Planning (ERP), Supply Chain Manage-
ment (SCM), CRM, HR, Business Intelligence (BI), and Office Automa-
tion (OA) products. It also develops software solutions for e-Government,
finance, and asset management and provides software outsourcing ser-
vices. The company has been appraised at Level 5 in the CMMI®.

In 2012, the firm earned almost U.S. $700 million in revenues.'
It has over 1.5 million enterprise customers in China and Asian coun-
tries; more than 60 percent of the China Top 500 enterprises use Yonyou
software.'” The company leads with 23 percent of the market share for
enterprise software in China, followed by SAP with 10 percent.'* The
firm has 41 branches in mainland China and overseas branches in Japan,

Hong Kong, Thailand, and Singapore.

Japan

Although the software industry in Japan originated soon after that in the
United States, the Japanese software industry is substantially different
in structure, products, and services. Except for a few products such as
video games, Japanese software firms primarily develop custom software
for other firms in the Japanese market. Customized software develop-
ment for corporate firms accounts for over half of the sales in the software

industry in Japan.'” Few Japanese companies produce packaged software
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products: of the more than 3,300 firms in the Japanese industry, only
261 produce packaged software.’® For those firms that do develop soft-
ware packages, the market is almost exclusively domestic, and the entire
industry, with the exception of video game software, exports very little.'

The Japanese software industry has its origins in the 1950s. Unlike
the United States, there was no strong military influence on the industry.
Instead, three large telecommunications companies—Fujitsu, Nippon
Electric Company Ltd. (NEC), and Hitachi—who were suppliers to
National Telephone and Telegraph (NTT), the telephone monopoly in
Japan, became involved in the computing industry. The Japanese govern-
ment took a number of steps to help foster the success of its new com-
puter industry. Japan’s Ministry of Economy, Trade and Industry (METT)
put up trade barriers. Japan also sponsored the development of new com-
puters via NTT, which created a guaranteed market for Japanese-made
computers. The Japanese computing firms developed custom software
for Japanese firms rather than mass market software products. It was
common for the computing firms’ software developers to reside at the
customer site, and sometimes these dedicated developers would be spun
off into captive software firms of the major computer firms."** NEC and
Fujitsu organized their software developers in internal divisions, whereas
Hitachi created captive subsidiaries. The target customers were the parent
firms, customers, and suppliers. These arrangements led to the formation
of a vertically structured software industry (not unlike the U.S. software
industry of the 1970s discussed in Chapter 2). The vendor firms devel-
oped proprietary systems for their customers, remaining in long-term,
stable contractual relationships.

In contrast to the software industry in the United States, which tended
to favor product innovation and time to market for the mass market, the
Japanese industry was focused on ensuring that software met the specific
needs of particular user firms. This focus led to a quality mentality and
the application of a software factory approach in the 1970s and 1980s.
The software factory is an approach to impose discipline and rigor in
software development by using standardized tools and methods, inspired
by concepts and practices from manufacturing.'® The software factory
approach was attempted in the United States by firms such as IBM and
Software Development Corporation (SDC) in the late 1970s, and largely
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abandoned,'®" although the capability model for software (CMM-SW°)
discussed in Chapter 2 resulted from the efforts in the U.S. software
industry to apply software factory discipline.

The Japanese software firms were much more successful in imple-
menting the software factory approach and emphasized incremental
innovation in product design, standardized components and methods,
software reuse, computer-aided support tools, and quality control. Stabil-
ity, quality, and performance were key objectives of the Japanese software
firms in delivering customized software applications for user firms. As a
result, the Japanese software industry had much more of a focus on soft-
ware as a service than as a mass produced product.'*! By the mid-1990s,
Japan held 13 percent of the worldwide software market.*?

The movement of the global software industry to open client—server
architectures and open standards in the 1990s and 2000s posed chal-
lenges for the Japanese software industry. Open standards allowed more
producers to participate in the industry and enabled users to mix and
match software products. This openness was in direct conflict with the
vertical stovepipe structure of the Japanese software industry. Eventually,
users desired more best of breed solutions, and competition in the Japa-
nese software market became more intense, reducing costs. The Japanese
software industry today has moved to a system integrator model, with
user firms relying on a single large system integrator to integrate compo-
nents and services that may be sourced from other vendors.'*

Japanese firms Fujitsu, Hitachi, and NEC are among the top 30 firms
in the world producing software today, and a brief profile of each com-

pany follows.

Fujitsu Led.

Fujitsu was created in 1935 by Fuji Electric Company to make telephone
equipment. In 1954, the firm entered the computing industry with the
development of Japan’s first computer—the FACOM 100." In the
1960s, METT helped fund and direct Fujitsu’s development of mainframe
systems. In 1972, Fujitsu invested in Amdahl Corporation (which was
owned by the primary creator of IBM’s System 360 computers) to get the

technological knowledge it needed and to put the company on par with
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IBM. Today, Fujitsu is the leading Japanese information and communica-
tion technology firm and offers a full range of technology products, solu-
tions, and services to customers in over 100 countries. The firm reported
consolidated revenues of 4.4 trillion yen (U.S. $47 billion) for the fiscal
year ending March 31, 2013."* As shown in Table 3.1, Fujitsu is 11th in
rank among the top 30 global software producers, with $3.1 billion in
software sales in 2012.

Hitachi Ltd.

Hitachi is a Japanese multinational engineering and electronics con-
glomerate firm headquartered in Tokyo, Japan. Its name means sun

rise.'4¢

It was founded in 1910 by an electrical engineer—Namihei
Odaira—who was employed by Kuhara Mining, and its first product—
an electric induction motor—was used in the Kuhara copper mines.'"
Today, the firm produces a variety of products ranging from infor-
mation systems to electrical products and railway systems. It is often
called the General Electric of Japan and is one of the world’s 30 larg-
est conglomerates.'® As of March 2013, Hitachi’s 326,000 employ-
ees supported consolidated revenues of more than 9 trillion yen (U.S.
$100 billion).'* As shown in Table 3.1, Hitachi is 22nd in rank among
the top 30 global software producers with $2 billion in software sales

in 2012.

NEC

NEC provides IT and network solutions to business enterprises, com-
munications services providers, and government agencies. The firm has
an interesting history. Its founders—KunihikoIwadare and Takeshiro
Maeda—established the firm in 1898 using facilities that they had bought
from Miyoshi Electrical Manufacturing Company. A U.S. firm—Western
Electric, which had an interest in the Japanese phone market, became a
partner and helped renovate the Miyoshi facilities. On July 17, 1899, a
revised treaty between Japan and the United States went into effect, and
Nippon Electric Company, Limited was organized with Western Elec-

tric Company to become the first Japanese joint venture with foreign
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capital.” The firm initially produced telephones and switches. In World
War II, the shares of Western Electronic Company in the firm were
seized, and the firm’s production was severely compromised when its fac-
tories were bombed. After the War, computer R&D started in 1954, and
NEC built its first computer in 1958."! More recently, NEC has entered
into a number of joint ventures in the IT industry, such as its 2011 joint
venture with Lenovo, the Chinese PC manufacturer.”* NEC produces IT
and communications products ranging from mobile phones to PCs to
supercomputers. In terms of software, as shown in Table 3.1 in Chapter
3, NEC is 23rd in rank among the top 30 global software producers with
$1.9 billion in software sales in 2012.

India

The Indian software industry got its start in the 1980s. Prior to that,
industries in India were constrained by excessive government regulations,
prevention of domestic firms’ entry into various sectors, high levels of
tariff’ protection and restrictions against foreign competition. However,
in the 1980s and 1990s the Indian government enacted a variety of pol-
icies related to the software industry that had the effect of opening it
up to foreign competition, encouraging software exports, reducing taxes
on software exports and imports, and simplifying procedures for soft-
ware exports and imports.”® The government also introduced initiatives
to build telecommunications infrastructure and decrease Internet access
costs for software exporters.

Perhaps as a result of the new incentives and liberalized policies com-
bined with increased global demand for software from the Y2K problem
and the rise of the Internet, the Indian software industry grew very rap-
idly, with software firms in the industry earning just over U.S. $500 mil-
lion in revenues in 1993 and growing revenues to almost U.S. $90 billion
in 2012."* Software revenues constitute the vast majority of revenues (87
percent) in the Indian IT industry as a whole, far more than hardware
revenues.' Unsurprisingly, given the Indian government’s incentives for
exporting, most of the revenues in the software industry (averaging around
70 percent over the past two decades) are due to exports.”® Of the total

software revenues, software services accounts for 59 percent, followed by
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business process outsourcing and engineering services at 22 percent and

software products at 19 percent.'”’

In terms of total export and domestic
revenues, application development and maintenance were originally and
still are the bread and butter for Indian software companies, contributing
to roughly 60 percent of Indian software firms’ total revenues."® Most of
the software and business processing outsourcing services performed by
Indian software companies are for firms in the United States (60 percent)
and Europe (29 percent).'”

One other interesting aspect that distinguishes firms in the Indian
software industry is the rate at which the firms have obtained CMMI®
appraisals. After China and the United States, India has the third high-
est total number of CMMI® appraisals. Further, Indian software firms
account for more than one-third of the highest level of CMMI® appraisals
(level 5)."° An interesting study suggests that firms in the Indian soft-
ware industry that are export oriented are more likely to obtain CMMI®
appraisals. Once appraised, these firms experience significant improve-
ments in exports, but do not appear to become more cost efficient. The
researchers concluded that CMMI® appraisals help to demonstrate Indian
software firms’ capabilities to potential customers, rather than helping
them to achieve cost savings, per se.'!

As is clear from these numbers, the Indian software industry is
similar in some respects but differs in a number of important ways
from that in other countries. In contrast to the software industries of
Brazil, China, and Japan, the Indian software industry is primarily
export focused. Unlike the software industry in Israel but similar to
that in Ireland, the Indian software industry has focused on custom-
ized software services, rather than software products. To date, most
software services performed in India have tended to be of lower value
(i.e., software maintenance), although a number of firms are interested
to move up the food chain to higher value services. Unlike the Irish
software industry, but similar to the industries in Brazil and China, the
Indian software industry is led by domestic software firms, not by large
multinationals.

The three largest firms in India’s software industry are domestic firms
and are profiled below. They include Tata Consultancy Services, Wipro
Technologies, and Infosys Technologies Limited.
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Tata Consultancy Services

Tata Consultancy Services (TCS), headquartered in Mumbai, India, is
part of the Tata group, one of India’s largest industrial conglomerates.
TCS was established in 1968 as a division of Tata Sons Limited and was
incorporated as a separate entity in 1995.

TCS provides IT and software services, consulting services, and
business process outsourcing services to firms in a variety of industries,
including banking and financial services, construction, telecommunica-
tions, retail, transportation, media, manufacturing, healthcare, and oth-
ers. One of TCS’ first contracts was to provide punched card processing
services for the Central Bank of India. TCS went on to provide software
and IT services for the financial industry in the 1970s and 1980s such as
automating the financial securities market in Switzerland.'*?

TCS was the world’s first organization to be appraised enterprise-wide
at level 5 in the CMMI®.

Today, TCS is the largest IT services firm in India and among the
top IT services firms in the world, generating U.S. $11.5 billion in reve-
nues in the 2013 fiscal year and employing 276,000.'> TCS operates in

44 countries and has 199 branches around the world.'*

Wipro Technologies

Wipro Technologies is a global software and IT services, consulting,
and business process outsourcing company, headquartered in Bangalore,
India. The firm has a long, varied, and interesting history. It was actually
established in 1945 as Western India Vegetable Products Limited (abbre-
viated to Wipro) and manufactured vegetable oils under the trade names
of Kisan, Sunflower, and Camel.'® The company’s logo still contains a
sunflower to reflect the products of its original business. When the com-
pany’s founder died in 1966, his son—Azim Premji—returned to India
from Stanford University and took over the company at the age of 21. He
still serves as Wipro’s Chairman.

In 1981 Wipro first entered the fledgling I'T industry in India, and
it established a software products and exports subsidiary, Wipro Systems
Ltd. in 1983.1 At the same time, Wipro continued to make consumer

products such as Wipro Jasmine soap and Wipro Baby Soft baby toiletries.
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The company also marketed Indian-designed and manufactured PCs
in the 1980s. Later in the decade, the firm entered into a joint venture
with the large U.S. firm—General Electric—for the manufacture, sales,
and service of diagnostic and imaging products.

In the 1990s Wipro entered into the software and IT services industry
and was one of the first companies to develop the concept of an offshore
development center—QOdyssey 21—that undertook projects and prod-
uct development in advanced technologies for overseas clients. Wipro
achieved a variety of quality certifications in the 1990s such as ISO and
appraisal at level 5 in the CMMI®.!¢

The company was listed on the New York Stock Exchange in 2000.
Wipro entered the business process outsourcing sector in 2002 and the
eco-energy business in 2008. In 2013, the company demerged its con-
sumer products, engineering, and medical diagnostic businesses into a
separate company called Wipro Enterprises.

Today, Wipro employs 145,000 who serve over 900 clients in
57 countries; the firm posted revenues of more than U.S. $6 billion for
the financial year ending in March 2013.'%® Placing a value on innovation,
the company has more than 50 dedicated emerging technology “Centers
of Excellence” that explore the latest technologies for service delivery to
its clients. Its software and IT services include Systems Integration, Con-
sulting, Information Systems outsourcing, IT-enabled services, and R&D
services. The company also is a value-added reseller of computer hardware

products such as desktop computers, servers, and other devices.

Infosys Technologies Limited

Infosys Technologies Limited (or Infosys) is a global software and IT
services company, headquartered in Bangalore, India. The company was
started in 1981 by N. R. Narayana Murthy and six engineers in Pune,
India, with an initial capital of U.S. $250. In 1983 the firm signed up
its first client: Data Basics Corporation in New York.!®” In the 1990s
Infosys provided software application development and maintenance ser-
vices such as updates to legacy systems to address the Y2K problem for
large companies based in the United States. The firm grew quickly and
opened up offices throughout North America and Europe to service its
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large corporate clients. In 1999, Infosys became the first Indian IT com-
pany to be listed on the NASDAQ.

From its small beginnings, the firm has grown to a global power-
house, employing 155,000 and earning over U.S. $7.4 billion in reve-
nues in 2012.77° Infosys has 800 clients across 30 countries and earns the
majority of its revenues from North America (62 percent) and Europe
(23 percent).””! Infosys also has the world’s largest corporate university
in Mysore, India, with a 270-acre campus that has 500 instructors and
200 classrooms and has the capacity to train 12,000 software engineers
per year.'”?

Over the years, the company has received numerous awards and has
achieved ISO certification as well as appraisal at level 5 in the CMMI®.!7

Recently, Infosys has been shifting its operations outside of India to
the United States and other countries to be closer to its clients. More
than half of the firm’s 87 global software development centers and almost
all of its sales offices are located outside of India. For example, in 2012,
Infosys announced a new delivery center in Milwaukee, Wisconsin, to
better serve its clients in the Midwestern United States, including the

Harley-Davidson motorcycle manufacturer.'’

Australia

As a whole, the IT industry in Australia is large—with an estimated size
of more than $100 billion.'” It is among the top five IT industries in the
Asia-Pacific region and has been growing at double-digit rates since the
2000s. The industry employs almost half million workers and has more
than 30,000 firms.

However, although the IT industry in Australia is large, the software
products segment is small—just over two percent of the industry.'”® In
contrast to other countries in which the government provides support
or protection for the software industry, in Australia, there has been rel-
atively little government involvement in the software segment of the IT
industry.'”

Most of the software industry in Australia is services oriented. The
industry has benefited from comparatively low development costs and

a highly skilled workforce, and as a result, is a popular destination for
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offshore software development and R&D. Companies such as IBM, HP
(EDS), Google, and NEC have built major software development facili-
ties in Australia. Logica CMG, Reuters, and Infosys have made Australia
central to their global risk reduction strategies. Avaya, Canon, Computer
Associates, Citrix, IBM, NEC, SAP Research, and Unisys all have global
R&D labs in Australia.

Australia, does, however, have a vibrant and growing software video
game segment of its industry. The digital game development sector alone
generated over $120 million in revenues in 2007, and 93 percent of the
revenues were derived from exports.'”® Australian software companies
have also partnered with the film industry to produce animated features:
for example, in 2006, the Australian firm Animal Logic partnered with
Warner Bros. to produce the widely successful film Happy Feet.'”

Two Australian software firms are profiled below—one is a
large and growing software firm in the country—Atlassian—and

the other is among the largest software video game producers in
Australia—RedTribe.

Atlassian

Atlassian is an enterprise software company that was founded in 2002 and
is headquartered in Sydney, Australia, with offices in San Francisco and
Amsterdam. Its founders—Mike Cannon-Brookes and Scott Farquhar—
met while studying at the University of New South Wales and financed
the company with $10,000 in credit card debt (in 2010, the company
received $60 million from a venture capital firm).'®

The company has an interesting business model. As described in
Chapter 3, a number of software firms are leveraging the Internet as
their primary sales and distribution mechanism (rather than using tradi-
tional sales and support personnel). This company is one of those firms.
The company posts its products and prices on the Internet and uses
the Internet for sales, support, and training of its products. In 2011,
Atlassian announced sales of $102 million, up 35 percent from the year
before.'!

The company produces enterprise software tools for developers; its

most popular software tools include its issue tracking application—JIRA,
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and its team collaboration product—Confluence. The company’s prod-
ucts are used by over 25,000 customers worldwide and include clients
such as Audi, NASA, and Twitter.'®?

The company has received numerous best places to work awards. It
uses an innovative motivational approach called Shiplt days in which
employees have 24 hours every quarter to work on a problem of their

own choosing.'®

RedTribe

RedTribe is an Australian video game development firm that was founded
in 2003 and is headquartered in Melbourne, Australia. Red Tribe was the
first Australian game developer to release a game on the XBox 360 and
Wii—Looney Tunes: Acme Arsenal in 2007 (although the game was criti-
cally panned).'®

Although the company has yet to release a video game that has
received at least mediocre reviews from the critics, it has released a num-
ber of popular games including: Space Chimps—2008; Jumper: Griffin’s
Story—2008; and Hairy Balls for the iPhone and iPad—2012.

In 2007, RedTribe won the prestigious Business3000 “Export Busi-

ness of the Year” and the overall “Business of the Year” awards.'®

Latin America

The Latin America region has a number of countries with growing soft-
ware industries. Of these, Brazil and Mexico are the largest in the region

and are profiled below.

Brazil

The Brazilian software industry got its start in the 1990s. Prior to that,
most software development in the country occurred in-house. The
Brazilian government enacted a number of protectionist policies in the
computing industry; for example, the Brazilian Informatics policy pro-
tected domestic computer hardware manufacturers from imports. In

1991, the Brazilian software market was $1.1 billion in size.'8¢
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In the early 1990s the informatics policy was replaced by a market
competitiveness policy to support domestic firms for global competition.
The government provided incentives for computing companies to invest a
portion of their revenues in R&D activities, in partnership with research
centers or universities. It also created a program called SOFTEX, which
had a goal to introduce an entrepreneurial culture in universities and pro-
moted the development of businesses in the software industry.'*’

After the Brazilian economy was liberalized and the various policies
and initiatives described above were implemented, domestic demand for
software grew rapidly along with outsourcing and increased deployment
of computer hardware.'® By 2001, the Brazilian software industry became
the seventh largest in the world, comparable in size to India and China.'®
The software industry also grew to represent almost half of the entire
IT market in Brazil (more than hardware and services), and the number
of software firms increased significantly. In 1994 there were 4,300 soft-
ware firms, but today there are nearly 10,300 firms that develop, produce,
and distribute software and services.” The vast majority of these firms
(93 percent) are small- and medium-sized enterprises.'"!

In contrast to India, Ireland, and Israel (whose software industries
are export oriented), but similar to China, the domestic market was crit-
ical for the expansion of the software industry in Brazil. Most Brazilian
software firms were involved in systems integration activities in the early
2000s, but today both software product firms and software outsourcing
services firms are on the rise. There are continued efforts to foster an
entrepreneurial culture in Brazil in the technology sector. An example is
“Brazilian Innovators” launched by Bedy Yang, a Chinese-Brazilian entre-
preneur, which has created a network of over 3000 entrepreneurs and
investors to help young entrepreneurs launch their own businesses in the
technology sector.”” The software industry has also expanded from its
original geographic focus in such large cities as Rio de Janeiro and Sio
Paulo to many other regions in the country.

The size of the software industry today in Brazil is estimated at U.S.
$7.6 billion, of which $148 million are exports; the computer services
sector is U.S. $18.3 billion, of which $2.2 billion are exports.'”® Brazil’s
IT industry ranks among the top 10 worldwide and is forecasted to grow

at more than 10 percent for the next few years. The 2016 Olympic Games
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in Brazil are also expected to increase demand for software. Most users
of software products in Brazil are in the services and financial sectors
(50 percent), followed by industry, trade, government, oil and gas, and
agricultural sector. Forty-five percent of the software products developed
are enterprise applications and one-third are systems software. As com-
puters and mobile devices continue to diffuse throughout the Brazilian
society with a growing middle class, there will be increasing demand for
software applications. The Brazilian Association of Software Companies
provides an organization and source of support and information for soft-
ware firms in Brazil.'**

As noted earlier, most software firms in Brazil are small or medium
sized. The largest software firms (by revenues) are multinationals—
Microsoft, Oracle, and SAP. One of the largest domestic software firms in
Brazil is a company by the name of Microsiga. It is profiled below. Two
other examples of software products firms—Consinco and Syhunt—are
also profiled. Finally, the largest IT and software services firm—CPM
Braxis—is profiled.

Microsiga

Microsiga Software creates enterprise software applications for corporate
customers, most of which are small- or medium-sized businesses. One of
its main products is an application called ERP Protheus. The firm was
founded in 1983 and is headquartered in Nova Vicosa, Brazil.

Microsiga continued to grow rapidly via mergers and acquisitions,
and in 2006, it was the first Latin American company in the IT sector
to do an IPO in the New Market of the Stock Exchange of Sao Paulo
in 2006 and become consolidated in the company TOTVS (the name
based on the Latin for everything, everyone).” Today the company
employs over 10,000 and has more than 40 locations in Brazil as well as in
Argentina, Chile, Mexico, Paraguay, Puerto Rico, and Uruguay. It is the
market leader in Brazil with more than 55 percent of market share and
35 percent of market share in Latin America, and in 2012, it generated
more than U.S. $460 million in revenues (of which $150 million was for
software product licenses, $200 million for services, and the remainder

for maintenance).'?
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Consinco

Consinco is an example of how Brazilian companies are diversifying into
software. Founded in 1990, Consinco sold cars for several years before a
group of I'T professionals turned it into a software producer.”” Founded
in 1990 and headquartered in Ribeirao Preto (in the state of Sio Paulo),
Consinco is a provider of enterprise management and supply chain sys-
tems for wholesalers, distributors, and retailers. The company’s software
products are used by supermarkets and wholesale and distributors to
increase efficiency of distribution and compliance with government reg-
ulatory standards.

The company has a presence in 25 states of Brazil, in more than 1,300

198

firms with more than 22,000 customers.'”® It employs 250 and has been

ranked as one of the fastest growing companies in Brazil."””” Consinco has

now gained a strong foothold in the Brazilian I'T market.*

Syhunt

Syhunt is an example of a systems software firm. It was founded in 2003
and is headquartered in Rio de Janeiro, Brazil. Its primary products are
security software for web applications, specifically a web application secu-
rity assessment software product known as Sandcat.*! The company also
produces security software for the open-source software language Apache/
PHP.

Syhunt has operations worldwide and more than half its sales are out-
side of Brazil. Some of the firm’s major customers include BearingPoint,
Deloitte & Touche, Ernst & Young, KPMG, PricewaterhouseCoopers,
Hewlett-Packard, IBM, Siemens, and Sun Microsystems.?” The firm is

currently privately held.

CPM Braxis

CPM Braxis, founded in 1982 and headquartered in Sao Paulo, Brazil,
is the largest Brazilian IT services and outsourcing company. The firm
provides IT consulting, software application development and mainte-
nance, software integration, remote infrastructure support and busi-

ness process outsourcing services to global companies in the financial
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services, telecommunications, consumer goods, manufacturing, and retail
industries.?%

In 2010, the company was acquired by CapGemini and operates
today as a subsidiary of Cap Gemini, S.A. The firm has 12 software and
service delivery centers and employs over 5,400. It was the first Brazilian

IT services company to achieve CMMI® level 5 certification.?*

Mexico

Mexico’s software industry, in contrast to Brazil’s, is export oriented and
is focused on services. Mexico is the world’s main exporter of IT services
after India, China, and the Philippines. Mexico has a relatively large out-
sourcing industry, with outsourcing services earning $13 billion in reve-
nues in 2012 (60 percent of which are IT services outsourcing).*” The
outsourcing sector is growing rapidly at a 10 to 15 percent rate. Mexico’s
software and IT services industry includes over 600,000 IT professionals
(of which 400,000 are focused on software)*” and 2,500 I'T companies
ranging from small startups to large multinationals like IBM.?” More
than 100 Mexican universities and technical schools graduate 65,000 new
IT professionals each year.?%®

The Mexican government has instituted strong incentives to stimulate
the I'T and software industry. Companies that wish to establish IT service
operations in Mexico can get tax credits for R&D (up to 30 percent of the
total R&D expense), a reduction of corporate taxes, and no value-added
tax for exported services as well as cash grants of up to 50 percent of the
total cost of their project.”” Another program is called PROSOFT—the
Software Industry and Information Technology Services Development
Program. Introduced in 2004 by the Ministry of Economy, PROSOFT
provides financial assistance for project investment and development, with
funding contributed by state governments and industrial associations.*
More than 500 companies and 121 universities across Mexico are cur-
rently participating in the program. PROSOFT has the goal of growing
the software sector to $5 billion in 2013, which would make Mexico Latin
America’s leading developer of software and digital content in Spanish.

The Mexican government is also building technology parks across the

country. One example is Guadalajara. Guadalajara (six hours north of
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Mexico City) is rapidly becoming the Silicon Valley of Mexico due to a
partnership between government, business, and universities. A key proj-
ect is the Centro del Software—an incubator for small software startups.
Established in 2000, there are now 34 companies and 700 people work-
ing in the Centro del Software.”!" The government subsidizes rent for
the startups and provides technical and business advisory services. Each
startup company works with the Instituto Jalisciense de Tecnologias de la
Informacién, whose mission is to promote Guadalajara’s IT and business
process outsourcing (BPO) sectors.?'? The startups can also pool resources
and collaborate to handle projects for large, global clients.

Although there are concerns about security, Mexico is an attractive
near-shore I'T outsourcing destination for U.S. firms as it is geograph-
ically close, culturally similar and aligned in the time zones. Given the
North American Free Trade Agreement (NAFTA), trade between Mexico
and the United States is streamlined and there are legal and intellectual
property protections defined in the agreement. Near shoring is espe-
cially attractive for U.S. firms that wish to outsource work that requires
close interaction and collaboration such as R&D, agile development (see
Chapter 1 for details on agile development) and software testing. Mexican
software firms have a high level of software development capability: the
country is in the top 10 in the world in CMMI® certifications.?"

There are many interesting software firms in Mexico. Two prominent

firms—Softtek and Quarksoft—are profiled below.

Softtek

Softtek was founded in 1982 in Monterrey, Mexico, and is headquartered
there.? The company is a global provider of software, IT services, and
business process outsourcing services with more than 8,000 employees in
30 offices in North America, Latin America, Europe, and Asia. In 1998,
the company was the first in Latin America to open a Global Delivery
Center. The company currently has 10 Global Delivery Centers (four in
Mexico, one in Brazil, one in Argentina, one in the United States, one
in India, one in China, and one in Spain) that offer software application
development, IT infrastructure support, and BPO services to clients in

more than 20 countries.
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Softtek is the largest private IT service provider in Latin America.
The company pioneered the Near Shore® service delivery model in 1997.
Softtek created the Near Shore® concept as an alternative to traditional
offshore outsourcing. The idea is to leverage Mexico’s proximity, cost
structure, and international trade agreements to provide U.S.-based
companies with a more convenient alternative, minimal security issues,
fewer language and cultural barriers, no time-zone differences, and low
turnover rates. The delivery model is focused on lowering costs and
risks associated with offshore engagements. The company is appraised at
CMMI® level 5 and has won numerous awards for excellence in service

delivery.

QuarkSoft

Quarksoft was founded in 2001 by graduates from Carnegic Mellon
University’s Master of Software Engineering program and is head-
quartered in Mexico City.?"” It is a CMMI® Level 5 certified software
development company that designs and develops enterprise soft-
ware solutions. The company provides a range of software develop-
ment services including customized enterprise and desktop software
development, hardware and software integration, SAP consulting and
implementation services, software process improvement, assessment,
training and implementation services, services-oriented architecture
(SOA) design, consulting and implementation; software quality assur-
ance (SQA), and testing.

The company serves major clients in the Financial Trading, Finance,
Insurance, Banking, Retail, Government, Health Care, Manufacturing,
and Mobile communications sectors in Mexico and the United States.
Among the company’s clients are the Mexican Stock Exchange and
Banamex.

The company has more than 200 employees. Leveraging its strategic
partnership with the Software Engineering Institute at Carnegie Mellon
University, the company has collected and analyzed empirical data on
its performance, showing savings for its customers ranging from 50 to

150 percent.
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Key Takeaways

For many years, the United States has dominated the software industry,
with 80 percent of the market share for software products. Firms such as
Microsoft and Oracle are world leaders in producing software products.
The United States has also dominated the software services segment with
firms like IBM and HP.

However, in recent years, with globalization, outsourcing and offshor-
ing, significant software products and services industries have emerged in
a number of countries around the world. Table 4.1 summarizes and com-
pares the nature of the software industries in the key countries profiled
and described in this chapter.

As shown in Table 4.1, the United States, South Africa, and Israel have
a similar structure and orientation of their respective software industries,
with a strong focus on software products and services, and with significant
domestic and export markets (although the United States clearly has orders
of magnitude greater share of the global market). Japan and Russia are cur-
rently more internally focused, with provision of custom software develop-
ment and services for their domestic markets, and relatively little exports.

Ireland, Mexico, and India have a relatively low focus on software
products but are very intensive in software services provision and are
externally focused on exports. The countries have relatively weak domestic
markets, although Mexico aims to produce software for Spanish-speaking
Latin America. China and Brazil have large domestic markets for both
software products and services, but have not to date been as export ori-
ented as India, Mexico, and Ireland.

Finally, the European countries—Germany, United Kingdom, and
France—and Australia—have significant domestic markets and are more
service than product oriented. However all three European countries have
major companies (e.g., SAD, SAGE, Cap Gemini) that are world leaders
in segments of the software industry. Australia serves as an offshore des-
tination for software services for firms in the United States, Europe, and
Asia, and is an important R&D hub for multinational software firms.

In sum, the software industry is truly global today, and the growth of

the industry outside of the United States will likely continue to increase.
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CHAPTER 5

Occupations and Workforce
Issues and Trends in the
Software Industry

In a podcast entitled “Talent Matters: Why Application Development
Cannot be Industrialized,” Forrester analysts Mike Gualtieri and Jeffrey
Hammond argue that it is critical for software companies to have excep-
tional software talent.! The best software developers, they argue, are rock
stars—creative, passionate, and disciplined. They also assert that only
highly talented individuals are able to successfully architect, design, build,
and test software products and platforms that are tied to revenue and that
require high levels of performance, scalability, and reliability.

Certainly, the behaviors of major high-tech companies bear this out.

In 2010, Hewlett-Packard sued Oracle for hiring its former CEO—
Mark Hurd, claiming that Hurd’s knowledge and experience would give
Oracle (a competitor of HP’s) an unfair advantage.” HP asked the courts
to prevent Hurd from working at Oracle. HP also asked for a special
monitor who would regularly check in on Hurd to make sure he wasn't
using his knowledge and experience in ways that would disadvantage HP
when working at Oracle.

Facebook CEO Mark Zuckerberg stated recently that: “We have
not once bought a company for the company. We buy companies to get
excellent people... In order to have a really entreprencurial culture one
of the key things is to make sure we're recruiting the best people. One of
the ways to do this is to focus on acquiring great companies with great
founders.”

In 2012, Google paid $15 million to acquire a company called Milk
which created mobile apps. Google reportedly fired all Milk employees

except for the product design team, which it re-deployed to work on
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Google+. According to the report: “Google, Facebook, and Twitter have
all been on acquisition sprees, scooping up startups to hire the entrepre-
neurs behind them. The actual products those entrepreneurs created are
often an afterthought.”

In a report on the global software industry, Mark McCaffery, Global

Software Leader at PricewaterhouseCoopers remarked that:

...the competition for key skills and experience has become
a global war for talent. Large vendors are expanding to regions
beyond their typical recruitment grounds in search of top-flight
engineers, programmers, and executives. Companies are using
their checkbooks and stock market valuations to acquire compa-

nies for their technology as well as their talented people.’

The software industry depends critically on human talent. In contrast
to industries that manufacture a physical product, the software industry
is significantly less capital-intensive. Labor is the primary factor of pro-
duction in the industry. The majority of costs to build and maintain soft-
ware products are due to the costs of skilled labor in the form of software
developers. The innovative ideas of the software developers are crucial to
competitive success in the industry. Thus, workforce issues are especially
important for this industry.

This chapter identifies the major occupations in the software indus-
try. It then examines the economics and demographics of the software
workforce. Given the global nature of the software industry, the chapter

concludes by considering the globalization of the software workforce.

Major Occupations in the Software Industry

As described in Chapter 3 and shown in Figure 3.4, the value chain
of primary activities for software firms includes software development,
testing, and integration; documentation, packaging, and distribution;
marketing, advertising, and sales; installation and training; and main-
tenance and support. These primary activities are supported by R&D,
human resources, legal, finance and accounting, procurement, and

management.
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Individuals in the occupations in the industry perform these activities.
The following sections describe selected key occupations in the software
industry.®

Table 5.1 identifies and organizes the key occupations by activity in

the software value chain:

* Software marketing, advertising, and sales;

* Software R&D and product development;

* Software product integration and testing;

* Software product documentation, packaging, and distribu-
tion; and

* Software product maintenance and support.

The following sections discuss each occupation in detail.

Software Marketing, Advertising, and Sales

Software marketing activities are extremely important to software firms.
As noted in Chapter 3, the costs of marketing, advertising, and sales activ-
ities are one of the major expenses for software firms. Key occupations in
this area include software product marketing and sales. Related occupa-

tions for software services firms are client managers.

Software Product Marketer

Software product marketers act as the interface between the market and
the software firm.” They help the firm understand what the market needs
and help customers understand how the firm’s products can help them
solve their problems or do their jobs better. Product marketing is the
function within a software firm that focuses on marketing strategies and
tactics such as market segmentation, product strategy, positioning, sales
strategy, creating awareness of the product, competitive positioning, and
interacting with customers. Software product marketers define and posi-
tion software products in the market, provide the content for the website,
write the white papers, speak at trade shows, and do product demonstra-

tions for analysts. Software product marketers also develop the pricing
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and product launch plan. They develop training materials for the sales
force, promotional materials for the product, and the social media strat-
egy for promoting the product.

Software product marketers perform market research to determine
customer needs. They identify requirements based on market needs and
work with the product manager to prioritize the features that go into the
product. The product manager then manages the process of converting
the requirements into an actual product.

Product marketers typically have MBAs with specialization in market-

ing as well as technical training or experience.

Software Product Sales Representative

Software product sales representatives are responsible for the merchandis-
ing, distribution, and selling of software products. They would typically
be deployed by a firm to sell complex, specialized, or high-value software
products such as enterprise software.

Software product sales representatives provide detailed information
to the customer about the technical specifications of the software prod-
uct offered by the company. They advise customers on technical matters
and solicit information about customer needs. They also take orders from
customers. Sales representatives create sales pitches and presentations,
demonstrate product features, and help customers to maximize the use
of software features. They must also keep current on market trends and
changes to the software product. They may have to travel to the customer
site.

Software product sales representatives typically hold a bachelor’s

degree in computer science or business and have relevant sales experience.

Software Client Manager

Client managers develop and sustain a relationship between a com-
pany and its clients. Client manager is an important occupation that
is especially relevant to software services firms. Related titles include
Client Services Manager or Client Relationship Manager. Retaining the

client for repeat business is a key goal of software services firms, and client



OCCUPATIONS AND WORKFORCE ISSUES 133

managers play an important role in achieving that goal. Client managers
build relationships with different members of the client team who make
or influence purchasing decisions, including senior executives, purchasing
managers, technical managers, and finance directors. They identify and
organize software-related services that facilitate the client relationship,
such as training or planned software maintenance. They also work with
the client to identify opportunities for new or updated services that can
help the client to make more productive use of computing resources.

As might be expected, communication and coordination skills in
addition to planning and analytical skills are essential for client managers.
They develop and present plans for client services to the senior manage-
ment team to gain approval and commitment. They also work with prod-
uct development and service delivery teams to explain the needs of the
client for new products and services. By developing a deep understanding
of the technical and business challenges their clients face, client managers
identify opportunities to increase sales of the company’s products and
services that meet those needs.

Client managers, like other sales management professionals, must
have a bachelor’s or master’s degree in business, management, or mar-
keting. They must also have extensive experience in sales and customer

service, along with technical knowledge relevant to the software industry.

Software R&D and Product Development

Software product development is, of course, the primary activity in the
software industry. There are a number of occupations included in soft-
ware product development. An important supporting occupation that
directly works with software product development is software research
and development. Other key jobs include software architect, software
product manager, software developer/engineer, and software designer or

artist.® A brief description of each follows.

Software Research and Development Engineer

As noted in Chapter 3, software firms spend significant portions of their

budgets on R&D—as much as 20 percent or more. Researchers at IBM,
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for example, have generated thousands of patents and have won numer-
ous awards including Nobel prizes. Clearly, research and development is
a critical function in software firms. Some software firms have a separate
R&D department, whereas others may have one or more individuals who
work on R&D in the software development function.

The primary responsibilities of a software R&D engineer include
conducting basic and applied research on challenging computer science
problems and helping to translate that research into new product ideas.
An example of software R&D could include development of an efficient
algorithm to verify computer password strength (see Figure 6.1).

Researchers typically have a PhD and the ability to develop original
research agendas as demonstrated by journal publications and conference
papers, as well as participation on program committees, editorial boards,
and advisory panels. Software R&D engineers must also have excellent
communication skills and an ability to collaborate effectively with other
researchers, software product marketers and managers, and software

product development teams.

Software Architect

Software architects are critical occupations in the industry. They make
high-level design choices. They can oversee and direct the use of techni-
cal standards, including coding standards, tools, and platforms. At times,
software architects may also be engaged in the design of the architecture
of the hardware environment.

There are different types of software architects in the industry.’
These include enterprise architects, solutions architects, and applica-
tions architects. Enterprise architects are focused on the high level and
think about software architecture issues that extend across the prod-
ucts and projects in the software firm. They think abstractly to inte-
grate the firm’s various products into a common architecture. Solutions
architects are focused on particular solutions that require interactions
between multiple applications. Applications architects work at the
most detailed level and consider the design and architecture of a single

application.
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As an illustrative example, at a software firm like Microsoft, an appli-
cations architect would focus on the architecture of a particular applica-
tion like MS Excel. A solutions architect may consider the architecture of
file exchanges between MS Excel and MS Word. An enterprise architect
would be responsible for the architecture of the entire MS Office suite of
applications.

Cleatly, a software architect is a senior-level position that requires
individuals with a comprehensive grasp of software design and an under-
standing of industry trends. Software architects make key decisions about
how to put together products and typically oversee a large array of prod-
ucts and staff. Usually, individuals in this occupation have an advanced

degree in computer science and extensive technical experience.

Product Manager or Project Manager

Product managers are also an important occupation in the software
industry. They are often charged with managing the entire life cycle of
one or more product lines, including ensuring the profitability of existing
products as well as developing new products. They work with the product
marketer to specify and prioritize market requirements for current and
future products and lead a team to build new products. Typically, product
managers are expected to spend time in the market to understand cus-
tomer problems and are charged with finding innovative solutions for the
broader market. Sometimes, product managers must also develop part-
nering relationships with other software firms who may produce com-
ponents of the product. They must have a blend of management and
technical skills and must be able to communicate with software engineers
and architects, product marketing and sales representatives, as well as
customers.

Product managers take the software application from conception
through development to the finished product. They help define the fea-
tures that the product will encompass and work with teams of designers,
engineers, writers, and quality-assurance testers. Product managers typi-
cally hold Bachelor’s or Master’s in Computer Science or Software Engi-

neering plus an MBA and have extensive experience in the software field.
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Software Developer or Engineer

Software developers and engineers write the code for software applica-
tions using programming specifications and high-level design documents.
They implement the identified components based on client requirements.
Software developers also ensure that the implemented components are
tested and can be integrated into the product. Senior software engineers
will make higher level design decisions. Individuals in this occupation
typically have a bachelor’s or master’s degree in computer science or soft-

ware engineering and equivalent programming experience.

Software Designer or Content Engineer

Software designers and content engineers work with software develop-
ers to provide tools that publish content to software applications. They
are responsible for the user experience and logic flow of the content—
how all the text, graphics, sound, and other information fit together.
Well-designed content is natural, inviting, and easily understandable and
is a key element of the user’s experience with the product. Typically, indi-
viduals with a bachelor’s degree in computer science and significant tech-

nical experience are desired for this occupation.

Graphic Artist

Graphic design is the art of communication, stylizing, and problem solv-
ing through the use of type and image. Graphic design is the process
by which a message is created and designs are generated. Examples of
commercial graphic design include the creation of company logos or
brand designs, publications, and package design. In the software industry,
graphic or visual design artists work on web design and software design,
for products where end-user interactivity is an important design con-
sideration of the layout or interface. Graphic artists work with software
developers to create both the look and feel of a website or software appli-
cation and enhance the interactive experience of the user or website visi-
tor. Individuals with specialized training in graphic design and experience
using graphic design tools are desired for this occupation. For individuals

performing website design, a Bachelor’s in Computer Science is needed.
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Software Product Integration and Testing

Individuals in software product integration and testing occupations are

involved at various points in the product development life cycle.

Software Tester or Software Test Engineer

A software tester or test engineer must test a product or system to make
sure that it functions according to specifications and customer require-
ments and meets the business needs. Testing activities cover all aspects
of the product including function, component, performance, system,
regression, and service testing. Software testers must have knowledge of
the domain they are responsible for testing. Their knowledge of the prod-
uct target market and customer environment is important. For example,
a software tester who tests a tax preparation software product should have
knowledge of tax preparation in order to understand which features of the
software should be tested.

Software test engineers set up test environments, design test plans,
develop test cases and scenarios, and execute these cases. They investigate
problems uncovered during analysis and design and execute test cases as
appropriate. They also provide feedback on usability of the product. Soft-
ware testing is an important role at a software firm as it helps to ensure the
quality of the product. Software testers typically have a bachelor’s degree

in computer science and relevant technical experience.

Software Quality Assurance Engineer

Software quality assurance (SQA) engineers perform some similar activ-
ities as software test engineers; however, they are also responsible for
assuring that the product conforms to the firm’s quality standards. They
evaluate and test software applications for usability and functionality.
Although software testers may focus on test cases, scenarios, and use cases,
software quality assurance engineers participate in the design process to
understand how the software will function. They design, revise, and verify
quality standards for the software design. After implementing and design-
ing quality standards, software quality assurance engineers develop test

procedures to ensure the software product works effectively.
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After the software product has been developed, a quality assurance
engineer tests the software for validity of results, accuracy, reliability,
and conformance to the firm’s established quality standards. The engi-
neers document their evaluation of the product’s performance and may
suggest enhancements to the product designer to further improve the
product.

Software quality assurance engineers must have knowledge of quality
assurance processes and techniques. Typically, they have a bachelor’s or
master’s degree in computer science or information systems and relevant
technical experience plus quantitative skills (as quality assurance requires

knowledge of statistics).

Software Integration Engineer

Software integration engineers focus on ensuring the components of a
software product work well together. They determine system specifica-
tions, input and output processes, and working parameters for hardware
and software compatibility. They coordinate the design of subsystems and
component interfaces and manage the integration of the total product or
system. They may also interact with the development team and customer
to track issues and resolve them. The engineers may be responsible for
systems-level development and testing. They also work with other ven-
dors, if components are made by other companies. This typically involves
interactions with the contracts organization in the firm to negotiate con-
tracts with other vendors.

Software integration engineers troubleshoot and debug integration
issues and maintain and improve the efficiency of the integration envi-
ronment including automated build and test tools, development tools
and utility scripts, and configuration management tools. They provide
a review of and inputs to the designs and code of multiple other sub-
systems and participate as requested in prototypes and investigations of
cross-cutting design and implementation issues.

Software integration engineers typically have a bachelor’s or master’s
degree in Software Engineering or Systems Engineering or in Information

Systems, as well as relevant experience.
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Software Product Documentation, Packaging, and Distribution

Once software products are built and tested, they need to be documented,
packaged, and distributed. One of the primary occupations in this area is

a technical writer or documentation specialist.

Technical Writer or Documentation Specialist

Technical writers and documentation specialists engage in technical
writing to produce materials that support the software products, such
as product documentation and marketing white papers. They prepare
information which helps the users who use the product. The documenta-
tion includes online help, user guides and manuals, white papers, design
specifications, system manuals, project plans, test plans, and business
correspondence.

Technical writers and documentation specialists must create, assim-
ilate, and convey technical material in a concise and effective manner.
They may specialize in a particular area, such as documentation on the
user interface or for a certain type of software product, such as enterprise
software.

Technical writers have a mix of technical and writing abilities. They
typically have a degree or certification in a technical field, but may have

one in journalism, business, economics, or other fields.

Software Packaging Engineer

Software packaging engineers design and develop packages for software
products that are distributed in physical stores. They must design a pack-
age that sells and protects the product, while maintaining an efficient,
cost-effective process cycle. Packaging engineers must interact with
different functions in the software firm such as research and develop-
ment, marketing, graphic design, purchasing, and planning. Packag-
ing engineers typically have degrees in materials or related engineering
disciplines.

Today, many software products are delivered via the Internet; this

reduces the need for product packaging and physical distribution.
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Software Product Maintenance and Support

Product support is an important occupation in the software industry,
as the life of software products can extend for years. Support is also
necessary to help facilitate adoption and use of products. Some software
firms generate most or all of their revenues from support services. For
example, as described in Chapter 7, in the open-source software market
segment, Red Hat, Inc. provides a free version of the open-source Linux
operating system software to customers, but charges for a wide array of
support services including customization, integration, installation, oper-
ations, documentation, maintenance, training, and technical support.
The company generates more than one billion in revenues from support
services.

Key occupations in this area are for product or technical support and

for pI‘OdUCt maintenance.

Product or Technical Support Specialist

Product and technical support specialists respond to questions and issues
raised by customers who have purchased the firm’s software products.
‘They may provide or communicate technical solutions to customers. For
example, a product support specialist could help a customer uninstall
or install a software application or troubleshoot an issue with using the
software.

Product and technical support specialists deliver service and sup-
port to end-users using and operating automated call distribution phone
software, via remote connection or over the Internet. They interact with
customers to provide and process information in response to inquiries,
concerns, and requests about products and services. They diagnose and
resolve technical and software issues and may offer alternative solutions
to retain the customer.

They need to be familiar with the software products that they sup-
port, staying current with system information, changes, and updates
to the products. They may also develop and update customer service

processes.
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Some firms refer to this occupation as Help Desk. Firms may out-
source stafling of this occupation to countries such as India to leverage the
lower cost, technically savvy workforce in those countries.

Typically, this occupation is entry level and does not require a col-
lege degree in computer science. However, technical support for software
products that are complex and high value may require individuals with a
bachelor’s degree in computer science, information systems, or business
or other fields. The occupation does require excellent interpersonal skills

and an understanding of technical issues.

Software Product Maintenance Engineer

Adding new features to a product is usually accomplished by the software
product development function. However, from time to time, software
products may require fixes to correct defects and keep the product work-
ing. Software product maintenance and operations engineers debug prob-
lems with the software product. They monitor the technical performance
of the software product to verify whether it is functioning properly. They
provide and test technical upgrades to the software product to keep it
operating effectively.

Software product maintenance and operations engineers work with
the software development engineers to plan, perform, and maintain rou-
tine product modifications, enhancements, and upgrades. They also work
with software development engineers to propose improvements to the
software product.

Given the technical nature of the occupation, individuals must have a
degree in computer science or software engineering. Some firms use this
occupation as entry level to product development and may transition a

software product maintenance engineer to software development.

Awerage Salaries for Occupations in the Software Industry

Figure 5.1 shows the average salary (in 2012) of selected occupations
in the U.S. software industry. The salary data originate from the U.S.

Bureau of Labor Statistics (BLS) annual occupational employment
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Figure 5.1 Awerage salaries of key occupations in firms in the U.S.
software industry

Source: Based on Data from the U.S. Bureau of Labor Statistics (2013a).

Notes: The data for 2012 were downloaded from the U.S. Bureau of Labor Statistics Occupa-
tional Employment Survey Statistics website. The NAICS codes for which the data were obtained
include: 511200 (Software Publishers) and 541500 (Computer Systems Design and Related

Services).

statistics (OES) survey in which employers report the number of indi-
viduals in each occupation in their firms and the salaries for the indi-
viduals in those occupations. It is important to note that Figure 5.1
reports the salaries for these occupations in the software industry (not
across all industries). Compensation studies suggest that individuals in
software-related occupations in firms in the information technology
industry earn higher salaries, on average, than those working in similar
occupations outside of the industry."® Given the focus of this book on
the software industry, it is thus relevant to report the salaries for workers
in this industry.

As can be seen in Figure 5.1, salaries for almost all the reported
occupations in the software industry tend to be somewhat higher in the
software products firms than in the software services firms, although the
differences are not substantial. As would be expected, key occupations
such as executives, software architects, software product marketers, and

software product managers are highly compensated.
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Economics and Demographics
of the Software Workforce

Supply and Demand for Software Workers

Imbalances in the supply and demand for workers have perennially posed
a challenge for firms in the software industry. Generally, demand for qual-
ified software professionals has outstripped supply. In the early days of the
industry, there was no trained software workforce: Companies had to hire
workers and train them to program. Each new innovation, problem, or
opportunity in the software industry has further exacerbated the imbalance
in labor supply and demand. For example, as described in Chapter 2, the
introduction of the Internet and the dot.com boom in addition to the Y2K
problem sharply increased the demand for software and software workers in
the late 1990s. After the dot.com bust in the early 2000s, demand sharply
decreased as software startups failed and workers were let go. Today, the
industry is growing again. Demand for software is increasing as software
is embedded into a growing number of goods and services in the global
economy. Software-related occupations are now among the fastest growing
occupations in the United States. The number of jobs in software-related
occupations is expected to grow by 22 percent between 2010 and 2020."
However, despite the promising environment today, the dot.com bust
in the early 2000s had a negative effect on individuals’ intentions to join
the workforce. Many software companies went bankrupt in the dot.com
bust, and their workers were out of a job. Attracting and retaining talented
software professionals is still a challenge. In the United States, the number
of software professionals entering the workforce decreased sharply after
the dot.com bust. In 2004, the number of bachelor’s degrees in computer
science reached a peak of 60,000, but since then it has declined each
year, and in 2009 the number dropped below 40,000.'* In the United
States computer science is the only scientific and engineering discipline
with a downward trend in the number of undergraduate degrees during
that time period. However, this downward trend may reverse as new jobs
and opportunities open up in the industry. A later section of this chapter
describes how U.S. software firms are also turning to the global software

workforce to address labor supply and demand imbalances.
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According to data from the BLS OES, there were over 1 million work-
ers in computer-related occupations in the software industry in 2012.1
Of this number, 145,000 were working in the software products firms
and 910,000 were working in software services firms. Figure 5.2 graphs
the number of workers in the software products industry and in the soft-
ware services industry from 2003 to 2012. As can be seen in the figure,
the software workforce has increased in size by almost 45 percent from
2003 to 2012, growing from 725,070 workers in 2003 to 1,055,520 in
2012. It is also clear that the majority of workers are employed by firms
in the software services sector, not by software product firms. The growth
rate of workers in the software services sector (an increase of 52 percent
in the number of workers from 2003 to 2012) is also considerably greater
than the growth rate in the software products sector (an increase in the
number of workers of 15 percent from 2003 to 2012). These data suggest
that much of the growth in the software industry is coming from the
software services sector. Chapter 7 explores the implications of this trend

for the software industry.
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Figure 5.2 Employment in the software industry workforce (2003 to
2012)

Source: Based on data from the U.S. Bureau of Labor Statistics (2013a).

Notes: The data from 2003 to 2012 were downloaded from the U.S. Bureau of Labor Statistics
Occupational Employment Survey Statistics website. The NAICS codes for which the data were
obtained include 511200 (Software Publishers) and 541500 (Computer Systems Design and
Related Services), occupation code of 15-0000 (Computer and Mathematical Occupations).
Occupations do NOT include managers and executives within the software industry.
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Wages of Software Workers

Figure 5.3 shows the average annual salary of workers in computer-related
occupations in the software industry from 2003 to 2012. The salary
numbers are nominal (not deflated to a common year) and are separately
reported for workers in software product firms and in software services
firms.

As can be seen in Figure 5.3, workers employed by software product
firms tend to earn more, on average, than those employed by software
services firms, and the differences in salary have increased from 2003 to
2012. Studies of wages for information technology professionals suggest
that workers’ wages depend on their level and type of education, their
work experience, the type of firm that employs them (e.g., large vs. small
firm), and the type of industry in which the firm operates."* Generally,
as noted earlier, workers in I'T and information-intensive industries earn
more, all else equal, than their counterparts who work in noninformation

intensive industries.'” Figure 5.3 also suggests a premium for workers in
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Figure 5.3 Awerage annual salaries of workers in software industry
(2003 to 2012)

Source: Based on data from the U.S. Bureau of Labor Statistics (2013a).

Notes: The data from 2003 to 2012 were downloaded from the U.S. Bureau of Labor Statistics
Occupational Employment Survey Statistics website. The NAICS codes for which the data were
obtained include: 511200 (Software Publishers) and 541500 (Computer Systems Design and
Related Services), occupation code of 15-0000 (Computer and Mathematical Occupations).
Occupations do NOT include managers and executives within the software industry.



146 A PROFILE OF THE SOFTWARE INDUSTRY

software product firms compared to software services firms, and the pre-
mium gap appears to be growing over time.

It is also interesting to consider the real average annual salary of work-
ers in computer-related occupations in the software industry from 2003
to 2012, shown in Figure 5.4. The salary numbers are deflated to 2003
dollars using the Consumer Price Inflation tables'® and are reported sepa-
rately for workers in software product firms and in software services firms.

As can be seen in Figure 5.4, there is also a premium gap between
salaries of workers in software product firms and software services firms,
in real dollars. However, although employment in software services firms
grew strongly from 2003 to 2012, salaries (in real terms) did not. In fact,
a worker in a computer-related occupation in a software services firm
earned about $1,000 /ess per year (in 2003 dollars) in 2012 ($67,872)
than in 2003 ($68,780). In contrast, a worker in a computer-related occu-
pation in a software products firm earned a bit more in 2012 ($71,574)
than in 2003 ($70,830)—about $700 in 2003 dollars. Given the reported

$74,000
$73,000

P %
$72,000 ’\\‘__"‘\ / \"\0\\’
$71,000 —&

$70,000
$69,000 — —]

$68,000 —
$67,000
$66,000
$65,000
$64,000

2003 2004 2005 2006 2007 2008 2009 2010 2011 2012

—&— Average annual salary (in 2003 $$) in software product firms

Average annual salary (in 2003 $$) in software services firms

Figure 5.4 *Awverage annual salaries of workers in software industry
(2003 to 2012). **Deflated to 2003 dollars using the CPI

Source: *Based on data from the U.S. Bureau of Labor Statistics (2013a). The data from 2003
to 2012 were downloaded from the U.S. Bureau of Labor Statistics Occupational Employment
Survey Statistics website. The NAICS codes for which the data were obtained include: 511200
(Software Publishers) and 541500 (Computer Systems Design and Related Services), occupation
code of 15-0000 (Computer and Mathematical Occupations). Occupations do NOT include man-
agers and executives within the software industry.

*#*J.S. Bureau of Labor Statistics (2013c). Notes: Numbers drawn from Consumer Price Inflation
Tables.
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shortage of workers in the computing industry in recent years (especially
compared with 2003 which was right after the dot.com bust), it is sur-
prising that wages are not substantially higher in real terms for workers in
the software industry in 2012 than in 2003. A later section of this chapter
on globalization of the software workforce explores potential explanations

for this result.

Demographics of the Software Workforce

In terms of demographics, compared to other industries, the soft-
ware industry (at least in the United States) is not particularly diverse.
Figure 5.5 shows the percentages of women, Black, Asian, and Hispanic
workers in the software industry from 2003 to 2012."7 As can be seen
in the figure, the percentage of women has declined over the last decade
(from 27.4 percent in 2003 to 24.8 percent in 2012). The percentages
of Black and Hispanic workers in the software industry are low (about
five percent for each) and have not changed much from 2003 to 2012
(for Blacks, 6.1 percent in 2003 to 5.8 percent in 2012; for Hispanics,
four percent in 2003 to 5.1 percent in 2012). However, the percentage of
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Figure 5.5 Demographics of the software industry workforce

Source: Based on data from the U.S. Bureau of Labor Statistics (2013b).

Notes: The data from 2003 to 2012 were downloaded from the U.S. Bureau of Labor Statistics
Current Population Survey website. The NAICS codes for which the data were obtained include:
511200 (Software Publishers) and 541500 (Computer Systems Design and Related Services).
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Asians in the software industry has increased, from 15.9 percent in 2003
to 20.3 percent in 2012).

In particular, the percentage of women in the software workforce has
declined significantly from the early days of the industry. Although women
made up 40 percent of the software workforce in the United States in
1989,'8 as shown in Figure 5.5, that proportion fell to 28 percent in 2003
and has continued its downward trend to below 25 percent in 2012. This
percentage is significantly lower than the percentage employed in mana-
gerial and professional occupations in the United States (51.5 percent of
workers in those occupations are female)."

The number of women enrolled in computer science undergraduate
and graduate programs has also dropped to the lowest level in nearly a
decade. There has been a 79 percent decline in the number of first-year
undergraduate women interested in majoring in computer science in
the United States.”” Figure 5.6 shows the number of students graduat-
ing with a master’s degree in computer science from 2000 to 2009.2' As
can be seen in the figure, in 2000, 34 percent of the graduate degrees
in computer science were earned by women. By 2009, this percentage
dropped to 27 percent. In contrast, in engineering, the percentage of
women attaining graduate degrees increased from 20 percent in 2000 to
23 percent in 2009.%
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Figure 5.6 Number of students graduating with a Master’s degree in
Computer Science

Source: Based on data from the National Science Foundation (2012).
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Studies suggest that some of the factors dissuading women from
entering the computing profession include stereotyping of and hostil-
ity toward females, restricted career advancement opportunities, lack of
informal networks to obtain information about alternative jobs and to
gain access to them, limited training and development opportunities,
work stress, and work-family conflict.”® According to a study of women
in the software workforce, about 75 percent of women reported liking
their jobs, but 48 percent said there was an inequality that favored men;
only 27 percent of women reported mentoring programs at their compa-
nies.”* With respect to pay, studies suggest that women in computing jobs
earn less than men, even if they have comparable education and experi-
ence.” Further, when faced with this relative pay gap, women tend to
leave the computing profession (even taking a pay cut to do so), whereas
men tend to take up another job in their company or leave their company
for another computing job at higher pay.*

The lack of diversity in the software industry is of concern to
policy-makers, educators, and proponents of the industry. Given the
strong demand for software professionals and labor shortages in the
industry, a critical success factor for software firms may be their ability to

tap the talent of women and minorities.

Globalization of the Software Workforce
Offshore Software Development

As described in Chapter 4, the software industry has become global.
Partly in response to the severe labor shortages in the software industry
during the 1990s, major U.S. firms such as Microsoft, Adobe, and IBM
set up offshore software delivery centers in countries like India and Ire-
land. An offshore delivery center works as a partner with the parent firm
to provide products and services. These centers hire and train local work-
ers to develop and maintain software applications and to provide software
services such as technical support.

A number of the major firms in the software industry have set up a
global delivery network as shown in Figure 5.7. In a global delivery net-
work, different centers may specialize in different activities such as soft-

ware design or software quality assurance or documentation. Different
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Figure 5.7 Example of a global delivery network for a firm in the
software industry

centers may also provide customization and tailoring of the firms’ soft-
ware products and services to the local country. IBM, for example, has
set up global delivery centers in eight countries and four continents, with
the largest in India (employing more than 60,000 workers;”” by some
accounts there are more than 100,000 workers in India working for
IBM’s software and services delivery centers).?®

Offshore delivery centers offer a number of advantages to software
firms. They can achieve greater cost efficiencies in software product, sup-
port and service delivery, leverage round the clock 24 X 7 development
cycles, reduce risks involved in relying on a single market, provide better
tailoring of the product software to the local market, and increase prox-
imity to potential new markets for products and services.”

From a workforce perspective, establishing offshore delivery centers
diversifies the software talent pool and allows firms increased access to a
technically adept, larger, and more stable software workforce at a lower
price.

For example, a software professional in India earns 1/6 to 1/10 as
much as a software professional in the United States. The annual wages
in India for a software engineer generally range from $8,000 to $10,000;
for a senior software engineer, $12,000 to $15,000; and between $18,000
and $20,000 for a team lead.*® A project manager in India may make

as much as $31,000. Other countries may offer even cheaper sources of
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software labor (e.g., Philippines, Eastern European countries, or countries
in Latin America).

As also described in Chapter 4, in addition to offshore development
centers, local software firms and industries have emerged and flourished
in countries outside of the United States. These industries have further
contributed to the development of the software workforce and the supply

of software workers in their respective countries.

Software Immigrants

Globalization of the software workforce involves both outward and
inward mobility. Offshoring and outsourcing represent outward flows of
software jobs from the United States to other countries. There are also
inward flows of foreign software workers into the United States to take up
jobs with U.S.-based software firms. These are immigrants from countries
like India who move to the United States with a work visa.

There are two primary ways that foreign software workers can enter
into the U.S. workforce: permanent immigration and nonimmigrant or
temporary work visa.’! Permanent immigrants are sponsored by a fam-
ily or an employer. If employer-sponsored (using an Employment-Based
Immigrant Visa), the employer must show that admitting the immigrant
will not adversely affect American workers. There is an annual cap on
employer-sponsored permanent immigrants of 140,000, and there is a
per-country limit that such visas (green cards) provided to immigrants
from any country cannot exceed seven percent of the total.

Temporary work visa programs are used more frequently to bring in
foreign software workers. H-1B is a temporary work visa that is issued to
employers to hire workers in occupations requiring at least a bachelor’s
degree and highly specialized knowledge and skills. There is currently an
annual cap of 65,000 for H-1B.*? L1 is a visa that can be used by employ-
ers to transfer specialized knowledge workers within their company to
the United States for temporary assignments up to seven years. There is
no annual cap or prevailing wage requirement on an L1 visa. A TN visa
permits workers in Canada or Mexico to work in the United States in
qualifying occupations, per the terms of the North American Free Trade

Agreement.
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Of the various temporary work visas, it is the H-1B that is most rel-
evant for software firms and that has been the most contentious. More
than 60 percent of the H-1B visas are issued to the software industry.”
Two important issues concern the cap (or limit) on the number of H-1B
visas issued each year and the potential for an H-1B visa holder to become
a legal permanent resident (H-1B visa holders can apply for legal perma-
nent resident or green card status while holding the H-1B visa).

The maximum number of new H-1B visas permitted to be issued
each year has varied, with an annual limit of 65,000 from 1991 to 1998;
115,000 from 1999 to 2000; 195,000 from 2001 to 2003; and back down
to 65,000 from 2004 to today. Since 2005, the U.S. Congress has per-
mitted an additional number of 20,000 H-1B visas per year for foreigners
who graduate from U.S. universities with a master’s or higher degree.

According to the U.S. Citizenship and Immigration Services (USCIS),
the filing period for H-1B visas for fiscal year 2014 reached the statutory
H-1B cap of 65,000 within the first week of the filing period, which ended
on April 5, 2013. USCIS also received more than 20,000 H-1B petitions
filed on behalf of persons exempt from the cap under the advanced degree
exemption. USCIS received a total of 124,000 H-1B petitions during the
filing period, including petitions filed for the advanced degree exemption,
suggesting that 2/3 of applications for H-1B visas for 2014 were filled.

Software firms such as Microsoft and Oracle have intensely lobbied
the U.S. Congress for permission to admit more immigrants under the
H-1B visa program.

Not surprisingly, there is considerable debate about this program.

Advocates argue that employing foreign workers in the United States
has many benefits for U.S. firms and the regional or national economy.
Studies suggest that high-skill immigrants create new jobs in the United
States and enhance ties to emerging economies, increasing the flow of
trade and investment.** For example, skilled immigrants and international
graduates from U.S. universities have made significant contributions to
patent activity and innovation. A study of H-1B visas and patents found
that admitting more H-1B visa holders was associated with an increased
invention activity by Indians in software firms such as Microsoft and

Oracle.®
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On the other hand, there are significant concerns about abuse of the
program and about adverse impacts on jobs and wages of U.S. software
workers. For example, the Indian software company—Infosys—is the
subject of a probe by the U.S. Justice Department over its visa practices
and is reportedly facing a record immigration fine.*® The Justice Depart-
ment claims that Infosys improperly used business travel documents to
place Indian employees in long-term positions in U.S. companies. The
investigation fuels a debate over whether foreign workers, particularly in
the software industry, are displacing qualified Americans because they
are cheaper. Some further argue that lower wages may reduce student
enrollments in computer science, software engineering, and informa-
tion systems programs, creating a vicious cycle. In this negative cycle
of events, importing foreign software workers into the United States
depresses wages in the U.S. software industry, making it less attractive
to U.S. workers. This reduces the attractiveness of software occupations,
reducing enrollments in computer science, which further limits the sup-
ply of U.S. software workers and increases incentives of firms to import
software workers.

Interestingly, the salary data drawn from the BLS suggest that average
salaries in software-related occupations in the United States have been
largely stagnant or even decreasing, in real terms, over the last decade
(Figure 5.4). Data from the National Science Foundation’s Science and
Engineering Indicators on degrees attained in scientific, technology, and
engineering fields also suggest that students in the United States have
been favoring other disciplines over computer science as a major since
the dot.com bust, to at least as recently as 2009. For example, there were
59,476 bachelor’s degrees awarded in engineering fields in 2000 and this
number increased to 70,600 degrees by 2009. In contrast, in computer
science there were 37,519 bachelor’s degrees awarded in 2000 and 38,495
in 2009 (the number of computer science degrees awarded peaked at
59,968 in 2004 and decreased thereafter with a slight increase in 2009).%

Whether immigration policies and offshoring of software work con-
tribute to these trends, or whether these trends are determined by global
macroeconomic, microeconomic, or other forces merits further study and

is beyond the scope of this book.



154 A PROFILE OF THE SOFTWARE INDUSTRY

Key Takeaways

Human talent is critical to the success of software firms. The software
industry is labor—not capital—intensive.

Primary occupations in the industry are in software product devel-
opment, but there are a variety of occupations that support development
activities, such as quality assurance, documentation, and graphic design.

Generally, software-related occupations are highly compensated and
require advanced degrees, skills, and training.

In the United States, there has been a chronic imbalance in the supply
and demand for software workers. Workers in the industry are most likely
to be white males. Women have largely exited the industry, dropping to
less than one-fourth of the workforce.

To become more cost efficient and ensure a more stable workforce,
U.S. firms have created offshore delivery centers in countries with lower
cost, technically skilled workers.

With the globalization of the software industry, there are also flows
of software workers coming into the United States. The United States has
adopted a number of visa policies to accommodate these workers, but the

effects of these policies on U.S. workers are hotly debated.



CHAPTER 6

Regulation in the Software
Industry

Given the economic dynamics of the software industry, there have long
been concerns about monopolist behavior of firms. As described in
Chapter 3, software markets tend to be natural monopolies due to certain
features such as network effects that create a cycle in which the strong get
stronger and the weak get weaker. As a result, it is not uncommon for a
leading software product to become dominant and tip the market to a
monopoly.

Both IBM and Microsoft have been accused of monopolistic behav-
ior to pre-empt competition, and these firms have entered into consent
decrees with the U.S. Department of Justice to settle antitrust charges.
Although there are significant concerns about monopolization in the soft-
ware industry, some feel that existing federal antitrust policy may not fic
software markets as well as it does markets for more traditional products.

Given the nature of software, as an almost purely thought product,
intellectual property is a central concern in the industry. In 1995, the
U.S. Patent and Trade Office created guidelines for examining and issu-
ing software patents. Although software patents have been criticized for
many reasons, the number of new patents has increased dramartically over
the past 20 years, such that a substantial proportion of the new patents
granted today are for software.! In addition to patents, copyrights and
trademarks are other ways to legally protect software innovations, and
many countries do extend copyright protections to software. However,
despite these protections, software piracy (the unauthorized copying of
computer software) is widespread.

This chapter examines three critical aspects of regulation in the soft-
ware industry, namely, antitrust issues, intellectual property, and software

piracy. It then discusses the challenges and trends in the use of intellectual



156 A PROFILE OF THE SOFTWARE INDUSTRY

property protections in the software industry and draws out the implica-

tions for innovation and competition in the industry.

Antitrust Regulation of the Software Industry

Antitrust policies are important to consumers and to markets. The ulti-
mate objective of antitrust laws is to protect consumers. Antitrust laws
influence industrial competition and cooperation among firms as well
as firms’ incentives to undertake R&D, improve productivity, grow, and
bring new products to market.?

The major law governing antitrust issues in industry in the United
States is the Sherman Antitrust Act passed by Congress in 1890.> The
Act is a federal statute that prohibits business activities deemed anti-
competitive by federal regulators and requires the federal government
to investigate and pursue firms that may be in violation. It was the first
federal statute to limit cartels and monopolies. It is still the basis for
most antitrust licigation by the Federal government in the United States.
The Sherman Act intends to prevent monopolistic behavior that raises
prices by restricting trade or supply. However, the Act does not limit
all monopolies: A monopoly gained by merit (e.g., by superior strategy,
operations, and marketing) is considered in accord with the provisions
of the Act.

Antitrust regulation is very important in the software industry. In
fact, if the U.S. Department of Justice (DOJ) had not intervened in the
late 1960s, there might not be a software industry today.

It may be helpful to briefly review that critical event, since it foreshad-
ows other similar events in the software industry. Recall that IBM was
dominant in the computing industry in the 1960s. The extent of its dom-
inance led to antitrust inquiries by the DOJ, and on January 17, 1969,
the DOYJ filed the case U.S. vs. IBM in the U.S. District Court of New
York. The suit alleged that IBM violated Section 2 of the Sherman Act by
monopolizing (or attempting to monopolize) the digital computer system
market for business. The case lasted for over 13 years, until in 1982, the
Justice Department finally dropped the case. However, the antitrust lit-
igation prompted IBM to disaggregate its software and services from its

hardware sales in 1969.
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Another key antitrust case that has important implications for the
software industry is an antitrust case against AT&T. In 1949, the U.S.
Department of Justice brought an antitrust case against AT&T, claiming
that it was running a price-fixing conspiracy.® The case was settled by a
Consent Decree in 1956, and AT&T agreed to limit its activities to those
related to running the national telephone system and special projects
for the federal government.” AT&T also agreed to license patents for its
innovations to competitors upon request. A later antitrust case brought
against AT&T in 1974 was settled in 1982 by AT&T’s agreement to
divest itself of its local telephone operations (leading to the creation of the
Baby Bells in 1984). In return, the Justice department lifted the restric-
tions on AT&T activities contained in the 1956 Consent Decree.®

The antitrust cases are important to the software industry because
their aftereffects may have helped to spark the open-source software
movement via the development of the UNIX operating system.” After set-
tling the antitrust cases, AT&T became more cautious about exploiting
innovations from its R&D arm (Bell Labs) that were not directly related
to the telephone. Bell Labs originally worked on a version of UNIX
(called Multics) for a GE mainframe computer in the 1960s.When Bell
Labs eventually pulled out of the Multics project in 1969, some of the
Bell Labs researchers decided to persist with the effort but re-do it on a
smaller scale. The result was UNIX, released in 1971."° However, in an
effort to avoid further antitrust issues, AT&T offered patents for UNIX
to any requestor. For a nominal license fee users could obtain the source
code. AT&T was reportedly overwhelmed with requests for UNIX pat-
ents.!" AT&T also did not provide support for UNIX. These events may
have motivated individuals and organizations to share ideas, tinker, and
improve the operating system in a way foreshadowing the open-source
movement.'?

The software industry has continued to be very prone to antitrust
issues and concerns. Microsoft, in particular, has been a frequent target of
antitrust litigation. In the 1990s, the DOJ launched numerous anticrust
probes of Microsoft. In 1994, the U.S. Justice Department investigated
Microsoft’s licensing practices for MS-DOS, questioning Microsoft’s pol-
icy of selling operating systems based on the number of processors.” As

a result, Microsoft agreed to start selling its operating systems to personal
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computer makers based on the number of PCs purchased, rather than
based on the number of processors sold. In 1995, Microsoft was again
a target of antitrust concerns when three online services companies—
CompuServe, America Online, and Prodigy—complained to Congress
that Microsoft was introducing its own online service, and by bundling
it with Windows 95 would have an unfair advantage in the market."* In
1998, Microsoft was yet again the target of antitrust litigation by the U.S.
government and 20 states that accused Microsoft of extending its monop-
oly of the PC software market into the then new markets of Internet
software and commerce by bundling its web browser, Internet Explorer,
into its latest release of Windows." The judge in that case, Judge Thomas
Penfield Jackson, ruled to break up Microsoft into separate companies:
an operating systems company and an applications company. Microsoft
appealed, and in 2001, the government settled its case with Microsoft
without requiring the firm to break up. However, in 2002, new lawsuits
were filed against Microsoft by America Online (AOL) Time Warner and
Netscape Communications Corporation that claimed Microsoft had used
unfair trade practices to boost its Explorer browser.’® In March 2002, Sun
Microsystems pursued a $1 billion lawsuit against Microsoft, accusing the
company of using anticompetitive practices against Sun’s Java platform
when Microsoft removed the Java program from Windows XP."” In 2003~
2004, the European Commission investigated the bundling of Windows
Media Player into Windows and fined Microsoft a record fine of over $600
million for breaching EU competition law.'® Microsoft appealed, but the
appeal was denied, and in 2008, European antitrust regulators fined Mic-
rosoft $1.3 billion for failing to comply with the 2004 judgment."” These
fines by the EU were the largest it had ever imposed on a single firm.

Not surprisingly, given the extent of litigation, entire books have been
written on Microsoft antitrust activities!® However, it is important to
note that despite the efforts at antitrust litigation against Microsoft, its
position as the number one firm in the global software industry and its
dominance of the PC software market are still unshaken.

The software industry is challenging to regulate for a number of
reasons.”!

First and foremost, the software industry is characterized by network

effects. As described in Chapter 3, in the software market, a software
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application’s value increases with the number of others who run and use
that same software application. This increased value is due to the greater
number of other users with whom one can communicate and share data,
and the larger number of complements (i.e., other hardware, software,
etc.) for popular software applications. Thus, network effects can create a
positive feedback loop in which increased demand for a software applica-
tion will in turn stimulate even more demand for that application, reduc-
ing demand for competing products. As a result, the market can tip to a
popular application. A spreadsheet application is a good example of this
phenomenon. In the early 1980s, Visicorp was a popular spreadsheet, but
then Lotus 1-2-3 was introduced and the market quickly moved away
from Visicorp to Lotus. For the reasons listed above, network effects can
be a good thing for consumers if everyone is using common software.
However, given the dynamics of network effects, a company with a popu-
lar software product can soon corner the market leading to monopolistic
pricing. Antitrust policies, therefore, need to take network effects into
account when regulating the software market.

A second defining feature of software markets that contributes to the
difficulty in regulating them is economies of scale. As described in Chap-
ter 3, although a software application can require millions of dollars to
create the first copy, other copies may be created and distributed at very
low (approaching $0) cost. Thus, in software markets, the marginal cost
(the incremental cost to make an additional copy) is orders of magnitude
less than the average cost of production (the development costs amortized
over the number of copies). This feature of software markets causes diffi-
culties for regulators to determine what should be the fair or competitive
price for a software application. Further, given the structure of costs, it is
natural for a firm to exploit economies of scale by selling as many copies
of the software as possible.

One other factor that poses interesting challenges for antitrust regu-
lation in software markets is durability. A software application does not
wear out like a physical product. It can only become obsolete if it ceases
to function properly in its larger system. This can create a problem with
compatibility across generations of a software product. A software firm
can compete against its own installed base of users for the prior version of

its product. This introduces incentives for the software firm to continually
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move its installed base to new versions of the software product via planned
obsolescence. However, due to switching costs (the difficulty and effort of
learning to use a new software application) users of the prior version may
be reluctant to switch. In order to motivate the installed base of users to
move to the new version, the software firm may try to lower prices on the
new version of the software, below its own cost of production.

Because of network effects, switching costs, economies of scale and
durability, compatibility and standards are also critical dimensions of
competition and antitrust regulation in the software industry. If all soft-
ware products were fully compatible (i.e., could communicate and be run
with the same system components), there would be no monopolies. But,
if software products were not compatible at all, then markets could tip
and create monopolies. These dynamics could motivate software firms to
create products that may not be compatible with others; it also motivates
software firms to try to set the standard for a product early so that the
product can become dominant.

As noted in Chapter 3, in the world of software, a standard is a char-
acteristic of the software product or its interface. Interface standards
allow two or more components to work together, although a product
design standard emerges when a product beats out competing products to
become the dominant design. Standards can also be open (published and
freely available), closed (not freely available), or proprietary (owned by an
entity, and neither open nor closed).”” Standards offer many benefits such
as promoting market efficiency, lowering barriers to entry, and enabling
interoperability of products.

Problems, from the perspective of antitrust, occur when a product
standard can pre-empt competition and thereby disadvantage consum-
ers. Standards (especially closed or proprietary standards) may prevent
firms with complementary products or systems from access to an essen-
tial product, and antitrust proceedings may be brought by competitors
requesting reasonable access to these technological standards. Standards
may also be set by consortia of firms in an effort to limit competition by
creating a dominant technology platform. For example, an antitrust case
in the mid-1990s challenged a cooperative effort to establish compati-
bility standards by an industry consortium that was formed to develop a

platform-independent version of the UNIX computer operating system
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(Addamax Corporation vs. Open Software Foundation, Inc.).”> Although
the case was unsuccessful, in 2000, the DOJ and the Federal Trade Com-
mission issued antitrust guidelines for establishing and operating legal
alliances and joint ventures, including standards setting.

One other area in which antitrust plays an important role in the soft-
ware industry is in mergers and acquisitions of firms within the industry.
Although individual firms such as Microsoft and IBM have often been
the focus of antitrust litigation, the majority of antitrust enforcement
actions in the software industry actually involve mergers and acquisi-
tions.”* When assessing whether a specific merger or acquisition will have
antitrust implications, regulators consider unilateral competitive effects
(i.e., whether the firm could raise prices after the merger), whether a car-
tel could form, and the nature of merger synergies. Regulators also con-
sider whether a merger could make entry into the market more difficult.

Examples of mergers investigated by the U.S. Department of Justice
include: Borland and Ashton-Tate (1991), Adobe and Aldus (1994),
Microsoft and Intuit (1995), Autodesk and SoftDesk (1997), SunGard
and Comdisco (2001), Oracle and PeopleSoft (2004), H&R Block and
2SS Holdings, Inc. (2011), and ITA Software, Inc. and Google (2011).
Some of these mergers were allowed to go through without constraints;
for example SunGard and Comdisco, Oracle and PeopleSoft. Other
mergers were allowed, conditional on special licensing arrangements to
ensure that consumers had an alternative outside the merged company;
for example Borland and Ashton-Tate, Adobe and Aldus. Others were
rejected; for example, Microsoft and Intuit, H&R Block and 2SS Hold-
ings, Inc.

When evaluating whether a merger or acquisition would lead to
antitrust issues, federal regulators evaluate the proposed merger or
acquisition by: (1) defining the relevant product market; (2) identifying
market participants and measuring market shares before and after the
merger; (3) and assessing the impact of the merger on market entry
conditions.”

As examples of how antitrust concerns can influence the software
industry, consider an unsuccessful acquisition—H&R Block and 2SS
Holdings—(rejected by the DOJ) and a successful acquisition—ITA
Software and Google—(approved by the DO]J, but with conditions).
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In October, 2010, H&R Block offered $288 million (cash) to acquire
2SS (2nd Story Software) Holdings, Inc., developer of the TaxACT dig-
ital tax preparation software, to enhance its tax preparation digital offer-
ings. At the time, H&R Block’s At Home software competed with Intuit’s
TurboTax software, which was gaining market share from H&R Block
and with Jackson Hewitt Tax Service Inc.’s software as more and more
people moved to do-it-yourself tax preparation. H&R planned to com-
bine its At Home digital business and the acquired TaxACT business into
a single unit led by the TaxACT management team, but proposed to con-
tinue to offer both brands in the market.?

In evaluating the proposed acquisition for possible antitrust issues, the
DOJ began by defining the product market relevant to the acquisition—
that is, the market for digital do-it-yourself (DDIY) tax preparation soft-
ware products.”’ The DOJ rejected H&R Block’s proposed definition of
the market (which included pen and paper, hiring a tax professional, and
using DDIY software).?® The DOJ argued that H&R Block’s definition
included tax preparation methods that were fundamentally different from
using DDIY software, that the company ran the DDIY software as a sep-
arate business unit, and that DDIY software was a distinct method, tech-
nology, and user experience.

Once the DOJ defined the product market, it considered the mar-
ket share of the three leading DDIY tax preparation software products,
including Intuit’s TurboTax, H&R Block’s At Home, and TaxACT.
According to IRS data, those three products accounted for almost 90 per-
cent of the DDIY-prepared federal tax returns in 2010. Intuit accounted
for 62 percent of DDIY software product sales, and the proposed H&R
Block/TaxACT market share was 28 percent. The DOJ showed that,
after the proposed merger, its measure of market concentration—the
Herfindahl-Hirschmann Index or HHI®—would increase by 400 points
to 4,691, well over the threshold of 2,500 for highly concentrated mar-
kets.*® The Court agreed with the DOJ’s assessment that the proposed
acquisition would substantially lessen competition in the DDIY tax
preparation software market and rejected the proposed merger.

In contrast, consider the merger of ITA Software and Google—
successful, albeit with conditions. In 2010, Google Inc., offered $700
million to acquire a company called ITA Software. ITA Software produces
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a key software product called QPX, which is used by many airlines, online
travel agents, and online travel search sites to provide complex, custom-
ized flight services.>! Google handles most Internet searches in the United
States but is not dominant in online travel searches. The proposed merger
encountered fierce opposition from FairSearch—a group of online travel
companies including Expedia, Kayak, and Travelocity—which argued
that if Google acquired ITA Software, it would control the online travel
market. The DOJ considered this argument and initially agreed, filing
a suit to block the merger, saying that the proposed merger would have
substantially lessened competition among providers of comparative flight
search software and would have hurt consumers. However the DOJ also
proposed a settlement to which both sides agreed. According to the terms
of the settlement, Google must continue to sell QPX software (at fair
and reasonable prices) to customers into 2016 and must fund R&D of
the product at similar levels as ITA. Google must also develop and offer
ITA’s next-generation software product—InstaSearch—to travel website
companies. Finally, Google is required to implement a firewall to prevent

unauthorized use of sensitive data gathered from ITA’s customers.*

Software Intellectual Property

Intellectual property protection is another critical factor that influences
innovation and competition in an industry and given the nature of soft-
ware products and services, it is particularly important for firms in the
software industry.

There are three primary ways in which software firms protect their

intellectual property: trademarks, copyrights, and patents.

Trademarks

According to the U.S. Patent and Trademark Office (USPTO), a trade-
mark is a word, name, symbol, or device that is used to indicate the source
of a product and to distinguish it from the products of others. A service-
mark is the same as a trademark except that it identifies and distinguishes
the source of a service rather than a product. The terms trademark and

mark are commonly used to refer to both trademarks and servicemarks.”
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Although trademarks and service marks can be used to prevent other
companies from using a similar mark, they cannot prevent other com-
panies from producing and selling the same products or services under a
different mark.

Examples of trademarks in the software industry include: the Capa-
bility Maturity Model for Integration (CMMI®)—which is a registered
service mark of Carnegie Mellon University, Adobe AIR® which is a reg-
istered trademark of Adobe Systems and Oracle® which is a registered
trademark of Oracle, Inc.; Apache™ which is a trademark of the Apache
Software Foundation; and Quicken Health™ which is a service mark of
Intuit, Inc.

Although a trademark can be extremely valuable to the firm produc-
ing the trademarked product or service, the ultimate purpose of a trade-
mark is to protect consumers. Trademarks inform the consumer where
the products or services originate. The consumer, knowing the origin of
the products or services can make better purchasing decisions based on

prior knowledge, reputation, or marketing.

Copyrights

According to the USPTO, a copyright protects the authors of original
works of authorship including literary, dramatic, musical, artistic, and
certain other intellectual works, both published and unpublished. Copy-
rights are registered by the Copyright Office of the Library of Congress.
The U.S. 1976 Copyright Act generally gives the owner of copyright the
exclusive right to reproduce the copyrighted work, to prepare derivative
works, to distribute copies or recordings of the copyrighted work, to per-
form the copyrighted work publicly, or to display the copyrighted work
publicly.>*

It is important to note that a copyright protects the form of expres-
sion of an idea rather than the idea itself. For example, a description of
a machine could be copyrighted, but this would only prevent others
from copying the description; it would not prevent others from writing a
description of their own or from making and using the machine.

In terms of its copyright protection, computer software is considered

a literary work, that is, a work expressed in words, numbers, or other
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verbal or numerical symbols, regardless of the particular media (e.g., tape,
disk, card) in which it is expressed.

Historically, computer software programs were not effectively pro-
tected by copyrights. There was much disagreement as to whether a com-
puter software program was entitled to copyright protection, especially
when the program existed only in magnetic or electronic form or on a
silicon chip. The Copyright Act of 1976% did state that a copyrighted
work could be fixed in any medium, although there was still much con-
fusion as to whether that provision applied to software. The Computer
Software Copyright Act of 1980 provided more clarity by defining soft-
ware (a set of statements or instructions to be used directly or indirectly
in a computer in order to bring about a certain result), specifying that the
1976 Copyright Act did extend to software and also allowing the owner
of a software program to copy or adapt that program if that was required
to use it.

This legislation, plus subsequent court decisions clarified that the
1976 Copyright Act gave computer programs the copyright status of lit-
erary works. In response, software firms began to claim that they licensed
rather than sold their products, in order to avoid the transfer of intellec-
tual property rights to the end-user; these software license agreements are
often referred to as end-user license agreements.

There have been numerous court cases involving claims of copyright
infringement. Not surprisingly, given the fungible nature of software and
the almost infinite number of ways in which software features and func-
tions can be designed and implemented, there has been much fuzziness as
to what constitutes copyright infringement.

One of the important cases that helped to define the extent of software
copyright protection involved Lotus Development Corporation versus
Borland International.?” This case went all the way to the U.S. Supreme
Court. The case involved two spreadsheet products: Quattro Pro (made
by Borland) and Lotus 1-2-3 (made by Lotus). Although none of the
source or machine code in these spreadsheets was similar, there were fea-
tures of Quattro Pro that essentially copied those of Lotus 1-2-3 (namely,
the Menu hierarchy and command structure). Lotus initially filed a
copyright infringement suit in the U.S. District Court in Massachusetts
in 1990, and the district court ruled that Borland infringed Lotus
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copyright. Borland removed the Lotus-based menu system but retained
other features relating to the menu hierarchy, and Lotus again filed a
copyright infringement claim against these features. The district court in
Massachusetts again ruled that this infringed on Lotus” copyright. How-
ever, Borland appealed the decision, arguing that a menu hierarchy is a
method of operation which cannot be copyrighted. The U.S. Court of
Appeals reversed the district court’s decision saying that menu hierarchies
should not be copyrightable or users would have to learn how to perform
the same command in a different way for every computer program. Lotus
then petitioned the U.S. Supreme Court in 1995, but the Supreme Court
affirmed the Circuit Court’s opinion and Lotus petition was denied.

Ironically, by the time the lawsuit ended, Borland had sold Quattro
Pro to Novell, and Lotus was facing stiff competition from Microsoft’s
Excel (which is today the dominant spreadsheet product).

The Lotus versus Borland case is important for copyrights in the soft-
ware industry as it distinguished between an interface of a software prod-
uct (of which the available operations and mechanics of their activation
cannot be copyrighted) and the actual implementation (code) of a soft-
ware product (which can be copyrighted).

The case also illustrates a key lesson that innovation in the software
industry moves quickly: by the time that legal cases relating to software
copyrights are resolved, the issues at hand may be moot.

In 1998, The United States Congress passed the Digital Millennium
Copyright Act (DMCA).* The DMCA criminalizes the evasion of copy-
right protection and the destruction or mismanagement of copyright
management information, and those convicted can pay fines of up to
$250,000 and spend up to 5 years in prison. In addition, the DMCA
allows users to copy a program for maintenance, repair, or backup as long
as these copies are destroyed in the event that continued possession of the
computer program should cease to be rightful. Since 1998, a number of
laws have been proposed to broaden the definition of what constitutes
software copyright infringement.

Today, software copyright has become an extremely important tool in
the software industry to combat software piracy. Software is copyrightable
in countries outside of the United States. There are several international

copyright treaties (including the Berne Convention and the General
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Agreement on Tariffs and Trade [GATT]). Under these treaties, mem-
ber countries (over 150), including virtually all industrialized nations,
must offer copyright protection to nationals of any member country.*
Together, the Berne Copyright Convention and the GATT allow U.S.
software firms to enforce their copyrights in most industrialized nations
and allow the software firms in those nations to enforce their copyrights
in the United States.

Finally, it should also be noted that free software licenses for open-
source software rely on existing copyright law. A copyleft is a type of
copyright license used extensively for open-source software products that
allows redistributing the software (with or without changes) on the con-
dition that recipients are also granted these rights. Copyleft uses exist-
ing copyright law to ensure the software remains freely available. The
GNU General Public License, originally written by Richard Stallman,
was the first copyleft license and continues to dominate the licensing of

copylefted software.® GNU is a recursive acronym and means “GNU is
Not Unix.”

Patents

Patents are a third way for software firms to protect their intellectual
property. According to the USPTO, a patent for an invention is the grant
of a property right to the inventor, issued by the United States Patent and
Trademark Office.*! Generally, the term of a new patent is 20 years from
the date on which the application for the patent was filed in the United
States or, in special cases, from the date an earlier related application was
filed, subject to the payment of maintenance fees. U.S. patent grants are
effective only within the United States, U.S. territories, and U.S. pos-
sessions. Under certain circumstances, patent term extensions or adjust-
ments may be available.

The right conferred by the patent grant is, in the language of the
statute and of the grant itself, “the right to exclude others from making,
using, offering for sale, or selling” the invention in the United States or
importing the invention into the United States. What is granted is not the
right to make, use, offer for sale, sell or import, but the right to exclude

others from making, using, offering for sale, selling, or importing the
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invention. Once a patent is issued, the patentee must enforce the patent
without aid of the USPTO.*

There are several types of patents relevant to the software industry®:

1. Utility patents may be granted to anyone who invents or discov-
ers any new and useful process, machine, article of manufacture, or
composition of matter, or any new and useful improvement of it.

2. Design patents may be granted to anyone who invents a new, origi-

nal, and ornamental design for an article of manufacture.

To receive a patent, an invention must be novel, not obvious, and
useful.

An example of a software patent is shown in Figure 6.1. This is pat-
ent number 8,108,932, filed June 12, 2008, and granted almost 4 years
later—January 31, 2012. It is assigned to IBM, and references seven other
patents. The patent is for a software algorithm that automatically com-
putes a score for computer password strength based on the layout posi-
tions of the password entered on an input device.

Historically, although computer hardware could be patented, the
USPTO was reluctant to grant patents for software. As noted in Chapter
2, one of the first software patents granted in the United States was in 1965
to Martin Goetz.* Goetz, a programmer working for a company called
Applied Digital Research (ADR), invented a sorting algorithm to help
mainframe computers sort data more quickly. On April 8, 1965, he filed
for a software patent and received it 3 years later on April 28, 1968—as
U.S. Patent No. 3,380,029 for Sorting System.*” Another early software
patent was filed in the United Kingdom on May 21, 1962, entitled “A
Computer Arranged for the Automatic Solution of Linear Programming
Problems” assigned to British Petroleum Company.“ The invention was a
software program that performed efficient memory management for the
simplex algorithm. The patent was granted on August 17, 1966.

Although the USPTO granted Goetz patent, it created formal guide-
lines in 1968 for computer-related inventions which stated that a soft-
ware program, whether claimed as an apparatus or as a process, was not
patentable. The USPTO tended to view software as an abstract idea or

mental step that could not be patented—not as a process or machine
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United States Patent 8,108,932
Himberger et al. January 31, 2012

Calculating a password strength score based upon character proximity and relative position
upon an input device

Abstract

A solution for computing password strength based upon layout positions of input mech-
anisms of an input device that entered a password. A password including an ordered
sequence of at least two characters can be identified. A position of each of the characters
of the sequence can be determined relative to a layout of an input device used for pass-
word entry. Each position can correspond to an input region (key) of the input device
(keyboard). A proximity algorithm can generate a proximately score for the determined
positions based upon a pattern produced by the positions given the layout of the input
device. A password strength score can be computed based at least in part upon the
proximity score.

Inventors:  Himberger; Kevin D. (Durham, NC), Parees; Benjamin M. (Durham, NC)
Assignee:  International Business Machines Corporation (Armonk, NY)

Family ID: 41415995

Appl. No.:  12/137,645

Filed: June 12, 2008

Current U.S. Class: 726/25; 713/183

Current International Class: GO6F 11/00 (20060101); GO6F 12/14 (20060101); GO6F
12/16 (20060101); GO8B 23/00 (20060101)

Current CPC Class: GOG6F 21/46 (20130101); GO6F 2221/2117 (20130101)
Field of Search: 726/25 713/183,184

References Cited [Referenced By] U.S. Patent Documents

5430827 July 1995 Rissanen
6839667 January 2005 Reich
7367053 April 2008 Sanai et al.
2008/0066167 March 2008 Andri
2009/0150677 June 2009 Vedula et al.
2010/0031343 February 2010 Childress et al.
2010/0114560 May 2010 Spataro

Primary Examiner: Zand; Kambiz;

Assistant Examiner: Harriman; DantShaifer;

Attorney, Agent or Firm: Patents on Demand P.A. Buchheit; Brian K. Garrett; Scott M.

Figure 6.1 Example of a software patent

Source: U.S. Patent and Trademark Office (2013a) and (2013c¢).
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which can be patented. In the 1970s the U.S. Supreme Court reviewed
several cases filed on software patents, but ruled negatively. It was not
until 1981 that the U.S. Supreme Court ruled affirmatively to uphold
a software patent claim (in the Diamond vs. Diehr case”’). Still there was
much confusion and dissent about whether software could be patented.
In the 1990s the U.S. Federal Circuit Court tried to clarify when software
could be patented—if the software were a mere abstract algorithm (such
as to convert from one number system to another) then it could not be
patented. However, if the software manipulated actual data (such as a
program that recorded and sorted temperature readings), then it could be
patented. In 1995, the USPTO created broad guidelines for examining
and issuing software patents.

A watershed case for software patents was State Street Bank ¢ Trust
vs. Signature Financial Group, decided in 1998.% In this case, Signature
Financial had obtained a patent on a method of handling mutual funds
in which several mutual funds pooled their investment assets into a sin-
gle investment portfolio. A computer software program then calculated
the value of each fund based upon a percentage ownership of each of
the assets in the portfolio. State Street Bank asked the court to declare
this invention not patentable as an algorithm or business method. How-
ever, the Federal Circuit rejected the arguments of State Street Bank, and
instead upheld the patent by explicitly stating that business methods can
form patentable subject matter. The court emphasized that software or
other processes that yield a useful, concrete, and tangible result should be
considered patentable.

After that case, both the Federal Circuit and the U.S. Supreme Court
weighed in on various cases. Among these cases, one with significant
implications for software and business patents is Bilski vs. Kappos® and
in Bilski which addressed the patentability of business methods. In 1997,
applicants Bilski and Warsaw filed an application to patent a business
method of hedging risks in commodities trading via a fixed bill system.
Their patent application described a method for providing a fixed bill
energy contract to consumers. The patent examiner rejected the patent,
saying that it was an abstract idea and solved a purely mathematical prob-
lem without a practical application. The applicants appealed the decision

to the Board of Patent Appeals and Interferences, but the Board rejected
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their appeal. They then appealed this decision to the Federal Circuit
which upheld the rejection in 2008. In 2009, Bilski and Warsaw appealed
this decision to the U.S. Supreme Court which rejected the Federal Cir-
cuit’s reasoning for its judgment, but still ruled that the Bilski invention
was not patent-eligible subject matter.

This case is an important one for the software industry because the
decision narrowed the criteria by which a business method, including
one implemented in a software program, could qualify as patent-eligible
material.

Despite the equivocality and controversy surrounding the patentabil-
ity of software, the number of software patents granted in the United
States has grown significantly, both in sheer numbers and as a percentage
of total patents. Figure 6.2 shows the total number of patents granted
by the USPTO since 1971 and the number of software patents granted
over that same time period. The data were created based on queries of the
USPTO patent database,” and software patents were identified using the
approach of Bessen and Hunt.”! The number of software patents granted
grew from a handful in 1971 to almost 100,000 in 2012. As a proportion
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of total patents, software patents granted grew from less than 1 percent
in 1971 to more than 34 percent in 2012.

It is important to emphasize that patents apply only in the country in
which they are granted. Thus, a software company must file patent appli-
cations in each and every country in which it wants a patent. However,
the European Patent Office has the power to grant patents which can then
be brought into effect in its member states. There is also an international
procedure for filing a single international application under the Patent
Cooperation Treaty, which can then give rise to patent protection in most
countries (currently 148 countries participate).’* Different countries and
regional offices have different standards for granting patents. This is par-
ticularly true of software or computer-implemented inventions, and espe-
cially where the software is implementing a business method.

Although there are numerous safeguards and protections for intellec-
tual property, it can be difficult to enforce intellectual property protec-
tions in the software industry. This becomes obvious when one considers

software piracy.

Software Piracy

Software piracy is a form of copyright infringement. It includes a num-
ber of practices which involve the unauthorized copying of computer
software: using works under copyright, infringing the copyright hold-
er’s rights to reproduce, distribute, display, or perform the copyrighted
work, or making derivative works, without permission from the copyright
holder.

Software piracy is a major issue in the software industry.

In 2012, Microsoft settled 3,265 software piracy cases worldwide,
of which 35 cases were in the United States in 19 different states, and
3,230 were international cases that took place in 42 different countries.*
Google removed 2,544,209 URLs for websites with pirated or counterfeit
software from 2011 to 2012.%*

In 2012, the Software and Information Industry Association (SIIA)
removed 24,000 websites of firms and individuals who were involved in
software piracy.” SIIA also reported bringing a record number of lawsuits

against sellers of pirated software. For example, SIIA assisted the Federal
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government to prosecute a software pirate by the name of James Baxter.”
Mr. Baxter of Wichita Falls, Texas, was especially prolific and sophisticated
in pirating software. He owned and operated various websites that offered
so-called backup copies of Adobe, Microsoft, and Autodesk software for
sale at about one-fifth of their value. He also provided counterfeit product
registration codes that were distributed with the software so that the cus-
tomer could install the software. Between 2004 and 2007, he established
at least 17 assumed business names with accompanying merchant bank
accounts to process credit card payments for the software orders. Baxter
pled guilty to copyright infringement for illegally reproducing copies
of Adobe software and selling it over the Internet and was sentenced to
57 months in Federal prison and ordered to pay $402,417 in restitution.”’

According to a study conducted by the Business Software Alliance
(BSA) in 2011, over 57 percent of the 15,000 computer users surveyed in
33 countries admitted that they pirate software and more than 42 percent
of software installed on PCs worldwide has been pirated.”® The BSA
estimated the global losses from software piracy in 2011 at more than
$63 billion.” It should be noted that these estimates are based on the
idea that every pirated copy of software would have otherwise earned
full-price (which is unlikely to be true). Thus, the losses from piracy may
be somewhat overstated. On the other hand, it should be further noted
that although piracy may have some benefits for the producer such as an
increase in network effects and in implicit advertising, a review of the
research on digital media piracy effects suggests that, overall, illegal file
sharing significantly harms product sales.®” On balance, software firms are
more likely to suffer than benefit from piracy.

According to the BSA, the profile of a typical software pirate is some-
one who is: young, male, living in an emerging economy, and acquir-
ing software through channels that tend to be illegal, such as buying
software from retail stores stocked with illegal name-brand software,
installing a single copy of a software program on more computers than
allowed or downloading illicit software programs from file sharing peer-
to-peer sites such as Kazaa or Morpheus.®' Interestingly, business users
of computer software admit to pirating more than nonbusiness users;
they tend to copy software onto more machines than allowed by the

software license.
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Note: Piracy rates computed as the ratio of pirated value divided by legal software sales value.

Generally, computer users in emerging economies pirate software at
almost three times the rate of users in developed economies. For example,
the United States has the world’s lowest software piracy rate (19 percent),
although the piracy rate in China is estimated at 77 percent.® Figure 6.3
shows software piracy rates in the various countries with significant soft-
ware industries that were profiled in Chapter 4. Figure 6.4 shows the
estimated pirated value (losses from piracy) for these countries. As can be
seen in these figures, although the United States has the lowest software
piracy rate, it also has the greatest losses due to piracy. China, Russia,
India, Brazil, and France have both a high software piracy rate and a rela-
tively high level of losses from piracy.

Regulatory agencies worldwide have been involved in addressing soft-
ware piracy. In the United States the 1974 Trade Act (amended in 1988)
authorized trade representatives to investigate infringements of intellec-
tual property rights worldwide.*® Countries with inadequate protection of
intellectual property rights were placed on a priority list and faced possible
trade sanctions and restrictions. In 1993, the European Union developed
measures of its own to protect intellectual property rights, introducing
the Directive on the Legal Protection of Computer Programs (amended

in 2009) which protected computer programs as intellectual property.*
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In Asia, a number of countries have joined the Berne Convention, an
international organization designed to protect the intellectual property
rights of any of its members.®® More than 90 countries have signed the
World Intellectual Property Organization Copyright Treaty—a global
antipiracy agreement.*

However, despite the efforts of regulators and industry associations
and groups, software piracy has continued to thrive. According to David
Finn, Microsoft’s Associate General Counsel, Worldwide Anti-piracy and
Anti-counterfeiting, sophisticated criminal syndicates and drug cartels are
generating large sums of money from selling illegal software and are using
these funds for drug traflicking, arms and weapons trafficking, kidnap-
ping, extortion, and other violent crimes.”” In Mexico, for example, drug
cartels have sophisticated distribution networks for pirated software in
stores, markets, and kiosks, earning more than $2.2 million dollars in
revenue per day.®®

In 2007, the largest software piracy bust in history, code-named Opera-
tion Summer Solstice, was conducted by a joint task force including the FBI
and the Chinese Ministry of Public Security. The bust occurred in Guang-
dong, China, and yielded more than $500 million in Microsoft Windows

software and 25 arrests.”” Products from this operation were found in 36
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different countries, but most of the software was sold over the Internet
to customers in the United States and Europe.”® The operation was very
sophisticated and used expensive machines to manufacture high-quality

counterfeit software that appeared almost identical to the real products.

Challenges and Trends in Use of Software Intellectual
Property Protections

Protecting software intellectual property is difficult. Software piracy is ris-
ingaround the world and is significantly infringing on software copyrights.
This chapter has discussed the importance of trademarks, copyrights, and
patents for protecting firms’ intellectual property in the software industry.
For the most part, firms in the software industry have enthusiastically
embraced these legal protections. However, some software firms are using
these protections in unintended ways. Rather than being used to protect
intellectual property, software patents are increasingly used as weapons to
deter competition, innovation, and entry into the industry. There are also
increasing doubts as to whether the protections are stifling or facilitating
innovation and competition in the industry. The following sections iden-
tify challenges and trends in the use of intellectual property protections

by firms in the software industry.

Challenges in the use of Software Patents

Battles over software patents are escalating in the software industry as
firms accumulate patents into competitive arsenals. In particular, the
patent war is shifting from filing as many patents as possible for each
innovation a firm creates to buying as many patents as possible. Recent
multibillion dollar patent deals illustrate this trend.

Consider the acquisition of Motorola Mobility by Google. In 2012,
Google paid $12.4 billion to acquire Motorola Mobility Holdings, Inc.
In its filing with the U.S. Securities and Exchange Commission, Google
actributed almost half of the total purchase price—$5.5 billion—to pat-
ents.”! In essence, it appears that a primary reason for Google’s acquisition
was not to acquire Motorola’s phones but rather to obtain ownership of

Motorola’s portfolio of 17,000 software patents.
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There are firms in the software industry whose sole raison d’étre is to
buy patents and defend them. These companies are sometimes called
patent trolls. Patent trolls are firms that buy up patents for products
and services that they didn’t invent and don’t produce. The compa-
nies make money by litigating to enforce patent rights against accused
infringers. Related names include: patent holding companies, patent
assertion entities, patent monetization entities, and nonpracticing
entities.

Patent trolls reportedly accounted for more than half of the patent
infringement lawsuits filed in the United States in 2012.”> However,
interestingly, patent trolls are generally unsuccessful if their cases actu-
ally do go to court: In an analysis of litigated patents, researchers found
that patent trolls (which they refer to as repeat patent plaintiffs) win only
about 10 percent of the time when their lawsuits go to trial.”

Patent trolls are quite active in the software industry. The software
industry may be especially vulnerable to these companies because of the
lack of clarity on what constitutes patent-suitable material for software
products.

Lodsys LLC is a company considered to be a software patent troll.
Lodsys has one employee (its CEO) and is headquartered in Marshall,
Texas (where most patent infringement lawsuits are filed).” The com-
pany has four patents for software that support customer help functions
via the Internet (e.g., online help and tutorials), but the company does
not, and has not ever produced a software product or service. Over the
past few years, the company has been busily suing companies as varied as
General Motors, Canon, Best Buy, Hewlett Packard, Supervalu, Adidas,
Motorola, Novell, Kaspersky Lab and Apple iPhone, and Google Android
developers for patent infringement.”> Out of the 55 companies sued by
Lodsys to date, Kaspersky Lab is the only one to be successful in defend-
ing against the Lodsys’ lawsuits; other companies have settled with Lodsys
out of court.”

Litigation from patent claims, not only from patent trolls, but from
legitimate software firms in the industry has also increased significantly.
Large companies such as Apple, Google, and Hewlett Packard have been
aggressive in patenting their technologies and enforcing their software

patents.
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Apple in particular has been assertive in protecting its intellectual
property. A specific and significant recent case involves the battle between
Apple and Samsung over software patents for smartphones.””

In April of 2011 Apple accused Samsung of copying its iPhone and
iPad. Samsung retaliated by countersuing Apple, accusing Apple of
infringing on Samsung’s software patents. A jury found for Apple, and
fined Samsung over $1 billion in damages. This was later reduced, but
both companies appealed the ruling. To quote Samsung: “it is unfortu-
nate that patent law can be manipulated to give one company a monop-
oly over rectangles with rounded corners.””®

In another skirmish, Samsung sued Apple in June 2011, claiming that
the iPhone 4 and iPad 2 violated Samsung’s software patents. This suit
was judged by the International Trade Commission (ITC) who ruled in
favor of Samsung in June 2013. The ITC ruled that Apple could not sell
the iPhone 4 and iPad 2 in the United States. However, ITC’s order was
vetoed by Barack Obama (the ITC is required to present such orders to
the President for a review).””

A week later, Apple filed a countersuit against Samsung, this time
for patent infringements on the design of the iPhone. The ITC made a
preliminary ruling for Apple, and President Obama declined to veto the
ruling.®® Therefore, there is a ban currently in effect that prohibits the
import of older Samsung smartphones and tablets into the United States,
as a penalty for violating Apple’s patent portfolio on the iPhone design.

In February 2012, Apple filed another patent infringement lawsuit,
alleging that Samsung violated Apple’s utility patents. Samsung again
retaliated by fining a countersuit claiming that all generations of the
iPhone and iPad infringe on Samsung’s patents. This case was scheduled
for trial in March 2014.%!

Apple reportedly spent more money in 2011 on patent litigation and
acquisitions than it did on R&D.*? Probably, so did Samsung.

The U.S. Government Accountability Office found that a dispropor-
tionate share of patent litigation concerns software patents, with the num-
ber of defendants in patent lawsuits more than doubling from 2007 through
2011.% Software patents accounted for almost 90 percent of the increase
in litigation. A recent study reveals that software patents constitute 20.8

percent of the once-litigated patents but 74.1 percent of the most-litigated
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patents.* A new trend in patent litigation involves firms suing users (not
producers) of software such as online retailers who use shopping software
on their websites, coffee shops that use Wi-Fi technologies, or users of copy
machines and fax machines that have scan-to-copy software.®

In addition to patent trolls, patent thickets can be used to inhibit com-
petition and entry into the software industry. Patent thickets refer to over-
lapping sets of patent rights. These thickets require innovators to negotiate
licensing deals for multiple patents from multiple sources.*® Patent thick-
ets are used to defend against competitors designing around a single pat-
ent. A hypothetical example of a software patent thicket could be in the
Internet-based education software market. A number of firms could own
patents that cover almost every aspect of the e-learning process such as vir-
tual learning environments, discussion forums, delivering classes via webcast
or podcast, retrieving and displaying educational material online, providing
online testing materials, etc. If such a packet thicket exists, it could prevent
or deter a new firm from entering and innovating in the e-learning business.

One other use of patents to influence competition, innovation, and
entry into the software industry is a patent pool. A patent pool involves
a consortium of at least two companies that agree to cross-license pat-
ents relating to a particular technology. An example of a patent pool in
the software industry is for the MPEG-2 technology, formed in 1997.
MPEG-2 is a system for video and audio data compression; it enables the
storage and transmission of movies. The MPEG-2 patent pool included
27 patents from nine different companies and was eventually licensed to
1,518 firms.*” A study of this patent pool found that after the pool formed,
patent rates dropped for the technology for firms inside and outside the
pool; however, firms shifted their R&D from inventing to implementing
the technology in new products and reaped significant revenues.®

Some argue that patent pools decrease innovation, but others claim
that patent pools can be useful to foster and protect innovation. For
example, studies have found that patent pools can help firms enter the
software industry. In the open-source software community, a recent study
found that the introduction of a royalty-free patent pool—called “The
Commons” (created by the Open Source Development Labs and IBM in
2005) boosted the rate of entry in the market by start-up companies using

a new product based on an open-source software license.”
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Challenges in the Use of Software Copyrights

Although software copyrights do not face the same issues as software pat-
ents, copyrights are increasingly likely to be violated via unauthorized use,
copying, and distribution.

Despite legislation in the United States such as the Digital Millenium
Copyright Act™, global treaties such as the Berne Convention and the
GATT?", and organizations such as the BSA and the International Intel-
lectual Property Alliance, as noted ecarlier, software piracy is rampant in
the software industry, and is especially on the rise in emerging markets.”
In addition, criminal elements and organizations are becoming more and
more sophisticated in their ability to copy, distribute, and sell pirated
software over the Internet. Witness, for example, the sophistication of
the counterfeiting operation in Guangdong, China, discussed earlier in
this chapter. This organization manufactured and distributed pirated
Microsoft software throughout the world for years, earning an estimated
$2 billion in global sales.”® Reportedly, even customs officials were fooled
by the counterfeit software, which contained hologram markings and
Microsoft’s difficult-to-replicate certificates of authenticity.”

As a result, software companies have had to become more aggressive
in protecting their copyrights against infringement. Some, like Microsoft,
have put together antipiracy task forces and large legal teams, embedded
technical identification and verification marks in their products that are
difficult to replicate, and created online forums where users can report
violations. Others rely on the courts and organizations like the BSA to

help enforce software copyrights.

The Future for Software Intellectual Property Protections

Looking ahead, defining what constitutes intellectual property and how
to protect it, and determining what constitutes legitimate use of intellec-
tual property protections are likely to become even more important and
problematic issues in the software industry.

Despite efforts by firms, industry alliances and legislative bodies,
copyrights will likely face ever more sophisticated attempts at infringe-
ment via organized software piracy. According to the BSA, over the last

decade, the losses from software piracy have more than doubled, and this
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trend is likely to continue as the software industry expands into new mar-
kets and the opportunities for piracy increase.” As a result, additional
legal and technical mechanisms to prevent and punish software piracy
may need to be introduced, or firms’ incentives to innovate and create
new software products may be adversely affected.

Perhaps even more troubling for the software industry is the growing
problem with how patents are being used by firms in the industry. Soft-
ware patents have sometimes been called the gold dust in the industry and
are frequently used in ways not intended by the law. Unless the USPTO
and the courts come to agreement on whether software can be patented
and what constitutes patent-eligible material in software programs, liti-
gation over software patent claims is only likely to increase in the future.

This suggests that software firms may have to devote ever larger por-
tions of their budgets to litigation rather than to R&D. Projecting into
the future, some software industry analysts believe that buying and liti-
gating patents will become normal for firms in the industry, and will be a

% The threat of litigation may inhibit

major cash outflow in coming years.
entry into the software industry by startup firms with novel ideas and
products. Eventually, patents and patent litigation costs may crowd out
true innovation and competition in the software industry.

Some have even advocated doing away with intellectual property pro-
tections in the software industry altogether, given the difficulty of defin-
ing exactly what constitutes intellectual property in a fungible medium
like software, the difficulty of enforcing protections, and the fast move-
ment of the industry (which often advances to new products and ideas
before legal claims for prior products can be resolved). The country of
New Zealand, for example, recently outlawed software patents.” Perhaps

this will be a new trend in the industry.

Key Takeaways

This chapter discussed important regulatory and legal issues in the soft-
ware industry.

Antitrust legislation can play a major role in preserving competition
in the software industry and in influencing its products, services, and

market structure. Although the software industry has features that tend
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to lead to natural monopolies, antitrust policies can limit the ability of a
dominant firm in the software industry to compete in a way that hurts
consumers.

There are many ways that software firms can protect their intellectual
property. For example, a software product could be protected by patents,
copyrights, and trademarks. The trademark uniquely identifies the com-
pany (source) of the product. The copyright protects the expression of the
idea, that is the code itself. The patent protects the functional expression
of the idea—for example using a single click to purchase a book online.

However, despite the protections offered to software intellectual prop-
erty, because of the fungible nature of software, the law is not consis-
tent in how it determines whether software can be patented and how it
treats software intellectual property rights. Thus, it can be difficult for
companies to present and defend claims of ownership to their software
intellectual property. Certainly, significant resources must be devoted to
intellectual property concerns in the software industry.

Software piracy—unauthorized copying of software—is a major
problem in the software industry, particularly in emerging countries.
Although there are several treaties that prohibit software piracy, firms in
the software industry must be diligent in enforcing copyright protection
of their software products.

Firms are increasingly using intellectual property protections not only
to defend their intellectual property but also as strategic and competitive
weapons. Some argue that the resources devoted to litigating software
intellectual property would be better spent on research and development
to continue innovation in the software industry. There are grassroot move-

ments to do away with intellectual property protections such as patents.



CHAPTER 7

Challenges, Opportunities,
and Trends in the Software
Industry

There are a number of important challenges, opportunities, and trends
that are facing the software industry.

The chapter starts with the challenges of ensuring software security
and privacy in the industry. Breaches of networks and databases to obtain
sensitive customer information and the source code for popular software
products are becoming all-too-common. Given the mission-critical appli-
cations of software, such attacks can have significant and wide-ranging
consequences. There are also heightened concerns about protecting pri-
vacy, given the vulnerability of software firms to attacks and exploitation
by criminal elements, increased pressures by governments to reveal sensi-
tive information, and the ubiquity of big data generated by the industry.
Software firms can use various approaches to prevent attacks or mitigate
the consequences of attacks.

The chapter then describes opportunities and trends in the industry
including innovative pricing and delivery schemes and emerging software
business models such as open source, software ecosystem and platform
models, and software as a service.

Finally, the chapter concludes by considering what the future holds
for the software industry.

Software Security and Privacy Issues
in the Software Industry

On October 3, 2013, Adobe Systems was the victim of a sophisticated

cyber-attack. Hackers accessed Adobe customer IDs, encrypted passwords
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and data for over 38 million Adobe customers, and also stole the source
code for Adobe Acrobat, ColdFusion, ColdFusion Builder, and other
Adobe software products.’

KrebsOnSecurity, a cyber-security news site found the Adobe source
code on the servers of hackers believed responsible for breaches at Dun
and Bradstreet, Altegrity’s Kroll Background America, and Reed Elsevier’s
LexisNexis.? The Adobe data accessed by the hackers included customer
names, encrypted payment card numbers, expiration dates, and orders.
Security experts argue that since the hackers accessed the source code for
Adobe’s products, they have the blueprints to exploit new vulnerabili-
ties in the software and that Adobe’s customers are vulnerable to future
attacks.

In 2011, hackers attacked Sony’s network, which provides PlayStation
users with access to video game software, and compromised more than
77 million customer accounts. This was the second-largest online data
breach in history, and cost Sony an estimated $155.4 million in lost rev-
enues.’ Claiming that Sony could have prevented the breach by keeping
its software up-to-date and ensuring that passwords were secure, the com-
pany was also sued by the United Kingdom’s privacy regulator, and paid
a fine of U.S. $394,500.*

In a recent Internet Security Report, Symantec (the software firm
that creates security and antivirus products like Norton 360) reported
blocking more than 5.5 billion malware attacks (an 81 percent increase
over the prior year) as well as reporting a 30 percent increase in Web-
based attacks, a 41 percent increase in new variants of malware, and a
32 percent increase in the number of vulnerabilities reported in mobile
operating systems.’

These examples highlight the growing problems with software secu-
rity in the software industry.

Software security is building software to function properly even when
under malicious attack.® As the cyber-attacks on Adobe Systems and Sony
illustrate, software security has become a critically important issue in the
software industry. Software security involves protecting assets (software
source code, distributed systems, and sensitive data) that may be vulnera-
ble to attack or exploitation by various threats. Countermeasures may be

used to neutralize or eliminate threats.
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The following sections examine why software products are under
increasing attack and why these attacks have more serious consequences.
The major types of software security problems and causes of these prob-
lems are identified. Finally, the chapter considers different approaches
that can be used to increase the security of software products, ranging

from technical solutions to standards and legislation.

Attacks on Software Are Escalating

As highlighted in Symantec’s Internet Security report, software is under
increasing attack from a variety of threats. The connectivity of the Internet
has made it relatively easy to launch attacks and to reach a large number
of users. Social media can also be used to spread the range and scope of
an attack. Mobile devices have been enthusiastically adopted worldwide
but mobile software appears to be an increasingly attractive target and is
vulnerable to attack.

Software is also updated frequently. Every update to software affords
an opportunity for attackers to embed malicious code. Software is also very
complex. Many of the popular software products—Microsoft Office, Adobe
Acrobat, Oracle database software—have been around for decades, and
some of the products have become large and unwieldy over years of patches
and upgrades, containing spaghetti code. For example, Adobe has been crit-
icized for the poor quality of its core code which renders its key products
vulnerable to attack.” Adobe’s Flash Player was at the top of Symantec’s list
of vulnerable plug-in software in 2012, 2010, and 2009.> Complex and
fragile code increases the risk of flaws that leave the software open to attack.

Unfortunately, while it is easier than ever before to launch attacks on
software, the consequences of the attacks are also becoming more signifi-
cant. Today, software is both ubiquitous and mission critical—embedded
not only in mobile phones but also in airplanes, cars, homes, medical
devices, point-of-sale (POS) terminals, nuclear power plants, energy
grids, and transportation networks. For example, the U.S. military’s F-35
fighter jet has 130 subsystems, hundreds of thousands of interfaces, and
millions of lines of software code; more than 90 percent of its functions
are managed by software.” Hacks of embedded software in military weap-

ons could have disastrous consequences.
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From November 27, 2013, to December 15, 2013, malicious soft-
ware embedded in Target Store’s POS devices stole credit and debit card
information from up to 110 million customers who shopped at Target
during that time period.'® What is unusual about this attack is that the
malicious software did not target databases over the Internet, but was
apparently planted on physical POS devices in Target stores by a com-
promised server and sent sensitive customer information directly from
Targets cash registers to the hackers. The organization, sophistication,
and scope of the attack were exceptional—this is largest theft to date of
card accounts in U.S. history, surpassing the scam involving the retailer
TJX that affected at least 45.7 million card users.

When critical software fails due to security problems, the conse-
quences could be catastrophic—such as software-based failures in air traf-

fic control or medical device usage, or financial market flash crashes.

Why Software Is Vulnerable

Software is vulnerable for a variety of reasons. For the most part, software
vulnerabilities are caused by coding errors. Software security researchers
have identified the types of flaws that make software susceptible to attack.
Major types of flaws are shown in Table 7.1."" As suggested in this table,
many of the errors that make software vulnerable have to do with poor
validation of user input, poor password validation and control, and just
plain old sloppy programming.

Software with the problems described in Table 7.1 is susceptible to
a variety of attacks. These include malware (viruses, worms, and Trojan
horses), spam and phishing; denial of service attacks, data breaches, cyber
warfare, and industrial espionage. More recently, attacks are launched
using social networks and mobile devices. Botnets are also used to initiate
attacks. Botnets (or robot networks) are a collection of Internet-connected
programs that communicate with other similar programs in order to per-
form tasks. These tasks can include legal activities such as helping to con-
trol communications on the Internet or illegal activities such as sending
spam e-mail or participating in distributed denial-of-service attack attacks.

Table 7.2 identifies the key ways that software can be attacked and

provides examples of each type of attack.
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Figure 7.1 Top 10 countries for malicious software activity (all types)
in 2012 and 2011

Source: Symantec (2013).

According to Symantec, in 2012 there was a 42 percent increase in tar-
geted software attacks, 60 percent of global e-mails were spam, and the aver-
age number of identities exposed per data breach was 604,826 at a cost of
almost $200 per breach to fix." Symantec also noted a significant increase
in mobile device malware families, which increased 58 percent from 2011.%

Figure 7.1 shows the source of malicious software activity of all types
in the last 2 years, ranking the top ten countries on a percentage basis
as a source for malicious software attacks.”’ As shown in Figure 7.1, the
United States is ranked first as a source of malicious software activity,
closely followed by China. The top 10 countries accounted for almost 60
percent of all malicious software activity in 2012.

Within specific categories of malicious activity in 2012, most phish-
ing attacks (50 percent), botnet attacks (15.3 percent), and web-based
attacks (34.4 percent) originated in the United States. Most network
attacks originated in China (29.2 percent), and most spam zombies orig-

inated in India (17.1 percent).?

How to Increase Software Security

There are a variety of approaches that firms can take to increase the

security of their software products. These approaches include technical
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Table 7.3 Best practices for building in software security

Best practice Description

Code review Analyzes the software code to detect bugs and flaws, usually using
automated tools. Estimated to catch about 50 percent of security
problems.

Architectural risk | Evaluates the design and specifications of the architecture (e.g., user
analysis interface, network, data, server, etc.) in which the software is
embedded, for risks that could impact the software.

Penetration Tests the software in its environment for security flaws and defects,
testing based upon the security risks identified. Differs from traditional
functional tests which evaluate whether the software works as
planned. Penetration tests evaluate whether the software will work
when attacked, based on the likely attacks identified in the archi-

tectural risk analysis.

Risk-based Tests security functionality of the software to make sure security
security testing features work. Also, tests the software based on attack patterns,
risks analysis results, and abuse cases.

Abuse cases Defines use cases that describe the system’s behavior under attack.
Details what needs to be protected, from whom, and for how long.
Useful as input to testing.

Security Identifies requirements for security of the software, including
requirements functional security (e.g., use of encryption) as well as for abuse cases
and attack patterns.

Security Evaluates software security in the field. Includes network security.

operations Also involves security monitoring of the operation of the software.

External analysis | Examination of the software by someone outside of the software
product design team.

Source: McGraw (2006).

solutions, methodologies, improved testing, and code verification as well
as market forces and regulation.

There are a number of best practices (touch points) for building in
software security.” Table 7.3 summarizes these best practices.

An essential concept that underlies software security practices is that
of risk management. Risk management involves identifying risks, per-
forming qualitative and quantitative analyses to evaluate the probability
of a risk occurring and its severity of impact, ranking and prioritizing
risks, planning risk responses and contingency plans, and controlling and
managing risks.*

The security approaches described here apply to software in general.
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Mobile applications are a special case and require additional security
processes. More and more people are using smartphones and are storing
sensitive information on the devices. Smartphones are also being used in
the workplace and in society at large. Given the increasing use of smart-
phones, their availability (up 24 X 7), their frequent connection to pay-
ment systems (which makes them an attractive target), and the many
points of contact to them (often not protected), securing mobile applica-
tions is of growing concern.

According to Symantec, mobile vulnerabilities increased 32 percent
from 2011 to 2012.% Attacks on mobile applications can arise from
various sources. Users are often naive and can be easily tricked by mal-
ware. Attacks can exploit weaknesses from means of communication like
unsecured wifi networks. Attacks can also exploit software vulnerabilities
from the Web browser and operating system. Android was the most fre-
quently attacked mobile platform in 2012, accounting for 95 percent of
the unique mobile threats; however, most mobile vulnerabilities (93 per-
cent) are on the Apple iOS platform.?® Symantec reasons that while Apple
iOS is more vulnerable, Android is actually attacked more because it is
easier to install apps on the Android platform from unofficial markets and
because it is relatively difficult for Google to roll out fixes to the complex
Android ecosystem.

Most mobile malware has the goal of stealing information from smart-
phone users. Another popular attack involves premium number fraud in
which malicious apps send expensive text messages. Mobile phones have
also been harnessed into linked networks of mobile botnets that send out
spam and other malicious e-mails.

Different security countermeasures are being developed and applied
to smartphones. Such measures can include security software for mobile
operating systems, such as firewalls and antivirus software. Biometrics
(such as facial recognition, fingerprints, etc.) can also be used for more
secure authentication to limit access to the smartphone. One other tactic
involves creating a sandbox or compartments in the mobile phone’s oper-
ating system. Creating compartments can segment and protect vulnerable
applications and data on the system from outside attacks. For example,
the Apple iOS uses defines a sandbox by limiting access to its API for
applications from the App Store.
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Beyond technical solutions to improve software security, organiza-
tions, regulations, and standards are important to address or mitigate
threats in the software industry.

There are a number of laws that are directed at increasing the security
of information. For example, parts of the Health Insurance Portability
and Accountability Act (HIPAA) focus on rules to protect and safeguard
the privacy of individuals’ medical information.”” Other laws may lead to
improved software security by focusing on control of the software devel-
opment process. The Sarbanes-Oxley Act (SOX) of 2002% set new or
enhanced standards for all U.S. public company boards, management,
and financial institutions. The Act defines a variety of control processes
and standards. In the context of software security, financial institutions
that are compliant with SOX are likely to stress control of the software
development lifecycle, with auditing of processes, including those for user
security of software applications.

Standards such as IEEE P1074 require that security be incorporated
throughout the software development life cycle. According to the authors
of the standard: “it is the first IEEE software process standard to embed
dedicated, mandatory, security-related activities in the software develop-
ment life cycle that specifically address how to determine your project
security objectives at the top of a project, and how to validate they were
achieved at the end of a project.””

There are also a number of standards defined by the International
Organization for Standardization (ISO) and by the International Electro-
technical Commission (IEC), for information security (such as the ISO/
IEC 27000 series of standards which provide best practice guidelines on
information security management, risks and controls).*’

Legislation and software liability laws may be one way to motivate
firms to improve the security of their software products. As software
performs important functions and reaches into many aspects of society,
software failures can have serious consequences such as economic loss,
property damage, or personal injury. Software firms may face lawsuits
(both criminal and civil) when their products do not work as expected.

For example, in November 2000, 28 patients at the National Cancer
Institute in Panama were jolted with massive overdoses of gamma rays

due to defects in the software of a radiation therapy machine.?’ At least
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five patients died from radiation poisoning. Three Panamanian medical
technicians were charged with second-degree murder for introducing
changes into the software that led directly to the patients’ deaths.?

The software manufacturer (Multidata Systems—a company based in
the United States in St. Louis) was sued for damages totaling as much as
$28 million. In 2004, the U.S. court in which the case was filed dismissed
the case, indicating that Panama would be a more appropriate venue.
The plaintiffs complied with the U.S. court order and re-filed their case
in Panama. However, in 2006, the Panamanian District Court dismissed
the case due to lack of jurisdiction and competence. Defendants appealed
this ruling. In 2009, the Panamanian Appellate Court affirmed the lower
court’s decision. In 2010, the Panamanian Supreme Court affirmed the
Appellate Court’s decision, dismissed the Defendants’ challenge, and
determined the amount of costs to be 200 Balboas (U.S. $200).3

This case illustrates the lack of clarity on and courts’ treatment of
software liability. Plaintiffs have had difficulty in prevailing in lawsuits
against software firms. Generally, when software is considered a product
(mass produced) rather than a service (custom developed under contract),
it may be appropriate to apply product liability laws. Firms producing
software products may thus be subject to the damages and warranty pro-
visions of the Uniform Commercial Code (UCC).**

However, it should be noted that there is still no specific software liability
law in place today in the United States. There is much discussion and debate
on the topic. Recenty the European Commission has been considering
introducing laws to extend consumer protection rules to software products.

Finally, there are organizations focused on managing software secu-
rity at a country level such as the U.S. Computer Emergency Readiness
Team (US-CERT) in the U.S. Department of Homeland Security, and
the CERT® Coordination Center (CERT/CC), housed in the Software
Engineering Institute at Carnegie Mellon University.*

The US-CERT leads efforts to improve the U.S. cyber security pos-
ture, coordinate cyber information sharing, and manage cyber security
risks.*® The CERT/CC at Carnegie Mellon focuses on risks at the soft-
ware and system level, identifying and addressing existing and potential
threats, notifying system administrators and other technical personnel of

these threats, and coordinating with vendors and incident response teams
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Figure 7.2 Number of software vulnerabilities reported to the CERT®
coordination center

Source: CERT Coordination Center (2013).

worldwide to address the threats. The CERT/CC keeps a database that
tracks all software vulnerabilities reported to the center.

Figure 7.2 shows the number of software vulnerabilities reported to
the CERT/CC from 2001 to 2013 (projected). The number of distinct
software vulnerabilities reported peaked in 2006 and 2007 (at the height
of U.S. economic boom) and has dropped sharply thereafter. While the
number of unique software vulnerabilities reported may have decreased
in recent years, the number of malicious attacks (based on Symantec’s
data reported earlier in the chapter) has not.

In addition to the CERTs located in the United States, there are cyber
security CERTs located throughout the world, such as in Denmark, Brazil,
Austria, Ireland, Belgium, and Japan.” These CERTs communicate and

coordinate to help address global software security threats and incidents.

The Future for Software Security

Looking ahead, software security is likely to continue to increase in
importance as more software products and services are adopted around
the world and as software plays an increasingly critical role in running the
global economy and society. In particular, effectively addressing mobile

threats will be an important next frontier for software security. Given
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the amount of data collected on individuals and their social and eco-
nomic behaviors, and the vulnerability of data to attacks, data breaches
of increasing size, scope, and impact are also likely. Finally, as the conse-
quences of software failures become more severe, new laws and regula-

tions may need to be introduced.

Trends and Opportunities in the Software Industry

As described in Chapter 3, companies in the software industry have tra-
ditionally sold their products to customers using perpetual license agree-
ments. Under such licenses, the customer acquires rights to the product
for its entire life. Note that these are rights to use the product. As described
in Chapter 6, generally, software companies do not transfer ownership of
intellectual property to the customer, nor do they provide the customer
with the source code for the product.

In terms of distribution, software companies have typically sold soft-
ware products using direct sales forces, telemarketing, bundled with hard-
ware, or via mail-order catalogs, traditional retail stores, and warechouse
superstores.

The Internet has been, of course, dramatically changing this by
opening up innovative delivery, licensing, and pricing schemes. Online
distribution (downloads of software products to customers via the Inter-
net) has become a very popular channel in the software industry that is
increasingly dominating software sales. On-demand usage is also becom-
ing popular. In terms of licensing schemes, there are now free software
licenses which grant the customer extensive rights to modify and redis-
tribute the software. Other emergent software pricing arrangements
include subscription-based pricing such as a monthly fee for use of the
software or pricing based on various units of consumption, for example
per CPU, user, time period of use, or transaction. In advertising-based
(indirect) pricing schemes, the software is free to the customer, but the
software firm makes money from advertisers (Google is an example).

The sections below discuss emerging pricing and distribution models
in the software industry, including freemium business models, cloud com-
puting and software as a service, open-source software, service-oriented

architectures, and software ecosystems and platforms.
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Freemium Business Models

A freemium business model is a pricing strategy in which a certain tier
of software product or service is offered free to the customer, but a fee
(a premium) is charged for other ters of the software product or ser-
vice. Variants of this tiered business model have actually been present
in the software industry for some time. In the 1980s and 1990s it was
not uncommon for software firms to provide free samples of their prod-
ucts involving limited feature sets or limited time availability of features.
For example, in 1988, Microsoft released Microsoft Works—a limited
functionality version of Microsoft Office for as little as $2 to Original
Equipment Manufacturers (OEMs). Given the low price, the software
often was offered free to customers who purchased computer hardware
as OEMs preinstalled it on the hardware. In the late 1990s Microsoft
offered free trials of MS Office, and Lotus Development Corporation
offered free trials of Lotus Notes. Makers of statistical software such as
SAS offered free versions of their products with limited functionality (for
example, limiting the number of observations that could be analyzed or
the types of commands that could be executed) or allowed access to full
features for a limited time period of availability (for example, a free trial
ending in 30 or 90 days).

While the tiered business model has been present in the software
industry for some time, the use of the term “freemium” (“free” plus
“premium”) to describe it is more recent.”® A book entitled “Free: The
Future of a Radical Price” examined the popularity of this business model
in 2009.* Freemium business models offer a number of benefits to soft-
ware firms. For example, allowing free samples of full products to a limited
number of customers (seeding) can generate word-of-mouth advertising
that helps to jump-start the market for the product.®’ Seeding is effec-
tive when customers cannot properly value the product’s functionality.
In contrast, allowing customers to sample a feature of the product (for
example, providing Adobe Acrobat Reader for free) but charging custom-
ers for premium features (for example, charging for Adobe Distiller) may
be more effective when exposing customers to some basic functionality
can lead them to increase their valuation of the premium features.” On

the other hand, it can be difficult for software firms to recover the costs
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of developing products and reach sales goals if the freemium model is not
applied appropriately.

Freemium business models are often used by mobile app providers
and by cloud service providers. Cloud computing and software as a ser-

vice are described in the next section.

Cloud Computing and Software as a Service

Cloud computingisan innovative delivery mechanism for computer-related
products and services. It involves providing access to a shared pool of
resources (such as applications, servers, storage, and services) that can
be rapidly provided and scaled to match demand.* It uses a network of
remote servers hosted on the Internet to store, manage, and process data,
rather than performing the information processing locally. The model
relies on the use of shared computing resources, such as software appli-
cations, services, and computing infrastructure, to achieve economies of
scale. Essential characteristics of cloud computing include on-demand
self-service, broad network access, resource pooling, rapid scaling of capa-
bilities, and an ability to meter and measure the services consumed.* The
model is similar in concept to a utility.

Cloud computing enables on-demand access to software applications
and other technical resources, affording the delivery of distinct types of
services: software-as-a-service (SAAS), platform-as-a-service (PAAS) and
infrastructure-as-a-service (IAAS).* Given the primary focus of this book,
SAAS is most relevant segment.

SAAS refers to business or consumer software applications that are
accessed on-demand via the Internet. The software applications are
hosted and maintained on third-party servers and in third-party data cen-
ters. Access to the applications is typically offered using a seat-based or
usage-based pricing scheme. Ideally all on-demand customers are using
the same version of the software application. This makes customer sup-
port more cost effective for the vendor. For the customer, SAAS allows
access to sophisticated software applications which customers do not need
to purchase, install, and maintain. Customers can use the applications
when, where, and as much as needed, depending on the particular service

they have purchased.
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Customer Relationship Management (CRM), and in particular, sales
automation applications are among the most popular SAAS offerings.
Salesforce.com is the largest SAAS company. The company was founded
in 1999 by a former Oracle executive—Mark Benioff—who serves as
its current Chairman and CEO. The company provides CRM applica-
tions for rent over the Internet, the most popular of which is the sales
automation application. The sales automation application provides sales
representatives with a customer profile and account history, allows the
user to manage marketing campaign spending and performance across a
variety of channels, and keeps track of information unique to a company’s
sales process.” According to IDC, in 2012, Salesforce.com accounted for
28.1 percent of the market share in sales automation software, and the
company’s sales are projected to reach $3 billion in 2013.% Oracle and
SAP also represent significant market share in this segment.

Looking ahead, SAAS business models are projected to grow strongly
at a compound average growth rate ranging from 20 to 30 percent, with
projected revenues of $67.3 billion by 2016.” However, it is important to
note that SAAS does not suit all users—there is a limited ability to custom-
ize an application and there are concerns about migrating sensitive data
to a third-party control, performance, security, and availability. For exam-
ple, recent revelations by Edward Snowden about the surveillance tactics
used by the U.S. National Security Agency (NSA) may have heightened
concerns about the ability of cloud vendors to protect sensitive client
data stored in the cloud. Among other things, Snowden revealed that the
NSA was secretly tapping into Yahoo and Google data centers to collect
information from hundreds of millions of account holders through a pro-
gram called MUSCULAR.* Such concerns may prevent certain types of
applications from moving to the cloud. Nevertheless, the SAAS delivery

model is likely to grow in popularity in the foreseeable future.

Open Source Software

Chapter 2 defined and described open-source software: software source
code that is freely available for download and use via the Internet. As
described in Chapter 6, open-source software is typically licensed using a

free licensing scheme. Under this scheme the license holder has the right
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to study, change, and distribute the software to anyone and for any pur-
pose. The copyleft provision requires that any derived software based on
the code is released under the compatible copyleft scheme.

From a business model perspective, open-source software is a variant
of the packaged software and software services models, in which the pack-
aged software is offered for free, but the vendor makes money by selling
a variety of services around the software. For example, the company Red
Hat, Inc. offers a free version of the Linux open-source operating system,
but charges for a variety of support services, such as customization, inte-
gration, installation, operations, documentation, maintenance, training,
and technical support. Red Hat’s revenues passed the $1 billion mark for
the first time in 2012.%

Open-source software provides a low-cost option to customers.
Although (as noted in Chapter 2) Linux’ share of the open-source soft-
ware desktop segment is still a very tiny portion of the overall software
market (less than one percent), the segment is growing strongly at an
estimated rate of 22 percent through 2016.%°

The open-source software business model is projected to impact the
software industry in several ways. First, open-source software will increase
price pressures on traditional software companies to offer their customers
a better return on investment.”’ Second, open-source software represents a
movement toward open architecture and standards in the industry. Indus-
try analysts expect that open-source software and other open-architecture
software business models will experience significant growth in the future

given their low-cost profiles.>?

Service Oriented Architectures

A service-oriented architecture (SOA) is a design in which the func-
tions performed by the software are broken down into discrete pieces
of functionality which are provided as services to other applications.”
For example, retrieving a customer account and paying a bill are services.
Because the design is generally based on Internet standards, the service
can exchange information with any other service in the network with-

out human interaction and without the need to make changes to the
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underlying program itself. Services can be combined by other software
applications to provide the complete functionality of a large software
application.

Potential benefits of SOA include increased flexibility, reuse, faster
cycle time, and responsiveness to change. However, there are significant
challenges in implementing SOA such as defining standards and meta-
data, testing, security, and managing the architecture.

Some of the major software companies that offer software infrastruc-
ture and middleware products, like IBM, Sun Microsystems, Oracle, and
Red Hat, have architectures with attributes of SOA.>* However, although
analysts consider the potential impacts of SOA on the software industry
to be significant, there has not been a large movement of software compa-
nies to SOA deployments.

Some researchers envision an internet of services and service market-
places enabled by SOAs in which the Internet will be used to offer services
for all areas of life and business, such as virtual insurance, online banking,
and online healthcare benefits distribution.” If such visions come to frui-

tion, SOAs may permeate the software industry in the future.

Software Ecosystems or Platforms

Software platform ecosystems are an interesting software business model.
When one thinks of ecosystems in the natural world, images of rainfor-
ests and deserts come to mind. In the business world, an ecosystem is “an
economic community supported by a foundation of interacting organi-
zations and individuals—the organisms of the business world.”® A sofi-
ware ecosystem includes the software products and services that enable,
support, and automate the activities and transactions of the actors in the
associated business ecosystem and the firms that provide these software
solutions.”

Software ecosystems form around platforms. Platforms are infrastruc-
ture and rules that enable connections between the actors in an ecosys-
tem. In the software industry, examples of platforms include Microsofts
Windows, Apple’s iPhone, and Facebook. In these examples, a common

platform supports interactions between key actors such as the platform
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owner (e.g., Apple), developers (independent software vendors), and end
users (customers).”® Platforms can be open or closed. In closed platforms
(such as the three examples provided), the platform owner controls how
the platform is used and releases limited details of the underlying archi-
tecture. In contrast, open platforms (such as the Linux operating system
or Google’s Android mobile device operating system) feature open stan-
dards, such as a fully documented application program interface (API) or
open-source software code.”

From a business perspective, platform ecosystems provide an effective
and efficient way for companies (platform owners) to satisfy the needs
of many or all of their customers, without having to invest the time and
R&D needed to develop the solutions themselves. Specifically, a com-
pany creates a software ecosystem around its platform and a set of initial
product or service offerings. Independent software vendors participate in
the company’s ecosystem and create complementary product and service
offerings that are compatible with that platform. Such offerings can effec-
tively address the needs of small customer segments or even individual
customers. For example, the company SAP has created a platform ecosys-
tem around its enterprise software. In the ecosystem, SAP partners with
solution providers, value-added resellers, distributors, and technology and
service partners. Becoming designated as an SAP-certified partner means
that the external firms’ products or services are compatible with SAP’s
enterprise computing platform. SAP offers a range of supporting services
and technologies (such as a development portal, help portal, training,
newsletters, and a service marketplace) to foster its partner networks, and
currently has more than 20,000 partners.®’ It is one of the industry’s larg-
est enterprise software platform ecosystems.

Platform ecosystems in the software industry typically form around
operating systems, such as for the desktop, web, video game console, or
mobile device. Platform ecosystems can also form around applications—
like SAP’s enterprise software or the CRM application of Salesforce.com.
Salesforce.com offers a partner program in which independent software
vendors can create applications compatible with the company’s applica-
tion and can market them on Salesforce.com’s AppExchange.®'

Given the trends in the software industry toward Internet-based busi-

ness models such as SAAS and SOA, and the advantages of ecosystems
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for platform owners, software platform ecosystems are likely to increase
in popularity. Platforms will be especially important in the high-growth

mobile device software segment of the industry.

The Future of the Software Industry

The software industry is vibrant and constantly evolving. This book has
told the story of the industry and how it works, reviewed its history and
structure, profiled the key countries and firms participating in the indus-
try, examined workforce issues and trends, identified important legal and
regulatory concerns, and explored the challenges, opportunities, and
trends in the industry.

What does the future hold for the software industry?

Although certain niches in the software industry, such as mobile soft-
ware and security software are experiencing high growth, the packaged
software industry as a whole has been growing modestly since the days of
the dot.com bust in the early 2000s, averaging about six percent growth
per year.® In particular, the enterprise software segment, traditionally one
of the largest segments in the industry, is considered mature, with pro-
jected growth only in the five percent range.” Some analysts consider
that, without a new killer app, growth for the enterprise segment and for
the software industry overall will continue in the single-digit range.*

Are the glory days over for the software industry?

Consider computer hardware. In its early days, computer hardware
was specific to a vendor or even to a customer. However, over the last 50
years, hardware has become a commodity. As a result, profit margins in
the computer hardware business have become unattractive. Many of the
large computer hardware vendors (e.g., IBM, Hewlett Packard) have been
shifting their focus instead to services. At one time, most of IBM’s reve-
nues came from the different mainframe and personal computers it pro-
duced. Today, most of IBM’s revenues derive from technology services.

The same trend may be occurring in the software industry, with a sim-
ilar impact. At least in some segments of the industry, software is becom-
ing a commodity. There are more and more low-cost or free alternatives
to software applications. As a result, the software industry may see a shift

from a product-focus to a service-focus.
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A typical concern with a services-based business is profit margin. For
example, consider two large software firms profiled in Chapter 4: Cap
Gemini, one of the largest software and professional services firms in the
world and Dassault Systemes, one of the largest software product com-
panies in the world. In 2012, Cap Gemini had an operating margin®
of 7.7 percent.®® Dassault Systemes had an operating margin of 31.6
percent.’

One other example is Salesforce.com. Salesforce.com, considered a
pure SAAS firm, had an operating margin ranging from two to eight
percent from 2004 to 2011, but in 2012 the company’s operating margin
dropped below zero to -0.5 percent, and it has continued its downward
trend in 2013.%

Traditionally, services in the software industry are labor intensive,
requiring highly skilled software engineers and support staff to develop
customized software and to provide training, integration, installation,
and maintenance of the software. It is difficult to build up the scale and
expertise needed to be efficient in service delivery. For that reason, a
services-based business may not be as attractive to a software products
company.

However, as discussed earlier in this chapter, the Internet may be
changing the cost dynamics of software services, by automating activities
such as software support and by enabling innovative service delivery mod-
els such as SAAS and platform ecosystems. As a result, even traditional
software products firms such as Oracle and SAP are making more of their
revenues from services than from their software products.

An interesting study suggests that the optimal mix of products and
services in the software industry seems to be at 70 percent products and
30 percent services; however, there are sweet spots at the very low level of
services and at the very high level of services.” Companies at the low end
of services are pure product companies such as video game software firms
that make most of their revenues from their products. Companies at the
high end of services, such as SAP and Oracle, make money from services as
they have the scale and experience to perform services efficiently; they also
use innovative service delivery schemes like software platform ecosystems.

If the packaged software products market is mature and becoming

commoditized, and the Internet can be leveraged to offer services in a
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cost-effective way, more software product firms may move to services to
increase revenues and profits.

Thus, in the next few years, one may see more and more software ser-
vices firms in the software industry. Certainly, as discussed in Chapter 5,
most of the growth in the workforce in the software industry is in the
software services segment.

Software firms can servitize products (offer complementary services
around their primary products).”® Software firms can also productize ser-
vices (leverage the Internet to implement innovative and cost effective
service delivery schemes). Both trends are likely to occur in the software
industry.

Given these trends, how will the software industry of tomorrow
look? Over the last 50 years, the industry has undergone several major
transformations. As described in Chapter 2, the original structure of the
software industry was vertical, dominated by a handful of mainframe
hardware vendors (for example, IBM, DEC). In the 1980s the introduc-
tion of the PC transformed the software industry into a horizontal struc-
ture in which the hardware, operating systems, and applications were
de-coupled.

Given the unfolding impacts of the Internet on software development
and distribution, the software industry of the future may not be vertical
or horizontal. Instead it may be structured as a network—a network of
ecosystems or clusters of companies around platforms that look a lot like
Oracle or SAP or Salesforce. Figure 7.3 illustrates a possible future struc-
ture of the software industry. In this structure, software product firms (the
large nodes) are platform owners and form ecosystems for their platforms.
Platforms (P1 through P6 in the figure) are built for key products—such
as an enterprise application (like SAP), an operating system (like Android),
or an end-user application (like Yahoo! Pipes). Platforms could be open
(such as the Linux operating system) or closed (such as SAP). Indepen-
dent software vendors (the small dark gray nodes) could cluster around
one or more platforms and provide complementary software products and
services for them. Users (the small light gray nodes) could consume the
products and services but also could participate in co-creating them.

The software industry of the future may thus shift from a product

focus to more of a software services business, enabled by Internet-based
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Figure 7.3 A possible future structure of the software industry

software delivery models. The industry may eventually become organized
into clusters of platform ecosystems.
Only time will tell, however, if the industry will move to this structure

or some other, as the software industry is nothing if not unpredictable!

Key Takeaways

This chapter has explored challenges, trends, and opportunities in the
software industry.

Software security is a major concern that plagues the industry, and
there is no sign that attacks on software systems are abating. Instead, new
segments, such as mobile software and other types of embedded software,
appear to be especially vulnerable. Given the ubiquity of software, the rate
of attacks and their scope and impact are likely to increase. As a result,
there will likely be more pressure for improved software development pro-
cesses and for legislation to hold firms liable for security breaches due to
poor software code.

This chapter also has explored emerging software business models.
The Internet has significantly changed the dynamics of the software busi-

ness and has contributed to disruptive software delivery models, such as
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SAAS and SOA which rely on on-demand service delivery. Innovative
pricing schemes such as freemium models are replacing traditional soft-
ware licenses. There is also a shift in customer preference to low-cost or
free software such as open-source software. These trends could hasten the
commoditization of certain elements of the software industry.

With the commoditization of the industry and the ability to leverage
the Internet to enable innovative business models, more software product

firms may shift to services to increase revenues and profits.
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companyinfo/history )

o Company financial report. Some companies (especially U.S.
based publicly held companies) also report their financial
performance often with annual reports on their websites
(Example: Microsoft Corp. See http://www.microsoft.com/
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Glossary of Key Terms

Agile development An approach to developing software in which soft-
ware development is broken down into small increments that can be
completed within a short time frame (time boxes) that typically last from
one to four weeks. A small, cross-functional team works on an incre-
ment and at the end of the iteration, a working product results. Types
of agile development include Scrum and eXtreme Programming (XP).

Application or “App” A single software program that performs a spe-
cific function using a computer, such as verifying a credit card number
or allowing a user to play a game. Also called an app.

Application programming interface (API) A set of rules or specifica-
tions that serve as an interface between different software programs or
components and define how they can interact with each other.

Applications software Applications software is used to accomplish spe-
cific end-user tasks (such as inventory management, playing a game,
tracking product sales, or creating an architectural drawing) beyond
just running the computer system.

Applications software system A larger grouping of application soft-
ware is a collection of fundamental programs that may provide some
service to a variety of other independent applications. An example is an
accounts receivable system.

Biometrics Use of biological means such as facial recognition, finger-
prints, and so forth, to provide authentication and allow access to a
system or data.

Botnet Robot networks are a collection of Internet-connected pro-
grams that communicate with other similar programs in order to per-
form tasks (legal or illegal).

Browser A software program that retrieves, displays, and prints infor-
mation and documents from the Internet.

Capability maturity model (CMM) A framework of best practices
or methodology that can be used to improve a company’s software

development processes. There are different levels of sophistication and
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maturity of processes, ranging from ad-hoc (level 1) to optimizing
(level 5). The Software Engineering Institute at Carnegie Mellon Uni-
versity created the CMM, originally for software development (now
called CMM-SW). The current version of the CMM is the CMMI
(Capability Maturity Model Integration).

Cloud computing Using a network of remote servers hosted on the
Internet to providing access to a shared pool of resources (such as appli-
cations, servers, data, storage and services) that can be rapidly provided
and scaled to match demand.

Compatibility Products which can communicate with each other or
can be used with the same complementary components. In the soft-
ware industry, compatibility exists when software products—such as
a spreadsheet program and a word processing program—can exchange
or share files in a common format. It also exists when a particular soft-
ware application can run on a particular operating system.

Compiler Computer instructions that translate human-understand-
able software source code into machine-understandable object code
that can be executed by the computer processor.

Component A small piece or unit of software code that includes a set
of related functions or data.

Component-based development (CBD) An approach to developing
software in which the functions of the system are divided into small units
or components. Development includes defining, implementing, and
composing the loosely coupled independent components into systems.

Computer-aided software engineering (CASE) A set of software pro-
grams and tools that help automate design, development, and imple-
mentation of a software system. CASE can include tools to create visual
diagrams and representations of the system, an information repository
of software designs and components that can be reused, tools to design,
generate and test software code, and other management tools.

Copyright Protects the form of expression of “original works of
authorship” including literary, dramatic, musical, artistic, and certain
other intellectual works, both published and unpublished. Copyrights
are registered by the Copyright Office of the Library of Congress.

Custom software Software programs or systems that are specifically

designed to meet the needs of a particular user.
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Cyberwarfare/espionage Politically motivated hacking to conduct
sabotage and espionage.

Data breach The intentional or unintentional release of secure infor-
mation to an untrusted environment.

Distributed denial of service (DDoS) An attempt to make a com-
puter or network resource unavailable to its intended users by tem-
porarily or indefinitely interrupting or suspending services of a host
connected to the Internet.

Economies of scale An economic term describing a business model in
which it costs a company less to produce each product the more it pro-
duces and sells. Technically, it refers to a situation in which the long-
run average cost curve for producing something declines as production
increases as there are low marginal costs to replicate and distribute the
product relative to average costs to produce the first copy.

Enterprise resource planning systems Enterprise Resource Planning
(ERP) Systems are very large systems that connect what were, hereto-
fore, largely independent applications (e.g., order management, inven-
tory management, accounting, human resource management), under
a common interface.

Firewall A software barrier or gateway that separates the Internet from
a private network or local area network. It restricts certain internal
data from passing to these external networks and screens incoming
traffic.

Global delivery network Units, centers, or divisions of a company
located in different parts of the world that together produce or deliver
a product or service. Different centers may specialize in different activi-
ties in the value chain such as software design or software quality assur-
ance or documentation.

Graphic artist An occupation in the software industry that creates
graphic designs for a software product or brand, or designs the website
for a software product.

H1-B work visa A temporary work visa in the United States that is
issued to employers to hire workers in occupations requiring at least a
bachelor’s degree and highly specialized knowledge and skills.

Hacking Using programming skills to gain access (legally or illegally)

to a computer system.
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Incremental development A method to develop software in which
a system is delivered in increments, versions, or releases. The initial
release is the core product. Updates and extensions to the core product
are made in subsequent increments, versions, or releases

Internet  The global network of computers that grew out of ARPAnet,
a project funded by the U.S. Department of Defense. The network is
supported by a large national backbone and regional networks around
the world.

Linux An open-source operating system inspired by Unix.

Mainframe computer A very large computer that serves hundreds or
thousands of users in an organization.

Malware Malicious software that disrupts computer processing or gains
unauthorized access to data or other sensitive information.

Middleware Software designed to promote interoperability between
diverse software applications and infrastructure across a network.

Mini- or microcomputer Mid-range computers that are less powerful
than mainframe computers but more powerful than personal comput-
ers and may serve one or more users.

Model-driven architecture (MDA) An approach to developing soft-
ware that attempts to separate the design of the software from its physi-
cal implementation. It involves creating design models of the functions
and features to be implemented in the software and includes tools and
techniques to help produce software code from those design models
and diagrams.

Network effects The effects that one consumer of a good or service
has on the value of that product to other people. A product that has
network effects is more valuable to consumers when more consumers
use it.

Object-oriented development (OOD) An approach to designing and
developing software by building self-contained modules (objects) that
can be easily replaced, modified, and reused.

Offshoring The outsourcing of software development and other activi-
ties to countries outside the “home” country.

Open source software  Software source code that is posted on the Inter-

net and is freely available to the public to read, use, and modify.
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Operating system The software system that supports and manages
the basic functions of a computer, such as scheduling tasks, executing
application software, and controlling hardware devices.

Outsourcing The hiring of another firm to provide services such as cus-
tom programming, testing, and integration.

Package A small group of programs that work closely together to
accomplish a task, such as an architectural rendering (e.g., the software
package AutoCAD).

Packaged or prepackaged software industry Includes companies that
design, develop, and produce software products for sale in the mass
market.

Patent The grant of a property right to the inventor, issued by the U.S.
Patent and Trademark Office. Generally good for up to 20 years.

Patent pool Involves a consortium of at least two companies that agree
to cross-license patents relating to a particular technology.

Patent thicket Overlapping sets of patent rights that require innovators
to negotiate licensing deals for multiple patents from multiple sources.

Patent troll A firm that buys patents for products and services. The
firm makes money by litigating to enforce patent rights against accused
infringers.

Personal computer A small computer that serves an individual user.
Less powerful than mainframe, minicomputers, or microcomputers.
Phishing The act of sending an e-mail to a user falsely claiming to be
an established legitimate enterprise in an attempt to scam the user into
surrendering private information that will be used for identity theft.
The e-mail directs the user to visit a bogus website where they are asked
to update personal information, such as passwords and credit card,

social security, and bank account numbers.

Platform Infrastructure and rules that enable connections between the
actors in an ecosystem. An example software platform is Microsoft’s
Windows operating system.

Product line A set of software programs which share common features
that satisfy the needs of a particular market segment. The programs
are developed using a common or shared set of software functions

and tools. An example is a software product line of software security
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products aimed at corporate users versus another product line aimed
at individual users.

Product maintenance engineer An occupation in the software indus-
try that debugs and fixes software product problems and monitors and
improves technical performance of the software product.

Program A group or sequence of instructions written to perform a spe-
cific task with a computer, such as balancing one’s checkbook.

Programming language A specific set of notations for instructions
used to write a software program. Examples of programming languages
include JAVA, COBOL, FORTRAN, and C++.

Prototyping A method to develop software which creates a “mock up”
version of a system that is not fully functional, but can be developed
quickly.

Rapid application development (RAD) A method to develop soft-
ware which creates “components” or small pieces of software systems
that are fully functional, and that can be built and installed within
60-90 days.

Sandbox Creating compartments in a system to segment and protect
vulnerable applications and data on the system from outside attacks
Service 'The different tasks associated with producing a software prod-
uct, such as design, programming, testing, documentation, integra-

tion, installation, training, and support.

Service oriented architecture (SOA) A design in which the functions
performed by the software are broken down into discrete pieces of
functionality which are provided as services to other applications.

Software The computer instructions that control the functioning of
computer hardware and direct its operations. Includes two types of
instructions: machine instructions (the binary code that turns certain
electronic pulses on and off to communicate with the computer pro-
cessor) and source code (human-understandable instructions).

Software architect An occupation in the software industry that designs
software architecture and platforms and defines technical standards.

Software client manager An occupation in the software industry that
develops and sustains relationships with clients.

Software designer or content engineer An occupation in the software
industry that designs the user experience and provides content for soft-

ware products.
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Software developer/engineer An occupation in the software industry
that writes and implements software code for products.

Software ecosystem The software products and services that enable,
support, and automate the activities and transactions of the actors in
the associated business community and the firms that provide these
software solutions.

Software integration engineer An occupation in the software industry
that manages integration of the software components for a product and
ensures that software components work together.

Software packaging engineer An occupation in the software industry
that designs and develops packages for software products that are phys-
ically distributed

Software piracy The unauthorized copying of computer software.

Software product A set of one or more computer software programs
that a company offers for sale. Examples of software products include a
spreadsheet or an antivirus software tool.

Software product/project manager An occupation in the software
industry that manages the software product over its life cycle (from
initiation to retirement).

Software product marketer An occupation in the software industry
that develops product marketing, sales, and pricing strategies.

Software product sales representative An occupation in the software
industry that sells software products to customers.

Software quality assurance engineer An occupation in the software
industry that assures that the software product conforms to company’s
quality standards; tests software products for usability and functional-
ity; and develops software quality standards.

Software R&D engineer An occupation in the software industry that
conducts basic and applied research on computer science and translates
research to new product ideas.

Software security Building software to function properly even when
under malicious attack. Also involves protecting assets (software source
code, distributed systems, and sensitive data) that may be vulnerable to
attack or exploitation by various threats.

Software tester/test engineer An occupation in the software industry
that tests software products to make sure they work properly and satisfy

requirements.
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Software value chain The different activities that are needed to pro-
duce and market software products, such as research and develop-
ment, coding, testing, marketing and advertising, documentation, and
distribution.

Software-as-a-service (SAAS) Refers to business or consumer software
applications that are accessed on-demand via the Internet.

Spam  Junk electronic mail or junk e-newsgroup postings.

Standards Define an explicit or an implicit agreement to do certain
things in a certain way. In software, standards exist for file formats, user
interface designs, or other interfaces.

Suite A larger group of programs which includes related but indepen-
dent programs and packages that have a common user interface or
shared data format, such as Microsoft Office. The Microsoft Office
suite consists of an integrated word processor, spreadsheet, database,
presentation software, and other programs.

Switching costs The one-time costs of switching from the product of
one firm to another product of that firm or to a product of another
firm.

Systems of systems The largest grouping of application software which
represents a collection of interdependent systems. An example is enter-
prise resource planning systems.

Systems software Software that controls, integrates, and manages the
individual hardware components of a computer system. Generally, sys-
tem software consists of an operating system and utilities such as file
managers, display managers, text editors, user authentication (login),
security and systems management tools, and networking and device
control software.

Technical support specialist An occupation in the software indus-
try that provides assistance and communicates technical solutions to
customers

Technical writer/documentation specialist An occupation in the
software industry that develops software product documentation, help
guides, manuals, and white papers.

Trademark A word, name, symbol, or device that is used to indicate the

source of a product and to distinguish it from the products of others.
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A servicemark is the same as a trademark except that it identifies and
distinguishes the source of a service rather than a product.

Trojan horse A program in which malicious or harmful code is con-
tained inside an apparently harmless program or data in such a way
that it can get control of a computer and do damage.

Virus A piece of code that is capable of copying itself and typically has
a detrimental effect, such as corrupting the system or destroying data.

Waterfall development A step-by-step process for developing a software
system in stages by first understanding requirements, then designing
the system, then coding it, then testing it, and finally implementing it.

Worm A standalone malware computer program that replicates itself in
order to spread to other computers.

Y2K The Y2K (or Year 2000) problem occurred at the rollover from
1999 to 2000, for computer systems that abbreviated and stored the
year in a date as 2 digits instead of 4 digits. Storing only 2 digits could
cause problems with date sequencing, leap year calculation, and other

issues.
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