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PREFACE 

Th i s  i s  the f i rst of two reports to be rendered by the Nat i onal  
Research Counc i l ' s Commi ttee on Rev i ew of Swi tch i ng ,  Synchron i zati on 
and Network Control  i n  Nat i onal  Secu r i ty Te l ecommun i cat i ons for the 
Nat i onal  Commun i cat i ons  System . The Commi ttee was establ i shed October 
31, 1986 at the request of the Manager ,  Nat i onal  Commun i cat i ons System 
( NCS ) . I t  conducted th i s  phase of the study over the per i od November 
3, 1986 to Apr i l 30, 1987 . I n  th i s  phase the purpose of the commi ttee 
was to conduct an 1val uat i on of the Nat i onw i de Emergency Te l ecom
mun i cati ons System ( NETS ) , i nc l ud i ng component and system vul 
nerab i l i ty ,  the techn i ca l  l ongev i ty of the system des i gn ,  and the 
poss i b l e s u i tab i l i ty of a l ternat i ve techn i cal  approaches to ach i ev i ng  
p rogram obj ect i ves . 

The Nat i onwi de Emergency Tel ecommun i cat i ons Serv i ce ( NETS ) i s  one 
of three programs that wi l l  prov i de surv i vab i l i ty i mprovements i n  
nat i onal  secu r i ty emergency preparedness ( NSEP ) tel ecommun i cati ons 
capab i l i t i es as requ i red by Pres i dent i a l order i n  Nat i onal  Secu r i ty 
Dec i s i on D i rect i ve ( NSDD ) 97 . The other two programs are Commerc i al  
Sate l l i te Commun i cati ons I n terconnect i v i ty ( CS I ) and Commerc i al  Network  
Surv i vab i l i ty ( CNS ) . These programs are  des i gned to meet current and 
future req u i rements of the federal government for nat i onal  secur i ty and 
emergency preparedness te l ecommun i cati ons . NETS i s  the l argest of the 
th ree programs and i s  i ntended to prov i de surv i vabl e ,  swi tched , vo i ce 
and data serv i ce .  

The Commi ttee rev i ew and report i n  th i s  f i rst phase had a t i ght l y 
focused and spec i f i c  pu rpose . Because of the cr i t i cal  t i m i ng  of 
p rogram and budget deci s i ons, the Manager , NCS , requested a qu i ck
react i on assessment ,  to cul mi nate i n  a b r i ef i ng  s i x  months after study 

*cur i ng but not as a resu l t of the Commi ttee's stud i es the NCS 
changed the S i n  the acronym NETS from " system" to " servi ce . "  Never
thel ess , because the funct i ons NETS must prov i de rema i n  the same , the 
Commi ttee ' s  con c l u s i ons  stand . It  d i d ,  i ndeed , conduct i ts stud i es 
regard i ng NETS as a serv i ce w i th a proposed system i mpl ementat i on as  an 
" e x i stence proof . " 

v 
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i ncepti on , and a forma l , wr i tten report wi th i n three months  after the 
b r i efi ng . The Commi ttee , cons i st i ng  of experts i n  tel ecommun i cat i on s  
from government ,  i ndustry and academi a ,  hel d i ts f i rst meet i ng on 
November 3 ,  1986 . The Commi ttee operated by hav i ng  formal br i efi ngs 
i nterspersed wi th execut i ve sess i on s  where i ssues were i dent i f i ed ,  
anal yzed , and reso l ved . At the Commi ttee ' s  i naugural  meet i ng , Mr . 
Benham Morr i ss ,  Deputy Manager ,  NCS , noted that the NRC has conducted 
two prev i ous , rel ated stud i es for the NCS . The current study was most 
i mportant because the NCS was at a dec i s i on po i n t  concern i ng the NETS . 
The Commi ttee was to l ook  at the who l e p i cture : technol ogy , l ongevity , 
surv i vab i l i ty ,  performance effect i veness , cost effecti veness , and 
program parameters , and assess whether or  not the NCS was on the 
correct program path . Parti cu l ar l y ,  he asked i f  the NCS p l an makes 
sense i n  l i ght  of techno l ogy advancements , appl i cat i ons , and changes i n  
the i ndustry , keep i ng i n  mi nd  that NETS surv i vab i l i ty and the ab i l i ty 
to reconst i tute commun i cati ons are of paramount i mportance . 

I n -depth b r i ef i ngs  were presented by members of the NCS staff 
cover i ng :  1 )  the NCS and i ts structure , m i s s i on ,  and rel ati onsh i p  to 
other government agenc i es ;  2 )  the NETS : i ts evo l ut i on , parameters , and 
components to date ; 3 )  nat i onal secur i ty emergency preparedness ( NSEP ) 
requ i rements and the th reat ; and 4 )  the pub l i c  swi tched network  ( PSN ) 
and i ts rel ati onsh i p  to NETS . 

F i ve add i t i onal  Commi ttee meet i ngs  were he l d .  For these , the 
Commi ttee wi shes to acknowl edge presentat i ons  on aspects of NETS g i ven 
by offi c i a l s of the Nati onal  Commun i cat i ons  System , the Departments of 
Agr i cu l ture and Just i ce ,  the Federal Emergency Management Agency , and 
the General Serv i ces Admi n i strati on . The Commi ttee a l so wi shes to 
acknowl edge presentat i ons  on NSEP tel ecommun i cati ons made by U . S .  
Spr i nt ,  MC I , AT&T Commun i cati ons , GTE , Conte l , Be l l Commun i cati ons 
Research , Ame r i can Sate l l i te Company , Northern Te l ecom , AT&T Bel l 
Laborator i es ,  and Booz A l l en & Hami l ton , who prov i ded r i ch i ns i ghts 
i nto the subj ect matter and fac i l i tated the Commi ttee ' s  understand i ng 
of the p l ann i ng ,  techno l ogy , i ssues , and operat i ons rel at i ng to the 
PSN , N ETS and NSEP tel ecommun i cati ons . 

The Commi ttee ' s  forma l br i efi ng  was g i ven to Lt . Gen . W i nston 
Powers , Manager , NCS , and h i s key staff on Apr i l 22 , 1987 . Th i s  
document  const i tutes the Commi ttee's formal , wr i tten report . 

The commi ttee concept of the Nat i onal  Research Counc i l operates 
successfu l l y  and effect i ve l y  i n  l arge part because of the rapport wi th , 
cooperat i on ,  and support from the agency i t  i s  ass i st i ng , the commi ttee 
members themse l ves , and the staff beh i nd i t  a l l .  From the NCS , we 
s i n cere l y apprec i ate the contr i but i ons and support of Mr . Benham 
Morr i ss ,  Dr . Bruce Barrow , Mr . Kenneth Bohe i m  and Mr . Edward Greene , 
our  NCS Contract Off i cer's Techn i ca l  Representat i ve .  

The Commi ttee i s  part i cu l ar l y grateful  to Dr . R i chard B .  Marsten , 
Execut i ve D i rector of the Board on Te l ecommun i cati ons and Computer 

vi  
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Appl i cat i ons  ( BOTCAP ) ,  for h i s  counsel , gu i dance , cont i n ued support , 
and contr i but i ons throughout th i s  proj ect . The Commi ttee al so extends 
i ts sincere apprec i at i on to Wayne G .  Kay , consu l tant and study 
d i rector . In addi t i on ,  I personal l y  wi sh to acknowl edge the 
contr i buti ons of my ass i stan t , John Woh l stetter . 

A commi ttee effort of th i s  scope i mposes extraord i nary requ i re
ments on the admi n i strati ve staff . Wi th p l easure , the Commi ttee acknow
l edges Karen Laugh l i n  for her expert admi n i strat i ve and secretar i a l 
support . 

F i nal l y ,  as  the Commi ttee cha i rman , I wan t  to express my personal 
thanks to my col l eagues , the Commi ttee members , for the i r ded i cated 
efforts . 

v i i 

John  C .  McDona l d ,  Chai rman 
Commi ttee on  Rev i ew of Swi tch i ng ,  
Synchron i zati on and Network 
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COMMITTEE ON REV I EW OF SWI TCH I NG ,  SYNCHRON I ZATION AND 
NETWORK CONTROL I N  NATI ONAL SECUR I TY TELECOMMUN I CATI ONS 

BOARD ON TELECOMMUN I CAT I ONS-COMPUTER APPL I CAT I ONS  
COMM I SS I ON ON  ENGI NEER I NG AND TECHN I CAL SYSTEMS 

STATEMENT OF TASK 

The Commi ttee wi l l  rev i ew and assess the lffect i veness of the 
Nat i onwi de Emergency Tel ecommun i cati ons System ( NETS ) , a network 
control  system for provi s i on of surv i vab l e nati onal  secur i ty emergency 
preparedness ( NSEP ) tel ecommun i cati ons under deve l opment for the 
Nat i onal Commun i cat i ons System ; prov i de an i ndependent rev i ew of the 
survi vab i l i ty of syn chron i zat i on i n  d i g i ta l  networks ; and assess the 
vu l nerab i l i ty of swi tch i ng and s i gnal i ng control i n  v i ew of the 
i ncreas i ng  central i zati on of these funct i ons . Spec i f i ca l l y ,  the 
Commi ttee wi l l  perform the fo l l owi ng  tasks : 

1. The Commi ttee wi l l  rev i ew the obj ect i ves of the NETS program , 
assess the approach that has been fo l l owed and the work  that has been 
done , revi ew techno l og i cal  deve l opmen ts that coul d prov i de al ternat i ves 
to NETS , and make recommendati ons to ensure that future NETS work  wi l l  
be effecti ve and can take advantage of advances i n  techno l ogy and of 
changes i n  the tel ecommun i cat i ons env i ronment . The Commi ttee wi l l  
comment on the vul nerab i l i ty of NETS , i ts techn i ca l  l ongev i ty ,  and 
poss i b l e  a l ternat i ve techn i cal  approaches to ach i ev i ng i ts network  
control  and surv i vab i l i ty obj ect i ves . Th i s  rev i ew wi l l  be conducted 
p r i or  to engag i ng i n  the succeed i ng two tasks . 

2 .  The Commi ttee wi l l  conduct a rev i ew to assess the i nventory of 
synch ron i zati on assets and wi l l  assess the extent to wh i ch 
synch ron i zati on vu l nerabi l i t i es mi ght  be m i t i gated by expl o i t i ng 
d i str i buted , i nterconnected subsets of the publ i c  swi tched network . I t  
wi l l  assess whether  adequate synch ron i zat i on capab i l i t i es are l i ke l y  to 
ex i st to support nat i onal  secu r i ty emergency preparedness ( NSEP ) 
tel ecommun i cat i ons  dur i ng the weeks or months of NSEP 
tel ecommun i cati ons  restorat i on and reconst i tut i on after natural  
d i saster  or  attack  on the country , i nc l ud i ng nuc l ear attack .  It w i l l  

* Th i s  was the o r i g i nal  statement of the study task. M i dway through 
the NETS study the NCS changed from 11 System 11 to 11 Serv i ce . 11 The 
Commi ttee has attempted to assess NETS i n  both systems and serv i ce 
aspects . Hereafter , i n  accordance wi th that change , the Commi ttee 
vi ews app l y to a servi ce , not a system . 

ix 
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recommend tech n i cal  approaches to deve l op i ng cost-effecti ve ,  surv i vabl e 
synchron i zati on and wi l l  suggest tech n i cal programs and management p l ans to 
real i ze these approaches . 

3 .  The Commi ttee wi l l  rev i ew the i nventory of swi tch i ng i nstal l ati ons for 
surv i vab i l i ty of swi tch i ng and control funct i ons after nuc l ear attack ,  
cons i de r i ng redundancy and a l ternati ve connect i v i ty .  I t  wi l l  i nvest i gate 
emerg i ng technol og i es such as burst and fast-packet swi tch i ng for their 
poss i bl e  appl i cabi l i ty to cost-effecti ve ,  survi vabl e ,  swi tch i ng and 
network-control  fac i l i t i es .  I t  w i l l  assess the adequacy of survi v i ng  
fac i l i t i es to support or  restore NSEP tel ecommun i cati ons swi tch i ng ,  and  
recommend enhancements or  a l ternat i ve technol ogy approaches l i ke l y  to enhance 
surv i vab i l i ty .  I n  parti cul ar , i t  wi l l  cons i der  opportun i t i es to decentral i ze 
rout i ng  contro l for precedence traff i c and al ternat i ve technol og i es that cou l d 
prov i de cost-effecti ve decentral i zat i on wi th enhanced survi vab i l i ty .  Techn i cal 
programs and management p l ans wi l l  be suggested to real i ze the recommended 
approaches. 

DATE : November 3 ,  1986 

X 
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I. EXECUTIVE SUMMARY 

A .  What i s  the Nat i onwi de Emergency Te l ecommun i cati ons Serv i ce  
( N ETS ) ?  

NETS i s  des i gned to prov i de surv i vab l e ,  swi tched vo i ce and 
l ow-speed data commun i cati ons for 20 , 000 author i zed , Federal  government 
users . The serv i ce wi l l  make a substant i al  pre-attack  contr i but i on to 
deterrence and res i stance to terro r i st attack  and wou l d prov i de 
essent i al commun i cati on  after the U . S .  i s  attacked by a l arge number  of 
nucl ear warheads . Left unmod i f i ed ,  the pub l i c  swi tched network  ( PSN ) 
coul d be rendered i neffect i ve or  i naccess i b l e under a terro r i st or  
nuc l ear attack . NETS g i ves  the  PSN  a robust capab i l i ty to  prov i de 
commun i cat i ons  wi th l arge port i ons of the PSN destroyed . 

NETS must comb i ne ease of use , ub i qu i ty ,  adapt i ve rout i ng 
capab i l i t i es ,  p r i or i ty channel  sel ect i on ,  robustness , and geograph i c  
d i vers i ty wi th the f l ex i b i l i ty to i ncorporate new technol og i es . 
Ub i qu i ty must not on l y i nc l ude a l arge number of access l ocat i ons to 
NETS but al so i nc l ude the ab i l i ty of those i nd i v i dual s who need the 
serv i ce actual l y  to access i t .  

The Commi ttee has conc l uded that the on l y  feas i b l e source that can 
prov i de the ful l panop l y  of capab i l i t i es requ i red for NETS i s  the ag
gregate of networks that consti tute the PSN . The PSN comp r i ses the 
transmi s s i on l i n ks and swi tch i ng nodes ma i nta i ned by the l ocal -exchange 
and i nterexchange carr i ers , whether the i r servi ces are offered to the 
general  publ i c  by fac i l i t i es-based or  resal e serv i ce prov i ders . The 
PSN i s ,  i n  effect , a network  of networks , wi th i n -p l ace assets val ued 
at rough l y  250 b i l l i on dol l ars . NETS draws on th i s  r i ch  nati onal  asset 
to prov i de a un i que NSEP  capab i l i ty .  

Wh i l e  the current PSN i s  vu l nerabl e to the destruct i ve effects of 
a nuc l ear str i ke ,  no a l ternat i ve to the PSN affords near l y comparab l e  
ease of use , ub i qu i ty ,  adaptab i l i ty ,  robustness , geograph i c  d i vers i ty ,  
o r  fl ex i b i l i ty ( see Chapter I I I  for support i ng deta i l ) .  

NETS i s  i ntended to meet nat i onal  secur i ty emergency preparedness 
( NSEP ) obj ect i ves of  prov i d i ng commun i cati ons  serv i ces to federal , 
state and l ocal  government users . I t  must ope rate i n  pre- , trans- , and 
post-attack nuc l ear war envi ronments . NETS i s  i ntended to be de l i vered 
through an appl i que to the PSN . By i tse l f ,  the PSN i s  not suffi c i ent l y 
surv i vab l e to meet NSEP obj ecti ves . Dur i ng  a nuc l ear attack ,  much of 
the PSN wou l d  be damaged and many cal l s  cou l d not be comp l eted even 
though surv i v i ng fac i l i t i es mi ght be ava i l ab l e to route cal l s  to the 
des i red dest i nat i on . NETS i s  des i gned to l ocate and use those surv i v
i ng fac i l i t i es through a robust , a l ternate-rout i ng capab i l i ty presentl y 
not  res i dent i n  the PSN . I n  add i t i on ,  NETS w i l l  restr i ct access to 
unauth o r i zed users  to prevent ove r l oad and sabotage , and wi l l  prov i de 
p r i o r i ty and preempt i on .  

C o p y r i g h t  ©  N a t i o n a l  A c a d e m y  o f  S c i e n c e s .  A l l  r i g h t s  r e s e r v e d .
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The PSN , however ,  has a d i st i nct i ve vul nerab i l i ty i n  i ts s i gnal i ng 
means . Most network  s i gnal i ng now fl ows through common channel s over 
packet swi tched networks u s i ng standards set by the I nternat i onal 
Consu l tati ve Commi ttee for Tel ephone and Te l egraph ( CC I TT ) . These 
common channe l s are very th i n  routes . For exampl e ,  AT&T empl oys on l y  14 
packet- l i ke ,  s i gnal -transfer swi tches for i ts ent i re network , and 
exp l os i ves i n  14 l ocat i ons coul d render the ent i re AT&T network use
l ess . The NETS appl i que must negate th i s  vul nerab i l i ty .  

Fi nal l y ,  NETS wi 11 empl oy centra l i zed ma i ntenance and admi n i stra
t i on to ma i nta i n a constant state of serv i ce read i ness . 

B .  I ssues I dent i f i ed by the Commi ttee . 

The Commi ttee ra i sed 14 i ssues dur i ng the course of the NETS 
eval uat i on . These i ssues are i temi zed bel ow . I ssue descr i pt i ons and 
the i r resol ut i ons are conta i ned i n  Append i x  A .  

1 .  A means must be prov i ded to enhance surv i vab i l i ty of PSN 
s i gnal i ng for N ETS purposes . 

2 .  Ca l l -contro l l er-to-cal l -control l er access must have p r i o r i ty .  
[A cal l contro l l er i s  a NETS hardware dev i ce .  I t  may be 
e i ther a cal l contro l modu l e 1 ( CCM ) and i ts host swi tch or  a 
swi tch i nternal modu l e2 ( S IM ) . See Append i x  B .] 

3 .  Subscr i ber  access to the o r i g i nat i ng  cal l control l er must be 
ava i l ab l e i n  t i mes of over l oad . 

4 .  Access to the NETS must meet NSEP requ i rements . 

5 .  Path sel ecti on  must converge on ava i l ab l e routes qu i ckl y .  

6 .  NETS deve l opmen t  strategy and fi e l d  test i ng  must ensure a 
re l i ab l e  system . 

7 .  NETS evo l ut i onary capab i l i t i es and strateg i es must al l ow for 
i n corporat i on of new techno l ogy . 

8 .  Transmi s s i on and equal i zat i on requ i rements must be approp r i ate 
to the spec i a l uses of NETS under damage condi t i ons . 

1cal l Contro l Modu l e  ( CCM ) - - A p i ece of equ i pment that i s  attached to 
a host swi tch v i a  trunks and that prov i des N ETS funct i ons . 

2 Swi tch  I nternal  Modu l e ( S IM ) -- A set of hardware and  software that 
i s  i ntegrated i nto a host PSN swi tch  to prov i de NETS funct i ons . 
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9. The s i gnal i ng protocol s between cal l control l ers must  be 
robust . 

10 . NETS must  prov i de for post-attack fac i l i ty restoral . 

1 1 .  How do i nterexchange car r i ers handl e NETS cal l s? 

1 2 . Are there reasonab l e al ternat i ves to NETS? 

13 . What are the capab i l i t i es and uses of the S IM versus the CCM? 

14 . Does NITS sat i sfy the 1986 predecessor commi ttee ' s  f i nal 
report obj ecti ves? 

C .  Conc l u s i ons and Recommendat i ons  

The  Commi ttee v i ews the  fo l l owi ng NSEP  requ i rements as bas i c :  

1 .  Surv i vab i l i ty of a vo i ce capab i l i ty must be i ndependent of 
targeti ng scenar i os .  

2 .  The system must be cost-effecti ve to prevent el i mi nat i on from 
future budgets . 

3 .  Access to the system must be ub i qu i tous i n  geography and i n  
al l owi ng  those wi th l eg i t i mate need to use the serv i ce .  

4 .  Use dur i ng an emergency must be restr i cted . 

5 .  The system shoul d al l ow rap i d restorati on after an attack .  

There are many al ternat i ve ways to create an NSEP capab i l i ty ,  
i nc l ud i ng  spe c i al , ded i cated systems and over l ays to ex i st i ng systems . 
Target i ng-scenar i o  i ndependence v i rtual l y  e l i mi nates ded i cated systems , 
wh i ch ,  wi th i n  reasonab l e cost con s i derat i ons , wou l d be too th i n  and 
vu l nerabl e .  An over l ay to an ex i st i ng system benef i ts from an ex i st i ng  
asset base . C l ear l y  the most ub i qu i tous , d i verse , and i nte l l i gent of 
the assets ava i l ab l e i s  the PSN . 

The strength of the PSN l i es i n  i ts l arge i nvestment i n  p l ace , 
est i mated to exceed 250 b i l l i on dol l ars  i n  val ue , and i n  i ts des i gn for 
h i gh rel i ab i l i ty .  The PSN i s  ub i qu i tous i n  i ts access and d i verse i n  
topography . Through the use of redundancy , i t  i s  robust i n  ava i l 
ab i l i ty and traff i c-hand l i ng capac i ty .  Use of the te l ephone i s  fami l 
i ar to everyone and the network i s  undergo i ng cont i nuous modern i zati on . 

1The Pol i cy P l ann i ng Envi ronment for Nat i onal  Secur i ty 
Te l ecommun i cat i on s  ( f i na l  report ) , Nat i onal  Academy Press , Wash i ngton , 
D . C . , Ju l y 1986 . 
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But what are the PSN • s  weaknesses? The PSN i s  on l y  as strong as 
i ts weakest l i n k ,  whi ch  may be any of common channe l signal ing , 
standby-power fuel -storage capac i ty ,  ava i l ab i l i ty of maintenance 
personnel  and spare parts , and traff i c congest i on during emergenc i es .  
I n  add i t i on ,  the PSN i s  a network  of networks wi th d i v i ded ownersh i p of 
fac i l i t i es and d i v i ded respons i b i l i ty for an end-to-end cal l . Network 
technol ogy i s  chan g i ng  rap i d l y  and new vul nerab i l i t i es coul d poss i b l y  
creep i n  unnot i ced . But v i rtual l y  any other sol ut i on wou l d  suffer from 
comparabl e or  g reater vul nerab i l i t i es ,  and no a l ternat i ve sol ut i on 
wou l d embody strengths comparab l e  to those i n  the PSN . 

The Commi ttee • s  concl us i on i s  that the PSN i s  the preferred , 
exi st i ng  network  on whi ch to b u i l d  an NSEP capab i l i ty .  I ts ub i qu i ty ,  
s i ze ,  and val ue e l i m i nate any poss i b i l i ty of construct i ng  a new network 
for NETS from scratch . 

The NETS appl i que to the PSN as i t  i s  c urrentl y def i ned has a 
ser i es of strengths and weaknesses . The strengths are : 

• NETS enab l es post-attack PSN use ; 

• I t  can be depl oyed i n  phases ; 

• I t  i s  wi de l y  ava i l ab l e to i ntended users ; and 

• It i s  read i l y  expandab l e .  

Whi l e  NETS can be depl oyed i n  phases , the Commi ttee fee l s that at 
l east 100 cal l contro l l ers must be depl oyed to obta i n a m i n i mum NSEP 
capab i l i ty .  The Commi ttee al so fee l s that i t  i s  mandatory that NETS 
i nc l ude a s i gnal i ng transmi s s i on scheme that enhances the surv i vab i l i ty 
of common s i gnal i ng i n  the PSN . Pre-attack exerc i s i ng of the system 
shou l d be made automat i c  to ensure i ts effect i ve use when actual l y  
needed .  The Commi ttee al so urges emphas i s  of the deterrent val ue of 
NETS i n  strateg i c  p l ann i ng  and publ i c i z i ng of i ts ex i stence once 
i nstal l ed so that i t  become wi del y known i nternat i onal l y. 

The maj or  weaknesses of NETS are as fol l ows : 

• Cost ma kes i t  subj ect to budget cuts ; 

• I t  does not support unprogrammed users ; and 

• I t  suffers  from PSN access congest i on .  

The Commi ttee conc l udes that NETS , as current l y conce i ved , i s  a 
" proof of exi sten ce " -- a demonstrat i on w i th at l east one phys i cal  
system- - that the PSN can be su i tabl y mod i f i ed to  c reate the des i red 
NSEP  capab i l i ty .  Howeve r ,  we are concerned that s i n ce NETS w i l l  be 
procured as a serv i ce ,  the actual  system i mp l ementat i on m i ght conta i n 
subtl e vul nerab i l i t i es .  The Nat i onal  Commun i cat i ons  System ( NCS ) mus t  
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guard aga i nst  th i s  eventual i ty .  One parti cu l ar vu l nerab i l i ty may we l l 
be that the 20 , 000 des i gnated , fede ral -government users may not be 
where they are most needed post-attack . The predecessor commi ttee ' s  
reports 1 , 2  have commented on th i s  and the l i ke l y appearance of grass
roots l eaders  at c r i t i cal  po i nts . The NCS may we l l  want to guard 
aga i nst  th i s  vul nerab i l i ty by mak i ng NETS max i mal l y  ava i l abl e to a user 
popu l at i on undef i nabl e i n  advance , by mak i ng N ETS access i nformati on 
eas i l y  access i bl e .  Personal  cred i t cards for Personal  I dent i f i cat i on 
Numbe rs consti tute one approach . 

The Commi ttee recommends that the Nat i onal  Commun i cati ons System 
cons i der  the fol l owi ng mod i f i cati ons to NETS : 

1 .  Substi tute a Personal  I dent i f i cat i on Number such as a " cred i t 
card"  i n  p l ace of the Access Secur i ty Dev i ce ( ASD) that g i ves 
autho r i zed users access to NETS . Th i s  may reduce system cost 
and be more  effect i ve i n  a bottom-up reconstruct i on than that 
l i m i ted by ASD ava i l ab i l i ty .  

2 .  NETS traff i c must contend wi th publ i c  traff i c between the 
or i g i nati ng  user and the o r i g i nati ng ca l l control l er .  The 
Commi ttee recommends that NETS traff i c be g i ven pr i or i ty at 
al l l ocat i ons i n  the PSN and that enab l i ng l eg i s l at i on be 
enacted i f  requ i red . 

3 .  NETS cal l s  use transmi ss i on compensat i on to ensure secure 
vo i ce traff i c i n  a heav i l y  damaged network . The Commi ttee 
recommends a l i mi ted depl oyment of compensati on un i ts s i n ce 
secure vo i ce i s  on l y  a maj or  requ i rement dur i ng the pre-attack  
phase , when  the network  i s  undamaged . L i m i ted dep l oyment 
cou l d serve the post-attack req u i rements . 

4 .  Many of the funct i ons of the cal l control l ers and the contro l 
l ers used to enhance the PSN s i gnal i ng are dupl i cated . The 
Commi ttee recommends that the system arch i tecture be changed 
to save cost th rough a new cal l control l er wh i ch i ncorporates 
surv i vab l e s i gnal i ng i mp l ementat i on . 

I n  summary , the Commi ttee recommends that the NCS proceed w i th 
NETS a l ong the l i nes recommended by th i s  report . 

1 

2 

The Pol i cy P l ann i ng Env i ronment for Nat i onal  Secur i ty 
Te l ecommun i cations ( Annual  Report) ;  Nat i onal  Academy Press , 
Wash i ngton , D . C . , May 1985 . 

The Po l i cy P l ann i ng  Env i ronment for  Nat i onal  Secu r i ty 
Te l ecommun i cat i on s  ( F i nal  Report ) ; Nat i onal  Academy Press , 
Wash i ngton , D . C . , J u l y 1986 . 
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II. AN OVERVIEW OF THE 

NATIONAL EMERGENCY TELECOMMUNICATIONS SERVICE 

A .  I ntroduction 

This chapter descr i bes the Nationwi de Emergency Tel ecommun i cati ons 
Service ( NETS ) as defi ned by the Nat i onal Communicati ons System ( NCS) . 
That definition has been refined further  by several  groups that b r i efed 
the Committee .  The Committee recogn i zes that NETS may be a tar i ffed or 
l eased serv i ce and that final  i mp l ementation i s  the respons i b i l i ty of 
the service prov i ders . Thus , the i mpl emented NETS may dev i ate from the 
Committee ' s  present understand i ng .  

B .  Purpose 

The purpose of N ETS is to provide a high l y  surv i vab l e tel ecommun i 
cations se rvice capab l e of supporting vo i ce and l ow-speed ( 2400 b/s) 
data communications  for up to 20 , 000 users and up to 3000 Erl angs of 
traffic , which i s  specified by the NCS . NETS is a national  l evel pro
gram of the Nati onal  Commun i cat i ons System ( NCS) . Th i s  init i at i ve i s  
for the improvement of nat i onal  security emergency preparedness ( NS EP) 
te l ecommunications services to authorized federal , state and l ocal 
government users in the event of natural  or  man-made disasters , i nc l ud
ing nuc l ear war . I t  wil l prov i de tel ecommun i cations service that can 
be used for voice and such voiceband data servi ces as secure vo i ce ,  
facsimi l e  and l ow- speed data . The concept has been shaped by Nati onal 
Security Dec i sion D i rect i ve 97 , Executive Order 12472 , the th reat 
env i ronment ,  and the req u i rements of the d i verse user community . 

C .  Summary of Requirements 

The fol l owing l ist summarizes the NETS requirements : 

• Voice , secure voice , facs i m i l e ,  and 2400b/s data serv i ces . 

• Surv i vab i l i ty during and after a nuc l ear attack .  

• Ubiquitous access and connecti vity th roughout CONUS . 

• Unattended operation until restorat i on and reconst i tut i on are 
possib l e .  

- 6 -
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• Access and s i gnal i ng secur i ty to prevent unauthor i zed use or  
hosti l e  expl o i tat i on . 

• P r i or i ty-serv i ce features for sel ected users when resources 
are l i m i ted . 

• Backup , unhardened capac i ty i n  support of ded i cated , user 
systems pr i or to attack .  

• Compati b i l i ty wi th ex i st i ng  government  and commerc i al 
te l ecommun i cati ons systems . 

• Ma i ntenance of state of read i ness . 

• Immed i ate user access wi thout " t h i rd-party"  i ntervent i on .  

• Fl ex i b l e  des i gn ,  permi tt i ng evo l uti onary expans i on and 
adaptat i on of new technol ogi es . 

I n  add i t i on to the above , peaceti me operat i ons and ma i ntenance requ i re 
the keep i ng of call records and b i l l i ng funct i ons . 

D .  System Descr i pt i on 

The NETS wi l l  prov i de a h i gh l y  surv i vabl e capab i l i ty for vo i ce and 
vo i ceband data commun i cat i ons  serv i ces by expl o i t i ng the survi vi ng  
swi tch i ng and transmi s s i on fac i l i t i es of the PSN and , where feas i b l e ,  
p r i vate and government networks . The successful  use of the PSN for 
NETS wi l l  requ i re fl ex i b l e and i nnovat i ve rout i ng  of cal l s  through the 
networks that form the PSN . Th i s  i s  accompl i shed by add i ng con
s i derab l y  enhanced rout i ng capab i l i t i es at several  po i nts d i stri buted 
throughout the PSN . The added routi ng capab i l i t i es wi l l  enabl e the 
NETS to route cal l s  us i ng opt i ons that do not ex i st for other cal ls . 
The NETS can cont i nue  to comp l ete cal l s  through a damaged or congested 
network  by the " prob i ng and rout i n g "  funct i ons of i ts e l ements . 
Because the successful  rout i ng of NETS cal l s  may requ i re many more 
l i nks  i n  a damaged network  than normal cal l s ,  some transmi s s i on compen
sat i on may be needed . Th i s  transmi ss i on compensat i on he l ps to ensure 
the usefu l ness of connect i ons establ i shed over d i vers i f i ed and non
standard routes . 

I n  add i t i on to the enhanced rout i ng capab i l i ty wh i ch NETS adds to the 
PSN , the fol l owi ng funct i ons  are a l so essent i a l :  

• Ub i qu i tous access: enabl es  a user to p l ace a NETS cal l from 
any tel ephone hav i ng access to the PSN us i ng  the North Ame r i can 
Numbe r i ng P l an .  

• Ease of use: cal l s  on NETS wi l l  be made i n  the same manner  as 
to l l cal l s  on the PSN . Vo i ce prompts are provi ded when needed , 
and vo i ce responses i nform the user of cal l progress . 
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• P r i o r i ty cal l treatment : prov i des NETS cal l ers w i th pr i or i ty 
treatment ove r other PSN traff i c by the use of network  management  
tech n i ques wi th i n  the  PSN . 

• Access and s i gnal i ng secu r i ty :  tests the authent i c i ty of cal l s  
to a l l ow access to author i zed users on l y  and ensures the 
nond i s c l osure and i nteg r i ty of cal l -rel ated data . 

• Precedence and preempt i on :  determi nes whether a NETS cal l can 
preempt another  NETS cal l and enab l es ass i gned-user cal l 
p r i v i l eges to be used . 

• Preset connect i on :  enab l es the establ i shment of route-spec i fi c  
connect i ons to avo i d  known targets and prov i de for trans-attack 
commun i cat i ons . 

• Retry : prov i des the capab i l i ty to establ i sh a new cal l th rough 
N ETS u s i ng resources gai ned th rough a pr i or NETS cal l . 

• Restorat i on and reconst i tuti on: provi des the bas i c 
commun i cat i ons  l i n ks for mai ntenance and repa i r act i v i t i es .  

The order i n  wh i ch the serv i ce performs or uses these funct i ons i n  
sett i ng up a NETS cal l i s  shown i n  F i g .  1 .  The prev i ous l i st i ng of 
NETS req u i rements fo l l ows th i s  pattern . 

The fo l l ow i ng  e l ements wil l prov i de the NETS functi ons : 

• The PSN , wh i ch i s  a network  of many networks , 

• Cal l control l ers ( CCs) , 

• Access secu r i ty dev i ces ( ASDs) , 

• Remote user modu l es ( RUMs) , and 

• the NETS Ma i ntenance and Admi n i strat i on Center ( NMAC) . 

The PSN comp r i ses the I nterexchange Carr i er ( I C )  networks and the Bel l 
Operat i ng Company ( BOC ) and I ndependent Tel ephone Company ( ITC ) 
Local -Exchange Car r i er  ( LEC ) networks . W i th the benef i ts and the 
l i m i tat i on s  of us i ng  the PSN as an emergency commun i cat i ons  med i um, 
NETS i s  des i gned so that i t  w i l l  augment current PSN functi ons  wi th 
l i ttl e or  rro effect on PSN operat i ons and wi thout enormous changes i n  
the present system . The PSN prov i des the commu n i cat i ons connect i v i ty 
and capab i l i t i es on wh i ch NETS b u i l ds .  

- 8 -

Copyright © National Academy of Sciences. All rights reserved.

Nationwide Emergency Telecommunications Service for National Security Telecommunications:  Interim Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19197

http://www.nap.edu/catalog.php?record_id=19197


UNCLASSIFIED 

1. Ubiquit>us Aalell: 
Origil•ti• Urerdiall NETS 

aa:as c:odc from phone 

• 

2. Priority Call T�a�tment 
PSN es1abl•la priority 
bailment i:tr NETS adl 

� 
3. Aa:ess and Signali• Security: 

Aa:ess check pcri)l'lncd 

� 
4. Plalcdcnce and Pftzmplion: 

Privilepa Bllligncd t> call; 
other calli .,_rnpbl if 

nca&ary 

I 
• • 

S. Probi,. and Routi,.: 6. Plaet ConllllCtio•: 
Call muD! tl destination Specific ptaet IOUII: ., 
around ncnwrk damap destination scla:DI 

I 
• 

7. Tm•mission CompctUtion: 
Tm•mission impainnen• 

compctUDI for 

� 
8. Retry. 

Originati• Urer inilialcs 
another try tl same number 
ordiftc�nt number without 

avi. NE1S 

UNCLASSIFIED 

F i gure 1 :  Rel ati onsh i p  among Functi ons 
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The cal l control l er ( CC) adds appropr i ate NETS fun cti ons to a PSN 
swi tch . The pr i mary funct i on of the CC i s  to prov i de rout i ng capa
b i l i t i es to enab l e use of connect i v i ty i n  ways not prov i ded by standard 
PSN routi ng . Two part i cu l ar i mp l ementat i ons  of the CC funct i ons are 
the Cal l Control Modu l e ( CCM) and the Swi tch I nternal  Modu l e ( S IM) .  
The CCM i s  an e l ectron i c  dev i ce that i s  external to , but connected to , 
a host swi tch i ng system . The S I M  i s  an added group of features , 
i mp l emented by a comb i nat i on of hardware and software wi th i n  a PSN 
swi tch , that prov i des the CC functi ons . Th i s  feature group al l ows the 
swi tch to prov i de NETS serv i ces i n  add i t i on to i ts PSN serv i ces . 
Functi onal l y  the CCM , wi th  i ts host swi tch , i s  equ i val ent to the S I M .  
The term " CC "  wi l l  refer t o  e i ther a CCM or  a S I M .  

The Access Secu r i ty Dev i ce ( ASD) and Remote User Modu l e ( RUM) are 
e l ements that can be  used from the NETS user premi ses . The ASD i s  a 
dev i ce that coupl es to a user•s te l ephone e l ectr i cal l y  or  acousti cal l y ,  
emp l oy i ng encrypted i denti f i cat i on cod i ng to gai n auth o r i zed access to 
NETS and to enter the desti nat i on number and i nd i cate user pr i v i l eges . 
The RUM i s  an e l ement that a l l ows transmi s s i on compensat i on to be per
formed on the connect i on between the RUM and a CC or  another RUM . Such  
dev i ces wou l d be p l aced on users • premi ses , poss i b l y  beh i nd a PBX , and 
some may be i ncorporated i n  cc • s .  

The NETS ma i ntenance and Admi n i strat i on Center i s  an operat i ons  
center  that ass i sts i n  prov i d i ng the l og i st i c support for NETS . Th i s  
functi on i s  not requ i red for process i ng cal l s  dur i ng emergen c i es .  

E .  Network  Arc h i tecture 

F i gure 2 g i ves an overvi ew of the NETS arch i tecture of a network  
of networks and  summari zes the  rel ati onsh i ps among the  NETS e l ements . 
The f i gure has as i ts bas i s the PSN arc h i tecture , cons i st i ng  of LEC 
networks i nterconnected by I C  networks . The cal l i s  p l aced from the 
o r i g i nat i ng  stat i on .  Two termi nati ng stat i ons are shown : one wi th a 
RUM and one wi thout . 

The nodes i n  the f i gure represent PSN swi tch i ng l ocat i ons and may 
be PSN swi tches wi th or wi thout CC funct i ons  added . The f i gure 
i l l ustrates typ i cal  p l acements of CCs i n  the network . Network  
conf i gurat i ons  i dent i fy i ng the  spec i f i c  l ocat i ons of the  CCs  and the  
order of thei r p l acement have  not yet  been  dec i ded and  rema i n under 
study by the government . 

RUMs are l ocated at a l i m i ted set of se l ected customer premi ses . 
The f i gure shows one l ocati on of the RUM i n  the l ocal  l oop [the RUM may 
a l so be assoc i ated wi th a customer-premi se P r i vate Branch Exchange 
( PBX)] . ASDs are i ssued to users and must be used for author i zed 
access to NETS . An ASD can be used wi th tel ephones anywhere wi th i n  the 
CONUS to author i ze access to NETS serv i ce .  
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F .  Cal l Types 

As shown i n  Tab l e 1 there are four types of NETS cal l s :  standard , 
preset connect i on ,  exerc i se ,  and test . The foremost character i st i c  of 
a standard cal l i s  that the system wi l l  search out any ava i l ab l e route 
to compl ete i t .  To i n i t i ate a standard ca l l , the dest i nat i on number , 
wh i ch i s  a regu l ar tel ephone number , of the termi nat i ng  user i s  entered 
i nto the ASD and the N ETS access code i s  d i al ed on the or i g i nat i ng 
stat i on .  U s i ng any ava i l ab l e route , a standard cal l i s  routed to i ts 
termi nat i n g  stat i on  by PSN swi tches and CCs . 

· 

Tab l e 1 :  Purpose of NETS Cal l Types 

UNCLASSIFIED 

Call TvDe 

Standard 

Puroose 

Establish an authorized user's call 
\IIi� any possible route 

Preset Connection Establish an authorized user's call 
usi� a predetennined set of CCs 
10 reach a predetennined tenninati� 
station 

Exercise Allow users 10 experience the use 
of the system under simulated 
conditions of damage or co�estion 

Test Allow tcsti� of the system 

UNCLASSIFIED 

A preset cal l i s  d i st i ngu i shed from a standard cal l i n  that the 
CCs through wh i ch the system wi l l  route the preset cal l are predeter
mi ned . To i n i t i ate a preset ca l l , a preset path n umber  ( PPN) i s  
entered i nto the ASD i n  p l ace of the dest i nat i on number , and the N ETS 
access code i s  d i a l ed by the o r i g i nat i ng stat i on .  The part i cu l ar CCs 
through wh i ch th i s  cal l wi l l  be routed are predetermi ned and i denti f i ed 
to the system by the PPN . 

An exerc i se cal l wi l l  be routed by the system l i ke a standard or  
preset  ca l l ; however ,  i t  i s  subj ect to s i mu l ated network  damage . The  
system wi l l  preempt exerc i se cal l s ,  i f  necessary , to process standard 
or preset cal l s .  An exerci se cal l i s  i n i t i ated l i ke a standard or 
preset ca l l , wi th the ASD be i ng used to i dent i fy the cal l type i n  the 
exerc i se .  I denti fy i ng the cal l as an exerc i se attempt enab l es the 
system to route the cal l l i ke a standard or  preset ca l l , but wi thout 
i nterfe r i ng w i th the compl et i on of standard or preset cal l s .  Exerc i se 
cal l s  are subj ect to s i mu l ated network  damage or  congest i on ,  wh i ch may 
affect thei r compl et i on . The i r val ue i s  that they al l ow the users to 
exper i ence the use of NETS wi thout i nterfer i ng wi th normal use . 
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A test cal l , des i gned to test port i ons of N ETS connect i ons , wi l l  
be routed by the system l i ke a standard or  preset cal l . However ,  the 
system wi l l  preempt test cal l s ,  i f  necessary , to process standard , 
preset , or  exerc i se cal l s .  A test cal l i s  i n i ti ated l i ke a standard or 
preset cal l , w i th the ASD be i ng used to i dent i fy the cal l type as a 
test . A cal l i dent i f i ed by a CC as a test cal l wi l l  be routed l i ke a 
standard or preset cal l . As wi th the PSN , CC routi ng  of test cal l s  
wi l l  not i nterfere wi th the comp l eti on of standard , preset , or  exerc i se 
cal l s .  Test cal l s  a l l ow test i ng of port i ons of the system wi thout 
affect i ng the compl et i on of other types of cal l s . 

F i gure 3 i s  i l l ustrati ve of a regu l ar cal l that ut i l i zes many of 
the N ETS enhancements of the PSN . The user attaches the ASD and , upon 
rece i v i ng d i a l  tone , p l aces a cal l to 1 -950-0627 us i ng the fac i l i t i es 
of the l ocal  exchange carr i er .  The cal l i s  routed to the serv i ng  cal l 
control l er ,  CC1 . CC1 i ssues an encrypted chal l enge to the or i g i nator , 
wh i ch i s  answered by the or i g i nator•s ASD . Upon the successfu l ex
change of s i gnal s by CC1  and the ASD , the ASD d i al s  the des i red stat i on 
u s i ng  the standard , 10-d i g i t ,  North Ame r i can Number i ng P l an .  Through 
i ts trans l at i on tab l es , CC1 probes network  status to determi ne  whether 
CC2 can be reached th rough ord i nary PSN nodes or  whether the cal l must 
go through another CC en route , then determi nes that CC2 i s  the term i na
t i ng or  v i a CC for th i s  cal l . Upon rece i pt of encrypted s i gnal i ng 
i nformat i on , CC2 determi nes that CC4 i s  the next CC i n  the cal l . I f  
CC2 determi nes  there are no ava i l ab l e routes to CC4 , i t  then seeks 
al ternat i ve routes to CC4 by way of CC3 . I n  th i s  case i t  i s  assumed 
al so that there are no ava i l abl e trunks to CC3 because of congest i on or  
outage ; therefore CC2  noti f i es CC1  that  i t  cannot compl ete the cal l 
( th i s  act i on  i s  cal l ed 11Cran kback 11 ) .  CC1  exam i nes i ts tran s l ati on 
tabl es for an a l ternate route and s i gnal s toward CC3 . CC3 determi nes  
that  CC4 i s  the dest i nati on , whereupon the cal l i s  eventual l y  routed to  
the i ntended termi nat i ng  stat i on .  Each  sector of the transmi s s i on 
fac i l i t i es between CCs i s  compensated for amp l i tude and de l ay 
d i stort i on wh i l e  the cal l progresses to the next CC . Du r i ng these 
s i gnal i ng and swi tch i ng act i ons of  the CCs and the PSN , verbal cal l 
progress i nformati on i s  g i ven repeated l y  to the user . 

The p r i o r i ty serv i ce features ava i l abl e to NETS users are i nvoked 
on l y  when resources are l i mi ted , i . e . , when a p r i or i t i zed cal l i ng party 
cannot ga i n egress from a CC toward the des i red CC . Precedence and 
preempt i on ru l es determi ne the system treatment of the parti es . 

G .  Observat i on 

Both the NETS req u i rements and the i r poss i b l e  i mp l ementati ons have 
evol ved over t i me .  Th i s  chapter has desc r i bed a part i cu l ar tech n i cal  
i mpl ementat i on for prov i d i ng  the Nat i onal  Emergency Te l ecommun i cati ons 
Servi ce . Wh i l e  the Commi ttee has rece i ved extens i ve b r i efi ngs on th i s  
parti cu l ar approach , the f i nal  system i mp l ementat i on to prov i de N ETS 
serv i ce cou l d l ook  somewhat d i fferent .  Poss i b l e  d i rect i ons for such 
var i ati ons  are suggested i n  Chapter I V .  
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F i gure 3 :  Exampl e I l l ustrat i ng  the Enhanced Prob i ng 
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III. THE PUBLIC SWITCHED NETWORKS 

A .  I ntroduct i on 

Th i s  chapter descr i bes the publ i c  swi tched networks  of the U n i ted 
States and why they are the fac i l i ti es most  l i ke l y to prov i de a 
framework  for the successful  i mp l ementat i on of a Nat i onwi de Emergency 
Te l ecommun i cati ons Serv i ce ( NETS) . 

There are several tel ecommun i cat i on networks i n  the Un i ted 
States . Some serve the publ i c  general l y ,  wh i l e  others are con s i dered 
p r i vate , al though they often l ease fac i l i t i es that are owned by those 
prov i d i ng publ i c  serv i ce .  P r i vate networks have general l y  deve l oped 
for spec i f i c  serv i ces and are l i mi ted i n  the i r capab i l i t i es ,  e . g . , 
one-way transmi s s i on . Networks of broadcast stat i ons and cabl e TV 
networks are of th i s  type . Some networks are used for spec i f i c 
serv i ces , e . g . , packet data networks . Rad i o amateurs form a network  
that  i s  capab l e of two-way tel ecommun i cat i ons  but amateur rad i o  
channe l s are not general l y  used to establ i sh sel ecti ve commun i cati on  
between spec i f i c i nd i v i dual s or  organ i zati ons on a demand bas i s other 
than amateur packet rad i o .  There are now about 20 , 000 packet rad i o  
repeaters general l y  exchang i ng text f i l es at 1200 b i ts/second o n  a user 
to user bas i s .  

The publ i c  tel ephone system of the U n i ted States i s  un i que i n  that 
i t  prov i des sel ect i ve ,  two-way tel ecommun i cat i ons for vo i ce as i ts 
p r i mary serv i ce obj ect i ve . Th i s  serv i ce i s  not prov i ded by a s i ngl e 
suppl i er us i ng a s i ngl e network  but by a cohes i ve set of networks wi th 
wel l defi ned standard i nterfaces . There i s  a nati onal numbe r i ng or  
stati on -address i ng p l an that makes i t  poss i b l e  to  i denti fy the  po i nts 
of both serv i ce or i g i nati on and termi nati on . I t  cont i nues to grow i n  a 
pattern that u l t i mate l y  i s  i ntended to afford users un i versal access to 
serv i ces offered by network-based and non-network  serv i ce prov i ders . 

Th i s  serv i ce i s  made poss i b l e  by two bas i c factors : the un i versal  
North Ame r i can Numbe r i ng  P l an for address i ng a l l tel ephone stat i ons and 
term i nal s and by the i nterconnect i on of many l ocal  and l ong-di stance 
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networks. By th i s  address i ng p l an and i nterconnect i on , a nat i onal 
asset has been formed that makes poss i b l e ub i qu i tous tel ephone and 
other tel ecommun i cati on servi ces . 

Networks are formed from phys i ca l  fac i l i t i es .  Wh i l e  the operators 
of  some of these networks compete to carry the  traff i c offered by the 
publ i c ,  they al l ut i l i ze the same nat i onwi de address i ng or  number i ng  
p l an .  Th i s  network  of networks has become known as the 11 pub l i c  
swi tched network  ( PSN ) . 11 

B .  D i mens i ons  

The PSN1 represents an i nvestment of about 250 b i l l i on do l l ars . 
I t  has been des i gned wi th the obj ect i ve of rende r i ng u b i qu i tous serv i ce 
throughout the country . The publ i c  tel ephone network  i s  access i b l e  
th rough more than 19 , 000 tel ecommun i cati on centers . Reach i ng most 
bus i ness , i ndustr i al , and government l ocat i ons , more than 90% of the 
homes , co i n  tel ephones , and emergency roads i de tel ephones , fu l l y  
i nterconne�ted and used by a l l facets of the popul ati on , i s  what makes 
i t  publ i c .  The funct i onal  technol ogy of the network  that enab l es  
each user to sel ect a cal l ed po i nt from among 1 50 m i l l i on addresses i n  
the North Ame r i can Numbe r i ng P l an i s  known as " swi tch i ng . . . 

Because of th i s  great , addressab l e  connect i vi ty or  ub i qu i tousness , 
the network  i s  cal l ed the publ i c  swi tched network . Most th i n k of the 
network  from the standpo i nt of i ts essent i al transmi s s i on qual i ty-- the 
ab i l i ty to convey i ntel l i gence over l ong d i stances by a comb i nat i on of 
terrestr i a l , mu l t i -pai r ,  copper , coax i al , and opt i cal -f i ber cabl es , 
( re l ay )  m i crowave rad i o ,  and through space us i ng commun i cat i on 
satel l i tes . 

1wh i l e  the essent i a l pub l i c  network  evo l ved on the bas i s of provi d i ng  
tel ephone serv i ces , most  organ i zati ons that have offered on l y  vo i ce 
tel ecommun i cati ons i n  the past are now l oo k i ng forward wi th i n  the next 
few years to prov i d i ng  var i abl e tel ecommun i cati ons bandwi dth that can 
be used for any des i red tel ecommun i cati on by the users , encompas s i ng  
data , vo i ce , facs i m i l e ,  v i deo , or  fu l l mot i on p i ctures . 

2The fact that the network  i s  for the publ i c  i s  i nd i cated by i ts 
ava i l ab i l i ty for " common carr i age , "  i . e . , the content- i nsens i t i ve 
offe r i ng  of commun i cati ons serv i ces for h i re ,  i ts regul ati on by 
po l i t i cal  ent i t i es ,  the use of publ i c  franch i ses for i ts use of publ i c  
streets and r i ghts-of-way , and the offer i ng of publ i c  serv i ces wi th 
co i n and other publ i c  tel ephone stat i ons . 
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C .  What i s  the PSN? 

For the purposes of publ i c  tel ecommun i cati on , the U n i ted States i s  
d i v i ded i nto approxi mate l y  18 , 000 geograph i ca l  d i v i s i ons  known for pur
poses of regu l ati on and tar i ff i ng  as " exchanges . "  On l y  one company 
provi des publ i c  tel ephone serv i ce to users wi th i n  an exchange . Th i s  
company i s  known as the l ocal -exchange carr i er ( LEC) . I t  operates 
equ i pment  i n  one or  more bu i l d i ngs , cal l ed end off i ces , wi th i n  the 
exchange and has franc h i ses from the c i t i es and towns where i t  operates 
to prov i de the serv i ce ,  i nc l ud i ng the p l acement of outs i de p l ant i n  the 
form of condu i ts ,  pol es , cab l es , crossconnect boxes , etc . There are 
approxi matel y 1450 LECs i n  the Un i ted States . 

The end off i ce conta i n s  the equ i pment needed to render the 
serv i ces . It i nc l udes power equ i pment and standby generator wi th fuel 
storage , vau l ts where cab l es termi nate , swi tch i ng equ i pment , trans
mi ss i on termi na l  equ i pment and  secu r i ty to  control  personnel access . 
Depend i ng upon the number of termi na l s or stat i ons served by the 
exchange there may be more than one swi tch i n  the end off i ce .  Further
more, each swi tch may serve more than one end- or  central -off i ce 
code ( s )  used to i dent i fy and address  stat i ons . These end- or  central 
codes are known as NNX codes , where N stands for the d i g i ts 2 to 9 and 
X for the d i g i t val ues 0 to 9 .  There are approx i mate l y  20 , 000 NNX 
codes i n  use i n  a l l areas . These codes are ass i gned to some 19 , 000 
l ocal -off i ce swi tches , some of wh i ch serve more than one NNX . I t  i s  
from these l ocal  or  end-off i ce swi tches that most users obta i n d i a l  
tone when p l ac i ng cal l s .  

Bel l Operat i ng Company ( BOC ) and General  Tel ephone operat i ng com
pan i es ( GTOC ) exchanges of domi nant LECs are grouped i nto l ocal  access 
and transport areas ( LATAs ) .  W i th some except i ons , LECs prov i de a l l 
i nterexchange serv i ces wi th i n  the LATAs and i nterexchange carr i ers 
( I Cs ) prov i de serv i ces between LATAs . Some i nterexchange carr i ers , as 
we l l as i n te rnati onal  carr i ers , prov i de serv i ce between the Un i ted 
States and other  countr i es .  There are a l so compan i es that obta i n l i nes 
from LECs and I Cs to resel l i nterexchange serv i ce .  

There i s  a smal l number of I Cs and rese l l ers that own and operate 
the i r own swi tch i ng and transmi s s i on equ i pment . I ndependent te l ephone 
compan i es ,  those not aff i l i ated wi th Reg i onal  Bel l Operat i ng Compan i es 
( RBOCs ) , operate the i r own exchanges and offer i nterexchange serv i ce by 
connect i ng wi th I C s  e i ther d i rectl y or th rough Bel l or  GTE LECs . There 
are 183 LATAs i n  the Un i ted States . Most are wi th i n state boundar i es 
but  there are a few that extend over cont i guous state boundar i es .  

Each i nterexchange carr i er or resel l er offer i ng i nterLATA serv i ce 
has been ass i gned a three-d i g i t carr i er i dent i f i cat i on code of the form 
XXX . The code i s  used to reach a spec i f i c  I C  from a stat i on-
connected l ocal  off i ce .  More than 400 of these codes have been as
s i gned , a l though on l y  a few are we l l known and publ i c i zed , such as 222 
for MC I , 288 for ATT , and 777 for U . S .  Spr i n t .  
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The technol og i es i n  the swi tch i ng off i ces of the Un i ted States 
PSN are var i ed ,  u s i ng many forms of e l ectromechan i ca l  and el ectron i c 
swi tch i ng .  However ,  73% of the l i nes are now served by e l ectron i c  
swi tch i ng ,  most of i t  u s i ng the tech n i que of stored program control 
( SPC ) . Most I C  swi tch i ng i s  of the SPC type . S i nce  1986 a l l l ocal SPC 
off i ces of the Bel l Operat i ng Compan i es and GTE of greater than 1 0 , 000 
l i nes have been arranged for g i v i ng subscr i bers  " equal  access "  to a l l 
I Cs . The process of prov i d i ng equal access from other compan i es• 
l ocal  swi tch i ng off i ces i s  cont i nu i ng .  A l l subsc r i bers assoc i ated wi th 
these off i ces have been requ i red to choose a preferred IC to carry 
the i r i nterLATA traff i c .  

To reach a spec i f i c I C  wi thout presubsc r i pt i on the XXX carr i er 
code i s  used . From non-equal -access off i ces , 950-0XXX or 950- 1XXX , 
depend i ng on the carr i er ,  i s  d i al ed .  The number 950-0627 has been 
ass i gned as an address for l ocal off i ces to recogn i ze NETS cal l s .  ( For  
equal -access l ocal  off i ces , prefi xes of the  form 1XXX  are used  to reach 
non-presubscr i pt i on I Cs . ) The l ocal and access tandem swi tches use 
these numbers to d i rect the cal l to the nearest known cal l 
control l er .  The I Cs connect wi th l ocal  stat i ons of the LEC over 
fac i l i t i es they prov i de or l ease that reach the transmi s s i on meet i ng 
po i nts , known as 11 po i nts of presence ( POP) " wi th i n each LATA . The LECs 
prov i de fac i l i t i es to reach each of the POPs and operate approx i mate l y  
350 access tandem ( AT )  swi tch i ng offi ces that , among  other funct i ons , 
gather and d i str i bute traff i c to and from I Cs .  Most access tandems are 
of the SPC type . The I Cs operate approxi mate l y  300 of the i r own 
swi tches , wh i ch have been l oose l y  cal l ed " tol l 11 swi tches s i nce they are 
provi ded for l ong-d i stance , or  to l l , serv i ce .  

The North Ame r i can Number i ng P l an i nc l udes three-d i g i t area codes 
current l y of the form NOX or  N l X  ( NO/lX ) .  Cal l s  between stat i on s  w i th 
d i fferent area codes are i n  most cases served by I Cs .  P ref i xes to 
cal l ed stat i on addresses , 0 ,  1 ,  01 , 00 , 0 1 1 , as we l l as certa i n area 
codes such as 800 , are used to d i st i ngu i sh  serv i ces . Codes start i ng  
wi th 1 ,  such as 1NX , are used wi th i n networ ks to des i gnate spec i al 
system acti on . These codes are not recogn i zed by l ocal -off i ce swi tches 
i f  d i a l ed by the pub l i c .  Some of these codes are used by NETS to 
access spec i a l rout i ng tab l es wi th i n host tol l swi tches . 

Cal l s  w i th i n  LATAs are routed over d i rect trun ks connect i ng l ocal  
swi tches or  through access tandems . Most  I Cs have trunks to and from 
access tandems . Where there i s  heavy traff i c there may be trunks from 
l ocal  offi ces d i rectl y to spec i f i c  I Cs .  Between LATAs , each I C  has i ts 
own arrangement for b r i n g i ng cal l s  to i ts swi tches . Those wi th on l y  a 
few swi tches favor the use of l ong transm i s s i on fac i l i t i es such as 
f i ber-opt i c routes for carry i ng  cal l s  from the po i nts of presence to 
the sma l l n umber of swi tches . AT&T has swi tches i n  a l most a l l LATAs . 
On the average each cal l sent to an I C  passes through s l i ght l y more 
than two swi tches . AT&T has reduced i ts former fou r- l eve l h i erarch i ca l  
network  to  one  of two l evel s wi th a new form of routi ng , known as  
" dynami c non- h i erarch i ca l  rout i ng  ( DNHR ) . '' I n  th i s  network there i s  a 
maxi mum of 1 6  a l ternate routes between any two swi tches . There i s  no 
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set m i n i mum : l ocal m i n i ma are set by the des i gners i n  response to 
economi c and traff i c constra i nts on the network . 

Bes i des us i ng the rout i ng i n  l ong-d i stance networks i n  the usual  
manner ,  N ETS CCs wou l d i nc l ude rou t i ng tabl es  that wou l d probe routes 
not normal l y  taken i n  establ i sh i ng commerc i al cal l s  between a 
part i cu l ar pa i r of swi tch i ng nodes . To a i d  i n  th i s  process , 1NX codes 
wou l d be d i a l ed by the CCs and the rece i v i ng tol l swi tch i ng off i ces 
woul d respond by us i ng spec i al rout i ng tab l es  to se l ect trunk groups i n  
attempt i ng to comp l ete NETS cal l s .  

The gl ue that b i nds the network  and i ts address pl an together  i s  
the s i gnal i ng that i s  used between the cal l i ng stat i on and i ts 
asso c i ated l ocal off i ce and between off i ces over the enti re country . 
S i gnal i ng prov i des for the transfer of i nformat i on about the cal l 
between swi tch i ng nodes , i nc l ud i ng such i tems as cal l o r i g i nat i on or  
trunk  se i zures , cal l ed address ( X0/1X-NNX-XXXX ) ,  where necessary the  
cal l i ng address , and  answer and  d i sconnect i nd i cati ons . For  many years 
th i s  s i gnal i ng took p l ace over the same paths used to transm i t the 
speech ( some t i mes known as " i n-band "  or " i n - s l ot" s i gnal i ng) . S i nce 
1976 the trend i n  s i gnal i ng i n  l ong-d i stance networks has been away 
from th i s  use of the speech paths to the use of separate data channe l s 
for s i gnal i ng messages . Th i s  form of s i gnal i ng i s  known as " Common 
Channel S i gnal i ng ( CCS) . " The swi tch i ng nodes for the s i gnal i ng network  
are known as s i gnal  transfer  poi nts ( STPs) . AT&T has i mp l emented th i s  
form of s i gnal i ng i n  i ts network  and i s  currentl y u s i ng i t  to serve 
over 90% of i ts cal l s .  Other I Cs are expected to empl oy th i s  techn i que 
wi th i n  the next few years . 

For s i gnal i ng purposes the AT&T network  d i v i des  the Un i ted States 
i nto seven reg i ons . There i s  one pa i r of STPs i n  each reg i on to serve 
al l cal l s  that o r i g i nate , termi nate , or  pass through swi tch i ng off i ces 
i n  the reg i on .  To ensure serv i ce re l i ab i l i ty ,  con s i derab l e redundancy 
i s  bu i l t  i nto the CCS network . Each STP of the pa i r i s  l ocated i n  a 
d i fferent c i ty and i s  reached over data l i n ks that take d i verse 
routes . Each STP i nc l udes redundant processors . W i th i n the next few 
years , when al l AT&T cal l s  are served u s i ng CCS , fourteen STPs 
throughout the nat i on wi l l  handl e the s i gnal i ng message for the ent i re 
AT&T network . A l though th i s  i s  eff i c i ent  and econom i cal from the 
carr i er ' s  po i nt of v i ew ,  the network  has greater vul nerab i l i ty to enemy 
attack than wou l d be the case i f  the swi tch i ng contro l were d i str i buted 
over a l arger comp l ex of ( smal l er) swi tches . 

The CCS networks of other I Cs a l so prov i de redundancy to ensure 
serv i ce cont i nu i ty .  Be i ng smal l er ,  they have fewer STPs but l onger , 
more vul nerabl e data l i n ks . The maj or  LEC operat i ng compan i es are 
pl ann i ng to use CCS . Currentl y announced p l ans contemp l ate the use of 
th i s  form of s i gnal i ng on l y  for spec i a l servi ces , such as for 
800-number  and cred i t-card cal l i ng . It m i ght  a l so be used for 
s i gnal i ng between LECs and I Cs .  However , most cal l s  wi th i n  LATAs are 
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not l i ke l y to depend upon CCS for successful  cal l comp l et i on i n  the 
near term . 

For most of the new and spec i al serv i ces , data bases are added to 
the CCS networks , usual l y  at some STP l ocat i ons . I n  i ts present form 
the NETS cal l i ng does not  depend for i ts operat i on upon the 
ava i l ab i l i ty of these data bases . 

Bes i des the stat i ons that are connected d i rectl y to l ocal , central 
offi ces , there are stat i ons connected to swi tch i ng nodes for commun i ca
t i on wi th i n  premi ses , such as i n  bus i nesses , school s ,  i ndustr i a l , and 
governmental l ocati ons . These swi tch i ng nodes are general l y  known as 
p r i vate bran ch exchanges ( PBXs } . I t  i s  est i mated that there are about 
30 mi l l i on stat i ons served by PBXs . Stat i ons  served by pr i vate swi tch
i ng nodes n eed not be part of the nati onal number i ng pl an ,  i n  wh i ch 
case they are not part of a PSN . These swi tches and the i r assoc i ated 
transmi s s i on fac i l i t i es form the many pr i vate networks i n  the Un i ted 
States . Usual l y  stat i ons on p r i vate networks al so have access to 
trunks that termi nate on l ocal  PSN swi tches . As a resul t the stat i ons 
may p l ace and rece i ve cal l s  from the PSNs as we l l as wi th i n  the p r i vate 
network . Those wi th p r i vate network fac i l i t i es may l ease the i r use to 
prov i de tel ecommun i cati on serv i ces to others . The Federal Te l ecom
mun i cati on Serv i ce 2000 ( FTS-2000 } , currentl y up for b i d ,  i s  an examp l e 
of a serv i ce that may ut i l i ze pr i vate fac i l i t i es .  As such , i t  may not 
be part of the PSN and therefore not be con s i dered as a contender for 
the NETS . However ,  as wi th other p r i vate networks , many stat i ons 
served by FTS-2000 wi l l  be abl e to p l ace and rece i ve PSN cal l s  and 
therefore wi l l  not be excl uded from the NETS . 

Al so part of the PSNs are cel l u l ar mob i l e  and A i rfone serv i ces . 
When they ut i l i ze addresses i n  the North Amer i can Numbe r i ng P l an ,  they 
may be con s i dered as access or te rmi nat i ng po i nts for NETS cal l s .  

D .  Vu l nerab i l i ty of the PSN 

S i nce the PSN serves popu l at i on centers i t  i s  most vul nerabl e to 
counterva l ue attacks a i med at these centers . The Commi ttee exami ned 
the effect of var i ous attack scenar i os on the PSN . The heav i er  the 
attac k ,  the greater the l oss of fac i l i t i es and the more " i s l ands " are 
formed from the damaged PSN . 

The Comm i ttee al so exami ned the effects of nuc l ear fal l out  and 
e l ectromagnet i c pu l se ( EMP } on the PSN . As i nd i cated i n  footnote 1 ,  
next page , tests of spec i f i c  terrestr i a l tel ecommun i cati ons equ i pment 
have shown that  where fac i l i t i es surv i ve destruct i ve h i ts ,  the EMP and  
other env i ronmental effects are on l y temporary . Carr i er systems , 
b u r i ed opt i cal -f i ber cabl es , and swi tch i ng systems may be expected to 
cont i nue  or  resume operat i on wi th i n  a short t i me after an attack . They 
shoul d be abl e to p rov i de serv i ce unti l exhaust i on of fuel or the 
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normal attr i t i on of components causes the fa i l ure of pr i mary and 
redundant system e l ements . l 

The ub i qu i ty of the  l ong-d i stance networks of the PSN i s  h i gh l y  
dependent upon the surv i vab i l i ty o f  the AT&T network . Currentl y ,  many 
I Cs use the AT&T network  to reach poi nts where they do not yet have 
the i r own fac i l i t i es .  W i th the dependence of the AT&T network upon 
CCS , the surv i vab i l i ty of the CCS network  i s  v i tal for the successful  
operat i on of NETS i n  the post-attack per i od .  Thus the NETS i mp l ementa
t i on must i nc l ude suppl ement i ng the AT&T STP-CCS s i gnal i ng network , 
s i n ce these nodes and data channe l s may be destroyed or become i nac
cess i b l e  under accurate l y p l anned attack . Al ternat i ves proposed by 
AT&T i nc l ude prov i s i on of a form of CCS assoc i ated wi th i nterswi tch or 
trunk  routes . The data channe l s for th i s  assoc i ated method of CCS have 
been g i ven var i ous names , the most stud i ed be i ng known as 11 S- 1 1 n ks 11 
( See Chapter I V } . 

E .  Surv i vab i l i ty of  the PSN 

The PSN serves a l l of the Un i ted States popul at i on i n  the i r 
res i dences , the i r bus i nesses and i ndustr i es ,  and l ocal , state and 
federal governmen ts . Even where p r i vate networks are used for serv i ce ,  
the fac i l i t i es for these networks are usual l y  der i ved by u s i ng segments 
of the PSN . Excl ud i ng the PSN from a rol e i n  the post-attack per i od 
woul d  i mp l y  rewi r i ng the country . 

lour i ng i ts exami nati on of the overal l surv i vab i l i ty of N ETS , the 
Commi ttee ra i sed the fol l owi ng questi on : wi l l  the i nf l uence of the 
e l ectromagneti c pu l s e  ( EMP } rad i ated by h i gh-al t i tude (>  100 km or  so } , 
h i gh-yi e l d ,  nuc l ear detonat i ons  be a ser i ous probl em i n  the proper 
i mpl ementat i on of N ETS and i ts operat i onal  performance? To update and 
to understand th i s  i ssue better , the Comm i ttee rece i ved a b r i ef i ng by 
the NCS on recent NCS f i e l d  test i ng of maj or  components of the publ i c  
swi tched netwQrk  ( PSN } , u s i ng EMP s i mu l ators . These components i nc l ude 
the AT&T SEssTM swi tch , the FT3C Mu l t i -Mode Opt i cal F i ber Commun i ca
t i on System , and the Tl  System i nc l ud i ng the 04 Channe l Bank . I n  
add i t i on , future tests are p l anned for the AT&T 4ESsTM and the 
Northern Tel ecom DMS- 100 swi tches . The resu l ts of tests to date have 
i nd i cated that al though there were some m i nor  tran s i ent upsets 
exper i enced , there were no maj or system fa i l ures ( burnout } . Wh i l e  
certa i n unexp l a i ned effects have been uncovered i n  spec i al s i tuati ons , 
none of the probl ems i s  beyond reasonabl e techn i ca l  and economi c 
resol ut i on . The Commi ttee has found the NCS program for EMP 
vul nerab i l i ty assessment  and mi t i gat i on to be wel l conce i ved and 
conducted . Further work  on 4ESS and DMS- 100 swi tch test i ng  and 
assessment i s  recommended , s i nce EMP has been qu i te controvers i a l and 
more hard ev i dence wi l l  be useful . The EMP test resu l ts on components 
of  the PSN have con f i rmed q u i te we l l the maj or  resu l ts expected and 
d i scussed i n  prev i ous NRC commi ttee reports to the NCS . 
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No matter what type of attack the nat i on susta i ns , i s l ands of the 
PSN wi l l  surv i ve .  It  i s  the N ETS obj ect i ve to perm i t cal l i ng wi th i n  
and between these surv i v i ng i s l ands . Stated i nversel y ,  some PSN 
fac i l i t i es wou l d surv i ve ,  even after mass i ve nuc l ear attack . 

Al l I Cs are p l ann i ng or emp l oy i ng common channel  s i gnal i ng .  S i nce  
the number of nodes  i n  the s i gnal i ng networks i s  smal l ,  th i s  port i on of 
the publ i c  swi tched network i s  part i cu l arl y vu l nerabl e .  Proposal s have 
been made to c i rcumvent the common channel  s i gnal i ng i n  the AT&T 
network i n  the event  of an attack . These proposa l s m i ght  be costl y to 
i mp l emen t  and ma i nta i n .  

The reg i onal  Be l l ho l d i ng  compan i es are a l l p l ann i ng common 
channel  s i gnal i ng for spec i al types of cal l s  such  as 800 and cred i t
card . However ,  there are no current p l ans for general use of common 
channe l s i gnal i ng for pl a i n o l d tel ephone serv i ce ( POTS ) . I ntroduct i on 
of new access methodo l og i es such as I SDN are caus i ng the RBOCs to 
restudy th i s  pos i t i on .  

Survi vab i l i ty stud i es have shown that i mprovements can be made i n  
extend i ng i s l ands of serv i ce i n  the post-attack per i od by appropr i atel y 
augment i ng the publ i c  network . These fac i l i t i es wou l d be i n  add i t i on 
to those norma l l y  requ i red by the PSNs . Wh i l e  costl y to i nstal l and 
ma i ntai n ,  these augmentat i ons  to the publ i c  networks cou l d i ncrease the 
s i ze of the post-attack serv i ce i s l ands . 

Augmentat i on wou l d a l so be useful  i n  establ i sh i ng b r i dges between 
pub l i c  networks , parti cu l arl y between I Cs , where compet i t i on general l y  
precl udes such  con s i derat i ons . Separate NCS programs such as Commer
c i a l Sate l l i te I nterconnect i v i ty ( CS I ) and Commerc i a l Network Surv i v
ab i l i ty ( CNS ) are d i rected to prov i d i ng for these l i m i ted needs i n  the 
post-attack envi ronment . 

To ut i l i ze the surv i v i ng port i ons of the publ i c  networks requ i res 
access th rough stat i ons . These stat i ons  connect d i rect l y to more than 
19 , 000 l ocal  swi tch i ng off i ces of the Bel l and I ndependent operat i ng 
compan i es ,  or  beh i nd PBXs that reach the l ocal  off i ces over trunks . 
These trunks are general l y  i n  the same cabl es as subscr i ber l i nes , even 
when many are gradual l y  be i ng conve rted to use the newer d i g i ta l  tech
no l ogy . 

The access th rough the l ocal off i ce to an access tandem or other 
swi tch i s  used to reach the I Cs for l ong-d i stance cal l i ng ( NETS i s  
d i rected p r i mar i l y  at l ong-d i stance serv i ce .  Local serv i ce may we l l be 
se rved by other fo rms of commun i cati ons ) . Congest i on i n  the l ocal  
swi tches may i mpede and del ay , but not necessar i l y  prevent ,  cal l s  
p l aced i n  l ocal  offi ces congested by a post-attack surge i n  network  
traff i c from reach i ng trunks to  the l ocat i on of an or i g i nat i ng CC . 
These CCs are most l i ke l y to be assoc i ated wi th an access tandem . 
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The f i rst step i n  process i ng a cal l attempt through a l ocal  off i ce 
i s  to prov i de d i al tone . Th i s  i nd i cates that the off i ce  i s  ready to 
accept the ca l l . D i fferent arrangements ex i st i n  the l ocal  swi tches to 
a l l ocate d i a l  tone to l i nes i n  t i mes of severe over l oad . The a l 
gor i thms or  des i gn strateg i es used are compl ex .  Several  d i fferent 
strateg i es ex i st i n  the var i ety of swi tch i ng systems that ex i st i n  the 
l ocal  offi ces i n  serv i ce today . L i m i ted- l ength queues or  buffers  are 
establ i shed wi th d i fferent d i sc i p l i nes . The most-used examp l es  are the 
" f i rst i n  f i rst out"  ( F I FO )  and " l ast i n  f i rst out"  ( L I FO) buffers . 

For NETS cal l s  to avo i d  be i ng p l aced i nto these queues they need 
on l y  be i denti f i ed by or i g i nat i ng l i ne . However ,  i n  some state j ur i s
d i cti ons  pr i or i t i z i ng of l i nes or  cal l s  i s  current l y i l l egal . Further
more , many NETS users are beh i nd government PBXs . Therefore , and to 
avo i d  i neff i c i en c i es assoc i ated wi th sett i ng  up separate , smal l ,  
preferent i a l trunk groups wi th i n  PBXs , . a l l  trunks from these PBXs , 
whether or  not they were  be i ng used for NETS cal l s ,  wou l d rece i ve 
preferred treatment . 

I t  may not be known from where NETS cal l s  wi l l  or i g i nate , and thus 
i t  wou l d be d i ff i cu l t to establ i sh a pr i or i ty for l i nes from wh i ch such 
cal l s  may or i g i nate . Tyi ng N ETS cal l ers  to p r i or i t i zed l i nes , even i f  
permi tted , wou l d greatl y reduce f l ex i b i l i ty i n  the use of ASDs . 

I t  i s  d i ff i cu l t to i mp l ement spec i a l pr i or i ty for NETS cal l s  i n  
l ocal  off i ces . However ,  the Commi ttee was assured that pers i stence i n  
rema i n i ng off-hook for d i a l  tone wi l l  eventual l y  succeed , i . e . , these 
cal l attempts wou l d be processed for trunk sel ect i on to an access 
tandem . 

NETS cal l s  are d i st i ngu i shed i n  l ocal off i ces by the number  
d i a l ed .  To  ensure that  the cal l s , once d i a l ed ,  reach an access tandem 
where a CC i s  l i ke l y  to be l ocated , some prov i s i on i s  needed i n  NETS to 
ensure ava i l ab i l i ty of i d l e  trunks between l ocal  and access tandem 
offi ces i n  t i mes of congest i on .  Th i s  wi l l  requ i re some mod i f i cat i on of 
the trun k i ng arrangements between l ocal and tandem offi ces . These 
mod i f i cat i ons wou l d con s i st  of d i v i d i ng the tandem trun k groups and 
prov i d i ng a trunk subgroup for NETS cal l s .  Th i s  d i v i s i on of the trunk 
groups cou l d be used rout i ne l y wi th prov i s i on for confi n i ng the trunk 
subgroup to  NETS cal l s  be i ng i n i t i ated pre-attack .  

Fragmentat i on of the PSN i nto i s l ands of serv i ce may pose a 
probl em i n  synch ron i zati on of transmi s s i on and swi tch i ng fac i l i t i es .  
Syn chron i zati on i s  c r i t i cal  i n  mi n i m i z i ng e rrors i ntroduced i nto net
wo rks ' mu l t i p l ex transm i s s i on systems . Today the nati onal  networks are 
synchron i zed from central i zed , h i gh l y  stab l e ,  s i ngl e-frequency sources : 
a Ces i um c l ock wi th a stab i l i ty of 1 part per ( pp) 1012/day , used as  
reference for 30 master frequency suppl i es i n  the AT&T l on�-d i stance 
network  wi th free-runn i ng stab i l i ty of better than 1 pp 10 day . 
Each frequency supp l y m i m i cs the next h i gher  l evel supp l y  stab i l i ty 
when referenced to i t .  The worst free- runn i ng tol erances i n  end- or  
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central -off i ce swi tches wi l l  a l l ow i s l ands of the system to run 
sati sfactor i l y for at l east s i x  months . Even i n  an extreme s i tuat i on  
of as many as 268 frame s l i ps/hour a frame s l i p  wi l l  appear on l y  as a 
" pop " i n  transmi s s i on and wi l l  not requ i re resynch ron i zati on . I n  
actual  operat i on swi tches may wel l exper i ence fa i l ures other than 
synch ron i zat i on that wi l l  requ i re ma i ntenance attent i on weekl y or even 
da i l y ,  and crews wi l l  a l so check synchron i zati on dr i fts under rout i ne  
ma i ntenance procedu res . I f ,  as recommended by  the  predecessor 
commi ttee ' s  reports , s i mp l e ,  standard procedures are posted promi nentl y 
at every swi tch i ng off i ce ,  i t  appears to the Commi ttee that 
synchron i zat i on i s  not a probl em i nsofar as NETS i s  concerned . I t  may 
we l l ,  however , requ i re attent i on i n  NSEP s i tuat i ons  beyond NETS . The 
Commi ttee wi l l  address  that quest i on i n  i ts subsequent report , on 
synchron i zat i on and swi tch i ng i n  NSEP tel ecommun i cati ons . 

F .  Endurab i l i ty of the PSNs 

An advantage of N ETS , u s i ng the PSN , i s  that N ETS may be tested 
and ma i nta i ned as part of the regu l ar networks ' rout i nes . The use of 
the publ i c  networks has other bu i l t- i n  advantages . As these networks 
grow and change , the i mp l ementat i on of NETS serv i ce wi l l  a l so be  
rev i sed , parti cu l ar l y to take advantage of i mprovements i n  technol ogy . 
The i ndustry i s  very vo l at i l e  and many techno l ogi cal and serv i ce 
i mprovements are foreseen for the future . Terms represent i ng these 
i mprovements are " f i ber opt i cs , "  " DACS , " " I SDN , "  " broadband swi tch i ng , "  
etc . , and are found regu l arl y i n  the trade press and represent future 
i nvestments i n  the PSN . W i th the depl oyment of NETS as a regu l ar part 
of the publ i c  network  serv i ces , NETS wou l d automat i cal l y  be con s i dered 
as a regu l ar part of PSN growth and rearrangements . 

I n  part i cu l ar , the eme rgence of the i ntegrated serv i ces d i g i ta l  
network ( I SDN } capab i l i ty has  been much d i scussed . I SDN wi l l  prov i de 
end-to-end d i g i ta l  transmi s s i on and permi t tel ephone l i nes to be used 
for vo i ce ,  data and other servi ces that take advantage of th i s  
transmi ss i on . Wh i l e  th i s  m i ght  a l so extend to NETS cal l s  once 
establ i shed , i t  does not  prov i de for the rou t i ng  necessary for the 
i n i t i a l estab l i shmen t of NETS cal l s . Furthermore , the prov i s i on of  
I SDN on a nat i onwi de bas i s ant i c i pates the  use of common channe l  
s i gnal i ng ,  one of the maj or  e l ements i n  the PSN  requ i r i ng augmentat i on 
to surv i ve for N ETS use . 

Spec i f i ca l l y ,  regu l atory requ i rements and dec i s i ons  for equal  
access , Comparab l y  Eff i c i ent  I nterconnect i on ( CE I } ,  and Open Network 
Arch i tecture ( ONA } have i nfl uenced and wi l l  cont i nue to i nf l uence the 
des i gn and use of the PSN . These concepts have been and are be i ng 
con s i dered for i ntroduct i on i n to the PSNs to ach i eve compet i t i ve par i ty 
between network-based and non-network serv i ce p rov i ders . The i mpact o f  
these dec i s i ons  o n  serv i ces offered by t h e  PSN , s u c h  a s  I SDN a n d  other 
so-cal l ed i n tel l i gent  network serv i ces , i s  uncerta i n .  N ETS shoul d not 
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depend upon these con s i derat i ons . However ,  to the extent that regu l a
t i on may skew network  topo l ogy , the NCS shoul d be a l ert to the poss i b l e  
need for obta i n i ng wa i vers of ru l es that mi ght i mpede depl oyment  of 
network assets necessary to meet i ng NETS requ i rements . 

G .  Summary of Concerns About the Use of the PSN 

The commi ttee has e i ght pr i nc i pa l  concerns about the use of the 
PSN for NETS . 

• Swi tch i ng off i ces th roughout the PSN wi l l  have to be mod i f i ed 
for the proper routi ng of N ETS cal l s .  

• Augmentat i on of the transmi ss i on fac i l i t i es of the PSN shoul d 
be i mp l emented to i mprove post-attack connect i v i ty .  

• S i gnal i ng i n  the PSN i s  i ncreas i ng l y  dependent upon common 
channe l s i gnal i ng wh i ch ,  wh i l e  eff i c i ent and economi cal for the 
carr i ers , makes PSN serv i ces more d i ff i cu l t to prov i de shoul d 
these s i gnal i ng fac i l i ti es be d i srupted . 

• Post-attack ,  there i s  l i ke l y to be heavy demand and assoc i ated 
congest i on i n  l ocal  off i ces and i ntraLATA networks i n  general . 
Th i s  wou l d  make i t  d i ffi cul t to p l ace a N ETS cal l to an or i g i n
ati ng CC . W i thout access to the f i rst or or i g i nat i ng CC , NETS 
wou l d be i neffecti ve . Users generate requests for serv i ce .  I f  
the assoc i ated swi tch i ng system can serve the cal l the system 
a l l ocates fac i l i t i es and i nd i cates th i s  by return i ng d i a l  tone . 
Al go r i thms or  strateg i es des i gned i nto e l ectron i c  swi tch i ng 
systems dec i de the order i n  wh i ch l i nes o r i g i nati ng these cal l 
attempts wi l l  be served . There are several  a l gor i thms i n  use i n  
d i fferent , modern , swi tch i ng systems and these are st i l l  be i ng 
mod i f i ed .  After exami n i ng these d i fferent strateg i es the Commi t
tee conc l uded that by wa i t i ng ,  even i n  per i ods of severe overl oad , 
or i g i nat i ng N ETS cal l s  wi l l  eventua l l y  be abl e to rece i ve d i a l  
tone and  p l ace the i r cal l s  to  NETS ; however , p r i o r i ty shou l d be  
g i ven to  those l i nes known to  o r i g i nate NETS cal l s .  

• Du r i ng per i ods of heavy congest i on ,  the ava i l ab i l i ty of trunks 
to and from the access tandems i s  a l so c r i t i ca l  to NETS opera
t i on .  Therefore , the Commi ttee recommends that the trunk groups 
to and from access tandems be eng i neered and prov i s i oned i n  the 
pre-attack per i od so that N ETS cal l s  wi l l  be assured access to an 
adequate number of these trunks . Provi s i on shou l d a l so be made to 
rej ect non -ASD-o r i g i nated cal l s  us i ng these trunks and qu i ckl y 
resto r i ng the trunks for NETS use . 

• Al most al l carr i ers  prov i de for the i r own emergency power 
for a l i mi ted t i me per i od shoul d commerc i a l power supp l y  be 
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i nterrupted . For the l ong  term after an attack i t  wi l l  be 
necessary to ensure the cont i nu i ty of power to operate the 
surv i v i ng tel ecommun i cati on fac i l i t i es .  Th i s  has been noted i n  
prev i ous reports on NSEP tel ecommun i cati onsl , 2 , 3 . 

• There i s  a need to ensure the ava i l ab i l i ty of cont i n u i ng  
support for NETS i n  the form of trai ned ma i ntenance personnel  and 
ava i l ab i l i ty of spare parts . 

• To surv i ve a nuc l ear attack ,  new equ i pment  p l aced i n  the 
tel ecommun i cat i on i nfrastructure must cont i nue to be res i stant to 
fal l out  and e l ectromagnet i c i mpul se ( EMP ) . 

After due con s i derat i on by the Commi ttee , the fol l owi ng  tab l e 
summar i zes where , i n  i ts j udgment ,  further act i on i s  requ i red on these 
i tems . 

D i spos i t i on of Commi ttee•s Concerns wi th PSNs 

Areas of Further Act i on Regu i red 
Concern 

wi th i n  NETS be�ond NETS 
Swi tch i ng X 
Transmi ss i on 

Connect i v i ty X 
S i gnal i ng X 
Synchron i zati on X 
Congest i on X X 
Ava i l ab i l i ty of 

Power X 
Ma i ntenance of PSNs X X 
Nuc l ear Weapons 

Effects X 

1Te l ecommun i cati ons I n i t i at i ves Toward Nat i onal  Secu r i ty and 
Emergency Preparedness ( F i na l  Report ) ;  Nat i onal  Academy Press , 
Wash i ngton , D . C . , March , 1984 . 

2The Pol i c  P l ann i n  Env i ronment for Nat i onal  Secur i t  
Te l ecommun i cati ons F i na l  Report ) ;  Nat i onal  Academy Press , Wash i ngton , 
D . C . , Ju l y 1986 . 

3The Pol i cy P l ann i ng Env i ronment for Nat i onal  Secur i ty 
Te l ecommun i cat i ons ( Annual  Report ) ;  Nat i onal Academy Press , Wash i ngton , 
D . C . , May 1985 . 
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H .  CONCLUS I ONS 

The publ i c  swi tched network  ( PSN ) , a network of networks i n  the 
Un i ted States , and poss i b l y  Canada , prov i des the most  general l y  
ava i l abl e form o f  tel ecommun i cati on fac i l i t i es that cou l d be used i n  a 
post-attack per i od .  The PSN prov i des ub i qu i tous ava i l ab i l i ty ,  wi th a 
known address or n umbe r i ng p l an .  I t  i s  expected that some parts of i ts 
vast component networks wi l l  surv i ve .  The parts that do surv i ve cou l d 
be used as i s l ands of commun i cat i on and eventua l l y  these i s l ands coul d 
be reconnected as  restorat i on of cr i t i cal paths proceeds . Some of 
these cr i t i cal paths cou l d be i mpl emented pre-attack as augmentat i ons  
to  the networks . Other arrangements are  a l so needed i n  the  p l ans for 
use of the PSN to ensure s i gnal i ng and access desp i te l ocal -area 
congest i on .  
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IV. VARIOUS MEANS OF PROVIDING THE 

NATIONAL EMERGENCY TELECOMMUNICATIONS SERVICE 

A .  I ntroduct i on 

There i s  a number of a l ternat i ve ways to meet N ETS req u i rements , 
i nc l ud i ng spec i a l  ded i cated systems and over l ays to exi st i ng systems . 
I n  order to eval uate a l ternat i ve i mp l ementat i ons , the Commi ttee 
estab l i shed the fo l l owi ng g u i del i nes and eva l uat i on c r i ter i a :  

• Surv i vab i l i ty of the vo i ce capab i l i ty must be i ndependent of 
spec i f i c target i ng scenar i os ;  

• The system must  be cost-effect i ve to be fundab l e and to 
prevent e l i m i nati on from future Government budgets ; 

• Access to the system must be ub i qu i tous and s i mp l e ;  

• The system shou l d a l l ow rap i d  restorat i on after attack ; and 

• Use dur i ng an emergency shou l d be restr i cted . 

W i th the above eva l uat i on cr i ter i a ,  several  potent i al  NETS 
a l ternat i ves can be d i smi ssed . Spec i f i cal l y ,  the needs for afford
ab i l i ty ,  scenar i o  i ndependence , and ub i qu i tous access prevent  ded i cated 
systems from be i ng feas i b l e  NETS a l ternat i ves . Such systems wou l d be 
proh i b i t i ve l y  expens i ve to deve l op and operate i f  they are to surv i ve 
even moderate th reat l eve l s that m i ght target port i ons of the network . 

As d i scussed i n  Chapter I l l , the PSN i s  undergo i ng s i gn i f i cant 
changes . NETS can , however ,  be made f l exi b l e enough to accommodate PSN 
enhancements as they become ava i l ab l e .  The Commi ttee i s  conf i dent that 
whatever prec i se form these enhan cements take , they wi l l  not make N ETS 
obsol ete . 

The Commi ttee eval uated other poss i b l e  methods of prov i d i ng 
Nat i onal  Emergency Te l ecommun i cat i ons  Serv i ce and for a var i ety of 
reasons found them unsati sfactory compared to the PSN . None possessed 
the ub i qu i ty ,  d i vers i ty ,  redundancy , surv i vab i l i ty and robustness that 
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are a l l PSN character i st i cs .  I ndeed , they al l i n  one form or  another  
e i ther re l y on the PSN  for the i r i nterconnect i ons  or  s i mp l y  cannot 
match i ts ut i l i ty .  To be effect i ve i n  a post-attack envi ronment , 
cel l ul ar systems have to access some vest i ge of the PSN . Mob i l e  rad i o  
i s  very l ocal i zed and general l y  has on l y  l i m i ted PSN access . 
Satel l i tes cou l d be fa i r l y  ub i qu i tous i f  s i gn i f i cant l y more earth 
stat i ons were  ava i l abl e ,  but they are not . The wi de  coverage of the 
down- l i n k footpr i nt of some satel l i tes coul d be con s i dered ub i qu i tous , 
but i nternett i ng/ i n terconnecti ng of sate l l i te systems depend on the 
PSN . The I ntegrated Servi ces D i g i tal Network  ( I SDN ) i s  a concept wh i ch 
carr i es message and dest i nat i on i nformat i on but re l i es total l y  on the 
PSN to carry i ts data . The envi s i oned I SDN serv i ce cannot f i nd routes , 
nor can i t  reroute or  cran k back to compl ete message transmi s s i ons . 
FTS-2000 i s  a l so v i rtual l y  dependent upon the PSN because i t  i s  a 
ded i cated network  possess i ng access po i nts i nto the PSN . None of these 
has the number nor range of character i st i cs to chal l enge that of the 
PSN . 

I t  i s  the op i n i on of the Commi ttee that use and augmentati on of 
the Publ i c  Swi tched Network ( PSN ) prov i des the most  v i ab l e and , i ndeed , 
the on l y  real i st i c a l ternat i ve for meet i ng  NETS requ i rements . G i ven 
th i s  concl u s i on , i t  i s  necessary to exami ne  means of us i ng the PSN for 
bas i c connect i v i ty i n  the post-attack env i ronment ,  i mp l ementat i on al ter
nati ves and phas i ng approaches , and the m i n i mum e l ements requ i red to 
ensure a surv i vabl e PSN capab i l i ty for N ETS . 

B .  NETS Requ i rements 

Br i ef l y stated , NETS must hand l e c l ear and secure vo i ce ,  fac
s i mi l e ,  and l ow-speed data . I t  must prevent unauthor i zed access and 
hosti l e  i nte l l i gence expl o i tat i on . I t  must be ava i l ab l e i mmed i ate l y 
when needed , wi thout the i ntervent i on of some central author i ty .  And 
i t  must surv i ve a range of attacks and target i ng scenar i os that may 
i nfl i ct ser i ous damage to the bas i c  transmi s s i on or swi tch i ng systems 
of the PSN . 

Spec i f i c NETS requ i rements are d i scussed i n  Chapter I I .  The key 
requ i rements that i mpose constra i nts on the NETS i mp l ementati on are 
s umma r i zed bel ow . The proposed NETS i mp l ementat i on may be v i ewed as an 
" ex i stence proof" that a v i abl e NETS system can be assemb l ed from 
e l ements of the PSN al ong wi th the spec i a l  procedures , dev i ces , hard
ware , and software that al l ow the requ i rements to be met . Maj or  N ETS 
req u i rements that constra i n the system are : 

• NETS i s  to prov i de a h i gh l y  survi vabl e system for unencrypted 
vo i ce ,  secure vo i ce ,  facs i m i l e ,  and up to 2 , 400 bps data ; 

• NETS must  be surv i vabl e dur i ng and after a nuc l ear attack and 
must  prov i de a base for reconst i tut i on of the PSN after attack ; 

• NETS must a l l ow unattended operat i on s  unti l commun i cati ons 
restorat i on and reconst i tut i on are poss i b l e ;  
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• NETS must have nat i onwi de access , egress , coverage , and 
connect i v i ty throughout the CONUS ; 

• N ETs• secu r i ty measures must prevent unauthor i zed access and 
hosti l e  expl o i tat i on of NETS-rel ated traff i c and user i nformat i on ;  

• NETS must prov i de pr i or i ty-serv i ce features for sel ected users 
when resources are l i m i ted ; 

• NETS must  accommodate backup and unhardened capac i ty where 
des i red i n  support of ded i cated spec i al -user systems p r i or to  
attack , and be i nteroperabl e wi th ex i st i ng  Government and com
merc i al tel ecommun i cat i ons  systems ; 

• N ETS must ma i nta i n  a state of read i ness and prov i de i mmedi ate 
user access wi thout th i rd-party i ntervent i on ;  and 

• NETS must have a f l ex i b l e des i gn that a l l ows for evol ut i onary 
expan s i on and the add i t i on of new technol ogi es . 

I n  conj unct i on wi th NCS contractors , the staff of the NCS anal yzed 
a var i ety of arch i tectural approaches to arr i ve at a NETS arch i tecture 
conta i n i ng several e l ements : access dev i ces , encrypt i on ,  cal l control 
l ers , enhancements to the PSN , and spec i a l -access codes for NETS 
cal l s .  These e l ements are used i n  a novel manner to meet the N ETS 
requ i rements . The sal i ent  character i st i cs  of the NETS i mp l ementat i on 
are summa r i zed bel ow and key i ssues assoc i ated wi th these character
i st i cs are d i scussed i n  subsequent subsect i ons . 

• Use of the publ i c  swi tched ( te l ephone ) network  ( PSN ) to 
prov i de ub i qu i tous access and egress and the greatest degree of 
potent i al  surv i vab i l i ty .  The Commi ttee concurs wi th th i s  
sel ecti on . 

• Use of dev i ces cal l ed Cal l Control l e r Modu l es ( CCMs ) or  Swi tch 
I nternal  Modu l es ( S IMs ) i nstal l ed i n  tel ephone-company e l ectron i c  
swi tches to f i nd l onger paths th rough the PSN when shorter ones 
have not surv i ved . The Commi ttee bel i eves that the NCS approach 
i s  v i abl e but that i mp rovements i n  conj unct i on wi th ensur i ng that 
PSN s i gnal i ng wi l l  surv i ve wi l l  be necessary . 

• Encrypted s i gnal l i ng between the user and CC , requ i r i ng access 
through ASDs wh i ch are prov i ded i n  the pre-attack wor l d to 
spec i f i c  i nd i v i dual s or stored at spec i f i c l ocat i on s . The 
Commi ttee bel i eves al ternat i ves d i scussed bel ow are poss i b l e .  

• Improvement of the vo i ce s i gnal  through transm i ss i on compensa
t i on to a l l ow for very poor , unusual l y  l ong  paths i n  the PSN wh i ch 
may be the on l y  survi v i ng routes after an attack .  The Commi ttee 
bel i eves that transmi s s i on compensat i on i n  extreme s i tuat i ons  i s  
needed but  i n  many cases a s i mp l e i mp l emen tat i on m i ght  suffi ce . 
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• Encrypted s i gnal i ng between CCs dur i ng normal operat i on to 
protect aga i nst  unauthor i zed i ntel l i gence-gather i ng  and expl o i ta
t i on .  The Commi ttee feel s that the system shou l d be expected to 
operate i n  the c l ear after an attack and be l i eves that such an 
approach i s  feasi b l e .  

• Enhanced PSN rout i ng  of vo i ce cal l s  by augment i ng  the swi tch 
routi ng  tab l es  and rout i ng  procedures of the parti c i pat i ng  l ong
d i stance te l ephone carr i er ( s) to f i nd  routes i n  the degraded 
envi ronment of a post-attack PSN . The Commi ttee concurs wi th the 
proposed approaches ,  i . e . , CCMs , S I Ms ,  S - l i n ks and RUMs . 

• Pr i or i ty treatment of NETS cal l s  i n  the PSN v i a spec i al  area 
codes or c l ass marks , to recogn i ze NETS cal l s  and to supp l y 
pr i or i ty treatment for spec i a l users when surv i v i ng swi tch i ng and 
transmi ss i on capac i ty i s  l i mi ted . The Commi ttee bel i eves that 
rel i ab l e NETS access at the l ocal  and reg i onal l evel s wi l l  requ i re 
further anal ys i s  and Government act i on . 

• PSN augmentat i on ,  i nc l ud i ng potent i al  connect i ons  between 
al ternat i ve l ong-di stance suppl i ers i n  se l ected areas of the CONUS 
to i ncrease redundancy and al ternate rout i ng opportun i t i es . The 
Commi ttee bel i eves that the approaches suggested are v i abl e .  

C .  NETS Impl ementat i on I ssues 

Because the Commi ttee bel i eves that us i ng  the PSN i s  the on l y  
v i abl e approach , i t  i s  necessary to exam i ne two re l ated quest i ons  to 
eval uate the proposed N ETS i mp l ementat i on :  

• I s  the proposed NETS i mp l ementat i on suffi c i ent to guarantee 
that the requ i rements wi l l  be met? 

• Are there better ways to use the PSN than those currentl y 
proposed? 

D .  Survi vabl e S i gnal i ng on S-L i nks 

The PSN approach seems c l earl y the best poss i b l e  N ETS al ternat i ve ,  
presumi ng  that the PSN cont i nues to operate after an attack that mi ght  
damage a s i gn i f i cant port i on of the  system , a l be i t i n  a degraded mode . 
S i nce the domi nant port i on of the PSN i s  represented by the fac i l i t i es 
of AT&T , i t  i s  essent i al to exami ne the surv i vab i l i ty of the AT&T 
network . The s i gnal i ng for cal l address i ng and superv i s i on for th i s  
network  emp l oys common channel  s i gnal i ng ( CCS) . The tol l networks of 
the other  l ong-d i stance carr i ers and reg i onal , l ocal -exchange carr i ers 
are al so expected to use CCS but to a l esser extent .  

For the AT&T network , the Un i ted States i s  d i v i ded i nto seven 
s i gnal i ng reg i on s . Two s i gnal transfer po i nts ( STPs) i n  each reg i on  
are l ocated i n  two c i t i es ,  usual l y  about 100 m i l es apart . The address 

- 3 1  -

Copyright © National Academy of Sciences. All rights reserved.

Nationwide Emergency Telecommunications Service for National Security Telecommunications:  Interim Report to the National Communications System
http://www.nap.edu/catalog.php?record_id=19197

http://www.nap.edu/catalog.php?record_id=19197


and superv i sory s i gnal s pass through these for a l l tol l cal l s  wi th i n  
and between reg i ons . These 14  STPs are s i gn i f i cant po i nts of vu l ner
ab i l i ty ,  whose l oss  wou l d prevent any commu n i cat i on through AT&T fac i l 
i t i es u n l ess  prov i s i on i s  made for a more surv i vab l e ,  backup s i gnal i ng 
scheme . 

To th i s  end , an a l ternati ve s i gnal i ng system to be devel oped 
spec i f i cal l y  for NETS has been proposed . Th i s  a l ternat i ve arrangement 
i s  known as 11 S- l i n k 11 s i gnal i ng .  Th i s  approach wou l d use from 350 to 
600 ded i cated data l i n ks ( cal l ed S - l i n ks )  t i ed together by mi cro¥Moces
sor-based packet swi tches connected to each of the 104 No . 4ESSs 
that form the bas i c swi tch i ng capab i l i ty of the AT&T network . 
Depend i ng upon l ocati on , some off i ces wou l d act as s i gnal transfer 
po i nts and pass s i gnal s from one S- l i nk to another . The S- l i n ks wou l d  
use anal og data transmi s s i on at 4800 bps , a wel l - known and tested 
transmi ss i on techn i que . 

The m i croprocessor packet swi tches and the ded i cated data l i n ks 
wou l d const i tute an al ternat i ve ,  packet-swi tched , NETS s i gnal i ng system 
wh i ch wou l d back up  the normal CCS systems . The S- l i nk packet system 
desc r i bed to the Commi ttee i s  a state-of-the-art , eng i nee r i ng-pract i ce 
system wh i ch wou l d be adaptab l e  and robust . The robustness sought 
der i ves from the bas i c character of packet-swi tched routi ng , wh i ch 
supports the more soph i st i cated , enhanced ( e . g . , 11 cran kback 11 ) rout i ng  
schemes proposed for the PSN . The  surv i vab i l i ty character i st i c stems 
from the dens i ty of the packet-swi tched s i gnal i ng network  i n  terms of 
the number of l i nks connected to each node . Wi th 550 S - l i n ks , the 
emergency s i gnal i ng system wou l d be expected to compl ete 95% of the 
NETS cal l s  wi thout b l ock i ng because of l ac k  of s i gnal i ng capac i ty .  

The S - l i nk approach appears to be a feas i b l e  means of provi d i ng  a 
surv i vab l e s i gnal i ng system . However ,  the Commi ttee was not abl e to 
determi ne i n  the t i me ava i l ab l e how effect i ve or economi cal  th i s  
approach i s ,  nor whether more effecti ve or  l ess costl y a l ternat i ves 
m i ght be deve l oped and dep l oyed . I t  i s  the strong bel i ef of the Com
mi ttee that a surv i vab l e s i gnal i ng system i s  essent i a l  and that NETS 
shou l d not be i mp l emented wi thout one . 

E .  Transmi ss i on Compensat i on 

The heart of the proposed NETS concept i s  the use of CCMs and 
S I Ms ,  wh i ch i ncorporate spec i a l rout i ng techn i ques i n  conj unct i on wi th 
augmentat i on of the PSN to f i nd paths among i ts surv i v i ng  transmi s s i on 
and swi tch i ng e l ements . The des i gners of NETS must prov i de for the 
s i tuat i on where the on l y usab l e paths i n  the PSN after an attack wi l l  
be espec i a l l y  l ong  ( say ten or  more i ntermedi ate po i nts ) compared to 
the norma l two or  three i ntermed i ate poi nts i n  an undamaged PSN . These 
except i onal l y  l ong paths can be expected to offer s i gn i f i cant s i gnal  
degradat i on .  
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The need to accommodate secure vo i ce and/or l ow-speed data wi l l  
requ i re some form of transmi s s i on compensat i on to operate i n  a degraded 
envi ronment . Compensat i on wou l d  be requ i red between the end user and 
the CC and between CCs i n  order to pass the data i n  i ntel l i g i b l e  form . 
The Commi ttee v i ews the secure vo i ce and data requ i rements as p r i mar i l y  
p re-attack requ i rements , necessary for the system to be used i n  a 
rout i ne fash i on for ma i nta i n i ng user trai n i ng and for test i ng and exer
c i s i ng NETS i n  order to meet the requ i rements that N ETS be ready i mmed
i ate l y  when needed . The use of cal l compensat i on i ncreases the cost of 
the system for a pr i mar i l y  pre-attack requ i rement . 

The Commi ttee suggests that the ab i l i ty to use NETS for c l ear 
vo i ce after attack i s  i ts s i ngl e ,  most essent i a l requ i rement .  S i nce 
the PSN wi l l  be operat i ng i n  i ts normal mode dur i ng  the pre-attack 
per i od , l ong  transm i s s i on paths need not be encountered . Therefore , 
data and encrypted vo i ce shou l d be read i l y  accommodated wi thout cal l 
compensat i on and s i mp l i f i cat i on of the system appears poss i b l e .  

F .  Ub i qu i tou s  Access , P rotect i on and F l ex i b i l i ty 

Two spec i a l aspects of the N ETS arc h i tecture are a i med at protect
i ng the system aga i nst  unauthor i zed use and host i l e  i nte l l i gence 
expl o i tat i on : access to the system requ i res  use of a spec i a l dev i ce , 
the ASD ; and s i gnal i ng between the CCMs i s  encrypted . The comb i nat i on 
of the two approaches appears to prov i de amp l e protect i on .  

I n  the post-attack per i od many i nd i v i dual s not prev i ousl y 
i denti f i ed wi l l  need access to NETS to a i d i n  the reconst i tut i on and 
recovery per i od .  Therefore , N ETS wi l l  be requ i red to handl e a 
potenti a l l y  l arge but  undefi nabl e recovery need . The NCS i s  currentl y 
p l ann i ng to meet th i s potent i al  need by stor i ng ASDs at government 
f i e l d s i tes and other key l ocati ons . I t  i s  not c l ear that th i s  
approach i s  suffi c i ent to meet the currentl y unknown future requ i rement 
because the f i e l d s i tes may not be there or  access to them may be 
b l ocked post-attack .  Th i s  argument wou l d suggest that access shoul d 
not be restr i cted to users wi th ASDs , but that a backup system , 
poss i b l y  i nvol v i ng personal  i dent i f i cat i on n umbers ( P I Ns ) , shou l d a l so 
be avai l ab l e .  Fu rther , the access protect i on requ i rement can be 
sat i sf i ed wi th e i ther an ASD or a P I N  approac h . If P I Ns are used 
i nstead of ASDs , there wi l l  be a greater r i sk  ( and expense ) of 
unautho r i zed cal l s  i n  the pre-attack  per i od .  However ,  the l ower cost 
of i mp l ementat i on and dep l oyment  mi ght  compensate for the added 
expense , and the use of P I Ns i n  l i eu  of ASDs wi l l  fac i l i tate 
post-attack access for NETS users . 

G .  Access and P r i o r i ty 

The b r i ef i ngs  and anal yses presented to the Commi ttee suggest that 
mechan i sms for u s i ng and adapt i ng the l ong-d i stance carr i er e l ements of 
N ETS are reasonab l y  we l l understood . The proposed changes to PSN 
routi ng , such  as the i ncorporat i on of otherwi se unattract i ve , non-
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h i erarch i ca l  routes , are wel l conce i ved approaches to i mprov i ng 
performance i n  the post attack per i od .  Other techn i ques have been 
suggested that wi l l  g i ve NETS cal l s  pr i o r i ty access to survi v i ng  PSN 
resources . 

The s i tuat i on i s  not nearl y  as we l l understood or under control at 
the l ocal  or reg i onal  l evel s .  For a user to be successful  wi th an 
attempted NETS ca l l , i t  i s  necessary to ensure access  to d i a l  tone , 
connect i on s  to the reg i onal  tel ephone company access tandems , and then 
access to l ong-di stance carr i er swi tch i ng fac i l i t i es .  Th i s  may requ i re 
some form of l oad control or preferent i a l  treatment by the l ocal te l e
phone company , an approach both sen s i t i ve and comp l i cated to i mp l ement 
because of the many d i fferent types of equ i pment used for l ocal  
access . Wh i l e  techn i cal l y  feas i b l e  for newer types of swi tch i ng equ i p
ment , s i gn i f i cant Government effort d i rected to the l ocal -te l ephone
company l evel  and poss i b l y  i n  Congress may be needed to provi de NETS 
users wi th rel i ab l e post-attack access to the PSN . 

H .  Cost 

Because of the sens i t i ve i ssue of the upcomi ng  NETS procurement ,  
the Commi ttee was presented wi th on l y  prel i mi nary and very i ncomp l ete 
cost i nformat i on .  Wh i l e  the data suggested seems reasonabl e  from an 
order-of-magn i tude v i ewpo i nt ,  the Commi ttee was not abl e to assess the 
cost i nformat i on provi ded nor was i t  abl e to deve l op i ts own cost 
est i mates . 

I .  Impl ementat i on Opt i ons 

The i ssues and i mp l i cat i ons of the d i scuss i on above suggest sev
eral reasonab l e  a l ternat i ves to e l ements of the proposed NETS i mp
l ementat i on that seem workab l e  e i ther as stand-al one approaches or i n  
comb i nat i on wi th one anothe r .  I n  comb i nati on , they suggest a phas i ng 
p l an that cou l d beg i n  wi th a l owest-capab i l i ty NETS and then add fea
tures and e l ements wi th t i me .  

Opt i on 1 :  Rep l ace ASDs wi th a Personal  I dent i f i cat i on Number ( P I N )  
system . 

Cal l control l ers must ma i nta i n  data bases of al l owab l e P I Ns .  Use 
of the system i n  peacet i me must be restr i cted to mai nta i n control . One 
means of do i ng th i s  cou l d be to have the Network  Managemen t  and Anal 
ys i s  Center ( NMAC ) per i od i cal l y  i n i t i ate commands to i nh i b i t access to 
the system . Wi thout these NMAC commands the system wou l d  be open to 
a l l val i d  P I Ns . I n  the event of destruct i on of the NMAC , the system 
wou l d be open automat i cal l y  to a l l entrants wi th va l i d  P I Ns . The r i sk  
of th i s  a l ternat i ve wou l d be l ess contro l l ab l e access i n  the pre-attack  
per i od .  The  reward i s  i n  e l i m i nat i ng the  cost of ASDs and  more fl ex
i b l e  access dur i ng the post-attack per i od .  In  part i cu l ar , dur i ng the 
reconst i tuti on effort a P I N  system wou l d enabl e prev i ous l y unforeseen 
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users to access the system more eas i l y  than an approach requ 1 r 1 ng 
phys i cal  dev i ces such as ASDs . The NCS may be i nterested i n  a backup 
P I N  system to suppl ement the ASDs . 

Opt i on 2 :  Reduce Transm i ss i on Compen sat i on .  

The NCS shou l d con s i der ser i ous l y rel ax i ng the requ i rement for 
secure vo i ce and 2400bps data i n  the post-attack  per i od .  Recogn i z i ng 
that i n  the pre-attack per i od NETS wi l l  be operat i ng  wi th c l ean com
mun i cat i on l i nes  and short paths , encrypted vo i ce and data shoul d be 
readi l y  accommodated wi th reduced transmi s s i on compensat i on .  I n  the 
post-attack peri od , these features wou l d  be l ess  essent i al  than the 
ab i l i ty to pass ord i nary vo i ce .  The encrypti on of i nter-Cal l 
Control l er and Cal l -Contro l l er-to-NMAC traff i c wou l d sti l l  be 
poss i b l e .  The fa i l -safe mode i n  the post-attack per i od wou l d be to 
fal l back to unencrypted traff i c between the CCs . Th i s  al ternati ve 
wou l d have a negl i g i b l e  i mpact on the pre-attack requ i rements . On l y  
c l ear vo i ce wou l d be l i ke l y  i n  the post-attack per i od .  The reward : 
reduct i on i n  cost for the Cal l Control l ers . 

Opt i on 3 :  Comb i ne Cal l Contro l l ers and Surv i vabl e S i gnal i ng Systems . 

A substant i a l  task rema i ns  i n  prov i d i ng surv i vab l e s i gnal i ng for 
the l ong-d i stance and access te l ephone networks . The NETS CCs sub
system der i ves i ts l i n k  capac i ty by creat i ng l i n ks made up  of paths 
from the c i rcu i t-swi tched PSN . The CCs can on l y  f i nd  paths i f  the PSN 
s i gnal i ng system i s  fun cti on i ng .  The NETS traff i c of 3 , 000 Er l angs 
represents a cal l rate of a few cal l s  per second . At th i s  rate , the 
ex i stence of a s i gnal i ng path between two N ETS users i s  sure to i mp l y  
the ex i stence o f  a vo i ce path fo l l owi ng the same phys i cal  rout i ng .  

The S - l i n k approach desc r i bed to the Commi ttee prov i des an 
anal ogous and supe r i or  packet-swi tched system . S i nce a survi vabl e 
s i gnal i ng system such as the S - l i nk system i s  mandatory to surv i v
ab i l i ty of commun i cati ons , and s i nce the S - l i n k approach i mproves on 
the rout i ng and prob i ng approach proposed for the Cal l Control l er 
system , the two systems cou l d be comb i ned i nto the same software and 
processor . At a m i n i mum th i s wou l d e l i m i n ate the need for CCs at the 
AT&T swi tch i ng centers . The reward wou l d be an i mproved and poss i b l y 
l ower-cost rout i ng system wi th i n the l ong-hau l network . I f  S - l i n k 
s i gnal i ng i s  adopted , add i t i onal  rout i ng capac i ty i s  ava i l ab l e .  
However ,  the LEC segment of the system wi l l  requ i re equal s i gnal i ng 
protect i on .  No descr i pt i on of the tech n i ques used to ensure surv i va l  
of t h e  L E C  access swi tches h a s  been desc r i bed t o  t h e  Commi ttee . I t  
wou l d seem that a un i form approach based o n  a consol i dated , packet
swi tched s i gnal i ng system wou l d make the most sense . Unl ess such  a 
un i f i ed scheme i s  deve l oped , i t  i s  l i ke l y that cal l contro l l ers  wou l d 
s t i l l  be needed at the l ocal -access tandem swi tches . 

Based on the above approaches , many phas i ng  p l ans  are pos s i b l e .  
One such  p l an m i ght be the fol l owi ng . 
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• Deve l op a m i n i ma l  capab i l i ty CC , augment PSN l ong-haul  rout i ng  
approaches as proposed by  the  NCS , and  use a P I N-based system 
wi thout cal l compensat i on .  

• Add a surv i vab l e s i gnal i ng system , i ncorporat i ng  the CCMs 
and/or  S I Ms i f  poss i b l e  and econom i cal . 

• Add CC-to-CC encrypt i on and access secur i ty features . 

• Add , as budget al l ows , new and redundant phys i cal transmi s s i on  
l i nks to the  fac i l i t i es of the  l ong-d i stance car r i ers and  as i nter
connect i ons  between l ong-di stance carr i ers . 

J .  Conc l u s i ons and Recommendat i ons 

The Commi ttee con c l uded that use and augmentat i on of the PSN 
p rovi des the most v i abl e and on l y real i st i c a l ternati ve for meet i ng  
NETS requ i rements . 

NETS must handl e c l ear and secure vo i ce , facs i mi l e ,  and l ow-speed 
data . It must prevent unautho r i zed access and hosti l e  i ntel l i gence 
exp l o i tat i on . It must be ava i l ab l e i mmed i ate l y  when needed and must 
survi ve a range of attacks and target i ng scenar i os .  

The Commi ttee found th ree reasonab l e  a l ternat i ves to e l ements of 
the proposed NCS N ETS i mp l ementat i on schema that cou l d wor k  as stand
a l ones or i n  comb i nat i on wi th each  other . Opt i on 1 wou l d rep l ace ASDs 
wi th a Personal  I denti f i cat i on Number ( P I N ) system . Opt i on 2 repl aces 
the requ i rement for secure vo i ce and 2400bps data i n  the post-attack 
per i od ,  thereby redu c i ng the need for  transmi s s i on compensat i on .  
Opt i on 3 comb i nes cal l contro l l ers and surv i vabl e s i gnal i ng systems , 
e . g . , S - l i n ks . 

The Commi ttee recommends that the fol l owi ng be made mandatory 
characte r i st i cs of any NETS i mp l ementati on 

• Enhan ced PSN routi ng ; 

• Surv i vab l e PSN s i gnal i ng ;  

• Access restr i ct i on pre-attack ;  

• Access fac i l i tat i on for autho r i zed users post-attack ; 

• I mp l ementat i on wi th a c r i t i cal  mass ( 100- 1 50 m i n i mum ) of ca l l 
control l ers ; 

• Unattended operat i on and rout i ne exerc i se i n  the pre-attack  
pe r i od ; and 

• A Network  Management Admi n i strat i on Center . 
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Des i rabl e characte r i st i cs that cou l d be added to NETS are : 

• P r i o r i ty and preempt i on ;  

• Transmi ss i on compensat i on ; 

• Augmentati on s  t o  the PSN ; 

• B i l l i ng ;  

• CC-to-CC encrypt i on ; and 

• ASDs . 

The Commi ttee bel i eves that i f  NETS i s  i mp l emented wi th the man 
datory character i st i cs  i t  wi l l  meet the essent i a l  needs for emergency 
commun i cat i ons  i n  the post-attack per i od for i ts l i m i ted set of pre
des i gnated users . 
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V .  THE VALUE O F  NETS FOR NSEP 

A .  I ntroduct i on 

Th i s  chapter of the report refl ects the Commi ttee ' s  j udgments 
about the effect i veness of NETS i n  support of var i ous NSEP s i tuat i ons  
( see I ssue 14 i n  the  Append i ces for rel ated comments ) .  I t  does  not pur
port  to  assess  the  cost-effecti veness of the  var i ous  l eve l s of i mp l emen
tat i on for NETS , nor i mp l ementat i on opt i ons such  as SIM vs . CCM or aug
mented S- l i n ks vs . other surv i vab l e s i gnal i ng schemes . These matters 
we re d i scussed i n  Chapter I V , where i t  was made c l ear that wh i l e  there 
are several a l ternat i ve l evel s of i mp l ementat i on possi b l e at d i fferent 
l evel s of cost , the wi del y vary i ng cost est i mates that the Commi ttee 
has seen prov i de l i tt l e confi dence that any one esti mate can be trusted 
unt i l actual b i ds are rece i ved . 

What i s  c l ear i s  that a NETS system cons i st i ng of 100-150  CCs 
( CCMs or  S IMs )  and the use of S- l i n ks or some other means of avo i d i ng 
the " few c r i t i cal  po i nts of fai l ure " s i tuat i on wi th today ' s Common 
Channel  S i gnal i ng ,  i . e . , one robust enough to prov i de nati onwi de tel e
commun i cati ons  recoverab i l i ty for  l arge l evel s of destruct i on ,  wi l l  be  
expen s i ve ,  wi th l i fe-cyc l e cost i n  the  hundreds of m i l l i ons  of  
dol l ars . Th i s  chapter attempts to  put such  cost  l evel s i n  perspect i ve 
by present i ng the Commi ttee ' s  th i n k i ng about the match between NETS 
capab i l i t i es and the NSEP j ob the NETS i s  expected to do . 

The Commi ttee ' s  op i n i on i s  that wh i l e  NETS i s  not needed for 
peaceti me emergenc i es ,  even of very l arge magn i tude , a robust N ETS wi l l  
make a substant i a l pre-attack contr i buti on to deterrence , espec i a l l y  to 
the " decap i tat i on " type of attac k ,  prov i ded the potent i al  attacker 
be l i eves that NETS wi l l  work . The greatest potent i al  val ue of N ETS 
occurs  after a nuc l ear war i n  wh i ch the U . S .  i s  attacked wi th l arge 
numbers ( hundreds or more ) of nuc l ear warheads . 

The Commi ttee has assessed the va l ue of N ETS i n  th ree wart i me 
per i ods : ( 1 )  pre-attack ,  up to the t i me that the i n i t i al enemy weapons 
are detonat i ng  on the U . S . , ( 2 )  trans-attack ,  for whatever l ength of 
t i me the nuc l ear exchange cont i nues , and ( 3 )  post-attac k ,  when recon
st i tut i on and nati onal  recovery are tak i ng  p l ace . We accept the 
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v i ew that reconst i tut i on efforts wi l l  be more or l ess  cont i nuous i f  the 
trans-attack per i od i s  prol onged , as i n  the un l i ke l y  event that a nu
c l ear war wou l d take a protracted form . 

B .  The Pre-Attack  Phase 

I n  the pre-attack  per i od ,  the Commi ttee sees on l y a negl i g i bl e  
mi l i tary val ue for NETS , cons i der i ng  i ts cost , but a cons i derab l e 
contr i buti on to the i ntang i b l e and unquant i f i ab l e factor of deterrence . 

I f  the NETS i s  i mp l emented , a wou l d-be attacker , v i ewi ng  the U . S .  
several  years hence , wi l l  have to take i nto account the r i ch te l ecom
mun i cati ons  fab r i c of the country as one of i ts l argest nati onal  as
sets . There wi l l  be a n umber of networks whose capab i l i t i es wi l l  be of 
part i cu l ar i nterest to h i s  cal cu l ati ons : the var i ous m i l i tary networks 
and the NETS augmentat i on of the c i v i l networks , the PSN . 

Over the years , the defense commun i ty has bu i l t  up  numerous 
ded i cated , spec i a l -purpose systems and networks des i gned to survi ve 
ear l y attacks  and to enab l e executi on of war p l ans . These networks 
ex i st and can respond i n  seconds or mi nutes for spec i f i c  fun ct i ons . 
NETS can have some m i l i tary val ue i n  provi d i ng  backup to some of those 
networks by u s i ng  preset connect i on s  cal l ed up on warn i ng .  It cou l d 
al so serve headquarters e l ements wh i ch have dep l oyed to austere l y  
equ i pped al ternate l ocat i ons  possess i ng few commun i cat i on s  routes and 
channel s .  

However ,  these m i l i tary systems al l have one d i sadvantage that the 
NETS does not possess : they do not support the bottom-up recovery need , 
whereas a proper l y conf i gured NETS system does . As our predecessor 
commi ttee poi nted outl , 2 , th i s  Commi ttee al so bel i eves that the i dea 
of top down reconst i tut i on after a heavy attack i s  unworkabl e s i n ce the 
i nd i v i dual s and g roups that wi l l  perform the reconst i tut i on are most 
un l i ke l y to be the same i nd i v i dual s and groups that had been ass i gned 
that federal  respons i b i l i ty before the attack . But th i s  i s  exactl y the 
prem i se upon wh i ch most of the mi l i tary networks are bu i l t .  The 
presence of the NETS and i ts capab i l i ty for accel erat i ng post-attack 
recovery wou l d have to be taken i nto account by a wou l d-be attacker . 

lThe Pol i cy P l ann i ng Envi ronment for Nat i onal  Secur i ty 
Te l ecommun i cati ons ( Annual  Report ) , Nat i onal  Academy Press , Wash i ngton , 
D . C . , May 1985 . 

2The Po l i cy P l ann i ng Envi ronment fo r Nat i onal  Secu r i ty 
Te l ecommun i cat i ons ( F i na l  Report ) , Nat i onal  Academy Press , Wash i ngton , 
D . C . , J u l y 1986 . 
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I n  the pre-attac k per i od ,  other government agen c i es hav i ng l i ttl e 
or  no access to the spec i a l i zed DOD networks wi l l  confront ser i ous  
commun i cat i on s  d i ff i cu l t i es when attempt i ng to use the  publ i c  swi tched 
network , parti c u l ar l y i f  the pre-attack per i od i s  one of r i s i ng tens i on 
and danger wi th consequent rap i d  growth of traff i c demands on the PSN . 
However ,  there are sol ut i ons to th i s  probl em that are l ess cost l y  than 
the NETS . Among them are the more effi c i ent traff i c-handl i ng tech
n i ques that are evo l v i ng  i n  the PSN i tsel f ,  such  as dynami c non
h i erarch i cal  rout i n g , preferent i a l traff i c control s such as d i a l -tone 
restr i ct i on ,  and the many other manual  and automat i c  techn i ques that 
PSN managers use today to take care of traff i c over l oad cond i t i ons . 
There cou l d a l so be traff i c management contro l s i mp l emented i n  the FTS 
that cou l d l i mi t access to on l y  the most i mportant users . 

I f  the NETS i s  i nstal l ed ,  i t  i s  i mportant that i t  be g i ven some 
pre-attac k  funct i on ,  to be sure that i t  i s  cont i nual l y  exerc i sed and de
bugged . The pos s i b i l i ty of a j o i nt ar rangement wi th FEMA shoul d be 
expl ored . 

C .  The Transattack Phase 

In the transattack phase , the val ue of a 11 robust 11 NETS ( at l east 
100- 150 CCMs and/or S I Ms wi th surv i.vab l e s i gnal i ng )  i n creases as the 
amount of damage to the nat i on ' s  tel ecommun i cati ons i nfrastructure 
grows . As the system i s  presentl y des i gned , i ts cont i n ued ut i l i ty 
dur i ng the transattack  per i od i s  heavi l y  dependent upon the survi val of 
those who have access secur i ty dev i ces ( ASDs ) , and the extent to wh i ch 
survi v i ng swi tch i ng and transmi ss i on fac i l i t i es cont i nue to operate 
wi th on-s i te power-generat i on equ i pment . There are s i mp l y too many 
i mponderab l es for the Commi ttee to be abl e to assess the va l ue of 
l esser l eve l s of NETS i mp l ementat i on aga i nst the myr i ad of poss i b l e  
damage scenar i os .  

When the transattack  per i od i s  rel ati ve l y  short , as i n  the case of 
mass i ve n u c l ear exchange , the post-attack per i od a r r i ves qu i ckl y .  I t  
i s  the prol onged transattack env i ronment ,  a s  i n  the case o f  protracted 
war , that poses the most d i ff i cu l t i es for the Commi ttee i n  try i ng to 
j udge the val ue of NETS . To i l l ustrate , con s i der the fo l l owi ng : I f  
the enemy attack  cons i sts o f  a few tens o f  weapons over some per i od of 
t i me ,  the resu l t i ng  damage i s  not l i kel y to fragment the PSN i nto 
sma l l ,  w i de l y separated i s l ands of connect i v i ty .  Rather , there wi l l  be 
i s l ands of destru ct i on to bypass or to penetrate . However ,  the traff i c 
demands on the PSN wi l l  be astronomi cal  and the NETS , wi th i ts prefer
ent i a l  rout i ng and traff i c management control s ,  wou l d prov i de a much  
h i gher  probab i l i ty of ca l l comp l et i on than  wou l d s i mp l e access  to the  
PSN , even wi th the fu l l menu of reg u l ar traff i c management contro l s 
app l i ed by the network  managers . But i f  spec i a l i zed access ( e . g . , wi th 
a 11 trave l l i ng c l ass mark 11 ) can be ava i l ab l e to c r i t i cal  users of the 
PSN , a l ower-cost so l ut i on than the NETS i s  poss i b l e .  The NETS thus 
prov i des 11 i nsurance 11 for the more catastroph i c  s i tuat i on , yet has 
ut i l i ty i n  l esser cases at a much h i gher marg i na l  p r i ce .  
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D .  The Post-Attac k Phase 

1 .  General  Comments 

The Annual  Report of the predecessor commi ttee ! recommended that 
post-attack  te l ecommun i cat i ons  capab i l i t i es be des i gned for the max i mum 
degree of scenar i o  i ndependence . After anal yz i ng  the threat mode l s 
def i ned i n  that report , the commi ttee recommended that preference be 
g i ven to the s i mp l er  and more robust arrangements amenab l e  to bottom-up 
reconsti tuti on i n  the post-attack envi ronment . I t  a l so recommended 
avo i d i ng rel i ance on a predetermi ned , top-down , management structure . 

The Commi ttee con s i ders te l ecommun i cat i ons to be a c ru c i a l  
resource i n  reconst i tut i ng t h e  nat i on ,  espec i a l l y i n  the more severe 
end of the th reat-mode l spectrum . A surv i v i ng NETS wi l l  be of very 
great val ue , but on l y  i f  those who need to use i t  wi l l  be abl e to do 
so . Thus , the ava i l ab i l i ty of access and usabi l i ty to those l eaders 
who emerge i n  such  a chaot i c env i ronment becomes cr i t i cal . There are 
two aspects to th i s :  mak i ng a path ava i l ab l e phys i cal l y  and mak i ng the 
serv i ce suff i c i ent l y easy for the emerg i ng i nd i v i dual  l eaders i n  post
attack  envi ronments to understand and use . W i thout some means of 
easy-to-use access for surv i v i ng l ocal  autho r i t i es ,  the system ' s  val ue 
wi l l  depend upon the survi val of those who had been g i ven access and 
NETS trai n i ng i n  the pe r i od before the war , a c i rcumstan ce bas i cal l y  
i ncompat i b l e wi th the bottom-up recovery s i tuat i on that we be l i eve to 
be the most real i st i c one for the heavy-damage case and a l so 
i ncompat i b l e wi th the Commi ttee ' s  chosen premi se of s cenar i o  
i ndependence . 

E .  NETS for Reconst i tut i on 

The Commi ttee bel i eves that there wi l l  be s i gn i f i cant ut i l i ty i n  
NETS i n  the f i rst phases of reconst i tuti on . The post-attack per i od 
wi l l  requ i re maj or efforts to reestab l i sh l i nes of governmental  
autho r i ty ,  to care for the surv i vors , and to reconstruct damaged and 
destroyed segments of the nati on . One key to th i s  i s  the " bootstrap " 
funct i on the NETS can p l ay i n  reconst i tut i ng  the tel ecommun i cat i ons  
structure i tsel f .  Once a few NETS c i rcu i ts have been used as order
wi re fac i l i t i es ,  other trad i t i onal  order-wi re methods wi l l  be appl i ed 
by surv i v i ng te l ecommun i cati ons operat i ng and management peopl e .  As 
th i s  process proceeds , the i s l ands of tel ecommun i cat i ons  connect i v i ty 
l eft i n  the wake of an attack wi l l  be en l arged and i nterconnected , and 
new d i rectory i nformat i on b u i l t  up on the bas i s of i denti fyi ng "who i s  
where now and wi th what respons i b i l i t i es "  i n  the reconst i tuted nati on . 

1 The Po l i cy P l ann i ng Env i ronment for Nat i onal  Secur i ty 
Tel ecommun i cati ons ( Annual  Report ) , Nat i onal  Academy Press , Wash i ngton , 
D . C . , May 1985 . 
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Thus , the reconst i tut i on va l ue of the NETS wi l l  be at i ts h i ghest 
po i nt i n  the t i me per i od j ust when the res i dual  tel ecommun i cati on struc
ture beg i ns  to be reconnected . Of course , the durat i on of that per i od 
wi l l  depend upon the amount of damage done to the network structure and 
the ab i l i ty to obta i n the resources requ i red to rebu i l d .  Resource i den
t i f i cat i on and a l l ocat i on wi l l  be cr i t i cal  funct i ons , and the ab i l i ty 
to use the N ETS for those purposes cou l d be very i mportant for cr i t i cal  
i tems not ava i l ab l e l ocal l y  or i n  nearby areas . 

I dent i f i cat i on of needs , and match i ng resources and a l l ocat i ons to 
the most i mportant needs wi l l  be c r i t i ca l l y  i mportant tasks for other 
government bod i es that do not possess the order-wi re asset . Hence , the 
NETS cou l d be the on l y  means ava i l ab l e for such  purposes , pend i ng some 
reconst i tut i on of the PSN . One can assume safe l y  that l i ves wou l d  be 
saved and reconst i tut i on speeded by the ex i stence of a surv i v i ng NETS 
prov i ded the surv i v i ng NETS has adequate access procedures . 

F .  Un i versal Access 

As d i scussed i n  Chapter I V , one of the Commi ttee ' s  greatest 
concerns has been that i n  the post-attack envi ronment the peop l e who 
need the NETS most wi l l  not be abl e to use i t ,  e i ther because they 
cannot access i t  or because they wi l l  be prevented from u s i ng i t  after 
they do access i t .  

I n  order to prov i de d i a l tone to the subscr i ber l i nes most  l i ke l y  
to b e  used by post-attack NETS users i t  wi l l  b e  necessary to make a 
modest redes i gn of the system . The present emphas i s  on the customer 
set as 11 20 , 000 federa l empl oyees .. must be rep l aced wi th the v i ew that 
the customer set i s  11 20 , 000 NSEP users . 11 Th i s  l eads to the need for 
preferent i a l d i a l  tone prov i s i on to hosp i ta l s ,  armor i es ,  pol i ce and 
f i re stat i ons , perhaps certa i n pay phones , and other l i ke l y spots by 
means of l i ne l oad control  ( l i mi tat i ons on what cal l s  are queued ) and 
essent i a l  serv i ce protect i on ( i nsert i ng cal l s  from certa i n l i nes i nto 
preferent i a l  pos i t i ons  i n  the queue ) . 

Once the NSEP user i s  connected to a CCM or S I M ,  the s i gnal i ng 
between them must  proceed ( see I ssue 2 i n  Append i x  A ) . As d i scussed i n  
Chapter I V , the spec i a l area code , spec i a l NETS trunk reservat i on ,  and  
other  means wi l l  accomp l i sh th i s .  

G .  Encrypt i on 

The Commi ttee i s  concerned that the present NETS des i gn ,  wi th i ts 
emphas i s  on enc i pherment  not on l y of control  traffi c but a l so of user 
access , adds compl ex i ty to the system ( see I ssue 4 i n  Append i x  A ) . We 
ag ree that some l eve l of protecti on i s  requ i red i n  the pre-attack  
per i od to  prevent  spoof i ng and  unauthor i zed access . The  Commi ttee ' s  
concern ar i ses from the fact that the post-attack  probl em must sh i ft 
from l i m i t i ng  access to fac i l i tat i ng such  access by unprogrammed users , 
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i f  bottom-up reconst i tut i on i s  to take p l ace . Thus , to the extent that 
i mp l ementi ng the re l at i ve l y h i gh l eve l of protecti on requ i res a dev i ce 
l i ke the ASD , the Commi ttee bel i eves that other opt i ons such as s i mp l er 
password or P I N  techn i ques shou l d be exami ned carefu l l y  wi th the i ntent 
of choos i ng the s i mp l est access method even at the expense of l ess  
protect i on .  

H .  S i mpl i c i ty wi th i n  NETS 

Just as the N ETS wi l l  be presented wi th users of a l most no tra i n
i ng ,  craftsmen work i ng wi th i n  the system i tsel f may not  happen to  be 
those that have been tra i ned i n  NETS . As argued i n  I ssue 12  i n  Appen
d i x  A ,  h i gh technol ogy has reached the po i nt at wh i ch automati on con
t i nual l y  e l i mi nates the h uman i n  favor of the automated mach i ne .  That 
i s  the bas i s  of the enti re N ETS des i gn .  Much thought shou l d be g i ven 
to prov i d i ng easy-to-use , manual , backup capab i l i ty to the current l y 
des i gned s i gnal i ng between CCs , to route-fi nd i ng , to equa l i zati on , and 
to other NETS funct i ons . 

I .  Conc l us i ons  and Recommendat i ons  

1 .  Pre-attack exerc i s i ng of the system shou l d be made automat i c ,  
perhaps by mak i ng the emerg i ng NETS serv i ce an agreed-upon , shared 
resource of another agency , e . g . , FEMA . 

2 .  The deterrent va l ue of the NETS shou l d be emphas i zed i n  
strateg i c  p l ann i ng ,  and at the appropr i ate t i me NETS shou l d be made 
pub l i c  so that i t  i s  wi del y known i nternat i onal l y .  

3 .  To make the NETS max i mal l y  ava i l ab l e post-attack to a user 
popu l at i on undef i nabl e i n  advance , NETS access i nformat i on shou l d be 
made eas i l y  access i b l e ,  perhaps on personal " cred i t cards" for P I NS or 
p restocked quant i t i es of ASDs at var i ous publ i c  safety l ocat i ons  at the 
l ocal  l evel . 

4 .  Legal and regu l atory roadbl ocks shoul d be removed so that 
p referent i al  queu i ng for d i a l  tone at end off i ces can be prov i ded 
nat i onwi de to l ocat i ons l i ke l y to have post-attack NSEP s i gn i f i cance . 
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APPENDI X  A 

COMMITTEE I SSUE AND RESOLUT I ON STATEMENTS 

1 .  Surv i vab i l i ty of PSN S i gnal i ng for NETS Purposes 

S i gnal i ng for ca l l address i ng and superv i s i on for the domi nant 
AT&T network uses common channel  s i gnal i ng ( CCS ) . The tol l networks of 
the other common car r i ers  ( OCCs ) and the reg i onal  l oca l -exchange car
r i ers ( LECs ) are expected to use CCS i n  the future , but to a l esser 
extent . 

For the AT&T network , the Un i ted States i s  d i v i ded i nto seven 
s i gnal i ng reg i ons . Each reg i on has two s i gna l transfer po i nts ( STPs ) 
l ocated i n  or near two c i t i es ,  usual l y  100 or so m i l es apart . Through 
each of these STPs pass the address and superv i sory s i gnal s for a l l 
AT&T tol l ca l l s  wi th i n  and between reg i ons . Due to the vu l nerab i l i ty 
of the 14 AT&T STPs , an a l ternat i ve s i gnal i ng arrangement deve l oped 
spec i f i ca l l y  for NETS has been proposed . Th i s  arrangement i s  known as 
" S - l i nk "  s i gnal i ng .  

The Commi ttee exam i ned the effect i veness of S- l i n ks and whether 
there were other more effect i ve or l ess costl y s i gnal i ng a l ternat i ves , 
such as " r i ngdown , "  that m i ght be deve l oped and depl oyed . 

I ssue Resol uti on : 

The AT&T network  empl oys common channel  s i gnal i ng ( CCS ) . The ad
dress and supervi sory s i gnal i ng for a l l ca l l s  are processed by s i gnal  
transfer po i nts ( STPs ) . Each tol l off i ce connects wi th two STPs . 
There wi l l  be a max i mum of 7 STP pa i rs i n  14 c i t i es by 1988 . Shou l d 
the data l i nks to STPs or  the STPs themse l ves be removed from serv i ce ,  
al l of the i nteroff i ce s i gnal l i ng to and from subtended off i ces wou l d 
be l ost . To remedy th i s ,  AT&T has proposed to prov i de for i nteroff i ce 
s i gnal i ng u s i n g  from 350 to 650 data l i n ks , ca l l ed " S- l i nks . "  At l east 
one S - l i nk wou l d connect wi th each of the 104 No . 4ESss™ that form 
the bas i c swi tch i ng capab i l i ty of the AT&T network . Depend i ng upon 
l ocat i on , some off i ces wou l d act as s i gnal  transfer po i nts and pass 
s i gna l s from one S - l i nk to another . I nformat i on on the success of 
prob¥A made over S - l i nks  wh i ch i s  t i me stamped i s  stored i n  the No . 4 
ESSs and updates are numbered so that a l l nodes are work i ng from a 
cons i stent and current set of data . 
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The S - l i nks  wou l d use ana l og data transm i ss i on wi th modems 
operat i ng  at 4800 b i ts per second . Th i s  form of technol ogy was chosen 
because i t  i s  we l l known , tested , and requ i res  no new deve l opment . The 
S - l i n k s i gnal s wou l d be s i mi l ar i n  l eve l 2 and 3 protoco l s to those 
used wi th common channel  s i gnal i ng system No . 7 .  The number of S - l i nks 
to be prov i ded wou l d depend upon the l ocat i ons  of potent i a l users and 
rel ated , anti c i pated , damage scenar i os .  W i th 650 S - l i n ks , the emer
gency s i gnal i ng network  wou l d  be  expected to  comp l ete more than 95% of  
the  NETS cal l s  wi thout b l ock i ng from the  l ack  of  S - l i nk s i gnal i ng 
cha i n .  A m i n i mum of 350 l i nks wou l d  encounter marg i na l  b l ock i ng  of 
about 65% . To decrease b l ock i ng i f  the sma l l er number of S - l i nks were 
i nstal l ed ,  regu l ar trunks  equ i pped wi th the now-outmoded , s i ng l e
frequency s i gnA l i ng cou l d ,  wi th added comp l ex i ty i n  the programmi ng of 
the No . 4 ESSsT , prov i de for establ i sh i ng greater connect i v i ty i n  a 
sparse , 350-S- l i nk network . 

The S - l i nks  wou l d be used not on l y  to pass NETS cal l probes , but 
a l so to pass d i sconnect messages on cal l s  that ex i sted i n  the network 
pre-attack as on -hook s i gnal s were detected . As a resu l t ,  i t  mi ght be 
poss i b l e  to deve l op S - l i n k channe l s .  Wh i l e  th i s  techn i que m i ght be 
l ess  cost l y ,  i t  i s  expected to i ncrease the t i me requ i red to restore 
serv i ce and i ncur a r i sk that the S - l i nks  m i ght not work  when needed . 

Prov i s i on i s  needed for regu l ar l y check i ng the operab i l i ty of the 
S - l i n ks . A l so , the rout i ng tab l es  for the S - l i n ks wou l d be updated as 
changes are made i n  fac i l i t i es rout i ng .  

The U . S .  Spr i nt  network  i s  a l so i mp l ement i ng common channe l 
s i gnal i ng ,  and i s  expected to be i n  operat i on i n  1988 . The s i gnal i ng 
network wou l d use STPs at each swi tch i ng offi ce ( there may be more than 
one swi tch  per off i ce ) . These STPs wou l d commun i cate w i th serv i ce 
control po i nts ( SCPs ) that wou l d pass s i gnal i ng i nformat i on between 
STPs . The U . S .  Spr i nt network i s  be i ng p l anned wi th  redundant pa i rs of 
SCPs i n  each of i ts th ree reg i ons . Loss of the SCPs i n  a l l three 
reg i ons  wou l d i ncapac i tate the network . 

2 .  Cal l -Control l e r-to-Cal l -Control l e r Access 

The usefu l ness of the NETS network  i s  dependent upon the ab i l i ty 
of cal l contro l l ers  to commun i cate wi th  each other i n  a re l i ab l e 
fash i on ove r the rema i n i ng pub l i c  swi tched network i n  an emergency 
s i tuat i on . Th i s  i s  part i cu l ar l y cr i t i cal  s i nce the pub l i c  swi tched 
network wi l l  become extreme l y congested , wi th resul t i ng ,  severe , 
t runk-group b l ock i ng under emergency cond i t i ons . I t  i s  therefore 
necessary to deve l op a l ternat i ves to prov i de for a v i ab l e NETS network . 

I s sue Reso l ut i on : 

AT&T Bel l Laborator i es presented several  poss i b l e ,  workab l e a l ter
nati ves to the Comm i ttee to sol ve th i s  i ssue . Two of the more i nter
est i ng poss i b i l i t i es are a trunk-reservat i on-based al go r i thm and a 
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queue i ng a l gor i thm . Both these a l gor i thms rel y on the fact that NETS 
cal l s  can be i denti f i ed wi th i n the PSN by the ass i gnment of a un i que 
area code ( e . g . , 701 } for a l l NETS cal l - control l er-to-cal l -control l er 
cal l s .  Under ful l - l oad cond i t i on s , the reservati on al gor i thm reserves 
one trunk for NETS cal l -contro l l er-to-cal l -contro l l er traff i c between 
4 ESssTM . NETS traff i c i s  i mmed i atel y  ass i gned to th i s  reserved trunk 
when i t  arr i ves at the fu l l y  l oaded 4 ESS . In  add i t i on , the next t i me a 
trunk becomes vacant at that 4ESS i t  i s  reserved for the next NETS 
ca l l . Th i s  process cont i nues i ndef i n i te l y .  

Under the queue i ng a l gor i thm NETS cal l s  are put i n  a queue as they 
arr i ve at a fu l l y  l oaded 4ESS . They are then ass i gned to the next i d l e  
trun k . Both these approaches are techn i ca l l y  feas i b l e and sol ve the 
b l ock i ng probl em for NETS cal l s  when the PSN i s  congested . I t  i s  
i mportant to po i nt out , however ,  that both these approaches requ i re a 
surv i v i ng common channel  s i gnal i ng system . Further work i s  necessary 
to determi ne  i f  th i s  approach can be extended to Reg i ona l  Be l l Oper
at i ng Company ( RBOC } access tandems and to non-AT&T i nter-exchange
carr i er networks . 

3 .  Subs c r i ber-to-Or i g i nat i ng-Ca l l -Control l er Access 

Th i s  i ssue dea l s w i th subscr i ber access to the NETS cal l 
contro l l er ( CC } . There were three sub- i ssues i nvol ved : obta i n i ng d i a l  
tone , user authent i cati on , and the unpl anned-user authent i cat i on 
prob l em .  

The usefu l ness of NETS i s  dependent upon the user ' s  establ i sh i ng a 
tel ephone connect i on to an o r i g i nat i ng  cal l control l er ( OCC } l ocated i n  
an access tandem or tol l off i ce of an i nterexchange carr i er ( I C } . To 
reach an access tandem or tol l off i ce requ i res p l ac i ng a cal l through a 
l ocal  or end ( c l ass  5 }  off i ce , to wh i ch the user i s  connected e i ther 
d i rect l y or  through a PBX trun k . 

I n  the post-attack per i od i t  i s  expected that surv i v i ng end 
off i ces , and perhaps the access tandems , wi l l  be heav i l y  congested wi th 
l ocal  traff i c .  Th i s  means that i t  may be d i ff i cu l t ,  i f  not i mposs i b l e ,  
for the NETS user to obta i n d i a l  tone to p l ace a cal l to the OCC . 
Furthermore , the trunks  that the cal l requ i red to reach the OCC may 
a l so be congested . Congest i on i n  bypass networks , such  as FTS-2000 , 
that m i ght a l so be used to reach tol l networks must  al so be con s i dered . 

I t  i s  expected that the termi nat i ons on l ocal  off i ces by ass i gned 
ASD users may requ i re and rece i ve spec i a l pr i or i ty treatment .  However ,  
i n  t i me of c r i s i s ,  the ASDs , P I NS ( i f i mp l emented } ,  and accompany i ng  
author i ty may pass  to  users other  than those or i g i nal l y  i ntended , known 
as unprogrammed users . I n  such  cases spec i a l -access authent i cat i on 
treatment may be requ i red . 

By the t i me NETS i s  i mp l emented , i t  i s  expected that the concept 
of the I n tegrated Serv i ces D i g i ta l  Network ( I SDN } may be i mp l emented 
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and i n  use by government agen c i es where ASD users are l ocated . There
fore , the l ocal -access sol ut i on shou l d a l so deal wi th the serv i ng of 
l i nes subscr i b i ng to I SDN . How wi l l  access through the l ocal  i ntraLATA 
networks be ensured for the use of NETS by both programmed ( or i g i na l l y  
author i zed ) and unprogrammed users? 

I ssue Reso l ut i on 

Obta i n i ng D i a l  Tone 

Al l l i nes and PBX trunks that termi nate i n  a l oca l , centra l off i ce 
are g i ven an equal chance to access those port i ons of the hardware 
and/or software requ i red to rece i ve the d i g i ts to be d i a l ed by a cal l 
or i g i nator . An i nd i cat i on that the central off i ce i s  ready to rece i ve 
a cal l i s  to return " d i a l  tone"  to the cal l er .  Under normal traff i c 
cond i t i ons  ( 95% of the t i me )  the cal l er shoul d recei ve d i a l tone i n  
l ess  than 3 seconds dur i ng an average hour . 

E l ectromechan i ca l  and e l ectron i c  swi tch i ng systems have i nc l uded 
i n  the i r des i gns  prov i s i on for deal i ng wi th extreme l y  heavy l oads , such  
as those encountered dur i ng a d i saster . Th i s  feature i s  known as " l i ne 
l oad contro l " and i s  the one that must be depended upon shoul d NETS be 
acti vated . Any spec i a l prov i s i ons for NETS i n  l ocal  off i ces , of wh i ch 
there are approx i matel y 18 , 000 , wou l d be proh i b i t i ve i n  cost . 

L i ne l oad control d i v i des the l i ne ( and PBX trunks ) i nto at l east 
two categor i es .  The te l ephone company makes these ass i gnments on what 
i t  perce i ves to be the rel ati ve p r i or i ty of need for serv i ce dur i ng 
emergen c i es .  The h i ghest p r i or i ty category i nc l udes the l i nes of emer
gency serv i ce bureaus , hospi ta l s ,  pol i ce and f i re ,  etc . Frequent l y ,  
co i n  tel ephones and doctors • l i nes are a l so p l aced i nto th i s  category . 
Some states , however , may have ru l es aga i nst the i mp l ementat i on of l i ne 
l oad contro l . 

I n  e l ectromechan i ca l  off i ces l i ne l oad control i s  act i vated 
manual l y .  I t  i s  rare l y used s i nce there i s  a rel uctance for managers 
to assume respons i b i l i ty for i ts i n i t i at i on . General l y ,  i n  e l ectron i c 
swi tch i ng off i ces there are on l y  two c l asses of l i nes : pr i o r i ty and 
nonpr i or i ty .  I n  some e l ectron i c  swi tch i ng systems the l i ne l oad con
trol  feature i s  qu i te soph i st i cated , g i v i ng p r i or i ty l i nes  preference 
when they o r i g i nate cal l s  but serv i ng non-pr i or i ty l i nes  to the extent 
poss i b l e  shou l d there be any rema i n i ng capac i ty .  S i nce  most off i ces i n  
the Un i ted States wi l l  use e l ectron i c swi tch i ng tech n i ques wi th i n  the 
next decade , l i nes wi th or wi thout p r i or i ty wi l l  be abl e to obta i n 
serv i ce from the i r l ocal  off i ces i f  they wa i t  l ong enough for d i al  
tone . 

The o r i g i nat i ng  cal l control  modu l es ( OCCMs ) wi l l  general l y  not be 
i n  l ocal  swi tches . They are more l i ke l y to be assoc i ated wi th access 
tandems . The trunks from l ocal  off i ces are shared general l y  by a l l 
traff i c that uses the access tandems , i nc l ud i ng traff i c p r i mar i l y  
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i ntended to reach i nterexchange carr i ers ( I C ) . Wh i l e  a un i que access 
code ( 950-0627 ) i s  d i a l ed to reach the OCCM , a separate trunk group i s  
not currentl y  requ i red . I t  i s  recommended that steps be taken to 
ass i gn a sub-group of the trunks to access tandems when OCCMs are 
l ocated there , so that i n  a pre-attack  per i od they cou l d be auto
mat i cal l y  reserved for the 950-0627 traff i c .  

Shou l d government and other l ocat i ons or i g i nat i ng NETS traff i c 
have d i rect access to I Cs , there appears to be no d i ff i cu l ty i n  
reac h i ng OCCMs assoc i ated w i th I C  swi tches . 

User Authent i cat i on 

The Access Secur i ty Dev i ce ( ASD ) prov i des the means by wh i ch a 
user accesses NETS . I t  prevents unauthor i zed use and i ntrus i on 
( " spoofi ng " ) . The ASD conta i ns  the user ' s  author i zed precedence and 
pre-empt i on ,  and other cal l i ng p r i v i l eges such as preset connect i ons  
and  retry l i m i ts . I t  a l so governs  the extent of the prob i ng and 
rout i ng act i v i ty .  The ava i l ab i l i ty of an ASD o r  some equ i va l ent means 
of prov i d i ng assurance of access to the user i s  abso l ute l y essent i a l , 
and hence cr i t i cal , to the funct i on i ng  of NETS . 

The ASD i s  a dev i ce that coup l es to a user ' s  tel ephone . I t  i s  not 
c l ear whether or not the ASD cou l d be used by a PBX operator to prov i de 
NETS cal l i ng capab i l i ty to a te l ephone wi thout an ASD served by that 
PBX . I f  that capab i l i ty does not ex i st ,  the effect i veness of NETS wi l l  
be overwhe l mi ng l y dependent upon the fores i ght of those who determ i ne 
the pre-confl i ct d i str i but i on of ASDs . 

The ASD must be abl e to " ta l k"  to a cal l control l er to i n i t i ate 
NETS access . Depend i ng upon the l ocat i on of the ASD , the transmi ss i on 
path to the CC cou l d be very poor i f  a remote user modu l e  was not 
ava i l ab l e to cond i t i on the transmi ss i on path . 

The Unpl anned Users 

Ou r predecessor commi ttee p l aced g reat emphas i s  on the rol e to be 
p l ayed by l ocal  and state author i t i es i n  reconst i tut i on acti v i t i es i n  
the post-attack t i me per i od .  Who wi l l  surv i ve and r i se to the l eader
s h i p chal l enges of that env i ronment cannot be forecast . Ava i l ab i l i ty 
of NETS to those l ocal  author i t i es cou l d be cruc i a l to the i r act i v
i t i es .  Yet , wi thout an ASD i t  wi l l  be den i ed them . Some number  of 
d i spersed , pre-war stockage of ASDs i s  i mperat i ve and shoul d probab l y  
have on l y  a standard i zed , l i m i ted set of ca l l i ng pr i v i l eges . I n  any 
case , NETS wi l l  be of m i n i ma l  val ue i f  some means i s  not found to 
prov i de access to l ocal  author i t i es i n  the post-attack  per i od .  

The unp l anned user access probl em rema i ns open . NCS must i dent i fy 
a means to ensure unp l anned user access . Pre-stock i ng ,  Personal I dent i 
f i cat i on Numbers ( P I Ns ) , and " cred i t cards"  represent some of the 
opt i ons ava i l ab l e .  
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4 .  Access Secur i ty for NETS 

Th i s  i ssue con s i ders the s i gnal i ng and data encrypt i on scheme 
embod i ed i n  NETS . 

As wi th an ASD , the s i gnal i ng secu r i ty funct i on has as i ts pr i mary 
purpose the protect i on of the network  s i gnal i ng acti v i ty from i ntrus i on 
( " spoof i ng" } or  hosti l e  traff i c ana l ys i s .  I t  a l so has the added 
funct i on of protect i ng the data exchanges between the cal l contro l l ers 
and the NMAC from host i l e  i ntercept . Wh i l e  the va l ue of network 
s i gnal i ng protect i on i n  the post-attack env i ronment i s  uncerta i n 
( depend i ng upon the magn i tude of the nuc l ear exchange } , the i r i mpor
tance i n  the pre-and ear l y trans-attack t i me frames i s  ev i dent . 

The conti nued funct i on i ng of the s i gnal i ng secur i ty feature to and 
from ASDs to the CCs and among the CCs themsel ves i s  cr i t i cal  to the 
funct i on i ng  of NETS . Data encrypt i on to and from the CCs and the NMAC 
i s  not . The ent i re prob i ng and rout i ng process ( i nc l ud i ng features 
such as retry , cran kback , precedence and preempt i on }  depends upon the 
successfu l exchange of e n c i phe red s i gnal i ng messages among the system 
e l ements . I t  appears  that many of these exchanges must take p l ace 
before any tran smi s s i on compensat i on i s  needed . 

B i t-error rates and t i mi ng synchron i zat i on are usual l y  the 
" v i l l a i ns " i n  encrypt i on systems . The trans- and post-attack per i ods 
wi l l  certa i n l y  produce an extreme l y h i gh b i t-error- rate envi ronment . 

At the m i n i mum , there must be a very robust cod i ng scheme emp l oyed 
by the secur i ty system , together wi th very good error-correct i on tech
n i ques . A better so l ut i on , but probab l y harder to i mp l ement ,  wou l d  be 
to i ncorporate a " fa i l c l ear " capab i l i ty when and i f  the system appears 
to be fa i l i ng because of secu r i ty-system ma l functi on . Such a " fa i l 
c l ear " featu re mi ght  on l y  be i mp l emented on command by the NMAC , or  
enab l ed for  automat i c  i mp l ementat i on ,  when requ i red , by  the destruct i on 
of the NMAC . 

I ssue Reso l ut i on 

The s i gna l i ng secu r i ty system i s  p l anned to be dua l -tone , mu l t i 
frequency ( DTMF } s i gnal i ng wi th a robust encrypt i on scheme . I t  wi l l  
operate as though i t  we re a tel ephone cal l on a CC-to-CC bas i s .  Th i s  
appears to be a sat i sfactory approach , and the NCS shou l d oppose 
efforts to make th i s  scheme more comp l ex under the gu i se of added 
c ryptograph i c  strength . 

5 .  Path Sel ect i on 

The current route-f i nd i ng strategy assumes that i t  i s  necessary to 
p robe each hop on a poss i b l e  new route as though no i nformati on on that 
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set of trunks were ava i l ab l e from prev i ous probes ( i nformat i on i s  i n  
fact saved on wh i ch cal l ed party was busy and wh i ch areas are known to 
be congested ; the trunk  i nformat i on i s  not saved ) . Th i s  strategy i s  
based on the assumpt i on that j ust because trunk capac i ty was found to 
be ava i l ab l e/unava i l ab l e on a g i ven hop on a prev i ous probe i s  not 
assurance that i t  st i l l  wi l l  be ava i l ab l e/unava i l ab l e on the next 
probe . Th i s  procedure d i scards i nformat i on that i s  i n  pr i n c i p l e ava i l 
abl e from prev i ous probes . Two examp l es are : ( 1 )  the reason one trunk 
i s  not ava i l ab l e i s  because none are ava i l ab l e due to the total outage 
of the set of trun ks on the hop , and ( 2 )  i n formati on on whether a trunk 
was prev i ous l y  se i zed l eft one percent of the capac i ty rema i n i ng or 99 
percent . The i ssue i s  i mportant because the present prob i ng  mechan i sm ,  
based on t i me-outs , takes a l ong  t i me to comp l ete i f  there are many 
hops between source and target node . 

I ssue Reso l ut i on 

To get an upper bound on the poss i b l e  benef i ts of us i ng i nfor
mat i on stored from prev i ous probes , computat i on shou l d be made of the 
route setup speed , i f  at each node there i s  an a l l - knowi ng  11 i deal 
observer 11 wh i ch knows at any i nstant of t i me how many trunks on each 
hop are actual l y  ava i l ab l e .  I f  the resu l ts show l arge speedup and/or 
i nc rease i n  cal l comp l et i on probab i l i ty to be poss i b l e ,  s u i tab l e a l go
r i thms to use the i nformat i on shou l d be der i ved or adopted from the 
l arge l i terature on th i s  subj ect . 

6 .  Devel opment  Strategy and F i e l d Test i ng 

NETS wi l l  not be c reated i n  so short a per i od of t i me that i t  w i l l  
be  sati sfactory to awa i t comp l et i on ,  or  near comp l et i on , of the system 
before beg i nn i ng test i ng . The Commi ttee i s  concerned about p l ann i ng 
for demonstrat i on s i te test i ng  of the CCs and the growth of the NETS i n  
a manner that max i mi zes the ut i l i ty of the ex i st i ng system at any po i nt 
i n  i ts i nsta l l at i on per i od .  As the system g rows ( i . e . , as more CCs are 
b rought on l i n e ) , i n c reas i ng l y d i ff i cu l t tests must be conducted to 
ver i fy system perfo rmance . An i ssue i s  how the system wi l l  be used 
and/or tested i n  a cost-effect i ve fash i on dur i ng peace t i me to ensure 
the conf i dence of i ts i ntended users . 

I ssue Reso l ut i on 

NETS i s  a serv i ce that wi l l  be i ntroduced i n  stages i n  a two
d i mens i onal  manner ; i . e . , i n i t i a l l y  the number of CCs or augmented 
swi tches wi l l  be sma l l and wi l l  have l ess  capab i l i ty than l ater sys
tems . The pr i me contractor wi l l  progress through four stages of 
i nc reas i ng numbers  of CCs and i nc reased capab i l i ty of each CC . NETS 
c apab i l i ty and read i ness wi l l  be demonstrated through conti nuous 
test i ng  prog rams . 
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The quest i on of cost effecti veness dur i ng peaceti me for user 
fami l i ar i zat i on must be dec i ded from oppos i ng con s i derat i ons : 1 )  
because each CC-to-CC connect i on i s  b i l l ed as a separate ca l l , NETS i s  
not the serv i ce to use i n  p l ac i ng normal bus i ness cal l s ;  but 2 )  exer
c i ses wi l l  be he l d wi th the pr i me contractor to use NETS i n  order to 
fami l i ar i ze users wi th i ts funct i onal i ty .  These costs wi l l  be part of 
the NETS serv i ce .  

7 .  NETS Evo l ut i onary Capab i l i t i es and Strateg i es 

The N ETS des i gn po i nt presented to the Commi ttee was based on 1987 
techno l ogy . The same i s  true of some of the poss i b l e  mod i f i cat i ons to 
the des i gn  po i nt ,  such  as S - l i nks . Yet the p l anned l i feti me of NETS 
must be on the order of one or  two decades i n  order to j usti fy the 
expend i ture l evel s proposed . It i s  thus i mperat i ve that the NETS 
program not be the v i ct i m  of techno l og i cal  surpr i se or s i gn i f i cant 
sh i fts i n  user  requ i rements ( an examp l e of the l atter mi ght be that the 
need to support data traff i c post-attack becomes s i gn i f i can t ) . 

The next f i ve years are apt to be parti c u l ar l y vol ati l e  ones as 
far as the structure of the PSN i s  concerned . Ana l og p l ant i s  be i ng 
wr i tten off at a rap i d rate . New tel ecommun i cati on car r i ers  are be i ng 
set up and others are go i ng out of bus i ness or  merg i ng .  The technol ogy 
i s  a l so i n  a part i c u l ar l y  dynami c state . I t  i s  a l ready c l ear now ,  i n  
1987 , that at l east fou r  mature or  emerg i ng techno l og i es are i n  the pro
cess of affect i ng the transmi ss i on , swi tch i ng and management of PSN . 
These are : 

• Rap i d dep l oyment of f i ber transmi ss i on fac i l i t i es ,  f i rst for 
i nteroff i ce ,  then for subsc r i ber l oops ( "metropo l i tan area 
networks 11 ) and LANs ; 

• I SDN user i nterfaces , chang i ng rates from 16  kbs to more than 
DS-3 ( 45 Mb/s ) rates ; 

• Pro l i ferat i on of d i g i ta l  c ross-connects , wh i ch can i n  the 
future be commanded over the I SDN D-channel  by the end user . DACS 
u n i ts are a l ready at DS-3 speeds ( 45 Mbs ) . Swi tchover t i mes are 
on the order of seconds ; and 

• I nte l l i gent networks  based on software-contro l l er 11 i ntel l i gent 
nodes , 11 s i gn i f i cantl y i nc reas i ng the ab i l i ty to expand network  
funct i onal i ty and  customi ze i t  to  meet u n i que i nd i v i dual  customer 
needs . 

I ssue Reso l ut i on 

The move to procure N ETS as a serv i ce rather  than a system i s  to 
the Commi ttee a wi se move to guard aga i nst  techno l og i cal  obsol escence , 
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s i nce  i t  i s  then very much  i n  the contractor ' s  i nterest to use the 
l atest , most economi cal  techno l og i es to prov i de the spec i f i ed servi ce . 

The Commi ttee has  ment i oned e l sewhere that N ETS i s  most l i ke l y to 
rece i ve fund i ng approva l i f  the i nstal l at i on i s  i ncremental  over 
several  years . The Commi ttee endorses th i s  concept for several  
reasons , not the l east of wh i ch i s  that th i s  a l l ows the l atest tech
n i ca l  advances to  be i ncorporated . We  recommend that NETS be evol ved 
gradual l y .  The des i gn poi nt  shou l d be rev i s i ted con t i nual l y .  

I t  i s  l i ke l y  that the evo l v i ng  technol ogy and arch i tecture of the 
network  wi l l  tend to enhance N ETS rather than make i t  obsol ete . For 
examp l e ,  the depl oyment of I SDN and i ntel l i gent networks cou l d serve to 
d i mi n i sh concerns ra i sed earl i er over the ab i l i ty of NETS users to draw 
d i a l  tone and ga i n access to the CC dur i ng per i ods of PSN congest i on .  

8 .  Transmi ss i on and Equal i zat i on 

N ETS i s  expected to carry vo i ce and data ( or encrypted vo i ce }  at 
2400 b i ts/sec . Spec i f i c  req u i rements are for " good" or  " better"  g rade 
of serv i ce  on at l east 95% of cal l s  and a b i t error rate ( BER ) l ess 
than 0 . 0005 on 85% of the connect i on s . The need for some form of trans
mi ss i on compensat i on i s  read i l y  establ i shed . Paths conta i n i ng on l y  two 
CCs wou l d  typ i ca l l y  fa i l to meet the BER req u i rement on data transm i s
s i on .  The i ssues of concern to the commi ttee are : 

( 1 }  Effects of a tandem connect i on of several adapt i ve equal i zers  
operat i ng i n  a dynami c ,  or  track i ng ,  mode dur i ng  a cal l ; 

( 2 )  Bu i l d-up  of quant i zat i on no i se due to a l arge n umber of 
anal og-to-d i g i ta l / d i g i ta l -to-ana l og convers i on s  encountered i n  a 
transmi s s i on path us i ng d i g i ta l  tech n i ques for equal i zat i on and 
swi tch i ng ;  and 

( 3 }  Cost of i mp l ement i ng  the proposed equal i zer . 

I ssue Reso l ut i on 

The proposed compensat i on strategy cal l s  for l i nk-by- l i n k equal 
i zat i on dur i ng cal l setup . The equal i zat i on for each l i n k i s  then 
frozen before adaptat i on of the success i ve l i nk beg i ns ,  so there i s  no  
i ssue to  reso l ve about the performance of  a tandem connect i on of 
con t i nua l l y  track i ng equal i zers . 

That s trategy does , however ,  ra i se a new i ssue that has not been 
addressed by the Commi ttee , name l y whether  or  not equal i zati on read
j ustment m i ght  be requ i red dur i ng a ca l l . The i ssue of quant i zat i on  
no i se  b u i l d-up  was tentat i ve l y  resol ved by a demonstrat i on prepared by 
AT&T Be l l Laborato r i es  showi ng  vo i ce qual i ty over a mu l t i l i nk path wi th 
compensat i on act i vated and deact i vated . A l l members of the Commi ttee 
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part i c i pated i n  l i sten i ng tests as part of the demonstrat i on .  The 
consensus was that uncompensated paths produced unacceptab l e  qual i ty 
due to i nc reased path l oss  and channel  d i spers i on .  

However ,  th i s  demonstrat i on ra i sed the i ssue of cost effecti veness 
of the proposed equa l i zer des i gn s i nce , as far as c l ear vo i ce commu n i ca
t i on i s  concerned , a strategy that prov i des on l y  ga i n  compensat i on and 
c rude equal i zat i on at each l i nk i n  the path m i ght be adequate . The 
proposed equal i zer structure i s  a 255-tap , d i g i ta l l y- i mp l emented , 
transversal  f i l ter wi th tap adj ustments made by a stochast i c-grad i ent 
a l gor i thm to mi n i m i ze mean-squared error dur i ng the trai n i ng per i od .  
Th i s  i s  rather more comp l ex than equal i zers  found i n  vo i ceband data 
modems ; however ,  i t  does prov i de effect i ve channel  equal i zat i on for a 
broad c l ass of s i gnal  formats , i nc l ud i ng  vo i ce and data at var i ous b i t  
rates and modu l at i on  techn i ques . A l ooser set o f  requ i rements o n  the 
var i ety of s i gnal  formats to be hand l ed m i ght resu l t i n  a substant i a l  
cost  reduct i on of th i s  component of the  CCM . 

9 .  S i gnal i ng Protoco l s  

The Commi ttee was b r i efed on s i gnal i ng protocol des i gn .  The 
features of th i s  protocol  i nvol ve ( a )  user authent i cati on , ( b )  sel ec
t i on and cal l -progress message exchanges wi th the PSN , ( c )  l i n k  cal l 
estab l i shment wi th the next CC on the path , ( d )  l i nk cal l c l ear i ng i n  
case of c ran kback , and ( e ) end-to-end cal l establ i shment and c l ear i ng .  

A quest i on was ra i sed on the rel i ab i l i ty of  DTMF s i gnal i ng between 
the users  and the CC and between the CCs . The general  consensus of the 
Commi ttee was that DTMF wou l d be adequate for the j ob .  Wh i l e  i t  wou l d 
seem read i l y  poss i b l e  to i n crease the s i gnal i ng rate above the DTMF 
ten-d i g i t-per-second nomi nal  rate , most of the cal l - setup del ay appears 
to be i n  the PSN i tsel f ,  so the add i t i onal  comp l ex i ty and cost do not 
seem j ust i f i ed .  

There was concern that the user-CC and ec-ce protoco l s m i ght  have 
h i dden hazards and may fa i l i n  dead l ock , l i ve l ock  or  other protocol  
i n stab i l i ty .  A b r i ef i ng  was g i ven to the Commi ttee wh i ch shows 
progress  on the i ssue of protocol  ver i f i cat i on wi th respect to the 
state descr i pt i on of a s i ng l e CC ; however ,  the robustness of the ent i re 
system of i nterconnected CCs may st i l l  be suspect . Wh i l e  i t  may not be 
poss i b l e to ver i fy correctness of the ent i re system due to i ts sheer 
s i ze and nondetermi n i st i c i nterconnect i ons , i t  shou l d be ab l e to ver i fy 
correctness of a s i ng l e connect i on attempt i nvol v i n g  c rankbac k . 

From the b r i ef i ngs presented , i t  appears anal ys i s  and des i gn have 
been concentrated on the v i ew of a s i ng l e connect i on attempt f i ght i ng  
the debr i s  of broken CCs , l i n ks and  other  hazards to  comp l ete a 
connect i on . However ,  i t  i s  i nstruct i ve a l so to l ook  at the state of 
the network  i tse l f be i ng attacked by i nd i v i dual  connect i on attempts 
u n known to each other . Th i s  s i tuat i on  i s  we l l known to the 
packet- swi tch i ng commun i ty and requ i res study i n  i ts own r i ght . I n  
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the face of l i m i ted resources , l i n ks , and CCs , scenar i os l ead i ng to 
dead l ock  are i ndeed poss i b l e .  I t  i s  not c l ear that pre-en g i neered 
routi ng  tab l es can a l ways avo i d  dead l ock  wh i l e  ensur i ng that al l routes 
are thorough l y  probed . 

I ssue Reso l ut i on 

Attent i on needs to be g i ven to the surv i vab i l i ty of the 
connect i on - i n i t i at i on process , espec i a l l y  wi th respect to resource 
contenti on and fa i rness . It i s  a l so i mportant that fac i l i t i es that 
become i so l ated due to l i n k fa i l ures or  congest i on can be re l i ab l y  
recovered when connect i v i ty returns . The most l i ke l y case of concern 
may be when a set of CCs becomes fragmented or dead l ocked wh i l e  i n  a 
ho l d i ng  state for a number of connect i on attempts . The so l ut i on i s  to 
real i ze th i s  at each CC concerned and rap i d l y  return the dead l ocked 
assets to the ava i l ab l e i nventory . 

As a rel ated subj ect , there was concern about the effect i veness of 
S - l i nks  and the poss i b i l i ty that restorat i on of the swi tch s i gnal i ng 
p rotocol  mi ght  become an i ntegral  part of N ETS i tsel f .  There i s ,  of 
course , a probl em i n  order l y l ayer i ng ,  but computer sc i enti sts and 
protoco l des i gners have so l ved these p rob l ems many t i mes ( someti mes i n  
ug l y ,  ad-hoc ways , to be sure ) . The c l ear wi n i s  that N ETS becomes 
i ntr i ns i c  to the surv i vab i l i ty of the PSN i tse l f ,  and thus more 
attract i ve to the PSN des i gners . 

10 . Post-Attack  Fac i l i ty Restorat i on 

Soph i st i cat i on Versus  S i mpl i c i ty :  Re l i ance on Common Channel  
S i gnal i ng ( CCS ) has taken away trunk  s i gnal i ng sets that cou l d have 
al l owed c raftsmen to restore c i rcu i ts and s i gnal i ng on one fac i l i ty .  
Now the f i rst conf i rmat i on of cont i nu i ty between two swi tch i ng nodes 
has to be the CCS paths ; on l y  then can the i ntegr i ty of the transmi s
s i on path be  ver i f i ed .  Therefore , the  bu i l d-back capab i l i ty i s  
conti ngent upon establ i sh i ng commun i cat i on s  among the f i e l d forces that 
have surv i ved the d i saster . 

I ssue Reso l ut i ons  

Bu i l d  Back Capab i l i ty -- P r i m i t i ve Order W i re :  One means for 
ensur i ng commun i cat i on between swi tch i ng nodes i s  to guarantee bas i c 
order-wi re c i rcu i ts that do not re l y upon CCS . These order-wi re 
c i r c u i ts shou l d be ma i n ta i ned as d i rect l i n kages dur i ng norma l t i mes 
and the common car r i ers  shou l d be encouraged to avo i d  soph i st i cat i on  i n  
such  bas i c c i rcu i ts .  I n  some c i rcumstances , i t  can be v i sual i zed that 
the on l y  surv i v i ng c i rcu i t  path cou l d be the order wi re . In the 
future , when the copper wi re d i sappears , the f i ber , order-wi re fac i l i ty 
must  be cont i guous  o r  e l se the opportun i ty for reconnecti on wi l l  be 
comp l ete l y  b l ocked . 

Manual  Process : H i gh technol ogy has reached a po i nt i n  wh i ch 
automat i on obj ect i ves cont i n ual l y  e l i m i nate the human from our  
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systems . The enti re N ETS and CCs concept i s  based on  the auto
operator approach . Much thought must be g i ven to the post-attack 
cond i t i ons that can ex i st , i n  wh i ch comp l ete rel i ance can easi l y  return 
to the human be i ngs that must reestab l i sh connect i v i ty .  It wi l l  
certa i n l y  be catastroph i c  i f  our  endeavor to automate e l i m i nates the 
very tool s wi th wh i ch the h uman forces must work  under duress to 
reconnect the network . The Commi ttee fee l s that common carr i ers  must 
cont i nue to ma i nta i n the necessary too l s and equ i pment that h umans  can 
use  wi th establ i shed manual  processes to b u i l d  back the network . 

Qual i f i cat i ons  and  Trai n i ng of Craftsmen : Craftsmen must rece i ve 
trai n i ng i n  the restorat i on procedures that wi l l  not fol l ow the normal , 
unstressed type of ma i ntenance and c i rcu i t  restorat i on .  These crafts
men shou l d become fami l i ar cont i nual l y  wi th the too l s necessary for 
such restorat i on .  I n  parti cu l ar , they shou l d be trai ned so wel l i n  such  
bas i cs as the order-wi re funct i ons that under the most severe outages 
they wi l l  be conf i dent that they can contact the d i stant end . 

Qual i f i cat i ons  of Operators -- The Ro l e  of Human Operator Versus 
the CCM Auto-Operator : As the PSN has  progressed from d i rect 

d i stance d i a l i ng ( DOD ) and beyond , the rol e of the i nward and outward 
operators has near l y d i sappeared . Remember i ng back to the days of such  
operators and the r i ngdown trun k , many an operator establ i shed a cal l 
under natural -d i saster cond i t i ons  by knowi ng  how to route through 
another  off i ce . Now , wi th a network  that requ i res CCs to do the search  
for us , there seems l i ttl e that an operator can do except use the 
swi tch mach i ne .  Some thought shou l d be g i ven to how the h uman , as an 
operator i n  the system , cou l d enhance the ab i l i ty to reestabl i sh 
connect i v i ty .  At the moment , the persons operat i n g  the network  control  
and the to l l test desks and stabi l i z i ng the swi tch i ng mac h i nes seem to 
be the strongest contri butors i n  reconnect i ng the network . 

D i rectory Serv i ces : 

I f  the damage l eve l i s  h i gh ,  much of the p rev i ous l y  ava i l ab l e 
i nformat i on assoc i at i ng  i nd i v i dual s or  departments wi th spec i f i c  tel e
phone numbers  i n  a spec i f i c area code wi l l  be l ost . One of the poten
t i a l  capab i l i t i es that N ETS offers as part of the b u i l d-back process i s  
the reconst i tut i on of d i rectory i nformat i on .  The probl em of how to 
b u i l d  d i recto r i es from traff i c i nformat i on and then manage them once 
they are bu i l t  i s  an i mportant present area of computer commun i cat i on 
research and i mp l ementat i on ,  some of whose consequences may be of use 
i n  the N ETS context . A l though th i s  study i tem i s  of l ower pr i or i ty 
than a number of the others , as N ETS moves ahead i t  wi l l  be worthwh i l e  
to add to the agenda the deve l opment of a d i rectory regenerat i on 
strategy . 
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1 1 . Ava i l ab i l i ty of I n terexchange Carr i ers to Hand l e N ETS Cal l s  

What tel ecommun i cat i on s  network  resources are ava i l ab l e for 
emergency use? 

The AT&T i nterLATA network i s  the l argest publ i c  network  resource 
i n  North Amer i ca .  For the N ETS proj ect , i t  i s  i n  the pub l i c  i nterest 
to exami ne  the other pub l i c  and pr i vate te l ecommun i cati ons resources of 
North Amer i ca to exam i ne how they m i ght be used and i ntegrated to 
benefi t the N ETS concept . 

I ssue Reso l ut i on 

Wh i l e  the resources  of the I Cs co l l ect i vel y ,  and the AT&T network  
i n  part i c u l ar , are  exten s i ve ,  there i s  the  quest i on as to  how they 
mi ght be used i n  the post-attack per i od .  From ava i l ab l e data i t  ap
pears that swi tch i ng systems l ocated beyond a d i rect-b l ast area m i ght  
surv i ve .  They cou l d be used  unti l commerc i a l e l ectr i c i ty or emergency 
fuel  supp l y  i s  exhausted , provi ded that emergency generators were ener
g i zed p r i or  to the attack .  The NETS i s  predi cated upon the assumpti on 
that usefu l transm i ss i on fac i l i ti es and swi tch i ng off i ces mi ght be 
found that norma l l y  wou l d not be used i n  the commerc i al routi ng  of 
cal l s  between or i g i nat i ng  and termi nat i ng NETS CCM l ocati ons . 

The i nformat i on bu i l t  i nto the surv i v i ng swi tch i ng offi ces i s  
l i m i ted to i nte l l i gence and rout i ng a l gor i thms about the pre-attack 
network . The N ETS i s  des i gned to attempt the comp l eti on of post-attack 
cal l s  by prob i ng and deve l op i ng i nformat i on about the network  that 
surv i ves . Th i s  means that routes for cal l s  are devel oped and used that 
d i ffer from those used i n  commerc i a l serv i ce .  

I n  undamaged areas NETS traff i c competes wi th i s l ands of heavy 
publ i c  traff i c .  The publ i c  traff i c i s  subj ect to automat i c ,  
network-management contro l s that shoul d prevent swi tches from be i ng 
over l oaded wi th usel ess attempts to reach unava i l ab l e areas . N ETS 
traff i c must be processed by the same swi tches , c i rcumventi ng  where 
poss i b l e  the network  management control s .  

The AT&T i nterexchange network  reaches a l l l ocal  access and 
transport areas ( LATAs ) .  In many cases i t  has d i rect trunks to l ocal  
offi ces , avo i d i ng access-tandem swi tch i ng . The other  I Cs are accessed 
pr i mar i l y  th rough tandems . They reach many termi nat i ng po i nts th rough 
fore i gn-exchange l i nes and AT&T ' s  wi de area tel ephone serv i ce ( WATS ) 
l i nes . As these networks grow , there wi l l  be fewer WATS c rossovers . 
There i s  a l so an i nc rease i n  the number of pr i vate , corporate networks . 

To ut i l i ze the tel ecommun i cat i on s  fac i l i t i es of the Un i ted States 
most effect i ve l y ,  some con s i derat i on shou l d be g i ven to i mp l ementi ng  
approp r i ate c rossovers between I C  and  l arge p r i vate networks so that 
al l poss i b l e  pub l i c  and p r i vate fac i l i t i es cou l d be accessed and used 
by the N ETS . Th i s  i s  not on l y  a fac i l i t i es probl em but a l so i nvol ves 
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knowl edge of address i ng p l ans wi th i n  these networks . Software def i ned 
networks ( SON ) use  publ i c  network  fac i l i t i es as i f  they were p r i vate 
networks . As a resu l t ,  these fac i l i t i es may be accessed by the N ETS . 

S i nce the N ETS accesses publ i c  fac i l i t i es ,  i t  i s  necessary to 
prov i de secure access to the network  rout i ng  tabl es that are to be used 
exc l u s i ve l y  by i t .  Th i s  i s  one reason for confi n i ng these tab l es to 
the CCs i nstead of i nc l ud i ng them i n  each tandem and tol l swi tch 
th rough wh i ch a NETS ca l l m i ght pass . W i th the NETS cal l rout i ng  i t  i s  
poss i b l e  that the cal l wi l l  pass through more swi tches than normal l y  
encountered i n  a commerc i a l ca l l . As a resu l t transmi s s i on compensa
t i on must be i nc l uded i n  the CCs . Access to l ocal  exchanges i s  
necessary to comp l ete cal l s .  The i nterexchange networks appear to be 
the on l y  fac i l i t i es that cou l d be used to comp l ete cal l s  i nto these 
exchanges through what rema i ns  of the l ong- d i stance te l ecommun i cati ons 
i nfrastructure . 

12 . Reasonab l e Al ternati ves to the NETS 

The NETS focuses on us i ng the publ i c  swi tched tel ephone network  
( PSN ) to  carry NSEP  traff i c i n  a post-attack per i od .  Character i st i cs  
of the N ETS arch i tecture i nc l ude : 

• Rest r i cted user access for NETS by requ i r i ng access through 
ASDs ; 

• Improvement of the vo i ce s i gnal  th rough cal l compen sat i on to 
a l l ow for very poor , unusual l y  l ong  vo i ce path s ; 

• Enhanced PSN rout i ng  of vo i ce cal l s  through augmentat i on of 
swi tch  rout i ng  tab l es to test noneconomi c routes ; 

• Pr i or i ty treatment of NETS cal l s  by the PSN v i a spec i a l area 
codes or  c l ass  marks ; 

• Use of CCs to f i nd espec i a l l y  l ong paths i n  the case when 
shorter ones have not surv i ved ; and 

• Augmentat i on of the PSN i n  sel ected areas to i nc rease 
redundancy and a l ternate rout i ng  opportun i t i es .  

A quest i on posed by the Commi ttee i s  whether there are reasonab l e 
a l ternat i ves to the present l y proposed N ETS . 

I ssue Resol ut i on 

The i ssue may be broken i nto two rel ated quest i ons : 1 )  are there 
reasonab l e a l ternat i ves to u s i ng  the PSN , and 2 )  i f  the PSN i s  used , 
are there better ways to use i t? 

The resol ut i on of quest i on one appears stra i ghtforward . The PSN 
approach seems c l ear l y  the best poss i b l e  NETS a l ternat i ve , presumi ng  
that the PSN s i gna l i ng system surv i ves a scenar i o- i ndependent attac k . 
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The Comm i ttee eval uated other poss i b l e  methods of prov i d i ng Nat i onwi de 
Emergency Tel ecommun i cati ons Serv i ce and for a var i ety of reasons found 
them unsati sfactory compared to the PSN . None possessed the ub i qu i ty ,  
d i vers i ty ,  redundancy , surv i vab i l i ty ,  and robustness that are a l l PSN 
character i sti cs . I ndeed , i n  one form or another  they a l l e i ther re l y  
on the PSN for the i r i nterconnecti ons o r  s i mp l y  cannot match i ts 
ut i l i ty .  To be effect i ve i n  a post-attack env i ronment ,  ce l l u l ar 
systems have to access some vest i ge of the PSN . Mob i l e  rad i o  i s  very 
l ocal i zed and general l y  has on l y  l i m i ted PSN access . Satel l i tes cou l d 
be fa i r l y  ub i qu i tous i f  s i gn i f i cant l y more earth stat i ons were 
ava i l ab l e ,  but they are not . The wi de coverage of the down l i nk 
footp r i nt  of some satel l i tes cou l d be con s i dered ub i qu i tous ; but 
i nternett i ng or  i nterconnect i ng of satel l i te systems depend on the 
PSN . I SDN i s  a software concept wh i ch carr i es message and dest i nat i on 
i nformat i on but re l i es total l y  on the PSN to carry i ts data . I SDN 
cannot now f i nd routes , reroute , or  crank back . FTS-2000 i s  a l so 
v i rtual l y  dependent upon the PSN because i t  i s  a ded i cated network 
possess i ng access po i nts i nto the PSN . None of these has the number 
nor range of character i st i cs  to cha l l enge that of the PSN . Thus , the 
NETS concept appears  v i abl e i f  the S - l i nk ( or another equ i va l ent 
subsystem ) i s  added to the PSN to ensure s i gnal i ng-system surv i val . 

As prev i ous l y  d i scussed , the N ETS CC subsystem i s  a packet
swi tched network  wh i ch der i ves i ts l i nk capac i ty by creat i ng  11 V i rtual  
l i nks 11 made up of paths from the c i rcu i t-swi tched PSN . The CCs can 
on l y  f i nd paths i f  the PSN s i gnal i ng system i s  funct i on i ng .  

The N ETS traff i c of 3 , 000 er l angs represents a cal l rate of a few 
cal l s  per second . At th i s  rate , the ex i stence of a s i gnal i ng path 
between two N ETS users  i s  sure  to i mp l y the ex i stence of a vo i ce path 
fo l l owi ng  the same phys i cal  routi ng . Thus , s i n ce the S - l i nk approach 
descr i bed to the Commi ttee provi des an anal ogous and supe r i or! 

packet-swi tched system , the CC rout i ng funct i on s  cou l d be embedded i n  
the S - l i nk packet nodes . ( Note : no descr i pt i on of the tech n i ques used 
to ensure surv i val  of the l ocal  tel co access swi tch has been g i ven to 
the Commi ttee . Th i s  segment of the system wi l l  requ i re equal s i gnal i ng 
protect i on and i t  wou l d seem that a u n i form approach based on a 
conso l i dated , packet-swi tched s i gnal i ng system wou l d make the most 
sense . )  

Therefore , as the Commi ttee bel i eves that surv i vab l e s i gnal i ng i s  
mandatory for N ETS , then a super i or  approach to NETS can and shou l d be 

lThe S - l i n k approach desc r i bed to the Commi ttee appears to ut i l i ze a 
range of adapt i ve-rout i ng tech n i ques common to today • s  packet-swi tched 
systems . 
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constructed by i ncorporat i ng the system • s  cal l rout i ng  d i rect l y i nto 
the surv i vabl e s i gnal i ng system and s i mp l i fy i ng  the CCs . 

13 . Ca ab i l i t i es and Uses of the S IM Versus the CCM 
[Al ternat i ves to the Cal l Control Modu l es ( CCMs ) 

The spec i f i cat i on for NETS assumes that separate dev i ces ( CCMs ) 
wi l l  be connected to access tandems and to l l offi ces u s i ng i ncomi ng and 
outgo i ng trunk termi nat i ons . Tar i ffs for the use of these access ports 
are i ntended to g i ve NETS access to the pub l i c  network . 

An a l ternat i ve to CCMs i s  to b u i l d  the CCM software and hardware 
capab i l i ty i nto the stored-program ( software ) -contro l l ed swi tches at the 
access tandem and to l l off i ces . The p r i n c i pa l  swi tches i n  use today 
for these funct i ons  are the DMS-250 and the No . 4EssTM . Th i s  
a l ternat i ve i s  known as 11 swi tch i nternal  modu l e 11 or  S IM .  An eval uat i on 
of th i s  a l ternat i ve and compar i son wi th the CCM capab i l i ty and cost are 
needed . 

I ssue Reso l ut i on 

The name of 11 Swi tch i nternal modu l e 11 ( S I M )  has been used by two 
vendors of a l ternat i ves to the CCMs . S IMs are deve l opments by swi tch  
manufacturers that attempt to  gai n advantages over  the  genera l - pu rpose 
CCMs by i nc l ud i ng some or a l l of the CCM capabi l i t i es i n  the access 
tandem and to l l swi tches . Th i s  approach has the advantage that , as new 
features are proposed for NETS cal l handl i ng ,  they may be i nc l uded i n  
future update i ssues of swi tch programs . To i mp l ement new features 
wi th CCMs requ i res chang i ng hardware and software des i gn s  that are 
spec i f i c to th i s  deve l opment .  A l so , s i n ce S I Ms are embedded i n  
swi tches , i t  i s  more l i ke l y that they wi l l  be exerc i sed regu l ar l y and 
wi l l  perform proper l y  when needed . 

AT&T has proposed a S I M  hardware and software deve l opment to be 
assoc i ated wi th No . 4  and No . 5  ESS off i ces i n  the i r network . It uses 
I SDN-type common channe l  s i gnal i ng between S IMs and a standard I SDN , 
bas i c-rate termi nat i on ( for  23 B channel s )  so that i t  may commun i cate 
wi th the swi tch control . AT&T • s  S I M  i nc l udes transmi s s i on 
compensat i on ,  secur i ty hardware , and connect i on wi th a network  
ma i ntenance and admi n i strat i on center  ( NMAC ) . The 23 channe l s are 
con s i dered adequate s i nce  the swi tch can prov i de as many equ i val ent CCM 
paths as needed . As wi th CCMs , the S I Ms probe and establ i sh 
connect i ons on an adapt i ve bas i s .  

Northern Tel ecom has proposed a system based on devel op i ng on l y  
software for the i r OMS fami l y  of swi tches to prov i de a form of N ETS 
rout i ng .  Predeterm i ned rout i ng trees are p l aced i nto each swi tch a l ong 
wi th commerc i a l rout i ngs . Presumabl y  the N ETS rout i ngs are uti l i zed 
on l y  on N ETS cal l s .  No secure access , transmi ss i on compensat i on ,  or  
NMAC i nterface were desc r i bed . A l so , there appears to  be no adapt i ve 
rout i ng based upon the probe resu l ts when the OMS S IM software i s  
used . 
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14 . NETS i n  the Context of the 1985 NAS Report : 
Does NETS Sati sfy the 1985 Academy Report Obj ecti ves? 

Sumary 

1 . We d i st i ngu i sh the terms 11 Enemy Force Emp l oyment Opt i ons 11 and 
11 scenar i os ( that re l ate to each opt i on ) . 11 

2 .  N ETS appears to meet i ts stated obj ecti ve , g i ven the expl i c i t  
assumpt i on of a part i c u l ar Enemy Force Empl oyment Opti on . 

3 .  NETS wi l l  be expen s i ve .  A s i gn i f i cant cost component i s  i n  the 
cont i n u i ng expense of a l arge , d i str i buted , packet-swi tched network  
needed to  back up  the  tel ephone CCS system . 

4 .  The cost of N ETS , i ts l i mi ted obj ecti ves together wi th a mu l t i 
agency , pro- rata fund i ng scheme , and i ts serv i ce to a l i m i ted user 
popu l at i on ra i se concern over cont i nuous , l ong-term , N ETS fund i ng .  

5 .  Th i s  paper con s i ders these questi ons : cou l d NETS be evo l ved i nto 
the mi ss i ng nat i onal  comun i cat i ons resource env i s i oned i n  the 1985 
Academy Report1? I f  so , how mi ght th i s  be done? 

I ntroduct i on 

The 1985 Academy Report1 recomends that post-attack te l e
comun i cati ons  capab i l i ty be des i gned for the max i mum degree of attack
scenar i o  i ndependence . Further , i t  recomends that preference be g i ven 
to the s i mp l er  and more robust arrangements amenabl e  to bottom-up 
reconst i tut i on i n  the post attack env i ronment .  It a l so recomends 
avo i dance of rel i ance upon a narrowl y preprogrammed , predetermi ned , 
top-down management structure . 

Def i n i t i ons 

Before revi ewi ng NETS i n  th i s  context , a l i tt l e sharpen i ng of some 
def i n i t i ons  i s  he l pfu l . 11 Scenar i o  i ndependence .. i s  best regarded as a 
comparat i ve adj ecti ve and not an abso l ute cond i t i on .  One can a l ways 
come up wi th a scenar i o  so devastat i ng as a l ways to make the term 
11 scenar i o i ndependence .. mean i ng l ess . Let us use the term 11 Enemy Force 
Empl oyment Opt i on s 11 to des c r i be 11 scenar i o 11 so l e l y  as a subcase . 

1The Pol i cy P l ann i ng Env i ronment for Nat i onal  Secur i ty 
Te l ecommun i cati ons ( Annual  Report ) , Nat i onal  Academy Press , Wash i ngton , 
D .  C . , May 1985 . 
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Enemy Force Empl oyment Opt i ons 

A .  Counterforce on l y  ( attac k i ng  on l y mi l i tary targets ) .  
B .  Counterforce on l y p l us external ( non-publ i c ,  swi tched 

netwo r k ) , command , control , and commun i cat i on ( C3 ) targets . 
C .  Counterval ue ( a  euphemi sm for destroyi ng  c i t i es and popu l at i on 

centers ) .  

NETS Survi vab i l i ty Assumpti on 

We be l i eve that the NETS addresses on l y  Enemy Force Emp l oyment 
Opt i ons A and B .  Opt i on C i s  counterval ue . Fundamental to the NETS 
survi vab i l i ty assumpt i on i s  that the 11 c i ty-bust i ng 11 Opt i on C wi l l  not 
occur or , at l east , i f  Opt i on C does occur , then the NETS i s  not 
expected to be of val ue . What we are deal i ng wi th i s  the ax i omat i c 
assumpt i on that presupposes that the attack pl anner carefu l l y  avo i ds 
targeti ng  c i t i es . 

Two I ssues 

Th i s  l i mi tati on of NETS rai ses two i ssues : 

1 .  I s  i t  reasonab l e to i mag i ne any scenar i os under e i ther Opt i ons A 
or B i n  wh i ch the CCS swi tch po i nts can be taken out by a smal l number 
of weapons wi thout necessar i l y targeti ng  c i t i es--such  as by target i ng  
the  commun i cati on l i n ks i n  l ow-popu l at i on-den s i ty areas rather than  the 
better targets of swi tch i ng nodes l ocated i n  the c i t i es? 

2 .  How confi dent can we be that Opti on C wi l l  i n  fact not occur?  Or 
i f  Opt i on C does occur , wi l l  i t  be so devastat i ng that attent i on need 
not be pai d even to th i nk about a p l anned , top-down reconst i tut i on 
capab i l i ty? 

1985 Academy Report 1 and the NETS 

The 1985 Academy Report d i d  not def i ne sharpl y the boundar i es of 
the target i ng opt i ons i t  cons i dered , nor  d i d  i t  narrow them prec i se l y  
t o  Opt i ons  A and B and not C .  

A new i ssue we mi ght wi sh to con s i der i s :  g i ven the rel ati ve l y  
h i gh cost of N ETS sol e l y  to serve a predetermi ned popu l ati on o f  20 , 000 
federal emp l oyees for a worst-case assumpt i on of attacks for Opt i on A 
or B on l y ,  mi ght  the NCS be better off i f  i t  recon s i dered the 
obj ect i ves  of the NETS i n  terms of the 1985 Academy Report? The 
l i m i tati ons of the NETS i n  th i s  context are : 

1The Pol i cy P l ann i ng Envi ronment for Nati onal  Secur i ty 
Te l ecommun i cati ons ( Annual  Report ) ,  Nat i onal  Academy Press , Was h i n gton , 
D . C . , May 1985 . 
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1 .  The N ETS has not been opti mi zed , nor  des i gned for ready , bottom-up 
reconst i tut i on after attack to a i d  rev i tal i z i ng a bad l y damaged publ i c  
swi tched network . 

2 .  The N ETS user consti tuency i s  l i m i ted to approx i mate l y 20 , 000 , 
predetermi ned , federal  emp l oyees organ i zed i n  a top-down structure , 
b l ock i ng  commun i cat i ons  phys i cal  access to a l l others i n  the f i el d who 
may , i n  the chaot i c post-attack worl d ,  need some tel ephone access more 
urgentl y .  

3 .  Some of the comp l ex i ty and i nfl ex i b i l i ty i n  the NETS der i ves i n  
part from i ts g i ven  requ i rement to support encrypted vo i ce i n  a 
post-attack envi ronment . 

Fund i ng L i kel i hood of NETS 

The l i m i ted access to the N ETS , coup l ed wi th i ts l i ke l y  
survi vab i l i ty under attacks for Opt i on A or  B ,  wi l l  requ i re effort by 
the NCS to prov i de broad-based understand i ng of the NETS ' strong 
deterrent capab i l i t i es ( for support i ng restorat i on ,  reconstruct i on ,  and 
conti n u i ty of government } . A reasonabl y  robust l eve l of N ETS 
i mp l ementat i on wi th an adequate number of S- l i n ks i s  not cheap . 
Comb i ne th i s  wi th  the apparent rel uctance , even today , of the proposed 
mu l t i -federal -agency user base to pay i ts share of the cost . The 
Commi ttee ant i c i pates pressures  to g i ve up  the l eve l of added 
fac i l i t i es needed for even 
moderate l evel s of surv i vab i l i ty i n  response to the pol i t i cal  neces s i ty 
of  reduc i ng v i s i b l e costs to ga i n  fund i ng  approva l s .  

Evol v i ng  NETS to  Meet the 1985  Academy Report Recommendat i ons 

Shar i ng the Resource 

I s  the NCS ask i ng too much or too l i ttl e of the N ETS? Wou l d 
the NCS be better off i f  i t  broadens  the range of  users that a 
NETS- l i ke system cou l d accommodate , thus  ra i s i ng i ts a l l owab l e cost? 
I t  i s  cheaper to share a l arger , d i str i buted , surv i vabl e network . 
There i s  a cr i t i cal -mass effect at work  here . Terrestr i a l , surv i vab l e ,  
network  des i gn i s  based upon connect i ng  nodes together wi th redundant l y 
connected network  l i n ks so that the number of weapons requ i red for 
cutt i ng the network wi th an acceptabl e probab i l i ty of success exceeds 
that of an a l ternat i ve target . Reconst i tut i on arrangements that patch 
up broken l i n ks , comb i ned wi th very fast , f l ex i b l e  swi tch i ng ra i ses the 
surv i vab i l i ty l eve l even further . 

I n  essence , the N ETS concept wou l d use S - l i nks  to form such a 
survi vab l e network , const i tut i ng a d i str i buted , packet-swi tched network  
of the s ca l e needed to prov i de a s i gn i f i cant and very i mportant i mprove
ment  i n  the robustness of the te l ephone s i gnal i ng i nfrastructure . 
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A New Nat i onal  Resource 

I f  bu i l t , such  a network  coul d consti tute a new , nati onal , 
commun i cati ons resource , usabl e for more than the i n i t i a l , l i m i ted , 
NETS requ i rements . Once ach i ev i ng  the threshol d l evel of redundancy 
( wh i ch does represent a s i gn i f i cant annual operat i ng cost } , i t  may be 
prudent to cons i der  broaden i ng the appl i cat i on , shar i ng th i s  capab i l i ty 
to beef up the ent i re nat i on • s  publ i c  swi tched tel ephone network  to 
create a more broad l y  based , post-attack surv i vab i l i ty ,  for a l l 
target i ng  opt i ons or  scenar i os .  

Access-Rat i on i ng Mechan i sm 

A user access-rat i on i ng mechan i sm i s  mandatory . Here one m i ght , 
for exampl e ,  envi s i on u s i ng a nati onal , l i ne- l oad-control approach to 
l i m i t access to the network by rat i on i ng out the d i a l  tone i n  duress . 
One benef i t of hav i n g  the S - l i n ks form the underl y i ng ,  d i str i buted , 
packet-swi tch i ng network  i s  that they a l ready convey the CC I S-7  s i gnal s 
necessary for a more soph i st i cated management of the tel ephone p l ant . 
Whether th i s  i s  feas i bl e  or  not i s  uncl ear . 

Reconst i tuti on 

Th i s  potent i al l y  i ncreased survi vab i l i ty of l ong-haul  tel ecom
mun i cat i on s  cou l d serve better , i n  part , as the order-wi re structure 
necessary for patch i ng up and reconst i tut i ng the survi v i ng  p i eces of 
the te l ephone network . 

There are other resources that m i ght  be used as wel l . For 
examp l e ,  there has been a recent , exp l os i ve growth i n  amateur  packet 
rad i o .  There are now tens of thousands of  these un i ts i n  operat i on .  
Rad i o amateurs h i stor i ca l l y  have had an i nterest i n  emergency com
mun i cat i ons . Amateur  packet rad i o together wi th a broadened-base , 
survi vab l e ,  S - l i nk network  m i ght be used to hel p form very i mportant 
m i ss i ng  e l ements of the nati onal  i nfrastructure reconsti tut i on means 
sought i n  the 1985 Academy Report . 
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APPEND I X  B 

GLOSSARY OF TERMS 

Access and S i gnal i ng Secur i ty-- A NETS funct i on that ver i f i es  the 
author i zat i on of a user to gai n access to NETS and that empl oys 
encrypt i on techn i ques to preserve the secur i ty of i nformat i on 
transmi tted dur i ng the setup of a NETS cal l . 

Access Secur i ty Dev i ce ( ASD ) -- A smal l dev i ce emp l oyed by a NETS user 
to ga i n access to N ETS . 

Access Tandem Swi tch-- A swi tch i ng system that prov i des a traff i c 
concentrat i on and d i str i but i on funct i on for i nterLATA traff i c .  

Al ternate Route-- When a cal l i s  offered to  the  d i rect trunk  group  and 
al l trunks are busy , the cal l may be manual l y  or  automat i cal l y  offered 
to one of several other routes . Such rout i ng of cal l s  i s  referred to as 
al ternate rout i ng .  

Automat i c  Al ternate Rout i ng-- A method whereby a cal l that encounters  
an "a l l trunks  busy" cond i t i on on the  f i rst route tested i s  
automat i cal l y  and rap i d l y  " route advanced" and offered to one or  more 
a l ternate routes , i n  sequence , for compl eti on . See A l ternate Route . 

Ava i l ab i l i ty-- The capab i l i ty of establ i sh i ng a connect i on between two 
stat i on sets served by NETS . 

Be l l Operat i ng Company ( BOC ) -- A tel ecommun i cati ons serv i ce prov i der 
that was at one t i me part of a nat i onal te l ecommun i cati ons company and 
one that provi des l ocal  tel ecommun i cat i ons serv i ce i n  a g i ven 
geograp h i c area . 

Cal l - - An attempted or  compl eted means of  commun i cat i on over a 
( commun i cat i ons ) channel . 

Cal l Attempt-- Any request to set up a ca l l , whether compl eted or not . 

Cal l Control l er ( CC ) -- E i ther a CCM and i ts host swi tch  or  a S IM .  

Cal l Control Modu l e  ( CCM ) -- A p i ece of equ i pment that i s  attached to a 
host swi tch v i a trunks and that prov i des N ETS funct i ons . 
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Ca l l Record-- A record made of each NETS cal l l i n ked by a CC . 

CCS ( Hundred Cal l -Seconds ) -- A measure of te l ephone traff i c l oad 
obta i ned by mu l t i p l y i ng the number of cal l s  i n  an hour  by the average 
ho l d i ng t i me per cal l i n  seconds and d i v i d i ng the product by one 
hundred . The max i mum poss i bl e  CCS that can be handl ed by one c i rcu i t 
i n  one hour  i s  36 . 

Channe l -- A commun i cati on path v i a a pa i r  of wi res , phantom carr i er ,  or  
m i crowave rad i o  ( i nc l ud i ng sate l l i te } . I n  a crossbar off i ce ,  i t  i s  the 
path connect i ng the i ncomi ng  and the outgo i ng c i rcu i ts .  

Channe l , Four-W i re-- A two-way c i rcu i t  where the s i gnal s can travel i n  
oppos i te d i rect i ons  s i mu l taneous l y  wi thout mi x i ng wi th each other . 
W i th phys i cal  fac i l i t i es ,  two cabl e pai rs  wou l d be requ i red . Carr i er 
channe l s are four-wi re c i rcu i ts .  

Channe l , Two-Wi re-- One cab l e-pai r or  one-hal f of a car r i er channel . 

C i rcu i t-- Al l or  part of a path i n  wh i ch e l ectr i cal energy trave l s 
between two or  more po i nts . 

C l ear Vo i ce-- Vo i ce that i s  transmi tted wi thout encrypt i on .  

Crankback-- The process , dur i ng cal l setup , i n  wh i ch cal l control  i s  
returned from one CC to the prev i ous  CC when no forward paths are 
ava i l ab l e .  

Crypto Per i od-- The per i od of t i me dur i ng wh i ch a cryptograph i c  key i s  
val i d .  

Cut-Th rough-- Estab l i shment of the  tal k i ng path through a swi tch . 

Dest i nat i on Code-- A rout i ng  code that  spec i f i es a spec i f i c  termi nati ng  
off i ce regard l ess of the o r i g i nati ng  po i nt . It  cons i sts of the 
th ree-d i g i t NPA code p l us  the three-d i g i t NNX code . 

Dest i nat i on Number-- The 10-d i g i t number  that  u n i quel y i dent i f i es the  
term i nat i ng stat i on .  

D i g i t- - Usual l y  o n e  o f  t h e  symbo l s 0 , 1 , 2 , 3 , 4 , 5 , 6 , 7 , 8 , 9 ,  and somet i mes 
l etters . Al so used i n  te l ephony to desc r i be the i mpu l se sequence 
produced by the d i a l contacts or the aud i bl e  tones from the DTMF 
subset . 

D i vers i f i ed Route-- Refers to  25% to 50% of the c i rcu i ts serv i ng  a 
l ocat i on be i ng ass i gned to a separate support i ng structure ( po l e l i ne ,  
rad i o  route , and/or condu i t  run } for a l l except 20% of the route wi th 
the max i mum j o i nt route l i m i ted to two mi l es .  
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Dual -Tone Mul t i freguency ( DTMF ) S i gnal i ng-- The gener i c  name for the 
tone s i gnal i ng scheme used to s i gnal  from tel ephones to swi tch i ng 
equ i pment , i n  wh i ch characters are represented by se l ect i ng two 
frequen c i es of the fol l owi ng group : 697 , 770 , 852 , 94 1 , 1 209 , 1336 , 
1447 , 1633 Hz . 

Echo Cancel l at i on-- The  process of detect i ng  transmi tted speech 
s i gnal s ,  generat i n g  a s i gnal  that i s  a repl i ca of the echo , and 
subtracti ng th i s  s i gnal  from the actual echo , thereby cance l i ng i t .  

End Off i ce ( EO ) - - T h e  swi tch i ng equ i pment i n  a bu i l d i ng that prov i des 
exchan ge tel ephone serv i ce for a g i ven geograph i cal area . The bu i l d i ng 
i s  usual l y  g i ven a name , such  as " Broad St . " ;  and i n  some cases there 
i s  more than one end off i ce serv i ng the same area . An end off i ce may 
i nc l ude more than one end-off i ce un i t .  

End-to- End S i gnal i ng-- A s i gnal i ng system capabl e of generat i ng  and 
transmi tti n g  s i gnal s d i rectl y from the or i g i nat i ng  to the termi nat i n g  
e n d  after t h e  connecti on i s  establ i shed , wi thout d i sturb i ng the 
connect i on .  DTMF s i gnal i ng i s  such a system . I ts tones can be used 
for send i ng or rece i v i ng i nformat i on , such as to or  from computers or 
control l i ng a var i ety of dev i ces . 

Equal i zat i on-- The procedure appl i ed to a channel  so that the component 
frequen c i es  of the mate r i a l  transm i tted have about the same 
re l at i onsh i p  at the two ends of the channel . 

Er l ang-- A d i mens i on l ess  un i t  of te l ephone traff i c i ntens i ty used to 
express the average number of cal l s  underway . Traff i c  i n  er l angs i s  
the sum of the hol d i ng t i mes of paths  d i v i ded by the per i od of 
measurement . ( 1  e r l ang = x cal l -mi nutes/hour ) .  

Exerc i se Cal l - - A type of NETS cal l that s i mu l ates network damage and 
the rout i ng  of the cal l around such damage . 

Four-W i re Swi tch i ng-- Two e l ectr i cal  path s , one two-wi re for 
transmi tt i ng  and one two-wi re for rece i v i ng ,  per trunk that are 
prov i ded th rough a system . 

H i gh-Usage Group-- A trunk g roup between two po i nts for f i rst-routed 
traff i c ,  so eng i neered that a l l the traff i c offered cannot be hand l ed 
dur i ng the busy hour . A certa i n amount must overfl ow to a second 
group , or  to a f i nal  group , wh i ch i s  more l i beral l y  eng i neered . 

Ho l d i ng T i me-- The total durat i on of one comp l eted ca l l . 

Host Swi tch- - A P S N  swi tch that has a CC . 
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I ndependent Tel ephone Company ( ITC ) - - A tel ecommun i cati ons  serv i ce 
prov i der that i s  not aff i l i ated wi th any BOC or  wi th AT&T and that 
provi des l ocal  serv i ce i n  a spec i f i c geograph i c  area . 

I nterexchange Carr i er ( I C ) -- A tel ecommun i cati ons serv i ce suppl i er that 
provi des serv i ce between exchanges . 

Key Pul s i ng ( KP ) -- A process of pul s i ng by use of a key set i nvol v i ng  
e i ther d i rect current ( de )  or  mu l t i frequenc i es ,  wh i ch uses  a form of  
two-wi re , de , marg i nal  pul s i ng from key set  to  senders and  from sender 
to sender . 

L i ne-- ( a )  A pai r of wi res carry i ng d i rect current between a central 
off i ce and a customer ' s  stati on ; ( b ) the s i de of a p i ece of central 
off i ce equ i pment that connects to or  toward the outs i de p l ant . 

L i nk-- I n  automat i c  swi tch i ng ,  a l i n k  i s  a path between two un i ts of 
swi tch i ng apparatus wi th i n a central off i ce .  

Local  Access and Transport Area ( LATA ) -- A geograph i c  area wi th i n  each 
SOC ' s  franch i sed area that has been estab l i shed for the purpose of 
def i n i ng the ter r i tory wi th i n  wh i ch a BOC may offer i ts 
tel ecommun i cati ons serv i ce .  

Local  Exchange Car r i er ( LEC ) -- A te l ecommun i cat i ons serv i ce suppl i er 
that prov i des publ i c ,  l ocal  serv i ce i n  a spec i f i c  geograph i c  area . 

Low-Speed Vo i ceband Data-- Data that i s  transmi tted i n  vo i ceband 
frequen c i es at a rate l ess  than or equal to 2400 bps . 

Ma i nta i nab i l i ty-- The ab i l i ty to preserve the constant operat i on of 
NETS i nc l ud i ng rout i ne serv i c i ng and fau l t repa i r .  

Message-- A sequence of NETS tones and  announcements . 

Modem-- Contract i on of modu l ator-demodu l ator ; i n  referr i ng to a carr i er 
system . 

NETS Access Code-- The  7-d i g i t number  that  al l ows a user to access 
NETS . 

NETS Ma i ntenance and Adm i n i strat i on Center  ( NMAC ) --The NETS e l ement 
that  serves as  an operat i ons center wh i ch ass i sts i n  prov i d i ng the  
l og i st i c support for N ETS . 

Off-Hook-- The cond i t i on that i nd i cates the act i ve state ( c l osed l oop ) 
of a customer l i ne .  

On-Hook-- The cond i t i on that i nd i cates the i d l e  state ( open l oop ) of a 
customer l i ne .  
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Operat i ons , Admi n i strat i on and Ma i ntenance { OA&M ) - - A NETS l og i st i cs  
funct i on that prov i des for  the  operat i on , adm i n i strat i on and 
ma i ntenance of the system . 

Or i g i nat i ng CC { OCC ) -- The CC that f i rst rece i ves a request for NETS 
serv i ce and that processes the cal l fol l owi ng  o r i g i nat i on procedures . 

Or i g i nat i ng End Off i ce-- The off i ce that serves the cal l i ng party ; 
i . e . , that off i ce where a part i cul ar cal l o r i g i nates . 

Or i g i nat i ng Stat i on-- The tel ephone from wh i ch a NETS user or i g i nates a 
cal l . 

Precedence and Preempti on-- A NETS funct i on that  determi nes whether a 
NETS cal l can preempt another NETS cal l and enabl es ass i gned-user cal l 
pr i v i l eges to be used . 

Precedence Level - -The l evel  ass i gned to a NETS user that determi nes the 
al l ocat i on of NETS resources wi th respect to other NETS users . 

Preempti on-- The  process of d i sconnect i ng a N ETS cal l for the  purpose 
of mak i ng the NETS resource ava i l abl e to a cal l of h i gher  precedence 
l evel . 

Preset Connect i on-- A s i ngl e NETS cal l set up over a preset path . 

Preset Path-- A geograph i cal path cons i st i ng of spec i f i c  
tel ecommun i cat i ons l i n ks that connect one set of NETS users wi th 
another . 

Preset Path Number { PPN ) -- A set of numer i cal d i g i ts that un i que l y  
i dent i fy a NETS preset path . 

Pr i or i ty Cal l Treatment-- A NETS funct i on carr i ed out by the PSN i n  
wh i ch NETS cal l s  are g i ven pr i or i ty treatment u s i ng network  management 
tech n i ques . 

Pr i v i l ege- - The cal l r i ghts that a r e  ava i l ab l e ( e . g . , number of 
concurrent cal l s  al l owed , cal l hol d i ng t i me ,  prob i ng t i me ) . 

Prob i ng and Rout i ng-- A NETS funct i on that prov i des spec i al cal l 
rout i ng to get around damage i n  the PSN . 

Publ i c  Swi tched Network  { PSN ) -- The equ i pment operated by LECs to 
prov i de l ocal  publ i c  tel ecommun i cati ons serv i ce and the equ i pment 
operated by I Cs to prov i de publ i c ,  i nterexchange te l ecommun i cati ons  
serv i ce .  

Re l i ab i l i ty-- The capab i l i ty of susta i n i ng a NETS cal l once pl aced . 
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Remote User Modul e ( RUM) -- A hardware dev i ce s i tuated at a N ETS user 
l ocat i on and des i gned to prov i de transmi ss i on compensati on .  

Retry-- A NETS funct i on that al l ows a user , on comp l et i on of one NETS 
ca l l , to i n i t i ate another  NETS cal l wi thout surrender i ng the 
connect i on .  

Secure Vo i ce-- Vo i ce s i gnal i ng that i s  transm i tted after encrypt i on .  

Standard Cal l - -A type of NETS cal l that i nvol ves the appl i cati ons of 
prob i ng and rout i ng .  Th i s  exc l udes preset connect i ons , test cal l s ,  and 
exerc i se cal l s . 

Stat i on Set--A tel ephone . 

Swi tch  I nternal  Modu l e ( S IM ) -- A set  of hardware and  software that  i s  
i ntegrated i nto a host PSN swi tch to prov i de NETS funct i ons . 

TEMPEST ( -PROTECTED ) -- A procedure for sh i e l d i ng el ectron i c equ i pment 
to prevent emi ss i ons of e l ectromagnet i c  s i gnal s that can be detected at 
a d i stance from the equ i pment . 

Termi nat i ng CC ( TCC ) -- The  CC  that i s  the f i nal  CC  i n  the  cal l setup 
path and that routes the cal l to the termi nat i ng user . 

Termi nat i ng Stat i on--The te l ephone that i s  the dest i nati on of a NETS 
ca l l . 

Test Cal l - - A type of NETS cal l des i gned to test a port i on of a NETS 
connect i on .  

Trans l at i on-- The convers i on of i nformat i on rece i ved i n  one form to  
another form ; for exampl e ,  i n  swi tch i ng mach i nes the transl ati on of 
d i g i ts rece i ved to those requ i red to comp l ete a cal l . 

Transmi ss i on Compensat i on-- A NETS funct i on des i gned to  prov i de 
enhancement of transmi ss i on qual i ty over pathways used for NETS cal l s .  

Trunk-- ( 1 ) A channel  connect i ng swi tch i ng centers or  exchanges . ( 2 ) 
An i nterface c i rcu i t ,  p r i mar i l y  for superv i sory purposes . 

Ub i qu i tous Access-- A NETS funct i on that al l ows users  to  enter  the NETS 
network from any stat i on i n  the CONUS and to reach any other stati on . 

V i a CC ( VCC ) -- A CC that i s  i n  the m i ddl e of a cal l setup path and that 
routes a ca l l from one CC to another CC . 
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APPEND I X  C 

GLOSSARY OF ACRONYMS 

ac-- Al ternat i ng Cu rrent 
Ao- - Operat i onal  Ava i l ab i l i ty 
ASD-- Access Secu r i ty Dev i ce 
AT-- Access Tandem 
AUTOVON- - Automat i c  Vo i ce Network  
BOC-- Be l l Operat i n g  Company 
bps-- b i ts per second 
CC-- Cal l Control l er 
CCM- - Cal l Contro l Modu l e 
CCS-- Common-Channe l  S i gnal i ng 
C I DL-- Compromi sed I dent i f i er  L i st  
CONUS- - Cotermi nous Un i ted States 
dB-- Dec i bel  
DCTN-- Defense Commerc i al Te l ecommu n i cat i ons Network 
DSP- - D i g i tal S i gnal  Processor 
DTMF-- Dual  Tone Mul t i frequency 
EM I -- El ectromagnet i c  I nterfe rence 
EMP- - El ectromagnet i c  Pu l se 
EO- - End Off i ce 
EOC-- Extended Operat i onal  Capab i l i ty 
FCC-- Federal  Commun i cati ons Commi s s i on 
FOC-- Ful l Operat i onal  Capab i l i ty 
FTS-- Federal Te l ecommun i cati ons System 
GFE-- Government Furn i shed Equ i pment 
GF I -- Governmen t  Furn i shed I nformat i on 
GOS- - Grade of Servi ceGTOC- - General Te l ephone Operat i ng  Compan i es 
HEMP-- H i gh-Al t i tude E l ectromagnet i c  Pu l se 
Hz-- Hertz 
I C- - I nterexchange carr i er 
I D- - I denti f i er  
I DM-- I denti f i er  Message 
I OC-- I n i t i al  Operati onal Capab i l i ty 
I TC-- I ndependent Tel ephone Company 
KP-- Key Pu l se 
LATA-- Local  Access and Transport Area 
LEC-- Local Exchange Car r i er  
LMS- - Least Mean Square 
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MF-- Mu l ti frequency 
MTBF-- Mean T i me Between Fa i l ure 
MTP- - Master Test Pl an 
MTTF-- Mean T i me To Fai l ure 
MTTR-- Mean T i me To Repa i r 
NCS-- Nati onal Commun i cati ons System 
NETS-- Nati onwi de Emergency Tel ecommun i cati ons Serv i ce 
NMAC-- NETS Ma i ntenance and Admi n i strat i on Center 
NSEP-- Nati onal Secu r i ty Emergency Preparedness 
OA&M- - Operat i ons , Admi n i strat i on ,  and Ma i ntenance 
OCC-- Or i g i nat i ng  CC 
OCCM-- Or i g i nat i ng  CCM 
ORUM- - Or i g i nati ng RUM 
OU-- Or i g i nat i ng User 
PBX-- P r i vate Branch  Exchange 
POD-- Probe Dest i nat i on D i g i ts 
POP-- Po i nt of Presence 
PPN-- Preset Path Number 
PSN-- Publ i c  Swi tched Networ k  
RF-- Rad i o Frequency 
RUM-- Remote User Modul e  
S-- Secret 
S I M- - Swi tch I nternal Modu l e 
TCC-- Termi nat i ng CC 
TCCM-- Term i nat i ng  CCM 
TLP-- Transmi ss i on Level Po i nt 
TRUM- - Term i nat i ng RUM 
TU-- Termi nat i ng User 
U-- Unc l ass i f i ed 
vee - - V i a cc 
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