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Preface 

The United States in cooperation with its allies has imposed 
controls since 1949 on exports to the Soviet bloc of commercial 
goods and information that would be of significant value to Warsaw 
Pact military systems. Since the late 1970s, there has been signifi­
cantly increased concern in the United States about Soviet success 
in acquiring and applying this commercial Westem technology, a 
concern that wu translated into a vigorous effort to improve the 
effectiveness of national security export controls. The Department 
of Defense spearheaded this initiative, which hu resulted in sub­
stantial strengthening of controls on dual use technology (i.e., items 
with both commercial and military application), primarily under the 
authority of the Export Administration Act of 1979, u amended. 
These stricter controls, however, have caused broad concern about 
unintended effects that may dampen the vigor of U.S. research and 
technology development and unnecessarily impede trade in high­
technology goods. 

In 1982 a panel of the National Academy complex (now known 
as the Corson panel after its chairman Dale Corson) examined the 
effect of national security export controls on the communication of 
basic scientific research. The results of that study led to an executive 
branch policy intended to minimize restraints on the vital free flow 
of scientific results and research findings. During the ensuing period, 
representatives of industry and research institutions in the United 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


x PREFACE 

States expressed misgivings about the effect of export controls on the 
U.S. international competitive position, and this national controversy 
also required an objective examination. As a result the leadership of 
the National Academy complex decided in 1984 to organize a second 
panel to examine the effect of export controls on commercial trade 
in high-technology goods and information and on the vigor of U.S .  
high-technology industry. 

The new panel recognized from the outset that Western military 
security depends in part on the technology advantages of the West as 
compared to the Soviet Union and that some restrictions on the flow 
of technology of military importance are indeed necessary. Further­
more, the panel was aware of the vital importance of maintaining 
the West 's technological advantage through continued technological 
progress. It also took note of the fact that a 1976 study of the De­
fense Science Board (known as the Bucy report) had provided much 
of the theoretical basis from which to examine the current situation. 

The panel found it appropriate to narrow and focus its efforts. 
Although controls for foreign policy purposes, controls on transfer of 
nuclear technology, and controls on arms transfer are all part of the 
total U.S . export control policy, in accordance with our charge we 
have focused on national security export controls (as specified by the 
Export Administration Act of 1979, as amended) imposed on dual 
use technology. Moreover, although certain countries other than the 
members of the Warsaw Pact are affected by U.S. national security 
export controls, we have focused primarily on issues relating to the 
Soviet Union and its Eastern bloc allies due to their central impor­
tance to the problem. We also have given particular attention to the 
role of friendly and neutral Free World nations that are not mem­
bers of CoCom (the Coordinating Committee on Multilateral Export 
Controls) , countries that may now or in the future be sources of in­
digenous technology and potential channels of West-East technology 
transfer. 

The panel shares the concerns of many regarding the health of 
U.S.  high-technology industries and the effect on national security of 
declining U.S .  leadership in various sectors. We have, for example, 
taken note of other recent studies that address the loss of manufac­
turing capability in the semiconductor industry and the problems 
associated with defense procurement. Our focus in this study-and 
the overall effect of export controls-does not minimize the impor­
tance of other measures needed to retain and improve the vitality 
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PREFACE xi 

of high technology in the United States and its contribution to U.S. 
military security. 

Perhaps not surprisingly the panel found the central problem 
of this study to be extraordinarily complex and initially difficult to 
grasp in its totality. Moreover, we determined that reliable quan­
titative data regarding the effectiveness of controls-and the impact 
of controls on economic development and trade-continue to be very 
difficult to obtain. Nevertheless, at the conclusion of its efforts the 
panel was convinced that it had reviewed and considered sufficient 
information to justify its findings and recommendations. It was 
unanimous in the adoption of these views. 

It is clear that, for this complex problem, there are valid compet­
ing interests to be weighed in considering the course of action that 
will be most effective in enhancing U.S. national security. The panel 
hopes that this report serves to identify and explain these important 
issues and that our findings and recommendations will be useful to 
those who bear the responsibility for formulating and implementing 
wise policy. 

The panel is grateful for the assistance provided by the liaison 
representatives of the various federal agencies and by the hundreds 
of individuals and private organizations, both in the United States 
and abroad, who cooperated in providing information for this study. 
We also wish to thank the professional staff, directed by Mitchel 
Wallerstein, which so ably organized the panel's briefings and foreign 
fact-finding missions and laboriously wrote and rewrote the many 
preliminary drafts of this report. Finally, I personally wish to thank 
the members of the panel for their dedicated service in this lengthy 
and sometimes contentious effort. 

LEW ALLEN, JR. 
Chairman 
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Introduction 
MITCHEL B. WALLERSTEIN 
Project Director 

As part of its efforts to understand the full complexity of the 
issues associated with the national security export control problem­
and in part to illuminate questions raised during the course of its 
deliberations-the Panel on the Impact of National Security Con­
trols on International Technology Transfer commissioned a series of 
background working papers, some of which were prepared by outside 
consultants and others by the panel's professional staff. In all, the 
panel reviewed a total of 13 such papers on a wide variety of topics. 
Because of space limitations and because some of the papers were 
prepared for the panel on a confidential or classified basis, it was not 
possible to publish all of the studies. Nevertheless, we present here 
7 of the unclassified papers, each representing a significant contribu­
tion to the public literature pertaining to international technology 
transfer and national security export controls.* 

The first paper, "The Role of Foreign Nationals in U.S. Science 

•Two additional consultant papers are included in the main volume of the 
report: Stephen A. Merrill, "Operation and Effecb of U.S. Export Licensing for 
National Security Purposes•; and William F. Finan, "Eatimate of Direct Eco­
nomic Costs Associated with U.S. National Security Controls.• In addition, two 
other papers commiaioned by the panel are available for a nominal fee from the 
National Academy Prea through the IIJ»apera on Demand• program: William 
F. Finan and Karen M. Sandbers, "Analysis of the Effects of U.S. National 
Security Controls on U.S.-Headquanered Industrial Firms•; and Stephen A. 

1 
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2 MITCHEL B. WALLERSTEIN 

and Engineering," was prepared by one of the panel's staff con­
sultants, Stephen B. Gould. Gould examines the various channels 
through which foreign nationals contribute to the U.S. research and 
development infrastructure and some of the current constraints on 
the transfer of certain categories of technical data to foreign nation­
als. The analysis also considers whether existing national security 
export controls represent an unwarranted barrier to the employment 
of foreign nationals in high-technology sectors in the United States. 

Stephan E. Becker and Harold P. Luks contributed a paper en­
titled "Corporate Compliance with the National Security Controls 
of the Export Administration Regulations." This study reviews the 
specific activities required of companies that wish to remain in le­
gal compliance with the Export Administration Regulations (EAR) . 
The structure and general requirements of EAR are summarized, 
including the severe sanctions that may be imposed for violations; 
in addition, the authors analyze each EAR element with which a 
company must deal as it undertakes an export transaction. 

The paper by Charles H. Ferguson, "High-Technology Product 
Life Cycles, Export Controls , and International Markets," explores 
the relationships between commercial and military components of 
dual use, high-technology product life cycles and the implications of 
the fact that commercial applications now lead military procurement 
in most high-technology areas. The impact of export control policy 
on commercial-military product discontinuities is examined, together 
with the possibility of shortening the lag between commercial and 
military use of a new technology. 

Harold P. Luks also contributed a second paper, "U.S . National 
Security Export Controls: Legislative and Regulatory Proposals." 
This report examines a series of specific national security export 
control measures that have been proposed in recent years in the 
U.S.  Congress or by the Departments of Commerce and Defense. 
The measures were intended to accomplish two compatible goals: 
(1) substantially reduce the scope of U.S. export controls and (2) 
enhance the ability of the federal government to forestall the illegal 
diversion of goods and technologies. The paper also notes a general 
lack of information on the operation and efficacy of U.S. and other 
foreign export control systems. 

Cormac P. Walsh prepared "National Security Controls and 

Merrill, -International Business Under the Distribution License: A Base-Line 
Survey of U.S .  Companies.• 
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INTRODUCTION 3 

Transborder F lows of Technical Data." The paper provides an 
overview of the U .S .  national security export controls as they affect 
technical data flows, and it assesses their effectiveness and impact on 
West-West trade. 

The increasing emphasis that the People's Republic of China 
has placed on the acquisition of foreign technology to support its 
modernization program prompted the panel's commissioning of a 
paper by Denis Fred Simon. His study, "Technology Transfer and 
Sino-U.S. Relations: The Critical Issues," analyzes the economic and 
technological problems encountered by the Chinese in their drive for 
modernization; it also considers the advisability of further changes 
in U.S. national security export controls vis-8.-vis China in view of 
the substantial political uncertainties still facing that country. 

F inally, William A .  Root, Solveig B. Spielmann, and Felice A. 
Kaden prepared "A Study of Foreign Export Control Systems." To 
the best of our knowledge, this is the first published cross-national 
comparison of national security export control systems. The pa­
per examines the control policies and procedures of seven countries: 
Canada, the United Kingdom, France, the Federal Republic of Ger­
many, Japan, Austria, and the Republic of Korea. It considers areas 
of compatibility and incompatibility and also some of the difficul­
ties the latter present for multilateralization of the export control 
process. 

U.S. national security export controls constitute an extraordi­
narily complex public policy regime. As a result, it was necessary 
for the panel and its professional staff to undertake a broad range 
of inquiry to understand not only how the controls operate (or are 
supposed to operate) but also the character and extent of the prob­
lems associated with or resulting ffom the control effort. The papers 
presented here are representative of the scope of issues considered by 
the Allen panel during the course of its deliberations. It is our sincere 
hope that this companion volume will prove useful to researchers and 
practitioners alike. 
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The Role of Foreign Nationals in 
U.S. Science and Engineering 

STEPHEN B. GOULD* 
StfJJ1 ConsultfJnt 

INTRODUCTION 

The U.S. economy increasingly is based on scientific and techni­
cal activities. Between 1976 and 1983, employment of scientists and 
engineers increased more than three times as rapidly as total U.S. 
employment , almost three times as rapidly as real gross national 
product , and two times faster than total professional employment. 
As a result, scientists and engineers accounted for 3.4 percent of the 
U.S.  work force in 1983-up from 2.6 percent in 1976. Over the 
1980-1983 period, employment growth for scientists and engineers 
accelerated, while the increase in overall employment and other re­
source indicators slowed considerably.1 

The employment of scientists in industry rose by an average of 
8 .9 percent per year from 1976 to 1983, while engineering employ­
ment rose 6 percent per year. This was considerably above the 2 
percent per year increase for all industrial employment. Growth in 
science and engineering employment was led by an increase in the 
employment of computer specialists, at a rate of almost 18 percent 

*Stephen B. Gould is also director of the Project; on Scientific Commu· 
nicat;ion and National Security of the Commit;t;ee on Scientific Freedom and 
Responsibility, American Association for the Advancement; of Science. 

4 
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per year. This suggests that industry is becoming increasingly reliant 
on science and technology to improve its products and processes. In 
1983 U.S. industry employed more than 1.5 million engineers and 
780,000 scientists.2 

The participation of foreign-born individuals in science and engi­
neering in the United States is already substantial, and it is growing 
steadily. The science and engineering work force uses two kinds of 
immigrant scientists and engineers: those who have become U.S. 
citizens and those who currently are not. As of 1982 foreign-born 
individuals accounted for about 17 percent of the employed scientists 
and engineers in the United States. In 1972, 10 percent of the science 
and engineering work force was foreign hom. Most of these individ­
uals are naturalized U.S. citizens. About 3.5 percent of the science 
and engineering work force in 1982 were not U.S. citizens. Engineers 
are more likely than scientists to be foreign born (18 percent versus 
14 percent in 1982) .8 

Foreign-born U.S. scientists and engineers make substantial con­
tributions to U.S. science and engineering. On average, one out of 
every three Nobel prizes awarded to Americans has been won by 
a foreign-born scientist. Foreign-born U.S. scientists have won 20 
percent of all Nobel prizes since World War II. Approximately 20 
percent of the members of the National Academy of Engineering are 
foreign-born U.S. citizens:' 

Because naturalized citizens have legal rights that are almost 
identical to those of native U.S. citizens, public policy concerns about 
immigrants tend to focus on those whose legal status is "foreign 
national.• However, data on both kinds of immigrants must be 
examined to obtain an accurate picture of the importance of the 
inflow of foreign nationals to the U.S. science and engineering work 
force. If the rate of naturalization speeds up, the United States may 
experience an increased dependence on inftows of foreign national 
scientists and engineers; but this increase would not necessarily be 
observable from data on foreign nationals alone.6 

Foreign graduate students constitute another type of science and 
engineering resource. Graduate students provide much of the man­
power for academic research in the United States. Foreign students 
tend to be concentrated in certain disciplines such as engineering and 
are primarily enrolled at the graduate level at doctorate-granting in­
stitutions. As a result, their impact on those disciplines is greater 
than their overall participation-less than 3 percent of total higher 
education enrollment-would suggest.8 
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6 STEPHEN B. GOULD 

This report reviews what is known about the role of foreign na­
tionals in academic institutions and the role such individuals play in 
the science and engineering work force in the United States. The sec­
tion below discusses national security export controls that potentially 
limit the transfer of technical information to foreign national scien­
tists and engineers in the United States. Indeed, concerns that such 
controls may unduly hamper the beneficial employment of foreign 
nationals by U.S.  institutions prompted this report . 

NATIONAL SECURITY EXPORT CONTROLS 
ON TECHNICAL DATA 

The Export Administration Regulations (EAR) define the term 
technical data as "information of any kind that can be used, or 
adapted for use, in the design, production, manufacture, utilization, 
or reconstruction of articles or materials." The data can be tangible 
(a prototype, blueprint, or operating manual) or intangible (techni­
cal advice) . Technical data controls apply to the export of technical 
data in any fashion . The most obvious means of export is the actual 
shipment or transmission of such data out of the United States. But 
the controls also apply to less-obvious "exports," such as the trans­
fer of technical information to foreign nationals within the United 
States, oral exchanges of information with foreigners in the United 
States or abroad, visual inspection by foreign nationals of U .S .-origin 
equipment and facilities, and the application to situations abroad of 
personal knowledge or technical experience acquired in the United 
States.7 

The International Traffic in Arms Regulations (ITAR) set forth 
controls on the export of technical data relating directly to defense 
articles (arms, ammunition, and implements of war) and defense ser­
vices. The term technical data is defined in ITAR as: (1) classified 
information relating to defense articles and defense services; (2) in­
formation covered by an invention secrecy order; and (3) unclassified 
information that is directly related to the design, engineering, devel­
opment , production, processing, manufacture, operation, overhaul, 
repair, maintenance , or reconstruction of defense articles. The ITAR 
definition of technical data includes information that advances the 
state of the art of articles on the U .S .  Munitions List . "Defense 
articles" means any item of hardware designated on the U.S. Muni­
tions List. Information in the public domain is not considered to be 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


FOREIGN NATI ONALS IN U.S. SOJENOE AND ENGINEERING 7 

technical data subject to ITAR controls. General mathematical and 
engineering information also is not included in this definition.8 

The availability of two general licenses under EAR substantially 
limits the constraints that national security export controls may 
place on the transfer of technical information to foreign nationals. 
General license GTDA authorizes such transfers to all individuals, 
without regard to nationality, if the technical data have been made 
generally available to the public in any form. The GTDA license also 
applies if the material is scientific data or data used in instruction 
in academic institutions and laboratories that are not directly and 
significantly related to design, production, or utilization in industrial 
processes.0 A proposed EAR revision authorizes a general license 
GTDA for all technical information arising from research that is not 
subject to restrictions on publication or dissemination imposed by 
the sponsor-even if the information has not been made publicly 
available.10 

General license GTDR authorizes the transfer of most technical 
data not exportable under general license GTDA to foreign nationals 
who are citizens of Free World nations, subject to specified restric­
tions, exclusions, and exceptions set forth in EAR. Technical data 
that are subject to some of these limitations cannot be transferred to 
such foreign nationals without written assurance from the individual 
that the data will not be transferred to individuals who are citizens 
of the Commerce Department's country groups Q, S, W, Y, or Z,11 
Mghanistan, or the People's Republic of China. 

A validated license is required for the export of all technical data 
that are ineligible for GTDA or GTDR licenses. For Free World 
destinations, validated licenses are required for technologies specif­
ically described in an export control commodity number (ECCN) 
entry on the U.S. Control List and for the types of data listed in 
EAR Sections 379.4(c) and 379.4(d), which include data relating 
to such areas as nuclear technology, civil aircraft, airborne electronic 
direction-finding equipment, hydrofoil and hovercraft watercraft, and 
infrared imagery equipment. Validated licenses also are required for 
all exports of technical data to Communist countries that are not 
covered by general license GTDA or that fall into one of two very 
limited situations in which the GTDR license may be used.12 

A proposed revision to EAR Section 379.4 would authorize U.S . 
firms and universities, under general license GTDR, to release tech­
nical data otherwise exportable only under an individual validated 
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8 STEPHEN B. GOULD 

license when the data are being transferred to employees who are for­
eign nationals. To qualify, the foreign national must reside through­
out the period of employment in the United States and must assure 
the employer that the technical data will not be transferred to other 
foreign nationals, except as permitted in EAR, without the written 
consent of the Department of Commerce. Citizens of a country listed 
in country groups Q, S, W, Y, and Z, Mghanistan, or the People's 
Republic of China would not qualify. Technical data restricted by 
either Section 379.4(c) or 379.4(d) could not be released under this 
proposal.13 

If technical data are controlled under ITAR, a license or approval 
must be obtained from the State Department's Office of Munitions 
Control before the data are exported to any destination, or dissemi­
nated to foreign nationals. No general licenses or GTDR equivalents 
are available. Department of Defense approval for public dissemina­
tion eliminates any licensing requirement under ITAR, even if the 
technical data result from non-DoD research and development.14 

THE CONTRIBUTION OF IMMIGRATION TO THE 
U.S. SCIENCE AND ENGINEERING WORK FORCE 

Approximately 9,500 scientists and engineers emigrated to the 
United States in 1984 including 6,100 engineers, 1 ,500 natural scien­
tists, and 1 ,400 computer specialists. During a 5-year period ending 
with 1984, more than 50,000 scientists and engineers were admitted 
to the United States as immigrants.16 

The immigrant scientists and engineers admitted to the United 
States in 1984 were distributed by occupation in roughly the same 
proportions as the U.S. population of scientists and engineers, with 
engineers constituting 65 percent of the inflow. This distribution is 
shown in Table 1 .  

The largest proportion of immigrant scientists and engineers 
comes from the Far East, accounting for 40 percent of the total 
in 1984. Scientists and engineers emigrating from Eastern Europe 
accounted for 8 percent of the inflow in 1984. Table 2 indicates the 
region of birth of scientists and engineers admitted as immigrants in 
1984. Table 3 shows the age distribution of these individuals. 
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TABLE 1 Aclmiuion of Immill'ant Scienti1t1 and Encineen by 
Occupational Group, 1984 

Occupational Group 

Encineen 
Mathematician�/ computer apecialilta 
N aturaiiCientilt• 
Social�eientilta 

Percentap 

66 
16 
14 

6 

SOURCE: National Science Foundation, bued on data of the 
Immip-ation and Naturalisation Service, U.S. Department of 
Justice. 

TABLE 3 Scienti1t1 and Enci�een Admitted u Immi�P"aDt• in 
1984, by Recion of Birth 

Recion 

FarEut 
W•tern Europe 
Near and Middle Eut 
North and Central America 
Eutern Europe 
South America 
Africa 
Other 

Percentare 

40 
16 
16 

9 
8 
6 
6 
1 

SOURCE: National Science Foundation, baled on data of the 
Immill'ation and Naturalisation Service, U.S. Department of 
Justice. 

TABLES Scientilt1 and Encineen Admitted u Immill'ant• in 
1984, by Ace Group 

Ap Group 

46 and over 
SO to 44 
Under SO 

Percent ace 

13 
63 
S6 

SOURCE: National Science Foundation, bued on data of the 
Immip-ation and Naturalisation Service, U.S. Department of 
Justice. 
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THE FOREIGN STUDENT POPULATION IN THE 
UNITED STATES 

During the 1983-1984 school year, approximately 339,000 foreign 
students were enrolled in U.S. institutions of higher education . Total 
enrollment in U.S. institutions of higher education was approximately 
12.3 million. Almost 50 percent of the foreign students were in science 
and engineering (S&E) fields, a share that has remained steady for 
20 years.16 

Almost 60,000 foreign nationals were full-time graduate students 
in doctorate-granting institutions in S&E fields, and they accounted 
for nearly 25 percent of all S&E graduate students. The proportion 
of foreign graduate students is higher in certain fields, particularly 
in engineering where it is approximately 42 percent . For some engi­
neering subfields (civil, electrical, mechanical) , it is even greater. 

Growth in foreign student participation in S&E graduate ed­
ucation exceeds that of U.S. citizens. The population of foreign 
S&E graduate students has grown considerably since 1976, when 
34,400 such students constituted 16 percent of graduate students in 
doctorate-granting institutions. Total full-time enrollment in gradu­
ate S&E programs grew by 6 percent between 1980 and 1983. Foreign 
student enrollment accounted for 85 percent of the net growth. Table 
4 indicates the enrollment of foreign S&E graduate students by field 
in 1976 and 1983. 

In most science and engineering fields and subfields, the propor­
tions of degrees awarded to foreign nationals have increased steadily 
since the mid-1970s. Approximately 12,900 bachelor's degrees, 9,700 
master's degrees, and 2,900 doctorates in S&E fields were granted in 
1981  to foreign nationals holding only temporary visasP Approxi­
mately 28 percent of all engineering master's degrees were awarded 
to foreign nationals , as well as 22 percent of all computer and in­
formation sciences master's degrees, 18 percent of all mathematics 
master's degrees, and 15 percent of all physical sciences master's 
degrees. 18 

Foreign national students earn a particularly large proportion of 
doctorates from U.S . universities. Approximately 38 percent of all 
engineering doctorates were awarded to foreign nationals in 1981 , as 
well as 24 percent of all doctorates in mathematics, 21 percent of all 
doctorates in computer and information sciences, and 17 percent of 
all doctorates in the physical sciences.19 The percentage of doctorates 
awarded to foreign nationals in engineering fields has commanded 
much attention in recent years since Ph.D. awards to U.S . students 
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TABLE 4 Foreign Nationals as a Percentage of All Full-time Graduate Students in 
Doctorate-grantinr Institutions, by Field, 1976 and 1983 

1976 Per- 1983 Per-
Field Total Foreign cent Total Foreign cent 

Science 173,&7&
a 

21,174 12.2 180,83&
a 33,967 18.8 

Physical 21,&90 4,428 20.& 24,476 7,028 28.7 
Biolorfcal 3&,624 3,&32 9.9 3&,263 &,3&0 1&.2 
Mathematical 10,281 2 ,179 21.2 10,323 4,087 39.6 

Enrineerinr 36,231 12 ,221 33.7 &3,&&3 22,409 41.8 
Chemical 3,6&7 1,&37 42.0 &,790 2 ,201 38.0 
Civil 6,892 1,986 28.8 9,9&7 4,27& 42.9 
Electrical 8,063 2,719 33.7 12,843 6,661 44.1 
Industrial 3,47& 1,037 29.8 3,917 1,431 36.& 
Mechanical 4,861 1,791 36.8 8,199 3,9&& 48.2 
All other 9,283 3,1&1 33.9 12 ,847 4,886 38.0 

Computer 
scienca 4,283 1,00& 23.& 9,2&8 3,&30 38.1 

TOTAL 214,089 34,400 16.1 243,646 &9,906 24.6 

'rbae firura include all full-time science graduate students in doctorate-grantinr 
institutions. 
SOURCE: National Science Foundation. 

have declined at a time when demand has been increasing. Table 5 
indicates the numbers and percentages of these awards in 1973 and 
1983. 

The number of foreigners holding postdoctorate appointments 
in U.S .  universities-about 7,5QO-has been stable during the early 
1980s. These foreign postdoctorates, some of whom received their 
degrees in the United States and some abroad, constitute about 36 

TABLE & Foreign Recipients of Doctorates in Selected 
Enrfneerinr Fields, 1973 and 1983 

1973 1983 
Field Total Foreip Percent Total Foreip Percent 

Chemical 408 161 40.3 349 176 &2.1 
Civil 3&7 177 &0.1 379 229 62.7 
Electrical 787 247 31.8 &17 270 2&.3 
Industrial 109 20 19.4 86 &6 67.& 
Mechanical 364 126 34.9 311 179 &9.7 

SOURCE: National Science Foundation and the National Research Council. 
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TABLE 6 Estimated Inflow of Foreign National Scientists and 
Engineers to the U.S. Labor Market in 1981 

No U.S. Degree from a 
Degree U.S. University Total 

Engineers 
Ph.D. engineers 
B.S. and M.S. engineers 

Scientists 
Ph.D. 1cientists 
B.S. and M.S. scientists 

1,990 
209 

1,781 
1,338 

302 
1,036 

6,502 
475 

6,027 
4,955 

553 
4,402 

SOURCE: Oak Ridge Associated Universities. 

8,492 
684 

7,808 
6,293 

855 
5,438 

percent of all postdoctorates, a proportion that also has been stable 
in the 1980s. In 1983, 63 percent of postdoctorates in engineering 
at doctorate-granting institutions were held by foreign nationals, as 
were 55 percent of postdoctorates in computer sciences, 54 percent 
of postdoctorates in the physical sciences, and 53 percent of postdoc­
torates in the mathematical sciences.20 

FOREIGN STUDENTS ENTERING THE 
U.S. WORK FORCE 

Foreign students who chose to remain in this country to work 
made up about 80 percent of the estimated inftow of foreign scientists 
and engineers to the U.S. work force in 1981 .  Of the approximately 
17,100 foreign national scientists and engineers who entered the U.S. 
work force in 1981 ,  80 percent held a degree from a U.S . univer­
sity (see Table 6) . Some of these individuals received science and 
engineering degrees in 1981 .21 

Table 7 indicates the estimated percentage of B.S . and M.S. 
graduates from the 1976-1979 period who were employed in the 
United States in 1982. Table 8 presents estimates prepared by Oak 
Ridge Associated Universities of the proportion of foreign national 
doctorate recipients from U.S. universities working in the United 
States in 1982. The estimates in Table 8 are limited to those who 
were awarded doctorates in 1981 and 1982. 

Foreign nationals account for a large percentage of the most 
highly educated individuals entering the U.S. science and engineer­
ing work force. Table 9 presents estimates by Oak Ridge Associated 
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TABLE 7 Eltimated Percentare of Foreirn National B.S. and 
M.S. Graduatu in Science and En(ineerinr, 1976-1979, Who 
Were Employed in the United State• Durinr 1982 

Decree Fieldl 

Mathematic• and computer �eiencu 
Phy1ical 1ciencu 
Enrineerinr 
Life 1ciencu 
SocialiCiencu 

B.S. 

100 
54 
48 
27 

5 

SOURCE: Oak Ridre Auociated Univenitiu. 

M.S .  

72 
36 
62 
50 
42 

Universities of foreign nationals as a percentage of all new entrants 
to the U.S. work force holding a Ph.D. At least one-third of Ph.D. 
engineers entering the U.S. work force are foreign nationals. How­
ever, because no specific data are available indicating the extent to 
which these individuals are likely to obtain U.S .  citizenship, the full 
implications of this dependence are not clear. 

TABLE 8 Eltimat• of the Proportion of Forelrn National 
Doctorate Recipient• from U.S. Univenltiu (Clauee of 1981 
and 1982 Combined) Workinr in the United Statu in 1982 

l!timatea 
DiiCipline Low Mid cue Rirh 

En(ineen 60.5 62.0 63.5 
CivU 41.1 42.1 43.0 
Chemical 67.7 69.5 71.2 
Electrical 73.0 74.9 76.8 
Mechanical 69.6 71.3 73.0 
Aeronautical/indUitrial 45.4 46.4 47.4 
Computer/computer ICience 60.1 61.1 62.6 
All other 58.1 59.6 61.2 

Life acienc• 38.7 40.2 41.7 
Social i Ciencu 

(lnciudinr Pl)'cbolo17) 38.4 39.6 40.9 
Ph)'licaliCience/matbematiCI 55.4 &6.4 59.4 

SOURCE: Social Security Adminiltration. 
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TABLE 9 Foreign Nationals as a Percentage of All Ph.D. New 
Entrants to the U.S. Labor Force, 1980-1981 

Discipline Percentage 

Engineering and computer science 
Civil engineering 
Chemical engineering 
Electrical engineering 
Mechanical engineering 
Aeronautical/industrial engineering 
Computer engineering/computer science 
All other engineering 

Life sciences 
Social sciences {including psychology) 
Physical science/mathematics 

SOURCE: Oak Ridge Associated Universities. 

36.1 
38.7 
46.9 
36.6 
44.6 
32.6 
23.6 
34.4 

7.6 
6.6 

14.9 

FOREIGN NATIONALS IN THE U.S. 
SCIENCE AND ENGINEERING WORK FORCE 

Overall, foreign nationals do not account for a significant per­
centage of U.S. scientists and engineers. In 1982 foreign nationals 
generally accounted for less than 5 percent of all scientists and en­
gineers employed in the United States. Naturalized U.S. citizens, 
however, do represent a sizable proportion of the S&E population. 
Table 10 shows the distribution of scientists and engineers by citi­
zenship status. 

Table 1 1 ,  which shows the proportion of employed scientists and 

TABLE 10 Distribution of Scientists and Engineers by Immigrant 
Status and Field, 1982 

Percentage 
of Native 

Category U.S. Citisens 

Computer scientists 87.1 
Mathematical scientists 81.6 
Physical scientists 83.6 
Engineers 81.6 
Life scientists 84.8 
Psychologists 89.0 
Social scientists 86.1 

SOURCE: 1982 postcensal survey. 

Percentage 
of Foreign 
Nationals 

2.9 
6.2 
4.2 
3.6 
4.0 
1.0 
3.8 

Percentage of 
Naturalised 
U.S. Citisens 

10.0 
13.3 
12.2 
14.9 
11.2 
10.0 
11.1 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


FOREIGN NATIONALS IN U.S. SCIENCE AND ENGINEERING 15 

TABLE 11 Employed Scientists and Engineel'll by Primary Work 
Activity and Citisenship Status, 1982 

Work Activity 

R&D manapment 
llanarement, other 
Teachinr/traininr 
Basic and applied research 
Development 
Design 
Operations 
Consultinr 
Computer applications 
All other 
No �nse 
Total 

Percent ace 
ofForeip 
Nationals 

4.7 
5.9 

10.6 
17.5 
18.5 
13.4 
6.5 
7.0 
5.0 

13.0 
1.7 

100.0 

�otals may not equal exactly 100 percent. 

SOURCE: Oak Ridp Auociated Univel'llities. 

Percentage of 
Naturalised 
U.S. Citisens 

6.2 
11.0 
7.3 

10.5 
15.5 
11.7 
8.0 
6.3 
5.5 
9.2 
5.8 

100.0 

u.s. 
Total 

6.2 
12.6 

9.2 
10.3 
14.4 
10.6 
8.6 
6.0 
7.4 

12.8 
1.9 

100.0 

engineers by primary work activity, indicates a greater involvement 
of foreign nationals in some S&E occupations than in others. Foreign 
nationals are relatively more active in basic and applied research, de­
velopment, and design than are scientists and engineers in the United 
States as a whole. They are relatively less active in management, 
operations, and computer applications. 

Half of the firms questioned during a 1985 National Science 
Foundation survey reported that they employ foreign scientists or 
engineers. Table 12 shows the percentage of firms responding to 
the survey that employ foreign scientists and engineers according to 
industry and discipline. Employment of foreign nationals by these 
firms averaged about 9 percent of total staffs; employment of natu­
ralized scientists and engineers averaged 11  percent. The surveyed 
firms primarily employ foreign nationals in electrical and electronics 
engineering, computer science and engineering, chemistry and chemi­
cal engineering, biology, biochemistry, and medical sciences. The 305 
firms surveyed account for 75 percent of employment for scientists 
and engineers in the United States.22 

Foreign nationals accounted for 1 1  percent of scientific and en­
gineering personnel in the electronics firms that employ them, 22 
percent in the independent research and development laboratories, 
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TABLE 12 Percentace of Respondinr Firms Employinc Foreip 
Scientists and Encineers by Industry and Discipline, June 
1986 

All Chemical/ Elec- R&D 
Catecory Firms Drup Tronics Labs Other 

Scientists 
Computer 

scientists 14 8 2S 16 1S 
Computer systems 

analysts 8 8 11 8 9 
Chemists 9 29 a a 1S 
Biochemists 8 21 a S1 a 
Biolocists 6 21 a a a 
Medical scientists 6 17 a 16 a 

Encineers 
Chemical 16 26 1S 8 20 
Computer 14 8 24 8 1S 
Electrical 16 20 8 21 
Electronics 10 a 24 8 a 
Manufacturinc 9 a 14 8 11 

� .. than 6 percent. 

SOURCE: National Science Foundation. 

5 percent in chemical/ drug firms, and 4 percent in other industries 
combined. 

Employment of noncitizen scientists and engineers is most heav­
ily concentrated among independent R&D laboratories, with 72 per­
cent of the labs listing such employees in their work force. Fifty-two 
percent of the firms in the electronics industry reported employing 
foreign S&E employees. Foreign scientists and engineers are em­
ployed by two-thirds of the Silicon Valley respondents; one-third of 
the S&E workers hired by those respondents between June 1984 and 
June 1985 were foreign. 

On average, foreigners accounted for 8 percent of the scientists 
and engineers hired between June 1984 and June 1985 in those firms 
that employed them. They represented 14 percent of all newly hired 
scientists and engineers in the electronics firms, 12 percent in inde­
pendent R&D laboratories, 7 percent in chemical and drug firms, 
and 2 percent among firms in other industries combined. 
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Foreigners hired by the National Science Foundation survey re­
spondents have a higher level of educational attainment than that 
of the S&E work force of the United States. Overall, about 12 
percent of U.S . S&E workers held doctorates and 29 percent held 
master's degrees, whereas 35 percent of the foreign citizens hired by 
the respondents held doctorates and 25 percent held master's de­
grees. Approximately three-fourths of the foreign citizens received 
their highest level of S&E training in the United States. 

Of the firms that hire foreign scientists and engineers, 57 percent 
undertake sponsorship of people who do not have permanent resident 
status. The most frequent reasons given by respondents for hiring 
foreign workers were that they were the most-qualified applicants (56 
percent) and that there was a shortage of qualified U.S. candidates 
(35 percent) . 

EXP ORT C ONTROLS AND FOREIGN NATIONALS 
IN U.S. S CIENCE AND ENGINEERING 

As noted earlier, both EAR and ITAR may regulate the transfer 
of technical data to foreign nationals within the United States. In 
general, the most stringent controls imposed in accordance with these 
regulations are on technical data directly related to military systems. 
Once a foreign national obtains U.S. citizenship-and most of those 
who choose to remain in the United States eventually do become 
citizens-all constraints related to national security export controls 
are eliminated. Moreover, technical data controlled by ITAR and 
EAR can be conveyed without restriction to non-U.S . citizens who 
have been lawfully admitted for permanent residence in the United 
States under the Immigration and Naturalization Act.23 

ITAR controls on technical data relating to defense articles and 
services, along with the use of national security classification proce­
dures for some technical data related to weapon systems, have helped 
make U.S. citizenship a prerequisite for S&E employment in defense 
research, development, and manufacturing. No foreign nationals are 
employed directly by the U.S. military, although the military does 
employ scientists and engineers who are naturalized U.S . citizens in 
almost the same proportion (12.3 percent) as that for all employers.2' 
No data were found on employment of foreign-hom scientists and en­
gineers by U.S. defense and aerospace contractors, but the use of 
such individuals is likely to follow a pattern similar to that for the 
military. Given the low overall reliance on foreign nationals in U.S. 
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18 STEPHEN B. GOULD 

science and engineering, the exclusion of noncitizens from areas of 
research and development in which transfers of technical data are 
governed by ITAR appears to pose no particular problems. 

Relatively few categories of technical data require a validated 
license under EAR for transfer to foreign nationals from Free World 
nations. The proposed revision to EAR Section 379.4 authorizing 
general license GTDR for the transfer to U.S .-based employees who 
are foreign nationals of technical data otherwise exportable only un­
der an individual validated license will further reduce the regulatory 
burden associated with the employment of such individuals. The 
GTDR license in general makes possible the transfer of qualifying 
technical data to foreign national employees with a minimum of 
regulatory burden . In particular, general license GTDR is impor­
tant for transferring proprietary data to university researchers under 
industry-university cooperative agreements. 

Proscriptions on the transfer of technical data under EAR are 
confined mostly to nationals of Communist countries. General license 
GTDR is not available in most of these circumstances. Until such 
individuals obtain permanent resident status or U.S. citizenship, they 
cannot be employed easily unless the technical data handled in the 
workplace qualifies for general license G TDA. 

AREAS OF FUTURE CONCERN 

According to a report of the secretary of defense on the militarily 
critical technologies program, the Department of Defense anticipates 
a need for more extensive technical data controls on transfers to non­
Communist countries. The department has prioritized the "arrays of 
know-how" on the Militarily Critical Technologies List (MCTL) to 
identify the most critical technologies that may need to be controlled 
to all destinations; accordingly, it plans to seek a revision to EAR.25 
Although the proposed revisions to EAR Section 379.4 noted earlier 
may limit the impact of expanded validated license requirements on 
foreign national employees of U.S . firms, industry-university cooper­
ation could be reduced. 

The MCTL is seen by many observers to be unreasonably broad 
in scope, listing many widely applicable technologies that could pro­
vide a "militarily useful" capability to an adversary. The MCTL is 
used in part in reaching decisions on the public release of scientific 
papers arising from federally sponsored research. MCTL categories 
cover information systems and networks, computer hardware and 
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software, automated control of industrial systems, materials and 
processing, semiconductor and electronic components, instrumen­
tation , telecommunications, optical and low-energy lasers, sensors, 
biotechnology, and energy systems.26 Broad expansion of validated 
license requirements to arrays of know-how related to these MCTL 
categories would limit the potential contributions of the university 
research community to the advancement of technology of both com­
mercial and military value. 

CONCLUSIONS 

To the extent that the restrictions imposed by ITAR and EAR 
on the transfer of technical data to foreign nationals in the United 
States can be sorted out and understood,  they appear to present 
no unwarranted barriers to the employment of foreign nationals in 
U.S.  science and engineering. According to many observers, the 
most effective means of technology transfer to other nations from 
the United States is direct employment of foreign nationals in U.S.  
industry and research facilities. If this is true, restrictions on access to 
the most militarily sensitive technologies by scientists and engineers 
who have not obtained permanent resident status or U.S.  citizenship 
seem appropriate. 

Clearly, the most difficult aspect of the regulations is determin­
ing what the requirements and proscriptions are regarding various 
categories of technical data and how they affect U.S . employment 
of foreign-born scientists and engineers who have not obtained per­
manent resident status or U.S . citizenship. This difficult process is 
likely to be the most serious problem associated with the employment 
of foreign nationals in U.S.  science and engineering. However, the 
severity of this problem for U.S. industry and universities is difficult 
to assess. 

The role of foreign-born individuals in U.S . science and engineer­
ing is substantial and growing steadily. However, the "dependence" 
on foreign nationals cited by some observers is not a significant prob­
lem vis-8.-vis national security export controls on technical data. This 
finding depends on four important assumptions: 

• that revisions proposed to the Export Administration Regula­
tions by the Department of Commerce on May 16, 1986, which define 
technical data available to all destinations, will be finalized without 
restrictive changes. These proposed revisions effectively exempt most 
university-based research and instruction from restrictions based on 
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20 STEPHEN B. GOULD 

export control authority-an important exemption because foreign 
nationals play a major role in U.S. university research and instruc­
tion. 

• that a revision to EAR Section 379.4 regarding technical 
data under restriction, which was also proposed by the Department 
of Commerce on May 16, 1986, will be finalized without restrictive 
changes. This proposed change makes general license GTDR avail­
able to a U.S. employer for the transfer of technical data to U.S .  
employees who are foreign nationals otherwise exportable only under 
an individual validated license in most circumstances. This revi­
sion will reduce the impact of EAR restrictions on foreign nationals 
employed by U.S. firms. 

• that the scope of technical data now requiring an individ­
ual validated license to all destinations will not be substantially 
expanded. General license GTDR authorizes the transfer of most 
technical data not exportable under general license GTDA to for­
eign nationals who are citizens of Free World nations. Given the 
growing number and importance of industry-university cooperative 
agreements, expanded validated licensing requirements could inhibit 
necessary transfers between industry and university researchers who 
are foreign nationals from Free World nations. 

• that available data indicating that less than 4 percent of 
the U.S . science and engineering work force is composed of foreign 
nationals suggest a trend for the future of low overall reliance on 
non-U.S. citizens. Between 1972 and 1982 the proportion of foreign 
nationals in the U.S . science and engineering work force declined 
from 4.5 percent to 3.5 percent . 
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Corporate Compliance with the 
National Security Controls of the 
Export Administration Regulations 

STEPHAN E. BECKER, Esq., and 
HAROLD PAUL LUKS 
Arnold & Porter 

INTRODUCTION 

This paper reviews the activities required of companies that 
desire to remain in legal compliance with the national security pro­
visions of the Export Administration Regulations (EAR) . We begin 
by briefly summarizing the structure and general requirements of 
EAR, including the severe sanctions that may be imposed by the 
U.S.  government for violations. We then analyze, in order, the spe­
cific EAR elements with which a company must deal as it undertakes 
an export transaction and later develops an international marketing 
and sales program. For each element , we review the stated EAR 
requirements and the activities normally necessary to comply with 
those requirements. 1 

Exporting companies have developed a wide variety of manage­
ment models and internal administrative procedures to ensure com­
pliance with EAR. Some companies appoint one export administrator 
to perform or supervise all export licensing activities; others spread 
the responsibilities among a number of employees. Further, compa­
nies may choose to centralize export control activities within their 
shipping, legal, marketing, or sales departments, or they may split 
responsibilities among all departments. Finally, the scope and me­
chanics of a program will vary with the commodities being exported, 

22 
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CORPORATE COMPLIANCE WITH EXPORT CONTROLS 23 

the size of the exporter, and whether or not it has a distribution 
license. 

Nonetheless, certain activities are required of all companies that 
export, which can be summarized as follows: 

• The exporter must properly classify each export product 
within a category on the Commodity Control List (i .e. ,  the Com­
merce Department

,
s Control List) , normally with assistance from 

in-house technical experts and sometimes from outside consultants. 
• If prior governmental approval is needed for exports of its 

products, the exporter must prepare and submit license applications, 
each of which may require at least several hours of effort . Individuals 
must be trained in how to prepare applications, and they must be 
prepared to monitor the progress of the applications to ensure they 
are not lost or delayed by the U.S.  government. Assistance from 
outside consultants sometimes is required. 

• The exporter must keep careful records of each individual 
shipment under an export license , submit a shipper

,
s export declara­

tion to U.S. Customs listing license authority for each shipment, and 
ensure that all shipping documents contain the required destination 
control statements. 

• The exporter must monitor changes in the regulations and ad­
ditions of parties to the Table of Denial Orders, that is, those parties 
denied the privilege of purchasing U.S.-origin goods or technology. 

• The exporter must review all of its "exports" of technical 
data, including international telephone conversations, servicing and 
installation activities abroad, and employment of foreign nationals to 
ensure that necessary license authority has been obtained. In many 
cases the exporter must obtain prior U.S. government approval for a 
technology transfer or obtain a written assurance of compliance with 
U.S. law from the recipient of the technology. 

• The exporter must maintain tight controls over servicing ac­
tivities, including exports of spare and replacement parts, to ensure 
that proper license authority has been obtained. 

• The exporter may need to advise or assist its foreign affiliates . 
and customers in obtaining license authority for reexports of U.S.­
origin products from one foreign country to another or for exports 
from a foreign country of a foreign-made end-product containing 
U .S.-origin parts and components. 

Companies that obtain a distribution license-a special type of 
license that permits unlimited exports to foreign distributors who 
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may then resell the products to end-customers without seeking prior 
U.S.  government approval for each sale-can greatly reduce the re­
sources devoted to preparing and submitting license applications. 
However, such companies are specifically required by EAR to under­
take an extensive control program that is not required of companies 
that do not hold a distribution license . Such a program requires the 
following activities: 

• The exporter must adopt a clear statement of corporate pol­
icy regarding export control compliance, prominently display that 
statement in company manuals, and republish the statement "regu­
larly and with priority" to all levels of the firm's employees. 

• The exporter must maintain lists of positions and individuals 
within the firm and within foreign distribution companies that are 
responsible for compliance with EAR. 

• The exporter and its distributors must have an order-pro­
cessing system that assigns responsibility for all required internal 
control reviews. 

• The exporter must have a system for prompt distributor 
notification of changes in EAR. 

• The exporter and its foreign distributors must screen all end­
users of products against the Table of Denial Orders, nuclear end-use 
restrictions, and "risk for diversion" criteria. 

• The exporter and its foreign distributors must screen all in­
dividual sales against product and country restrictions on the use of 
the distribution license.  

• The exporter must conduct training and continuing education 
programs for all of its employees involved in export-related work and 
for such employees of its foreign distributors. 

• The exporter must conduct regular and "spot-check" internal 
audits to ensure compliance. 

• The exporter must monitor foreign distributors for compli­
ance with distribution license restrictions and report instances of 
noncompliance to the Commerce Department. 

• The exporter must maintain extensive records to enable pe­
riodic Commerce Department distribution license audits. 

In summary, a company engaged in exporting that wishes to 
remain in full compliance with EAR may be required to undertake 
a variety of difficult , time-consuming, and expensive activities that 
involve personnel at all levels of the company. The burdens of compli­
ance are increased by the complexity of EAR and its ofttimes vague 
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obligations. The U.S. government may be able to reduce this uncer­
tainty, however, by instituting a procedure for issuing interpretations 
and advisory opinions on a regular basis. 

OVERVIEW OF THE EXPORT ADMINISTRATION 
ACT AND REGULATIONS 

Authority for the control of U.S. exports is divided among sev­
eral agencies. In general, exports of commercial equipment and tech­
nology are regulated by the Commerce Department, while exports 
of military equipment and technology are regulated by the State 
Department.2 The Defense Department plays a key advisory role for 
both commercial and military exports. 3 

General Requirements 

Under the Export Administration Act of 1979, as amended,' 
the Commerce Department, through the Office of Export Licensing 
{OEL) , exercises jurisdiction over the export of most commodities 
and technology from the United States, as well as reexports of these 
items from foreign countries. OEL has issued the Export Adminis­
tration Regulations,& which govern all exports and reexports subject 
to OEL

,
s jurisdiction. 

OEL exercises its control by requiring all exports of commodities 
and technical data to be authorized either under a general license or 
a validated license. Exports authorized under a general license have 
been approved in advance by OEL as long as certain conditions are 
met. For exports of products not authorized under a general license, 
exporters must apply to OEL for a validated license, which grants 
limited permission to make exports, either on an individual or bulk 
basis. All items on the CoCom International List require validated 
licenses for export to all destinations except Canada.8 In addition, 
the United States maintains unilateral controls on some other items. 

EAR also contains a comprehensive control system for reex­
ports of U .S.-origin commodities and technical data from foreign 
countries. 7 The reexport controls are similar to those for exports; re­
exports that would have required a validated license if the shipment 
had been made directly from the United States to the country of 
final destination require specific OEL approval. 

The Commerce Department publishes the Commodity Control 
List {CCL) ,• which classifies each commodity subject to its jurisdic­
tion. In addition, the Commerce Department has divided "all nations 
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into country groups.9 The procedures to be followed in obtaining au­
thorization for a particular export depend on (1) the export control 
commodity number (ECCN) of the item being shipped and (2) the 
ultimate destination of the shipment .10 Exports of certain commodi­
ties always require a validated license. Exports of other items require 
a validated license only for shipments to certain country groups. 

TYPES OF VALIDATED LICENSES 

The two types of validated licenses of primary interest to most 
companies that regularly export are the individual validated license 
and the distribution license.1 1  An individual validated license autho­
rizes the export of a specified quantity of products for 2 years to one 
customer. A distribution license authorizes unlimited exports for 2 
years of specified commodities to approved customers or distributors 
in Free World countries.12 

TYPES OF GENERAL LICENSES 

If the CCL does not specify that the export of a commodity 
to a certain country group requires a validated license, the export 
is authorized under general license G-DEST and does not require 
prior OEL approval. There are 20 other general licenses available 
for various types of exports including shipments of limited value, 
temporary exports, the return of commodities to countries from 
which they were imported , and shipments for replacement of defective 
parts. 

Violations and Enforcement of the Law 

PENALTIES FOR VIOLATIONS 

The Export Administration Act empowers the government to 
impose severe criminal and civil penalties on violators. Under the 
criminal provisions of the act, which are enforced by the Justice 
Department in the federal courts, individuals may be imprisoned for 
up to 10 years and/or fined up to $250,000 for each willful violation . 
Companies may be fined up to five times the value of the exports 
involved or $1 million, whichever is greater. 

The Commerce Department may also impose two types of civil 
sanctions without the necessity of going to court. 13 First , the de­
partment has the discretion to impose civil fines of up to $100,000 
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per violation in cases involving national security controls and up to 
$10,000 per violation in other cases. 1' Second, the department has 
the authority to suspend or revoke a company's privilege to partici­
pate in all types of export transactions including those that do not 
require a validated license. Thus, the Commerce Department may 
suspend or revoke a company's existing export licenses, deny the 
company's license applications submitted in the future, and prohibit 
the company from participating in export transactions that would 
be covered by a general license. Companies whose export privileges 
have been suspended are placed on the Table of Denial Orders; any 
company that engages in an export transaction with these prohibited 
companies is itself subject to all the penalties available under the act. 

In addition, the U.S. Customs Service is empowered to seize 
unauthorized shipments, which are subject to forfeiture.15 

SCOPE OF PROHIBITED ACTIVITY 

It is important to note that the above sanctions do not apply 
only to those who directly participate in a violation. EAR states: 
"No person may order, buy, receive, conceal, store, use, sell ,  loan, 
dispose of, transfer, transport , finance, forward, or otherwise service, 
in whole or in part, any commodity or technical data exported or to 
be exported from the United States or which is otherwise subject to 
the Export Administration Regulations, with knowledge or reason 
to know that a violation of the Export Administration Act or any 
regulation, order, or license has occurred, is about to occur, or 
is intended to occur with respect to any transaction" (emphasis 
added) . 18 

The "reason to know" standard is extremely broad: An exporter 
could be held liable for participating in an illicit transaction even 
when it had no specific knowledge that a violation was taking place. 
In addition, the "reason to know" standard encompasses behavior 
not only by the U .S .  exporter but also by its customers. Thus, EAR 
makes a U.S. company potentially liable for the acts of unaffiliated 
third parties even when the company cannot monitor or control their 
activities. For example, if a U.S. exporter suspects (without knowing 
for certain) that a foreign customer may have resold or reexported 
without U.S. government approval the commodity shipped to it by 
the exporter, the exporter may risk criminal sanctions, heavy fines, 
and the loss of export privileges if it does not report the unauthorized 
reexport to the U.S. government. The risk is compounded if the U.S. 
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exporter continues to do business with the foreign customer after it 
has reason to know of a possible violation.17 

The degree of vigilance actually exercised by companies over 
their customers varies widely depending on the product involved, 
the customer, and the risk aversion of the exporter. For example, 
where the product is a large, heavy machine requiring installation 
by the U.S . exporter , the risk of an unauthorized reexport appears 
low. However, where the product is small and easily transported, like 
a minicomputer, the risk of diversion may be substantial. In most 
cases, sales and service personnel are the first to learn of possible 
unauthorized activities by a customer. These personnel must be 
made aware of the U.S .  export rules and be trained to report to the 
firm's legal department in appropriate situations. 18 

The vagueness of the standards governing culpability requires 
companies to make subjective judgments regarding what they be­
lieve the Commerce and Justice Departments will consider reason­
able behavior. Many exporters are also well aware that the Export 
Administration Act prohibits judicial review of civil sanctions or li­
censing decisions. 19 Recognizing the enormous discretion and power 
vested in the Commerce Department , these exporters usually are 
anxious to avoid any appearance or suggestion of wrongdoing. 

CLASSIFICATION OF CO:MMODITIES 

Regulatory Obligations 

An underlying principle of U.S. export control laws and regu­
lations is that all exports of goods and technology from the United 
States are subject to control. Consequently, everything that can be 
exported is covered by an entry in one of the control lists main­
tained by the U.S . government. The control lists in turn indicate 
whether prior governmental approval is needed for exports of each 
item. The first task for a company that wishes to export therefore is 
to determine how its products are classified. 

· 

The principal control list is the Commodity Control List pub­
lished by the Commerce Department, which describes and classifies 
each commodity subject to its jurisdiction.20 There are currently 238 
entries in the CCL constituting about 130 pages, which are divided 
into 10 categories: 

• Metal-working machinery 
• Chemical and petroleum equipment 
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• Electrical and power-generating equipment 
• Transportation equipment 
• Electronics and precision equipment 
• Metals, minerals, and their manufactures 
• Chemicals, metalloids, petroleum products, and related ma­

terials 
• Rubber and rubber products 
• Miscellaneous 

Within each category, commodity classification titles range from the 
very specific (e.g.,  "pulse modulators capable of providing electric 
impulses of peak power exceeding 20 MW or of a duration of less 
than 0.1 microsecond, or with a duty cycle in excess of 0.005 . . . . " ) 
to the very general (e.g.,  "other electronic and precision instruments, 
including photographic equipment and film, n.e.s. [not elsewhere 
specified), and parts and accessories, n.e .s." ) . 

Determining which classification entry applies to a company 's 
products is a vital task with important implications because the 
classification determines whether or not prior OEL approval will be 
needed for the export . For example, if the product to be exported 
is an integrated circuit device covered by ECCN 1564A, a validated 
license will be required for exports to all destinations except Canada. 
But if the device falls within an exception to ECCN 1564A and is 
therefore covered by ECCN 6599G ( "other electronic and precision 
instruments, . . .  n.e.s." ) , a validated license is required only for 
exports to Libya, Kampuchea, North Korea, Vietnam, and Cuba. 

Because the CCL descriptions are highly technical, it is usually 
necessary for an engineer or other technical expert to perform the 
classification . Even engineers, however, often find the CCL descrip­
tions highly confusing.21 

Necessary Corporate Activities 

Recently, the Commerce Department initiated a formal proce­
dure for issuing classification decisions in response to written re­
quests. In addition, exporters are sometimes able to obtain informal 
oral advice from OEL licensing officers. At least until recently, how­
ever, the classification procedures were given fl. low priority by OEL, 
and it has commonly taken several months to obtain a classification 
determination. 22 

In general, OEL has relied on U.S. exporters to make good faith 
determinations on the proper classification of their own exports. H 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


30 STEPHAN E. BECKER, ESQ., AND HAROLD PAUL LUKS 

the exporter decides that a CCL entry applies permitting export 
under a general license, it is usually advisable to prepare an internal 
memorandum that contains the reasoning for classifying the prod­
uct under a particular ECCN and demonstrates that the company 
made a good faith effort. Such a document could be crucial if an 
export is later detained by the Customs Service or if the Commerce 
Department alleges a violation . 

A company preparing to export for the first time or to export 
a new product for the first time often undertakes some or all of the 
following activities: 

• submits a classification request to OEL; 
• assigns a technical expert within the company to classify the 

product; 
• contacts the manufacturer (if the exporter is not the manu­

facturer) to learn how that company classifies the product; 
• prepares an internal memorandum setting forth the com­

pany's classification reasoning; and/or 
• obtains an opinion from an outside consultant . 

The greater the number of products to be exported, of course, the 
more complicated and burdensome the classification process. 

APPLYING FOR A VALIDATED LICENSE 

After classifying the product to be exported and determining 
that a validated license is necessary, the exporter must then un­
dertake to obtain the license. There are several types of validated 
licenses, but for a shipment to one customer an individual validated 
license (IVL) is appropriate.23 

The length of time needed by OEL to approve (or reject) a 
license application varies, depending on the destination of the export. 
Applications to export to the CoCom countries can now be approved 
within 15 days. Applications to export to a country such as India, 
however, may require 2 months or longer because the application 
must be referred to other agencies for review. 2' 

Regulatory Requirements 

Applications for IVLs must be submitted on form ITA 622P.25 
The basic required information is as follows: 

• name and address of the applicant; 
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• name and address of the recipient (known as the consignee) ; 
• name and address of the purchaser (if different from the 

consignee) ; 
• name and address of the intermediate consignee (if any) ; 
• a detailed description of the products to be exported, their 

quantity, and their value; 
• the appropriate ECCN; and 
• the specific intended end-use of the product by the consignee. 

In addition, depending on the destination and the classification 
of the export, an import certificate or end-use statement must be 
included with the application as follows: 

• If the destination is a CoCom country or Hong Kong and the 
product is on the CoCom list (items designated with an "A" suffix) , 
an international import certificate covering the shipment, issued by 
the government of the importer, must be included. 

• If the destination is a CoCom country and the product is not 
on the CoCom list , a Commerce Department form, "Statement by 
Ultimate Consignee and Purchaser," must be completed, signed by 
the customer, and included. 

• If the destination is Switzerland, a Swiss blue import certifi­
cate issued by the Swiss government must be included. 

• If the destination is Yugoslavia, a Yugoslav end-use certificate 
issued by the Yugoslav Chamber of Economy must be included. 

• If the destination is the People's Republic of China (PRC) , 
if the product is on the CoCo� list, and if the shipment is valued 
at $5,000 or more, a PRC end-use certificate issued by the Chinese 
government must be included. If the product is not on the CoCom 
list or if the shipment is valued at less than $5,000, the "Statement 
by Ultimate Consignee and Purchaser" may be used. 

• If the destination is India, if the product is on the CoCom list, 
and if the shipment is valued at $5,000 or more, an Indian import 
license issued by the Indian government must be included. If the 
product is not on the CoCom list or if the shipment is valued at less 
than $5 ,000, the "Statement by Ultimate Consignee and Purchaser" 
may be used. 

• If the destination is country group T (primarily Latin Amer­
ica) , no end-use statement or import certificate is needed.26 

Import certificates or licenses issued by other countries are not ac­
ceptable as replacements for the "Statement by Ultimate Consignee 
and Purchaser." 
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Additional documentation or information such as product bro­
chures, copies of the customer order, a certification that the customer 
is not engaged in nuclear activities, and so forth may be needed for 
certain products and destinations. 

Even more substantial documentation is sometimes needed for 
applications to export to the Communist countries. For example, ap­
plications to export computer equipment to the Communist countries 
must be accompanied by form ITA 6031P, "Digital Computer Sys­
tem Parameters," on which the exporter must fill in highly detailed 
technical information concerning the capabilities and characteristics 
of the computer system.27 

Applications that are not filled out properly or that are lacking 
necessary documentation are "returned without action" by OEL to 
the exporter. The exporter must then obtain any missing information 
or documentation identified by OEL and resubmit the application. 

Necessary Corporate Activities 

To apply successfully for IVLs, the following corporate activities 
are usually necessary : 

• Because a substantial amount of time may be needed to pre­
pare an application and obtain approval, sales and/or marketing per­
sonnel must be trained (1) not to offer unreasonably short delivery 
times to customers and (2) to notify immediately those responsible 
for obtaining licenses for any new orders from foreign customers. 
Otherwise, licenses may not be obtained in time to make promised 
deliveries and sales may be lost. 

• Personnel must be assigned to prepare and file license applica­
tions and must be 

'
trained to understand the relevant EAR portions. 

The license preparer often will need support from the engineering 
department in classifying the shipment and support from the sales 
department in obtaining the needed end-use statement or import 
certificate from the customer. Typically, an attorney from the legal 
department or a supervisor from the shipping or traffic departments 
is assigned the task of preparing license applications. This person 
also must be prepared to call OEL if the application is lost or delayed 
and to correct and resubmit the application if it is returned with­
out action. The preparation and filing of a single license application 
typically can require several hours of effort . 

• Some companies hire an outside consultant for assistance. 
The consultant advises the license preparers on what documentation 
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is needed for a particular application to maximize the chances for 
approval and monitors the processing of the application by OEL. 

MAKING THE EXPORT SHIPMENT 

Regulatory Requirements 

The exporter's task does not end when the IVL is granted . There 
are additional documentation requirements that must be fulfilled 
when making an export. 

SHIPPER'S EXPORT DECLARATION 

Exporters must submit a shipper 's export declaration {SED) 
covering each shipment to the Customs office at the point of export .28 
Among other information the SED must state what license authority 
permits the shipment. Thus, if the export is being made under a 
general license, the specific type of general license (e .g . ,  G-DEST) 
must be entered. If a validated license is being used, the license 
number must be entered. 

USE OF A VALIDATED LICENSE 

If an IVL authorizes the shipment, the exporter must list on the 
back of the license the following information for each shipment under 
the license:20 

• a description of the commodities, their quantity, and their 
dollar value; 

• name of the exporting carrier; 
• point of export ; 
• date of export; and 
• initials of the person making the entry. 

DESTINATION CONTROL STATEMENTS 

EAR requires that for virtually all exports a destination control 
statement be entered on all copies of the bill of lading, the airway 
bill, and the commercial invoice covering the export shipment. Re­
sponsibility for making the entry is placed primarily on the exporter 
and only secondarily on the carrier. 30 

There are several statements that may be used, depending on 
the specific circumstances. For example , an export under an IVL 
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must be accompanied by the following statement: "These commodi­
ties licensed by the United States for ultimate destination (name of 
country) . Diversion contrary to U.S. law prohibited." 

RECORD KEEPING 

EAR expressly requires that exporters retain records of all ex­
port transactions for 2 years after the export is completed. 31 This 
requirement encompasses export control documents (such as val­
idated licenses, shipper's export declarations, and import certifi­
cates) , memoranda, notes , correspondence, contracts, and similar 
documents. 

Necessary Corporate Activities 

To comply with the regulations governing export clearance, the 
following exporter activities usually are necessary: 

• The shipping department must be trained to hold all export 
shipments until confirmation that the necessary license authority has 
been obtained. 

• Personnel must be assigned the tasks of recording shipments 
on the back of validated licenses and returning them to OEL when 
they have expired. Normally, this assignment is made to the traffic 
or shipping departments. 

• Personnel must be assigned the task of filling in appropriate 
license authority on the SED. Note that if an exporter holds IVLs 
authorizing exports to different consignees, different license numbers 
must be entered on the SEDs for the shipments to each consignee. 

• Personnel must be assigned the task of ensuring that the 
proper destination control statement is entered on the shipping doc­
uments. Some companies have the statements preprinted on such 
documents or design a computer program to enter the statement. 
Other companies enter the statement manually with a rubber stamp. 

• The company must have a recordkeeping program. 

In some cases a freight forwarder can assume some of the above 
tasks. However, because of the severe liability attached to even 
inadvertent violations of EAR, some companies are reluctant to rely 
on a freight forwarder. For the same reasons, some freight forwarders 
are reluctant to assume responsibility for these activities. 
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MONITORING REGULATORY CHANGES 

Number and Types of Regulatory Changes 

From April 1, 1985 , to May 10, 1986, the Commerce Depart­
ment published at least 69 notices in the Federal Register relating to 
EAR. These notices for the most part concerned amendments to the 
regulations, revisions of control list entries, announcements of orders 
in export enforcement cases, and corrections. 

The consequences of not staying abreast of these regulatory 
changes can be significant. First, exporters risk serious violations 
of EAR if they ignore the notices because the public is deemed to 
be notified of announcements on the date they are published in the 
Federal Register. In the case of an order denying export privileges 
to a company or individual, an exporter might continue to deal with 
the prohibited party in violation of the law because the exporter was 
unaware of the Federal Register notice. 

Second, exporters may experience needless procedural delays. 
For example, exporters that were not aware of the new requirements 
for submitting import certificates issued by the Chinese and Indian 
governments in support of applications to export to those countries 
may have their applications returned without action; in that case, 
they will have to resubmit them after obtaining the needed import 
certificates. 

The amendments physically are incorporated into the regulations 
through update bulletins published by OEL, which are distributed 
to subscribers to OEL's looseleaf version of EAR. OEL issued only 
four update bulletins in 1986. Sometimes, there has been a lag of 
up to several months between publication of an amendment in the 
Federal Register and publication in an update bulletin.32 

Consequently, an exporter can only stay abreast of EAR changes 
by monitoring the Federal Register-an annual subscription to which 
now costs $300. In addition, reviewing the Federal Register, which 
is published daily and contains amendments to all of the regulations 
of the U.S. government, requires a substantial investment of time. 
Therefore, many exporters accept the risks of not being completely 
up to date. 

Neceuary Corporate Activities 

To stay abreast of regulatory changes the following activities 
usually are necessary: 
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• The company must subscribe to the Federal Register or a 
privately published newsletter that contains notices of EAR amend­
ments. 

• Personnel must be assigned the task of reviewing regula­
tory changes and notifying others within the company to whom the 
changes are relevant. For example, if the ECCN description of the 
company 's product is revised, a classification review by the engineer­
ing department may be needed. 

• The company may hire an outside consultant to monitor 
relevant changes. 

THE DISTRmUTION LICENSE 

Background and General Regulatory Requirements 

As discussed above, the IVL typically is used to obtain approval 
for an export to one customer in one country. As a company's sales 
abroad increase, the IVL procedure can become extremely cumber­
some and impractical. 

The U.S. government , recognizing this problem, permits use 
of the "distribution license." The distribution license is a type of 
validated license designed to permit U.S. exporters to make unlimited 
shipments to designated foreign distributors, who in turn may resell 
and reexport the commodities within sales territories approved by 
OEL.33 

The distribution license procedure can bestow a number of spe­
cial benefits on the U.S. exporter and its foreign distributors. Be­
cause OEL approval is not needed for each sale, foreign distributors 
can maintain inventories and make immediate deliveries. In addi­
tion, U.S .  exporters can greatly reduce and simplify the paperwork 
(namely, applications for IVLs) associated with shipments. For large 
companies with hundreds or thousands of foreign customers, the 
distribution license is often considered a necessity.3• 

However, the very aspect of the distribution license procedure 
that makes it attractive to exporters-the privilege of making sales 
without prior OEL approval-has been the cause of U.S. government 
concern. Critics have viewed the distribution license procedure as a 
significant source of diversions of U.S.  equipment and technology to 
the Soviet bloc. In response to this concern, the Commerce Depart­
ment published substantial amendments to the distribution license 
procedure in May 1985,  which were designed to improve its ability 
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to limit and control use of the license. Great emphasis was placed on 
corporate compliance programs, which are audited by OEL. To this 
end , the summary of the amendments warned exporters that:  

• "Top management of firms must be directly involved in as­
suring compliance and maintain the quality of the control programs. 

• "Effective utilization of the DL [distribution license) requires 
that license holders and their consignees know their customers. Effec­
tive means must be devised to establish the bonafides and reliability 
of recipients of commodities under the DL. 

• "Adequate resources must be committed to comply with the 
new DL control requirements. The special privilege [of the distribu­
tion license) can only be granted if proper steps are taken to safeguard 
the national security." 36 

This warning, in combination with the authority of OEL auditors to 
limit or suspend a company 's distribution license, has caused com­
panies to treat these regulatory requirements with great seriousness. 

In summary, notwithstanding the advantages of the distribution 
license, there are various-and considerably burdensome-responsi­
bilities that an exporter must undertake in order to be eligible for 
such a license. Failure to fulfill these responsibilities can result in the 
loss of distribution license privileges and possibly civil and criminal 
penalties. 

The principal elements of the internal control program that dis­
tribution license holders and their consignees are specifically required 
to h ave in place are as follows: 

• a clear statement of corporate policy, which is communicated 
to all levels of the company involved in export sales, traffic, and 
related functions, emphasizing the importance of distribution license 
compliance; 

• identification of positions in the license holder firm and dis­
tributor firms responsible for compliance; 

• an order-processing system affixing responsibility for all re­
quired internal control reviews; 

• a system for timely distribution to consignees and verification 
of receipt by consignees of the Table of Denial Orders (TDO) and 
the regulatory material necessary to ensure compliance; 

• a system for ensuring compliance with product and country 
restrictions, including controls over reexports by distributors and 
over direct shipments to distributors' customers; 
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• a methodology for screening against the TDO orders/ship­
ments to customers covering servicing, sales of commodities, software 
sales, and training; 

• a system for ensuring compliance with the limits on delivery 
to nuclear end-uses/end-users; 

• a process to screen customers for diversion risk ; 
• a program for informing and educating employees of the dis­

tribution license holder and its distributors in the applicable regula­
tions; 

• a system for monitoring in-transit shipments and shipments 
to bonded warehouses and free trade zones; 

• a program for recordkeeping; 
• an internal audit system or compliance review program for 

the applicant or license holder extending to all distributors; and 
• a system for notifying OEL promptly if the distribution li­

cense holder has knowledge that a distributor is not in compliance 
with the above rules.36 

Some of these required activities are identical to those described 
previously for exporters that do not hold distribution licenses. Hold­
ers of the distribution license, however, must institute these activities 
on a more formal basis and must be prepared to show written pro­
cedures to OEL auditors. Further, distribution license holders are 
required to engage in some activities that are not required at all of 
exporters who use only IVLs. 

In particular , the requirement that foreign distributors, as well 
as the U.S.  exporter, implement extensive internal control programs 
raises a number of difficult practical problems for U.S. companies. An 
example in point is the EAR mandate that the distribution license 
holder "be satisfied" that its consignees understand the obligations 
imposed by the U.S .  rules and will maintain adequate procedures to 
comply with them. Depending on the particular circumstances of 
the relationship between the distribution license holder and its con­
signees, the U.S. company may have to send representatives to visit 
consignees for periodic training and review, or it may be able to sat­
isfy its obligations by correspondence. Particularly for smaller U.S .  
companies, the requirement to train not only their own employees 
but also those of their consignees is a significant burden . Distri­
bution license holders must either generate substantial educational 
materials themselves or hire outside consultants to do it for them. 
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Finally, it should be noted that the distinctions between the dis­
tribution license and the IVL are not always clear. In some circum­
stances, OEL will approve an IVL authorizing an export to a foreign 
consignee for distribution to unknown third persons . Approval of 
such licenses appears to depend on the nature of the product and 
the destination.37 In other cases the distributor's customers must be 
individually approved. Where a U.S.  company is able to obtain IVLs 
permitting distribution by foreign distributors to unknown third par­
ties, the burdens of the distribution license (in particular the formal 
internal control program) must be weighed against its advantages: 

• The distribution license has no value or quantity limits; the 
IVL does restrict value and quantity. 

· 

• The distribution license is valid for 2 years and can be ex­
tended for 2 additional years; the IVL is valid for 2 years and normally 
cannot be extended. 

• The U.S.  exporter may list foreign distributors on the dis­
tribution license who

, 
are permitted to reexport products to several 

countries within OEL-approved sales territories ; with the IVL pro­
cedure, a distributor may be needed in each country. 

• In some circumstances , applications for IVLs must describe 
the products to be exported in more .detail than applications for 
distribution licenses. 

Necessary Corporate Activities 

The required elements of the distribution license internal control 
program listed above are described in EAR and in a December 1986 
OEL publication, "Export Management Internal Control Guidelines" 
(hereinafter the Guidelines) . Although the Guidelines are not part 
of EAR, they have been prepared by OEL and are relied upon by 
OEL auditors. Consequently, many companies feel it is advisable to 
follow the recommendations of the Guidelines as closely as possible. 

STATEMENT OF CORPORATE POLICY 

EAR requires that applicants for a distribution license must "cer­
tify to the existence of an internal control program" that includes 
a "clear statement of corporate policy communicated to all levels of 
the firm involved in export sales . . .  and related functions." 38 The 
Guidelines direct that this policy statement should emanate from 
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"upper management , preferably the president or chief executive offi­
cer," and must "reach all levels of the organization and be reinforced 
through a continuing education program." The Guidelines also rec­
ommend that the policy statement be displayed prominently in new 
employee orientation materials, in-house publications, and training 
and procedure manuals, and be communicated "regularly and with 
priority." 

Accordingly, the requirement that a distribution license holder 
and its consignees certify the existence of a "clear corporate policy 
statement" regarding export controls imposes a responsibility to do 
far more than simply have a staff employee add a paragraph to 
the back of a corporate policy manual. Rather, this requirement 
demands the time of top management, prominent display in major 
employee publications, and the assignment of responsibility to some 
individual or office to see that the policy is republished at regular 
intervals. 

MAINTENANCE OF LISTS OF RESPONSIBLE PERSONS 

EAR requires that the distribution license holder identify the 
positions in the company and in foreign consignee companies that are 
responsible for compliance with the license procedure.30 In addition, 
the distribution license holder must maintain a current list of all 
persons occupying those positions. 

The Guidelines recommend that companies produce an organiza­
tional chart describing line responsibilities for compliance activities 
with names, titles, and telephone numbers of the responsible indi­
viduals. The Guidelines further suggest that the company distribute 
this chart throughout the organization and include it in company 
manuals. In addition, the company is asked to formalize policies, 
procedures, and job descriptions for positions responsible for export 
controls to ensure smooth transitions when personnel change. De­
velopment of these programs requires a substantial amount of initial 
effort by an export administrator or outside consultant and thereafter 
periodic review and updating by an export administrator within the 
company. 

MAINTENANCE OF AN ORDER- PROCESSING SYSTEM 

A distribution license applicant must certify to the OEL that 
it maintains an order-processing system "affixing responsibility for 
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all required internal control reviews." 40 The Guidelines state that a 
license holder should conduct periodic reviews of its screening and 
other programs required by the distribution license regulations. The 
frequency of such reviews is left to the discretion of the license holder. 

The Guidelines also recommend that a distribution license 
holder's order-processing system have "hold functions" whereby an 
order may only proceed after each necessary screening procedure has 
been performed and "signed-off" by the responsible employee. 

TIMELY D ISTRIBUTION OF DENIAL ORDERS AND 
REGULATORY CHANGES TO CONSIGNEES 

Distribution license holders bear responsibility for promptly no­
tifying all foreign consignees of any additions to the Table of Denial 
Orders or relevant EAR changes. In addition, such license holders 
are specifically required to obtain "verification of receipt" from con­
signees for such notifications. 41 This requirement imposes a formal 
obligation to monitor new developments continuously, to keep ac­
curate records of mailing dates, and to obtain, by telex, letter, or 
other means, verification of receipt by the consignees. In addition to 
forwarding notices of regulatory changes, the Guidelines recommend 
that the distribution license holder notify consignees of changes in 
company operations or products that may result in a change in the 
application of EAR. 

COMPLIANCE WITH PRODUCT AND COUNTRY RESTRICTIONS 

EAR requires that distribution license holders and their distribu­
tors have a system for ensuring compliance with product and country 
restrictions, including a mechanism for ensuring that reexports by 
distributors and direct shipments by the distribution license holder 
to distributors' customers comply with those restrictions.42 

This requirement derives from various EAR restrictions on the 
use of the distribution license for exporting certain products that are 
technologically advanced or nuclear related. 43 The Guidelines require 
distribution license holders to develop a "product/technology ma­
trix" (more descriptively termed a "product/country matrix" ) iden­
tifying which of the company's products may be exported to which 
countries under the distribution license. It is recommended that 
all exports be screened against this matrix prior to shipment. The 
Guidelines further suggest that employees sign a screening checklist 
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for qualifying orders and identify nonqualifying orders for processing 
under an alternative licensing procedure. 44 

SYSTEMS FOR SCREENING CUSTOMERS 

Because OEL does not have an opportunity to review the cus­
tomers to whom foreign distributors sell the distribution license 
holder 's products, EAR imposes a responsibility on the license holder 
and its distributors to screen the customers themselves.'5 The dis­
tribution license holder and its distributors are expressly required to 
avoid sales to customers that have been denied U.S. export privi­
leges, that are engaged in nuclear-related activities, or that possess 
characteristics suggesting they intend to engage in illegal diversions. 
EAR and the Guidelines require that this screening process be docu­
mented with employee sign-oft's to ensure accountability and permit 
an audit trail . 

In many cases the U.S. company does not know (at least in ad­
vance) the customers of its foreign distributors. Even when the U.S .  
company does know the identity of the customers, it is  often not in 
a position to perform the required investigation itself. Consequently, 
the burden of the screening process generally falls primarily on the 
foreign distributors that actually make the sales and have direct 
contact with the customers. 

Screening Against the Denial List EAR requires that all new 
customers be screened against the Table of Denial Orders to ensure 
that they are not the subject of a denial order.'6 The Guidelines 
state that this screening may occur when the order is received or 
when the order is shipped. It is normally advisable, however, to 
screen before accepting the order to avoid contractual liabilities. To 
ensure complete compliance , the distribution license holder and its 
consignees must recheck their current customer base and pending 
orders whenever the Table of Denial Orders is updated. 

Screening for Nuclear End- Usage EAR forbids the use of the 
distribution license for exports to customers engaged in certain 
nuclear-related end-uses, and it also requires license holders and their 
distributors to screen their customers to ensure compliance with this 
restriction.n The Guidelines offer a word of caution: "Because some 
countries attempt to clandestinely obtain the necessary technology 
to develop nuclear facilities and equipment, it may be necessary to 
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provide [foreign distributors) with specific training on determining 
the end-use . . .  before the sale ." The Guidelines provide a "sample 
checklist" for use by sales personnel in evaluating their customers. 
There are no clear guidelines, however, on how much a company 
must do in investigating its customers' activities. 

Screening for Diversion Risk EAR similarly requires the U.S. 
exporter and its foreign distributors to screen customers against a 
"diversion risk profile" set forth in the regulations."8 Where any of 
the listed characteristics are present, the transaction is to be placed 
"on hold" until a further investigation is completed. EAR cautions: 
"If the license holder is unable to resolve the problem, a request for 
assistance should be made in writing to contact . . .  OEL, to explain 
the basis for the concern regarding the proposed customer and to 
determine if there is information available on the reliability of the 
customer." "11 

SYSTEM FOR MONITORING IN- TRANSIT SHIPMENTS 

EAR requires that distribution license holders exercise special 
control over shipments made through intermediate consignees such 
as a bonded warehouse or an operation in a foreign trade zone. 50 
According to the Guidelines, this requirement stems from OEL's 
concern that foreign governments do not assume responsibility over 
in-transit or in-bond shipments. The principal element of this re­
quirement is that distribution license holders must screen their in­
termediate consignees in the same way they would an end-customer. 

C ONTINUING PROGRAMS FOR TRAINING EMPLOYEES AND 
C ONSIGNEES 

EAR and the Guidelines both state that distribution license 
holders should develop training programs to ensure that all employ­
ees (including those of their distributors) in export-related positions 
are "knowledgeable" concerning EAR. In addition, license holders 
are to develop a "continuing training program" to reinforce distribu­
tion license responsibilities and ensure continuous compliance when 
employees change.61 

• 

The Guidelines envision a substantial training program, involv­
ing "different types of training tailored to the levels and duties" 
of difFerent employees. The Guidelines state that education will be 
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"required at different points, such as orientation training of new em­
ployee [s] , refresher courses, and periodic sessions for updates and 
changes." These training sessions are to address not only specific 
distribution license obligations but "all applicable sections" of EAR 
including "general licenses, license requirements for engineers travel­
ing with samples or technical data, authorized reexports, cases when 
IVL's are required, recordkeeping requirements, etc." The Guide­
lines suggest that distribution license holders may wish to solicit 
outside consultants to provide the necessary training. 

RECORDKEEPING 

Distribution license holders and consignees are required to main­
tain accurate records of all exports and keep them readily available 
for inspection by OEL auditors.52 The Guidelines recommend that 
these records be maintained in a centralized recordkeeping system, 
but they permit a decentralized system so long as invoices and ship­
per's export declarations may be matched easily. These recordkeep­
ing requirements are similar to those for companies that do not use 
a distribution license; the difference is that the distribution license 
holder and its consignees must have a formal written procedure set­
ting forth their document retention programs. 

INTERNAL AUDIT SYSTEM 

Distribution license holders must undertake periodic audits of 
the export management performance of their own employees and 
those of foreign distributors. 53 The Guidelines direct that both spot 
checks and regular audits should be performed-generally by a per­
son not involved in daily export functions. 

Internal audits must be carried out to review records and ensure 
that they are being properly kept and are readily accessible. Each 
of the screening processes-for product/country restrictions, nuclear 
end-use restrictions, risk of diversion restrictions, and denial order 
restrictions-is to be reviewed to determine whether the restrictions 
are being enforced. In addition, auditors are to examine records doc­
umenting that other aspects of the internal control program required 
by EAR have been properly implemented including an appropriate 
statement of corporate policy, internal control manuals, education 
programs, lists of responsible persons, and so on . 

The internal audit constitutes a significant undertaking for many 
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distribution license holders, especially as the audit requires partici­
pation by staff or outside personnel not associated with day-to-day 
export management. 

NOTIFICATION TO OEL OF NONCOMPLIANCE BY CONSIGNEE 

EAR states that, if a distribution license holder "has knowledge 
that a consignee is not in compliance" with the rules governing 
the license, the license holder must promptly notify OEL.54 The 
Guidelines recommend that distribution license holders instruct all 
employees who deal directly with distributors to report any suspicions 
of noncompliance to the firm's export administrator. The export 
administrator normally then consults with the legal department, 
which must determine whether the suspicions warrant 'a report to 
OEL. This decision is particularly difficult when the distributor is a 
company affiliated with the U.S. exporter. 

EXP ORTS OF TECHNOLOGY 

Exports of technical data are subject to rules that are similar 
but not identical to those for exports of commodities. 

Definition and Scope of Technical Data 

EAR defines technical data as information of any kind that can 
be used, or adapted for use, in the design, production, manufacture, 
utilization, or reconstruction of articles or materials. The data can 
be tangible (e.g., a prototype, blueprint, or operating manual) or 
intangible (i.e . ,  technical advice) .55 The definition is intended to be 
as broad as possible and to cover any technical information relating 
in any way to an article or material. 

The technical data controls imposed by EAR apply to the export 
of technical data in any fashion. The most obvious means of export 
is the actual shipment or transmission of technical data out of the 
United States. However, the controls are also deemed to apply to 
visual inspection by foreign nations of U.S .-origin equipment and 
facilities, oral exchanges of information with foreigners in the United 
States or abroad, and the application to situations abroad of personal 
knowledge or technical experience acquired in the United States.58 
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License Requirements 

All exports of technical data subject to the jurisdiction of OEL 
must be authorized by one of three types of license. Two of these­
GTDA and GTDR-are general licenses . No application is required 
to export technical data covered by these licenses, although certain 
conditions must be met before export in the case of some types of 
technology exported under general license GTDR. The third type 
of license is the validated license, which is obtained by submitting 
an application to OEL together with the necessary supporting docu­
mentation . 

GENERAL LICENSE G TDA 

This general license is available for exports to all destinations, 
even those in controlled countries. It covers data that have been made 
generally available to the public (1) through publications (readily 
available at nominal cost or in libraries open to the public) or (2) 
through release at conferences, lectures, trade shows, or other media 
open to the public . It also covers scientific or educational data that 
are not directly and significantly related to design, production, or 
utilization in industrial processes.51 

GENERAL LICENSE G T D R  

Free World Destinations The majority of technical data sub­
ject to OEL's jurisdiction can be exported to Free World destinations 
under general license GTDR. As in the case of GTDA, it is not nec­
essary to obtain prior approval from OEL for exports under GTDR. 
However, in the case of some types of technical data exported under 
GTDR, the U.S. exporter must obtain a written assurance from the 
foreign recipient of the data that it will not reexport the data itself; in 
many cases, the exporter also must obtain assurance that the foreign 
recipient will not export the product of that data to the restricted 
destinations specified in the regulations. 58 

Communist Countries and Afghanistan Technical data exports 
to most Communist countries and Mghanistan are only eligible for 
general license GTDR in two circumstances. First , data in the form 
of manuals, instruction sheets, or blueprints may be sent without sep­
arate approval if they are part of a transaction involving a commodity 
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licensed for export from the United States. Second, the GTDR li­
cense may be used for certain technical data supporting a prospective 
or actual quotation, bid, or offer to sell , lease, or otherwise supply any 
commodity, plant, service, or technical data, provided the data do 
not relate to nuclear technology or CoCom International List items. 

VALIDATED LICENSES 

A validated license is required for the export of all technical data 
that are ineligible for general licenses GTDA or GTDR.59 For Free 
World destinations, validated licenses are required for technologies 
specifically described in an ECCN entry and for the types of data 
listed in EAR Sections 379.4(c) and 379.4(d) , which include infor­
mation relating to such areas as nuclear technology, civil aircraft, 
airborne electronic direction-finding equipment, hydrofoil and hover­
craft watercraft, and infrared imagery equipment. Validated licenses 
are required for all exports of technical data to Communist countries 
that are not covered by general license GTDA or one of the two very 
limited situations in which the GTDR license may be used. 

Necessary Corporate Activities 

To ensure full compliance with the rules governing exports of 
technical data, it is necessary for the exporting company to review 
what, if any, technical data are being exported with commodities 
or separately. In this regard there must be a review of plant visits 
by or employment of foreign nationals; communications by tele­
phone, telex, or mail with foreign nationals; presentations by sales­
men abroad; and servicing activities abroad by company engineers 
and technicians. In each situation involving the export of technical 
data, there must be a determination of which type of license applies. 
If the GTDA license applies, no further action is needed; if GTDR 
is applicable, written assurances of compliance with U.S. regulations 
must be obtained from the foreign recipients of the technical data. 
If a validated license is needed, an application must be filed. Often, 
this review is conducted by the company's legal department. 

In some circumstances, personnel such as salesmen or technicians 
may have to be given instructions on what they are permitted to say 
to customers. In addition, it is advisable to keep written assurance 
letters in a centralized location for convenient review. 

Particularly difficult issues may sometimes arise in connection 
with the employment of foreign nationals in U.S. companies. Under 
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EAR, the U.S. company may be required to obtain a written assur­
ance from the individual employee that he will not export the U.S. 
technology he acquires to controlled countries without U.S. govern­
ment approval, even after he leaves the U.S. company and returns 
to his home country. Although in some cases the written assurance 
parallels restrictions companies place on use of their trade secrets 
by employees, in other cases the assurance may be considered an 
unwarranted burden on the free exchange of information. 

SERVICING EXP ORTED COM:MODITIES 

Regulatory Requirements 

In many cases, when a commodity requires a validated license for 
export , a validated license will also be required for spare and replace­
ment parts. In addition, in some cases a validated license is necessary 
for exports of replacement parts even though the product into which 
it will be incorporated was originally exported under a general li­
cense. For example, in most cases, a microprocessor embedded in a 
medical instrument raises few national security concerns, and export 
of the instrument may be authorized under a general license. How­
ever , if a replacement microprocessor is exported separately, there 
will be strong concern about the use of the microprocessor for other 
purposes. Therefore, a validated license may be needed . 

The license authority required for servicing activities varies with 
the particular activities involved as noted below. 

REPLACEMENT OF DEFECTIVE PARTS 

When export of the commodity has been authorized under a 
validated license and a part or component is found to be defective 
after export, a replacement part may be exported under general 
license G LR. 60 

TEMPORARY EXPORTS OF SERVICING EQUIPMENT 

When a service technician must carry with him equipment that 
normally requires a validated license, the exporter may be able to 
use general license GTE, which authorizes temporary exports (for up 
to 1 year) of commodities that will be returned to the United States. 
To use general license GTE, an exporter must first register with OEL 
and obtain a GTE registration number.61 
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EXPORTS OF SPARE AND REPLACEMENT PARTS 

When replacements are needed for parts that have worn out, 
there are several types of validated licenses that may be appropriate: 

• Individual fJalidated license-The expor�er may include a rea­
sonable quantity of spare parts on an application for an individual 
validated license authorizing export of the equipment. If the orig­
inal license has expired, the exporter can apply for a new license 
separately that authorizes export of the replacement parts. 

• Distribution license-Normally, spare parts can be exported 
and reexported under the authority of a distribution license. 

• Service supply license-The service supply license is similar 
to the distribution license in that it permits unlimited exports of re­
placement parts to approved destinations. The service supply license 
can also authorize reexports by a foreign-based service facility within 
approved service territories.62 But there are important distinctions 
between the service supply and distribution licenses. The service sup­
ply regulations do not require the exporter to have a formal internal 
control program, as do the distribution license regulations; instead, 
holders of service supply licenses must file quarterly reports with 
OEL listing exports and reexports made under the service. supply 
license. In addition, the service supply license can authorize exports 
of limited amounts of replacement parts to controlled countries; the 
distribution license cannot be used for any exports to controlled 
countries. 

NeceBBary Corporate Activities 

To comply with the rules governing exports of spare and replace­
ment parts, a company normally must arrange that all proposed 
servicing activities be reviewed by the export administrator or other 
appropriate personnel to ensure that the necessary license authority 
has been obtained. To this end, service personnel must be trained to 
consult with the export administrator and/ or to clear their exports 
with the shipping department.63 

REEXPORTS 

Regulatory Requirements 

As discussed earlier, EAR applies not only to exports from the 
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United States but also to reexports from the original country of des­
tination to third countries.8' In general, the same rules that apply 
to exports apply to reexports: If a validated license would be re­
quired to export the commodity or technical data directly from the 
United States to the new country of destination, a validated license 
is required for the reexport . Special rules apply to the reexport of 
U.S.-origin parts incorporated into otherwise foreign-made products. 

REEXPORT OF U . S . - ORIGIN P RODUCTS 

There are several alternative types of license authority that may 
be used for reexports, including the following: 

• Genero.l license-If the product could be exported directly 
from the United States to the new country of destination under one 
of several general licenses, including G-DEST (uncontrolled) , GTE 
(temporary exports) , G-COM (low-technology exports to CoCom 
countries) , and GLV (limited value) , the product may be reexported 
to that country without prior OEL approval.86 

• lnditJiduo.l vo.lido.ted license-The exporter can obtain an in­
dividual validated license authorizing both an export and a reexport. 

• Distribution license-As discussed previously, a distribution 
license can authorize reexports by foreign distributors within OEL­
approved sales territories. 

• Reezport o.uthorizo.tion-When no other validated license au­
thority is available, reexporters may apply for a reexport authoriza­
tion. The reexport authorization is much like an individual validated 
license in that it authorizes a shipment to one customer and is valid 
for 2 years. The application may be filed either by the original 
U.S.  exporter or the foreign company that has possession of the 
commodities. 88 

REEXPORT OF U . S . - ORIGIN PARTS AND COMPONENTS 

Special, more restrictive rules apply to reexports of parts that are 
incorporated into foreign-made end-products. EAR Section 376.12 
specifies a three-part test for determining whether prior OEL ap­
proval is required for the export from a foreign country of a foreign­
made end-product containing U.S.-origin parts or components: 

1. Could the U.S.-origin part or component be exported from 
the United States to the new country of destination under general 
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license G-DEST? If the answer is "yes," prior written approval for 
incorporation in the foreign-made end-product is not required. 

2.  If the answer to no. 1 above is "no," does the U .S.-origin part 
or component constitute the principal element in the end-product,  
and can it feasibly be removed or used for another purpose? If the 
answers to both are "yes," prior written approval is required. 

3. If the answer to either question in no. 2 is "no," could the 
foreign-made end-product, if it were of U .S.-origin, be exported to 
the new country of destination under general license G-DEST? If 
the answer is "no," prior written approval is required. (EAR Section 
376.12) 

The above rule is more restrictive than that applied to reexports 
of U.S. products because the only exceptions to the requirement for 
prior OEL approval are when the component or the foreign-made 
end-product could be exported to the new country of destination 
under general license G-DEST. In contrast, U.S.-origin products may 
be freely reexported under general licenses GLV, GTE, G-COM, and 
others-as well as G-DEST. 

The distinction between the two sets of rules can be illustrated 
as follows. A U.S. company could export a box of integrated circuits 
valued at $500 to a customer in France under general license GLV 
without prior OEL approva1.87 That customer could then reexport 
the box of integrated circuits to Italy, also under general license GLV. 
But if the French customer incorporated the integrated circuits into 
a French-made computer, general license GLV would no longer be 
available. Written OEL approval now would be required to export 
the computer to ltaly.ea 

Although the procedure is not published in EAR, OEL has in­
formed exporters that foreign companies may submit "parts and 
components" applications requesting blanket authority to reexport 
U.S.-origin parts incorporated into foreign-made end-products to a 
group of customers or countries. 

NeceBBary Corporate Activities 

To comply with the rules governing reexports, the following 
activities are often necessary : 

• W hen the reexport is being made at the behest of the U.S. 
company or by an affiliated company, the reexport must be analyzed 
in the 1&1118 way as an export would be to determine what license 
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authority is needed . An application for reexport authorization may 
have to be filed in appropriate cases. 

• Some companies, in an effort to avoid any possibility of liabil­
ity for their customers' actions, may undertake to educate customers 
on the requirements of EAR and/or obtain written commitments of 
compliance from their customers. 

• Some companies actively assist customers in applying for 
reexport authorizations. 

CONCLUSIONS 

As described in this paper, a company engaged in exporting that 
wishes to remain in full compliance with EAR may be required to 
undertake a variety of difficult , time-consuming, and expensive ac­
tivities that involve personnel at all levels of the company. Although 
some companies may feel that full compliance is not necessary, the 
potential penalties for violations are too great for most companies to 
ignore. 

The complexity of EAR and the oftentimes vague obligations it 
imposes on exporters may have additional costs that are not easily 
measured. In an effort to avoid violations, some companies "over­
comply" with EAR; they routinely apply for a validated license when 
none is necessary, thereby handicapping their own sales and market­
ing programs. Other companies, intimidated by the burdens and 
uncertainty created by EAR, may avoid certain types of sales com­
pletely even though such avoidance is not required by the regulations. 

In the pervasive ways it affects U.S. companies, EAR may be 
comparable to such laws as the Foreign Corrupt Practices Act. Al­
though a quantitative comparison of burdens appears impossible, 
EAR appears to be distinctive for several reasons: (1) the number 
and rapidity of changes in the regulations, (2) their potential effect 
on each individual export sale and shipment of virtually all com­
modities and technology to virtually all destinations, and (3) the 
tremendous discretion vested in the U.S. government by virtue of the 
lack of judicial review. 

If the current level of controls is to be maintained and a simplifi­
cation of EAR is not possible, it may be of significant benefit to U.S . 
companies for OEL to begin issuing, on a regular basis, interpreta­
tions and advisory opinions that would be accessible to the general 
public on regulatory and classification issues. For example, in 1980 
OEL published a useful list of questions and answers concerning the 
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proper interpretation of the technical data regulations as they related 
to the then-current U.S.  embargo of the Soviet Union.89 Because the 
questions and answers gave clear guidance on what was permissi­
ble behavior, they removed some of the uncertainty associated with 
EAR.70 

Other agencies such as the Internal Revenue Service, the Federal 
Trade Commission, and the Antitrust Division of the Justice Depart­
ment regularly publish advisory opinions, and it appears that OEL 
would not need either explicit congressional authorization or permis­
sion from other executive agencies to begin issuing interpretations or 
opinions. Doing so may be the simplest way to reduce the confusion 
engendered by the complexity and vagueness of the regulations and 
thereby reduce some of the burdens of compliance. 
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APPENDIX A: 
COUNTRY GROUPS 

For export control purposes, foreign countries are separated into 
seven country groups. Listed below are the countries included in 
each group. Canada is not included in any country group but in­
stead is referred to by name throughout the Export Administration 
Regulations. 

COUNTRY GROUP Q 
Romania 

COUNTRY GROUP S 
Libya 

COUNTRY GROUP T 
NORTH AMERICA 
Northern Area 

Greenland 
Miquelon and St. Pierre leland• 

Southern Ar!a 
Mexico (includinc Cosumel and 

Revilla Gicedo leland•) 
Central America 

Belin 
Coeta Rica 
El Salvador 
Guatemala 
Honduru (includinc Bahia and 

Swan l1lande) 
Nicarapa 
Panama 

Bermuda and Caribbean Area 
Bahamu 
Barbadoe 
Bermuda 
Dominican Republic 
French W eet Indies 
Haiti (includinc Gonave and 

Tortup l1land1) 
Jamaica 
Leeward and Windward l1land1 
Netherlandl Antlllee 
Trinidad and Tobaco 

SOUTH AMERICA 
Northern Area 

Colombia 
French Guiana (includinc lnini) 
Guyana 

Surinam 
Venesuela 

Weetern Area 
Bolivia 
Chile 
Ecuador (includinc the 

Galapacoe lelande) 
Peru 

Eytern Area 
Arlen tina 
Brasil 
Falkland leland• (lelu 

Malvlnu) 
Parapay 
Urupay 

COUNTRy GROUP V 
All countrie1 not included 

in any other country 
croup (except Canada) 

COUNTRy GROUP W 
Huncary 
Poland 

COUNTRY GROUP Y 
Albania 
Bulcaria 
Cnchoalovalda 
Eetonia 
German Democratic Republic 

(lncludinc Eut Berlin) 
Laoa 
Latvia 
Lithuania 
Moncolian People'• Republic 
Union of Soviet Socialilt 

RepubliCI 

COUNTRy GROyp Z 
Cuba 
Kampuchea 
North Korea 
Vietnam 
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APPENDIX B :  
INDICATIONS OF P OTENTIAL ILLEGAL EXPORTS 

Listed below are some of the "red flag" indications that signal 
possible illegal exports or diversions. The list is not exhaustive; it 
is provided as an aid to further public awareness and the private 
sector's effort to combat illegal exportation of U.S . technology. 

• Customer'afpurchasing agent's reluctance to provide end-use 
or end-user information 

• Performance/design requirements incompatible with destina­
tion country resources or environment or with consignee's line 
of business 

• Stated end-use incompatible with the customary or known 
industrial applications for the equipment being purchased 

• Stated end-use incompatible with consignee's line of business 
• Stated end-use incompatible with the technical capability of 

the consignee or destination country 
• Customer willingness to pay cash for a large-value item or 

order 
• Little or no customer business background information avail­

able 
• Apparent lack of customer familiarity with the commodity's 

performance/design characteristics or uaea 
• Customer'afpurchasing agent's declination of installation or 

service contracts that are normally accepted in similar trans­
actions 

• m-defined delivery dates or the use of delivery locations incon­
sistent with the type of commodity or established practices 

• Use of freight forwarders as ultimate consignees 
• Use of intermediate consignee(•) whose location/busineas is 

incompatible with purported end-user's nature of busineas or 
location 

• Packaging or packing requirements inconsistent with shipping 
mode and/or destination 

• Evasive responses to questions regarding any of the above 
as well as whether equipment is for domestic use, export, or 
reexport 

SOURCE: U.S. Department of Commerce, International Trade Ad­
ministration, Office of Export Licensing. 
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NOTES 

1 .  The paper does not addreBB the policies underlying the regulatory burdens 
of the U.S. control system nor the issues relating to the processing of 
license applications by the Commerce Department. 

2.  This paper does not specifically address corporate activities relating to 
compliance with export controls other than those enforced by the Com­
merce Department. 

3. With regard to commercial exports, the Defense Department is authorized 
by statute to review all exports to •controlled countries• (primarily the 
Soviet bloc and the People's Republic of China) . Under a presidential 
directive issued in January 1985 , the Defense Department is also permitted 
to review applications to export certain high-technology products to 15  
Free World countries. 

4. 50 U.S .C. App. Section 2401 a 'fll· 
5 .  15 C.F.R. Sections 368-399.2. 
6. CoCom is the Coordinating Committee on Multilateral Export Controls, 

which is composed of all of the members of the North Atlantic Treaty 
Organisation (NATO) (except Iceland) and Japan. It maintains a list of 
strategic goods and technology whose export to Communist countries is 
controlled by mutual agreement. 

7. This control system encompaues, under certain circumstances, U.S .-origin 
parts and components incorporated into end-products manufactured abroad 
and exported to third countries. 

8. EAR Section 399.1 . 
9. Appendix A lists the Commerce Department country groups. 

10 .  If the U.S. exporter has reason to know that the person or firm to which it 
exports an item will reexport it to another destination, the U.S. exporter 
is responsible for obtaining approval for the reexport. Thus, for example, 
an exporter that ships a product or technology to Canada knowing that it 
is to be reexported to another destination must comply with the relevant 
license requirements for exports to the ultimate destination. 

1 1 .  Other types include project licenses, which authorize the export of com­
modities for up to 1 year for use in specific projects such as the building 
of a plant; service supply licenses, which authorise the export of spare 
and replacement parts; and reexport authorisations, which are similar to 
individual validated licenses except that they are used for reexports rather 
than exports. 

12 .  Distribution licenses are often used by U.S. companies to cover shipments 
to foreign distributors. The distributors may reexport commodities to 
OEL-approved third countries without individual approval by OEL of each 
transaction. 

13.  It is important to note that ,  unlike the criminal penalties, these sanctions 
apply even to unintcntiorwl violations of the act. 

14 .  Each unauthorised shipment of controlled commodities is considered a 
separate violation. 

15 .  U.S. Customs has an extensive program for EAR enforcement, including 
random checks of outgoing shipments for license authority. 

16.  EAR Section 387.4. 
17. In 1985 an individual named Timothy Stelter was fined $15 ,000 and placed 

on the Table of Denial Orders for 5 years, in part because he had not 
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notified OEL when he had reason to know that a computer he had exported 
to West Germany was subsequently reexported to the United Kingdom. 

18. The U.S . government has published a list of factors (see Appendix B) that 
it believes should signal to an exporter that ita customer may intend to 
.violate U.S. law. 

19. Export Administration Ad Sections 13(c) and 13(e) . Appeals to an 
administrative law judge are permitted. Decisions of the administrative law 
judge are then referred to the assistant secretary for trade administration 
for aflirmance or reversal. 

20. EAR Section 399.1 .  Similarly, the State Department's Office of Munitions 
Control publishes the U.S. Munitions List, which describes the commodities 
subject to ita jurisdiction. 

21 .  Technical issues aside, many companies are troubled by the vagueness 
of CCL descriptions. For example, it is common for a CCL entry to 
cover equipment -.pecially designed• for certain purposes or parts and 
components -.pecially designed• for use with certain equipment. In some 
cues, it ia difficult to distinguish between general purpose and •specially 
designed• items. 

22. The Export Administration Amendments Ad of 1985 requires that OEL 
respond to classification requests within 10 working days (Export Admin� 
istration Act Section 10[1)). However, this statutory requirement has not 
yet been implemented. 

23. The IVL is the moat basic and most commonly used type of validated 
licenae. 

24. OEL has an •emergency procedure• under which an application can be 
approved in as little as 5 or 6 days. However, OEL takes the position that 
iu processing of applications under the "'normal procedure• is fast enough 
10 that the emergency procedure should be used only rarely. There are no 
published criteria for qualifying for the emergency procedure; rather, OEL 
licenaing officers make their own judgments as to whether the exporter 
trnly has an emergency requiring immediate shipment. Typically, a failure 
by the exporter to understand EAR requirements until the last minute is 
not considered sufficient justification. 

25. EAR Section 372 .4(a) .  
26. EAR Section 375 .2. 
27. EAR Section 376.10. 
28. EAR Section 386.3. 
29. EAR Section 386.3. 
30. EAR Section 386.6. 
31 . EAR Section 387.13. 
32 . The notices aliO are incorporated into the Code of Federal Regulations 

published by the Government Printing Office, which ia revised only once a 
year. 

33. End-customers may also be designated as consignees on distribution li­
censes. 

34. The distribution license ia available for exports only to Free World coun-
tries. 

35. l'ltleral Rcgimr 50 (May 24, 1985):21 ,562. 
36. EAR Sections 373.3(e)(1)  and 373.3(e)(2). 
37. Sometimee OEL limiu distribution and use to the original country of 

destination. 
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38. EAR Section 373.3(e) (l) (i) . 
39. EAR Section 373 .3(e) (l ) (ii) . 
40. EAR Section 373.3(e) ( l ) (xi) . 
41 .  EAR Section 373 .3(e) ( l ) (iii ) .  
42 . EAR Section 373.3(e) (l) (v) .  
43 .  For example, the distribution license may be used for exports of computers 

with a processing data rate of up to 1 ,000 million bits per second to the 
countries in Supplements no. 2 and 8 to EAR Section 373 (the CoCom 
countries plus Australia, New Zealand, and Switserland) .  However, for 
countries in Supplement no. 3, the limit is 250 million bits per second. 
Finally, for Free World countries not listed in Supplements no. 2 or 3 ,  the 
limit is 20 million bits per second. 

44 . In 1986 OEL asked a number of distribution license holders to submit 
copies of their product/country matrix for OEL review. 

45 .  EAR Sections 373.3(e) ( l ) (iv) ,  373.3(e) ( l ) (vii) , and 373.3(e) ( l ) (ix) . 
46. In 1984 Digital Equipment Corporation paid a fine of Sl .l million because 

its foreign distributor in West Germany had made a series of sales to a 
party on the Table of Denial Orders. 

47. EAR Section 373 .3(a)(2) .  
48 .  EAR Sections 373.3(e) ( l ) (ix)(A) through 373.3(e) (l) (ix) (I) .  
49. EAR Section 373.3(e) (l ) (ix) . 
50. EAR Section 373 .3(e) (l ) (xii) . 
51. EAR Section 373 .3(e) (l ) (viii) . 
52 .  EAR Section 373.3(e) ( l ) (x) .  
53. EAR Section 373 .3(e) ( l ) (vi) . 
54. EAR Section 373.3(e) (l ) (xiii) . 
55 .  EAR Section 379.l (a) .  
56 .  EAR Section 379.l (b) (2) .  
57.  EAR Section 379.3. 
58. EAR Section 379 .4 (f) . 
59. EAR Section 379 .5 .  
60 .  When a part has worn out through normal operation, general license GLR 

does not authorise export of a replacement. See EAR Section 371 .17. 
61 . EAR Section 371 .22. 
62 . EAR Section 373.7. 
63 . Especially difficult practical problems are sometimes caused when service 

technicians hand-carry service equipment or replacement parts on trips out 
of the United States. Because such equipment and parts are not exported 
through the shipping department, personnel may neglect to consider the 
legal obligations of EAR. 

64 . Under EAR, it is irrelevant whether or not the reexporter has obtained an 
export authorisation from the country in which the commodity is situated .  
The only •exception• to  this rule is when the reexport is being made 
from a CoCom member country to a Communist country and the reexport 
has received unanimous approval from CoCom-including, of course, the 
United States (EAR Section 374.3(e) ) .  

65 . EAR Section 374.2.  
66. EAR Section 374 .3. 
67. The GLV limit for integrated circuits covered by ECCN 1564A is Sl ,OOO. 
68. A proposal to exempt foreign-made products from U.S. licensing require­

ments when the U.S . components constitute less than a specified percentage 
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of the value of the end-product is now under consideration by 'the U.S. 
govemment. 

69. These questions and answers have been codified as Supplement no. 1 to 
EAR Section 379. 

70. It would be especially useful to exporters if OEL were to publish official 
clasaifications of commonly exported hems such as the IBM personal 
computer. 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


High-Technology Product Life 
Cycles , Export Controls , 
and International Markets 

CHARLES H. FERGUSON 
Massachusetts Institute of Technology 

INTRODUCTION 

This report explores two issues arising from relationships be­
tween export controls and the life cycles of dual use , high-technology 
products, and particularly differences between the commercial and 
military components of these life cycles. The first issue is that com­
mercial trade could lead to military technology leakage, and to rel­
ative advances in Soviet military capabilities, in instances in which 
widely marketed U.S. civilian technology leads military applications .  
The second, conversely, is that U.S. export controls based on mil­
itary product cycles might reduce significantly the ability of U.S . 
firms to compete in international markets. Although the available 
data base is limited, my conclusion is that both problems are sig­
nificant . Commercial high-technology trade sometimes may increase 
leakage risks while current export control policies sometimes damage 
U.S.  competitiveness-and in some instances do so without produc­
ing national security benefits. 

This discussion proceeds by reviewing (1) product life-cycle mod­
els of production and trade; (2) the evolution and special features 
of military and civilian dual use product cycles, particularly in mi­
croelectronics, computer systems, capital goods, and software; (3) 

60 
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the nature of product cycle effects on export controls and U.S. com­
petitiveness in these industries; and ( 4) some conclusions and policy 
alternatives suggested by the analysis. 

PRODUCT LD'E-CYCLE MODELS 

In the late 1960s and early 1970s, the product life-cycle model 
was developed by Raymond Vernon, Louis Wells, and others to ex­
plain patterns of trade and technology transfer that seemed to contra­
dict conventional economic theory.1 Although this model neglected 
the military and relevant product cycles have since dramatically 
changed, I will describe it for two reasons. First , parts of it are 
still useful. Second, its declining explanatory power is the result of 
changes in product cycles, trade, and international competition that 
directly affect the export control issues under consideration here. 

The conventional economic model-Hecksher-Ohlin theory­
explained trade in terms of static comparative advantage derived 
from factor endowments and costs.2 For example, nations with abun­
dant capital stocks but expensive labor would export in capital­
intensive sectors and import in labor-intensive sectors; nations with 
abundant natural resources would export primary products in order 
to import manufactured goods. 

Although factor endowments do inftuence trade, it has long been 
apparent that Hecksher-Ohlin theory depends on unrealistic assump­
tions (e.g., the absence of scale economies) , is of limited explanatory 
value, and is often contradicted by observable trade patterns. 3 The 
product cycle model was developed in response to one such ob­
servation, namely, that the most advanced industrial nations-and 
principally the United States--seem to produce and even export 
many labor-intensive goods while often importing goods requiring 
capital-intensive technologies. . 

The product cycle model explained this observation as follows.' 
First, it seemed reasonable to suppose that even global corporations 
developed products for their home markets first; second, new tech­
nology and the highly skilled labor able to develop it were sources of 
comparative advantage that were as important as conventional factor 
endowments; and third, products tended to have life cycles involving 
several distinct, predictable phases. 

Given the United States' dominance of high technology and the 
world economy between 1945 and 1970, most products were de­
veloped first by American firms and for American markets. New 
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products based on new technology initially had small markets and 
required large quantities of specialized, highly skilled labor. As the 
technology, product , and market were gradually developed and hence 
better understood, costs and uncertainty declined, production vol­
ume increased, and exports began. Eventually, the technology ma­
tured, enabling standardized foreign production using less-skilled 
labor to replace domestic production dependent on innovation and 
highly skilled labor. At the end of a product cycle , the United States 
might even become a net importer of the high-volume, low-cost good. 

This model appeared to fit product cycles in commodity semi­
conductors, consumer electronics, petrochemicals, and several other 
products. It also appeared more consistent with actual trade patterns 
than the Hecksher-Ohlin model alone. A slightly more robust version 
could even have taken Hecksher-Ohlin theory into account as follows. 
All exports of new products came from the United States because for 
immature technologies, learning and innovation were primary and 
the United States possessed a comparative advantage in advanced 
technology. However, as markets mature and manufacturing comes 
to dominate costs, production location choices-and therefore trade 
flows-will be dominated by factor endowments (i .e. , by traditional 
economic considerations) . The size of mature U.S. production there­
fore would be proportional to the capital intensity of the mature 
technology. 

In retrospect , however, the model suffered from several defects 
related to emerging questions with respect to export controls and 
international competition . The life-cycle model tended to assume 
that advanced or high-income demand naturally would be found in 
the same nation(s) as the production capabilities most able to ser­
vice that demand; in other words, both would be dominated by the 
United States. Such a model, therefore, could neither predict the 
rapid eclipse of American technological superiority nor the nature 
of subsequent product cycles in a world of multiple, interdependent 
high-technology competitors. The model also tended to neglect in­
stitutional and political factors such as market structure, strategic 
protectionism, and national (including military) research and devel­
opment (R&D) and/or procurement policies. Finally, it neglected 
technological and market dynamics other than design and early pro­
duction experience. 

In the case of electronics, for example, rates of technical change 
were so high that two unusual market characteristics interfered with 
the "normal" product cycle. First , even mature products such as 
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TTL continued to show impressive technological change and depen­
dence on innovation. And second, new products often completely 
destroyed demand for earlier product generations within a short pe­
riod, precluding the evolution of a "mature" phase involving net 
U.S. imports of low-margin, high-volume commodities. The model 
would not predict, for example, that the U.S. industry would domi­
nate SSI/MSI component markets continuously for 20 years-which 
it did. Nor did such models appreciate the effect of market struc­
ture and competitive dynamics on rates of technology development, 
uptake, and/or transfer. Consider once again the semiconductor 
industry. For 20 years, the U.S . industry dominated world mar­
kets despite its entrapment in a cycle of fragmentation, short-term 
planning, instability, and suboptimal capitalization, all of which re­
duced its efficiency and resilience.6 The industry's progress remained 
rapid and profitable only because it had no effective competitors. 
The advent of a challenge from oligopolies of well-capitalized, stable, 
vertically integrated Japanese-and now also Korean-firms led to 
the Americans' rapid collapse. Large Japanese industrial complexes 
licensed American technology massively and then deployed and im­
proved it more rapidly than the U.S. industry itself. Yet, the product 
life-cycle model would certainly not have predicted that Japan and 
Korea would rise from obscurity to prominence in world semiconduc­
tor markets in 10 years. Nor would it have predicted that they would 
do so through growth derived principally from technology extrac­
tion, import substitution, and then dominance of global markets for 
the industry's most advanced commodities, rather than from novel, 
initially specialized domestic demand. 

Furthermore, although the original model did not acknowledge 
it, the U.S. military was an important component of many postwar 
product cycles in dual use, high-technology areas such as semiconduc­
tors, computers, numerically controlled machine tools, airframes, jet 
engines, and radar systems.8 Until the late 1960s or early 1970s, the 
military funded much dual use R&D and represented 80 to 100 per­
cent of early purchases, frequently through cost-plus contracts that 
effectively subsidized learning applicable to subsequent commercial­
ization. U.S . production funded in this way typically accounted for 60 
to 100 percent of total world production of these new high-technology 
goods. Hence, the military constituted a large proportion of the low­
volume, advanced high-technology demand that the product cycle 
model held to be a m�or force in determining production and trade 
pattema. In the case of semiconductors, for example, the military 
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clearly dominated advanced markets until the late 1960s. Military 
R&D support led to product development ; military purchases led to 
learning curve improvements and commercialization, first in domes­
tic markets and then in foreign markets as the technology matured. 
Since approximately 1970, however, the military's role has changed 
both with respect to advanced technology development and in dual 
use high-technology markets generally.7 Concomitantly, commercial 
product life cycles in dual use areas have changed dramatically as 
the United States has fallen behind Japan in semiconductors, numer­
ically controlled machine tools, robotics, and other markets. 8 

THE EVOLUTION OF PRODUCT CYCLES IN DUAL 
USE AREAS 

From the end of World War II through the 1960s, the Department 
of Defense led commercial markets-in the United States and indeed 
throughout the world-in basic and applied research, technology 
development, new product development, procurement , and applica­
tions in a wide spectrum of dual use high technologies. The two 
most important-and closely related-product families were proba­
bly aerospace (e .g., airframes, jet engines, rockets, and satellites) 
and electronics (e.g. , integrated circuits, computers, networking, 
software, and computer-aided design/ computer-aided manufactur­
ing (CAD/CAM]) .  In both areas, defense support led to commercial 
products and sustained the development of American industries, 
which dominated world markets for 30 years. In both cases, how­
ever, it appears that the military 's role as a technology developer 
and leader began to decline in the late 1960s. By the late 1970s 
the Defense Department had become a follower, sometimes a free 
rider, and a relatively small purchaser-hence, a market taker-in 
many though not all areas. Concomitantly, American firms found 
themselves facing serious foreign competition, at first primarily from 
Japan, in dual use, high-technology industries. The result has been 
a major change in the relationships between commercial and mil­
itary product cycles and therefore in the total product cycles of 
dual use technologies. I will now describe this process as demon­
strated by the case of electronics, by which I mean electronics-based 
producer goods sectors-integrated circuits, semiconductor capital 
equipment , CAD /CAM and robotics, computer systems, computer 
networks, and software. In all of these sectors except semiconduc­
tor capital equipment, defense funding played a major, direct role 
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in the industry's early development. Now, all of these sectors face 
strong foreign competition, and several are literally fighting for their 
survival. 

ElectroDics Product Cycles, 1945-1970 

For 20 to 30 years after World War II, various Department of De­
fense (DoD) organizations typically funded a large fraction of univer­
sity electronics R&D and sometimes as large a proportion of corpo­
rate R&D in those areas in which potential defense applications were 
judged important. For example, the Air Force funded research at the 
Massachusetts Institute of Technology (MIT) that led to develop­
ment and demonstration of the first numerically controlled machine 
tools, and a now-standard language (APT) for programming them, 
in 1948. The Air Force continued to fund numerically controlled 
development through support of R&D and contractor procurement, 
particularly at aerospace firms such as Boeing and General Electric, 
through the 1960s. The Office of Naval Research funded much of the 
early R&D on digital computers (including some early software work 
on stored program control, operating systems, and languages) , while 
development of the SAGE (Semi-Automated Ground Environment) 
air defense system for the Air Force led to ffiM's second-generation 
commercial computer systems in the 1950s. Magnetic core memories 
also were developed at MIT through military funding, and the first 
parallel supercomputers were developed with military funds. Until 
the mid-1970s, U.S. defense demand (e.g., from intelligence agencies, 
weapons laboratories, and defense contractors) accounted for nearly 
the entire world supercomputer market.0 

Some early semiconductor R&D was funded by DoD, but the 
most important period of defense funding followed the invention of 
integrated circuits in 1960. Only with the development of integrated 
circuits did semiconductor logic clearly supersede· other technologies 
and concurrently offer step-functional improvements in military C3I, 
guidance systems, and the like. Early integrated circuits rapidly were 
perceived as critical to such systems as the Minuteman missile . DoD's 
reaction essentially created the merchant semiconductor industry, 
and particularly Texas Instruments; during the early and mid-1960s, 
U.S. military purchases increased rapidly, typically accounted for 80 
to 100 percent of total demand for the most advanced circuits, and 
represented SO percent of the total U.S. semiconductor market. By 
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the early 1970s, conversely, military demand was 20 percent of the 
market; currently, it is less than 10 percent . 10 

DoD funding also played a major role in the early development 
of computer networking. The ARPANET, a university and national 
laboratory network funded by ARPA in the late 1960s and early 
1970s, was the first large-scale, packet-switched computer network; 
the TCP /IP networking protocol, developed with DARPA funding, 
now is widely used and is directly supported by the Berkeley UNIX 
system, itself developed for DARPA.11 

These and many other postwar military efforts involved funding 
mechanisms that were inherently different from those of commercial 
industry and that formed a specific portion of any given product 
life cycle. These product cycles, in turn, were very different from 
those that now typify electronics markets. DoD funding of corpo­
rate R&D (and to a lesser extent, university R&D) was unique in 
at least two respects: It was large relative to other sources, and it 
clearly funded many important efforts that would have advanced less 
rapidly if they had depended on private funding alone. Often, the 
funding mechanism was ostensibly a purchase order-but one that 
involved "cost-plus" payment , "on-specification" purchase commit­
ments, or both.12 The first of these subsidized development and early 
production until learning reduced costs; the second committed the 
government to purchase products not yet developed on the condi­
tion that they met agreed-upon specifications. Furthermore, DoD 
contracts often guaranteed several years of continued procurement, 
facilitating planning and efficient scale investment. 

In the semiconductor and related industries, these DoD activi­
ties-university R&D funding, development subsidies, guaranteed 
purchases, and consumption of a high proportion of early produc­
tion-typically were followed by commercial product cycles some­
what consistent with the Vernon product cycle model described 
above.13 The initially military product was commercialized, often 
by a newly formed or relatively young "start-up" firm. One or a few 
firms typically enjoyed a short period of quasi monopoly-perhaps 1 
year domestically, 2 or 3 years in Europe-followed by severe com­
petition as imitators introduced comparable products. The original 
innovator sought to retain growth, market share, and profitability by 
exploiting learning effects in both products and processes, typically 
by lowering costs and prices and by introducing successive improve­
ments in the original product . Initial sales were largely domestic , 
followed in a year or 2 by exports, then in 3 to 5 years by foreign 
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production of the relatively "mature" product once its technology 
and market were more stable and/or well understood. 

These industries, however, remained net exporters and contin­
ued to dominate world markets, even in relatively established ar­
eas such as mainframe computers, discrete/SSI/MSI logic, and lin­
ear integrated circuits, for 20 to 30 years. Even when individual 
firms frequently had short life spans, the industry and world mar­
ket remained dominated by American supply and demand. Equally 
importantly, a combination of technological factors, historical acci­
dents, and by-products of government decisions led to a particular 
collection of related industry structures. 14• Initially, semiconductor 
technology seemed relatively labor intensive and devoid of strong 
scale economies or minimum scale requirements; furthermore, a 1956 
antitrust settlement opened AT&T's patent portfolio to all inter­
ested firms. Finally, internal production by users failed to inhibit 
open-market suppliers because the largest consumer was the mili­
tary. Semiconductor production consequently became concentrated 
in an independent "merchant" industry that continues to account for 
approximately 60 percent of U.S .-based production . 

This merchant industry was (and largely remains) dominated 
by young, nonintegrated firms whose market success frequently was 
short-lived. Employee turnover was high (20 percent industrywide) , 
in part because the most gifted technical staff and executives repeat­
edly defected from their employers to join new start-up firms offering 
large stock options. The industry also was extremely fragmented, 
both horizontally and vertically. It depended on separate infrastruc­
ture industries, also composed of small and unstable firms, for capital 
goods, materials, venture financing, and services. Often, the growth 
and success of firms in the semiconductor and related industries de­
pended on a product family or technology viable for only one or two 
product generations. As the original technology base of the firm was 
superseded by new generations, the firm's growth slowed, and its 
market position was usurped by others. Because product and tech­
nology generations lasted only about 5 years, many semiconductor 
firms failed or were acquired within 10 years of introducing their first 
successful products. 

The U.S. telecommunications equipment and computer indus­
tries, conversely, were dominated during the 1960s and early 1970s 
by large, vertically integrated firms (AT&T in communications, ffiM 
in computers) . Beginning in the late 1960s, however, the pattern of 
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entrepreneurialism and generational instability entered these indus­
tries as well .15 The new submarkets of the computer and telecom­
munications industries-digital switches, minicomputers, microcom­
puters, supercomputers, attached processors, hard disk drives, local 
area networks-began to look more like the semiconductor indus­
try. They were increasingly dominated by young, entrepreneurial 
single-market firms such as Cray, Teradata, Symbolics, Rolm, Dig­
ital Switch, Sytek, 3Com, Bridge, Data General, Encore, Prime, 
Apple, Seagate, Apollo, Tandem, Stratus, Convergent Technologies, 
Fortune Systems, Sun, Daisy, Sequent, Osborne, Compaq, and many 
others. This sectoral fragmentation and proliferation of specialized 
entrepreneurial firms began in the 1960s but assumed astonishing 
proportions in the late 1970s and early 1980s. 

Unlike AT&T and IBM, these new systems firms relied almost 
exclusively on other firms-each other and the merchant semicon­
ductor industry-for their components. Hence, they resembled the 
semiconductor industry in their lack of vertical integration and de­
pendence on separate infrastructural industries, which included the 
semiconductor industry itself. (Unlike the semiconductor merchants, 
however, the new systems firms and industries largely arose after 
DoD funding policies had changed and most targeted commercial 
markets from their inception.) These newer firms depended princi­
pally on venture capital financing followed by public stock offerings. 
Until recently, they seemed to dominate emerging world markets in 
their areas just as completely as the semiconductor and computer 
industries had. However, there are now clear signs that this short 
era of entrepreneurial fragmentation, like that of the merchant semi­
conductor industry, is nearing its end. 

The Evolution of Electronics Product Cycles, 197D-1986 

By the 1980s military demand lagged rather than led the com­
mercial market in many fields, was no longer a maJor formal or 
informal source of R&D, constituted less than 10 percent of the 
domestic demand in many markets, and was increasingly depen­
dent on foreign sources of supply, particularly in semiconductors and 
advanced materials. In several dual use areas-primarily semicon­
ductors, semiconductor capital equipment, robotics, microcomputer 
peripherals, supercomputers, and IBM-compatible computers and 
peripherals-American suppliers rapidly were losing both technical 
leadership and market share to Japanese-and sometimes Korean, 
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TABLE 1 Percentace of U.S. Semiconductor Sale• 
by End Market 

Milltary 
Computer 
Con�umer 
lndUitrial 

1960 

50 
so 

5 
15 

1968 

35 
35 
10 
20 

1974 

14 
29 
24 
ss 

Taiwanese, or Brazilian-producers. (Similar changes appear to be 
under way in some aerospace markets, but they will not be considered 
here.) As a result, both the commercial and military product cycles 
of many dual use technologies have changed dramatically. Several 
of these changes affect and/ or are affected by export control issues. 
Current product cycles result from several forces that began to ap­
pear in the early 1970s and whose impact is still increasing. It may 
therefore be useful to describe these forces at least briefty. 

Consider first the changing role of military demand in the mar­
ket, once again exemplified by the semiconductor industry. Domestic 
open-market semiconductor sales evolved as shown in Table 1 during 
the industry's formative period; 18 by 1974 military demand had sub­
stantially decreased. There are several reasons for this change. First, 
the total market for any major category of dual use, general-purpose 
electronic products-ranging from standard logic circuits to robots 
to supercomputers-is inherently a large multiple of the demand rep­
resented by any single sector or purchaser, whether it be the military 
or anyone else. Any technology-driving, leading purchaser therefore 
will constitute a larger fraction of early markets than of later ones. 
Thus, the military's fraction of the total market would have decreased 
over time even if it remained a persistently high fraction of advanced 
markets. 

Second, however, the military has not remained a consistent 
technology leader in its purchasing patterns. This is the result of at 
least two distinct processes , corresponding approximately with new 
acquisition policy and maintenance, respectively. 

Consider new procurements first. There is now substantial con­
sensus that several changes in procurement, budgetary, and weapons 
mix policies and procedures dating from the early 1970s have reduced 
drastically the tendency of DoD and its contractors to use advanced 
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or even competitive technology. First , the military greatly reduced 
its cost-plus and on-specification purchasing, which thereby reduced 
both its role as an R&D funding source and simultaneously its access 
to newly developed technologies and products. Subsequent to legis­
lation that took effect in the early 1970s, the military also replaced 
many multiple-year contracts with repeated 1-year contract cycles. 
There appears to be substantial agreement that this policy has in­
creased lag times and decreased the propensity of firms to engage 
in military technology development. DoD contractors also appear 
to have reduced their use of earlier funding practices, with similar 
results. Although defense contractors still sometimes represent a 
disproportionate share of the market for newly developed products 
(e.g. , artificial intelligence workstations such as the Symbolics 3600) 
and DoD recently has taken some steps to reverse these trends (e.g . ,  
the VHSIC program, resumption of some multiple-year contracting) , 
the average age of technology procured by DoD still seems to be 
increasing .17 

Furthermore, the state of affairs detailed above appears to be 
the case for both purely general-purpose systems (e.g. , computers 
used for administrative purposes) and for military-specific systems 
such as weapons platforms and C3I equipment , although primarily 
the latter (military-specific systems) . It is frequently asserted that 
newly procured weapons systems now use electronic components 
that are roughly 5 to 8 years behind the commercial state of the art .  
Weapons platforms and ordnance now entering deployment generally 
use 8-bit or early 16-bit microprocessors such as the Intel 8085 or TI 
9990. Few if any systems now being deployed use advanced 16-bit 
systems based on the Intel 8086, 80186, or 80286, or the Motorola 
68000. Use of 32-bit systems such as the Motorola 68020 or the 
National 32032 appears essentially nonexistent .18 

Yet, the purely technical requirements of military-qualified cir­
cuits (primarily ruggedization, stringent quality control, wider oper­
ational temperature ranges, and radiation hardness) only imply a t  
most 2 years' delay past commercial availability ;19 furthermore, 40 
percent of DoD electronics procurements are of uncustomized com­
mercial parts.20 It would therefore seem that military systems design 
and procurement are now less efficient, or at least slower, than they 
formerly were--and than their civilian analogues currently are. The 
only alternative explanation, that older products are deliberately 
chosen as more cost effective, is unlikely for at least two reasons. 
First , it would be surprising if cost/benefit trade-off's never favored 
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technology less than 5 years old, even if newer technology uniformly 
was more expensive. And second, it is one of the strongest charac­
teristics of the electronics industry that new technologies frequently 
are less expensive and more reliable than those they replace. In fact, 
continued demand for older products can increase absolute costs be­
cause small-batch production of obsolete components constitutes a 
highly specialized business devoid of scale economies.21 

In addition to increasing technology lags in new procurement, 
the average age of DoD procurements has increased as a consequence 
of inventory demographics. Many military systems, ranging from B-
52 bombers to Minuteman missiles, have long life spans and require 
substantial maintenance or even reconstruction during their use. 
Consequently, many systems procured in volume 10 to 25 years ago, 
embodying what were then state-of-the-art electronics, must still be 
maintained, or even reprocured in low volumes, today. The result, 
given military purchasing policies, is continued demand for obsolete 
components and subsystems. It appears that military demand now 
represents a far higher proportion of demand for mature or obsolete 
devices than for new ones. The relevant parts of DoD, particularly 
the Defense Electronics Supply Command (DESC) , have recognized 
this problem, but the current policy (the Diminishing Manufacturing 
Sources Program, or DMS) partially contributes to its impact on 
supply demographics. 

DESC/DMS policy, apparently, is to procure only at mainte­
nance levels until notified that the last U.S. source plans to cease 
production. Only at that time will DESC, if necessary, purchase a 
stock of components equal to the total estimated life-cycle require­
ments, a procedure known as a life of type (LOT) buy. LOT buys 
often equal 5 to 10 years' maintenance.22 This policy, particularly 
when combined with the others described above, renders DoD pro­
curement cycles considerably longer and less stable than those of 
1970. Rather than producing at efficient scale for approximately 
the normal length of an electronics life cycle, contractors produce 
at high levels during initial production and deployment, then at less 
than efficient scale for several years, and then (possibly) at high lev­
els just before discontinuing obsolete products. This suggests, and 
most semiconductor executives agree, that these DoD policies in­
crease costs and create technological drag. Consequently, DoD's own 
policies, behavior, and requirements have directly driven many of 
the transformations in dual use product cycles. Two further issues, 
however, require mention. 
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The first is the impact on electronics markets of continued tech­
nological progress in microelectronics. Each new technology genera­
tion widens the spectrum and increases the size of application areas 
available to electronic systems. For several reasons, this appears to 
be occurring at a higher rate in commercial than in military appli­
cations, not merely in the United States but worldwide, and despite 
the fact that military budgets recently have risen faster than groBB 
national product (GNP) in most Organization for Economic Coop­
eration and Development (OECD) nations. For example, advances 
in microelectronics have at least two effects in consumer electronics. 
First , generic cost/performance improvements yield disproportionate 
growth in this market , and in semiconductor production to service 
it, because consumer demand apparently is more price elastic than 
military demand. Second, VLSI-which has yet to reach military 
products in a major way-creates enormous opportunities to digitize 
previously analog functions (e.g. ,  music recording) and enhance sys­
tem quality and capability. Consequently, this general trend-rapid 
progreBS in dual use microelectronics technology-contributes to re­
ducing the relative importance, although not the absolute size , of 
military demand. 

Second and probably far more important, the United States now 
faces serious international competition in advanced dual use tech­
nologies, including many areas of electronics as defined above . The 
problem is most severe in the semiconductor industry and in robotics, 
but it increasingly affects the computer and telecommunications sec­
tors as well . These developments plausibly are of great importance 
to export controls and pOBBibly to other policy areas. My recent 
research indicates (and many senior executives have confirmed) that 
with the exceptions of ffiM and AT&T, U.S. semiconductor process­
ing is now, as a general rule, 1 to 3 years behind Japanese technical 
practice. 23 In an industry in which progreBB exceeds 20 percent annu­
ally, 3 years is a very long time. Furthermore, Korea has now entered 
world-cl&88 competition, and the lead enjoyed by Japanese produc­
ers relative to the U.S. merchant industry is increasing. Similarly, 
extrapolation of recent trends implies that in 5 to 7 years the world's 
most powerful and cost-effective commercial supercomputers will be 
produced by Japan-not by the United States.24 These matters are 
discussed further below. 

The rise of technically sophisticated foreign competitors affects 
product life cycles and DoD policy in at least four respects. First, 
DoD's role as a technology driver is reduced yet further because it has 
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a negligible role in the Japanese, Korean, Taiwanese, and Brazilian 
industries. Second, the rise of foreign competition, to the extent that 
U.S. firms come to lag foreign technology, tends to force DoD procure­
ment to lag the world market even further than previously. Third, 
product cycles now have qualitatively new international dimensions 
with major implications for current and future policy. Finally, the 
characteristics of future technology and international competition 
imply major increases in the worldwide availability of dual use, high­
technology products whose markets until recently were assumed to 
be controllable by CoCom (Coordinating Committee on Multilat­
eral Export Controls) policy, and frequently by unilateral American 
policy. 

The recent evolution of semiconductor, supercomputer, and per­
sonal computer markets exemplifies these dilemmas. The rise of 
foreign competition, particularly in areas in which foreign industries 
have achieved technical superiority and market dominance relative 
to the United States, has forced shorter product cycles and grow­
ing globalization of technology and production. Yet, especially in 
the semiconductor industry, these developments have been accom­
panied by increasing delays between first product availability world­
wide, first U.S. production, and general U.S. availability to military 
designers. Although the demand-side (i.e . ,  military procurement) 
policies described above are partially responsible, some responsibil­
ity lies with the industry itself. Many national industries seem to 
have habitual parameters of growth, investment, technical change, 
and technology deployment-parameters that inftuence, and in turn 
are affected by, the behavior of both producers and consumers. A 
national industry driven by high rates eventually will reach parity 
with, and then rapidly displace, another industry whose rates are 
chronically lower. 

Much of what has happened to the United States semiconduc­
tor industry can be described in this way. Consider, for example, 
the compound growth rates in Table 2 for various semiconductor 
technology families in the United States and Japan over the past 
decade.26 Similarly, investment levels, domestic consumption, and 
market share growth in Japan consistently have outpaced those in 
the United States. In 1986 the Japanese semiconductor market will 
equal America's in size, and Japan's share of world markets has 
more than doubled in the last decade to reach its current level of 
approximately 45 percent.26 These developments have affected prod­
uct life cycles in at least two respects. First , product cycles have 
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TABLE 2 Compound Annual Growth Rates (percentages) by Product 
Category Shipments, North America and Japan, 1974-1984 

Product Category North America Japan 

All semiconductors 14 21 
Integrated circuits 19 31 
Metal-oxide semiconductor 24 38 

(MOS) integrated circuits 
CMOS integrated circuits 32 63 

shortened as they have been driven increasingly by Japanese rather 
than American rates of growth and change. Second, the Japanese 
industry has assumed technical leadership in many areas, thereby 
presenting DoD policymakers with an unpleasant choice: DoD must 
radically increase its dependence on foreign sources or, alternatively, 
fall even further behind the world state of the art by continuing to 
purchase domestically. 

The impact of this problem, already substantial, is expected 
to grow; and it is a subject of increasingly serious concern within 
the U.S. government . It is widely expected that by 1990 Japan 
will have increased its world market share to over 50 percent . Fur­
thermore, Japanese market dominance is not confined to mature 
or commodity devices. Japanese producers, for example, now con­
trol 75 percent of world semiconductor memory markets, 40 percent 
of world microprocessor markets, 40 percent of world metal-oxide 
semiconductor (MOS) gate array markets, more than 60 percent of 
world microcontroller markets, and 35 percent of the world mar­
ket for semiconductor capital equipment.27 Japanese firms also are 
expected to dominate 1-megabit dynamic RAM markets, and two 
Japanese firms (NEC and Hitachi) are known to possess prototype 
32-bit microprocessors.28 The United States is now a net importer of 
dynamic RAMs, static RAMs, EPROMs, and microprocessors rela­
tive to Japan.20 More strikingly, all U.S . computer firms except IBM 
and AT&T now purchase 25 to 50 percent of their semiconductor 
requirements from Japanese firms--in some cases, from their direct 
competitors in systems markets.30 

The recent dynamics of supercomputer markets reflect both in­
creasing Japanese strength and the impact of microelectronics on 
downstream markets. In the last 4 years, the three largest Japanese 
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computer vendors-Fujitsu, NEC, and Hitachi-have marketed ad­
vanced supercomputers, two of which are mM compatible. The 
principal U.S . supercomputer vendors-Cray, Control Data (CDC), 
and CDC's successor, ETA Systems-all depend heavily on Japanese 
firms, including their competitors, for microelectronic components.31 

Personal computer markets, conversely, demonstrate the rise 
of another phenomenon: widespread foreign availability of dual 
use products, particularly mass-produced commodities, shortly af­
ter their initial development by U.S. and/or Japanese firms. Many 
dual use product cycles now have distinct international components 
88 a consequence of widespread licensing, second sourcing, increas­
ingly competitive foreign technology bases, and national development 
strategies. IBM-compatible personal computers appeared in the 
United States approximately a year after IBM's open-architecture 
product reached the market. Soon thereafter, Japanese "compati­
bles" appeared. By 1985, however, IBM PC-compatible machines 
were not only marketed in dozens of countries but were produced by 
literally hundreds of independent firms in Brazil, Mexico, Korea, Tai­
wan, Argentina, and other non-CoCom nations.32 The principal in­
puts to such machines-8088 and 80286 microprocessors, imitations 
of IBM's Basic Input-Output System (BIOS) , various integrated cir­
cuits, ftoppy disk drives, Winchester hard disk drives, and the MS 
DOS operating system-were available through dozens of original 
vendors, second sources, imitators, counterfeiters, and remarketers 
in many nations . 

Although personal computers are an extreme case, they should 
not be regarded as an isolated one. Apple 2 compatibles are pro­
duced in several nations, including Taiwan and Brazil.33 Supermini­
computers are produced in Brazil under licenses from DEC, Data 
General, and other firms;3" recent Korean agreements indicate the 
likelihood that AT&T 3B20 series and Pyramid minicomputers soon 
will be produced in Korea and remarketed by Korean firms.35 And 
it is all but certain that these nations, and perhaps others, will de­
velop independent systems designs within the next 5 to 10 years , 
probably at first based on open-market technologies such 88 32-bit 
microprocessors, the UNIX operating system, VME or other bus 
architectures, and networking standards such as Ethernet.36 Conse­
quently, many dual use product cycles seem, increasingly, to have 
a new commercial phase because a progressively higher fraction of 
American technologies becomes available on the open market soon 
after their development. This appears to be particularly but not 
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exclusively the case in fragmented sectors whose member firms often 
license technology more freely, and on less favorable terms, than do 
larger multinational market leaders. Firms in the newly industrializ­
ing countries (NICs) now systematically and rapidly obtain, use, and 
repackage these technologies, thereby shortening the period during 
which the United States and/or CoCom effectively can control them. 

All of these developments-the dominance of commercial relative 
to military markets, the increasing technical lead of the commercial 
state of the art relative to defense procurement, and the rise of tech­
nically sophisticated foreign competition, particularly from NICs, in 
dual use, high-technology markets-seem to have serious implica­
tions for export control policy. They appear to increase the tension, 
at least in the short run, between defense goals motivating export 
controls and economic objectives such as increased U.S . competitive­
ness and improved trade balances. However, I will suggest that, in 
the long run, defense and commercial objectives may be more harmo­
nious than is sometimes assumed. This potential congruence derives 
from the export control and security implications of decreased U.S. 
innovation and market share. 

IMPLICATIONS FOR EXPORT CONTROLS AND 
C OMPETITION 

It is widely agreed that the Soviet bloc is 7 to 10 years behind 
the world state of the art in dual use electronics and that this lag 
has remained approximately constant for the last 20 years. 37 There 
is also general agreement, however, that in the Soviet Union the 
military constitutes a very high proportion of both total electronics 
demand and of demand for the newest technologies and products, 
a demand that perhaps is even higher than that of DoD 20 years 
ago. There is some evidence , moreover, that the Soviet Union has 
narrowed the United States' lead in deployed, electronics-intensive 
military systems. 38 Consequently, there is increasing concern as to 
the United States' ability to maintain the superiority of its military 
technology relative to that of the Soviet bloc. Given this concem, 
recent and foreseeable developments in commercial and military dual 
use, high-technology product cycles clearly pose several dilemmas 
for long-range U.S. defense objectives. These objectives presumably 
include both an effective export control policy and a strong U.S . 
dual use, high-technology industrial base. Consequently, at least 
two large-scale questions arise. The first is how export control and 
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related policy requirements are affected by the fact that commercial 
trade has increasingly dominated and preceded military applications 
in dual use technologies. The second is how such policy requirements 
are further affected by increasingly intense foreign competition. 

Consider first the implications of commercially led , dual use 
product cycles. Most obviously, widespread high-technology com­
mercial trade, particularly international trade, increases the risk of 
technology leakage. The damage to U.S. military interests caused 
by such leakage is proportional, presumably, to the technology lead 
enjoyed ex ante by U.S. military hardware over Soviet bloc hard­
ware and also to the technology lead of commercial trade relative 
to U.S. military application. (Essentially, this assumes that produc­
tion for military applications yields far less technology leakage than 
does commercial trade.) If commercially traded goods have a suf­
ficient technology lead over U.S. military systems, if the extent of 
leakage is sufficient, and if the bloc incorporates the technology into 
military hardware with sufficient speed, it is possible that product 
lif.cycle problems could significantly narrow the military technology 
lead enjoyed by the West. so 

Furthermore, as advanced electronics increasingly is driven by 
and incorporated into mass-produced goods, -.ny export control 
regime sufficiently strict to eliminate transfers of potential military 
value soon will become exceptionally (i.e . ,  unrealistically) wide in 
acope.40 Many consumer electronics produc�mpact disk players 
and home computers, for example-already contain digital signal­
pr�g circuitry that probably is more advanced than any now 
manufactured in the Soviet Union. This trend will accelerate; emerg­
ing high-definition television technology, for example, probably will 
involve extremely sophisticated digital image-processing and data 
compression/regeneration systems.41 Other consumer durables that 
are likely soon to contain advanced technology include digital tele­
phones, cameras, and hand calculators. Additionally, many cate­
gories of compact, mass-produced office goods soon will incorporate 
technology beyond Soviet bloc capabilities. Examples include 32-bit 
personal computers, local area networks, digital PBXs, and imaging 
aystems (e.g., copiers and facsimile machines) . Hence, current poli­
cies, together with trends in dual use product cycles, imply increasing 
technology leakage, at least in absolute terms, and enormous growth 
in the complexity of export control administration. 

These difficulties are greatly magnified by foreign competition­
or, more precisely, by the internationalization and foreign production 
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of advanced dual use technologies and products. 42 H foreign govern­
ments have more permissive export control policies than the United 
States, leakage will increase, perhaps more than linearly, with foreign 
market share. Moreover, if foreign technologies and market shares 
surpass U .S .  levels , potentially larger and more politically sensitive 
problems arise . First , there arises the conflict between security of 
supply and use of best technology that I mentioned briefly above. 
For example, many U.S. military systems are dependent on dual 
use high technologies increasingly dominated by Japan. Second, the 
United States will be in the difficult position of asking foreign govern­
ments to bear most of the economic costs of military export controls. 
Such export controls primarily may be intended to sustain Western 
military power relative to the Soviet bloc, but they also reduce the 
competitiveness and growth of nations whose economic and political 
interests may diverge from those of the United States. Hence, as 
U.S. technical and market leadership declines, so too will its ability 
to influence export control policy. 

Whatever its other merits, any policy that reduces American 
competitiveness in dual use areas ultimately is in conflict with ex­
port control objectives for at least two reasons. First, it reduces the 
technological progress of the dual use industry, which reduces the 
technology levels available to future military systems; and second, 
it reduces American capacity to control technology leakage through 
either unilateral controls or multilateral negotiations. H U.S. export 
control policies themselves have such effects, their technology de­
nial benefits must be weighed against costs to American technical 
superiority and political leverage . 

Hence, the evolving characteristics of product cycles generate 
potentially major problems for export control that are at once mil­
itary, economic, and political. The size of such problems, however, 
is far more difficult to assess and depends on judgments involving 
high levels of inherent uncertainty. 43 Our knowledge regarding So­
viet technical capabilities is far from total. Our understanding of the 
sources of Soviet technology and of the relative importance of legal 
versus covert mechanisms of acquisition is even more limited; and 
our understanding of how controls affect Soviet military power or the 
Soviet-U.S.  balance appears very limited indeed. Although current 
trends in dual use electronics appear certain to increase absolute leak­
age , we have no way of quantifying the importance of this leakage to 
Soviet power nor even of determining whether it will improve the So­
viets' position relative to the West. To be sure, we presumably know 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


HIGH-TECHNOLOGY PRODUCT LIFE CYCLES 79 

somewhat more about the effects of export controls on U.S . compet­
itiveness and the role of product cycle characteristics in producing 
these effects. Even here, however, no rigorous analysis is available 
publicly, and none may yet exist. Nonetheless, the available evidence 
suggests that U.S. national security export controls appear to cause 
significant damage to U.S. firms in international competition.•• To 
the extent that this damage arises from real control as opposed to in­
efficient administration, its costs must, of course, be weighed against 
the benefits of increasing the Soviet bloc's weapons costs relative 
to those of the West. Because these benefits may be impossible to 
quantify, as noted above, the net calculation may be impossible to 
make. 

In addition, however, the presence of foreign competition intro­
duces the possibility, at least in principle, that the new characteristics 
of product cycles could cause export controls to damage U.S . com­
petitiveness without any offsetting national security benefit. Such 
harm to U.S. firms could exceed that accruing under conditions of 
American technical monopoly-but only if foreign competitors bene­
fit from more permissive and/or efficient export control regimes than 
the regime under which U.S. firms must operate. The evidence I have 
seen indicates that the current export control regime does, in fact, 
cause some unnecessary damage to U .S. competitiveness. 

The problem seems to have several distinct sources. One is 
the pure inefficiency with which U.S. policies are administered; a 
second is the unrealistic complexity and stringency of the policies 
themselves. U.S. firms unanimously report that U.S. export license 
processing requires 5 to 30 times longer than Japanese licensing pro­
cedures, even where no such license application has ever been denied 
in the firm's history.46 U.S. individual validated licenses for exports 
to non-CoCom nations such as Austria require 2 to 3 months, while 
licenses for China frequently require 6 to 10 months. 41 In contrast, 
Japan grants such licenses within 2 weeks. In many high-technology 
markets, 6-month delays are a large fraction of factory construction 
time or even of an entire product cycle and therefore are wholly unac­
ceptable. Several U.S. firms have suffered significant business losses 
to Japanese firms in Austria, Switzerland, China, and other nations. 
One firm, a leading vendor of automatic test equipment, showed 
me correspondence canceling a major order as a result of licensing 
delays; by the time the license was processed, a Japanese machine 
already had been installed.47 The direct and indirect costs of such 
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licensing delays-lost business, increased inventory costs, adminis­
trative burden-appear, in some firms, to reach several percent of 
total sales. Furthermore, long-run costs may be far greater in those 
cases in which penetration of initially small markets (e.g . ,  China) 
may prove important to future business. The primary explanation 
for U.S. licensing delays appears to be the inefficiency of the relevant 
Commerce Department and Defense Department bureaucracies. 

Moreover, current U.S. policies require, at least in principle, 
individual validated licenses for most product maintenance and fre­
quently even for presale distribution of promotional literature. 48 In 
many high-technology industries , such requirements border on the 
absurd: For example, U.S. vendors must wait months before repair­
ing a broken machine, possibly halting production at a customer's 
factory. Although these regulations appear to be disregarded with 
some frequency, they are both a source of competitive disadvantage 
where heeded and of regulatory risk where ignored. Additionally, 
U.S. policy currently requires validated licenses for most software 
sales and for subsequent software maintenance or enhancements. 40 

In principle, all of these requirements also apply to any for­
eign producer using technology licensed from U.S. firms, even in 
instances in which this technology is a small percentage of the total 
product and even when the foreign country has approved a license 
independently. Recent changes in export control regulations also 
have increased reporting and recordkeeping requirements, which af­
fects not only vendors but often customers as well. Several firms 
have expressed concern that these requirements represent significant 
barriers to small U.S. firms seeking to export for the first time, to 
firms seeking first sales to new customers, and to firms exporting to 
small foreign customers.5° Firms also have expressed concern at the 
burdens imposed by documentation and control of reexports of both 
technology and products. Relaxation of these regulations is being 
considered, but at this writing they remain in place. 

As the globalization of dual use technologies, production, and 
markets continues, the difficulties posed by such policies will increase. 
Foreign and particularly non-CoCom nations are an increasing share 
of high-technology production and consumption. For example, do­
mestic Brazilian computer production totaled less than $400 million 
in 1980, of which only $95 million was accounted for by Brazilian­
owned firms (as opposed to American multinationals) . By 1985 
Brazilian computer production totaled $2.5 billion and was growing 
at a rate of 40 percent annually; local firms accounted for 60 percent 
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of production. In the same year, Brazil imported more than $1 bil­
lion in electronic components.51 Brazil also is now the fifth largest 
weapons exporter worldwide. Other nations such as Korea display 
similar patterns; in 1986 Korea's semiconductor production probably 
will exceed that of Western Europe, and more than half will be ex­
ported. Korean exports of IBM-compatible personal computers may 
reach $1 billion in the same year.62 

Consequently, reexport constraints and foreign availability deter­
minations constitute further channels through which dual use export 
controls affect competitiveness. In 1979 revised legislation mandated 
the creation of a division of foreign availability in the Commerce De­
partment and established criteria for decontrol of U.S. goods based 
on the availability to the Soviet bloc of competitive products from 
foreign sources. Although foreign availability issues appear not to 
have been a major source of U.S. competitive disadvantage, growing 
actual foreign competition may cause this to change. Once again the 
system is inherently cumbersome relative to high-technology prod­
uct cycles. Foreign availability determinations imply decontrol after 
18 months if such "availability" cannot be negotiated away. This 
is approximately one-fourth of a typical dual use life cycle. And it 
appears that foreign availability decontrol often is blocked by the De­
partment of Defense, which tends toward a "maximalist" position in 
export control matters generally.68 The difficulties posed by reexport 
requirements, on the other hand, arise not only from foreign com­
petition but from the process of economic globalization generally. A 
growing fraction of controlled American technology and products will 
be reexported repeatedly. As the high-technology content of globally 
produced goods increases-as with the integrated circuit content of 
automobiles and consumer electronics-the complexity of technology 
tracking will greatly increase. 

C ONCLUSIONS AND P OLICY ALTERNATIVE S 

Clearly, changes in dual use product cycles do have strong impli­
cations for export control policy and international competitiveness. 
The traditional mechanisms of U.S. export controls increasingly are 
challenged by the rapidity of technological change; the proliferation 
of mass-produced, high-technology goods containing dual use elec­
tronics; the rise of technically advanced global competitors; and the 
fact that current policies damage U.S. competitiveness. Advanced 
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commercial markets imply greater absolute levels of technology leak­
age while decreased competitiveness weakens the U.S. technology 
base on which our military systems depend. Yet, the export control 
problems generated by widespread commercialization of advanced 
dual use technology and the apparent conflict between control and 
competitiveness might best be resolved by considering the larger pur­
poses of export control policy. The purpose of export controls is to 
increase the long-term superiority of U.S. military systems relative 
to those of the Soviet bloc-rather than to control economic activ­
ity. Actions that clearly contribute to U.S. military advantage are 
preferable to those whose effects cannot be measured or those that 
might prove counterproductive. From these assumptions, several 
conclusions follow. 

First , the administration of controls should be improved. It 
should not require 9 months to obtain a license whose approval 
is certain when competitors can obtain approval within weeks. The 
relevant standard is, minimally, that set by other CoCom nations. 
Sufficient resources, including both personnel and computers, should 
be allocated to ensure that U.S. licenses require no longer than, 
say, Japanese licenses. Mter initial improvements, American perfor­
mance then should be periodically measured relative to the inter­
national standard. Furthermore, it may prove desirable to establish 
special efforts to assist smaller firms in understanding and negotiating 
licensing processes. The difficulties of reexport and other multina­
tional controls perhaps could be reduced through the establishment 
of global information systems, possibly including a computer net­
work . 

Second, the scope of controls should be reviewed and probably 
reduced-both with respect to the classes of technologies controlled 
and the nature of the controls required. Individual validated licenses 
should not be required to distribute promotional literature or to ser­
vice a machine. Such a review of the scope of controls might not only 
reduce their direct effects but might greatly ease the processes of un­
derstanding, using, and policing them. More generally, sophisticated 
assessment of technological networks can assist in isolating truly crit­
ical areas requiring detailed control. Others should be subject to less 
detailed control, and all controls should be efficiently administered. 
Controls that require American firms to impose burdens on their 
customers-for example, detailed recordkeeping-should be mini­
mized. Again, the relevant standard is the behavior of other CoCom 
nations. The advent of foreign competitors in advanced technologies 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


HIGH-TECHNOLOGY PRODUCT LIFE CYCLES 83 

implies that the United States can no longer afford export control ar­
rangements that are any less efficient or any more hostile to industry 
than those of foreign nations. Whereas previously the drag caused by 
administrative inefficiency simply caused marginal reductions in eco­
nomic rents at the national level, such drag now translates directly 
into competitive disadvantage. 

Third, shortening the lag between commercial and military use of 
new technology, to whatever extent possible, could bring major and 
verifiAble improvements in U.S . positions without either increased 
leakage or decreased competitiveness. The analyses of the Packard 
commission and other groups are nearly unanimous in their conclu­
sion that significant deterioration in military procurement efficiency 
has occurred over the last 15 years and that significant improvements 
in the military deployment of high technology are achievable. One 
possibility, for example, concerns military procurement patterns over 
time. Large purchases over a time span more closely matched to com­
mercial life cycles--4 to 6 years in electronics-could yield significant 
benefits relative to the current tendency to stretch purchases over 
longer periods. Borrowing methods from private industry might also 
help. It appears, for example, that automobile producers (whose 
electronics ruggedization standards often equal those of the military) 
are able to insert microelectronics into cars more rapidly and reliably 
than DoD or its contractors can insert them into weapons systems. 54 

Fourth, the Defense Department and other government organi­
zations must reconsider the underpinnings of current policies. Ul­
timately, the goal of export controls is to maintain technical su­
periority in defense products relative to Soviet bloc nations. In 
dual use, high-technology areas, the rate of progress of American 
industrial technology inherently is a critical determinant of U.S. ad­
vantage. Abundant research and development funds and success in 
global competition contribute to the progress of American technol­
ogy. Conversely, current export control policy at least marginally 
impedes it. Consequently, even effective export controls may prove 
counterproductive in the long run if their detrimental impact on 
American industrial growth exceeds the damage they cause to Soviet 
industrial advances. 

NOTES 

1.  See Louia T. Wella, eel., T1ac ProtJud life O,clc and Irrlci'I'&Gtior&Gl 7hldc 
(Cambridge, Mua.: Diviaion of Research, Harvard Buaineu School, 1972), 
for 'he moa' de,ailed dac:rip,ion of 'he model. 
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2. For an excellent theoretical analysis of neoclaaaical trade theory, aee Krug· 
man and Helpman,  MarUI StrucNrl and Foreign 7hldc (Cambridge, Maaa.: 
MIT Preaa, 1985). 

3. The theoretical critique is developed extensively in Krugman and Helpman. 
A strong empirical critique is found in Bruce Scott, •u.s . Competitiveness: 
Concepts, Performance, and Implications,• in Scott and Lodge, eda. ,  U.S. 
Compditivme11 in the World Economr1 (Cambridge, Maaa.: Harvard Business 
School Press, 1985). 

4. This exposition is based on Wells, 77ae Product IAfe O,cle, and the work of 
Raymond Vernon. 

5 .  This analysis, which was developed by the author, remains somewhat 
controversial but is increasingly accepted in industry and in the academic 
community. See Charles H. Ferguson, American Microelectronic• in Decline: 
Evidence, Anallflli, and Altemativu, MIT VLSI Memorandum 85-284 (Cam· 
bridge, Mass. ,  1985). 

6. A comprehensive analysis of these issues has yet to appear, but the 
pattern is clear. See, for example, the annual research reports of the 
Maaaachuaetts Institute of Technology (MIT) ; AT&T Bell Laboratories, 
A Hiltof'Jf of Engineering and Science in the Bell Slfltem; Franklin B. Fisher 
et al. ,  J.B.M. and the U.S. Data Proce�ling lndult"'f: An Economic Hiltof'Jf; 
Herman Goldstine, 7'1lc Computer from Pucal to Von Neumann; Braun and 
McDonald, Revolution in Miniature: 77ae Hiltof'Jf and Impact of Semiconductor 
Electroniu; Okimoto et al. ,  eda. ,  Compeeitive Edge; and a forthcoming book, 
still in manuscript form at this writing, by Ken Flamm of the Brookings 
Institution, covering the computer industry. 

7. This change has received even less analysis than the earlier period of 
large-scale Department of Defense (DoD) support. For microelectronics, 
see Ferguson, American Microdectroniu in Decline; Braun and McDonald, 
Revolution in Miniature; and Arati Prabhakar's analysis in U.S. Congress, 
Office of Technology Aaaeaament, Microelectronic• Ruearcl& and Development 
(Washington, D.C., 1986) . For both semiconductors and several down­
stream industries, particularly the defense and computer industries, the 
proceedings of the Defense Science Board Task Force on Foreign Semi­
conductor Dependency contain much valuable information regarding this 
iasue. 

8. For semiconductors, see Ferguson, American Microelectroniu in Decline. For 
machine tools, David Friedman's unpublished Ph.D. thesis (MIT, political 
science, 1986) is excellent. For robotics, market research firma such as 
Dataquest and the Yankee Group probably have the best open-market 
information. 

9. Military demand still accounts for a high proportion of supercomputer 
markets. See, for example, the annual reports of Cray Research and 
Control Data Corporation. 

10 .  Braun and McDonald, Revolution in Miniature. 
1 1 .  This information is derived from personal interviews and the author'• 

experience with UNIX and networking analysis while employed by IBM. 
12. See Braun and McDonald, Revolution in Miniature, for semiconductors. For 

information about other industries, the author relied on personal interviewa. 
13. See Edmond Sciberras, Multinational Electronic. Companiu and National Eco­

nomic Policiu (1977); James Tilton, 7'1lc Jntemational Diflwion of nehnolon: 
7'1lc Cue of Semiconductor� (1971); Braun and McDonald, Revolution in 
Miniature; and Ferguson, American Microdectroniu in Decline. 
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1-&. Thia analysis ia derived from the author's research and doctoral thesis. 
15. Thia analylia is derived from the author's industry experience and current 

doctoral research. No comprehensive treatment of recent computer industry 
dynamics yet exiata. For statistics and information regarding market entry 
and exit, market research and securities research reports are the beat 
public aourcea. See, for example, the periodic reports produced by Future 
Computing, the Gartner Group, Dataqueat Corporation, and Firat Boston. 

16. See Ferguson, American MicroclccCroniu in Decline, or Charles River Asso­
ciates, Innovation, Co,tition, and Govcrnrncnt Polic'll in the Semiconductor 
Induary (1980). 

17. These concluaiona are baaed on personal interviews. Although the in­
formation ia leu rigorous than one would prefer, the unanimity of the 
interviewees and the wealth of detail offered by them leads the author to 
believe that the conclusions are highly reliable. 

18. Thia information ia baaed on personal interviews with DoD employees and 
with executive• in the semiconductor and defense industries. 

19. Industry interviewa. 
20. Interviewa with Defense Electronics Supply Command (DESC) and other 

DoD managers. 
21 .  One senior executive, a founder of a major semiconductor firm and now 

'Vice-president of a major computer producer, stated that this phenomenon 
contributed significantly to the high coat of military electronic components. 

22. Thia information was obtained through the Defense Science Board Task 
Force on Foreign Semiconductor Dependency. 

23. Baaed on induatry interviewa conducted both for thia research and during 
the author'• doctoral research. The principal variables used to aaaeaa tech­
nology Ieveli were wafer aiae, clean room claaa ratinp, device geometries, 
circuit integration Ieveli, pte delaya, and device clock rates. 

M. Five years ago, 100 percent of the world-installed base of aupercomputera 
waa U.S.-produced. Conversely, a recent issue of IEEE Computer reported 
on benchmark testa that measured several Japanese supercomputers againat 
the Cray XMP and found them comparable or superior in performance. 

25. These atatistica courtesy of Andy Prophet, Dataqueat Corporation. Ex­
amination of current growth rates yielda aimUar reaulta-that is, Japanese 
production atiU ia increasing twice aa fast aa American production. 

26. Dataqueat Corporation Semiconductor Industry Service. 
27. Ibid. 
28. Industry sources. Report• alao have appeared in the trade press, and the 

NEC device wu described in a paper presented to the International Solid 
State Circuib Conference (ISSCC) in early 1986. 

29. Dataqueat Corporation and Semiconductor Industry Association (SIA) 
atatiatica. 

30. Con&.dential industry interviewa. The author has interviewed executives 
of moat major U.S. computer producers, including IBM, DEC, Burroughl, 
Data General, AT&T, and others. 

31.  Con&.dential industry sources con&.rm trade press reports to this effect. 
32. For information regarding IBM PC-compatible production and markets, 

the author has relied on hia personal induatry experience at IBM; indus­
try interviewa; unpubliahed manuscripts by Paolo Baatoa Tigre (Bruil) 
in Evana and Botelho, eda., "The Computer Question in Bruit• (MIT 
Center for International Studiea) ; Allen Krause (Mexico) , forthcoming aa 
a Harvard Busineu School case; Alice Amaten (Korea) , a 1985 Harvard 
Buaine11 School case; and trade press reporb. 
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33 . See Bastos Tigre unpublished paper. 
34 See Bastos Tigre unpublished paper and unpublished papers by Claudio 

Fruitschak of the World Bank, Peter Evans of Brown University, and Paolo 
Fleury, a Brazilian professor of management. 

35. AT&T owns 44 percent of Goldstar Semiconductor and has coproduction 
and technology transfer agreements covering both semiconductors and 
computers with that firm. Pyramid, a small Silicon Valley start-up, 
recently announced an agreement with Hyundai. 

36. For example, Brasil's current informatics policy envisions domestic pro­
prietary development and relaxation of the market reserve policy to allow 
international competition by the early 1990s. 

37. See, for example, Seymour Goodman's article in Bruce Parrott, ed. ,  7hade, 
TechnologJI, Gnd Soviet-American &llltiom (Indiana University Press, 1985) . 
The FY1985 report of the Office of the Under Secretary of Defense for 
Research and Engineering (OUSDRE) , The FY1985 Department of Defeme 
Program for &uan:h, Development, Gnd Acqui.ition, indicated that U.S . com­
puter and software technology was gaining relative to the Soviet Union. 

38 . See, for example, the interim report of the Packard commission or the 1985 
report of OUSDRE. 

39. There appears to be considerable debate as to the merit of these as­
sumptions. I have therefore not relied on any specific assumptions in this 
area. 

40. To reach this conclusion, it is only necessary to believe that one could not 
apply export controls to every consumer electronics product in the O ECD 
(e.g., television sets, compact disk players, and so forth) . 

41 . Advanced digital and high-definition chip sets or systems already have 
been developed by ITT Germany and by several Japanese firms. 

42. See, for example, Carmela S. Haklisch, TcchnictJl Alliance• in flac Semiconductor 
Indultry (New York University Graduate School of Business Administra­
tion, 1986) , which lists more than 200 international agreements among 
semiconductor firms between 1980 and 1984. 

43. As one analyst said to me, •This is a mystery, not a secret. • 
44 . The Young commission reached this conclusion. However, I have based my 

conclusions primarily on personal interviews over the last 2 months. 
45. Confidential interviews with corporate executives. 
46. All firms reported similar delays. One firm whose export control person­

nel were interviewed maintains (and permitted the author to examine) 
extremely detailed records regarding these matters. 

47. This firm reported average delays similar to those reported by other firms 
and similarly that its Japanese competitors typically received approval 
within 2 weeks. This firm had never been denied a license. 

48. Interviews with corporate managers and personnel of the Commerce De-
partment's Office of Export Administration. 

49. Interviews with corporate managers. 
50. Confidential interviews with corporate managers. 
5 1 .  See papers cited ab<>ve by Bastos Tigre, Fleury, and Fruitschak, and an 

unpublished manuscript by David O 'Connor of the World Bank. 
52. Dataquest Corporation and trade press reports. 
53. Confidential interviews with Commerce Department officials and corporate 

managers. 
54. Confidential interview with General Motors/Delco executive. 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


U.S .  National Security Export 
Controls : Legislative and 
Regulatory Proposals 

HAROLD PAUL LUKS 
Arnold tJ Porter 

INTRODUCTION 

Methodology 

The purpose of this report is twofold: (1) to review briefly the 
evolution of u.s . national security export controls and (2) to evaluate 
legislative and regulatory proposals either to expand or contract the 
scope of these controls. The proposals reviewed in this paper fall 
generally into three categories: 

1 .  proposals to remove controls from specific categories of goods 
and technologies to certain destinations or in specifically defined 
circumstances; 

2.  proposals to reduce the Commodity Control List (CCL) [i .e. , 
the U.S . Control List) and the Militarily Critical Technologies List 
{MCTL) ; and 

3. organizational proposals to improve the administration of 
existing controls. 

The particular proposals reviewed in this report are strategies 
that, on the basis of previous consideration by Congress and the 
Departments of Commerce and Defense, are intended to reform U.S. 
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export controls. Historically, reform has not always been synony­
mous with a reduction of controls but has included many proposals 
to improve the day-to-day process of investigating and licensing ex­
ports. In reviewing individual proposals, the report in most instances 
includes (1) a description of the proposed amendment or regulation; 
(2) a description of its effects on existing controls as described by its 
proponents and critics; and (3) a review of the history of the proposal 
and the circumstances that may have prevented its adoption or its 
full implementation . 

There has been continuing debate over many years about a num­
ber of export control issues: (1) eliminating controls on exports to 
CoCom countries, (2) reducing controls on scientific instruments and 
medical equipment with embedded microprocessors, (3) scaling back 
controls on items unilaterally regulated by the United States, and 
( 4) narrowing the scope of reexport controls. The lack of action on 
these issues demonstrates the apparent inability of either Congress 
or the President to establish a long-term export control policy. 

This paper reviews a series of specific measures that were in­
tended to accomplish two compatible goals: ( 1 )  reduce substantially 
the scope of U .S. export controls and (2) enhance the ability of the 
federal government to forestall the illegal diversion of goods and 
technologies. These goals would be achieved, according to the pro­
ponents of these measures, by enabling the government to focus on 
a manageable range of goods and technologies-a worthwhile but 
elusive goal. 

This paper also notes a general lack of information on the oper­
ation and efficacy of U.S. and other foreign export control systems. 
In effect , Congress and the executive branch are debating critical 
policy issues bearing directly on the national security of the country 
without the benefit of comprehensive, detailed analyses of specific 
issues. For example, the debate over eliminating controls on exports 
to CoCom countries (members of the Coordinating Committee on 
Multilateral Export Controls) is being conducted in an information 
void in which conjecture has been substituted for fact. 

Until the problem of the absence of information about the effects 
of controls is corrected , the President and Congress will be unable to 
evaluate reform proposals. Congressional oversight and examination 
of export control issues, coupled with a long-term public program 
to bring together individuals from the executive branch, Congress, 
and the private sector, are indispensable to resolving the information 
problem and building a consensus on export control policy. 
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DEVELOPMENT OF THE U.S. SYSTEM 
OF EXPORT CONTROLS: AN OVERVIEW 

The Export Control Act of 1949 empowered the President to 
"prohibit , or curtail the exportation from the United States . . . of 
any articles, materials and supplies, including technical data� except 
under such rules and regulations as he shall prescribe ." 1 A compre­
hensive system of export licensing was institutionalized to protect 
U.S. national security, advance foreign policy goals, and prevent do­
mestic short supplies and related demand-pull inflation . These con­
trols were administered by the Office of International Trade (OIT) 
within the Department of Commerce. According to an estimate by 
the Department of Commerce, by 1949 approximately 24 percent of 
U.S. exports were regulated by licensing controls. 

With the onset of the Cold War, the Export Control Act was 
transformed from an instrument of adjustment to post-World War II 
economic conditions and the recovery of Europe into an instrument 
with which to retard the economic development of the Soviet Union, 
the Eastern bloc, and the People's Republic of China. The Depart­
ment of Commerce was assigned the tasks of ensuring that only goods 
and commodities with approved export licenses left American shores 
and that reexport prohibitions were observed by foreign entities and 
enforced by foreign governments. 

In the immediate postwat period, financial and personnel re­
sources proved insufficient to meet the demands of administering 
and enforcing a comprehensive export control system. Moreover, 
the Department of Commerce organizationally was not structured 
to administer a peacetime system of export controls. In 1949 the 
secretary of commerce complained that OIT "was hamstrung by a 
lack of funds" and that it "existed on a beggar's rations and occupied 
a death cell. "2  

A complex and inefficient license-processing system was accom­
panied by an equally complex and inefficient system of enforcement. 
Reports from the period indicate that export licenses often were 
forged or altered and that goods were transshipped or diverted to 
unauthorized end-users or applications. To enforce controis more ef­
fectively, the intelligence agencies, the FBI, and Department of State 
officials stationed abroad, as well as allied foreign governments, be­
came involved in tracing exports to prevent illegal diversions. Export 
licenses issued by the Commerce Department and shippers' export 
declarations (SEDs) collected by the U.S. Customs Service became 
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the principal instruments to administer export controls. The prac­
tice emerged whereby customs inspectors either searched or halted 
exports to ascertain whether a valid export license was issued by the 
Department of Commerce. At times, even properly licensed exports 
were detained by the Customs Service. 

Since 1949, either by legislation, regulation, or executive order, 
most departments and agencies within the executive branch have 
become involved in administrative, investigatory, or enforcement ac­
tivities relating to export controls. In addition to the Departments of 
Commerce, State, and Defense and the intelligence agencies, specific 
export control responsibilities have devolved to the Departments of 
Treasury, Energy, Justice, and Agriculture, as well as the National 
Aeronautics and Space Administration (NASA) and the Nuclear Reg­
ulatory Commission. Governmental panels (e.g. ,  the Defense Science 
Board) and private sector institutions (e.g . ,  the Industry Coalition 
on Technology Transfer or ICOTT, an organization of U.S. interna­
tional trade associations) have also been drawn into the process of 
recommending changes in U.S . export control policy. 

The basic structure of the Department of Commerce's involve­
ment in export controls has remained unaltered by either the leg­
islation in 1969, 1979, or 1985 (although since 1981 ,  the secretary 
of commerce has issued numerous departmental orders reorganizing 
the export control functions of the department-a factor that has 
hampered further the ability of the department to administer ex­
port controls) . The coordination of export control activity is the 
responsibility of at least two interagency committees. The ability 
of these committees to coordinate and direct policy continues to 
be the subject of intensive investigation and criticism.3 For exam­
ple, according to a March 1979 report by the General Accounting 
Office (GAO) entitled Ezport Controls: Need to Clarify Policy and 
Simplify Administration :• "The [U.S.] Government does not have an 
effective policymaking structure to reconcile the conflicting goals of 
export promotion and export control. Further, the decision-making 
apparatus for determining what technology should be controlled is 
unwieldy and time consuming. On top of these problems, the export 
licensing system is characterized by delay, uncertainty, and lack of 
accountability." 

Since 1949 the purposes and objectives of export controls have 
undergone numerous and significant changes. In 1969, with the onset 
of detente, the Export Control Act was modified and metamorphosed 
into an instrument to encourage East-West trade. Exports were 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


LEGISLATIVE AND REGULATORY PROPOSALS 91 

no longer restricted only to Communist countries but rather to all 
potential adversaries of the United States, which were identified as 
"countries to which exports are controlled ." 

During the early years of detente, many members of Congress 
supported legislative proposals to narrow the scope of export con­
trols. Other members were chary of such proposals, however, and also 
were concerned that U.S. goods and technology were being acquired 
by the Soviet Union to enhance its strategic capabilities. By the 
early 1970s, several influential Democratic and Republican members 
of Congress maintained that inadequacies in the export control law 
were contributing to an "acute hemorrhaging" of advanced Western 
goods and technology to the Soviet Union and the Eastern bloc, thus 
diminishing the military security of the Western Alliance. 

Negative reaction to detente and East-West trade became man­
ifest in 1974 with the enactment of two statutes that increased the 
involvement of the Department of Defense (DoD) in regulating ex­
ports. First, the Department of Defense Appropriation Authoriza­
tion Act of 1975 authorized the secretary of defense to recommend 
to the President the denial of any export of technology developed 
with Department of Defense funding that would "significantly in­
crease the potential military capability of a controlled country." The 
act also provided that if the President disagreed with the secretary's 
recommendation, Congress could override the President's decision 
by approving a concurrent resolution. Second, the Export Adminis­
tration Amendments Act of 1975 authorized the secretary of defense 
to review exports of dual use goods and technology that might in­
crease the military capabilities of countries to which exports were 
controlled. 

Apprehension in Congress over the direction of East-West trade 
was summarized by Senator Henry Jackson in a letter to President 
Carter dated July 25, 1977. A decade later, the concerns expressed 
in his letter continue to reflect a major segment of opinion about U.S. 
export control policy. Senator Jackson identified four problem areas: 

(1 ) The development of an adequate aueument capability aimed at 
eatablishing, on an ongoing basis, the nature and extent of Soviet 
acquisition of high technolou, its absorption into the Soviet 
military sector and its long-term potential impact on Soviet 
military capabilitiea. 

(2) The adequacy of existing government procedures and institutions 
to control the flow of technolou and know-how, directly and 
through third countriea, to the Soviet Union and its allies. 

(3) The coordination of government agencies for implementing and 
controlling national policiea affecting the transfer of technolou. 
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(4) The clandestine acquisition of technology and know-how which 
cannot be transferred by legal means. • • . 

During 1979 the Subcommittee on International Economic Pol­
icy and Trade of the House Committee on Foreign Affairs held 23 
hearings on amendments to extend and revise the Export Adminis­
tration Act of 1969 (the subcommittee's hearing record totaled 1 ,419 
pages) . A parallel undertaking of similar magnitude was conducted 
by the Senate Committee on Banking, Housing, and Urban Affairs .  
Appearing before both committees, many U.S. corporate representa­
tives, and a limited number of government officials, echoed the GAO 
critique of the government 's schematic for preventing the export or 
reexport of certain goods and technologies to potential adversaries 
of the United States. 

Without dissent, the Committee on Foreign Affairs summarized 
the principal objectives of the Export Administration Act of 1979: 
( 1) "to reduce the number of items subject to validated license con­
trols," (2) "to increase and improve the scrutiny devoted to items 
remaining subject to validated license controls and of greatest po­
tential significance to the military capability of countries threatening 
U.S. national security," (3) "to improve the efficiency of the licens­
ing process," and (4) "to establish a set of criteria and procedural 
requirements to govern the use of foreign policy controls." 

As this paper will illustrate, the Export Administration Amend­
ments Act of 1985 was a tortuous compromise between the advocates 
of reducing substantially the scope of U.S. export controls and the 
proponents of stanching the alleged "hemorrhage" of advanced tech­
nology to the East. As a result the 1985 act fell short of meeting the 
objectives of either the House of Representatives or the Senate. With 
the exception of implementing one amendment that prompted the 
immediate decontrol of certain low-technology products to CoCom 
countries, the Reagan administration continued to pursue its own 
agenda on export controls, a policy that allows for increasing the 
involvement of the Department of Defense in export control policy­
making. 

In summary, in the 37 years since the enactment of the Export 
Control Act , opinion within Congress has continued to be deeply 
divided over how to identify what should be subject to national 
security export controls. 

The balance of this report is divided among legislative and reg­
ulatory proposals to "reform" the Export Administration Act. 
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PROPO SALS TO EXEMPT ALL U.S. EXPORTS 
TO COCOM COUNTRIES FROM LICENSING 
CONTROLS 

Virtually no other issue in the 2-year debate to reauthorize the 
1979 act proved more contentious than the proposal to eliminate the 
requirement of validated licenses (that is, prior Commerce Depart­
ment approval) for exports to CoCom and certain other Free World 
countries. The proposal found expression in several related forms, 
which varied in the extent to which they decontrolled U.S. exports 
from Export Administration Act licensing requirements. 

The Bonker Proposal 

In 1983 Representative Don Banker introduced legislation to 
revise and extend the Export Administration Act (EAA) of 1979. 
Reflecting deep dissatisfaction in Congress with presidential use of 
the act's provisions authorizing export controls for reasons of national 
security and foreign policy, the Banker legislation proposed severe 
restrictions on the President's ability to control U.S .  exports. 

The most controversial of the Banker amendments proposed the 
elimination of the requirement that U.S. exporters obtain the prior 
approval of the Department of Commerce for the export of multilater­
ally controlled items to CoCom countries. As approved by the House 
Committee on Foreign Affairs, the Banker proposal exempted from 
the requirement of prior approval exports of multilaterally controlled 
items to CoCom countries. As a substitute for a comprehensive li­
censing system, the Department of Commerce was to require U.S. 
exporters to notify the department of exports to CoCom countries 
and to obtain validated licenses for exports to end-users suspected of 
diverting goods or technology to controlled countries.6 

The Committee on Foreign Affairs couched the proposai as be­
ing merely the extension to other CoCom members of the licensing 
treatment already accorded to exports to Canada.8 The commit­
tee maintained that the current treatment of exports to Canada 
"facilitated United States-Canada trade without harm to U.S. na­
tional security." Because very few license applications for exports 
to CoCom countries were denied by the Commerce Department, the 
committee stated that such applications were "routinely approved." 
In the committee's view, the United States always had the option 
of vetoing in CoCom the export of any CoCom-controlled item or 
the reexport of U.S .-origin items to the Soviet Union or the Eastern 
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bloc.7 Therefore, in the committee's view, lifting controls on U.S.  
exports to CoCom countries would not harm U.S. national security. 

Origins of the 1983 CoCom Licensing Proposal 

THE 1 96 9  REAUTHORIZATION 

During the 1969 reauthorization and revision of the Export Con­
trol Act of 1949, Representative Thomas Ashley offered a series of 
amendments to reduce dramatically the number of individual export 
licenses. 8 The Ashley proposal restricted validated licenses to items 
capable of military applications and to exports intended for ship­
ment to Communist countries. In addition, the proposal appeared to 
exempt shipments to most non-Communist countries from validated 
license controls unless the President imposed controls on specific 
products. Furthermore, the proposal probably would have elimi­
nated the requirement of "end-use statements" signed by the foreign 
recipient , thus restricting severely the ability of the Department of 
Commerce to impose reexport controls. 

Representative Ashley further sought to ensure that governmen­
tal licensing authorities would not deny export licenses capriciously. 
His proposal, which was recorded as H .R. 1 1472 ,  provided that, when 
validated licenses were required, they would not be denied unless the 
Department of Commerce had substantial evidence that the pro­
posed export would be diverted to military purposes. The Ashley 
bill of 1969, even in the heyday of detente , was far more sweeping 
in its scope of decontrol than any "reform" amendment adopted by 
Congress in subsequent years. For the first time, however, the Ash­
ley bill caused a reassessment of whether a comprehensive system of 
West-West controls was necessary to achieve the purposes of the U.S . 
export control law and the CoCom arrangement. 

THE CARTER ADMINISTRATION 

During the 1979 reauthorization of the export control statute, 
Congress was also considering the adoption and implementation of 
the agreements negotiated during the Tokyo round of multilateral 
trade negotiations. With the adoption of these agreements, Congress 
in the Trade Agreements Act of 1979 obligated the President to re­
port and evaluate U.S. trade policies including export disincentives, 
which were defined to include export controls. The report incorpo­
rated extensive comments from the U.S .  business community that, 
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inter alia, called for the treatment of exports to CoCom members 
to be "more or less" like the treatment of those to Canada. How­
ever, the private sector's proposals for policy initiatives did not call 
for the complete elimination of U.S. licensing controls over exports 
to CoCom countries. Instead, these recommendations included a 
requirement "that the exporter file assurances at the time of ex­
port that there will be no reexport of the items involved outside 
CoCom1 Australia and New Zealand unless U.S. reexport licensing 
requirements have been satisfied (emphasis added) ." 9 The adminis­
tration rejected the business community's proposal and proposed, 
alternatively, that the efficient processing of licenses would address 
its concerns. 

Nevertheless, during the Carter administration, senior officials 
of the Department of Commerce and the Office of the United States 
Trade Representative developed a proposal to eliminate licensing 
requirements to CoCom countries, Australia, and New Zealand. In 
1979 a study is believed to have been prepared within the Department 
of Commerce outlining and justifying such a proposal.10 At that time, 
the Departments of Justice and Defense vigorously objected to the 
proposal. These departments argued that the information contained 
in license applications was essential to detecting and forestalling 
illegal diversions from the United States and CoCom countries and 
that validated licenses were often crucial in establishing the basis for 
criminal prosecutions. 

THE GENERAL ACCOUNTING OFFICE REPORT ON 
NATIONAL S ECURITY CONTROLS 

In May 1982 a GAO report on national security controls found 
that "almost half the export license applications received each year 
could be eliminated without (adversely) affecting national security. " 11 
In the years following the release of this report, proponents of elimi­
nating licensing controls to CoCom countries have often maintained 
that the GAO endorsed their proposal. GAO specifically recom­
mended that the secretaries of commerce and defense " [r)eexamine 
the need for licensing of high-technology products to CoCom coun­
tries and other allies by exploring various alternatives that would 
satisfy control objectives and reduce or eliminate the burden of li­
censing." At a minimum, GAO urged the government to evaluate 
" (s)electively (country by country) eliminating high technology prod­
uct licensing requirements for those allies who have demonstrated 
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a continuing commitment to control and who cooperate with the 
United States in a uniform system of enforcement." 

REPORT OF THE PRESIDENT 'S EXPORT COUNCIL 

In March 1983, when Congress began hearings on amendments 
to the 1979 act , a subcommittee of the President's Export Coun­
cil (PEC) endorsed the elimination of validated licensing require­
ments to CoCom countries, Australia, New Zealand, "and others 
which share with the U.S. common strategic objectives or with 
which the U.S. has military production agreements or with which 
the U.S.  obtains an understanding about local controls over U.S .  
origin exports." 12 

Commentary on the Proposals13 

EVALUATION OF CO COM AND MEMBER STATES ' 
ENFORCEMENT OF COCOM CONTROLS 

The CoCom decontrol proposals described above were based 
on the premise that other Western governments were prepared po­
litically and institutionally to devote the manpower and financial 
resources to enforce a comprehensive system of national security ex­
port controls. In fact, however, Congress and the administration 
have been acting without detailed information on the export control 
programs of other major Free World trading nations. 

There has been much criticism of CoCom since the 1970s. For­
mer Representative Jonathan Bingham, who was chairman of the 
Subcommittee on International Economic Policy and Trade of the 
House Committee on Foreign Affairs, wrote in 1979 that "CoCom 
seems almost designed for evasion" and "that it . . .  has not worked 
very well." In October 1981 Bingham acknowledged to President 
Reagan that "circumvention of U.S. and multilateral export controls 
has contributed more to Soviet military capabilities than the tech­
nology approved for sale" and recommended that discussions with 
our allies could "result in stepped-up enforcement of controls and 
investigations of diversions" of strategic goods to the East. 

The belief that CoCom is an ineffective means to coordinate a 
multilateral export control regime was reinforced by a 1983 study 
issued by the Atlantic Institute for International Affairs, which 
stated that " [r]ecent reports suggest a thriving and lucrative business 
based on the surreptitious sale of strategic and military technology 
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to the Soviet Union and Eastern Europe.• Moreover, the study 
concluded:14 

Interviews and diacuuions in Europe led me to the belief that coven 
circumvention of CoCom controls will be a continuing problem. One 
Customs agent; in a European capital stated, -Everything I touch 
tiu1111 to gold; every lead uncovers illegal sales. • 

In view of exceedingly lax law enforcement by certain CoCom coun­
tries the cues that are detected and investigated may represent only 
the tip of the iceberg. And the fact that the United States reponed 
(to CoCom) more than 50% of the exception requests in the late 1970s 
and exported leu than 15% of the products destined for the Commu­
nist bloc suggests that considerable East-West commerce circumvents 
CoCom.16 

In addition, during the Carter and Reagan administrations, De­
fense Department officials have strongly criticized CoCom. For ex­
ample, during a 1984 Senate hearing on the attempted diversion of 
U.S.-origin computer equipment to the Soviet Union through non­
CoCom and CoCom countries, Stephen D.  Bryen (then deputy assis­
tant secretary of defense) remarked: " [I)n many cases even some of 
the CoCom countries lack the legal mechanisms to enforce technol­
ogy transfer problems. • He concluded that "there's a long way to go 
to get a coordinated [multilateral) system" of export controls.18 

The administration has not produced and Congress has not au­
thorized the preparation of a comprehensive, detailed study to assess 
the operation and effectiveness of CoCom controls. In the absence of 
such studies, 17 it is difficult to imagine the development of an export 
control policy particular to CoCom that garners the support of both 
Congress and the President. 

Even assuming that a comprehensive analysis were available on 
the control programs of every CoCom member, Congress and the 
administration still would be faced with the policy question of how 
to encourage an upgrading of the control programs of individual 
CoCom members and other Western countries. 

LICENSING AND ENFORCEMENT : THE PAPER TRAIL 

AJJ previously discussed , a principal objection to the elimination 
of licensing controls is that the government's prior review of exports 
is fundamental to a control system. U.S. export control officials are in 
agreement that attempts to divert controlled goods and technology 
directly from the United States to the Soviet Union or the bloc occur 
only infrequently. Virtually all surreptitious diversions to the East 
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that are detected by U.S .  officials have occurred through intermediary 
countries. In the absence of the government 's prior approval of export 
license applications, exports to "suspect" companies-companies not 
identified publicly on the U.S. Denial List18 but suspected of engaging 
in surreptitious trade with the East-could not be investigated and 
prevented. 

U.S.  officials also have testified to the unwillingness of certain 
CoCom enforcement authorities to investigate diversions from their 
territory of U .S .-origin goods. Therefore, it is argued that U.S .  
licensing controls must constitute the principal barrier to illegal 
exports and reexports of goods and technology. In the infamous 
Bruchhausen/Maluta diversion case, Commerce and Customs offi­
cials pointed to the existence of licensing as the means by which 
the diversion ring was uncovered and its members indicted and con­
victed. The Bruchhausen case revealed, however, that hundreds of 
illegal shipments occurred prior to any investigation or interdiction 
of exports by federal authorities, thus raising serious additional ques­
tions about the effectiveness of the existing licensing system. 

THE CANADIAN EXEMPTION 

For many years the United States has not imposed validated 
licensing controls on exports to Canada. A review of the Canadian 
and U.S. press between 1979 and 1985 revealed few reported incidents 
of diversion. U.S. government officials concede that there is little 
information on the extent of illegal trade in advanced technology 
products between the two countries. It is also widely reported that 
Department of Defense officials consider the absence of licensing 
controls for Canada a serious flaw in the U.S. control system.11� 

The volume of trade between the United States and Canada and 
the potential for disrupting well-established trade flows are m�or 
disincentives to the imposition of licensing controls. In the absence 
of a documented record of abuse by diverters of U .S.-Canadian export 
control arrangements, other CoCom members have questioned why 
a similar arrangement is not suitable for their trade with the United 
States. Obviously, eliminating licensing on U.S.  trade with CoCom 
countries would remove a major disincentive to U.S. exports. 
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Possible Alternatives to the Ellmlnation of 
Licensing to CoCom and CoCom-llke Countries 

NOTIFICATION OF EXPORTS AT TIME OF SHIPMENT IN LIEU 
OF VALIDATED LICENSES 

U.S. licensing controls for transfers of goods or technology to 
CoCom or to individual CoCom members could be replaced by a 
notification system. For the export of products subject to multilateral 
controls, an expanded version of the shipper's export declaration 
(SED) could provide to the Department of Commerce the information 
contained in an export license. 

A provision also could be added to attach an international im­
port certificate (IIC) to the SED. Although the import certificate is 
not used by all CoCom countries and furthermore is not issued for 
identical categories of goods, a multilateral effort is in progress to 
harmonize the use of such a certificate. The U.S.  Customs Service 
could assume the responsibility of transferring to the Department of 
Commerce, on an expedited basis, the export control information in 
an expanded SED. 

Advocates of eliminating licensing note that the falsification of 
SEDs or other notification documents or the failure to submit such 
documents in advance of exportation would still provide the eviden­
tiary basis to investigate and prosecute diverters. In 1983 such a 
proposal was suggested by several members of the Foreign Affairs 
Committee and reviewed with Commerce, Census, and Customs of­
ficials. 

ELIMINATION OF LICENSING WITH PRIOR NOTIFICATION 

In the absence of validated licenses, exporters could be required 
to submit notification documents prior to exportation. During the 
last Export Administration Act reauthorization, a proposal was con­
sidered to require notification of exports between 15 and 30 days in 
advance of actual shipment. Within this time period the Depart­
ment of Commerce would have the opportunity to prohibit specific 
export transactions. A system of prior notification also would enable 
the Department of Commerce to conduct prelicense checks at a rate 
limited only by budgetary considerations governing the number of 
export licensing officers. 

In addition, a minority of Foreign Affairs committee members 
maintained that uniform application of the IIC by CoCom members, 
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combined with the application of the delivery verification document 
to certain technologically advanced dual use items, would serve as 
the functional equivalent of licensing. The import certificate would 
constitute a verification by the foreign government to the U.S. De­
partment of Commerce of the bonafides of the foreign company 
importing U.S .-origin goods or technology. 

ELIMINATION OF LICENSING ON A 
COUNTRY-BY- COUNTRY BASIS 

In May 1986 the House Committee on Foreign Affairs adopted a 
provision that could provide for the elimination of validated licensing 
controls to countries that impose and enforce a system of national 
security controls comparable to that of the United States.20 

The proposal is specifically framed to provide the secretary of 
state with the authority to terminate licensing controls to those coun­
tries that agree to maintain controls cooperatively with the United 
States. Following the conclusion of such an agreement, and a de­
termination by the secretary that the controls have been effectively 
maintained for 1 year, validated licenses would not be required for 
exports to that country. Should the secretary reverse his determina­
tion regarding the effectiveness of the foreign country's export control 
program, he could reinstate U.S. licensing requirements. 

The Proposed "Gold Card" License for 
Rellable Exporters and Importers 

ORIGIN 

During the 1983-1985 reauthorization debate, a compromise pro­
posal was developed to address the objections to eliminating licensing 
controls. Licenses would be required for exports to unreliable end­
users. An alternative proposal was to eliminate licensing controls for 
reliable U.S. exporters and end-users overseas.21 The proposal was 
criticized severely by the Departments of Commerce and Defense 
on the grounds that it was unadministrable and would encourage 
diverters to establish "reliable" companies in preparation for future 
surreptitious activities. 

THE CURRENT PROPOSAL 

The Department of Defense has proposed a new type of license 
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based on the reliability of foreign customers. A "gold card" license 
would shift the focus of export controls from goods and technologies 
to the ability of foreign importers to be certified by the U.S. gov­
ernment as "reliable" companies, presumably based on a review of 
intemal corporate control programs. This new form of licensing is be­
ing considered for U.S./CoCom-country trade, as well as trade with 
other countries that maintain a system of export controls comparable 
to that of the United States. 

Representatives of U.S. high-technology industries and trade as­
sociations have expressed interest in the proposal. But several such 
representatives have expressed reservations about the gold card li­
cense if it is predicated on the involvement of the Department of 
Defense in the certification of intemal control programs. Further­
more, there appears to be considerable apprehension that gold card 
certification could include not only an examination of the foreign 
subsidiary, affiliate, or importer but also its principal foreign cus­
tomers. 

PROPOSALS TO EXEMPT EXP ORTS OF 
SPECIFIC CATE G ORIES OF G O OD S  TO 
SPECIFIC DESTINATIONS 

During the reauthorization of the 1979 act, an amendment was 
proposed by the House Republican leadership to eliminate licensing 
controls for so-called "low-technology" items to all Free World coun­
tries, which are defined under the act as countries to which exports 
are not controlled. The amendment was adopted by the House but 
subsequently rejected during further debate; it ultimately was in­
corporated into the 1985 act although its decontrol provisions apply 
onl11 to exports to CoCom countries. 22 

Origin of the Proposal 

In its 1982 report, Ezportirag Licensing Could Be Reduced Without 
Affecting National Securitg, the General Accounting Office recom­
mended the elimination of "licensing requirements to non-Communist 
countries for low technology products falling below the Communist 
country threshold." That threshold is a series of technological param­
eters commonly known as the administrative exception notes (AENs) 
to the CoCom International List. Under CoCom rules, products that 
fall below the parameters of the AENs may be exported by CoCom 
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countries to the Soviet Union and the bloc without prior CoCom 
approval. With minor modifications and clarifications, the CoCom 
AENs are printed in the U.S. Control List as advisory notes . 

In a 1982 report , GAO estimated that removing licensing re­
quirements for AEN items to Free World countries would reduce by 
one-half the number of individual validated licenses.23 Responding 
to a congressional request for confirmation of this estimate, GAO 
in May 1984 submitted an updated analysis based on a sampling of 
license applications. The updated report estimated "at the 95 per­
cent confidence level, that the number of applications processed by 
OEA [Office of Export Administration] would be reduced by 26 to 
38 percent . . . .  This means that between 31 ,200 and 45 ,600 applica­
tions would be eliminated from OEA's projected workload of 120,000 
applications for the current fiscal year." 2" 

During GAO's licensing survey, 14 percent of the licenses re­
viewed could not be categorized owing to insufficient information on 
the application. This situation led to the following estimate : "If the 
proportion of these . . . applications falling below the Communist 
country threshold is the same as the rest of the sample, then the 95 
percent confidence interval for applications that would be eliminated 
would be between 90 and .U percent25 of all applications [emphasis 
added] ." 

Proponents of eliminating all licensing controls to CoCom coun­
tries estimated a reduction of one-third in the total number of indi­
vidual license applications. Based on the GAO estimates, advocates 
of the AEN proposal asserted a comparable reduction in licenses but 
one that was limited to exports of low-technology items. In their 
view, there was little risk to U.S. national security if such exports 
were ultimately acquired by the Soviet Union or the bloc.26 

Implementation of the G- C OM License 

Following implementation of the G-COM license for exports to 
CoCom countries, the Department of Commerce estimated a 10 to 15 
percent reduction in individual licenses. This estimate now appears 
quite low in light of the number of licenses identified by GAO for 
exports of AEN items to CoCom countries. In the 7 months since 
promulgation of the regulations, there appears to be limited knowl­
edge among U.S. exporters of the G-COM license and the specific 
products exempted from licensing controls. Moreover, the Depart­
ment of Commerce is believed to be processing license applications 
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for AEN items without notifying exporters that the export of such 
items do not require the prior approval of the department. 

Proposals to Expand the G-COM License 

PROPOSALS TO INCLUDE ALL FREE WORLD COUNTRIES 

The amendments to the 1985 act recently approved by the House 
Committee on Foreign Affairs expand the G-COM license to include 
all AEN items to all Free World countries.27 The amendment also 
provides that the secretary of commerce may require "any person ex­
porting such goods or technology to a country other than a controlled 
country" to notify the department of such exports. This notification 
requirement would be satisfied by submitting a notification document 
at the time of exportation. 

PROPOSALS TO INCLUDE THE PEOPLE 'S REPUBLIC OF CHINA 
WITHIN THE SCOPE OF THE G - C O M  LICENSE 

In the view of many technical specialists, the emergence of a sep­
arate export control policy for the People's Republic of China (PRC) 
has further complicated the U.S. licensing system. However, the lib­
eralization of licensing requirements to the PRC also established a 
basis to reduce even further the total number of goods subject to 
licensing controls. Under the terms of the so-called China policy 
coordinated by the Department of Commerce, most exports are di­
vided into three zones (green, yellow, and red) according to a series of 
technological parameters. Each zone also indicates the likelihood of 
the department approving license applications. 28 Based on technical 
parameters released by the Commerce Department, exports in the 
yellow and red zones are subject to full review by the Department 
of Defense and require the unanimous approval of CoCom. Zone 
categorization indicates the following: 

• Green-According to the Department of Commerce, license 
applications that fall within the green zone are likely to receive, with 
some exceptions, expeditious consideration and approval. 

• Yellow-Export license applications that fall within the tech­
nological parameters of this zone are subject to a case-by-case review, 
often with the concurrence of the Department of Defense and other 
agencies. According to recent information, the department has clas­
sified the upper parameters that define this zone. 
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• Red-Export license applications that fall within this zone 
are considered to have significant military importance. Applications 
for the export of such goods are presumed to be denied unless special 
circumstances can be established to warrant the sale. 

The United States is the only CoCom member to restrict the 
export of AEN items to the PRC, the Soviet Union, and the bloc. 
Thus, because AEN items are "low-technology" goods, advocates of 
decontrol argue that such items are freely available to "controlled 
countries." On this basis, a number of representatives of U.S. high­
technology companies and their spokesmen in trade associations have 
proposed including China within the G-COM license and increasing 
the scope of decontrol by harmonizing the AEN/advisory note levels 
with those in the green and/or yellow zones. This objective could be 
realized, they propose, by the following measures: 

1. Compare the green zone levels with the U.S. advisory notes 
and redesignate the zone according to the AEN levels, thereby ex­
tending the G-COM license to the PRC. 

2. When the green zone incorporates parameters of greater tech­
nological sophistication than the advisory notes, increase the level of 
the advisory notes. 

3 .  Review each of the export commodity control number (ECCN) 
categories for which there is a so-called yellow zone and promulgate 
regulations that e:r:empt exports to OoOom countries below this level 
from licensing requirements. 

PROPOSAL TO EXTEND THE G - C O M  LICENSE TO THE 
SOVIET UNION AND THE BLOC 

Based on the general availability of AEN items to the Soviet 
Union from other CoCom and non-CoCom countries, it is argued 
that the continuation of validated licensing controls on such items 
does not enhance the strategic security of the United States. 

PROPOSAL TO ELIMINATE REEXPORT CONTROLS ON ALL 
A E N/G- C OM ITEMS TRADED AMONG FREE WORLD 
COUNTRIES 

Because there are compelling reasons to eliminate validated li­
censing controls on AEN items to all Free World destinations and the 
PRC, it has been proposed that all reexport controls be eliminated 
on these items. Based on the availability of AEN items to the Soviet 
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Union and the bloc, it does not seem likely that the Soviets would 
seek to acquire, through third-country diversionary schemes, goods 
that can be obtained directly from other CoCom countries. 

A number of U.S.  industry representatives do not favor, for 
political reasons, the elimination of controls on exports of AEN items 
to the Soviet Union. At the same time, however, relying on foreign 
availability criteria, they cannot justify the maintenance of such 
controls. As a "practical" compromise, they propose the complete 
elimination of reexport controls on AEN items traded among Free 
World countries. 

REDUCTION OF CONTROLS ON S CIENTIFIC 
INSTRUMENTS AND :MEDICAL EQUIP:MENT 

Orlgms of Previous Efforts to Reduce the 
Scope of Controls 

In the mid-1970& a number of U.S .  companies and trade associ­
ations proposed that certain types of "embedded" microprocessors 
be removed from unilateral U.S. export controls. (For example, U.S.  
exporters were concerned that sewing machines or microwave ovens 
with embedded microprocessors were unnecessarily subject to na­
tional security licensing controls.) Although the embedded products 
in question have changed, a decade later the same debate persists-a 
debate that hinges on the question of whether the Soviet Union, the 
bloc, and the PRC are willing to purchase an end-use item intended 
solely for civilian application to extract a microprocessor or array 
processor for incorporation into a product with strategic significance. 

CREATION OF THE TECHNICAL ADVISORY COMMITTEES 

The debate over the creation of private sector technical advisory 
committees (TACs) illustrates why it took more than a half decade of 
concerted efForts by industry to convince the government to decontrol 
embedded microprocessors. 

The ability of the private sector to recommend the elimination 
of controls over specific products such as embedded microprocessors 
was strengthened significantly by the 1972 amendments to the Ex­
port Control Act. The 1972 amendments provided for the creation 
of the TACs, each of which represented a difFerent industry or cluster 
of products. The House committee with jurisdiction over export con­
trols favored the creation of the TACs because of the government's 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


106 HAROLD PAUL LUKS 

difficulty in evaluating the technical factors that determine the re­
lationship between controls on specific products to U.S. national 
security.29 The Senate report on the same 1972 act conveyed the 
expectation that the "establishment of industry-government techni­
cal advisory committees will enable the government to utilize more 
effectively the technical and commercial expertise which only repre­
sentatives of industry affected by export controls can provide ." 50 

Nevertheless, there was strong opposition to the creation of the 
TACs, and arguments were presented that the private sector was ill 
suited to make recommendations regarding matters affecting national 
security. One proponent of this view maintained that the decontrol 
of goods "involved broad judgments concerning the national interest 
including evaluations of technical information, intelligence data, and 
strategic and political considerations . . .  these judgments are govern­
mental responsibilities which industry experts are not in a position 
to make." 31 

THE GENERAL ACCOUNTING OFFICE REPORT ON EXPORT 
CONTROL OF MICROPROCESSORS 

According to a GAO study, in 1978 six TACs agreed that the 
decontrol of embedded microprocessors should be considered in light 
of three criteria:32 

1. Products should be judged on overall capability, not on what 
they contain. • . .  

2.  Products will not be purchased simply to remove the micropro­
cessor. 

3. No differentiation should be made between types of users of a 
product (consumer, commercial, or industrial) due to difficulties 
in differentiating their use of it. 

The TACs also recommended that technological indexing be applied 
to the control standards, thus making it possible to decontrol less­
sophisticated end-use products and unembedded microprocessors. 

The Departments of Defense and Commerce were at odds over 
the TAC report. Defense maintained that certain civilian products 
would be purchased by adversaries of the United States to extract the 
embedded microprocessor: "The problem, for example, is whether a 
sewing machine with an embedded microprocessor should be consid­
ered a microprocessor or sewing machine." Commerce "vigorously 
dissented" and maintained that "adding general-purpose computers 
or microprocessors to non-strategic items, such as medical z-ray ma­
chines and microwat1e ot�ens does not make those strategic devices. 
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Any concern that the Communists would purchase the product to 
extract the computing element was difficult to believe , since even the 
most advanced microprocessors are sold over the counter in hobby 
shops and electronic supply houses throughout the Western world 
[emphasis added) ." 33 

The 1983-1985 Congressional Reauthorization Debate 

From the standpoint of U.S. exporters, by mid- 1983 few goods 
containing embedded microprocessors had been decontrolled. At 
that time, Representative Don Bonker introduced H.R. 2761 ,  which 
provided, inter alia, that goods containing nonreprogrammable em­
bedded microprocessors would be subject to licensing controls on 
the basis of (1) the function of the end-use product, and (2) the 
contribution of that product to the military capability of a potential 
adversary. However, the bill stipulated that end-use products could 
not be controlled solely because of an embedded microprocessor, pro­
vided the processor "cannot be used or altered to perform functions 
other than those it performs in the good in which it is embedded." 34 

When this legislation was introduced, the Department of Com­
merce had proposed the decontrol of 94 categories of equipment that 
incorporate microprocessors. The Department of Defense objected 
to the scope of the proposal, and thereby prevented the secretary of 
commerce from promulgating regulations to decontrol the products 
in question. In addition, the Department of Defense communicated 
to Congress its strong opposition to the Bonker proposal, objecting to 
statutorily mandated decontrol and stressing the need for "flexibility 
to streamline the licensing process." 35 

The 1986 House Foreign AfFairs Amendment 

In May 1986 the House Committee on Foreign Affairs approved 
an amendment to EAA that requires a 40 percent reduction over 3 
years in the U.S. Control List. Among the goods specifically identi­
fied for removal were "all medical instruments and equipment, and 
goods so widely available to the general public in retail outlets that 
the export controls on those goods are rendered ineffective in achiev­
ing their purpose." 36 By endorsing this provision , the committee 
reiterated that "goods are to be controlled on the basis of essen­
tial functionality and not whether they contain or utilize electronic 
computers." 31 Dissent to this provision echoes previous objections to 
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decontrol products with embedded microprocessors and computers; 
the minority views to the report on H.R. 4708 state that "array 
processors used in CAT scanners . . .  are used for nuclear weapons 
design, intelligence analysis, antisubmarine warfare . . . and detection 
of stealth aircraft." 

Commentary on the Proposals 

Mter nearly a decade of deliberations over the strategic value of 
embedded computer products, the Departments of Commerce and 
Defense have been unable to agree on a common export control 
policy. The Department of Commerce does not have the authority 
to remove unilaterally controls on entire classes of products. Conflict 
between these two agencies bas been destructive to efforts to narrow 
the scope of U.S. export controls. 

PROPOSALS TO ELIMINATE LICENSING 
CONTROLS ON REEXPORTS OF U.S.-ORIGIN 
GOODS AND TECHNOLOGY 

Extent of the Controls 

Since the enactment of the Export Control Act of 1949, the 
Department of Commerce has sought to prevent the unauthorized 
transshipment of goods and technologies. Reexport controls were 
formulated to "prevent frustration of U.S. export controls." Thus, 
the Department of Commerce "exercises vigilance over exports and 
reexports . . . in order to prevent such exports or reexports from 
being used for a purpose detrimental to the national security or 
foreign policy of the United States." 38 Theoretically, the scope of 
U.S. reexport controls extends to every item approved for export . 

The Departments of Commerce and Treasury, with assistance 
from U.S. embassies, are responsible for ensuring foreign compliance 
with U.S .  reexport controls. Postlicense checks are considered by 
these departments to be both an important means to enforce reex­
port controls and a deterrent to diversion. However, most countries, 
including members of CoCom, do not look with favor on U.S. govern­
ment officials conducting physical inspections of businesses located 
in their territories and interviewing their nationals. 39 

At the same time the departments with the operational responsi­
bility to conduct postlicense checks have complained that insufficient 
financial resources have restricted the number of personnel assigned 
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to perform these verifications. In addition, U.S. foreign service offi­
cers have resisted conducting on-site verifications of U.S. equipment, 
contending that such tasks interfere with other duties. 

It is widely believed that CoCom countries and other Free World 
governments do not engage in a systematic program of postlicense 
checks, either at the request of the United States or on their own 
initiative. 

Origin of Proposals to Reduce U.S. Reexport Controls 

With the onset of detente and official U.S . government encour­
agement of East-West trade, U.S. exporting companies questioned 
the utility and practicality of reexport controls. In addition, U.S. 
firms expressed concerns that reexport controls were impeding their 
ability to compete abroad. Twenty years ago, the Senate Banking 
Committee heard testimony that "the exportation of components to 
Western Europe is now falling off" and that the committee might 
consider "the adverse effect of our export control system on our 
trade with Western Europe in connection with the East-West trade 
problem . . . .  • •o The Banking Committee heard allegations that 
" [t)he West Germans are now going around England saying 'Why 
buy from the United States, where you have all that rigamarole? . . .  
Why buy component parts from the United States when the United 
States will insist on knowing by whom the end product is to be 
used and to whom it will be resold, even to another Western Coun­
try? ' ,  Following this comment , Senator Walter Mondale said that 
"foreign businessmen, understandably, deeply resent an American 
official . . .  seeking to assert American control by suggesting that they 
were cheating on a [CoCom) commitment and asking for the right to 
go through th�ir books, (and) be a spy in their plants . . . ." "1 

In the early 1970s the executive branch considered eliminat­
ing the so-called dual licensing requirement that the Department of 
Commerce separately license reexports of U .S .-origin goods from Co­
Com countries to proscribed countries. Although CoCom members 
were in agreement on obtaining unanimous CoCom approval· of such 
exports, the United States did not consider the control programs 
of other member governments to be sufficiently effective to ensure 
that reexport of U.S .-origin items would be brought to the attention 
of CoCom."2 Under the current Export Administration Regulations 
(EAR) , most such reexports do not require separate U.S. government 
approval . 
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The 1979 Reauthorization 

In 1979 the House Committee on Foreign Affairs recommended 
the elimination of reexport controls on exports to CoCom countries . 
During the committee's consideration of this proposal, Representa­
tive Lester Wolff offered an amendment to restore reexport control 
authority for the following reason: "Even though the reexport con­
trols . . . have not always been effective . . . it is essential that we 
still try to keep some control over those items if we don't want them 
to go to third countries. Obviously, deleting reexport controls would 
create a giant loophole for third country transfers. . . .  " 43 A Depart­
ment of Defense spokesman criticized the committee's provision and 
maintained that "reexport controls are a necessary evil . . . other 
things being equal, we would be only too happy to get rid of this 
additional requirement . Other things, however, are not equal at the 
present time." 44 

Proponents of scaling back the controls were critical of the dual 
licensing system required by the United States for reexports from 
CoCom countries to the East. They did not , however,  examine in de­
tail the issue of reexports from CoCom members to other Free World 
countries and the possibility of diversion subsequently to controlled 
countries. 

Representative Wolff's amendment was defeated in committee , 
but it was adopted subsequently during debate by the full house. 
The argument that "we cannot rely on CoCom procedures to protect 
vital technology and technical data" was sufficiently persuasive to 
convince the chairman of the subcommittee who authored the Co­
Com proposal to recommend adoption of an amendment striking his 
own proposal .41' 

The 1983-1985 Reauthorization 

During the most recent reauthorization of the act, reexport con­
trols were frequently criticized , but neither the House nor Senate 
bills proposed the elimination of such controls on exports regulated 
for reasons of national security.46 

The 1985 Export Enhancement Act 

Following the rejection by Congress of the proposal to eliminate 
all licensing controls on exports to CoCom, the U.S .  business com­
munity redirected its attention toward reexport controls. The effort 
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to narrow the scope of controls returned to the goals of previous 
years: (1) eliminating reexport controls on transfers of goods and 
technology to CoCom members and (2) formulating a standard or 
set of standards by which to exempt a large class of U.S. exports 
from reexport controls. 

THE U . S . "HIGH-TECH" INDUSTRY PROPOSAL 

In March 1986 the Industry Coalition on Technology Transfer 
(ICOTT) urged the Commerce Department to establish by regulation 
de minimis levels of U.S. content to permit the reexport of foreign­
made products that incorporate U.S.-origin goods and technology 
without the prior approval of the Department of Commerce. The 
proposalu calls for: 

1 .  50% for CoCom and other cooperating countries that participate 
in a system of export controls; 

35% for signatories to the nuclear non-proliferation treaty; and 

20% for all other destinations. 

2. Create a new multiple reexport license for items that currently are 
eligible for the Distribution License (i.e., not listed in supplements 
1 and 4 to the EAR Section 373.3) that would permit reexport 
to T & V countries, providing the recipient passes the Denial 
Order and nuclear screens. 48 

It is known that the Department of Commerce is considering a de 
minimis proposal, although not necessarily one that adopts the levels 
proposed by ICOTT. 

The Export Enhancement Act of 1986 

RECOMMENDATIONS OF THE HOUSE COMMITTEE ON 
FOREIGN AFFAIRS 

In May 1986 the House Committee on Foreign Affairs recom­
mended to the full House a series of amendments to the 1985 act 
that, inter alia, (1) revive the 1979 reexport amendment on exports 
to CoCom countries and (2) establish de minimis levels to exempt 
certain reexports from U.S. controls.49 The provisions on reexport 
controls provide for the following: 

• elimination of controls on reexports from CoCom countries; 
• elimination of controls on reexports from countries that agree to 

implement export restrictions •comparable in practice to those 
maintained by the Committee • • • •  • ;6{) 
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• maintenance by the secretary of commerce of requirements for 
export licenses for reexports to specified end-users suspected of 
diversion (the list of such end-users would be made public through 
the Federal &gUter and supplements to the Export Administration 
Regulations); and 

• elimination of reexport controls when the U.S .-origin goods in­
corporated into a foreign-made good are: (1)  not in excess of 
$10,000 in value and (2) not in excess of 20 percent of the total 
value of the foreign-made good. 

The committee endorsed the views of several U.S. trade as­
sociations that foreign manufacturers were de-Americanizing their 
products to avoid U.S. reexport controls.51 Moreover, a majority of 
the committee was in agreement that U.S. reexport controls were 
unenforceable. 

CRITIQUE OF THE COMMITTEE 'S RECOMMENDATIONS 

The Reagan administration maintains that reexport controls are 
necessary to track U.S .-origin exports through international com­
merce to prevent diversion . It also maintains that " [o)ur CoCom 
allies neither have the personnel resources nor the political will to 
police the embargo . . . . Indeed, we have discovered remarkably 
few pre-license or post-shipment checks conducted by other coun­
tries. The United States must maintain the diplomatic letJerage of 
effectitJe enforcement abroad to encourage the allies and neutral but 
friendly countries to enforce export controls vigilantly." 52 Similar 
views were expressed by a minority of the House during the debate 
on H.R. 4800.53 The administration and a minority of the House also 
maintain that reexport controls, with attendant criminal penalties 
for violations, are necessary to deter diversion. These policymakers 
are also critical of the penalties imposed by most CoCom member 
governments for diversion as insufficient to deter such actions. 5" 

Additional Legislative and Regulatory Proposals 

Other proposals to scale back the scope of U.S. reexport controls 
include those discussed below. 

PROPOSALS TO MAINTAIN REEXPORT CONTROLS ONLY FOR 
PRODUCTS EXCLUDED FROM THE DISTRIBUTION LICENSE 

By either legislation or regulation , U.S. reexport controls could 
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be eliminated on all products except those excluded from the distri­
bution license procedure. 

EAR excludes from the distribution license certain advanced 
technology products including items applicable to nuclear research 
and design. Certain products may be eligible for export under a 
distribution license to certain countries and precluded for export 
to other countries. These products are considered to be of military 
significance and, depending on the ultimate destination of the export, 
remain subject to individual validated licensing controls. 

PROPOSALS TO ELIMINATE REEXPORT CONTROLS FOR 
SHIPMENTS WITHIN COCOM AND TO COUNTRIES WITH 
COCOM-LIKE CONTROLS 

The congressional debate on reexport controls continues to ev­
idence some confusion about the responsibilities of CoCom govern­
ments to prevent diversion through third countries. For example, the 
report of the Committee on Foreign Affairs emphasizes that reexport 
controls are: "· . .  a duplicative paper exercise, since the United 
States has the opportunity at CoCom to veto any proposed reexport 
of a CoCom-controlled good or technology." However, the U.S. veto 
in CoCom is restricted to exports to the Soviet Union, the bloc, and 
the PRC. Exports to other countries are not brought to the attention 
of CoCom. 

The selective elimination of U.S. reexport controls would require 
that destination control statements, which accompany virtually all 
exports, be modified to indicate that reexport other than to countries 
on a list of CoCom and CoCom-like countries is prohibited under U.S. 
law unless the reexport is approved by the Department of Commerce. 

Comment 

There are no publicly available studies regarding the efFective­
ness of U.S. reexport controls in either preventing or uncovering the 
diversion of goods and technology. In the absence of such information 
(which might be gathered or acquired by reviewing approvals and de­
nials of reexport requests to Free World and controlled countries) , 
the debate within Congress and the administration will continue to 
be conducted on the basis of conjecture. Specific information also is 
necessary to demonstrate that the controls in question indeed have 
resulted in the loss of U.S. exports. 
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REDUCTION OF THE SCOPE AND NUMBER 
OF UNILATERAL CONTROL CATEGORIES 

The Scope of UnUateral Controls 

For purposes of national security, the United States restricts 
the export of 29 categories of goods and technology that are not 
incorporated into the CoCom International List .55 

Congressional Concerns Prior to the 1985 Act 

Generally, the congressional committees with responsibility for 
drafting export control legislation have sought to reduce unilateral 
controls by encouraging the Department of Commerce to determine 
whether goods licensed by the United States are available to con­
trolled countries from outside the United States. 

THE 1 96 9  REAUTHORIZATION 

On balance, the legislative record of the 1969 act indicated con­
siderable expectation that the executive branch would reduce the 
number of goods subject to export controls. Strong criticisms were 
voiced about unilateral export controls; for example, Representative 
Thomas Ashley argued that unilateral controls "risked American po­
litical goodwill with our allies." 56 Such controls also were explicitly 
linked with the issue of foreign availability and the burden of lost 
sales imposed by controls on U.S. exporters. This view was endorsed 
by the Senate Committee on Banking: " (One] of the greatest frustra­
tions to American business is its extreme competitive disadvantage 
caused by the unilateral trade restrictions imposed by the United 
States." 57 

THE 1 9 7 2  AMENDMENTS 

Although Congress was dissatisfied with the pace of decontrol ef­
forts by the executive branch, specific amendments were not adopted 
to compel a reduction of unilateral controls. Referring to the 1969 
act, the House Committee on Banking and Currency complained 
that " [t]wo and one-half years have passed since this legislation was 
enacted, yet . . .  (the committee] finds that the required reviews 
and revisions (of unilateral and multilateral controls] have not been 
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made promptly and consultations with industry have left much to be 
desired." 58 

A similar sense of frustration was expressed in the Senate. The 
Committee on Banking observed that the United States maintains 
unilateral export restrictions on 461 classifications of goods and 
technology,59 and it directed the secretary of commerce to review 
both "items under unilateral control which are available from foreign 
sources," and other items "which are unnecessarily controlled." 60 

THE 1 977  AMENDMENTS AND 1 9 79 REAUTHORIZATION 

Neither the 1977 amendments nor the 1979 reauthorization 
specifically addressed the issue of unilateral controls. Both bills, 
however, sought to increase reliance on foreign availability criteria to 
decontrol goods. 

Several changes resulting from the 1977 amendments sought to 
focus U.S. controls on those goods and technologies that , if acquired 
by a potential adversary, would increase its military capability and 
be detrimental to U .S .  national security.61 

Legislative and Regulatory Proposals 

THE 1 98 3- 1 98 4  CONGRESSIONAL DEBATE : COMMODITY 
DECONTROL BY COUNTRY GROUP 

In 1983 the House Committee on Foreign Affairs approved an 
amendment that established a scenario for decontrolling products 
subject to unilateral controls. The amendment provided that if all 
licenses for a particular product were approved for export to a par­
ticular country group (as defined by EAR) within any 1-year period, 
then licensing requirements would be eliminated for exports of that 
product to that country group. 

The secretary of commerce also was authorized to require licenses 
for exports to end-users suspected of diverting goods or technology 
to controlled countries. Such a list would be published in the Federal 
Register and in supplements to E�. 

Justification Sponsors of the amendment maintained that only 
multilateral-not unilateral-controls could prevent the acquisition 
by controlled countries of militarily critical goods and technologies . 
A statement by the Export Administration Subcommittee of the 
President's Export Council reflected the views of the sponsors of 
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the amendment: "Absent a unique U.S . product capability, U.S .  
licensing controls . . .  which are imposed unilaterally simply serve to 
divert export business to our CoCom allies and other competitors . 
Unilateral controls do not , with very rare exception, deprive the 
potential adversary of anything, but instead only act to harm U.S .  
export performance." 62 

Critique The administration opposed the elimination of licens­
ing and reexport controls: " [T]here would be no way administratively 
to assure that a product decontrolled for one country group would 
not be diverted to another country group for which controls on that 
product continue to apply." 63 Furthermore, the opponents to the 
amendment alleged that publication of a list of unreliable end-users 
would simply cause diverters to establish new "front companies" and 
surreptitious networks for the illegal transfer of goods and technol­
ogy. In addition, it was argued that diverters would merely wait 
for the expiration of the 1-year approval period, or seek to create 
a record of license approvals, to obtain the elimination of validated 
licensing controls. 

THE PROPOSED EXPORT ENHANCEMENT ACT OF 1 9 8 6  

The report of the House Committee on Foreign Affairs urges the 
Department of Commerce to "immediately initiate a review of all 
unilateral national security controls to justify continuation or delete 
such controls." 64 

REVIEW AND TRANSFER OF UNILATERAL ECCN 
CATEGORIES TO THE MUNITIONS LIST 

The next three proposals have been considered by congressional 
staff but were not proposed as amendments during the most re­
cent reauthorization of the Export Administration Act. Several uni­
lateral control categories appear to indicate that controls may be 
more appropriate under the International Traffic in Arms Regula­
tions (ITAR) than under the Export Administration Act . A detailed 
review of such categories (e.g. , ECCN 45168, communications coun­
termeasures equipment) could warrant the imposition of ITAR con­
trols. Such reclassification was to be predicated on two conditions: 
first , that the goods were not "dual use" items; and, second, that 
such items were not available to controlled countries from other "Free 
World" countries. 
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ADDITION OF U . S .  UNILATERAL CATEGORIES TO THE 
COCOM INTERNATIONAL LIST 

Following a review to determine whether certain unilateral con­
trol categories belong more appropriately on the U.S. Munitions 
List , Congress could require that the United States propose the in­
corporation of the remaining unilateral categories into the CoCom 
International List. If these categories or parts thereof did not become 
subject within a specified time period to CoCom controls, then the 
executive branch could maintain controls onl11 if the controls satisfied 
a two-part test: (1) if there were a specific finding that foreign avail­
ability of items in these categories did not exist and (2) if acquisition 
by a controlled country would make a substantial contribution to its 
military capability and threaten the national security of the United 
States. Notices of such determinations would be published in the 
Fetleru.l Register and communicated in greater detail to the TACs, if 
necessary in closed session. 

AUTHORIZATION OF THE DEPARTMENT OF COMMERCE TO 
DECONTROL ITEMS SUBJECT TO UNILATERAL CONTROLS 

By legislation, the Department of Commerce could be autho-
rized to coordinate an interagency review of those ECCN categories 
that account for the preponderance of items subject to unilateral 
controls. The department would report its findings to Congress by 
a specific date and, following oversight hearings, issue regulations to 
implement its decontrol recommendations. Of course, the President 
could prohibit the publication of the regulations by overriding the 
recommendations of the secretary of commerce. 

IMPLE:MENTATION OF THE MILITARILY 
CRITICAL TECHNOLO GIES LIST 

The 19'19 Reauthorization 

The recommendations in 1976 of the President's Defense Sci­
ence Board85 led directly to the provisions in the Export Adminis­
tration Act of 1979 creating the Militarily Critical Technologies List 
(MCTL) . The principal recommendation of the report recognized the 
potential trade-offs and confticts that were likely to result from a com­
prehensive effort to reduce the scope of U.S . export controls: "U.S. 
export control activity should focus primarily on the active transfer 
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mechanisms. The recommended trade-off is to devote less scrutiny 
to product sales having low strategic impact , and shorten drastically 
the CoCom list , for the sake of devoting thorough scrutiny to requests 
that would transfer vital design and manufacturing know-how." At 
the same time, a strengthened U.S. export control system would "re­
lease to non-allied , non-Communist countries only the technology we 
would be willing to transfer to Communist countries directly. This 
rule should extend to such technology embodied in weapons sales." 66 

To achieve these and other objectives, Congress in 1979 adopted 
a detailed set of provisions (1) to formulate an MCTL and {2) to cause 
the MCTL to become the means to reduce the number of items on the 
U.S. Control List (then known as the Commodity Control List) .67 It 
was the intention of Congress that the MCTL "shall be sufficiently 
specific to guide the determinations of any official exercising export 
licensing responsibilities . . . .  " An "initial version" of the list was to 
be published in the Federal Register not later than October 1 ,  1980 .68 

The actual implementation of the MCTL was to occur according 
to a set of criteria in the 1979 act for adding to or deleting items 
from the U.S. Control List. Items were to be added to the list based 
on agreement between the secretaries of commerce and defense. 69 

EVALUATION OF THE IMPLEMENTATION PROCESS 

Within Congress and the U.S. business community, there is 
widespread disenchantment with the MCTL. The publication in 1985 
by the Department of Defense of a detailed index to the MCTL was 
not regarded as a significant step forward in the implementation 
process. The task of defining "militarily critical" or "strategic signif­
icance" has become a conundrum-and one that has not been solved 
by more than two decades of investigation. In 1965 a report by the 
Library of Congress observed: "These ephemeral characteristics have 
bedeviled the administrators of programs purporting to control ex­
ports of strategic goods, and particularly in negotiations with allies 
for a common workable concept of strategic goods to serve as a basis 
for multilateral export control." 70 

In the absence of contract funding from the Department of De­
fense, few private sector and academic institutions have sought to 
evaluate the MCTL. 71 
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CONGRESSIONAL EXPECTATIONS REGARDING THE MCTL 

In 1979 the chairman of the House Committee on Foreign Af­
fairs foresaw the MCTL permitting "the relaxation of controls on 
less significant items which have little or no military importance 
and will allow the focusing of controls on the more highly advanced 
technologies." 72 Although the Bucy report found legislative expres­
sion only in 1979, from its release in 1976 it became an important 
factor in shaping export control policy. Thus, an amendment to the 
International Security Assistance Act of 1977 required the President 
to submit to Congress a detailed study on U.S. export controls and 
technology transfer policies. The President 's report was criticized 
severely by the Congressional Research Service: 

A. the executive report; did not; respond in a comprehensive 
manner t;o many of the questions raised by Congress and did not; 
provide extensive analysis and criticism of existing inst;it;ut;ions and 
procedures, it; follows that; Congress might; have t;o turn to methods 
other than required reports with detailed guidance or to sources other 
than the executive if it; wishes to obtain critical, probing analysis and a 
review of p011ible alt;emat;ives regarding the transfer of technology.73 

In subsequent years the executive branch proved unable to de­
velop standards to evaluate the reasons for controlling exports of 
specific products and to develop the MCTL. By 1983 the MCTL 
did not appear to conform with the objectives of the 1979 act or the 
understandings of the ranking members of the committees of jurisdic­
tion over EAA regarding its development. Congress in 1983 sought 
to develop the MCTL with technical resources under its control . 

The 1983 Amendments 

In 1983 a detailed amendment was proposed by the House Com­
mittee on Foreign Affairs to guide the integration of the MCTL with 
the Commodity Control List (CCL) . The amendment was based on 
the assumption that the Departments of Commerce and Defense 
would not be able to agree jointly over the terms of integration. 
Therefore, the committee amendment provided that GAO would 
oversee the efforts to merge the MCTL with the CCL.74 The original 
amendment approved by the Committee on Foreign Affairs contained 
the following elements. 
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FINAL DATE 

The MCTL and CCL were to be merged "with all deliberate 
speed" but not later than April 1 ,  1985. 

REPORTS 

First , the Departments of Defense and Commerce were to report 
to Congress prior to the completion date any circumstances "which 
would preclude the completion of the integrated list . . . .  " Second, the 
final report to Congress was to be a joint report on executive branch 
actions to carry out the amendment. Third, GAO was to report to 
Congress no later than April 1 ,  1985 ,  on its evaluation of the program 
undertaken by the secretaries of commerce and defense to integrate 
the two lists. 

FOREIGN AVAILABILITY 

The integrated list was to include only goods or technologies 
that met a stringent foreign availability test . A good or technology 
could not be included on the integrated list if a country "to which 
exports are controlled" possessed (1 ) that good or technology or (2) 
a similar good or technology and (3) such a good or technology was 
available in sufficient quantity and quality to vitiate the purposes of. 
maintaining U.S . export licensing controls. The authority to make 
such determinations was assigned to the secretary of commerce. 

OBSERVATION BY GAO OF EXECUTIVE BRANCH 
DELIBERATIONS 

Under the terms of the amendment, GAO would be granted ac­
cess to all executive branch materials pertaining to the MCTL/CCL 
integration and to all meetings pertaining to the integration. To 
ensure the participation of GAO, the appropriate executive branch 
agencies were obligated to notify GAO of such meetings. 

MCTL DECONTROL CRITERIA 

The Committee on Foreign Affairs reviewed and with slight mod­
ifications adopted four criteria developed by the National Academy 
of Sciences to streamline the MCTL. The amendment provided that 
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the executive branch and GAO should consider, among other crite­
ria, for removal from the MCTL goods or technologies in one or more 
of the following categories: 

(i) Goods and technology the transfer of which would not lead to a 
sipificant near-term improvement in the defense capability of a 
country to which exports are controlled. • • • 

(ii) A technology that is evolving slowly. 
(iii) Technology that is not process-oriented. 
(iv) Components used in militarily sensitive devices that in themselves 

are not sensitive. 15 

Congressional Preparation of a 
Critical Technologies List 

During 1983 the House Committee on Foreign Affairs considered 
providing funding to GAO and to the congressional Office of Technol­
ogy Assessment (OTA) to prepare, independently of the Department 
of Defense, an altemative version of the MCTL. 

The concepts behi�Jd the MCTL proposal were earlier congres­
sional and presidential initiatives that created the program. First, 
in 1979 Congress authorized a related approach in authorizing the 
Veterans Administration and OTA to conduct epidemiological stud­
ies of persons who served in the Armed Forces in Vietnam and 
were exposed to dioxins known as agent orange.18 Second, early in 
the Reagan administration� the President commissioned two inde­
pendent teams to assess Soviet strategic capabilities. Following the 
preparation of a congressionally mandated MCTL, the appropriate 
committees with jurisdiction over export controls could: (1) conduct 
oversight hearings to evaluate the administration's recommendations 
to revise the MCTL and (2) similarly review the recommendations of 
the congressional agencies. Following this review process, Congress 
would have the option of directing by legislation the secretary of com­
merce to implement either the DoD or GAO/OTA recommendations 
as the mechanism to reformulate the Commodity Control LiSt. 11 

Establishment of an Interagency 
Committee to Develop the MCTL18 

During the reauthorization of the 1979 act, several House mem­
bers considered but did not offer an amendment to create a new 
interagency committee to revise the MCTL. 
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It is extremely difficult for Congress to impose organization­
ally created bureaucratic models on the President. More often than 
not, congressionally created interagency committees have encoun­
tered stiff resistance from the participating cabinet departments. In 
addition, congressionally created committees within the executive 
branch have little influence on the policy process should the Pres­
ident choose to utilize other mechanisms of his own creation. The 
creation by President Reagan of several interagency councils and 
committees to formulate trade policy, while virtually ignoring the 
statutorily created Trade Policy Committee, illustrates the inability 
of Congress to organize the executive branch policymaking process. 

Nevertheless, Congress could establish an interagency committee 
whose membership would be determined by Congress with the sole 
function of producing an MCTL. Furthermore, the designated chair­
man would have the authority to coordinate all activities related to 
the work of the committee . 

Decisions and recommendations submitted to the President 
would be based on a majority vote of the committee. The chair­
man also would have the responsibility of preparing any dissenting 
views for submittal to the President . Finally, provision could be 
made that the committee's recommendations, unless the President 
rejected them, would become the policy of the administration and 
binding on all federal agencies and departments. 

Limitations on Controls over Technical Data 

In early 1985 the Industry Coalition on Technology Transfer 
(ICOTT) began the development of a far-reaching white paper on 
U.S.  national security controls. ICOTT's views on controls over 
technical data mirror a number of informal regulatory proposals to 
narrow significantly such controls. 79 

First , ICOTT proposed that only data necessary to make a 
commodity militarily critical should be subject to controls. The 
coalition stated that " [t]his is the approach taken in controlling U.S. 
munitions related technology, . . .  as well as the general approach 
supported by CoCom allies in controlling West-East transfers." 

Second, ICOTT recommended that data accompanying com­
modities or supporting sales offers not be controlled. The white 
paper states: " [T]he significance of data which must accompany a 
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commodity export should be considered when authorizing the com­
modity export, regardless of the nature of the commodity or the 
destination." 

In 1979 a related approach was endorsed by the Preaident's 
Export Council , which proposed that licensing decisions be made on 
the basis of intended end-use and directed away from strict reliance 
on technical parameters. This approach appears to be in accord with 
the views of Fred Bucy, who in 1976 recommended that "a screening 
approach based on capability as contained in a product's intrinsic 
utility would provide simplified criteria that could be applied rapidly 
to classes of license applications. This approach would also lend itself 
to the application of data processing for initial screening." 80 

DEC ONTROL BY FOREIGN AVAILABILITY 
DETERMINATIONS 

Consideration Prior to the 1986 House Amendments 

THE 1 97 2  AMENDMENTS 

In 1972 there was considerable debate in Congress over propos­
als to ensure that foreign availability would result in the decontrol 
of products subject to export controls. In a debate that presaged 
the foreign availability debates of 1983-1985, members argued over 
the definition of foreign availability and what standards should be 
used to judge whether the absence of controls would endanger U.S. 
national security. Several senators supported language requiring the 
secretary of commerce to decontrol goods available from overseas 
sources to controlled countries unless "the absence of such a con­
trol would constitute a threat to the national security of the United 
States (emphasis added) ." In part, the debate revolved around the 
standard for determining whether an item decontrolled for reasons 
of foreign availability would endanger U.S. national security. Advo­
cates of substantial decontrol favored a "threat" standard; advocates 
of preserving the existing statutory criteria favored retention of a 
"determination" standard. The opponents of the "threat" standard 
prevailed, maintaining that " [i)t may be difficult, if not impossible, 
for government to find that the export of any strategic item which is 
not a military weapon constitutes a threat to national security." 81 
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THE 1 9 7 7  AMENDMENTS 

During the development of the 1977 EAA amendments, both 
the House and Senate endorsed proposals requiring the President 
to justify controls following a determination of foreign availability. 
Moreover, the 1977 act obligated the President to include in the 
Commerce Department's annual report on export controls the spe­
cific reasons why, in light of foreign availability, export controls 
continued to remain in force. For the first time the President was 
required to initiate negotiations to eliminate the foreign availability 
of goods controlled by the United States. 

THE 1 9 8  5 REAUTHORIZATION 

The 1985 amendments are distinguished by ( 1) establishing 
within the Department of Commerce an Office of Foreign Availability, 
(2) mandating procedures whereby goods are decontrolled following 
an affirmative finding of foreign availability, and (3) specifying pro­
cedures either to eliminate foreign availability by negotiation or, if 
such negotiations are not successful, by decontrolling the specific 
good or class of goods. Congress also imposed various deadlines for 
the completion of foreign availability determinations and interna­
tional negotiations. Yet,  in spite of these procedures and deadlines, 
the secretary of commerce has the final authority to accept or reject 
industry claims of foreign availability. 

The Proposed Export Enhancement Act of 1986 

"AVAILABLE IN FACT TO CONTROLLED COUNTRIES" 

Foreign availability determinations are directed toward evaluat­
ing what is "available in fact" to controlled countries . The newly 
proposed foreign availability amendments expand the current defi­
nition of "available in fact" to include the availability of goods and 
technology to controlled countries from countries that do not restrict 
exports and from countries that have an ineffective system of export 
controls.82 

The purpose of this change is to focus the attention of the secre­
tary of commerce on goods and technologies that are available to the 
Soviet bloc from a variety of Free World sources. If such availability 
is not eliminated as a result of bilateral negotiations between the 
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United States and the exporting country, then the proposed amend­
ment would require the elimination of all U.S. licensing controls for 
such products. 

DECONTROL TO COUNTRIES THAT MAINTAIN AN EFFECTIVE 
SYSTEM OF EXPORT CONTROLS 

The Export Enhancement Act also proposes the elimination of 
licensing controls for goods and technologies that are available to 
controlled countries from any noncontrolled country that agrees to 
maintain a system of export controls comparable to those of the 
United States. The elimination of licensing controls would apply 
only to countries that agree to control exports in a manner similar 
to that of the United States and only if the country in question 
can demonstrate for 1 year, and to the satisfaction of the United 
States, its ability to enforce such export controls. It is significant to 
note that the secretary of state, rather than either the Departments 
of Defense or Commerce, is given the authority to conduct foreign 
availability negotiations and to trigger the decontrol provisions of 
the amendment. The People's Republic of China is included among 
those countries that could be certified as enforcing comparable export 
controls.88 

JUSTIFICATION 

Based on the historical record, the proponents of these foreign 
availability amendments are acting out of dismay that congressional 
objectives concerning foreign availability determinations have been 
ignored by succeBBive administrations. The House Committee on 
Foreign AfFairs commented that the foreign availability provisions in 
the 1979 and 1985 export control statutes have not resulted in even 
one instance of decontrol. 

Moreover, there is dismay among a majority of committee mem­
bers that the Departments of Commerce and Defense cannot come 
to terms over what constitutes foreign availability. An exchange of 
views during a hearing in 1961 between Representative Lipscomb of 
California and William P. Bundy is illustrative of the discussion in 
1986.84 As Representative Lipscomb stated: "What concerns me is 
this business that Defense in the past has had reservations on more 
iteiDB than Commerce has taken reservations to . . . .  Defense has ob­
jected in the past, and Commerce has not objected to it." To which 
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the assistant secretary of defense responded: "There were categories 
of cases . . . where the alternative source argument existed and De­
fense stuck to its objections and did not withdraw them even though 
there was alternative source evidence." 

CRITIQUE 

Opponents of the provisions assert that foreign availability deter­
minations are exceedingly complex and often require the delineation 
of very fine lines between U.S. and foreign technologies and goods 
that, if acquired by a controlled country, could endanger U.S. na­
tional security. In part, their objections are based on the detailed 
foreign availability investigations undertaken in 1986 by the Depart­
ment of Commerce. Opponents view this effort as a "good faith" 
attempt to eliminate controls. H claims by U.S. exporters of foreign 
availability are not substantiated by the U.S. government, it is not 
the control system that is at fault , say the critics of the amendments, 
but the judgment of U.S. exporters. 

PERCENTAGE REDUCTION OF GOODS WITHIN 
THE CONTROL LIST 

Proposal to Reduce the Control List 

On May 21 , 1986, the House of Representatives approved an 
amendment requiring a 40 percent reduction in the number of items 
on the U.S. Control List. The proposal was developed by the House 
Committee on Foreign Affairs. as The amendment requires that the 
secretary of commerce, in consultation with the secretary of defense, 
identify those goods that are subject to export controls and that 
"contribute least directly to the military potential of any controlled 
country." The goods identified must constitute "approximately" 40 
percent of all goods on the U.S. Control List. The amendment 
requires that the control list be reduced progressively by 40 percent 
over a 3-year period86 as follows: 

1. Within 1 year following enactment of the measure, the secre­
tary of commerce would submit to Congress the list of items to be 
decontrolled. Following this submission, the secretary would have 90 
days to reduce the control list by 10 percent . 

2. Within 1 year following the initial 10 percent reduction, the 
secretary would reduce the control list by another 10 percent. 
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3. Finally, 1 year later, the secretary would reduce the control 
list by an additional 20 percent. 

Justlflcatfon 

Proponents of the amendment argued that there was no other 
method to guarantee a reduction of the U.S. Control List. Neither 
the MCTL nor the foreign availability provisions of the act were 
expected to result in any decontrol. Moreover, they expected that 
medical instruments and equipment; goods now subject to controls 
but sold so widely in retail outlets worldwide as to constitute foreign 
availability ; and low-technology AEN items would probably account 
for the majority of the proposed reduction. 

Moreover, decontrolling goods that contribute "least directly" to 
a controlled country's military potential is an attempt to distinguish 
entire categories of goods that, if acquired by a controlled country, 
would not make a significant contribution to its military potential 
from those that are militarily significant. Thus, the proponents of the 
amendment were disagreeing in statutory language with assertions 
by the Department of Defense that personal computers could make 
a significant contribution to the military potential of the Soviet 
Union." 

Critique 

Opponents of the measure criticize the 40 percent reduction 
in the control list as arbitrary and unsupported by any research 
or documentation that the percentage proposed in the amendment 
reflects a reasonable goal-that is, a goal that does not endanger 
U.S. national security. 

C ONCLUSIONS REGARDING MAJ OR P OLICY 
ISSUES AND PROBLEMS 

From its inception in 1949, U.S. export control policy has been 
a source of conflict among the executive branch, Congress, and the 
U.S. business community. Unlike other U.S. trade statutes, there 
is no identifiable part of the export control statute that benefits a 
segment of the U.S. business community. 

Moreover, within the executive branch there is a record of dis­
cord among the Departments of Commerce and Defense and the 
Customs Service over the scope and enforcement of export controls 
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that reaches back to the enactment of the Export Control Act of 
1949. 

The task of administering unilateral and subsequently multi­
lateral export controls has proven to be a Herculean task beyond 
the capabilities and resources of the Department of Commerce. A 
measure of this responsibility is borne by Congress, which, during 
the past 37 years, has adopted a parsimonious attitude in light of 
the enormous effort required by the U.S. government to enforce a 
comprehensive system of export and reexport controls. 

Since its enactment the export control statute has often been 
utilized by presidents as an important instrument to conduct foreign 
policy. For example, President Truman saw the Export Control Act 
(ECA) as a means to limit sales to the Soviets and to regulate the flow 
of U.S. goods and commodities to Western Europe. President Nixon 
modified ECA and changed it from an instrument of the Cold War 
into a means to facilitate detente through trade. President Carter 
relied on the act as a means of retaliation against those countries that 
contravened U.S. national security and foreign policy interests. In 
no case, however, did these and other presidents become involved in 
the actual implementation of the statute. Presidents have remained 
aloof from the strong interagency rivalries that have characterized 
much of the history of postwar U.S. export controls. 

Generally accepted principles of public administration are largely 
absent from the export control decision-making process. Instead, 
there exists a plethora of interagency committees, the members of 
which are not working toward a common goal of improving the op­
eration of U.S. export controls. These committees have not demon­
strated the ability to evaluate carefully which goods and technologies 
should be subject to export controls. The historical record confirms 
that the cabinet departments that share responsibility for export 
controls are not inclined to agree on a common policy. 

Admittedly, the Departments of Defense and Commerce were 
created and organized to pursue differing missions-the former se­
curing the national defense and the latter promoting U.S. commerce. 
Therefore, two options remain to achieve a comprehensive review 
and reformulation of U.S .  export control policy. First, the President 
could designate one cabinet officer to coordinate export control pol­
icy and to communicate this decision to Congress. Second , Congress 
could impose an administrative framework on the executive branch. 
The first option appears to hold a greater likelihood of success, espe­
cially in light of the inability of previous congressional attempts to 
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impose an organizational framework on trade policy decision making. 
Moreover, the existing policy disarray over export controls within the 
executive branch limits the accountability of the President and his 
appointees to Congress. The only other alternative is for Congress, 
possibly over a presidential veto, to enact m�or reductions in the 
scope of existing controls. 

In 1971 Roy L. Ash, chairman of President Nixon's Advisory 
Council on Executive Reorganization, observed: "The eclectic struc­
ture of today's departments and agencies, whose missions are often 
overlapping, places the President's office alone at the pivot point on 
many detailed and individual issues." The President surely is not in 
the position to resolve interagency disputes over the military critical­
ity to the Soviet Union of an array processor in a CAT scanner-but 
the existing law contemplates the President resolving such disputes. 
One cabinet department, with the authority to coordinate and direct 
interagency reviews of control issues, should have the final respon­
sibility for determining the scope of the control list. There simply 
does not appear to be a practical organizational substitute for this 
authority. 

NOTE S  

1 .  Expon Cont;rol Ad, Section 3{a) . 
2. U.S. Senat;e, Commit;t;ee on Expendit;ures in t;he Execut;ive Depanment;a, 

Subcommit;t;ee on lnvest;igat;iona, Hllll'ing• Pur1uanl to ScntJtc Rc1olution No. 
1811 (80t;h Cong., 2d Seu. {1948) , p. 612) ; S. Rep. No. 1775 , part; 2, 8()f;h 
Cong., 2d Seu. (1948) , p. 16. 

3. The inability t;o develop and coordinat;e t;rade policy t;hrough int;eragency 
commiu ... is not; unique t;o expon cont;rola. For example, in Reorgani­
•at;ion Plan No. 3 of 1979, Congreu ve�t;ed t;he Office of t;he U.S. Trade 
Repre�ent;at;ive {USTR) wit;h primary re�pouibilit;y for developing and co­
ordinat;ing U.S. t;rade policy. At; various t;ime�, however, t;he Department;• 
of St;at;e, Treuury, Commerce, and Tran1ponat;ion have developed and 
coordinat;ed 1ignitlcant; upect;s of t;rade policy. At; t;imu, USTR wu not; 
even included in t;he int;eragency preparat;ions for mult;ilat;eral economic 
summit;• at; which t;rade policy wu t;he iuue of paramount; importance. 

4. The General Account;ing Office {GAO) hu prepared t;he most; det;ailed and 
critical evaluat;iou of t;he int;eragency commiUeu re1ponsible for expon 
cont;rol policy. See U.S. Government; Account;ing Office, •Administ;rat;ion 
of U.S. Expon Licen1ing Should Be Consolidat;ed t;o Be More Respon1ive 
t;o Induat;ry,• Repon GAO/ID-10-78-60 {Oct;ober 31, 1978) , pp. iii, v, 
and 35-39. GAO recommended t;hat; expon liceuing management; be 
cent;ered in t;he Depart;ment; of Commerce and t;hat; it;s Office of Expon 
Adminilt;rat;ion {OEA) coordinat;e all t;echnical evaluat;iou. Furt;hermore, 
-.,roblem• applicat;iou lhould be auigned t;o a t;eam manager locat;ed 
in OEA. To st;rengt;hen t;he department;'• role, GAO recommended t;hat; 
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Congress provide a statutory basis for an interagency export policy advisory 
committee. In addition, GAO urged the secretary to abolish the existing 
interagency structure, which has the responsibility to review problem 
applications. The new interagency committee would have responsibility for 
addreuing major export control policy issues. 

5. Throughout the congressional debate, a majority of the committee· opposed 
a regulatory system that provided for notification of exports at the time of 
actual shipment as a system functionally equivalent to that for individually 
validated licenses. 

6. Under the Export Administration Regulations (EAR) , the general policy 
of the Department of Commerce is to permit the export of goods and 
technical data to Canada, for use in Canada, without an export license. 
See EAR Section 385.6. 

7. U.S. House of Representatives, Committee on Foreign Affairs, Eqort Atl­
mini.ttration Amendment, Act of 198S, H.R. Rep. No. 257, 98th Cong. , let 
Seu. (1983) , pp. 4, 17-18.  

8.  See U.S.  House of Representatives, H.R. 1 1472, 91st Cong., 2d Seas . 
9. U.S. Senate, Committee on Banking, Housing, and Urban Affairs, Ez­

port Promotion, Eqort Diftncentive11 and U.S. Competitivene11 (Report. 61f the 
Prelident), Committee Print, 96th Cong., 2d Seu. (1980) , pp. 103-104. 

10. Neither the Office of Export Administration nor the Commerce Depart­
ment's archivist has been able to locate a copy of this study, although a 
number of documents refer to it. 

1 1 .  U.S. General Accounting Office, Ezport Control Regulation Could Be Reduced 
Without Affecting National Sceuritp, Report GAO/ID-82-14 (May 26, 1982) , 
pp. 1Q-14. 

12 .  President's Export Council, Export Administration Subcommittee, Recom­
mendation� on Amendmg the Ezport Adminimation Act o/ 19'19 (March 1983) , 
pp. 37-38. Three members of the PEC diBBented from this recommenda­
tion. 

13. The iuue of reexports is reviewed in the next section of this paper. 
14. Gary K. Bertsch , Eon- Welt 7hadc, Co Com and the Atlantic Alliance, Atlantic 

Papers no. 49 (Paris: Atlantic Institute for International Affairs, 1983) , pp. 
41 , passim. Recent developments within CoCom are described by David 
Buchan in Wcltem Sectritr and Economic Stratew 7bward.t the Eatt, Adelphi 
Papers no. 1992 (London: Institute for Strategic Studies, 1984) . 

15 .  The members of CoCom have agreed to embargo the export of most 
high-technology products to the Soviet Union and the bloc. Member 
governments may, however, request an •exception• to the embargo. CoCom 
approval of such exports requires the unanimous agreement of all CoCom 
members. 

16. U.S. Senate, Committee on Banking, Housing, and Urban Affairs, Hearing• 
on Enforcement of the Eqort Control E'tforcement Act (S. 783) , 98th Cong. , 2d 
Seu. ( 1984) , pp. 57-68. 

17. A few academic studies have addressed the issue; see for example Ruuell 
Baker and Rolf Bohlg, •The Control of Exports-A Comparison of the 
Laws of the United States, Canada, Japan, and the Federal Republic of 
Germany,• International LlltDJfer 1 (January 1967) : 163-191 . 

18. A foreign company placed on the denial list may be denied acceu to 
all exports from the United States. U.S . companies and persons can 
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be prohibited from having any dealings whatsoever with foreign firms or 
persons placed on the denial list. 

19. Neither the Carter nor Reagan administrations have proposed extending 
licensing controls to trade with Canada. U.S. reexport controls apply to 
all goods and technology that either transit Canada or are subsequently 
reexported from Canada to third countries. 

20. See H.R. 4881 Section 322(f)(1) ,  99th Cong., 2d Seas. (1986) .  
21 .  This became known as the •white List• proposal in  contrast to  the •alack 

List• proposal for unreliable end-users. 
22. Section 5 (k) of the 1985 act provides for the extension of this measure to 

other countries that participate, either formally or informally, in a CoCom­
like system of export controls. The provision to •decontrol• low-technology 
(below AEN) products was implemented on September 25, 1985 . Under 
these regulations, exports and reexports of AEN items can be made without 
the prior approval of the Department of Commerce. For such exports, the 
regulations created a new type of General License known as G-COM. See 
Federal Rcgiltcr 50, no. 184 (September 23, 1985), pp. 38512-38514. 

23. U.S. General Accounting Office, Ez.port Control Regulation, p. 7. 
24. U.S. General Accounting Office, .Uccnlin{l Data for Ez.port to Non-Oommvnin 

Oountriu, GAO/NSIAD-84-105, Letter Report B.201919 (May 1984) , pas­
sim. 

25. The percentages translate to 36,000 and 52,000 license applications, re­
spectively. 

26. The proposal to eliminate all licensing controls for export to CoCom 
countries would have applied to individual and multiple licenses (e.g., the 
distribution license, which authorises unlimited exports for a 2-year period 
to consigneea approved by the Department of Commerce in Free World 
countries) . During the reauthorisation of the 1979 Export Administration 
Act, the elimination of multiple license controls for exports to CoCom 
countries received scant attention. Between 1983 and 1984, the Depart­
ments of Commerce and Defense began to evaluate the effectiveness of the 
distribution license as a means of export control. This reassessment of 
the license's effectiveneu led the Department of Commerce to (1) auign 
additional staff to monitor each license and (2) publish new procedures 
for granting, monitoring, and pouibly revoking a distribution license. See 
Federal Rc,Utcr 50, no. 21 (May 24, 1985) , pp. 562-576. 

27. See H.R. 48001 Section 332(c) , 99th Cong., 2d Seu. (1986); and U.S. House 
of Representatives, Committee on Foreign Affairs, Ez.port Enhancement Act 
o/ 1986, H. Rep. no. 99-580, Part 1, 99th Cong., 2d Seas. (1986) , pp. 22-23. 

28. Examples of ECCN categories for which the Department of Commerce 
has established these three sones include computers (1565A) , microcircuits 
(1564A) , electronic instruments (1529A) , recording equipment (1572A) , 
semiconductor production (1355A) , and oscilloscopes (1584A). 

29. U.S. House of Representatives, Committee on Banking and Currency, 
lntcrrllltiontJI &tmomic Polic11 Act o/ 11111, H. Rep. no. 92-1260, 92d Cong., 
2d Seas. (1972) , pp. 4-5. 

30. U.S. Senate, Committee on Banking, Housing, and Urban Affairs, lntcmo­
liontJI Economic Polic11 Act of 19'11, S. Rep. no. 92-890, 92d Cong., 2d Seas. 
(1972) , p. 4. 

31 . Ibid., pp. 13-16. See the remarks of Senator John 'lbwer. 
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32 . U.S. General Accounting Office, Ez.port Oontrolt: Need to 0/arifr Polic11 and 
Simplifll Admini.tration, Report ID-79-16 (March 1 ,  1979) , pp. 19, 29-31 . 

33. Ibid., p. 30. 
34. &port Admim.ti'Cition Amendment. Act of 1985, Public Law 99-64 (July 12 ,  

1985) , Section 50) ; 50 U.S.C. App. 2404. 
35 . U.S. Department of Defense, •Decontrol of Microprocessors• (Talking 

Points Paper) (1983) . 
36. H.R. 4800, 99th Cong. , 2d. Sess., Section 332(e) . This provision was 

adopted by the House but was not considered by the Senate. 
37. U.S. House of Representatives, Ez.port Enlumcement Act of 1986, H.R. Rep. 

no. 99-580, Part 1, H.R. 4708, 99th Cong., 2d Sess., p. 25. 
38. U.S. Senate, Committee on Banking and Currency, Subcommittee on 

International Finance, HeMinp on S.J. &1. 169 Ooncemi"' Eut-We�t 7hlde, 
Part 2 (Washington, D.C.: GPO, 1968) . 

39. An important device for preventing unauthorised reexports is end-use 
statements, which in most instances must be submitted with the original 
U.S. license application. However, no end-use statement or international 
import certificate is required by the United States for exports to North, 
Central, and South America, Bermuda, and the Caribbean. 

40. U.S. Senate Committee on Banking and Currency, HeMinp on S.J. &1. 169, 
Part 1 ,  pp. 244-245. See testimony of Harold J .  Berman. 

41 . Ibid. 
42. U.S. General Accounting Office, Eqort Oontrolt: Need to 0/arifr PolicJI, pp. 

14-17. 
43. U.S. House of Representatives, Hearing on the Eztenlion and &vilion of the 

Ezport AdmirWtration Act of 1969, Part 2, 96th Cong. , 1st Sess. (1979) , pp. 
168-169. 

44. Ibid., pp. 169-170. 
45. Oo,.,rcllionol Record (September 1 1 ,  1979) , pp. H24038-H24039. For discus­

sion of end-use controls , see pp. H24053-H24054. 
46. The extraterritorial application of U.S. controls is reviewed in Paul B. 

Savoldelli, •Extraterritorial Application of the Export Administration Act 
of 1979 Under International and American Law,• Michigan Low Review 
(April 1983) : pp. 1308-1336. 

47. Letter from B. J. McKelvain, chairman of ICOTT, to Paul Freedenberg, 
assistant secretary for trade administration, U.S . Department of Commerce, 
March 7, 1986. 

48. Country group T is composed primarily of the Latin American coun­
tries. Country group V is the category for so-called Free World countries, 
including CoCom but not Canada. 

49. The committee's amendments were subsequently approved by the House 
of Representatives. An amendment to strike most of the committee's EAA 
recommendations was defeated on a recorded vote of 181 to 238. The 
reexport control amendment is found in Section 332 (b) of H.R. 4800, 98th 
Cong., 2d Sess. See also U.S. House of Representatives, Enlumt:cment Act of 
1986, H.R. Rep. no. 99-580, Part 1 ,  99th Cong., 2d Sess., (1986) pp. 22-23, 
51-52.  

50.  &port Admininration Amendment. Act of 1985, 50 U.S.C. App. 2404. See 
Section 5(k) , •Negotiations with Other Countries.• 

5 1 .  For example, see U.S .  House of Representatives, Committee on Foreign 
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Affairs, Subcommittee on International Economic Policy and Trade, T.,. 
monr of Allen Jn.c:l*m, Jr., Bectronic lndultriu Auociation, 99th Cong., 2d 
Seu. (April 10, 1986) , pp. 1 1-13. 

52. Letter from Caspar Weinberger, secretary of defense, to Thomas P. O'Neill, 
Jr., May 13, 1986. 

53. U.S. House of Repreaentatives, -Remarks of Representative Roth,• Con­
,...;oMI IW:ord (Daily Edition) (May 21 ,  1986). 

54. See. "'Minority Views,• Ezporl .Enl&caracemenl Act of 1.986, H.R. Rep. no. 
99-580, Pari 1 ,  99th Cong. ,  2d Seu. (1986) , pp. 79-80. 

55. A list of these categories by U.S . Control List entry and a brief justification 
for each control is contained in the U.S. Department of Commerce pub­
lication , Ezporl Admini.tertJAon Annual Reporl FY 1.118.1 (Washington, D.C.: 
GPO, 1985) ,  pp. 145-153. 

56. U.S. House of Representatives, Committee on Banking and Currency, H.R. 
Rep. no. 91-524 (September 1969), p. 10. 

57. U.S. Senate, Committee on Banking, Housing, and Urban Affairs, S.  Rep. 
no. 91-336, 9bt; Cong., bt Seu. (July 1969), p. 3. 

58. U.S. House of Representatives, Committee on Banking and Currency, H.R. 
Rep. no. 92-1260, 92d Cong., 2d Seu. (July 1972) , p. 4. 

59. In subsequent; years, the number of categories of unilaterally controlled 
producb was reduced substantially due to the •decontrol• of products and 
the conso6dation of categories designed to include one product; in -basket• 
categories of related products. 

60. U.S. Senate, Committee on Banking, Housing, and Urban Aftiars, S. Rep. 
no. 92-890, 92d Cong., 2d Seu. (June 1972) , p. 3. 

61. This dual test; was designed to allow for the decontrol of goods and 
technology that, if acquired by a potential adversary of the United States, 
could increase iu military capability without; being detrimental to U.S. 
national security-a delineation that has proven difficult; to discern. 

62. President's Export Council, Export; Administration SubcommiUee, •sum­
marr- (December 3, 1982) . 

63. Administration Ct;alking paper,• dated April 1983. 
64. The committee noted that •no decontrol actions took place• during the 

reporting period for the department's 1984 annual report on export con­
trols. In April 1984, however, a number of items included in ECCN 4529B 
were transferred to ECCN 6599G. See Interpretation 8, Supplement; No. 1 
to Section 399.2 of EAR. Further decontrol of ECCN 4529B or the transfer 
of items to ECCN 1565A depend on agreement between the Departments 
of Commerce and Defense and, in certain instances, other departments. 
The position and role of DoD in this decontrol effort is provided in a letter 
from John Konfala, director of strategic planning (DoD) , to John Boidock, 
director of the Office of Export Administration, Department; of Commerce, 
July 15 ,  1983. 

65. U.S. Department; of Defense, Office of the Director of Defeuse Research 
and Engineering, An AMlv.U of Ezport Control of U.S. 7kclanolow-A DoD 
Perqeclive (Report of the Defense Science Board Task Force on Export 
of U.S. Technology) (Washington, D.C.: GPO, 1976), hereinafter cited 
as DoD, An AMivN of Ezporl Control. Since its release, the so-called 
Bucy report has been the subject; of intensive examination by Congreu. 
For example, see U.S. Senate, Committee on International Relations, 
Subcommit;t;ee on International Trade and Commerce, Ezporl JAcervintJ of 
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Advanced Technolow: A Review (Hea.ringa on S. 212-229) , 94th Cong., 2d 
Seas. (1976) . This hea.ring record conta.ins testimony by J .  Fred Bucy 
on how to implement; the Milita.rily Critica.l Technologies List (MCTL) . 
See a.lao U.S. Sena.te, Committee on Governmenta.l Affa.irs, Subcommittee 
on lnvestiga.tions, Tro.rufer of Teclmolog11 and the Dre11er Indwtrie� Ez.porl 
.Uceruing Action�, 19'18, 95th Cong., 2d Seas. (1978) . For a. summa.ry of the 
development a.nd expecta.tiona 8.88ocia.ted with the MCTL, see Ja.net E. B. 
Ecker, •Na.tiona.l Security Protection: The Critica.l Technologies Approa.ch 
to U.S. Export Control of High Technology,• Journal of International Low 
and Economic• 15 (1981)573-604; a.nd J .  Fred Bucy, •Technology Tra.nsfer 
a.nd Ea.at-West Tra.de: A Rea.ppra.isa.l,• International Securit11 5 (Winter 
1980-1981) :132-151 .  

66. See DoD, An Analym of EqJorl Control, recommenda.tion 4 .  
67. See 5 0  U.S.C. App. Section 2404(d) , which incorpora.tea the MCTL cha.nges 

included in the 1985 rea.uthoriza.tion. 
68 . See Federal Regilter ./.5 (1980) , pp. 651014-65 ,0191 which conta.ins the •Table 

of Contents for the MCTL.• 
69. Section 106(c) , 50 U.S .C. App. Section 2404(c) . 
70. U.S. Sena.te, Committee on Foreign Rela.tiona, A Baclegrotmd Stud11 on Eon­

Welt Thlde, 1965, 89th Cong., 1st Seas. (1965) ,  pp. 12-13. 
71 . A critica.l view of the scope of the MCTL is conta.ined in the Na.tiona.l 

Aca.demy of Sciences study, Scientific Communication and National Securftv, 
vol. 1 (Wa.ahingt;on, D.C.: Na.tiona.l Aca.demy Press, 1982) ,  pp. 58-59, 71 . 

72. See Congre1.aonal Record (Da.ily Edition) 1 25 (September 28, 1979):8716. 
73. U.S. House of Representa.tives, Committee on lntema.tiona.l Rela.tiona, 

International Technolow 'l'ro.rufer: Report of the Pre.adent • • •  Together with an 
A11u1ment of the Report 611 the Congre1.aonal Re�earch Service, H.R. Doc. No. 
52-541 95th Cong., 2d Seas. (1979) .  

74 .  For the text of  the Foreign Affa.irs a.mendment, see U.S .  House of Repre­
aent;a.tives , Committee on Foreign Affa.irs , Ez.porl Admimitration Amendmer&tl 
Act of 1988, H.R. no. 257, 98th Cong., 1st Sen. (1983) , pp. 4<>-42. (Here­
after, this text will be cited a.a H.R. no. 257.) The Depa.rtment; of Defense 
a.nd the House Committee on Armed Services opposed the a.mendment 
a.nd were successful in obta.ining the elimina.tion of ma.nda.tory criteria. to 
reduce the scope of the MCTL (see H.R. no. 257, pp. 5-7) . 

75 . H.R. no. 257, p. 42. The House Committee on Armed Services disa.greed 
with this a.pproa.ch a.nd fa.vored the remova.l of items from the MCTL -ba.aed 
prima.rily on the 8.88eBsment of milita.ry critica.lit;y, ta.king into a.ccount the 
level of compa.ra.ble technology a.va.ila.ble to proscribed countries• (Ibid., p. 
7) . 

76. See Agent Orange Studtj Act of December 10, 1979 (Title Ill, Section 307) , 
Public La.w 96-151 ,  93 Sta.t. 1097. The a.ct provided deta.iled instructions 
by which the a.gencies were to conduct their studies a.nd specific dates for 
submitting their reports to Congren. 

77. A revised control list could govern licensing procedures rega.rding exports to 
noncontrolled countries. Technica.lly, the CoCom lntema.tional List would 
still govern U.S. licensing decisions rega.rding Weat-Ea.at tra.de until such 
time a.a the list were revised to reflect; the MCTL approach. 

78 . This entire section is, of course, ba.aed on the premise tha.t the MCTL is 
still a. worka.ble concept. 

79. ICOTT, •Dra.ft White Paper• (Ja.nuary 8, 1985). 
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80. U.S. Houae of Representatives, Committee on International Relations, 
H..V.,. on &port IMenling of Aduanud Tecl&nolog11, 94th Cong., 2d Sen. 
(1976) , pp. 218-219. 

81 . U.S. Senate, Committee on Banking, Equtll Ezport Opporeunitv Act, S. Rep. 
no. 890, 92d Cong. , 2d Seas. (1972) ,  pp. 12-16. 

82. H.R. 4800, Section 332(g) . 
83. H.R. 4800, Section 332(f)(1) .  
84. U.S. HouH of Representatives, Select Committee on Export Control, Jn­

vutigation • • •  of tM Ezport Control Act of 11149 and Related Act., 87th Cong. , 
lit Sen. (1961) ,  pp. 222-223. The differences between the Departments 
of DefenH and Commerce, and Congreu' attempt to delegate authority 
to Commerce, is Hen in Hea.rinp on Estenlion and ReuUioru of the Ezport 
AdminUmJfion Act of 1969, 96th Cong., 1st Sess. (1969) , pp. 655-658. The 
current debate is found in U.S. House of RepreHntatives, H. Rec., 99th 
Cong., 2d Sen. (1986), pp. 31oo-3101. 

85. H.R. 4800, Section 332{e) . 
86. It remains to be determined how many goods are subject to controls. This 

determination would be based on Schedule B of the Statement Cla��ilcation 
of Domestic and Foreign Commodities Exported by the United States. 

87. U.S. HoUH of Representatives, Oongreuional Record {Daily Edition) , May 
21 , 1986, pp. 310o-3102. 
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National Security Controls and 
Trans border Flows of Technical Data 

CORMAC P. WALSH 
Eagle Research Group, Inc. 

INTRODUCTION 

This study examines the problem of regulating trans border tech­
nical data flows and to that end reviews in detail the laws, regulations, 
interpretations, and perceptions that constitute the U.S. national se­
curity export control system, as well as the impact of these various 
components of the system. The paper's emphasis is on technical data 
(technical information) , corresponding to the dictionary definition of 
technology as knowledge. 

The vast majority of the U.S . population is only dimly aware of 
national security controls and probably equates them with classifi­
cation. The bulk of the exporting community likewise is uninformed 
about national security controls. Certain segments of the commu­
nity are acutely aware of the controls but, with certain exceptions, 
seem unable to interpret them properly. Furthermore, the adminis­
trative agencies of government charged with exercising the controls 
appear willing to accept many of the misinterpretations for the sake 
of convenience, thus perpetuating them. 

In this paper, we shall concentrate our attention on the national 
security controls on technical information or technical data. Tangi­
ble items, variously referred to as products, commodities, hardware, 
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or articles, will be discussed in those cases in which they are in­
extricably entwined with technical data. Likewise, foreign policy 
controls on exports to such countries as South Mrica, Libya, Cuba, 
Kampuchea, North Korea, and Vietnam will be introduced only in 
passing. Controls related to commodities in short supply will not be 
discussed . 

Throughout the paper we shall use the very high speed inte­
grated circuit (VHSIC) program of the Department of Defense as 
a paradigm. The VHSIC program, which is designed to increase 
the U.S. lead in integrated circuit technology by developing state­
of-the-art military microcircuits, involves all of the national secu­
rity controls as well as Department of Defense and VHSIC-peculiar 
controls. It encompasses the Departments of Defense, Commerce, 
State, and Treasury; the three military services; maJor industrial 
contractors; merchant manufacturers; research laboratories; and the 
academic community. The VHSIC program will .serve to illustrate 
all the features of the control systems. 

BACKGROUND 

It is evident that in recent years markets for goods and services 
are becoming increasingly global, not only for multinational corpo­
rations but for medium-sized and small companies as well. Growing 
reliance on countertrade and ofFset (including a variety of copro­
duction and joint venture arrangements) to facilitate international 
commerce reinforces the need for an ever-expanding ftow of technical 
information across borders. An expanding infrastructure also is ap­
pearing internationally to support the increasing demand to provide, 
organize,. and manage this information ftow. This in turn attracts 
more users and more information transfers. 

At the same time, efForts to impede the orderly, rapid, and ef­
ficient movement of information take two difFerent forms, which are 
curiously separated geographically and are difFerent in impact. In the 
United States the maJor impediment, or at least hindrance, is the 
U.S. system of national security controls-the topic of this paper. 
In many other parts of the world-Europe and the Third World, 
in particular-national security controls on information are hardly 
noticeable, and the main impediment stems from considerations of 
sovereignty. Many governments regard data on their economic sta­
tus and potential as national resources and guard such information 
jealously. Other governments resent the power and independence 
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of multinational corporations that carry on business within their 
borders while maintaining decision-making centers elsewhere. 

National economic considerations also play a role. Fears that 
indigenous information may be more rapidly exploited by a competi­
tive nation or that information needed for the nation's planning and 
management will be widely disseminated are both at work . Some­
times, just the need to assert sovereignty contributes to hindering 
transborder data O.ows. The control techniques are sometimes regu­
latory and sometimes infrastructural . For example, communications 
in many countries are controlled through government post, telephone, 
and telegraph (PTT) agencies whose services can be configured to 
manage the types and volume of information that can be transmit­
ted and received. Deregulation of U.S. telecommunications and the 
prospect of international competition in satellite services may well 
herald the demise of PTT restrictions for fear of U.S . dominance 
of the information-handling market. On the other hand, increased 
international competition may stimulate more regulation . 

NATIONAL SECURITY EXPORT CONTROLS 

Multinational Export Controls 

U.S. national security export controls represent another effort to 
limit the international O.ow of technical data although, as we shall see, 
the impact of these controls is mixed at best . U.S. national security 
export controls on technical data take several different forms, and we 
shall review these different forms of and approaches to control and 
their impact . 

The United States has banded together with its NATO allies 
(excluding Iceland) and with Japan voluntarily (and with no treaty 
commitments) to embargo the O.ow to the Communist bloc* of muni­
tions, nuclear-related commodities, and high-technology commercial 
products suitable for military application. The participating coun­
tries also have agreed, to the extent permitted by their own laws, to 
control technical data related to the embargoed commodities. The 
embargo can be overridden in individual cases by unanimous consent 

• Albania, Bulgaria, Csechoslovakia, Estonia, the German Democratic Re­
public, Hungary, Laos, Latvia, Lithuania, the Mongolian People's Republic, 
Norih Korea, the People's Republic of China, Poland, Romania, the Union of 
Soviet Socialist Republics, and Vietnam. 
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of the participating countries. The functions of determining embar­
goed commodities and voting on exceptions are performed by the 
Coordinating Committee on Multilateral Export Controls (CoCom) , 
which consists of representatives of all the participating countries. 
Because it is informally constituted, CoCom functions entirely on 
the basis of unanimity. 

The United States has included the CoCom embargo procedures 
in its own laws and regulations. However, to achieve other ends such 
as foreign policy and nuclear nonproliferation, the U.S . control sys­
tems apply to virtually all destinations in addition to the Communist 
bloc. The U.S. system, then, is properly termed a system of controls 
and not of embargo. The U.S. system also is more specific than that 
of CoCom with respect to technical data controls. 

CoCom munitions controls generally are folded into the U.S. 
Munitions List, which is implemented by the International Traffic 
in Arms Regulations (ITAR) . These and other regulations will be 
discussed in some detail below. For certain reasons to be elucidated 
later, equipment for the manufacture of munitions is controlled by the 
Export Administration Regulations (EAR) , as are high-technology 
commercial commodities. Nuclear commodities are controlled by the 
Nuclear Regulatory Commission under 10 C.F .R. 1 10, although some 
nuclear commodities are controlled by EAR. Nuclear technical data 
are controlled by the Department of Energy under 10 C.F .R. 810 and 
by EAR. Nuclear controls will not be treated further. 

With the exceptions of national security classification and nu­
clear nonproliferation controls, there are no export controls to Can­
ada, which is exempt from the U.S .  export control system. 

National Security Claislflcatlon 

A UTH O RITY 

The system of national security classification for information 
and hardware was established under Executive Order 12356, April 
2, 1982, and is governed by regulations issued in Department of 
Defense Directive 5220.22. Various manuals are issued under this 
directive relating to government agencies and industrial contractors 
and persons. 

THE CONTROL SYS TEM 

Executive Order 12356 establishes three classification levels for 
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national security information : top secret, secret, and confidential. 
These terms are used to denote the relative seriousness of the damage 
to national security that could result from unauthorized disclosure 
of the information. 

The basic philosophy of national security classification is to deny 
access to classified data to those who do not have a legitimate need 
for it. Thus, a system has developed that involves the investigation 
of persons to determine whether they are likely to safeguard classi­
fied information properly and whether they have anything in their 
backgrounds that might make them vulnerable to blackmail; the sys­
tem also requires certification of a "need to know" before providing 
information, and distinctive document markings, safes, locked and 
guarded facilities, alarms, and extensive recordkeeping. 

In general , the system works very well. The most common 
breaches occur through disclosure to the media by political ap­
pointees in the executive branch or by members of Congress and 
their staffs. Cases of espionage sometimes are uncovered, most often 
motivated by financial gain. Penalties for violation of the national 
security regulations are a $10,000 fine and up to 10 years in prison 
(18 U.S .C. 793 et seq.) except in wartime, when the death penalty 
can apply. Through the years the sensitivity levels ascribed to the 
three levels of classification have expanded to control information 
that was previously uncontrolled and to control other information 
at higher security levels than previously. This expansion of coverage 
both reduces respect for the system and makes it more vulnerable 
to accidental or deliberate breach, as witnessed by the increasing 
incidence of espionage cases. 

The classification system concerns itself with details of weapons 
systems and technical data related to requirements, performance, 
reliability, and the like. The impact of the system on the overall 
issue of transborder technical data O.ow is minimal. The export 
control regulations, on the other hand, can and do have significant 
efFects on the nature of the data O.ow and its efFectiveness. 

Controls on PrlmarUy Military Commodities 
and Technical Data 

AUTHORITY 

The export of commodities and technical data, including classi­
fied material, primarily applicable to military use is controlled under 
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the Arms Export Control Act (22 U.S.C. 2751 et seq.) , particularly 
in Section 38. This section permits the President to designate items 
as "defense articles" and "defense services" for purposes of control. 
The stipulation that they be primarily military is a matter of con­
vention and regulation, not law. The designated items constitute the 
U.S. Munitions List. 

The control of the export of defense articles and defense services 
is largely dictated in the act by foreign policy considerations: "In 
furtherance of world peace and the security and foreign policy of the 
United States . . .  ." The Arms Control and Disarmament Agency 
specifically is brought into the export licensing process to assess 
whether an export "will contribute to an arms race, increase the 
possibility of outbreak or escalation of conflict, or prejudice the 
development of bilateral or multilateral arms control arrangements. • 1 
In practice, however, most licensing decisions are made on national 
security grounds. 

C ONTROLS 

Executive Order 1 1958 delegates the authority of Section 38 of 
the act to the secretary of state, requiring the concurrence of the sec­
retary of defense in designating defense articles and defense services. 
The authority is exercised by the Office of Munitions Control (OMC) 
within the Bureau of Politico-Military Affairs of the Department of 
State. OMC issues the International Traffic in Arms Regulations 
(ITAR) (22 C.F.R. 120, et seq.) , which contain the U.S. Munitions 
List, controls on technical data, licensing and other procedures, and 
provisions concerning violations. 

Many articles, particularly in electronics, pose no significant 
foreign policy questions (e.g., spare parts shipments to England) . 
Consequently, national security concerns tend to dominate licensing 
decisions. OMC typically does not make national security decisions 
but forwards somewhat less than 20 percent of the license applica­
tions to the Defense Technology Security Administration (DTSA) for 
review. DTSA relies on the cognizant service to determine whether 
a particular transaction is acceptable in terms of technology trans­
fer, military capability enhancement, depletion of U.S. inventory, or 
other criteria. OMC generally accepts the DTSA recommendations. 

With the exception of category Ill( d) of the U.S. Munitions 
List (ammunition manufacturing machines) , ITAR does not control 
manufacturing equipment nor the technical data for operating such 
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equipment . It does, however, control technical data related to de­
fense articles and defense services, using fairly broad definitions. 
ITAR defines technical data as, inter alia, " [i)nformation which is 
directly related to the design , engineering, development , production, 
processing, manufacture, use, operation , overhaul, repair, mainte­
nance, modification or reconstruction of defense articles." 2 The Ex­
port Administration Regulations (EAR) contain a similar definition: 
"Technical Data means information of any kind that can be used, or 
adapted for use, in the design, production, manufacture, utilization 
or reconstruction of articles or materials."3 

The official view is that technical data must be specifically and 
directly related to a defense article to be controlled. Under this 
interpretation, blueprints, circuit diagrams, design information on 
magnetic tape , and other such materials related to a specific article 
are eligible for control , but manufacturing process information not 
specific to a particular article is not. 

In the VHSIC program, for example, ITAR controls were invoked 
from the outset . The perceptions of the VHSIC contractors and of 
a number of contracting field activities were that ITAR controls all 
VHSIC information . In fact, it does not. It controls only technical 
data directly and particularly related to specific VHSIC chips. Nev­
ertheless, no move was made to dispel these misperceptions as the 
resulting information control was eminently satisfactory from a na­
tional security point of view. However, as VHSIC contractors come 
to recognize the applicability of the technology to commercial prod­
ucts, they may begin to find these limits bothersome. Presumably, 
they will come to recognize the limits of ITAR controls; at that point, 
other control mechanisms will need to be invoked. 

ITAR controls on unclassified technical data differ in a significant 
way from classification controls. As described earlier, the purpose of 
the latter is to den11 tJccess to information . ITAR, on the other hand, 
proscribes disclosure of information abroad or to foreign nationals in 
the United States. ITAR thus does not produce a requirement for 
safes, locks, guards and fences, or document markings. Combined 
with the restrictive interpretation of technical data discussed above, 
this leads to controls on technical data that are significantly less 
effective than generally perceived. Nevertheless, manufacturers gen­
erally apply for licenses for technical data transactions not meeting 
the specificity test, and OMC issues such licenses. 

Most software is treated by ITAR as technical data except for 
cryptographic software, which is a defense article. 
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OMC issues licenses for manufacturers to transfer technical data 
in sales promotions, and manufacturers of defense articles usually 
will apply for a license before undertaking discussions with poten­
tial foreign customers. In addition, OMC licenses manufacturing 
agreements and technical assistance agreements that convey bodies 
of technical data. 

In controlling technical data under both ITAR and EAR, the 
government recognizes but does not explicitly state that placing 
information into the public domain does not constitute an export. 
Once in the public domain, the information can be exported subject 
only to a general license. 

It is noteworthy that U.S. government agencies are exempt from 
the provisions of ITAR but not from those of EAR. 

Penalties for ITAR violations range in severity from the loss of 
exporting privileges to severe fines and imprisonment, depending on 
the nature of the violation. 

I MPACT 

U.S. exporters of technical data can be divided into several 
groups and subgroups. In the arena of munitions (defense articles) 
controlled by ITAR, the major manufacturers are well versed in the 
controls. Many, although not all, are aware of the official restrictive 
interpretation of the above definition of technical data. Nevertheless, 
they find it easy, convenient, and perhaps redounding to their repu­
tations as responsible exporters to take the broad definitional view 
and apply regularly to OMC for technical data transfer licenses. As 
noted, OMC obligingly issues the licenses. 

This comfortable arrangement has intruded on serious commerce 
in two m�or areas. Satellite communications long have been fea­
tured on the U.S .  Munitions List, and the broadly interpreted ITAR 
technical data controls have significantly impeded U.S. sales abroad. 
Fortunately, the United States has held until recently a major tech­
nological advantage in communications satellites. That advantage 
offsets the restrictive effects of ITAR on marketing. This edge is 
diminishing, however, and the ITAR restrictions could impose a sig­
nificant competitive disadvantage on U.S. firms. A similar situation 
existed with respect to aircraft inertial navigation systems (INS) .  
Congressional action was required to move control of aircraft INS 
from ITAR to EAR. Nonetheless, ITAR still controls INS technical 
data. 
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A second group of munitions exporters constitutes companies 
whose business base is primarily the U.S. military and who are faced 
with fortuitous opportunities to expand into overseas markets. These 
companies are unlikely to be aware of any export regulations; and 
until such time as the transfer of actual hardware comes about and 
freight forwarders, customs agents, and others concerned with effect­
ing the transfer intervene, technical data are apt to O.ow freely and 
undetected. A significant number of cases could be uncovered of such 
companies seeking to legitimize past transgressions. 

Controls on Dual Use Commodities and Technical Data 

AUTHORITY 

The Export Administration Act of 1979, as amended (50 U.S.C.  
2401 et seq.) , controls the export of commodities with dual military 
and civilian use, the export of commodities in short supply, or the 
export of commodities restricted in furtherance of foreign policy aims; 
it also controls the technical data related to them. In principle, then, 
no commodity or technical data (except those under the jurisdiction 
of other acts) may be exported without a license. In practice , there 
are available a number of "general" licenses that are self-issued and 
mostly not reported. The failure of the population to invoke these 
licenses normally is overlooked on the basis of "no harm, no foul." 

The control of commodities and technical data related to short 
supplies, foreign policy, and nuclear nonproliferation will be pass­
ingly treated, with emphasis given to national security export con­
trols. The act specifically designates the secretary of commerce as 
the administrator of the act and gives significant consultancy and 
concurrence powers to the secretary of defense. 

CONTROLS 

The Commerce Department control system appears in the Ex­
port Administration Regulations (EAR) (15 C.F.R. 368 et seq.) and 
centers around the Control List (EAR Section 399) , formerly the 
Commodity Control List. This list contains individual entries that 
generally are very specific with respect to characteristics and per­
formance. Each entry has a number, the export control commodity 
number (ECCN) . The ECCN is a four-digit number followed by a 
letter. The first digit describes the source: 1 = the CoCom industrial 
list ; 2 = the CoCom munitions list; 3 = the CoCom atomic energy 
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list; and higher numbers = unilateral U.S. controls. The second digit 
refers to commodity groups, as follows: 

0= Metal-working machinery 
1= Chemical and petroleum equipment 
2= Electrical and power-generating equipment 
3= General industrial equipment 
4= Transportation equipment 
5= Electronics and precision instruments 
6= Metals, minerals, and their manufactures 
7= Chemicals, metalloids , petroleum products, and re­

lated materials 
8= Rubber and rubber products 
9= Miscellaneous 

The subsequent digits are sequential identifiers. The following 
letter is an "A" for all CoCom-controlled items. A letter "B" indi­
cates unilateral U.S. control for national security (or nuclear non­
proliferation and short supply) reasons. Other letters are used for 
various foreign policy controls. 

In addition , countries are placed in groups, the Western Hemi­
sphere being one group, the remaining Free World another. The 
Communist bloc is assembled into several groups, while terrorist 
countries and •outcast• countries (e.g . ,  Cuba and Vietnam) consti­
tute two groups. Mghanistan and the People's Republic of China are 
treated individually. The country group distinctions are most useful 
for foreign policy controls. In other cases, the Western Hemisphere 
and Free World are lumped together, with the remaining groups 
forming another cluster. 

The EAR technical data controls (Section 379) are arcane and 
largely inferential. Because a complete treatment would serve to 
confuse rather than illuminate, a simplified version will be presented . 
Moreover, there are numerous exceptions and nuances that will not 
be explicated. 

Basically, all technical data (and all commodities) require a li­
cense of some sort. Data that are in the public domain may be 
exported under general license GTDA, self-issued and unreported, 
to any destination. No other technical data may be exported to the 
terrorist and •outcast• countries without an individual validated li­
cense issued by the Office of Export Licensing of the Department of 
Commerce. Technical data that are not eligible for GTDA may not 
be exported to countries other than those of the Western Hemisphere 
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and Free World without a validated license; the only exceptions to 
this policy are sales data, which are a restricted type of data needed 
to negotiate a sale, and operations data, which are the normal op­
erational data for a commodity and are sent with or shortly after 
an approved export. These may be exported under general license 
GTDR, which is self-issued and unreported. 

Technical data may be exported to Western Hemisphere and Free 
World countries under general license GTDR except when the data 
relate to a commodity controlled for national security or nuclear 
nonproliferation reasons. In those cases, the exporter must first 
obtain written assurance from the importer that neither the data 
nor any product of the data will be exported or reexported to other 
than Western Hemisphere or Free World countries. The written 
assurance is placed in the exporter's file. 

There are two categories of technical data controlled by EAR 
that do require validated licenses for export to nonbloc destinations. 
The first category (see EAR Section 379.4 [c} ) , which covers data 
pertaining to commodities and services related to nuclear nonprolif­
eration, is controlled to all destinations and has been so controlled for 
decades. The second category, EAR Section 379.4 [d] , controls tech­
nical data for commodities and processes to all destinations except 
Canada. These data are controlled for national security purposes, 
generally at the request of the Department of Defense, and many of 
the restrictions that apply to them have been in effect for periods of 
up to several decades. Since 1985, this category has been expanded 
to cover specific technical data that became controlled as a result of 
the 1982-1984 CoCom list review. These controls were adopted as 
"items" (or portions of items) on the CoCom International List. In 
the United States, the control of technical data ( "technology" items 
or subitems in CoCom) was removed from the respective entries on 
the U.S. list and placed into the technical data regulations (EAR 
Section 379.4. [d} )  to conform to the format of existing regulations. 
Validated licenses for this group of technical data are required to all 
destinations except Canada. 

IMPACT 

It is obviously too early to analyze the impact of the technical 
data controls that were imposed in 1985. The older national security 
controls generally have not had a significant impact on transborder 
flows of technical data except as noted below. Validated licenses for 
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this class of technical data are processed routinely by the Department 
of Commerce for Free World destinations without review by the 
Department of Defense; thus, processing time tends not to become 
excessive. 

A large proportion of the technical data so controlled relates to 
transportation equipment and airbome navigation and communica­
tions gear. Technical data controls are made particularly onerous 
by the necessity of obtaining a validated license for the export of 
maintenance, repair, and operation data and for installation data 
for equipment that itself was previously exported under a validated 
license. Particularly in the case of aircraft and airborne equipment, 
there are numerous instances in which technical bulletins are issued 
subsequent to the sale of such equipment. These bulletins are issued 
to correct faults in equipment, to facilitate maintenance and repair , 
to clarify operating procedures, or to revise installation procedures. 
Although safety and economic considerations argue for rapid dissem­
ination of these bulletins, the requirement that exporters obtain a 
validated license for such technical data imposes significant delays . 
As a consequence, exporters are critical of this requirement and with 
good reason. 

As in ITAR, software is treated as technical data under EAR. 
Software and technical data specifically called out in the U.S. Control 
List require validated licenses to all destinations. 

Equipment for VHSIC processing generally is under Commerce 
Department control under ECCN 1355A, although certain test equip­
ment and materials are covered elsewhere. Export license applica­
tions for such equipment to Western Hemisphere and Free World 
countries are approved routinely with a few exceptions that are sub­
ject to Department of Defense (DoD) review. Technical data for 
design, processing, and test purposes come under EAR, as does the 
software used in the program. Penalties for violations are similar to 
those imposed under ITAR. 

In the arena of dual use commodities and technical data con­
trolled by EAR, the situation is compounded by the inherent diffi­
culty in interpreting the regulations. As a rule, most data are eligible 
for general license GTDR, which is self-issued and unreported. The 
only requirement is that the recipient of the data provide a written 
letter of assurance that the data, or any product of the data, will not 
be exported or reexported to the Soviet bloc. 

Multinationals, of course, could not reasonably function if they 
had to generate written assurances for each and every individual 
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data transfer by telephone, TWX, or corporate data network. For 
this reason, they tend to operate under "bulk" licenses, such as 
the distribution license. This license permits wholesale export of 
commodities and technical data to approved end-users, generally 
subsidiaries , after the exporter and the end-users have been suitably 
investigated for their commitments to protecting U.S. technologies . 
Congress has created a new bulk license, the comprehensive opera­
tions license, in the Export Administration Amendments Act of 1985; 
specifically tailored to multinationals, the license is not yet reflected 
in the regulations. Presumably, however, it will make commercial 
data transfers considerably easier, while making collection of data on 
transborder data flows virtually impossible. 

The three remaining categories of exporters include the medium­
sized companies that are aware of the regulations and that dutifully 
stuff their file drawers with written letters of assurance. Even here, 
however, they generally fail to distinguish among the many forms of 
transactions that convey technical data. A letter of assurance may 
be sought to cover the transfer of a written technical data package, 
but onsite technical assistance in product use often is not covered, 
nor are other oral exchanges of information. 

The second category is the most tragic. This involves the small 
to medium-sized companies that are new to exporting but are aware 
that there are regulations. Because specialist attorneys or export 
service assistance companies are beyond their budgets, they try to 
interpret the regulations on their own. The definitions alone are 
intimidating, to say nothing of the regulations. When combined 
with the need to master letters of credit , import certificates, and the 
like, the task becomes daunting indeed. These problems, combined 
with the uncertainties in the export regulations, have discouraged 
a number of potential exporters who prefer to tend to the more 
comfortable and familiar domestic market. 

Although no statistics are available to support the assertion, it is 
highly likely that a great deal of technical data is interchanged out­
side of the export control system by companies and individuals who 
either are not aware of or who ignore the system. In several years of 
operation, the U.S. Customs Service's Project Exodus has uncovered 
approximately 1 ,500 attempted exports per year of controlled com­
modities without licenses. The bulk of these were cases of unlicensed 
shipments of controlled commodities in which the shippers simply 
were unaware of export controls on their products. Such a lack of 
awareness concerning commodities argues strongly for a similar lack 
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of knowledge on the part of the general public with respect to tech­
nical data. Furthermore, although awareness campaigns are being 
conducted by the Customs Service and other agencies to sensitize the 
public to the requirements of export controls, these programs have 
concentrated on commodities and not on technical data. 

Multinationals and large international companies long have ar­
gued that the best protection of technical data lies in the proprietary 
interests of the companies holding the data. This is undoubtedly 
true of these companies. However, in times of severe economic stress, 
weaker companies may be forced to sell their technology just to sur­
vive . (Note the infusion of Japanese funds into small U.S. companies 
during the recent semiconductor market downturn.) Thus, reliance 
on self-policing is probably not good policy. 

Defense Department Withholding of 
Unclassified Technical Data 

AUTHORITY 

The authority to withhold unclassified technical data is con­
tained in the Defense Authorization Act of 1984 (10 U.S.C. 140 [c]) . 
The act authorizes the Department of Defense to withhold from 
public release (particularly under the Freedom of Information Act) 
export-controlled technical data with military or space application. 
However, this authority has not been utilized significantly. 

CONTROLS 

Unlike export controls, DoD Directive 5230.25 is concerned with 
the public release of information. The primary mechanism of con­
trol is the certification of contractors and persons who agree not to 
disseminate such information without authorization. The penalty 
for violation is withdrawal of certification to receive such informa­
tion. Under the directive, the information may be transferred only 
to other certified corporations or persons for legitimate business 
purposes. Documents must carry appropriate warnings concerning 
distribution. 

The directive does contain a fatal flaw. It permits distribution 
without authorization if this is accomplished according to the appli­
cable export laws. Thus, for example, VHSIC processing technical 
data could be sent to a Free World country under general license 
GTDR with only a written assurance in the contractor's file ; data 
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could be sent to Canada without a license. The Canadian o:r Euro­
pean firm could in turn send the data to an uncertified U.S. contractor 
or another company elsewhere in the Free World. 

VHSIC-specific Controls 

DoD imposes additional restrictions on the release and dissem­
ination of VHSIC technical data. These restrictions (contained in 
DoDI 5230.26) are similar to the national security classification pro­
cess, but they can be imposed only by contractual agreement between 
the VHSIC contractor and the government. The issue, then, is one 
of economics and, for the VHSIC contractors, one of whether they 
should voluntarily accept these controls. Some contractors may con­
clude that they are close enough to completing the development of 
VHSIC chips with commercial applications that they are in a posi­
tion to reject these restrictions and thus forgo further government 
support. Of course, there are other levers (e.g. , defense contracts) 
available to the government, particularly with the vertically inte­
grated systems houses that depend heavily on DoD contracts. The 
merchant houses are less dependent on such contracts and thus un­
der much less pressure. These firms are less likely to acquiesce; and 
in fact the contractors that are capable of VHSIC development but 
are not involved in the VHSIC program are not bound at all. In 
the end, reliance would be on the manufacturers' basic instinct to 
protect proprietary data, and each firm would be the arbiter of what 
is proprietary. 

Controls on Fundamental Research 

AUTHORITY 

National Security Decision Directive 189 (September 21 ,  1985) 
defines the federal government 's position with respect to federally 
funded fundamental research at colleges, universities, and laborato­
ries. The directive defines fundamental research as: 

• • . basic and applied research in �eience and engineering, the re­
sults of which ordinarily are published and shared broadly within the 
scientific community, as distinguished from proprietary research and 
from industrial development, design, production and product utilisa­
tion, the results of which ordinarily are restricted for proprietary or 
national security reasons. 
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The stated federal policy with respect to federally funded fun­
damental research is that the results of such research should remain 
unrestricted. If control is required for national security purposes, 
classification is to be used as the only method of control and is to be 
established prior to any contract or grant award. 

This directive followed a long and often strident conflict between 
the Department of Defense and the academic community. Because 
of the extreme positions taken by both sides, there appeared to 
be no room for compromise. Certain elements within DoD called 
for widespread and heavy-handed application of ITAR and EAR to 
the academic research community; the academic community, on the 
other hand, wanted basic research to be defined as any research con­
ducted within the community. The National Academy of Sciences 
1982 study, Scientific Communication and National Security (known 
aa the Corson study) calmed the situation somewhat but left a re­
quirement for executive action. The directive represents this action, 
and it attempts to defuse the issue by switching from "basic" to "fun­
damental" research. Regrettably, one is no clearer than the other, 
and a gray area remains. 

The problem, however, is real and has not in fact been solved. 
Demographics and economics have put pressure on universities, 
which are compelled to compete for students and to replace DoD 
funding sources with industry grants and contracts. As a result 
a large population of foreign nationals has appeared on campuses, 
particularly in technical disciplines such as engineering and mathe­
matics. Moreover, the nature of the research performed in university 
laboratories has become more oriented toward processes and appli­
cations. Both of these developments are significant for ITAR and 
EAR. The directive does not solve this problem. 

Universities will deny that they accept any proprietary restric­
tions or prepublication review requirements in industry grants, al­
though principal researchers privately admit such restrictions. Gov­
ernment agencies can avoid the directive by obtaining prior agree­
ment that the contemplated research is not fundamental or by making 
off-the-record agreements with principal researchers. Within DoD, 
opinions may vary widely on the necessity for restricting technical 
information, with the Office of the Under Secretary for Policy argu­
ing for strict controls and the Defense Advanced Research Projects 
Agency vehemently resisting any controls but classification, even in 
manufacturing technology programs. 
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CONCLUSIONS 

Although frequently criticized as overly restrictive, the U.S. na­
tional security export control system for technical data flow is in 
fact weak and largely ineffective. Although technical data related to 
controlled dual use commodities do require validated licenses to the 
Soviet bloc and to a few pariah countries, controls to Free World 
destinations largely are illusory. The bulk of these data is exported 
on the basis of self-issued licenses. In other cases in which validated 
licenses are required, the system selectively hinders those exporters 
of technical data who are not large or knowledgeable enough to 
avail themselves of the procedures open to multinationals nor small 
enough to escape unnoticed . There are some other real causes for con­
cern : The validated license requirements for technical data related to 
after-sale maintenance, repair, and operations can be onerous, and 
the future adoption of additional technology controls by CoCom is 
likely to expand the requirements for validated licenses for technical 
data. In sum, then, U.S .  controls on transborder technical data flows 
are limited and uneven in their impact. 

NOTES 

1. Anna Export Control Act, Legillation on Foreign &lationa Throt��h 1981, vol . 
1 (Washington, D.C.: U.S . Government Printing Office, 1983) , p. 216. 

2. U.S. Department of State, Intemational 7'ro/fi.c in A""' Regulatio,., Part; 
120.21 (January 1, 1985). 

3. U.S. Department of Commerce, Eqot1 Adminiltrotion Regulatioru, Part 379 .1 ,  
Export Administration Bulletin 242 (December 18 ,  1985). 
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Technology Transfer and 
Sino-U.S .  Relations : 
The Critical Issues 

DENIS FRED SIMON 
Mo.no.chusetts lnstitute of Technology 

INTRODUCTION 

Science and technology have played a unique and pivotal part 
in the normalization of relations between the United States and the 
People's Republic of China (PRC) . In many respects the expansion 
of bilateral science and technology cooperation and exchanges has 
been symbolic of the overall progress in the evolving Sin� U.S. polit­
ical relationship. Within this broad context the i88ue of technology 
transfer to China has taken on great significance, especially 88 Bei­
jing has affirmed its commitment to maintain an "open door" to 
the outside world and to secure foreign technology and capital to 
support its economic modernization. For leaders in both countries, 
technology transfer seems to present some critical challenges and sig­
nificant opportunities. And, based on recent heightened attention to 
technology transfer, it is clear that bilateral technology-related issues 
will continue to occupy a central position on the agenda of current 
and future leaders in China and the United States. 

Publicly, the U.S. government is on record 88 supporting China's 
economic and technological modernization program. Our principal 
working assumption is that a stable, economically modernizing China 
will be more prone to moderate foreign policy behavior than a China 
beset by a host of intractable political and economic problems.1 Given 
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the general state of China's current industrial and technological ca­
pabilities, the success or failure of its "four modernizations" program 
will depend to a great extent on how effectively and efficiently China 
can apply foreign technology. Thus, alongside the obvious commer­
cial and economic dimensions of technology transfer to China, there 
are also a number of significant political aspects as well. 

Both the United States and China have taken a number of fun­
damental steps to facilitate the flow of technology and the expansion 
of trade relations. Each of these steps has been taken with certain 
expectations, both explicit and implicit ,  in mind. Some of these 
expectations have been fulfilled; others remain largely unfulfilled . 
On the Chinese side , for example, a patent law was inaugurated in 
April 1985 to complement a series of investment statutes to protect 
the rights of foreign corporations and guarantee the sanctity of their 
respective contracts covering the technology involved in joint ven­
tures and other projects. China's hope has been that the presence 
of these regulations might alleviate the concerns of foreign compa­
nies about the security of their proprietary know-how and thereby 
increase foreign investment and technology transfers. For the most 
part , however, the rate of growth in these two areas generally has 
not been to China's satisfaction. 

On the U.S. side, since 1981  a substantial relaxation in govern­
ment export controls has occurred to allow more advanced technolo­
gies and equipment to be sold to China. 2 These actions were taken 
in large part in response to a set of postulated compatible or com­
plementary global and regional interests shared by both countries . 
The respective changes initiated by the two governments represent 
major accomplishments in terms of the expanding dialogue between 
the two countries. And these initiatives have helped, to some degree, 
to increase Sino-U.S. "high-tech" trade. Nonetheless, aside from the 
generally stabilizing role China has played in East Asia since the late 
1970s, the tangible political benefits to the United States frequently 
have been slow to materialize-when they have materialized at all. 

Any effort to understand the evolving role of technology transfer 
in Sino-U.S. relations must come to grips with four fundamental ques­
tions. First , it is clear that we need to have some fix on China's tech­
nology acquisition priorities and strategies. For example, as China's 
modernization program moves ahead, the United States (both the 
public and private sectors) needs to understand more fully how to 
respond to the emerging trade and investment opportunities pro­
vided by China's open door to the outside world . We need to learn 
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whether current examples of increased protectionism in the Chinese 
market portend fewer opportunities for foreign firms than heretofore 
anticipated . 

Second, we need to have a better grasp of the principal acquisi­
tion mechanisms being used by China to secure foreign technology. 
How significant are foreign investment and joint ventures as chan­
nels for technology transfer? At the same time, we also need to 
know whether our existing export controls are working or whether 
the Chinese have been able to bypass them through alternative le­
gal or clandestine means-for example , the use of dummy firms in 
Hong Kong. In this regard, we need to develop some measure of the 
effectiveness of China's mechanisms for importing technology. 

Third, we need to evaluate China's capacity to assimilate foreign 
technology, specifying the implications of successful or "unsuccess­
ful" assimilation. For example, what role will a more economically 
and technologically modernized China play in the international econ­
omy? Will China's drive to expand exports, supported in large part 
through increased technology imports, lead to the emergence of a 
new source of competition for U.S. firms? In the defense area, we 
need to understand how technology imports are being used to sup­
port advanced weapons programs. In addition , should the United 
States decide to assist China with the modernization of its military 
through assorted technology transfers and equipment sales, it is im­
perative for us to discern the principal obstacles to absorption as 
well as which problems are amenable to short-term versus long-term 
remedies. 

Finally, we need to have a better understanding of China's in­
tentions and long-range political objectives in order to assess the 
risks and trade-offs associated with various levels and quantities 
of technology transfer to China. Are U.S. expectations vis-&-vis the 
Sino-U.S. relationship unrealistic? Are we caught up in what Gabriel 
Almond in The .American People and Foreign Policy characterized 
as the tendency of the American people to base foreign policy more 
on mood or disposition than on factual information and analytic 
processes? What are the payoffs to the United States from extensive 
technology transfers to China? To what extent do we share common 
assumptions with our allies in Western Europe and Japan regarding 
the risks from and benefits of transferring technology and equipment 
to the PRC? 

This paper will address many of these critical issues through an 
analysis of major trends in China's science and technology (S&T) 
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system as well as by an examination of the multiple dimensions 
of China's science and technology relations with the industrialized 
world and the Soviet bloc. A m�or aim will be to shed some light 
on a number of the major political and economic dimensions of 
the technology transfer issue by specifying how and why technology 
transfer will continue to assume long-term importance for China's 
modernization and the evolving Sino-U.S. relationship. 

CHINA'S SCIENCE AND TECHNOLOGY 
MODERNIZATION OBJECTIVES 

Since the formal announcement of the four modernizations pro­
gram in early 1978 , the Chinese have paid increasing attention to 
the critical role science and technology play in advancing their coun­
try 's civilian economy and its defense capabilities. The upgrading 
of domestic S&T capabilities continues to be one of the regime's 
highest priorities. The importance attached to science and technol­
ogy is reflected in the recently announced Seventh Five-Year Plan 
(1986-1990) , which provides increased funds for research and de­
velopment (R&D) as well as for the technological modernization of 
industry and agriculture.3 In many respects, the PRC leadership has 
moved away from its overexaggerated expectations for science and 
technology. Chinese leaders increasingly have recognized that their 
modernization problems stem not only from China's own technologi­
cal backwardness but more importantly from a combination of factors 
that includes the structure of economic incentives, the price system, 
attitudes toward scientific and technical personnel, and misdirection 
in previous policies regarding imports of foreign technology. 

In October 1984 China's Central Committee announced its "De­
cision on Reform of the Economic System." The reform document 
spells out a number of significant changes regarding management 
of the Chinese economy at the macro and micro levels. In simple 
terms the reforms represent a distinct move away from a broadly 
based, command-oriented planning system toward greater reliance 
on a looser form of administrative guidance in which economic levers 
and market forces play a more important (although not predomi­
nant) role. The leadership has introduced these reforms in the belief 
that such changes are needed to achieve, in a more effective way than 
previous policies, sustained improvements in industrial productivity 
as well as overall economic development and social welfare. 

In a complementary fashion, Chinese leaders also have attempted 
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to modify drastically the country's entire program for modernizing 
science and technology and expanding the application of new tech­
nologies to the civilian economy and defense sector. According to 
Deng Xiaoping, without expanded applications of science and tech­
nology, the modernization of agriculture, industry, and national de­
fense will not be realizable. The core features of the reform effort 
in science and technology are contained in the March 1985 Cen­
tral Committee "Decision on Reform of the Science and Technology 
System." " The reform document is in many ways a reaffirmation of 
a number of policy experiments that were begun as early as 1981 .  
These initiatives have included the establishment of new funding 
mechanisms for research and the formation of "technology markets" 
for the commercialization of R&D results, the granting of improved 
status and benefits to scientific and technically trained persons, and 
a shift away from reliance on whole plant imports as the primary 
vehicle for acquiring foreign technology. 

· 

In effect, the last several years have seen the increasing sophis­
tication of Chinese leaders regarding the necessary elements for sus­
taining their S&T modernization drive. This is reflected most clearly 
in the explicit attempt that has been made to link the economic 
reforms at the enterprise level with the S&T reforms within the re­
search sector so as to build incentives for greater communication and 
coordination of activities. As this paper suggests, this increasing 
sophistication has had important implications for China's activities 
in relation to acquisition and utilization of foreign technology. 

Chinese technological priorities include energy, agriculture, 
transportation, telecommunications, and microelectronics and com­
puters. One of the more visible aspects of the science and technology 
modernization program, however, is the special attention that has 
been given to the so-called •new global technological revolution" ­
or what Alvin Toffier has termed •the third wave" of the world's 
industrial revolution.6 The leadership, from Premier Zhao Ziyang on 
down, sees a qualitative change emerging as the basis for both tech­
nological advance and industrial growth . As a result, it has stressed 
how important it is for China to make substantial progress in the 
four key emerging areas of technology cited by Toffier: information 
technology, microelectronics, materials science, and biotechnology.8 

Most importantly, several Chinese leaders have argued that un­
less China is able to make significant advances in the four areas 
noted above, the technological gap between China and the West will 
grow even wider in the future. It is clear that such a development 
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would be politically unacceptable to the current leadership-whose 
credibility is based in many ways on an ability to close appreciably 
the prevailing gap by the year 2000 and establish China as a major 
force in global economic and S&T affairs. 

In fact, the emphasis on third-wave technologies has sparked a 
recurring debate among some members of the science and technology 
community, a debate with important implications for foreign technol­
ogy acquisition. Rather than catching up with the West by the year 
2000, which had been the original goal announced at the March 1978 
National Science Conference , Chinese leaders developed a more real­
istic target-that is, attaining Western technical levels of the 1970s 
and 1980s by the year 2000. Yet, recent developments in the West 
and Japan in microelectronics and biotechnology have had a major 
impact on the thinking of several influential individuals, leading some 
to suggest that the more moderate goal would merely leave China 
permanently behind the West without much hope of ever catching 
up.1 As such, the notion that China must somehow "leapfrog" stages 
of scientific and technological development through imports of ad­
vanced technology and equipment and indigenous programs-a no­
tion that was popular in 1978-is still in vogue within the leadership 
circle:8 

A new technological revolution is currently taking place in the world. 
This presents both an opportunity and a challenge to the economic 
development of our country. We should seise this opportunity and 
make selective use of the new scientific and technological achievements 
so as to accelerate our modernisation and narrow the economic and 
technological gap between China and the developed countries.9 

THE ROLE OF FOREIGN TECHNOLOGY: 
THE mSTORICAL CONTEXT 

Currently, foreign technology is viewed as a catalyst in China's 
modernization program. Today 's open door to foreign technology, 
however, as well as the broad thrust toward technological modern­
ization, must be viewed against the backdrop of a series of pendu­
lumlike swings that have been characteristic of the regime's policies 
toward technology imports as well as economic modernization since 
1949. Essentially, China's experiences regarding the importation of 
technology can be broken up into five phases. Phase 1 (19�1960) , 
was the period of close Sino-Soviet cooperation . Estimates are that 
during this period, China imported 156 complete sets of equipment 
and whole plants as well as a significant quantity of other related 
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equipment from the USSR. Most of the import activity was designed 
to support the development of heavy industries such as metallurgy, 
machine-building, electric power, and chemicals.10 It is these facto­
ries that have formed the focal point of recent discussions between 
Moscow and Beijing about the possibility of Soviet technical assis­
tance to modernize physical plants and equipment. 

Phase 2 (1962-1968) was a period of relative closure as far as 
technology imports were concerned. In spite of the Sino-Soviet split, 
some technology and equipment were imported from Eastern Europe. 
More importantly, China also signed 84 contracts worth US$260 
million for complete plant and equipment imports from Western 
Europe and Japan. These imports were focused primarily on heavy 
industries as well, although there was some machinery acquired for 
the textiles, mining, and electronics industries. Phase 3 covered the 
immediate post-Cultural Revolution period (1973-1977) . In spite of 
the political dominance of the Gang of Four, more than 120 contracts 
were signed with foreign firms (mainly from Japan but with some U.S. 
involvement-e.g. , Kellogg, Inc.) , 69 of which were for whole plant 
and equipment imports to support primarily steel, petrochemicals, 
and fertilizer production . It was also during this period that China 
signed its first licensing agreement with the Rolls Royce Company 
for acquisition of the technology to build 50 Spey engines-a �or 
project that appears to have failed in terms of the initial expectations 
of the Chinese and British participants.11  

Phase 4 (1978-1979) was the first expression of China's outward­
looking policies in the post-Mao era. The period also was charac­
terized by a significant number-105 in 1978 alone-of large, whole 
plant purchases with an estimated value of US$4.52 billion. These 
imports were part of the overambitious "four modernizations" pro­
gram announced in early 1978 by former Chinese leader Hua Guofeng. 
After rushing to sign contracts for massive imports of foreign equip­
ment and assistance, the Chinese quickly found out they had neither 
the infrastructure nor the personnel (technical and managerial) to 
handle the demands of such a large-scale acquisition program.12 AB a 
result, a number of the projects were either cancelled or scaled back 
by 1979-1980. Here again, as in the past, the primary emphasis was 
on hardware and increasing output through additional capital con­
struction as opposed to the acquisition of know-how, with industries 
such as steel and petrochemicals being the primary targets. 

China is now in the midst of phase 5 (198Q-present) of its tech­
nology import activities. The period is characterized by a distinct 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


160 DENIS FRED SIMON 

move away from whole plant imports, a sharper focus on the import 
of key technologies, and a strong emphasis on alternative forms of 
acquisition such as joint ventures and licensing. "Software" (i .e. , 
know-how) is being stressed over hardware; technology imports are 
no longer viewed simply as a means to increase output through 
added capacity but rather as a way to alter the qualitative aspects 
of production. Chinese policy also reflects a growing attention to 
the problem of assimilation and diffusion of imported technologies, 
particularly in the aftermath of the utilization problems encountered 
during phase 4.13 

China's current technology import program appears to be more 
credible than those of the past because it is being accompanied by an 
array of broadly based organizational and managerial reforms that 
promise to alter in a major way the climate in which research and 
the application of foreign technology take place. In particular, more 
attention is being given to assimilation issues. As one Chinese has 
indicated, for example, "because of problems such as poor manage­
ment, even the presence of the most advanced technology will not 
have its desired impact. By upgrading the quality of project man­
agers, as well as enterprise and R&D managers, we hope to promote 
the increased application of technology to the economy." 14 And al­
though many process and planning-related problems still exist , the 
fact remains that the domestic environment now is more conducive 
to the effective and efficient use of imported items than it was in the 
past. 

THE ROLE OF FOREIGN TECHNOLOGY: 
THE CURRENT THRUST 

A number of critical alterations have been introduced in China's 
technology modernization program from the perspective of technol­
ogy transfer. These can be broken down into several categories. 
First, there is the growing stress on the technical transformation 
of enterprises, 16 which has meant an emphasis on intensive rather 
than eztensive development within Chinese industry.18 Although ini­
tially announced in mid- 1980, this new emphasis has meant that 
greater attention is being paid to modernizing existing plants and 
facilities. As indicated previously, stress is being placed on the ac­
quisition of know-how and selected equipment rather than on whole 
plants or large quantities of equipment.17 Both foreign investment 
and technology licensing are viewed as key mechanisms for bringing 
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to Chinese enterprises the know-how and managerial expertise to 
implement needed plant renovations. 

The emphasis on know-how (as opposed to simple hardware ac­
quisitions) is designed to yield productivity increases as well as to 
reduce potential long-term dependency on foreign sources and to 
promote China's goal of greater technological self-reliance . In spite 
of the constant reminders by China's leaders of the strategic nature 
of the open door, the Chinese have not backed away from their firm 
commitment to greater national self-reliance. As one prominent of­
ficial has stated, "Introducing advanced technology is not just our 
purpose, but is a means to improve our technological level and pro­
duction capacity. Our purpose is to improve our ability to carry 
out self-reliance and to speed up our economic and technological 
development." 18 For example, a recent Chinese analysis of the im­
portation of 13 chemical plants in the early 1970s suggests that China 
(unlike Romania, which was able to produce copies of 7 plants) was 
unable to produce any copies because it failed to purchase patents 
for crucial parts and secure other manufacturing techniques from the 
suppliers.10 

In fact, from 1950 to 1980, more than 90 percent of China's 
foreign exchange expenditures on technology imports went for whole 
plant imports rather than for the licensing and acquisition of know­
how.20 This situation has begun to change as more and more empha­
sis is being placed on technology acquisition mechanisms other than 
whole plants.21 For example, according to interviews conducted in 
Beijing in Jan'-ary 1986, the percentage of software imports increased 
from about 1 .3 percent in 1978 to 34.4 percent in 1984. In a related 
phenomenon, according to the Ministry of Foreign Economic Rela­
tions and Trade, the number of licensing agreements also has steadily 
grown (see Table 1) .  In May 1985 Chinese authorities issued a series 
of guidelines to regulate the process of technology importation.22 
These guidelines, which are aimed at maximizing China's use of im­
ported technologies, impose limits on the use of so-called •restrictive 
business practices" by foreign suppliers. Interestingly� even though 
they are somewhat strict, the guidelines are quite consistent with 
many of the principles advocated by the Group of 77 in their ne­
gotiations for a code of conduct on multinational enterprises at the 
United Nations.23 

In spite of the current commitment to the open door, China's 
willingness to rely on foreign imports of technology remains, nonethe­
less, tempered with a dose of caution, deriving in part from its own 
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TABLE 1 Technology Imports and Equipment Agreements by Year 
and Value (in US$ billion) 

Year No. of Cases Value 

1979 96 2 .48 
1980 116 1 .98 
1981 73 0.11 
1982 102 0.36 
1983 212  0.67 
1984 336 1 .06 
1986 666 2 .96 

SOURCE: Ministry of Foreign Economic Relations and Trade, 
Beijing, January 1986. 

history, from its past experiences with the Soviet Union, and from 
its realistic appreciation for what it can and cannot buy. Recent 
articles in the Chinese press have chastised production units for ex­
cessive reliance on imported items and for seeking only advanced 
items, thereby ignoring indigenous capabilities. 2• According to re­
cent remarks by Minister of Defense Zhang Aiping in December 
1985 , Beijing does not want to depend entirely on outside sources 
for technology, especially since foreign suppliers are unlikely to make 
available their latest technology. Nor does China want to overcon­
centrate its technology purchases on one or two partners.25 As such, 
the effort to expand technology relations is as much a reflection of 
the desire to diversify technology sources as it is a manifestation of 
foreign policy interests and the wish to reintegrate China with the 
world economy. 28 

A second dimension of the recent changes that holds importance 
for technology transfer is the increased emphasis on upgrading and 
expanding S&T and management training programs, both domes­
tically and abroad.27 The Chinese are retraining factory and R&D 
managers, putting more individuals with technical competence in po­
sitions of authority, expanding overseas training through commercial 
as well as bilateral programs, and restructuring their higher educa­
tion system. The stress on managerial improvement is designed to 
complement the "production responsibility system" (discussed be­
low) whereby factory directors are being given greater discretionary 
authority in the day-to-day operations of their facilities. Manage­
ment training programs have been arranged with the United States, 
Canada, West Germany, Japan, Sweden, and Hong Kong. Each of 
these programs offers China a particular perspective on management 
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technology-thus providing the Chinese with the raw material to 
develop their own Chinese style of management. 

The importance of China's attempt to create a well-qualified 
manpower base should not be underestimated. The absence of a 
large, well-trained manpower base has been one of the major weak­
nesses in China's technology import program.As one Chinese author 
has suggested, "This is an important reason why some equipment 
which has high efficiency and good economic results in foreign coun­
tries loses efficiency and economic results as soon as it is transferred 
to our hands." 28 These ongoing efforts promise to help alleviate a 
major bottleneck in terms of improving industrial productivity, in­
creasing R&D output , and ensuring more efficient use of imported 
technologies. Moreover, by having persons with greater manage­
rial competence in key positions within technology acquisition units, 
China will be able to increase further its selectivity and performance 
with respect to tasking acquisition organizations. 

An important aspect of China's education policies is its overseas 
scholarly exchange programs with the United States, Japan, and 
Western Europe.2° Chinese statistics indicate that more than 33,000 
Chinese have studied abroad since 1978, including 26,000 who were 
funded by the government and 7,000 who were self-funded.30 Accord­
ing to an official from China's Ministry of Education, these programs 
have been only partially successful because not enough guidance and 
direction have been given to students and scholars being sent abroad 
for advanced education and training.31 A similar concern was ex­
pressed by Lu Jiaxi, president of the Chinese Academy of Sciences, 
during a visit to the United States in late 1984. In the future, it 
appears likely that more and more persons being sent abroad will be 
better prepared with specific research topics and skills development 
assignments.32 Although such tasking did take place in the past, it 
appears that it occurred only in selected cases. 

A third area in which recent changes promise to be of long-term 
significance for technology imports involves the ongoing movement 
toward greater decentralization of decision making and the grant­
ing of greater autonomy to operating units. In some cases, specific 
enterprises, such as those under the Ministry of Machine-Building 
and the Ministry of Electronics Industry, have been divested from 
direct ministerial controP3 In addition, within the industrial sector, 
a system of taxation has been introduced as a replacement for the 
previous system of profit delivery.34 If successful, these efforts will 
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improve to a greater degree than is currently true the process of tech­
nology selection ; they also may increase Chinese demands for foreign 
technology. With increased autonomy, even though enterprises and 
R&D institutes cannot totally bypass the notoriously cumbersome 
Chinese bureaucracy when making most purchases, they nonetheless 
may tend to be less reluctant to seek out foreign items. 36 Increased 
responsibility at the local level also will make these organizations 
more selective in their technology choices, especially since the costs 
of waste and inefficiency increasingly will be directly borne by the 
importing entity. 

THE E:MERGING STRUCTURE OF CHINA'S 
SCIENCE AND TECHNOLOGY SYSTEM 

Perhaps the most important development over the last · several 
years in terms of the structure of the Chinese S&T system has 
been the establishment of special "leading groups" or task forces for 
managing national and provincial priority areas. These groups are 
designed to break down the barriers to greater interministerial and 
interregional coordination-what the Chinese call the "tiao tiao kuai 
kuai" problem. At the highest level, the most significant example 
has been the creation of the Special Leading Group for Science and 
Technology under the State Counci1.38 Discussions in Beijing in early 
1984 revealed that this leading group was created specifically because 
of the need to put the imprimatur of the premier's office on the effort 
to promote S&T modernization . According to a speech made by 
Premier Zhao Ziyang at the National Science Awards Conference 
in October 1982, too many people in the bureaucracy were merely 
paying lip service to the call for advancing S&T. The special leading 
group is directly under the control of Premier Zhao Ziyang, although 
the day-to-day workings of the group are now the responsibility 
of Song Jian, the newly appointed head of the State Science and 
Technology Commission . 

Song has been associated with the so-called "big-push" model of 
science and technology, the roots of which derive from the legacy of 
Soviet influence on the Chinese R&D system. Both China's nuclear 
weapons and missile programs have benefited as a result of the ability 
of centralized organs to create a critical mass of expertise and to co­
ordinate an array of diverse resources to achieve a priority objective. 
Seen from this perspective, Song's role will be to promote this type of 
cross-institutional coordination-which is a necessity given China's 
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current organizational structure and the related bureaucratic obsta­
cles to such cooperation and coordinated efforts. Song's task will 
be facilitated somewhat by the greater attention being paid to S&T 
activities within other national-level organizations such as the State 
Planning and State Economic Commissions. 

The formation of the Special Leading Group for Science and 
Technology has been complemented by the establishment of sev­
eral high-level, highly focused groups in the areas of electronics and 
computers and equipment development and acquisition. Created 
in September 1984, the special group in electronics is now headed 
by Vice-Premier Li Peng. Its prime responsibility is to ensure that 
China makes sustained and substantial progress in such critical areas 
as large-scale integrated circuits. In addition, the group is directly 
attached to the State Council, thus alleviating for the most part 
the bureaucratic boundary problems encountered by the Ministry of 
Electronics Industry in its efforts to coordinate electronics develop­
ment among the various ministries with an interest and capability in 
this area. 

In the ministerial sector, a most important development, as far 
as S&T activities are concerned, is the growing linkage between civil­
ian and military units, both in terms of research and of production. 
In the past, primarily because of the dearth of high-quality S&T 
resources, it was common for civilian research entities, such as those 
within the Chinese Academy of Sciences, to assist the defense sector. 
On the whole, however, the military was highly compartmented and 
did not have regular interactions with the civilian sector. Now, Chi­
nese leaders are encouraging more two-way interaction. In 1984 more 
than 8 ,000 items of military industrial technology were transferred 
to the civilian sector.37 Tianjin municipality and many of the pro­
duction facilities under its control have been working closely with the 
National Defense Science, Technology, and Industries Commission to 
foster more interaction. Personnel as well 88 some production ca­
pacity are being turned over for the manufacture of civilian goods. 38 
Nuclear scientists who worked on previous weapons programs, for 
example, are being encouraged to assist with programs aimed at the 
peaceful uses of nuclear technology. 50 

In essence, the military stands to benefit as much 88 the civilian 
sector from such an approach, especially since it can frequently take 
advantage of the technology and equipment flowing into civilian 
industry. Additionally, through producing for the civilian market, 
especially in the area of consumer goods, the military will become 
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more efficiency-conscious in its use of resources. Unfortunately, this 
will make it increasingly difficult in terms of specifying the actual end­
users of technology and equipment secured from the United States 
and its allies, especially since we can expect to see more of this type 
of interaction as the barriers to  compartmentalization break down 
further. 

At the provincial and municipal levels, a growing number of 
special leading groups concerned with both science and technology 
affairs and technology imports have appeared . Shanghai, for exam­
ple, has organized a special task force for handling the importation 
of critical technology. In Hubei province, a high-level entity above 
the provincial S&T commission has been created to oversee S&T 
activities. 40 The appearance of these organizations suggests that as 
the authority for making decisions in the S&T areas has devolved to 
lower levels, local leaders are attempting to avoid costly errors and 
maximize existing opportunities by relying increasingly on a select 
group of experts to assist in making appropriate policy decisions. 

To summarize, we are witnessing a significant alteration in the 
way things have been done in China in comparison with past prac­
tices. As Chinese leaders have discovered, the acquisition of for­
eign technology means very little unless domestic reforms accom­
pany the currently stepped-up acquisition efforts. As the research 
system improves its efficiency and effectiveness, and as current ed­
ucation programs begin to produce larger and larger numbers of 
qualified individuals, the Chinese S&T modernization program and 
the accompanying technology acquisition effort are likely to become 
even more sophisticated. In other words, there is a high degree of 
synergy between these various activities. Such synergy has major 
implications, particularly regarding the assimilation of technology­
suggesting that in certain critical areas China might move much 
farther and faster in its modernization program than was previously 
thought possible.41 

THE SCOPE OF CHINA'S FOREIGN 
TECHNOLOGY RELATIONS 

Technology Transfer and Foreign Polley 

China's leaders consider the issue of technology transfer to be  
intimately related to matters of "high politics," viewing controls on 
the export of technology as incompatible with their country's na­
tional sovereignty. As such, Beijing generally is reluctant to accept 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


TECHNOLOGY TRANSFER AND SINO-U.S. RELATIONS 167 

foreign-imposed end-use requirements on equipment and technology 
transfers.42 At the same time, the Chinese have indicated a will­
ingness, though somewhat reluctantly as well, to accept restrictions 
on possible third-country transfers.43 The essence of the Chinese 
position is most clearly reflected in their views on nuclear energy 
technology. 44 From a domestic perspective, as a nuclear weapons 
state, China has resisted for the most part attempts to impose formal 
inspection requirements on use of the technology. From an external 
perspective, however, the Chinese have reaffirmed their support for 
nonproliferation-even though in the past they allegedly have con­
veyed nuclear technologies to Pakistan. 46 In nonnuclear areas as well, 
the Chinese officially are on record with the U.S .  government as stat­
ing that they will not transship sensitive U.S. technologies to other 
parties--a substantial concession on Beijing's part.48 

As mentioned earlier, China's general policy orientation is to 
diversify its modes of acquisition as well as its foreign technology 
relations.47 The Chinese have developed S&T cooperation programs, 
educational exchanges, and commercial technology relations with 
all the major Westem industrialized nations and Japan, with East­
em Europe, and with the Third World. Each of the bilateral ex­
change programs brings China research and training opportunities 
as well as access to advanced technology and equipment. The Chi­
nese have placed particular emphasis on their bilateral government­
to-government S&T programs (see Table 2) , seeing them as a cost­
effective way to secure training and assistance from the West and 
Japan.48 Cooperation with Eastern Europe, although we have little 
in-depth information about such programs, is designed to comple­
ment and in some cases augment these other programs. We do know 
that since 1980, Chinese leaders have placed increasing emphasis 
on expanding S&T (and economic) relations with such countries as 
Hungary, Romania, East Germany, and Czechoslovakia.40 

A general aspect of the various bilateral programs is the growing 
interrelationship between bilateral government-to-government coop­
eration and commercial technology developments. For example, co­
operation in nuclear science with France appears to have contributed 
in part to possible sales of French nuclear energy equipment.5° Coop­
eration in petroleum sciences and geology with the Japanese and the 
French has resulted in commercial ties vis-&-vis offshore oil develop­
ment. Although this is not meant to imply that bilateral cooperation 
is a necessary prerequisite to expansion of commercial relations, at 
times it has been a sufficient condition; engaging in the former does 
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TABLE 2 A Selected Sample of China's Bilateral Agreements Relating to 
International Science and Technology 

Fields of 
Country Date of Agreement Cooperation 

United States 1/79 Management, physics, 
agriculture, health, and 
energy 

West Germany 10/78 Energy, metallurgy, space, 
patents, and agriculture 

United Kingdom 11/78 Chemistry, biology, and 
electronics 

Pakistan Earth sciences, energy, 
textiles, and railways 

Italy 10/78 Space, energy, 
electronics, and chemicals 

Hungary 1968 Transportation, 
health, and chemicals 

Poland 1964 Energy, electronics, 
health, and food processing 

East Germany 1969(?) Food processing, 
optics, and chemicals 

Romania 1969(?) Electronics, chemicals, 
food processing, and 
mechanical engineering 

North Korea 1960(?) Geology, energy, and 
transportation 

France 1/78 Energy, earth sciences, 
space, and chemicals 

Sweden 10/78 Biology, medicine, 
computers, and energy 

Japan 6/80 Energy, computers, 
production technology, com-
munications, and transportation 

SOURCES: Assorted articles in the Foreign Broadcast Information 
Service, Renmin Ribao, and Western newspapers. 

NOTE: The "?" by certain entries indicates that the dates for these 
agreements were estimated/extrapolated using other information. 

seem to facilitate the latter. This' is especially true in the case of 
China's dealings with Western Europe and Japan, where the in­
creased China business of state-owned firms in the commercial area 
seems to flow naturally from expanded government-to-government 
S&T cooperation. 

Sino-U.S. Technology Relations 

The Sino-U.S. technology relationship continues to be the largest 
and most active of China's proliferating international S&T activities. 
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As of early 1986, 24 protocols for cooperation in science and tech­
nology had been signed in fields ranging from high-energy physics to 
industrial technology to agricultural science. In addition, there are 
more than 13,000 Chinese students and scholars here in the United 
States, a figure that does not include the growing numbers of Chi­
nese technical personnel who come to the United States for short­
and medium-term training in the commercial sector. Finally, in the 
first 11  months of 1984, "high-technology" trade grew to .US$2.8 
billion-up from US$1 .1  billion in 1983 .61 

Two major questions arise out of the Sino-U.S. S&T relation­
ship. The first has to do with the extent to which these programs 
are contributing to China's overall development needs and whether 
they are moving the Chinese research community and industrial sec­
tor into areas that are more closely related to the interests of the 
industrialized world. Although no easy answer can be found, it is 
clear that in the area of research, the opportunity to engage in inter­
national state-of-the-art activities is appealing to China's scientific 
community, even as basic research has been downgraded. China's 
S&T system also has benefited from learning more about U.S. R&D 
funding procedures and standards (e.g. , peer review practices) . On 
the other hand, much more remains to be done in basic manufac­
turing processes and production procedures as well as management 
training-areas that neither the Chinese nor the Americans consider 
to be very appealing or exciting from their respective points of view 
but that are essential to China's long-term economic modernization 
efforts. 

The second major issue deals with the impact that the recent 
relaxation of U.S. export controls (in November 1983) and the re­
laxation of controls by the international Coordinating Committee on 
Multilateral Controls (CoCom) (in late 1985) will have on China's 
economic and defense modernization. To a large extent the Chi­
nese have institutionalized their technology relations with the United 
States, having established a network of multiple formal and informal 
channels for the How of technology to the PRC. This network includes 
an extensive set of relations with Americans of Chinese descent, many 
of whom have become unofficial advisers to the PRC government on 
a host of S&T-related issues. In addition, cross-border Bows of in­
formation between the two countries have steadily increased through 
such channels as the National Technical Information Service and 
China's participation in various U.S .  and international professional 
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TABLE 8 U.S.  Computer and Related Equipment Sales to China (in 
thousands or dollars) 

Item 1981 1982 1988 1984 1985 

Analog and hybrid 168 5,041 1,715 2 ,082 6,767 
computers 

Digital computers 5, 158 11 ,887 11 ,824 25 ,265 80,062 
Digital central 5 ,179 2 , 169 10,816 82 ,494 85,411  

processing units 
Random access 1 ,052 1 ,049 1 ,849 1 ,519 7,899 

aux storage 
Serial access aux 140 480 680 1 ,995 5,204 

storage 
Terminals 699 1 , 108 2 ,241 2,261 8,900 
Printers 645 626 1 ,068 1 ,814 8,454 
Communication and 268 1,644 2 ,801 8 ,006 9,175 

peripherals 
Parts, etc. 8,768 8,876 11 ,918 20,476 81,710 
Microprocessor 104 25 4 50 47 

integrated circuits 
Printed circuit 258 58 557 1 ,407 2,245 

boards 
Cathode ray tubes 8 91 22 179 417 

SOURCE: Office or Chinese Affairs, U.S.  Department or Commerce, 1986. 

associations such as the Institute of Electrical and Electronics En­
gineers. Overall trade has begun to grow, and foreign equity-based 
investments by U.S. firms in China gradually have begun to expand. 
The Chinese are particularly interested in U.S. electronics and com­
puter technology-a reflection of the high priority attached to these 
fields in China today. 52 Accordingly, it has been recorded by the U.S .  
Department of Commerce that almost 70 percent of the Chinese re­
quests under the 1983 revised export control regulations fall into the 
categories of microelectronics, computers, scientific instrumentation, 
or equipment to produce these items (see Table 3) .53 

The largest portion of this newly released U.S . technology will go 
to support China's civilian modernization program. At a minimum 
the needs of Chinese industry at all levels for precision machinery, 
advanced testing equipment , computerized machining, and comput­
ers for financial management, production scheduling, and inventory 
analysis remain substantial. Certain types of advanced technology 
such as industrial process controls also are needed to modernize 
traditional industries.54 At the same time, however, in spite of the 
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restrictions in the regulations that ostensibly limit the transfer of 
technologies contributing to advanced weapons programs, it is by 
no means certain that U.S. authorities or companies can prevent the 
unauthorized use of this technology, particularly within China's high­
priority strategic weapons programs. In fact , according to interviews 
conducted by the author, U.S. export control decisions increasingly 
have taken domestic diversion of goods into certain areas of the PRC 
military as a given in the export license review calculations. 

In many cases, it has been assumed that China's appetite for ad­
vanced technology would be satiated by the relaxed controls-first in 
1983 and then in 1985 .55 Evidence already exists, however, that such 
is not the case.56 Chinese leaders still complain about the remain­
ing imposition of national security controls, admonishing the United 
States that China should not fall under any sort of restrictions. And 
in spite of recent changes, they also complain about CoCom controls 
and the pace of the CoCom review process. 57 There is also evidence 
that the Chinese are continuing to use clandestine means to secure 
foreign technologies, some of which might have been approved under 
the existing set of guidelines. The September 1984 issue of the China 
Trade Report published in Hong Kong has noted that some equip­
ment continues to be smuggled into China through Hong Kong. 58 In 
mid-1986, for example, a semiconductor manufacturing company in 
San Jose was found guilty of selling items that were "high up on the 
list of strategic technology" and not eligible for export to a Hong 
Kong subsidiary allegedly set up as a pass-through to the PRC.59 
Various provinces and municipalities have set up technology import 
offices in Hong Kong (see Table 4) as a way to facilitate the import of 
technology into China.60 In effect, China looks as if it will be taking 
advantage of its now "special" relationship with Hong Kong, relying 
on it more and more as a channel for the acquisition of sensitive and 
at times restricted technologies.61 

These activities suggest that the Sino-American S&T relation­
ship has not weathered its final storm regarding technology transfer 
and that the potential for serious political controversy still exists. 
There is ample evidence to indicate that within a reasonable time 
frame the Chinese are likely once again to press up against the high 
end of the technology spectrum, demanding even further relaxation 
of current controls.62 Unfortunately, Washington lacks a coherent 
approach to deal with the issue of future technology sales to Beijing; 
nor does there appear to be a focal point in the U.S. gQvernment 
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TABLE 4 Selected PRC Organizations with Hong Kong Offices 

Organization 

Can High International Trading, Ltd. 
Chun Hsing Trading Co. 
Chung Liao Trading Co. 
Everbright Enterprises, Ltd. 
Fujian Enterprises Co., Ltd. 
H.H.K. Consultancy and 

Development Co., Ltd. 
Hebei Enterprises 
Heng Shan Trading Co. 
Hunan Trading Co.,Ltd. 
Jialing (Hong Kong) Co., Ltd. 
Scriven Co., Ltd. 
Shanghai Industrial Investment, Ltd. 
Shum Yip Holdings Co., Ltd. 
Tsinlien Trading Co., Ltd. 
Yi Feng Trading Co. 
Zhong Shan Co., Ltd. 

PRC Affiliation 

Anhui province 
Jilin province 
Liaoning province 
All of China 
Fujian province 
Heilongjiang province 

Hebei province 
Shanxi province 
Hunan province 
Sichuan province 
Beijing municipality 
Shanghai municipality 
Shenzhen special economic zone 
Tianjin municipality 
Hubei province 
Jiangsu province 

SOURCE: Business China, September 12 ,  1985. 

for coordinating and planning technology transfers from the perspec­
tive of overall U.S. interests.63 The very fact that the U.S. Defense 
Department seems willing to engage in discussions over the sale of 
end-use military items, some of which appear to fall within the cat­
egory of the so-called "six special mission areas," at the same time 
that the Department of Commerce continues to apply export con­
trols to China only baffies the Chinese further and produces · greater 
resolve in Beijing to be removed entirely from both CoCom and U.S .  
export controls.64 

China's Science and Technology Relations with 
Western Europe and Japan 

To appreciate the full extent to which technology and know-how 
are flowing into China, it is necessary to go beyond analysis of the 
U.S. scene and focus on Western Europe and Japan as well. In 
recent years, because of the rise in global competition-particularly 
in third-country markets such as China-detailed information about 
emerging commercial transactions has become scarcer. Nonetheless, 
a substantial body of data does exist related to China's rapidly 
expanding technology interactions with such countries as France, 
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West Germany, Sweden, and Italy (see Table 5) . What emerges from 
a preliminary examination of these data is that China's relations 
with Western Europe and Japan are developing at a very rapid 
and sustained pace.66 In 1985, for example, the Federal Republic 
of Germany led all countries in the value of "technology transfer" 
projects concluded with the PRC with US$790 million out of total 
technology imports of US$2.96 billion. 

Some key points stand out in this regard. First, in the past the 
Chinese have warned that, unless the United States was more forth­
coming with respect to its technology export policies, they would 
buy from Western Europe. Such purchases seem not to have materi­
alized in many cases.88 In most areas the Chinese either did not seek 
out or were unable to gain substantial access to sensitive technolo­
gies through Western Europe. At times, the Chinese have come up 
against their own limitations in Western European markets in much 
the same way that they have faced similar problems in their deal­
ings with the United States. Their inability to sort out technological 
priorities and the excessive caution they exercise with respect to 
spending their foreign exchange reserves have been just as important 
in limiting their purchases as U.S. technology export controls. 

Today, however, this situation is gradually changing as West­
em European firms, especially the French, wish to take advantage of 
trade opportunities in China, opportunities that remain open in such 
areas as microelectronics and industrial manufacturing. According to 
an official at the State Science and Technology Commission, "West­
em Europe has emerged as one of China's most important partners 

TABLE 5 China's Technology Imports by Country and Value (in 
US$100 million} , 1985 

Country No. of Contracts Value 

Japan 174 5.5 
United Statu 137 6.9 
Federal Republic of Germany 123 7.9 
United Kincdom 40 0.79 
Switaerland 36 0.97 
France 34 3.2 
All others 121 4.34 

TOTAL 665 US$29.6 

SOURCE: Beijing Review, March 10, 1986, p. 20. 
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in science and technology." 67 These recent developments seem to 
stand in sharp contrast to China's statement that it prefers U.S . 
technology-a statement that on the whole appears to be an accu­
rate reflection of Chinese views. China's turn toward Western Europe 
seems to reflect not only its wish to diversify technology sources but 
also its frustration in dealing with U.S . firms and regulations. 

The key point regarding China's S&T relations with Western 
Europe is that they are a critical part of an emerging picture that re­
veals a series of multidimensional, cross-national interactions spread 
out over China's own modernization priorities, with energy, elec­
tronics and computers, transportation and communications, and in­
dustrial manufacturing being the dominant areas of activity. 68 As 
with the United States, relationships exist at all levels of society and 
industry. 69 A key component underlying the successful expansion of 
these activities has been the financial element. 70 

One final point vis-ivvis the Sino-Western European relationship 
deserves mention, and that is the attitudes of the respective CoCom 
members toward the current level of technology controls invoked for 
exports to China. It is clear that Western Europe, led by the French, 
has a much more sanguine view of China's intentions and capabili­
ties and thus feels much less constrained in its technology transfer 
policies toward the PRC.71 In general, most of the European mem­
bers of CoCom share similar beliefs about the nature of a potential 
Chinese threat. In reality, they are more concerned with the Soviet 
Union and continue, at least informally, to see China as a potential 
military counterweight-occupying the attention of more than 50 
Soviet divisions on the Sino-Soviet border. Many West Europeans 
have viewed U.S . policies toward China (as well as the USSR) as 
overly restrictive. Relatedly, they often perceived U.S. use of CoCom 
as a means to further American commercial interests. Without full 
cooperation and support from the majority of CoCom members, it 
may be self-defeating and politically costly for the United States to 
impose continued controls or to oppose further relaxation of existing 
controls in the future .72 

Although the Sino-U.S. science and technology relationship has 
grown rapidly during the last several years, it is still outpaced in 
some important respects by the Sino-Japanese relationship.73 This 
remains the case despite the larger number of Chinese in the United 
States than in Japan, despite State Councillor Fang Yi's criticism 
of Japan several months ago due to the relatively modest level of 
Sino-Japanese bilateral scientific cooperation , and despite extensive 
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Chinese complaints about Japan's failure to transfer technology at a 
level and rate commensurate with the level of Sino-Japanese trade. 74 
Initial estimates suggest that there are more than 3 ,000 Chinese in 
Japan attending Japanese universities or conducting joint research. 
In reality, however, relations involving technology transfer, espe­
cially in the commercial area, have grown substantially since the 
late 1970s. PRC-Japanese trade reached US$19 billion in 1985, al­
most three times the level of U.S .-PRC trade; Japanese exports to 
China accounted for US$12.5 billion. Japan has helped set up some 
of China's largest television manufacturing facilities; has assisted 
with the future manufacture of heavy trucks in China; has helped 
develop several semiconductor and integrated circuit lines; has con­
tributed concessionary financial assistance for the development of 
PRC energy, transport, and port facilities; and is responsible for the 
establishment of several computer software centers in China.76 The 
Japanese also are heavily involved in the development of China's 
telecommunications infrastructure. 

Japan has become deeply involved in China's technical trans­
formation of enterprises program, forgoing some of the more visible 
projects in China after its problems with the Baoshan steel mill. 76 
Japanese firms have been working with Chinese industrial leaders 
and factory managers to improve plant layouts and scheduling, up­
grade manufacturing techniques, replace obsolete machinery, and 
rectify quality control problems. Japan's approach, which is simi­
lar in many respects to its strategy in Southeast Asia, Taiwan, and 
South Korea, has been to establish a broad network of ties at the 
local level to accustom Chinese industry wherever possible to the use 
of Japanese raw materials, components, and other items. 

As noted, however, in spite of Japan's increasingly active par­
ticipation in China's modernization program, the Chinese have nu­
merous complaints about Japan's failure to transfer know-how.77 As 
in the case of Japan's commercial activities in other parts of Asia, 
PRC critics speak about Japan's willingness to provide "show-how" 
but not key design information and core technologies. Yet,  even 
though these criticisms have appeared, the fact remains that Japan's 
role in China's modernization has become extremely significant. Al­
though transfers of advanced technology have not been flowing as 
rapidly as the Chinese would like, Japan has developed into a maJor 
supplier of production lines for consumer and industrial electronics, 
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for technology in offshore petroleum development, and for the over­
all development of transportation , communications, and energy in 
China. 

In essence, Japan is willing to provide certain limited technolo­
gies to China in return for access to its large array of natural resources 
and energy supplies. Without foreign assistance, it is clear that China 
would not be able to exploit these resources at any time in the near 
future, and this appears to be the quid pro quo on which China's 
relations with the Japanese are being built . This is not meant to 
imply that there are not other Japanese commercial interests. For 
example, Japan is quite interested in pushing forward on the sale of 
nuclear energy technologies to China.78 Japan, however, is concerned 
about China's commitment to nonproliferation and appears ready to 
follow the U.S. lead within reason. Currently, the Japanese are ready 
and anxious to move ahead,  particularly in view of a series of Chi­
nese agreements with France, West Germany, Italy, and the United 
States, respectively. 

Japan's technology relations with China form another critical 
component of the impressive array of S&T contacts that Beijing 
has developed with the industrialized world. Taken alone, Sino­
Japanese S&T relations are important; they take on added signifi­
cance when complemented by China's technology relations with the 
United States and Western Europe. As was true in the case of West­
ern Europe, the Japanese also are more sanguine than the United 
States about Chinese military objectives. Accordingly, they also tend 
to be relatively less concerned about the military implications of tech­
nology transfers to China. It appears likely that the Japanese will 
continue to take advantage of their geographic proximity to China 
by being more aggressive in their approach to the China market, 
leaving U.S . business and government in the position of having to 
act in a more concerted fashion if American companies are to remain 
competitive. 79 

Sino-Soviet Technology Relations 

China's growing technology relations with Eastern Europe have 
been referred to earlier in this section . A few additional comments, 
however, concerning China's S&T relations with the Soviet Union 
are in order. Since 1983 there have been exchanges of trade and 
scientific delegations in such fields as metallurgy, coal, automobiles, 
electric power, agriculture, and textiles. Trade between the two 
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countrie� also has started to climb, with China purchasing steel, 
timber, chemicals, and machinery in return for Soviet imports of 
Chinese canned and frozen meats, vegetable oil, tea, and silk . In 
December 1984, during the visit of Soviet Prime Minister Arkhipov, 
the two countries signed a 5-year trade agreement worth an estimated 
US$20 billion.80 And in March 1986 in Beijing, during the first session 
of the Sino-Soviet Commission for Economic, Trade, Scientific, and 
Technical Cooperation, the two countries agreed to expand their 
industrial cooperation further to include the rehabilitation of 17 
existing factories and the construction of 7 new ones. 81 

The Soviet Union sees S&T cooperation with China as a means 
to bring about a gradual normalization of political relations between 
the two countries. In particular, Moscow remains concerned about 
the closeness of relations between Washington and Beijing.  Accord­
ingly, the Soviet Union is on record as encouraging the expansion of 
educational exchanges, and some Japanese sources maintain that the 
USSR has even made some overtures toward Beijing about providing 
nuclear energy technology to the PRC. 

The Chinese see several possible advantages in pursuing ex­
panded cooperation, the most important being an opportunity to 
keep abreast of Soviet science and industrial developments and to 
gain deeper insights into the evolution of the Soviet system. Based 
on several conversations with Chinese scientists and industrial man­
agers, it is clear that China sees only modest substantive benefit from 
expanded cooperation with the Soviets, although some Chinese have 
remarked that they would not oppose receiving Soviet assistance in 
their efforts to modernize their production facilities-many of which 
have large quantities of Soviet equipment. 82 This viewpoint seems to 
underlie Beijing's decision to accept Soviet assistance to modernize a 
limited number of the 156 industrial plants brought by the USSR in 
the 1950s. For the most part, however, such examples are still of mi­
nor importance since many of these facilities are not in the forefront 
of Chinese industry. The Chinese are, to a large extent (although not 
completely) , moving away from the Soviet model of economic and 
research organization. Thus, it is highly unlikely that China will turn 
toward the Soviet Union in the S&T area-unless Beijing perceives 
the West and Japan to be intransigent with respect to technology 
and equipment sales. 83 

Taking these considerations into account, it appears that aside 
from modestly expanding educational exchanges, some limited joint 
research projects in minor scientific areas, and cooperation in plant 
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rehabilitation, Sino-Soviet S&T relations will probably expand but 
not rapidly.84 As indicated earlier, this modest growth stands in 
sharp contrast to the sustained expansion of China's S&T relations 
with Eastern Europe. 86 The Chinese and Soviets, however, will en­
counter one another increasingly in international scientific forums. 
For example, there is indirect cooperation between China and the So­
viet Union through an ongoing high-energy physics research project 
at CERN in Geneva. And Soviet and Chinese scientists regularly 
attend international conferences in each other's country. 

KEY FOREIGN TECHNOLOGY TARGETS: 
THE CASE OF ELECTRONICS 

Given the importance that the current leadership has attached 
to the modernization of computers and advanced electronics, it is 
not surprising to find that these priorities are strongly reflected in 
China's foreign technology acquisition activities .86 The Chinese ap­
proach to the development of enhanced capabilities in computers 
and electronics is premised on a two-pronged strategy that combines 
direct support for technical advance through larger investments in 
R&D and plant renovation with a well-targeted foreign acquisition 
effort . 87 This foreign acquisition effort is multifaceted, with activ­
ities stretching across a large number of Chinese ministerial-level 
organizations. 88 A good reft.ection of Chinese intentions is the August 
1984 agreement between Hewlett-Packard and the China Electron­
ics Import/Export Corporation . The agreement, which is said to be 
valued at US$10 million, is part of a joint venture between the two 
parties for the manufacture and development of assorted electronics 
components in China. 89 

The Chinese have targeted large-scale integrated circuit technol­
ogy as their major electronics priority. According to statements by 
Jiang Zemin, former minister of the electronics industry, advances in 
integrated circuit technology are necessary to support military needs 
and computer development. The PRC already has purchased several 
integrated circuit production lines from the United States and Japan 
and is engaged in negotiations with several other major U.S. ,  Euro­
pean, and Japanese firms to purchase additional proven production 
lines for the manufacture of these critical components. 90 China also 
has acquired electronics components, microcomputers, and related 
items from South Korea and Taiwan, in quantities that have begun 
to grow over the last 2 years. According to the Planning Bureau of 
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the Ministry of Electronics Industry, 550 types of advanced electronic 
equipment were imported during the Sixth Five-Year Plan for use in 
telecommunications, aerial surveillance and control , offshore oil and 
gas exploration, fiber optics, and large-scale integrated circuits.91 

Chinese efforts, however, are not merely focused on foreign acqui­
sitions; there are large, ongoing R&D programs under way through­
out China's electronics industry, leading universities, and the Chi­
nese Academy of Sciences (CAS) to upgrade domestic capabilities. 
Chinese leaders do not want to become overly dependent on for­
eign suppliers for integrated circuits as well as consumer electronics 
products.92 One good example of Chinese progress in this regard 
was the development of a multipurpose pattern generator in June 
1983 by a Ministry of Electronics Industry-sponsored R&D team 
composed of the Jianchang Machinery Plant (Hubei) , the Institute 
of Automation (CAS) , the Semiconductor Institute (CAS) , and the 
Changchun Institute of Precision Optics (CAS) .93 Beijing acknowl­
edges that foreign firms, for both commercial and security reasons, 
may not provide China with state-of-the-art items in these areas. 
Thus, China's leadership recognizes that all foreign acquisition ef­
forts must be complemented by a strong indigenous program. 

This is particularly true in the field of computer development. 
For example, in 1982 the Jiannan Machinery Plant in Changsha 
imported a magnetic disk production line from France, which has 
the capacity to produce 500 Type A disks and 3,000 Type B disks 
per year. 94 This purchase was part of the ongoing effort to estab­
lish the country's first , full-fledged computer peripheral equipment 
manufacturing line, matching foreign technology with the technical 
capabilities of Hunan. 

· 

China also is expanding its efforts in software development. In 
March 1984 computer software experts throughout China met to 
develop a 5-year program for software R&D. In addition, the China 
Association for Software Industry was formed in September 1984 to 
better coordinate software development efforts and encourage inter­
action among software experts.96 The Japanese have been among the 
most active in working with the Chinese on software development, 
which has been a perennial weakness in China's attempts to expand 
the use of computers. A high priority in this regard has been the de­
velopment of Chinese character information-processing systems and 
software. Several Japanese firms (e .g. , Fujitsu) , as well as Wang Labs 
and IBM of the United States, have been working with the Chinese 
in this area. 
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Even though the main aim of electronics and computer develop­
ment activities appears to be for manufacturing and national defense, 
China also is actively engaged in an effort to establish a national in­
formation industry to support its overall modernization. According 
to officials at the Institute of Scientific and Technical Information in 
Beijing, an information center is to be established in Beijing link­
ing 10 key cities: Beijing, Shanghai, Tianjin,  Hangzhou, Nanj ing, 
Guangzhou, Wuhan, Shenyang, Chongqing, and Xian.96 The estab­
lishment of this center will facilitate diffusion of the large quantity of 
technical information that is flowing into China through foreign jour­
nals, magazines, and newspapers.97 Since 1980, 16 research institutes 
have received data recorded on computer tapes by foreign corpora­
tions, linking China directly to technical data bases in Europe and 
North America. 

Another area that has received increased attention involves the 
development of scientific instrumentation , testing equipment , and 
industrial control equipment . Foreign technology has played an im­
portant role in the enhancement of existing capabilities. The Beijing 
Instrument Industry Corporation has been one of the most active or­
ganizations in terms of acquiring foreign technology and assistance. 98 
Its range of products includes optical, analytic, and electrical in­
struments. At a national conference on instrumentation in October 
1983, Chinese specialists mapped out their plans for improving the 
manufacture of components for instrument production. The key 
items included silicon semiconductors, compound semiconductors, 
galium arsenide integrated circuits, materials for optoelectric de­
vices and lasers, materials for microwave devices (GaAs, lnP, and 
lnGaAs) , materials for sensors, amorphous magnetic materials, mag­
netic recording and bubble devices, and magnetic fluid.99 In each of 
these areas, China is seeking to approximate closely the state of the 
art in Japan and the United States.100 

An important aspect of China's plans to advance domestic elec­
tronics and computer capabilities has been the decision to create 
four Silicon Valley-like R&D and production bases for electronics 
and computers in Shanghai, Jiangsu province (Wuxi) , Beij ing, and 
Guangzhou.101 In fact, in January 1984, Shanghai announced that 
electronics would be its number one priority.102 The Jiangnan Semi­
conductor Plant in Wuxi, for example, is slated to become China's 
premier integrated circuit fabrication facility as a result of technol­
ogy and equipment imported from Japan, the United States, and 
abroad. In early 1986 Sofrecom of France announced its intention to 
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set up an advanced integrated circuit R&D facility in Wuxi, thereby 
further enhancing that city's technological base.103 China's intent is 
to create a "technology hothouse" environment for electronics in each 
of these four areas through a combination of technology imports and 
indigenous R&D. Foreign investment and coproduction by multina­
tional firms increasingly are viewed as an effective means to secure 
desired technologies. Relatedly, the Ministry of Electronics Industry 
has taken on the role of special adviser to the newly opened "fourteen 
cities" in their respective efforts to secure foreign investments and 
technology to support electronics development.104 

PRIMARY FOREIGN AC QillSITION 
MECHANISMS 

Key Organizations 

The last several years have witnessed a proliferation of organiza­
tions in China concerned with the acquisition of foreign technology. 
The general decentralization of the foreign trade structure , in spite of 
some periodic tightening, has further contributed to the emergence 
of additional Chinese organizations doing business overseas. Each of 
the production ministries has its own import-export arm (see Table 
6) . In addition, various provinces and municipalities also have set 
up specialized bodies to attract foreign technology. A good exam­
ple is the Shenzhen Scientific Equipment Export Service Company, 
whose purpose is to provide China with information and materials 
on the most advanced international science and technology of the 
19808.106 The opening of the country to increased foreign investment 
has made these local-level bodies even more important as vehicles for 
the acquisition of key items.1oe 

Although the proliferation of local organizations involved in for­
eign technology acquisition continues to 'move ahead, there has been 
an effort to tighten up the process by which foreign technology is 
imported. The Ministry of Foreign Economic Relations and Trade, 
which had lost some of its clout during the initial period of trade 
decentralization, is now directly involved in reviewing and signing off 
on most large technology import contracts. In addition, the China 
Technology Development Corporation has been created to help co­
ordinate the importation of foreign technology and the development 
of domestic technology.107 The new company has links with both the 
military and civilian sectors. 
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TABLE 6 Leading Chinese Ministerial Trade Corporations 

Ministry 

Ministry of Electronics Industry 

Ministry of Aeronautics Industry 

China Shipbuilding Corporation 

Ministry of Nuclear Industry 

Ministry of Ordnance Industry 

Ministry of Space Industry 

Ministry of National Defense 
(People's Liberation Army) 

Chinese Academy of Sciences 

Ministry of Foreign Economic 
Relations and Trade 

Corporation 

China Electronics 
Import-Export Corp. 

China Aero-Technology 
Import-Export Corp. 

China Shipbuilding 
Trading Company 

China Nuclear Energy 
Industry Corporation 

China Northern 
Industries Corporation 

Great Wall 
Corporation 

Xinshidai Corporation 
Y anshan Corporation 
Oriental Scientific 

Instruments Corporation 
China Instruments 

Import & Export 
Corporation 

China National 
Technical Import 
Corporation 

SOURCE: Assorted Chinese periodicals and the China Business 
Review, 1982-1984. 

Chinese economic and technical delegations have become reg­
ular visitors to leading U.S.  universities, major corporations, and 
government laboratories and offices. The sophistication of these del­
egations has steadily improved as the participants tend to have 
stronger technical backgrounds and experience. The Chinese also 
have begun to increase their direct business activities in the United 
States and several other countries . A large number of PRC-funded 
or PRC-sponsored trading companies have emerged as active tech­
nology and equipment procurement organizations. These companies 
contract with Chinese enterprises to act as purchasing agents for des­
ignated items. In other cases, China has actually made equity invest­
ments in a personal computer company (Santee) in New Hampshire , 
a meat packing plant in Iowa, and a computerized tool company 
(Autonumerics) in New York . 

The Chinese see these investments as a means to acquire tech­
nology and management skills. In particular, they provide effective 
training sites for PRC nationals. And they complement PRC ac­
tivities in Hong Kong, which are also designed to increase access to 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


TECHNOLOGY TRANSFER AND SINO-U.S. RELATIONS 183 

technology and expand training sites. In this regard, a November 
1984 report in the Chino. Do.il11 indicated that the Hong Kong-based 
Everbright Corporation, which has already helped China import 
technology and equipment worth US$300 million for 15 ministries 
and 13 provinces, has agreed to assist with further acquisition of 
technology and purchases of second-hand equipment. 

Level of Performance 

Chinese organizations have been extremely successful in rapidly 
increasing the flow of foreign technology into China. Through a com­
bination of shrewd negotiating techniques, their growing proficiency, 
and improved understanding of the global market for technology, 
China has taken great advantage of its open door policy to attract 
technology transfers.108 And in spite of continued complaints about 
remaining export restrictions and CoCom, it is clear from China's 
own declarations that the emphasis on securing know-how rather 
than whole plants has yielded positive results from an acquisition 
standpoint. The Chinese see foreign technology as having six pri­
mary benefits: (1) contributing to greater national technological 
self-reliance; (2) helping to accelerate technical transformation of 
enterprises; (3) assisting in the expansion of exports; (4) shortening 
the time, cost, and risk of domestic research programs; (5) providing 
opportunities for gaining project management experience; and (6) 
serving as a context for training technical workers.109 

One of the keys to the current level of success is the closer linkage 
between the acquisition mechanisms and the end-users of technology. 
This is particularly true in Shanghai and Tianjin, which have been 
given expanded decision-making power in importing foreign tech­
nology for revamping Chinese industrial plants and equipment. In 
addition, as indicated earlier, more of China's enterprises are con­
tacting Chinese trading companies abroad directly, indicating their 
needs and appropriate specifications. Another factor, as noted, is the 
growing presence of more technically competent individuals among 
the members of Chinese buying and negotiating teams. 

The Chinese also are on record as indicating that Western firms 
providing expanded amounts of technology will be given preferential 
treatment in the development of commercial relations. 1 10 According 
to one Chinese official, "While some countries may export equipment 
a little more cheaply to China and withhold advanced technological 
know-how, others may meanwhile sell equipment at a somewhat 
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higher price but include advanced technology also. To be frank, we 
would prefer the latter, [although) of course cheaper equipment plus 
transfer of technology would be more welcome." Zhang Jingfu, for­
mer head . of the State Economic Commission, stated in May 1984 
that such firms would be provided increased access to the Chinese 
market, particularly if the technology was not already available in 
China.1 1 1  Zhang was particularly interested in electronics technol­
ogy. As was the case with the Sixth Five-Year Plan {1981-1985) , 
the Seventh Five-Year Plan {1986-1990) contains a list of 3 ,000 
key items targeted for foreign acquisition during the first 3 years 
of the plan.1 12 This list contains the following categories of items: 
light industry, textiles, food processing, packaging, machinery and 
electronics, chemicals, medicine, construction technology, coal, iron 
and steel, nonferrous metals, timber processing, petroleum, elec­
tric power, energy conservation, transportation, and agriculture and 
forestry. Detailed information provided for the Sixth Five-Year Plan 
list indicates that under the machinery and electronics category, the 
first batch of equipment and technologies included high-voltage ap­
pliances , hermetic sealing devices, hydraulic press devices, bearing 
technology, electronic instrumentation, low-voltage electrical appli­
ances, and electrical equipment for machine tools.1 13 

One factor that facilitated Chinese acquisition efforts during the 
1983-1985 period was the growing availability of foreign exchange 
funds, which reached approximately US$16 billion in late 1984. 
Moreover, various factories, through the processing of imported raw 
materials or increased domestic sales of consumer products, were us­
ing their profits for acquisition of new equipment and know-how. As 
of mid-1985, however, new constraints on the spending of foreign ex­
change funds began to emerge as foreign reserves steadily decreased 
perhaps to below the US$10 billion level. It is clear, therefore, that 
the Chinese will remain cautious in their spending practices.1 1' In 
the short term, except for some designated high-priority projects, 
these financial constraints remain an impediment to foreign technol­
ogy acquisitions. Moreover, as evidenced by the serious problems 
encountered in the AMC joint venture in China, they could seriously 
affect the viability of foreign operations in the PRC.115 

Impact of Foreign-Acquired Technology 

Although this paper has been concerned primarily with the ques­
tion of technology acquisition , it is clear that the issues of acquisition 
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and assimilation cannot easily be separated. As argued earlier, im­
proved Chinese S&T capabilities have led to greater selectivity as 
far as recent acquisition efforts are concerned and vice versa. And 
as the capabilities of the end-user have become better matched with 
the available technology, China's ability to absorb imported items 
has improved steadily over the last several years. 116 The Chinese, 
for example, have cited their progress in assimilating many of the 
3,000 items imported during the 1983-1985 period as evidence of 
their improved capabilities.117 A primary factor contributing to this 
improvement has been the new economic reforms introduced into 
the industrial and R&D sectors since 1981 . 118 These reforms have 
forced factory and research managers to pay attention to the more 
effective use and expanded application of imported technologies and 
equipment.11�» Without such reforms to complement stepped-up tech­
nology imports, it is likely that the present level of progress would 
have been unattainable. 

While acknowledging the appreciable progress that has been 
made, it goes without saying that some absorption problems remain. 
Studies of previous cases such as the Spey engine project and the 
Wuhan steel mill, to name only two, indicate that many of these 
problems have a long history. Yet, care should be taken not to 
underestimate the difficulty that any society, advanced or less devel­
oped, would have in handling some of these complex technical efforts. 
The manufacture of aero-engines, for example, is a difficult task even 
here in the United States. In addition, as China concentrates its 
efforts on the acquisition of know-how, it is hard, at least in the short 
term, to determine whether or not "assimilation" has in fact been 
successfully achieved. 

Still, one must distinguish between case-specific problems and 
those that derive from more generic causes. At a symposium held 
on technology imports in Guangdong in August 1984, three main 
problems concerning technology import activities were cited: (1) 
lack of an overall plan, resulting in excessive duplication; (2) excessive 
emphasis on hardware while neglecting imports of "software" ; and 
(3) poor preparation, leading to inadequate results and unfulfilled 
expectations.1� These same problems had been identified in March 
1984 in a State Economic Commission circular that admonished 
organizations to do a better job of coordinating their activities and 
sharing information.121 As in the past, computer imports have once 
again been singled out as representative of these larger problems. 
For example, there is a tendency to buy machines based on their 
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advanced state rather than on actual needs, and purchases often 
are made without considering software availability. In certain cases, 
organizations could share computers but instead individually make 
purchases of machines that are consistently underutilized. 122 

These examples of shortcomings in planning and approach are 
compounded by what one author has called "the three excesses and 
two shortages" : excessive importation of consumer goods production 
lines, excessive production for the domestic market, and excessive 
duplication of imports, coupled with a shortage of technology and 
knowledge-intensive projects as well as a shortage of export-oriented 
projects. 123 These problems reflect a series of other, broader lim­
itations that fall into three categories: financial, managerial, and 
technical and equipment related. First , even when foreign exchange 
is available for technology imports, in many cases the domestic in­
vestment capital is still lacking. Thus, firms do not have the funding 
to provide auxiliary inputs on the domestic end to support the in­
troduction of foreign technology. This is especially true regarding 
investment in infrastructure to support new projects. 12" Relatedly, 
most importers of technology or equipment are looking for projects 
that can bring them a quick return-thus the emphasis on consumer 
projects. Second , a dearth of qualified managers continues to plague 
Chinese industry. Although efforts to rectify the situation through 
testing and additional training are under way, it will take a long 
time before there exists a cadre of qualified managers to handle the 
complex task of putting foreign technology and equipment to work 
within Chinese industry. 126 

Finally, because of the financial constraints noted above as well as 
China's own technical backwardness, much of the machinery, testing 
equipment, and special instrumentation needed to employ imported 
technologies efficiently is still absent . The Chinese may focus on 
quality in their negotiations, but they ultimately base their decisions 
on price as a main selection criterion. In addition, insufficient atten­
tion is paid to the problems of maintenance and spare parts. Even 
in such advanced industrial areas as Shanghai, plants and equipment 
are old, and the machinery tends to be from a variety of sources and 
of widely varying vintages. This is especially true in light industry in 
which investment has been severely lacking. The key exceptions ap­
pear to be in the electronics and computer industry, where it is clear 
that large quantities of technical, financial, and personnel resources 
are being made available to enhance China's capabilities. In fact, 
because of the priority attached to this area, electronics is supposed 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


TECHNOLOGY TRANSFER AND SINO-U.S. RELATIONS 187 

to attain the 1970s and 1980s levels of the West by 199Q-which is 
10 years sooner than China's other industries.126 

What is suggested by this combination of recent progress and 
continued problems is that it is likely we will witness the emergence of 
a limited number of so-called "pockets of excellence" in the Chinese 
economy over the next several years-created through a combination 
of foreign technology and indigenous efforts. As one Chinese source 
has suggested, "Let us change as soon as possible the formula of the 
first machine being imported, the second machine being imported, 
and the third machine also being imported into one of the first 
machine being imported, the second machine being made by China, 
and the third machine being exported." 127 From an overall national 
perspective, it appears that the most likely candidates will be those 
that are now being given a substantial dose of support and nurturing 
by the central government. In this regard, electronics and textiles 
seem to stand out .128 Of course, certain specific enterprises will 
develop at a rapid and sustained pace due to managerial competence 
and a variety of firm-specific or location-specific advantages. This 
does not undermine the above hypothesis but merely confirms that, 
in contrast to the pre-1978 period, substantial opportunities now 
exist for enterprises that are capable of overcoming organizational 
and managerial inefficiencies. 

FOREIGN TECHNOLO GY AND DEFENSE 
MODERNIZATION 

Defense modernization remains a critical Chinese priority and ac­
cording to People's Liberation Army Chief of Staff Yang Dezhi "is an 
integral part of China's modernization program." 129 One merely has 
to examine the high-level attention being given to the increased role 
of R&D and education in the military to recognize the continued im­
portance that China's leaders attach to the defense sector. 130 A good 
example was the approbation given to the Institute of Computer Re­
search under the University of Defense Science and Technology for its 
development of the "Galaxie" computer, a Cray-1-like machine that 
apparently can perform more than 100 million operations per second. 
The institute, which was cited by the Central Military Commission 
of China, was commended for, among other things, its effective use 
of foreign technology. 1s1 

An article in China's Jingji Ri6ao (Economic Daily) , May 7, 
1983, best captures the prevailing attitude of the top leadership 
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toward military modernization and its relationship to the civilian 
economy: 

If the defense industry ia separated from the development pouibilitiea 
of the national economy in a quest for instant aucceaa, we will only 
end up with results contrary to our expectations, or it will be a case of 
more haste, leas speed. On the other hand, too little investment in the 
defense industry will hinder the progreaa of the modernisation of our 
weapons and equipment. This will not only hamper the improvement 
of the fighting power of the PLA units, but also concerns the safety 
of the state • • • •  U ia entirely neceaaary to develop military industries. 
We must have factories devoted to the production of products for 
military use. But military industries cannot be developed in isolation 
and must be built on the baaia of powerful civilian industries. This ia 
an important guiding idea we must observe. (p. 3) 

Seen from this perspective , it is clear that gradually there is emerging 
a close working relationship between the civilian and military sectors. 
Chinese leaders view the defense sector and such projects as the U.S . 
space program, led by the National Aeronautics and Space Adminis­
tration, as the driving force behind American industrial and techno­
logical advance. Thus, the newly emerging civilian-defense relation­
ship in China more closely approximates the "military-industrial" 
complex structure in the United States than the highly compartmen­
talized structure of defense industry in the Soviet Union.132 One of 
the major beneficiaries of this close relationship has been the PRC 
navy, which has good working relations with various components of 
the Chinese shipbuilding industry.133 

Chinese expressions of interest in a variety of weapons systems 
and technology have been well publicized over the last several years. 
They have indicated possible purchases of items ranging from the 
TOW missile to the French Mirage fighter. High-level consultations 
have been held with the military establishments of a number of coun­
tries. In the U.S. case, these began as early as 1979, culminating in 
the visit to China of General John Vessey, chairman of the Joint 
Chiefs of Staff, in January 1985 and the return visit of Yang Dezhi to 
the United States in April 1986.134 China's main priority continues 
to be the acquisition of critical know-how rather than the purchase 
of large quantities of foreign-made equipment.136 This is not to sug­
gest that China will not purchase military items from abroad. As 
indicated by the recent US$550 million agreement with the United 
States to purchase avionics equipment for modernizing their air force, 
the Chinese will procure selected items in areas of great need.136 
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Nonetheless, as negotiations on a number of other items indicate, the 
main Chinese focus is on gaining access to technology. 

Discussions regarding military items have not been limited to the 
United States, Western Europe, or Japan. Recent informatic;m indi­
cates that the Chinese have obtained technology and design know­
how from the Brazilians (for armored personnel carriers) and possibly 
the Israelis (tank armor and weaponry) . 137 According to a report in 
the December 1984 issue of Janes Weapons, the Chinese allegedly 
have signed a broad agreement with Israel for additional defense­
related technical assistance. 138 In addition, there are reports that 
China has obtained defense technologies and weapons through Pak­
istan and several other Third World countries. 

The big push for foreign technology appears in large part to 
be coming from China's National Defense Science, Technology, and 
Industries Commission (NDSTIC) . The role of NDSTIC seems to 
have expanded with the appointment of Zhang Aiping, its former 
director, to head the Ministry of National Defense. Although a strong 
believer in greater national self-reliance, Zhang has encouraged the 
defense industry to rely on foreign technology wherever appropriate, 
implying that China's open door represents a window of opportunity. 
The defense industry and R&D structure have three advantages 
over the civilian sector: (1) better and larger numbers of qualified 
personnel, (2) more advanced equipment, and (3) a larger budget.130 
Generally speaking, the presence of these capabilities and assets 
makes it more likely that the defense sector can make more effective 
use of imported technologies than its civilian counterparts.140 In 
addition, defense sector usage of such technology will become even 
more effective as current programs to expand technical training and 
education for the military yield anticipated results.141 

Strategic weapons development has been designated as China's 
leading defense priority, 142 and, indeed, Chinese leaders look fondly 
on their past successes in their strategic weapons program. The 
emphasis on such programs seems to reflect internal assessments of 
optimum deterrence as well as an evaluation of the primary threats 
facing the country. Work in this area has been complemented and 
supported by China's efforts to establish a series of satellite-based 
communication and broadcasting systems. China has put 18 earth 
satellites into space over the last 26 years, the two most recent being 
a �kilogram telecommunications satellite sent up in April 1984143 
and a second similar telecommunications satellite that was put into 
geostationary orbit in February 1986.144 In both cases the launching 
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vehicle was a three-stage carrier rocket that was designed and man­
ufactured within China.145 Relatedly, the launch was supported by 
recent advances in radar technology by the Nanjing Technical Re­
search Institute of Electronics. 146 These achievements suggest that 
China's defense forces are well on their way toward acquiring "the 
eyes and ears" needed for a radically improved intelligence collection 
system. They also have helped move China into the market as a 
competitor with Western Europe and the United States for the com­
mercial launching of satellites for other countries. 147 Developments 
toward this goal also have been complemented by recent advances 
in remote sensing capabilities, with a large portion of that technol­
ogy coming from Canada, the United States, West Germany, and 
Japan.148 

For the most part , it appears likely that the military will be 
a beneficiary of the technologies flowing into the civilian sector . 14D 

It will become increasingly difficult to discern final technology end­
users, particularly as the channels for internal diffusion of technology 
become more efficient . Most defense-related foreign acquisitions will 
be designed to enhance indigenous capabilities and to avoid depen­
dence on any specific foreign supplier. It can be expected that the 
military will continue to push hard for acquisition of advanced tech­
nologies in areas such as microelectronics and materials to support 
ongoing domestic R&D programs. Many of these same technologies 
also have relevance for China's conventional force modernization, 
an area in which there is a major need for improving existing com­
mand, control, communication, and intelligence-related devices such 
as radars, electronic countermeasures, and electronic surveillance 
capabilities. 

China's strategy for modernizing the military reflects its reading 
of the current international situation , which apparently suggests to 
the leadership that aside from Vietnam there are no direct and im­
mediate threats to its territorial integrity. The relaxation of tensions 
with the USSR has contributed to this sense of ease in Beijing and 
represents almost an about-face from China's view of the world dur­
ing the 1970s. In effect, the Chinese believe that their present nuclear 
and intercontinental ballistic missile (ICBM) capabilities, combined 
with their effective use of diplomatic tools, are relatively sufficient 
to deter or handle any of their current national security problems. 
Military modernization, therefore , is viewed as a long-term objective; 
Chinese leaders seek to avoid a widening of the technology gap at a 
minimum. Accordingly, China's posture in the Asia-Pacific region of 
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necessity will be a defensive one-barring any major military-related 
changes in the area. Nonetheless, historical experience has taught 
China not to be complacent; current experience has taught PRC 
leaders to be sensitive to the role of technological change and its in­
terplay with military strategy. As a result, PRC leaders will remain 
committed to ensuring that China's borders are secure and that the 
country possesses a reasonable strategic deterrent to offset potential 
changes in its relations with either of the superpowers. 

IMPLICATIONS FOR OVERALL U.S. POLICY 

From a policy perspective, the most important conclusion is that 
acquisition of foreign technology will continue to be a major Chinese 
priority. As such, it appears that the technology issue has not ebbed 
as far as Sin()-U.S. relations are concerned. China's penchant for 
wanting larger quantities of more advanced technology will continue 
to be an important factor in the political relationship between the 
two countries. This is true despite the fact that China's fear of 
falling behind may lead it to seek technologies that are inappropriate 
from the perspective of its existing economic base and technical 
capabilities. It is likely that China will try to play off the United 
States, Western Europe, and Japan against one another in its efforts 
to gain greater access to technology and equipment and to obtain a 
"better deal" once specific negotiations are under way. 

China remains committed to the principle of achieving greater 
technological self-reliance. As such, any effort to understand the role 
and contribution of foreign technology must be made within the con­
text of assessing ongoing indigenous programs designed to enhance 
domestic capabilities. The Chinese will continue to rely heavily on 
foreign technology to support current priority programs, especially 
in electronics and computers. Nonetheless, they will not retreat in 
their commitment to enhance their own R&D and manufacturing 
productivity with the eventual objective of reducing over the long 
term, as much as possible, the need to rely on external sources for 
technology. The Chinese clearly feel uneasy about the necessity of 
having to seek technology from abroad because it represents the main 
form of leverage other countries have over Beijing. The priority given 
to strategic weapons programs is not likely to diminish in the near 
future. And, as the modernization of the economy gets well under 
way, it is likely that the military will push for a greater share of the 
available resources. For the moment, it appears that military R&D 
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programs have not suffered even though budgetary limitations have 
forced inefficient and obsolete production lines to be closed down. AB 
a result, it is likely that a portion of the technology flowing into China 
will be drawn, albeit gradually, into the military sector. In this re­
gard, it will become even more difficult to track and evaluate end-user 
applications of advanced technologies. U.S. policymakers will have 
to determine whether these increased risks are offset by the value of 
the Sino-U.S. political relationship. The uncertainty surrounding the 
answers to the question of acceptable risk is compounded by such 
outstanding issues as the post-Deng succession and the extent to 
which problems in the modernization program could produce a more 
traditionally minded, less-internationalist, conservative leadership in 
Beijing. 

Given China's top priority of promoting a more-sustained pat­
tern of economic growth, it will continue to seek a range of vehicles 
for acquisition of technology and assistance. Foreign investment 
promises to become increasingly important, although foreign cor­
porate concerns about potential competition and China's business 
environment-rather than government controls-are likely to be the 
major inhibitors to the transfer of advanced technology. In all likeli­
hood, China will maintain its focus on the following key technologies: 
electronics, computers, special materials, nuclear energy, petroleum, 
energy conservation, biotechnology, special alloys, aero-engine tech­
nology, avionics, communications, and transportation. The Chinese 
will still follow their policy of diversification, choosing not to rely too 
heavily on the United States or any other country for meeting their 
technology import requirements. Informal links with universities and 
members of the Chinese-American scientific community will become 
increasingly critical to China as will PRC links through commercial 
contacts in Hong Kong. 

From a political perspective, China's inward focus on its mod­
ernization problems have not led it to retreat from its involvement 
in global affairs. In fact, China's efforts to become a more-active 
participant in both regional and global political affairs promises to 
have important implications for the international system in the com­
ing decades. The consequences of this increased participation in the 
global community may be quite mixed-raising complex foreign and 
domestic policy issues for the United States in a number of critical 
areas. More specifically, because China's emergence will increasingly 
affect global industrial, employment, and trade patterns as well as 
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investment and lending practices, it is likely to create new conflicts 
and pressures as well as opportunities for expanded cooperation. 

On the positive side, the gradual integration of the Chinese 
economy with the world 's market economies-fostered in large part 
through expanded technology-related interactions-could serve to 
make China more interdependent with important segments of the 
global economy. The evolution of Sino-Japanese and Sino-American 
relations could take on added significance in this regard, especially 
given the possibility that the nature of U.S.-Japanese competition 
could be afFected significantly by their respective relationships with 
China. Moreover, as suggested, the steadily growing links between 
China and the rest of the world will make Chinese leaders, both 
current and future, more aware of the benefits to be derived from 
behaving in a responsible and pragmatic fashion in various global 
issue areas. The attractiveness of these benefits should somewhat 
moderate (although not completely inhibit) Chinese behavior with 
respect to such potential U.S .  concerns as unauthorized third-country 
diversions of technology (e.g. , the sale of U.S. technology to North 
Korea) . It may also eventually provide opportunities for U.S. firms 
to plug into the more technologically dynamic sectors of the PRC 
economy.160 

In the commercial area, although it is likely that the promise of 
the so-called Chinese market will remain unfulfilled and �or sales 
will be slow to develop and difficult to finalize, China will still offer 
opportunities for the licensing of technology, coproduction agree­
ments, joint ventures, and assorted training programs. And as China 
expands its reliance on Westem standards, measurements, designs, 
spare parts, and managerial procedures, it will become increasingly 
difficult and costly for the Chinese to extricate themselves easily from 
the web of relationships they have developed with the United States 
and other industrialized nations-although it must be acknowledged 
that no real guarantees exist to prevent China from bearing such 
economic costs in order to promote what it considers to be more 
imperative political considerations. 

At the same time, and perhaps more importantly, Chinese 
progress in certain facets of its modernization program could prove 
both politically and economically problematic to the West and to 
the regional economies of East and Southeast Asia. According to 
Beijing's current development strategy, exports are to provide the 
revenue for additional technology and equipment imports. Although 
petroleum exports may become a maJor source of earnings over the 
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long term, the recent decline in the world price of oil plus delays 
in the "blossoming" of China's offshore petroleum development pro­
gram seem to suggest that exports will have to be fueled by other 
sources.As such, Beijing's immediate intention is to rely on con­
sumer goods, light industrial products, and selected capital goods. 
And, as China's industrial base improves and its products become 
more desirable (achievements that will be made more likely and 
that will occur more rapidly as a result of foreign assistance) , the 
PRC economy could prove to be an important source of competition 
to various sectors in the developing nations and even the so-called 
newly industrializing countries, particularly if this latter group is 
unable to complete their respective programs for moving into more 
knowledge-intensive, higher value-added product segments in these 
same industries. 

In such areas as textiles and light industrial goods, the Chinese 
already have begun to make progress. The controversy between the 
United States and China in the area of textiles quotas is indicative 
of what could happen in several other areas. Similarly, China's 
continued support for Third World positions on a number of complex 
global economic issues conceivably could bring it into growing conflict 
with the United States in such forums as the United Nations. This 
should not be taken to portend an inevitable clash between China's 
modernization program and the economic prosperity of East Asia 
or the United States; it does suggest, however, that these issues 
should be examined in a more comprehensive fashion to diffuse any 
misconceptions about how, when, and where China can expect to 
exert its greatest political and economic influence. 

In the final analysis the Chinese will be faced with the increas­
ingly difficult task of trying to balance the trade-offs necessary to 
maintain their "independence" of action, reap the benefits that come 
from economic integration with the nations of the world , and try 
to make credible their claim to represent Third World interests in 
dealing with the superpowers. Based on a plethora of statements 
by Chinese military and political leaders, it is clear that China will 
attempt to maintain its independent stance in foreign policy and 
military affairs, avoiding any public movement that would bring it 
too close to one superpower or make it dependent on any one n&­
tion. Consequently, U.S. expectations about Chinese willingness to 
be more forthcoming in terms of cooperation on a host of global 
and regional problems may be more a reflection of interesting coin­
cidence than a long-term commonality of interests. Rather, such a 
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commonality needs to be built and nurtured by leaders on both sides 
to withstand whatever political strains might affect the relationship . 
Although clearly worth pursuing, currently it remains to be seen 
whether expanded technology transfers can create a real sense of in­
terdependence of national interests in Beijing in terms of its relations 
with the United States. More time needs to pass before any funda­
mental change is made regarding China's status under prevailing 
export controls and CoCom. Therefore, we should not be under any 
illusions about the results of our actions regarding previous CoCom 
and export control relaxation. Here again, although conflict in the 
future certainly is not inevitable, neither can one offer guarantees in 
the other direction at this point in time. 
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52. According to China's current development priorities, electronics and infor­

mation industries will be the major target industries; they will be provided 
with special funding and given preferential treatment and protection when 
appropriate. See "Lu Dong on Importation of Advanced Technology .. Xin­
hua, January 16, 1986; translation, JPRS-CST-86-008, March 1 ,  1986, p. 
10. See also FBIS/Doil'll Report: Chin4, January 15,  1985, pp. K25-K26. 

53. "Western Red Tape Mires U.S. Sales of High-Tech to China: Aftcan Wall 
Street Journal Weekl11 (December 31 ,  1984) , pp. 1 ,  18.  

54.  According to the Seventh Five-Year Plan , traditional industries will con­
tinue to account for a large proportion of the country's economic output 
and therefore must be the target of technological upgrading. See "New 
5-Year Plan Accents Technology: ChinG Dail11, October 22,  1985, p. 4. 

55. "Concern Rises Over COCOM,• ChinG Thlde Report (September 1984) . 
56. For example, in July 1984 Huan Xiang indicated in an article in the World 

Economic Herald that "in transferring really important technologies, the 
U.S. has not made any concessions • • • .  • FBIS/Dailll Report: Chin4, July 
26, 1984, pp. K9-K1 2. 

57. As of December 15 ,  1985 , 27 different product categories were designated 
for liberalised treatment and are exempted from CoCom review. These 
changes were reflected in the U.S. export control guidelines as explained in 
the December 27, 1985, iuue of the Federal Regilter (vol. 50, no. 249) , pp. 
52900-52912 .  According to the new guidelines, China's Ministry of Foreign 
Economic Relations and Trade is responsible for certifying that all itema 
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falling in these 27 categories (which are identified with the letter •A• on 
the U.S. Control Lilt) •are for use in the PRC and will not be reexported 
to a third country. • In essence, this takes a large part of the burden 
for rapid proce��ing of licenses and places it in the hands of the Chinese 
side. Interested parties are anxious to find out whether the notoriously 
cumbersome Chinese bureaucracy will be able to proce11 the requests for 
certification at a smooth and rapid pace. 

58. PRC firms also are being encouraged to cooperate with the Hong Kong 
electronics industry to raise existing technical and production capabilities. 
See Chen Jiwen, •Prospects for Cooperation Between the Hong Kong 
Electronics Industry and China,• Gan1 Ao Jingji (Hong Kong and Macao 
Economic Digest) 3-4 (1984) ; translation, JPRS-85-002, January 4, 1985, 
pp. 1 12-121 .  

59. •High Technology Parts Exporter Pleads Guilty,• Doil11 Yomiuri (Tokyo) , 
June 14, 1986, p. 4. 

60. A good example is Chongqing, which has set up a permanent office in 
Hong Kong to facilitate trade and technology transfer. See the China DoiliJ, 
May 25, 1984. 

61. One popular mechanism has been to use Hong Kong facilities involved 
with advanced electronics technologies as sites for training PRC nationals 
on equipment that otherwise might not be permitted for export to China. 
See Bout/a Cirino Momin1 Poll, April 14, 1985, p. 33. 

62. The number of requests for export licenses for sales to the PRC jumped 
from 4,300 in 1983 to over 10,000 in 198&. 

63. In regard to policy support, there appears to be very little activity in terms 
of an useument of the cumulative impact of ever-increasing numbers of 
technology transfers to the PRC. 

64. Four major military miuion areas have emerged as the focal point of 
U.S.-PRC military technology and equipment sales: anti-tank, .artillery, 
air defense, and surface-ship antisubmarine warfare. The most significant 
agreement heretofore involves a US$500 million avionics package sale to 
the PRC that will be used to modernise 50 of its F-8 aircraft. The 
package includes airborne radar, navigation equipment, a heads-up display, 
a miuion computer, an air data computer, and a data bus. See Edward 
Rou, -u .S.-China Military Relations• (paper presented to the Seminar 
on U.S.-China Relations, Heritage Foundation, Washington, D.C., January 
28, 1986) . 

6&. •china's Door Opens Wider Than Ever to Europe-Zhao,• Cirino DoiliJ, 
June 6, 1984. 

66. In point of fact, China has had to preu to ensure that relations in the 
s&T area would continue to grow. See Cirino DoiliJ, October 29, 198&, p. 1 .  

67. •western Europe Emerges as Vital Partner in Technology,• Cirino Doil11, 
September &, 1986. 

68. See •Economic and Technological Cooperation Between China and the EEC 
Develops,• GIMJIIfflfi'llf Riko, November 19, 1985, p. 1. !,. good example has 
been the two agreements concluded between China and ESAB of Sweden 
for transfer of welding technology and equipment. See JPRS-CEA-84-087, 
October 24, 1984, p. 83. 

69. A good example is the West German-Chinese cooperation in laser research, 
which involves the Max Planck Institute for Optics in West Germany and 
the Anhui Institute of Optical and Precision Machinery in China. Each 
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side has exchanged six to eight researchers since the project was begun in 
December 1980. See FBIS/Dail'l/ Report: China, June 301 1983, p. G2. 

70. France, West Germany, Italy, Denmark, and Belgium have all provided 
China with government credits or favorable loans for a host of industrial 
projects. 

71 .  See •u.s. Blocks Deal for High Tech by France to China,• BOlton Globe, 
August 18, 1985, p. A103. 

72 . The issue of cooperation among CoCom members is merely one dimension 
of the problem because China has been able to turn to a number of 
non-CoCom sources for needed items. For example, during a visit to 
China in July 1985 1 it became apparent that large numbers of electronics 
components and a smaller number of microcomputers had been acquired 
through South Korea and Taiwan. Although the Chinese admitted that 
there are often reliability problems with some of the components, they also 
noted that these alternative sites were easily acceSBible. 

73. Fang Zhiji, •Economic and Technical Cooperation Between China and 
Japan Is Developing in Depth,• Slaijie Jingji Daoboo (World Economic 
Herald) , March 261 1984; translation, FBIS-Dail'l/ Report: China, April 201 
1984, pp. D6-D8. 

74. •sino-Japanese Ties 'Weak on Science' Says Minister,• Olaina Dail'IJ, May 
3, 1984. See also "Fang Yi Hopes for More Cooperation with Japan,• 
FBIS-Dail'l/ Report: Olaina, April 12 ,  1984, p. Dl.  

75 . The visit of Hu Yaobang to Japan in November 1983 appeared to be the 
catalyst in stimulating the rapid expansion of Sino-Japanese economic and 
technical cooperation; see FBIS/Dail'IJ Report: China, November 23, 1983, 
pp. D1-D8. The subsequent visit of Prime Minister Nakasone to China 
in March 1984 further advanced Sino-Japanese relations, especially since 
during the visit an additional US$2.1 billion loan pledge was announced 
by the Japanese delegation (New YorA: Timu, March 231 1984) . 

76. For an analysis of Japanese involvement in China's industrial modernisation 
program, see •Tipping the Balance: Gltina 7hlde Report (February 1985) . 
See also Ma Yi, "'Further Expand Transfer of Technology and Economic and 
Technical Cooperation Between China and Japan,• Guoji MaoJii, September 
27, 1984, pp. 12-13; translation, JPRS-CEA-85-016, February 131 19851 
pp. 159-161 . 

77. Tian Liwei, •An Important Problem Demanding Prompt Solution in Chi­
nese Technological Trade: Jingji Daobao (Economic Reporter) , December 
2, 1985, pp. 48-49; translation, JPRS-CEA-86-013, February 61 1986, pp. 
91-95 . 

78. See -MITI Stopgap Clears Way for N-Power Equipment Export to China,• 
Japan Et:Onomic Journal, October 18, 1983. See also •Japan and China 
Forging Links in Atomic Energy Industry,• A.tian Wall Strut JOUITIIII Wtdlr 
(March 26, 1984) , p. 8 .  

79. Chae-Jin Lee, China and Japan: New Economic Diplomacr (Stanford, Calif.: 
Hoover Institution PreSB, 1984) . 

80. In 1984 PRC-USSR trade totaled about US$1 .1  billion. 
81 .  •Liaowang Article on PRC-USSR Commission Work,• FBIS/Dailr Report: 

Olaina, April 81 1986, pp. C1-c2. 
82. From interviews conducted by the author in Cambridge, Massachusetts 

(1983-1984) , and in Beijing (May 1984 and January 1985) . 
83. Another major factor producing greater Chinese interest in expanded 
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economic dealinp with the USSR has to do with foreign exchange consid­
erations. Much trade can be conducted between the two countries on the 
basis of baner, thereby reducing the need for China to spend ita foreign 
exchange to get goods and equipment that it needs-as it must with the 
West.  

84.  At the same time the Chinese leadership appears willing to relax ita 
demands for progreaa on the so-called three obstacles to better relations 
(i.e., Soviet withdrawal from Afghanistan, an end to Soviet auppon of 
Vietnam in Kampuchea, and a diminution of the Soviet presence on the 
Chinese border) in return for Soviet assistance in selected areas. 

8&. liChen Muhua on Trade with Eastern Europe,• Beijing &vin�, September 
3, 1984, pp. 16-17. 

86. Within the Sixth Five-Year Plan, 60 imponed electronics projects were 
identified. See •Plana for Electronics Imports,• SllfMI&tiiJ/ of World Broodet.IIII­
Far &a, SWB/FE/W1227/A/21, March 16, 1983. 

87. Currently, there are more than 2 ,600 enterprises in the electronics industry 
and 120 research/design units employing 1 .4 million workers and staff 
members. See FBIS/Dailr &port: Olaina, September 1 1 ,  1984, pp. K15-
K16. 

88. Of the 3,000 items listed in the Sixth Five-Year Plan for technology 
acquisition abroad, 300 involve electronics. See Olain4 DaiJr, October 6, 
1984. 

89. -Electronics Joint Venture Signed with U.S. Company,• FBIS/Dail'IJ &pori: 
Olaina, August 13, 1984, p. B&. This agreement is one of 17 foreign 
electronics joint ventures signed by China in 1984. See Olaino Thltlc &port, 
January 1985, pp. 8-9. 

90. A good example is the recent agreement with Fairchild Semiconductor 
Corporation to sell the silicon crystal growing and fabrication equipment 
from one of ita �othballed• wafer plants in California to a Hong Kong 
trading Arm with the expreaa understanding that the equipment will be 
resold to the"PRC. See El•etroniu New, March 24, 1986, p. 39. 

91 . -switched On and Raring to Go,• Olain4 Thltlc &port (January 198&) ,  pp. 
8-10. 

92. A potentially serious problem regarding protectionism may be developing 
as China seeks to allow domestic capabilities to emerge. Recent pronounce­
menta by Vice-Premier Li Peng concerning the need to impose strict impon 
limits on microcomputers and integrated circuits could serve to create ad­
ditional uneasiness about acceu into the Chinese market. See Olain4 Dail'l/, 
February 4, 1986, p. 4. 

93. •Jianchang Machinery Plant,• JPRS 841 10, August 12,  1983, p. 14. 
94. •zhao Ziyang VISits Machinery Plant in Hunan,• Xinlauo, May 13, 1984. 
9&. -software Industry Association Established,• FBIS/D.Z, &port: Olaina, 

September 1 1 ,  1984, p. K18-K19. 
96. -Information Center Construction Stana,• Olaino Dflilr, September 24, 1984. 
97. -Nationwide Information Network Planned,• Olaino DaiJr, January 24, 1984. 
98. Since the beginning of 1984, the Beijing Instruments Factory spent USS12 

milllon on 14 projects to impon advanced technology and equipment, which 
equals 1&0 percent more than ita total expenditures on technology impona 
between 1979-1983. See Chino DaiJr, November 14, 1984, p. 2 .  

99. Kang Changhe et al., -Froapeda for Instrument Materials in China by 
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the Year 2000,• Yiqi Coili® (Journal of Instrument Materials) 1 (1984) ; 
translation, JPRS-CST-84-034, October 29, 1984, pp. 22-32. 

100. Japan has become a major source of measuring instrumentation for China, 
providing both equipment and technology. Yamatake Honeywell, for exam­
ple, has developed a technical cooperation relationship with the Guangdong 
Instruments and Meters Plant for production of manufacturing-related in­
strumenb.tion . Yokogawa-Hokushin will be working with the Shanghai 
Number 9 Automatic Instruments Plant to manufacture turbulence mea­
suring instruments. See Nilwn Kcizai Shimhum (Japan Economic Journal) , 
February 16, 1984) , p. 10. 

101. See Rcnmin Rifxao, July 18, 1986. See also "Haidian Becomes Electronics 
Center,• CitinG Doil'l/, September 18, 1984 . 

102. "Shanghai Puts Electronics First,• ChinA Dail'l/, January 5 1  1984. 
103. BulinUI ChinA, January 27, 1986, p. 14. 
104. "Commentary Hails Ministry's Advisory Function,• FBIS-Doil'l/ Report: 

Chin��, October 30, 1984, p. K18. By early 1986 the idea of having 14 
open cities as targets for development h&d undergone substantial revision. 
Nonetheless, the Ministry of Electronics Industry has taken an active role in 
providing assistance to areas that seek to enter into electronics production. 

105. "S&T Center Opens in Shenzhen,• JPRS-CEA-84-107, December 26, 1984, 
p. 87. 

106. According to Zhu Rongji, deputy minister-in-charge of the St&te Economic 
Commission, the flexibility that will come from decentralizing technology 
import activities will gre&tly outweigh in nlue the potenti&l costs in terms 
of possible duplic&tion and waste. See FBIS-Dail'll Report: ChinA, October 
16, 1984, pp. K11-K12. 

107. "New Firm to Aid Import and Development of Technology,• ChinA DoilrJ, 
Febru&ry 1 1  1985, p. 2. 

108. Samuel Ho and R&lph Huenem&nn, Chint�'l Open Door Polic'll: T1ae Quellt for 
Foreign Tcclanolow tJnd C4pital (V&ncouver: University of British Columbia 
Preas, 1984) . 

109. Chen Lianzhen "A Breakthrough Is Necessary in Importing Advanced 
Technology,• IUjit�n Ri640 (Fujian D&ily) , January 23, 1983; translation, 
JPRS 83440, May 10, 1983, pp. 76-79. 

1 10. "PRC to Rew&rd Countries that Transfer Technology,• FBIS-Dflil'll Report: 
Chin��, September 13, 1983, p. AS. 

1 1 1 .  "Zh&ng Jingfu on Technology Cooperation with U.s.,• FBIS-Dflil'll Report: 
Chin��, September 18, 1984, p. Bl . 

1 12 .  "More Technology Imports Planned for 1986-88,• Jicfang Ri6®, November 
27, 1985, p .  1 .  

1 13. Apparently, the specific items to  be  acquired from abroad are noted in 
& document entitled "Trial Regulations Concerning the Transformation of 
Technology in the M&chinery Industry,• which was issued by the State 
Council at the time the Sixth Five-Year Plan was announced. 

1 14. According to one report out of Hong Kong, Chinese leaders intend to keep 
their foreign exchange reserves close to the US$12 billion mark for 1986. 
See Bout/a OhiM Momin1 Polt (Business Section) , March 2, 1986, p. 1 .  

1 15 .  "AMC to  Suspend Chinese Venture's Jeep Production,• Alit�n Wall Binet 
Journal Weekl'l/, May 5, 1986, p. 1 1 .  

1 16. Song Jiwen, "Digestion and Absorption of Imported Technology Is a 
Shortcut to Technological Progress,• Jingji GU4JIIj (Economic Management) , 
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September 3, 1985, pp. 4-8; translation, FBIS-Dailr Report: OhintJ, November 
4, 1985, pp. 2Q-27. 

1 17. J in J in ,  •The Great Might of 31000 Imported Technologies,• Ban Yue Tan 
(Semimonthly Talks) , January 25, 1986, pp. 3Q-31 . 

118.  "Technology Imports Yield Results,• Rmmin Ri64o (People's Daily) , Jan­
uary 14, 1986, p. 2 .  

119 .  A good example of Chinese progress i s  the case of  the Shanghai Electric 
Welding Plant, which received imported technology and equipment as part 
of the 3,000 imported items during the Sixth Five-Year Plan. It was able 
to raise the standards of ita products from the 1950s to the 1970s using 
imported items. See J in J in, •The Great Might of the 3,000 Imported 
Technologies,• Ban Yue 7hn (Semimonthly Talks) , January 25, 1986, pp. 
30-31 ; translation, JPRS-CEA-86-037, April 81 1986, pp. 51-53. 

120. •Technology Import Symposium Held in Guangdong,• FBIS-Dailr Report: 
ChintJ, August 2, 1984, p. P2. 

121 .  •circular Urges Improved Technology Import Work,• FBIS-Dailr Report: 
ChintJ, 28, 1984, pp. K1Q-K1 1 .  

122. Wu Weixiong, •on the Information and New Technological Revolution ,• 
Slauiang Jingji Jillw. Jingji Yanjiu (Quantitative and Technical Economics) , 
August 51 1984; translation, JPRS-CEA-84-105, December 12 ,  1984, pp. 
34-40. 

123. Meng J ixin, •views and Recommendations About Continuing Problema 
with Imports,• Gvoji Maori Wemi (International Trade Journal) (Septem­
ber-October 1985) :58-60; translation, JPRS-CEA-86-031 , March 24, 1986, 
pp. 64-68. 

124. For a sense of shortfalls in the transportation sector and the strategy 
for overcoming them, see Xiao Haitao and Tian Dashan, •Transportation 
Development Strategy and Aviation,• Ziran BiatUIMng/G Tongzun (Dialectics 
of Nature) , October 10, 1984; translation, JPRS-CEA-85-005, January 18, 
1985, pp. lOQ-113. 

125.  See Cao Jiarui, "The Present Condition of and Problema in China's 
Technological Imports,• parts 1-31 LiGOVHJRJ1 May 51 19861 pp. 14-15 ;  May 
12 ,  1986, pp. 18-19; and May 19, 1986, pp. 12-13. 

126. According to Li Deguang, general manager of China Electronics Import 
and Export Corporation, if (China's) industrial and agricultural output is 
to quadruple by the year 2000, then electronics industrial output has to be 
raised eight times. See ClaiM Dailr, October 6, 1984. 

127. -Guangming Ribao Diacull888 Overreliance on Imported Technology,• 
Zl&ongguo XintNn Slac, July 41 1985; translation, JPRS-CEA-85-072, Au­
gust 9, 1985,  p. 9. 

128. In the textiles area, for example, Chinese exports earned a total of USS17.2 
billion. Much of this growth as well as future expansion derives from 
indigenous technological advances in the quality of textiles machinery and 
related equipment. See •More Than 600 New Types of Textiles Machinery 
Produced in 5 Yeal'll,• Jingji Ri64o, January 23, 1986, p. 2. 

129. -National Defense Requires All-Around Economic Growth,• ClURG DGilr, 
AprU 28, 1986, p. 1 .  

130. See Zhang Aiping, -Bpeeding Up Reforms of the Economic Structure of 
the Defense Industry,• Jingji Ri64o (Economic Daily) , November 51 1984; 
translation, FBIS-DGilr Report: ChintJ, November 13, 1984, pp. K12-K14 .  
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131 .  •central Military Commission Honora Research Institute,• FBIS-Dail11 &­
port: ChinG, June 27, 1984, p.  K8. 

132. A good example is the experience of Tianj in, which has been selected by 
the central government as a specific site for developing close coordina­
tion and cooperation. See •Tianjin and Defense Industry Cooperate in 
Development,• FBIS-DaiJr Report: ChinG, August 10, 1984, p. Rl . 

133. See "Shipbuilding Industry Contributes to Defense,• Zlaongguo Xinwm She 
(China News Agency), July 25, 1984; translation, FBIS-Dail11 Report: Oltin4, 
July 26, 1984, p. K5. See also -Navy's Development Over 35 Years 
Chronicled ,• FBIS-Dail11 Report: ChinG, September 26, 1984, pp. K12-K13. 

134. For the Veasey visit, see New Yorl 7ime�, January 20, 1985, p .  3 .  For the 
Yang visit , see ChinG Dail11, April 28, 1986, p .  1 .  

135. Even the Chinese navy h as  paid close attention to the �ew technological 
revolution.• See Liu Huaqing, �he Ocean, the Navy, and the New 
Technological Revolution,• FBIS-Dail11 Report: ChinG, September 21 ,  1984, 
pp. K14-K17. 

136. '"U.S . Sale of Avionics to China's Air Force Draws Fire from Taiwan's 
Supporters,• Alian Wall Street Joumol Wccll11, May 12 ,  1986, p. 2 .  

137. This information is  baaed on the observations of several foreign journalists 
who viewed the military equipment displayed at the October lat; celebration 
in Beijing in 1984. 

138. •Israel Beata U.K. to PRC Weapons Deal,• The Sundo11 7imc• (London) , 
October 14,  1984, p. 23. 

139. Ye Zitong, •on the Shifting of Science and Technology from Military to 
Civilian Use,• Jingji YIJJ'4iiu (Economic Research) ,  November 20, 1982, pp. 
44-47. 

140. This is one of the main reasons why the defense sector has been tasked 
with assisting civilian organisations to overcome their production and 
technology-related problema. In Shanghai, for example, over the next 
3 years, the military will provide scientific and technical aaaiatance for 
97 special projects, with special focus on four areas: robots, infrared 
technology, solar cella, and optical fibers. See •shanghai Military Transfers 
Work to Civilians,• FBIS-Dail11 Report: ChinG, November 191 1984, p. 07. 

141 .  See Yu Qiuli'a comments on the importance of training in -pLA Air Force 
Development Over the Past 35 Years,• FBIS-Dail11 Report: ChinG, October 
3, 19841 pp. K12-K15. See also Yang Shangkun, •Building Chinese-Style 
Modernised Armed Forces,• Red Flo.g, August 1 ,  1984; translation, JPRS­
CRF-84-018, October 31 1984, pp. 1-13. 

142. Zhang Aiping, •several Questions Concerning Modernisation of National 
Defense,• Red Flog, March 1 ,  1983; translation, JPRS 833181 April 22, 
1983, pp. 33-39. 

143. •Nation Said to Rank High with 15 Satellites,• JPRS-CST-84-0301 October 
10, 1984, p.  27. 

144. ChinG Dail11, February 21 ,  1986, p.  1 .  
145. For an overall analysis of China's capabilities in this area, see Tong B. 

Tang, •The Chinese Aviation and Space Industries: An Overview,• XionMi 
Jun.hi (Conmilit) ,  December 1 ,  19831 pp. 4-1 1 .  

146. •Nanjing Institute Commended for Radar Devices,• FBIS-Dailr Report: 
ChinG, September 1 1 ,  1984, pp. 02-Q3. 

147. For example, China and Sweden have apparently signed an agreement for 
the Chinese to launch a Swedish satellite. See ChinG Dail11, March 29, 1986. 
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148. -Remote Sensing Cen'-r Set Up,• 0/Urw. Dflilr, January 2&, 1983. See 
also • Applications of Remote Sensing Technology in China, • Diaruti Shijie 
(Electronice World) & (1983) ;  translation, JPRS-CST-84-026, September 
18, 1984, pp. 1-6. 

149. Through this type of cooperation, the military may not only gain additional 
revenue by putting idle capacity to work but can aleo sharpen production 
capabilitiee further, perfect more flexible manufacturing techniques, and 
gain valuable engineering and technical experience. For a deecription of 
the variety of tub performed by the military, eee "Defense Sector FuUille 
Civilian Goode Plan,• FBIS-DAil11 Report: Ohino., November 20, 1984, p. 
K17. 

1&0. For example, U.S. firma could join forcee with China'• S&T system, 
combining their expertise with Chinese R&D capabilities, ae one means of 
challenging Japaneee firma. 
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A Study of Foreign Export 
Control Systems 

WILLIAM A. ROOT, SOLVEIG B. SPIELMANN, 
and FELICE A. KADEN 
International Business- GotJernment Counsellors, Inc .  

INTRODUCTION 

This study provides an overview and comparison of the national 
security technology transfer controls of seven countries: Canada, the 
United Kingdom, France, the Federal Republic of Germany (West 
Germany) , Japan, Austria, and the Republic of Korea. The following 
are addressed for each country : (1) authority, (2) objectives, (3) orga­
nization, (4) coverage , (5) licensing, (6) assurances against reexport, 
(7) enforcement, and (8) reaction to U.S. extraterritorial controls. 
This information is followed by comparisons of key elements . 

Material for this paper was drawn from laws and regulations 
of the particular countries, interviews with government officials and 
business executives, and research previously conducted by others.* 
The study concludes with a comparison of key elements of the systems 
and suggestions concerning the implications they hold for security 
export control policy. 

•some of the information used may not be as current as might be wished 
because available time and financial resources severely limited in-country re­
search. Efforts have been made to ensure the accuracy of statements in this 
document. The authors caution the reader, however, that only the respec­
tive governments can provide authoritative information concerning the export 
controls they administer. 
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COUNTRY SUMM:ABlES 

Canada 

AUTHORITY 

Canada controls exports under the Export and Import Permits 
Act (1954) . Under this act, licenses are required for a wide range 
of strategic goods and technologies as defined in the Export Control 
List . 

OBJECTIVES 

Canada is a member of the Coordinating Committee on Multi­
lateral Export Controls (CoCom) and cooperates with U.S. controls. 
It wants to continue the open border and head off the possibility that 
the United States might impose license requirements on exports to 
Canada. 

Canadian export controls grew out of World War II measures 
to conserve raw materials in short supply in the domestic market .  
After the war, controls were continued for short-supply and also for 
security reasons.1  

Canada entered the war before the United States. At Canadian 
initiative, President Roosevelt and Prime Minister Mackenzie King 
declared at Hyde Park on April 20, 1941 : 

(The parties) discuued measures by which prompt and effective uti­
liution might be made of the productive facilities of North America 
for the purposes both of local and hemisphere defense and of the assis­
tance which in addition to their own programs both Canada and the 
United States are rendering to Great Britain and other democracies. 
It was agreed as a general principle that, in utilising the reeources of 
this continent, each country should provide the other with the defense 
articles which it is best able to produce.2 

The Hyde Park Declaration was followed by a May 7, 1945, 
Exchange of Notes in which the United States agreed that " [t)he ap­
plication of priorities powers towards Canadian requirements should 
be as closely parallel to the application of the same powers toward 
domestic requirements as is practicable." 

Neither the 1941 Declaration nor the 1945 Exchange of Notes 
included any specific mention of export restrictions. The result of this 
collaboration, however, has been to exempt most exports to Canada 
from application of U.S. export restrictions. Given the Canadian 
short-supply situation that motivated these agreements, Canada was 
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under no obligation to reciprocate and did not do so at that time.3 
But for many years, Canada has in fact exempted most exports to 
the United States from Canadian export restrictions. Currently, only 
a few nuclear, communications countermeasures, and short-supply 
items require licenses for export in either direction. 

ORGANIZATION 

The Department of External Affairs administers Canadian ex­
port controls . Occasionally, the Department of National Defense 
is consulted . Other agencies that may become involved in export 
control issues include the Atomic Energy Control Board, the De­
partment of Regional Industrial Expansion , and the Department of 
Communication. 

COVERAGE 

The Canadian commodity control list is substantially the same as 
the CoCom International List , even though Canada believes the list 
is too long. Chemicals are the only area in which Canada administers 
unilateral controls for other than short-supply reasons. Canada does 
not publish all the details of the CoCom International List and is 
slow to make changes based on CoCom list reviews. 4 

Canada controls technical data only in material form, 5 although 
it also uses its control over visas for foreign attendees of technical 
symposia as a means to restrict the transfer of technical data. 

LICENSING PROCEDURES 

Administration of the export permit system is the responsibility 
of the Office of Special Trade Relations, Export Controls Division, 
Office of External Affairs. The Department of National Defense 
(DND) can be asked to review any application, but this is gener­
ally done only on technically complex or questionable applications. 
DND can make recommendations, but the ultimate decision rests in 
the Department of External Affairs. There is an interdepartmental 
committee on military and strategic export controls that discusses 
relevant policy issues and resolves interagency eonft.iets on particular 
eases. 

Canada requires a license for Canadian-origin controlled items to 
all destinations except the United States.8 Additionally, Canada ap­
plies U.S. export administration regulations in controlling reexports 
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of U .S .-origin items. 7 Canada cooperates with the United States, even 
to the point of restricting reexports of U .S .-origin items pursuant to 
U.S. foreign policies not shared by Canada. 

Canadian and U.S . views on which items are of U.S. origin differ, 
however. Canada maintains that an item originating in the United 
States loses its U.S. identity if it is materially changed in Canada­
for example, if it has less than 80 percent U.S . components. U.S. 
regulations generally do not concede that a U .S .-origin item ever 
loses its U.S. identity. For those cases in which the United States 
now uses or is considering using a percentage test to exempt a product 
from U.S. reexport license requirements, the proposed figure is less 
than 20 percent U.S . components (i .e., much less than the Canadian 
80 percent rule) . 

Canada does not require "extraterritorial" licenses-that is, for 
reexports from third countries or for exports from third countries 
of foreign-made products using Canadian technology or by persons 
in third countries considered to be subject to Canadian jurisdiction. 
(Some Canadian companies, however, include prohibitions on further 
transfer in their commercial agreements.) Licenses are issued to a 
"resident of Canada" -either an individual ordinarily residing in 
Canada or a corporation with its head office in Canada or operating 
a branch office in Canada.• 

Canada issues a single license for multiple transactions (multiple 
consignee permits) that is similar to the U.S. distribution license. 
These licenses may not be used for Eastern destinations or for some 
munitions items. For the remainder of the munitions list and for some 
dual use items including computers, the license can cover exports only 
to one country. For the remainder of the control list, the license can 
cover exports to more than one country.0 

Canada exempts shipments valued at under $50 from export 
license requirements, except to the Eastern bloc. 10 

Delays in issuing licenses to Western Europe and Japan are 
minimal if applications are supported by an end-use certificate or an 
international import certificate (IIC) . Other cases might take 6 to 8 
weeks plus an additional 3 months if CoCom review is required.11 

A SSURANC ES AGAINST R EEXPOin' S 

As a general policy, Canada requires an IIC or similar end-use 
certificate to support export license applications as follows: 

1. For exports to other CoCom countries (but to the United 
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States only for those few items noted above requiring a license for 
export) plus Austria, Finland, Hong Kong, Switzerland, and Yu­
goslavia of all CoCom-controlled items except: 

a. goods qualifying for "administrative exception" (i.e . ,  those 
that can be shipped at national discretion under CoCom 
rules) ; 
b. shipments valued at less than $6,000 Canadian, except for 
eight electronic and nuclear items; 
c. specified small quantities of ammunition or small arms; 
d. exports to government agencies, relief agencies, accredited 
institutions of higher learning, or exhibitions; 
e. replacements; and 
f. spare parts to repair non-U.S .-origin goods other than 
munitions or atomic energy items; and 

2. For exports to all other countries of specified munitions items 
except for shipments qualifying for one of the exceptions noted 
above.12 

Canada may require an IIC or end-use certificate for the export 
of any controlled item to any destination. Canada notes that,  in 
addition to the countries listed in (1) above, Israel, Macao, Malaysia, 
Nigeria, the Republic of South Mrica, Singapore, Spain, and Sweden 
administer the import certificate system; Ireland administers an end­
use certificate system; and all other countries generally issue end-use 
certificates in support of imported goods.13 

The rules are silent as to whether Canada requires import certifi­
cates for single licenses for multiple shipments (i.e . ,  licenses similar 
to the U.S .  distribution license for which the U.S. government has 
exempted import certificate requirements) [Export Administration 
Regulations (EAR) Section 375.3(d) (7) ) .  

Requiring import certificates for spare parts to repair U.S.-origin 
goods (see l [f) above) no doubt stems from Canadian efforts to 
support U.S. controls. 

ENFORCEMENT 

Canadian customs officers are responsible for the investigation of 
suspected violations and the enforcement of the Export and Import 
Permits Act. 

Canada is seeking legislative authority to conduct prelicense and 
postshipment checks. It does not maintain a blacklist of unreliable 
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firms but does use the U.S . published list of firms subject to denial 
orders. 

Statutory penalties for export control violations are up to $25,000 
Canadian and 5 years' imprisonment. 14 Three eases for export control 
violations were prosecuted from 1981 to early 1984.11; 

In 1984 newspaper accounts charged that Canada was a conduit 
for illegal transfers of technology from the United States to the East. 
Shortly thereafter, Canada initiated bilateral talks with the United 
States, resulting in Canadian agreement to selective customs cheeks, 
more resources for intelligence and enforcement, and more sharing 
of information with the United States. Canada also embarked on 
a campaign to educate exporters concerning license requirements. 
Following this campaign, the volume of export license applications 
increased. 

REACTIONS TO U . S .  EXTRATERRITORIAL CONTROLS 

Canada objects to U.S. extraterritorial measures. The Foreign 
Extraterritorial Act of 1984 blocks the application of foreign laws on 
Canadian territory if the Canadian government finds such applica­
tions not to be in Canada's interest. In the export control area, this 
legislation permits Canada to block U.S. end-user cheeks, postship­
ment cheeks, reexport license requirements, and penalties. 

SUMMARY 

Canada cooperates with U.S. export controls and recognizes the 
importance to the Canadian economy of the U.S. waiver of license 
requirements for exports to Canada; but Canada objects to U.S. 
extraterritorial export control actions. Nevertheless, Canadian en­
forcement of export controls is more extensive than that of other 
Allied countries because Canada enforces U.S . foreign policy and 
security export controls; uses the U.S. published list of unreliable 
firms subject to U.S . temporary denial orders; educates exporters on 
export control requirements; and actually prosecutes violations. 

United Kingdom 

AUTHORITY 

British export control authority is derived from the Import, 
Export, and Customs Powers (Defence) Act of 1939, enacted well 
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before the creation of CoCom and the nuclear developments that 
justify current controls. The Export of Goods (Control) Order of 
1985 , as amended, is the current instrument of British export con­
trols. Also applicable is the Customs and Excise Management Act 
of 1979, as amended. Section 68 of this act deals specifically with 
offenses relating to export controls. 

OBJECTIVES 

The United Kingdom is supportive of the security goals behind 
CoCom and is one of its founding members; it is also a founder 
of the London Supplier's Group, which is concerned with nuclear 
nonproliferation export controls. In the 1950s the United Kingdom 
took unilateral action that forced CoCom to abandon the China 
differential (more restrictive controls to China than to the Soviet 
Union) and occasionally has made proposals to tighten controls. 
However, the British also have been concerned that CoCom coverage 
is too broad . 

The United Kingdom values its special relationship to the United 
States and hopes that export control cooperation with the United 
States will lead to increased technology sharing-for example, in 
Strategic Defense Initiative (SDI) research. 

ORGANIZATION 

The Department of Trade and Industry (DTI) administers export 
licensing controls. DTI considers advice from the Ministry of Defence 
on strategic implications, from the Department of Energy and the 
Foreign and Commonwealth Office (FCO) on multilaterally agreed­
upon nuclear nonproliferation controls, and from FCO on foreign 
policy implications of all controls. H.M. Customs and Excise enforces 
the export licensing controls at ports and airports throughout the 
United Kingdom on behalf of DTI. 

COVERAGE 

The British control list , the Schedule to the Order, is substan­
tially the same as the CoCom list. The schedule omits much of 
the technical detail of the CoCom list, but the government pub­
lishes almost the complete CoCom International List for information 
purposes.le 
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U.K. unilateral controls include paramilitary items, nuclear­
related equipment, aluminum and maraging steel alloys, and some 
dangerous chemicals. Technical data controls are limited to "doc­
uments" (i .e . ,  they exclude intangible transfers) . 17 No license is re­
quired for the export of technical data to other Western countries, 
but it is always necessary to consider any possible breach of the 
Official Secrets Act. 

Occasionally, the United Kingdom proposes tightening CoCom 
controls, and the British actually are stricter than the Americans in 
controlling microprocessor development systems. 

LICENSING P ROCEDURES 

Except for a few "open general licences" for specified items to 
specified destinations, controlled commodities require a license for 
export to all destinations. Controlled technical data require a license 
for export only to CoCom-proscribed destinations. 18 

License applications must be accompanied by an international 
import certificate (IIC) or an end-user notification that describes 
the end-use of the item. The sufficiency of the end-user data is 
determined on a case-by-case basis. Such supporting documentation 
may be waived for some exports to CoCom countries that are valued 
at less than 10,000 pounds sterling. 

An applicant may request a single license for multiple shipments. 
The United Kingdom does not require extraterritorial licenses. 
There are no statutory deadlines for proceBBing cases. A straight-

forward case would take about 15 days. The average processing time 
for a case to another Western country for a nonsensitive item is 5 
working days. 

The United Kingdom processes about 90,000 license applications 
per year of which about 50,000 are to other CoCom countries and 
about 5,000 are to CoCom-proscribed destinations. 

ASSURANCES AGAINST REEXPOin'S 

llCs are required in principle on all exports to other CoCom 
countries but in practice are not requested for low-value, low-status 
cases. About 16,000 certificates are requested annually. Exporters in 
other countries may wish to obtain proof from U.K. importers that 
strategic goods have in fact been delivered to the United Kingdom. 
H.M. Customs and Excise issues delivery verification certificates for 
this purpose. 
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ENFORCEMENT 

Under the provisions of the 1985 order, statutory penalties for 
violation are up to 1 ,000 pounds sterling and 2 years' imprisonment. 
The United Kingdom authorities take a firm stance in enforcing the 
legislation . 

Where an offense under Section 68(1) of the Customs and Excise 
Management Act (1979) is committed, an exporter's goods shall be 
liable to forfeiture and any parties involved liable to a penalty of 400 
pounds sterling or of three times the value of the goods, whichever 
is greater. Where an exporter has deliberately evaded the controls 
(Section 68 [2] ) ,  the maximum is up to 2 years' imprisonment or a 
penalty of any amount , or both. 

REACTIONS TO U . S .  EXTRATERRITORIAL CONTROLS 

The United Kingdom objects in principle on legal, political , and 
commercial grounds to the U.S. requirement that U.K. importers 
submit to conditions against reexports or, in certain cases, resales 
within the United Kindgom. The British are concerned about dam­
age to U.S .-U.K. relations and potentially adverse effects on the 
free flow of technology between the United States and its Western 
partners. In their view, unilateral controls tend to undermine the 
consensus needed to make multilateral controls effective. Although 
maintaining these objections, U.K. authorities recognize that U.S. 
authorities may penalize U.K. companies that do not comply with 
U.S. reexport requirements by denying them access to U.S. products 
and technology in the future. 

The United Kingdom objects to U.S. extraterritorial measures 
generally. Under the Protection of Trading Interests Act of 1980,19 
the British government may require a U.K. individual to give notice 
of a foreign requirement and may give a U.K. individual directions 
to prohibit compliance with a foreign order (e.g . ,  to produce to 
an overseas court a commercial document not within the territorial 
jurisdiction of that country if it infringes on U.K. jurisdiction or is 
prejudicial to U.K. sovereignty or to U.K. security or is made for 
other than civil or criminal proceedings) . In addition , a firm could 
seek compensating action in a U.K. court if it is the victim of an 
American multiple damage award. 

In response to U.S . controls on equipment for a Soviet natural gas 
pipeline, an order was issued on July 1, 1982, which stated that this 
act shall apply to U.S . export administration regulations that affect 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


A STUDY OF FOREIGN EXPORT CONTROL SYSTEMS 215 

reexport or export of goods from the United Kingdom. Subsequently, 
directions were issued prohibiting particular U.K. companies from 
complying with the U.S. measures. A few months later, the U.S.  
controls that had prompted the U.K. order and directions were lifted. 

The United Kingdom made demarches to the U.S.  Congress and 
to the executive branch in 1983 urging statutory restraints on U.S. 
extraterritorial export controls. 20 A number of U.K. firms have in­
formed the U.K. government that,  because of difficulties with U.S. 
extraterritorial export controls, as a matter of policy, they are de­
signing future projects to exclude U.S. technology and generally are 
seeking comparable non-U.S . sources of supply. 

SUMMARY 

The United Kingdom supports controls by occasionally taking 
the initiative to tighten restrictions and by wide use of international 
import certificates. The United Kingdom also cooperates with the 
United States in CoCom and recognizes the importance of a close 
information-sharing and technological relationship with the United 
States in support of the North Atlantic Treaty Organization (NATO) . 
However, the United Kingdom is critical of the breadth of coverage 
of CoCom controls and resists U.S. extraterritorial export control 
actions. 

France 

AUTHORITY 

French export controls are based on wartime authority (an April 
18, 1939, decree-law concerning munitions and a November 30, 1944, 
decree listing other prohibited goods) , supplemented by later reg­
ulations (e.g. , December 8, 1948; January 12, 1955; January 30, 
1967; and December 5, 1985) on import certificates and the special 
treatment of goods subject to final destination controls. 

OBJECTIVES 

France is a member of CoCom and tightly administers a hard­
core control list . It holds strong views that CoCom controls should 
be drastically reduced to such a hard core. Moreover, France has 
approved significant cases without CoCom review (e.g . ,  telephone 
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circuit-switching equipment) . The number of cases France submits to 
CoCom is relatively small compared to other major trading nations. 

France occasionally appears to be using controls to further com­
mercial objectives. In the 1970s, it was suspected that France was 
seeking to help French computer companies get domestic business 
away from American competitors by delaying the submittal to the 
United States of assurances against nuclear use. The United States 
eventually stopped asking for the assurances in order to prevent such 
possibilities. In other celebrated cases, France took advantage of 
U.S.  export controls to take business away from Armco and Nippon 
Steel for a steel mill at Novolipetsk , from Sperry for a computer at 
TASS , and from other U.S . companies for oil and gas equipment to 
the USSR. 

On the other hand, the French are very sensitive if they perceive 
that the United States is using access to U.S. technology as leverage 
to obtain French cooperation on export controls. 

ORGANIZATION 

France has an active interministerial committee on export con­
trols composed of representatives of the Ministries of Industry, Com­
merce, Defense, and Foreign Affairs. 

The French Ministry of Defense played a role in crucial French 
support for a U.S .  proposal to establish a military committee to 
advise CoCom. CoCom had opposed this idea for several years; but 
such a committee, although not organizationally a part of CoCom, 
eventually was established in October 1985.�.u 

The French statist approach toward society is evident in its 
policies on export controls . For example, French control authorities 
assist license applicants to revise their cases so as to facilitate license 
issuance, in contrast to the more adversarial relationship between 
U.S.  applicants and U.S. government officials. 

COVERAGE 

The French control list published in the Journal Officiel is sub­
stantially the same as the CoCom list although it omits some tech­
nical details included by CoCom. 22 License requirements, however, 
are founded on an unpublished microfiche list based on tariff clas­
sification numbers that do not correspond exactly to CoCom item 
descriptions. Moreover, there are separate overlapping lists in pub­
lished notices for military and nuclear items for which licenses are 
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required (military-April 2, 1971,  and May 1 1 ,  1981 ;  nuclear, Jan­
uary 21 ,  1986) . 

France controls technical data only in documentary form23 and 
is skeptical that even such tangible technical data can be controlled 
unless associated with a specific product. 

LICENSING PROCEDURES 

The French publish few rules. They prefer to rely on a case-by­
case approach to licensing and work closely with industry experts in 
making assessments. France does not require licenses for reexports 
from third countries. 

On January 13, 1986, France established a procedure for a single 
license for multiple transactions (war materials are ineligible) that 
is similar to the U.S. distribution license.24 The French license is 
valid for 24 months .  It could apply to a parent-subsidiary or exclu­
sive distributor relationship; it could apply to other regular clients 
only if they were final end-users. The exporter must obtain written 
assurance concerning the following: 

• verification of the nature of the delivered goods; 
• a list of responsible company individuals overseeing export 

controls; 
• an internal audit process; 
• a procedure to identify clients that are not likely to respect 

destination controls; 
• training for persons dealing with orders; and 
• file maintenance. 

ASSURANCES AGAINST REEXPORI'S 

France uses the international import certificate/delivery verifi­
cation (IIC/DV) system for exports to other CoCom countries; it 
uses other similar certificates for exports to Austria, Finland, Hong 
Kong, Sweden, Switzerland, and Yugoslavia. For all other countries, 
proof of intended consumption in the importing country may be re­
quired but not in any particular form.26 If a diversion takes place, 
the government may refuse to approve future licenses involving the 
diverter. 

Copyright © National Academy of Sciences. All rights reserved.

Balancing the National Interest:  U.S. National Security Export Controls and Global Economic Competition, Working Papers
http://www.nap.edu/catalog.php?record_id=19201

http://www.nap.edu/catalog.php?record_id=19201


218 WILLIAM A. ROOT, SOLVEIG B. SPIELMANN, AND FELICE A. KADEN 

ENFORCEMENT 

Customs agreements of 1924 and 1953 permit bilateral discus­
sions but do not authorize U.S. enforcement work in France. A 1986 
agreement allows French customs officers to conduct investigations 
at the request of the United States. 

France does not have a blacklist . Moreover, sales to a French 
firm willing to pay the full list price in cash may not be refused. 26 

Civil fines may be levied at from one to three times the value 
of the goods (articles 400 and 413 of the Customs Code, February 
1 ,  1986, edition) .  Charges for the one known prosecution involving 
export controls were based on false documentation rather than on 
violation of export control regulations. 

REACTIONS TO U . S .  EXTRATERRITORIAL CONTROLS 

A French blocking statute of July 1980 prohibits firms or in­
dividuals from providing information that may be detrimental to 
French business to a foreign government unless the provision of such 
information is permitted by prior agreements (e.g . ,  the French Cus­
toms Agreement of 1924) . In addition , France supported a European 
Community demarche to the U.S. Congress in 1983 urging statutory 
restraints on U.S. extraterritorial export controls. 

SUMMARY 

France controls some exports tightly and at the same ·time is 
aggressive in taking advantage of inconsistencies and ambiguities 
in the international control system to further national commercial 
competitive objectives. 

Germany 

AUTHORITY 

Controls on exports from the Federal Republic of Germany to 
the German Democratic Republic are still based on a 1949 Mili­
tary Government Statute (no. 53) , which prohibits foreign commerce 
unless licensed. 

Controls on exports from the Federal Republic of Germany to 
other destinations are based on 1961 legislation that switched the 
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emphasis from control to trade.27 Regulation is authorized in spe­
cific ways, under specific circumstances, and for specific purposes: 
namely, to counter a threat to national security, international peace, 
foreign policy, or the national economy. The basic principle of the 
Foreign Economic Law is the freedom to engage in foreign com­
merce as an individual right. Moreover, the government's power 
is restricted by the German parliament's right to lift regulations 
within 4 months after their promulgation. An individual has a right 
to a license provided the public interest would not be substantially 
endangered. Revocation of a license is allowed only under certain 
conditions and may result in compensation claims. 

Judicial review of administrative decisions is guaranteed. Courts 
acknowledge the judiciary's limited role with respect to political and 
economic judgments but still look for legal rationalization, such as 
whether the executive has interpreted the law in accordance with the 
legislative intent, presented facts in support of its conclusion that 
national security is threatened, and reasonably balanced the public 
with the private interest. 

OBJECTIVES 

Germany is a member of CoCom and shares U.S. concerns about 
exports to the Eastern bloc. German industry is anxious to share 
U.S. technology and participate in SDI research projects, and it is 
critical of U.S. controls on bilateral transfers.28 

ORGANIZATION 

The Ministries of Foreign Affairs, Economics, and Defense review 
arms exports. The Ministry of Defense (MOD) plays a maJor role in 
the review of military items. 20 

For dual use items, the Ministry of Economics administers con­
trols with only minimal participation by other ministries. The Min­
istry of Finance has an enforcement role, acting through the German 
customs organization. 

COVERAGE 

The German control list is substantially the same as the CoCom 
list . Although Germany consistently has been a helpful ally in Co­
Com in supporting U.S. proposals to tighten specific controls, the 
Germans believe the CoCom control list is, overall, too long. 
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Controlled commodities require a license to all destinations. Ger­
many controls a few munitions and atomic energy items unilaterally. 30 

Arms are not authorized for sale to the East, are not restricted 
to NATO countries unless there are exceptional circumstlplces, and 
are restricted to other destinations unless there are exceptional 
circumstances. 31 Germany requires a license for tangible transfers 
of technical data to all destinations and for intangible transfers to 
CoCom-proscribed destinations. 32 

LICENSING PROCEDURES 

Germany has no legal authority to require a license for an ex­
traterritorial transaction . Exports subject to control are from a "res­
ident ," defined as any "natural" person in Germany or any "juristic" 
person with a place of management in Germany. However, German 
end-use certificate documents state that reexports, except to Co­
Com countries , require government permission .33 This permission is 
granted by letter rather than by issuance of a license. 

A bulk license for multiple transactions may be issued for most 
exports to Western destinations except for munitions and atomic 
energy items. To qualify for a bulk license, a firm must have been 
exporting for at least 2 years and in the last 12 months must have 
received at least 200 export permissions. 34 About 800 such licenses 
have been issued. A firm may also obtain permission to ship a 
specified list of goods to one end-user up to a specified value for 1 
year. 

Licenses can be withdrawn but cannot be suspended. If a license 
is withdrawn for other reasons than for a violation of its terms, the 
government must compensate for lost sales.36 From 1975 to 1986, 
the license-processing case load increased from 35,000 to 80,000. A 
substantial number of licenses are issued under a 1-day procedure. 

ASSURANCES AGAINST REEXPOIIT 

An international import certificate (DC) is issued whenever it 
is requested,  whether or not Germany considers items to be embar­
goed. Germany requests IICs for exports to other CoCom members 
for transactions exceeding DM 20,000 for dual use items or DM 
10,000 for munitions or atomic energy items.36 Delivery verification 
certificates are requested for higher value shipments. Comparable 
import certificates are required for exports to Switzerland, Austria, 
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and Yugoslavia.37 End-use certificates are required for all arms ex­
ports. 

ENFORCEMENT 

German complaints about prelicense checks and postsbipment 
investigations being conducted by U.S.  officials in Germany led to 
a U.S . decision to suspend such activity in Germany in 1983-1984. 
Germany does not object to U.S.  embassy and consulate personnel 
carrying out those prelicense check activities that Germany construes 
to be within the scope of normal diplomatic activities pursuant to 
the Vienna Convention. German customs officials now conduct in­
vestigations of firms in Germany following a U.S.  request. 

Germany has no published list of firms to be denied export 
licenses because of past violations of controls. However, judgments 
concerning several firms have been published. 

REACTIONS TO U . S .  EXTRATERRITORIAL CONTROLS 

Germany opposes U.S . extraterritorial export controls and sup­
ported the European Community demarche to the Congress in 1983 
that sought U.S.  statutory restraints on such controls. However, 
Germany has not enacted a blocking statute comparable to those of 
Canada, the United Kingdom, and France. 

S UMMARY 

Germany is more trade oriented and less control oriented than 
the United States. On the other hand, Germany is supportive of U.S.  
negotiating positions in CoCom and is anxious to cooperate with the 
United States in the development of militarily significant technology. 

Japan 

AUTHORITY 

Japanese 1949 legislation authorizing controls is based on the 
principle of export freedom. The legislation makes no mention of 
control for military or political reasons.38 
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OBJECTIVES 

Japan is a CoCom member; but like other member countries 
Japan has reservations about the length of the control list . The Office 
of Technology Assessment (OTA) of the U.S .  Congress estimates that 
Japan is a relatively insignificant source of strategically sensitive high 
technology for the USSR and notes that there is no evidence that the 
Japanese Defense Agency sees Japanese technology exports to the 
USSR as a threat to Japanese security.39 

On the other hand, a Japanese Ministry of Foreign Affairs official 
stated publicly in 1983: "The amount of military outlay required to 
overcome intensified military strength attained by the USSR through 
procurement of Western technology was far greater than the profit 
which was made by the West through lawful export of the equipment 
and technology to the Soviet Union." '0 

Japan has been a strong supporter of U.S.  sanctions against the 
Soviet Union. In 1980 Japan joined the United States in stopping a 
contract for an Armco-Nippon Steel sale to the USSR of a steel mill 
for Novolipetsk . Subsequently, however, France sold a steel mill for 
Novolipetsk (and Germany sold an aluminum smelter for Sayansk 
after the United States had stopped Alcoa from doing so) . 

Japan's objective in cooperating with controls is in part to receive 
U.S . technology. The Ministry of Foreign Affairs official's 1983 public 
statement included the following: "When there is no fear of reexport 
to communist countries, we may be able relatively easily to receive 
high technology from free nations."u 

Nihon Keizai (the Japanese equivalent of the Wall Street Jour­
nal) reported on February 8, 1984, three instances in which delays 
in the issuance of distribution licenses were hampering imports of 
technology from the United States; these included low-illumination 
image augmentation tubes from ITT to the A vie Trading Company; 
AC power supply to inspect aircraft navigation instruments from 
California Instruments to the Seki Trading Company; and ring laser 
gyros from Lear Siegler to Nozaki. 

Japan supports about half of its exports to the USSR with 
export credits.'2 But Japan does not wish efforts to maintain the 
small Soviet share (2 percent) of the Japanese export market to 
affect adversely its access to U.S.  technology. 
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ORGANIZATION 

The Ministry of International Trade and Industry (MITI) admin­
isters export controls. Participation by the Japanese Defense Agency 
is minimal, which in large part is due to the American postwar policy 
to demilitarize Japan. 

COVERAGE 

The Japanese control list is substantially the same as the CoCom 
list. However, Japan simplifies the CoCom list to such an extent 
that the perceived coverage could be considerably less. For example, 
until 1985 the Japanese control list entry for computers was simply 
"electronic computer (excluding those for office business). ." '3 The 
CoCom agreement, on the other hand, included many conditions for 
excluding office computers. The 1985 amendment to the Japanese 

. list included more detail but still omitted much of the revised CoCom 
texts." 

Japan is believed to assert controls on both tangible and intan­
gible technology (i.e. ,  technical data) but to apply them only when 
the technical data are related to a specific existing product. 

Japanese law requires notification prior to importing technol­
ogy.'6 The period during which the import of technology may be 
prohibited may be extended up to 4 months for cases that might 
imperil national security or adversely affect similar business. '6 The 
apparent intent of the law is to avoid uneconomic or duplicate pur­
chases of technology. 

LICENSING PROCEDURES 

Little specific information has been gathered regarding the licens­
ing process in Japan. OTA, however, noted the Japanese preference 
to proceed on the basis of a consensus between business and govern­
ment and the lack of recognition in Japanese law for the concept of 
extraterritorial controls. 

ASSSURANCES AGAINST REEXPORTS 

Japan requests international import certificates (IICs) from 15 
countries including Singapore and Malaysia as well as CoCom mem­
bers; it requests end-use certificates from 9 others (including Switzer­
land, Sweden, and Hong Kong) . 
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ENFORCEMENT 

The Japanese government stated in 1983 that Japan was unaware 
of any violation and in 1984 maintained that there was no case of 
identified diversion. In case of violations, however, 1 year is the 
maximum period for denial of export privileges; fines of up to 1 
million yen and imprisonment are also authorized .n 

REACTIONS TO U . S .  EXTRATERRITORIAL CONTROLS 

Japan regards extraterritorial export controls as contrary to the 
international legal system and as an infringement on its sovereignty. 

SUMMARY 

Japan cooperates in controlling exports partly to maintain its 
bilateral economic and political ties to the United States and partly 
for continued access to U.S. technology. It has been supportive of 
U.S. export control sanctions against the USSR. 

Austria 

AUTHORITY 

The Austrian constitution provides that an administrative au­
thority may act only if expressly provided by law. The Austrian law 
authorizing export controls (the Foreign Trade Act of 1968) speci­
fies that there are no limits in the absence of specific restrictions. 
The law does not provide for control of goods that are in transit 
(i .e . ,  in bonded warehouses) , but it does require permission to export 
non-Austrian-origin goods. 

A law of December 12, 1984, specifies that an import certificate, 
which is comparable to the CoCom-agreed international import cer­
tificate, is to be provided, even if the import is not on the list of goods 
requiring certification, if an import certificate must be furnished in 
order for the export license to be obtained. Munitions are controlled 
pursuant to a 1977 law. 

OBJECTIVES 

As a neutral country, Austria approaches export controls with 
a perspective different from that of the CoCom countries in that it 
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desires to maintain good commercial relations with the West without 
violating its neutrality. Austrian-origin goods are restricted only to 
prevent shortages or price fluctuations. The United States used 
access to its technology in a case regarding exports to Austria in 
1983 as leverage to obtain Austrian cooperation to control exports 
of U .S .-origin items. 

ORGANIZATION 

The Ministry of Trade, Commerce, and Industry administers 
export controls. The Ministry of Defense plays no role in licensing 
dual use items. 

COVERAGE 

The only overlap between the Austrian control list and the Co­
Com International List for dual use items is electronic-grade silicon, 
test equipment, and automatic data processing equipment. These 
items are not technically defined and are not subject to control for 
security reasons. 48 

There are no controls on indigenous Austrian technical data, 
whether tangible or intangible. 

Austria will issue an import certificate for any import on request. 
However, no request has been received for a certificate for an import 
limited to technical data. 

Austria doubts whether exports of some embargoed items (e.g. ,  
compact computers) are truly controllable. 

LICENSING PROCEDURES 

Licenses are required for exports of items imported with import 
certificates.40 Austrian customs officials at the border, however, can 
issue export permits for goods imported under distribution licenses 
without import certificates. Austria has no authority to control 
reexports from third countries. 

ASSURANCES AGAINST REEXPORI'S 

In February 1983 the United States and Austria exchanged let­
ters in which Austria undertook to "reinforce an autonomous system 
to protect the import, export, and reexport of imported goods and 
technology and products under foreign license and sensitive foreign 
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technology and products based thereon." This system includes the 
following elements: 

• It is based on voluntary agreements between Austrian firms 
and an Austrian government agency. 

• Supervision is based on import certificates and the affirmation 
by the firm that it will abide by the conditions in the export license 
or reexport license. 

• In considering applications for export authorization from 
Austria of goods and technologies covered by voluntary agreements, 
Austrian authorities will seek to ensure the fulfillment of conditions 
accepted by Austrian firms. 

• In the case of license production agreements, the supervision 
of internal security must be requested by the firm or be based on the 
licensing agreement. 

• Austrian firms may communicate the existence and content 
of voluntary agreements to authorities of the exporting government. 

ENFORCEMENT 

In June 1983 Austrian customs officials informed the U.S . Cus­
toms Service that, in connection with the 1976 bilateral Customs 
Services Mutual Assistance Agreement, Austrian customs officials 
are not competent to enforce high-technology export restrictions ex­
cept by controlling import and export licenses at the clearance of 
goods. Because no Austrian law authorizes Austrian customs offi­
cials to comply with U.S . requests for assistance, customs personnel 
will transmit requests to the Ministry of Trade and Industry, which is 
the appropriate authority for import and export regulations. A court 
could require the government to indemnify persons if information was 
given to U.S . authorities illegally. 

U.S. authorities may conduct prelicense or postshipment checks, 
either in the company of Austrian officials or alone (if the firm agrees) . 
Such checks may be made on goods entering with import certificates 
or under distribution licenses. The United States conducted 11  preli­
cense and 10 postshipment checks from January through April 1984. 

Austria applies the customs fraud law more than the export 
control law. There have been no known prosecutions for violations 
of export controls although two firms have been blacklisted for di­
versions. Austria can deny an import certificate to a misbehaving 
firm. 
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It has been reported that Hungarians can buy desktop computers 
easily in Austria and take them back to Hungary. 

REACTIONS TO U . S .  EXTRATERRITORIAL CONTROLS 

Austria finds it unusual that the United States asks Austrian 
distributors for lists of all their end-users as required by U.S.  dis­
tribution license regulations. Under the Austrian Data Protection 
Act, prior approval of the end-user and authority of the Austrian 
Data Processing Commission is required before such data can be 
transferred outside Austria. In general, Austria does not recognize 
the validity of requirements for U.S. reexport licenses. 

SUMMARY 

Austria cooperates with U.S. controls on reexports to the extent 
consistent with Austria

,
s neutral status. 

Republic of Korea 

AUTHORITY 

Dual use exports are controlled pursuant to a Foreign Trade 
Transactions Act. Under Korean law, an item is free (not subject 
to controls) unless it is on a control list.60 Munitions are controlled 
separately.61 

OBJECTIVES 

Because of hostility toward North Korea, the Republic of Ko­
rea engages in no direct trade with CoCom-proscribed destinations, 
which are presumed to be conduits to North Korea. Otherwise , Ko­
rea controls the export of no dual use items for security purposes, 
and its technology policy is geared toward making Korea competitive 
in the export market. 

ORGANIZATION 

The Ministry of Commerce and Industry (MCI) administers con­
trols on dual use items (such as textiles) .62 The administration of 
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munitions export controls moved from MCI to the Ministry of Na­
tional Defense (MND) in 1981 and from MND to the Korean Defense 
Industries Association (a civilian agency) in 1983. 

COVERAGE AND LICENSE P ROCEDURES 

Except for munitions (and the virtually total embargo to Warsaw 
Pact countries) , Korean export control lists include no items on the 
CoCom International List .53 

ASSURANCES AGAINST REEXPORTS , ENFORCEMENT, AND 
REACTIONS TO U . S .  EXTRATERRITORIAL CONTROLS 

Korean firms generally honor U.S. export license conditions 
against direct reexports of U.S .-origin products, but the govern­
ment conducts no end-user investigations. In addition, Korean firms 
respect joint-venture contract restrictions on reexports to ensure 
continuing access to U.S. technology. Otherwise, no attempt is 
made to control U.S .-origin technology or components in Korean­
manufactured products. 

U.S .  government approval is required for the reexport of U.S.­
origin military equipment. 54 Only 8 percent of reexport requests were 
approved in 1983 because purchasing governments were reluctant to 
sign end-use certificates. 

SUMMARY 

Korea has tighter controls on direct exports to the USSR than 
does any CoCom country including the United States. However, the 
lack of Korean controls on exports to other Western destinations of 
dual use strategic items could become a source of diversion to the 
East as Korea proceeds with its rapid technological development. 

COMPARISONS AND CONCLUSIONS 

Need for Harmonization 

There is substantial agreement among Western countries that co­
operate on security export controls. But there are many differences 
in administration that weaken the international system. These dif­
ferences cannot be removed by U.S. unilateral controls because our 
allies and other affected countries resist extraterritorial measures. 
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The alternative to divisive U.S. extraterritorial controls is coordi­
nated action with other CoCom countries and other non-CoCom 
countries that are willing to cooperate. Such coordination can be 
strengthened by improving our knowledge of the national export 
control systems of those countries. Once this knowledge is in hand, 
it will bring to light differences, some of which could be harmonized, 
cooperatively, thereby improving the effectiveness of controls. 

Harmonization directly strengthens controls; it also increases the 
credibility of controls in the business community by reducing their 
potential for constituting an advantage for companies in one eountry 
over competitors in another country. 

Points of commonality consist of areas in which effective har­
monization has already been accomplished through cooperation and 
areas in which all the countries analyzed differ from the United 
States. Differences between the seven and the United States, as well 
as differences among the seven, serve either as an agenda for problems 
to be resolved or, if the differences are intractable, as a recognized 
constraint on what can be accomplished by means of export controls. 
Some points of commonality and difference are listed below along 
with comments regarding implications for U.S. policy. Appendixes 
A, B, and C are a detailed comparison of procedures and policies. 

Commonality 

1 .  Each country studied here administers export controls that 
further Western security. Four of the seven countries are members 
of NATO (Canada, the United Kingdom, France, and Germany) ; 
these four plus Japan also are members of CoCom. The Republic 
of Korea refuses to trade directly with the Soviet bloc. Austria, 
although protecting its neutrality, maintains controls on the reexport 
of Western goods and technology. 

2 .  All seven countries indicated that they believe the CoCom 
list is "too long" to be effectively administered and that they would 
prefer focusing on a more select list of sophisticated, state-of-the­
art technology. Canada, the United Kingdom, France, Germany, 
and Japan have for years actively advocated major reductions in the 
coverage of CoCom controls and still do. There is feeling among 
these countries that the United States is the principal obstacle to 
removing from the list items that are so widely available that their 
export cannot in fact be prevented. 

3. Canada, the United Kingdom, France, Germany, Japan, and 
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Austria issue , on request , import certificates. Under this system, the 
government of the Western country importing controlled items from 
another Western country assumes the responsibility for preventing 
diversionary reexports to the East. Canada, the United Kingdom, 
France, Germany, and Japan also request import certificates but for 
varying types of transactions and for varying countries of destination. 

4 .  None of the seven administers extraterritorial controls. They 
consider as questionable under international law U.S. extraterritorial 
controls over the reexport of U.S .-origin items, the export of foreign­
made products based on U.S .-origin technology, and the export of 
non-U.S.-origin items by U.S. subsidiaries located overseas. 

5 .  Most countries have cooperative relationships among their ex­
porters and government agencies. All of the countries studied accord 
a higher priority to exporting in economic policymaking than does 
the United States. Most countries will work with exporters to help 
them export-for example, by suggesting ways to downgrad� equip­
ment so that it will fall under national discretion guidelines. This 
contrasts with an underlying adversarial relationship between U.S.  
government agencies and U.S. exporters of high-technology items. 

Differences 

1 .  There is little similarity among these seven countries with 
respect to technical data controls. Some restrict the export of intan­
gible technical data while others limit controls to tangible technical 
data. 

2. Types of assurance against reexport from "third countries" 
(non-CoCom, nonembargoed) vary among CoCom members, as do 
the countries of destination and types of transactions subject to such 
assurances. 

3 .  The degree to which defense ministries participate in the 
control process varies among the countries studied: 

• There is virtually no defense role in the export control sys­
tems of Japan, Austria, and Korea. 

• There is occasional defense participation in Germany and 
Canada. 

• The French Ministry of Defense has a determining role on 
munitions controls and an institutional advisory role in other areas. 

• The United Kingdom Ministry of Defence is active on an 
extensive and continuing basis, reviewing all cases for the East, 
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determining which products are subject to munitions list controls, 
and participating in CoCom list review negotiations. 

4. The countries vary in the vigor and methods uaed to enforce 
controls. 

5. Although the CoCom International List is the basis of controls 
in all the CoCom countries, the details of coverage vary from country 
to country. 

Implications for National Security Export Control Polley 

The controls of the seven countries studied here are responsive 
to the objectives of multilateral security export controls. U.S. policy 
is consistently recognized as the dominant philosophy ; but these 
countries are not fully in agreement with U.S. policy. They share the 
objective of controlling strategic trade; they also perceive economic 
and political advantages to cooperation with the United States. But 
they believe that the CoCom list is too extensive to be effectively 
enforced , that foreign policy controls generally are unjustified, and 
that extraterritorial U.S.  controls are an unacceptable infringement 
on their sovereignty. 

The credibility of strategic controls is strained by perceptions 
such as the following: 

• liberal interpretations of texts agreed upon by European and 
Japanese governments permit unlicensed exports from these coun­
tries of items for which the United States requires a license; 

• collusion between the U.S. government and U.S.  firms per­
mits a U.S. competitive advantage when the United States agrees to 
liberalize controls; 

• controls cannot be enforced on widely available items; and 
• little is being done to enforce controls on many items. 

The multilateral system would be made more credible by the 
identification and removal of widely available items for which effec­
tive enforcement of controls is generally believed to be impossible, 
whether the export is from the United States or from some other 
country. In addition, the case for strict enforcement of controls on 
the remaining list items would be enhanced by removal from the list 
of widely available items. 

Stricter control enforcement by cooperating countries would re­
duce the need for U.S. controls affecting transactions in those coun­
tries. Given the resistance to the extraterritorial reach of U.S.  con­
trols and the apparent lack of effective cross-border enforcement 
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capabilities, U.S .  reexport regulations have become particularly con­
troversial as a policy issue. Reexport regulations have in effect been 
the U.S.  government's unilateral means of seeking to maintain a 
transnational enforcement capability, but there is an increasing trend 
in other countries of blocking their effectiveness. Thus, the reduction 
of such controls would remove the politically damaging appearance 
of allied disunity in an area with strategic relevance. Moreover, 
other countries often strengthen their enforcement measures when 
the United States relaxes its extraterritorial controls. 

The harmonization of export control policies that would result 
from decontrol of widely available items and reduction of U .S. ex­
traterritorial controls in cooperating countries would permit a major 
caseload reduction. Limited U.S. export control staffing resources 
could then be concentrated on important cases. 

The resultant closer trading relationship between the United 
States and cooperating countries would strengthen the overall con­
trol system. Controls are largely a function of voluntary action by 
exporters. Increased activity of responsible U.S. firms in cooperating 
countries would, therefore, improve the consistency and effectiveness 
of controls on exports to the East. 

This study provides only a preliminary comparison and analysis 
of the seven countries reviewed. A more complete understanding 
of the international control framework is needed. The important 
goal of harmonization of national rules and regulations can proceed 
only if it is based on solid knowledge of the rules, regulations, and 
differences as they now exist ; likewise, effective enforcement can 
take place only if the nuances of national laws and procedures are 
understood. Exporters can be ensured a "level playing field" only if 
the competitive implications of national export control policies are 
known. 

NOTE S  

1 .  Department of Industry, Trade, and Commerce, Ezport and Import Pe,.,., 
Hand6oolc, p. 102 .00.1 . 

2 .  U.S .  Department of State bulletin, April 26 ,  1941 1 p.  494. 
3. Memorandum of Explanation Relating to Hyde Park Agreement. 
4. For example, administrative exception notes are not; published at; all. In 

addition, publication of the results of the 1984 list review was delayed. 
5. Ezport and Import Pe,.,., Hand6oolc, pp. 303.00.1  and 303.00.53-303.00.&&. 
6. Ezport and I,.,ort Permit. Handboolc, p. 303.00.1 . 
7. This is made poAible by a separate entry (i.e. , 9001) on the control list; 

for U.S.-origin items. See Ezport and Import Permit. Handboolc, p. 303.00.&&. 
8. Ezport and I,.,ort Pe,.,., Handboolc, p. 201 .00.1 . 
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9. Department of External Affairs, Notice to Ezportcr1, Serial No. 21 (July 18, 
1984; amended March 1, 1985) , paragraphs 26-30, pp. 12-13. 

10. Ezport and I,ort PcrmiU Handbook, p. 306.01 . 1 .  
1 1 .  Notice to  Eqortcr11 paragraphs 31  and 32 ,  pp. 13-14. 
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15. See the Wall Street JotrntJJ, March 19, 1984. 
16. See the official list in Ezport of Good. {Control} Order 1985, Customs and 

Excise 1985 No. 849; and FYI list in Scc..U, Ezport Contro4 British Business 
Supplement (June 14,  1985) . 

17. Ezport of Good. {Control} Order 1985, anicle 2(viii) , p. 3; and group 4 of Pan 
II, Schedule 1 1  pp. 16Q-165. 

18. Ezport of Good. {Control} Order 1985, anicle 2(i) and 2(viii) . 
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Parliament on February 21 ,  1986. The resolution calls for reaped for the 
CoCom agreement and objeds to extraterritorial elements of U.S. expon 
control policy and U.S. reexpon control regulations. 

20. See Depanment of Trade Press Notice 470, Odober 21 ,  1982;  Press 
Briefing, March 22, 1983; Press Notice 290, August 2, 1983; Preu Notice 
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APPEND IX  A: COMPARI SON  OF EXPORT COIITROL CCl.INTR I ES 

Author i ty and Meehan! ,.. : L l cena f ng 
Db)ect i ves Organi zat i on  Coverage Tech Data Procedures Assurances Enforcement 

CANADA 

�SilL ayshotiS! Adni ni steri!!ll Export Control L i st Control a. �Bi!l i caSfm a • .!.1!1!!!!:! a .  Gol!!r!!!!!nS Audi ts 

� (ECL) soJ:Istant i a l l y  technical  data R!SI:!i remens! csrS i f i cates 
Export and t111p0rt the s- as COCQII i n  1111ter i a l  Select ive custcms 
Pel"lli ts Act ( 1 954 )  Off i ce o f  Spec i a l  l i st form relat i ng  • Desc r i pt i on  Canada requi res checks 

Trade Relat i one,  to contro l l ed  o f  goods an I I C to 
Qbject!ves Export Control s  a .  l!!.!!i!i!!!:!! comnodi t i es I dent i f i cat ion support l i cenae Auc!i ts 

D i v i s i on, Depert���nt of end con· appl i cat I on for 
Contro l s  began for of External Affa i rs Group 7 of a. £9!!!!i!Y· s i gnee exports to COCQII N/A 
short supply  Export Control L i st � Evaluation of COU"'t r i es ;  a l so 
reasona ci.ori ng OSb!!t �fl!!!!iiD Fra !l!!!!!:h goods agai nat requi res s i mi l ar l ntel l i 11!!5e 
Will i ;  l ater a l so � b. .!1!5!.!!!: Conai dera· Export Control i """rt cert i f i cates Rssources 
based on nati ona l  .ti2!!! L i st entry or for exports to 
securi ty Depert....,t of Group 8 of I nternat i ona l  Austr ia ,  F i nland, Cuatcms off i cers 

Nat i ona l  Defense, Export Control L i s t  Canada uses L i st entry Hong Kong, Swi t zer· are respons ib le  
AtCIIII C  Energy control over Performance l and, and Yugos lavi a for the 
Control Board, c .  l!!!!L!:!!! vi sas to Eva luat i on  Sheet i nvest i ga t i on of 
Depert���nt of restri ct for c�ters b. Other Gover!!!!!nta! suspected vio·  
Reg i onal  I ndust r i a l  Groups 3 · 6  of entrants i f  export is to Assurances lat i ona and 
Expanaion, Depart· ECL and to technical  Warsaw pect , PRC the enforcement 
1111nt of CCIIIIIIUni cat i on  Uni lateral syqx>s i a  o r  A lbani a ,  Canada notes I srael , of the Export 

Control s  on Monaol ia, North Macau, Ma lays i a ,  a nd  l"""rt 
!mill Or&l!!i laSi!i!!!! s.a ch•l ca l s  b .  l nta!!Jiible Korea, Vietnam N i ger ia ,  South Afr i ca, Permi ts Act 

Case precedents S i ngapore, Spain, and 
l nterdepart���ntal No control Port of export Swi tzerland admi n· d.  Prosect i ons 
C....,i ttee on Mi l i tary u . s .  content i ster end-use cer-
and Strateg i c  Export c. Ta!!Jiible - Quant i ty t i f i cate systems Three cases for 
Controls  cona i s t i ng - Dol lar va lue-- export control 
of representatives Control s  no l i cenae c .  Consignee Assurances violat i ona were 
frCIII Depert���nts of tech data requi red i f  prosecuted from 
Externa l Affai rs, only in under S50 .  00 End-use cert i f i cate 1981 to 1984 
Nat i ona l  Defenae, mater i a l  except I n  the for mun i t i ona exports 
and Reg i ona l  form East e .  I !!I!!!! I t i  on of 
I ndustria l  Expana i on; l"""rters from other � 
chai red by Off i ce of b. Processi !JI  T i .a countr i es genera l l y  
Spec i a l  Trade i ssue i �rt Statutory pena l -
Relat i one; ci.ot i es :  M i nimal  to cert i f i cates t i es for 
review pol i cy, western Europe export control 
resolve i nteragency and Japan vio lat i ons are 
conf l l ets 6 to 8 weeks up to S25 , 000 

for others and 5 years t-.) 
3 months for impri soment w 
COCOM review C11 
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APPEND I X  A ( cont i nued) 

Author i ty ard 
Objec t i ves Organi zat i on  

Mechan i sms :  
Coverage Tech Data 

L i cens i ng 
Procedures Assurances Enforcement 

c .  X2l!!!!! 
64 cases for COCOM 
review, 1983-1984 

d. D i fferent i a t i on 
� CO<.nSr� 

!ltY! 
No 1 i cense 
requi red for most 
exports to the U . S .  

e .  Use o f  Bu l k  
L i censes 

Mu l t ip le  Cons i gnee 
Penoi ts avai l ab le  

f .  Reexeert L i &!!l!es 

Does not requi re 
I i censes for 
Canadian product 
after i t  is exported 
from Canada; does 
i ssue l i censes for 
u . s . -or i g i n  product 
exported fran Canada 

g .  L i cense for 
Foreign·mede 
Products of 
Canadian Technol!!S� 

None 

h .  l i censes for 
Exeorts of 
Persons Subiect 
to Nat i ona l 
�!l!r i sdi c t i on 

Appl i cat i on can on l y  
be lllllde by res ident 
of Canada, or 
corpora t i on hav i ng 
head or branch 
off i ce in Canada 
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III I TED KI NCIICII 

LWL Authori ty 

lt�p�rt, Export , 8lld 
Cust ... Powers 
(Defence) Act 1939; 
1 9115 Order

. 
cantahw 

curr.,t regulat f ona  

Qblect!m 
U . K .  wwots to 
reta i n  spec i a l  
relat f onah f p  11f th 
U . S .  and share 
technology and 
f nfo,...t f on  

Astpf nf ater f rw  

6ll!1a: 
a. 1!!!!!.1!.2!!1. 

Group 1 
Depert81nt of 
Trade and l ..._t ry b. llll£l.al: 

Other Ap!ncfu Group 2 
.lm!!!D!I 

c. RI!!.Ll!!! 
M i ni stry of Defence 
lldvfce on strategi c  
hopl f catfona; 
Depert_,t of Energy 
lldvfce on I'AIC l ear 
cases; Fore i gn Off i ce 
lldvl ce on fore! gn 
pol I cy ilopl f cat fona; 
H .M.  Cust ... 8lld Exc i se 
enforc-.t of cont ro l s  
at U.K.  ports 8lld 
ai rports 

Group 3 f nc hldes 
sewral ..,, l ater· 
a l l y  contro l l ed  
par•f I I tary 
ruc l Hr, •ta l ,  
and ch•f ca l 
I t -

a . � a .  
S i a l  or Fra 
§sa!;h Con· 
lfsllr!Sf S!!I 

No l i cense 
requi red to 
Western 
dest f nat f ona  

b .  I!!SIIlllll!ls 
b. 

No control s  
to any 
dest i nat i on  

c .  !llllli!zl.l 
Group 4 
control s  
I f11fted to 
docuMnts to c. 
COCCIII·proscrfbed 
dest i nat i ona  

d .  

611211  ,.s I!!!! 
R!S!::!i ri!!I!!SI 

Descrf  pt f on 
goods, technical 
specs, end·use 
name/ inporter, 
and u l t f ,.te 
cons i gnee com· 
puter quest i onnai re 

Processi£11 
!..!.!! 
Average for 
nonsens i t i ve 
f t.,. for 
Western 
dest f nat f ona, 5 
110rking days 

� 
1 00 , 000 I fcenses 
per year; 5 ,000 
per year to 
proscribed 
dest i na t i orw ;  
578 cases for 
COCCit review, 
1983· 1 984  

D i f fermSI!t i on  
!!v CO...t[Y 

a .  

b.  

ll!lil!![t C!£U f f f clt!! 

I I  Cs are requf red 
for h i gh va l ue  
f o r  exports t o  
COCOM co...t r f ea 

Other §mrr•ne•lt!l 
Assurancn 

End· user 
noti f i cat i on  

c • 9!!!!.i..a!l!! 
Assurances 

A publ i shed 
to .. for a 
conaf gnee 
.-.dertak I ng 
not to 
reexport 

• • fi!l!!!I!!!!!Jt 
&!!li.!! 
N/A 

b. lD!!!:!!I! 
l ..._try 
&.IIJ.!1 
N/A 

c .  l nS!l l ig�e 
Resources 

N/A 

d. P[2!1SU1 i ons  

N/A 

e. ll!lil!!l!t!on of 
fll!l!..ti!! 
F i nes and/or 
up to 2 years • 

i lllpl' i SOI'Mnt 
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APPEND I X  A ( cont i nued ) 

Authori ty ard 
Objec t i ves Organi zat i on 

Mechan i sms :  
Coverage Tech Data 

L i cens i ng 
Procedures Assurances Enforcement 

None for most 
conmad i t i es ;  
tech data 
l i cens i ng 
requi rements 
apply  only  
to exports to  
A l bania ,  
Bul gar ia ,  Ch i na ,  
Czechos l ovak i a , 
E .  Germany, 
HUlgary, 
Mongo l i a , North 
Korea , Poland, 
Ronania,  USSR , 
and Vi etnam 

e .  U§e of Bu l k  
ili!!:!!! 
Yes 

f .  Reexeort 
L i censes 

None 

g .  U cense for 
Foreian·made 
Pr!!!!!!;ts of 
U . K .  Technol!!ll:i: 

None 

h .  l i censes for 
EXE!!!rt! of 
P!r§ons Subject 
to Nat i ona l 
�!z!r i sdi c t i on 

None i f  
nonresident 
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FIWICE 

Lwl AytborJty 

Nov. 30, 1�, 
decree. For 
other I t-, 
Apri l  11, 1939. 
decree/ 1811 for 
... , u  .... 

Qbject i m  

Des i res t i ght 
control of herd 
core (IIICh less 
then COCOM I i s t )  

Adfti nf attr itw 
a.:sv 
CUstCII8 ,...l n l sters 
control s  

l ntel'lll n i ster l a l  
c-i tte on Export 
Controls CCIIIIpOIIed 
of ll l n l s t r l es of 
I ndustry, Connerce, 
Defense, and Forei gn  
Affai rs 

a. l!!ll!.1.!.!!!! 
Arrete Apri l 2,  
1971 , -ad 
lley 1 1 ,  1911 , 
i nc l udes s ... 
duel use i t  .. 

b. Nuclear 

Not i ce to 
exporters Jan. 
21 , 1986; ·­
di fferences fto111 
C0C0M At111i c  
Energy l i st 

c • !!1!!1...!!!! 
Not i ce to 
exporters Dec. 5 ,  
1 915 ,  plus 
Lrlplbl l shed ml cro· 
f i che, wh i ch 
requi res l i censes 
for s ... products 
except fto111 
aJCOII l i st 

d. Other 

UnpU)I i shed 
restrict i CIII8 on 
"hard core" and 
related equi pment 

a. � 
�fai or Fra 
!l!mh 
CC1118fslsr!U!!!!I 

N/A 

b. l nta!!Jiible 

No control s  

e .  Ta!!Jiible 

Contro l l ed  
i n  doclllll!f1tary 
fon1 

a. �! i caUon 
R!!!l!!i remens• 

Tar i f f  nud>er 
( rather then 
COCOM i tem 
nud>er) 

l nfornat i on  on 
end·�ae 
French governnent 
wi I I  help f i rms 
eh-e or down· 
grade products 
to get sa le  
approved 

For Rl l t i pl e  
l i cense need 
wri t ten 
assurances from 
consi gnees 

b.  Process i 01 T i mea 

To West about 2 
weeks; to East 
about 3 weeka 
plus COCOM; for 
overcoverage 
because of use 
of tar i ff nud>ers , 
iMedi ate i ssuance 

e .  Vol une  

83 eaaes for 
cocot review, 
1983 · 1 984 

a. ll!lil!![t C!Ui f laSa a. Gover!!!!!!Jt 
Audi ts 

Use I I C for export 
to COCOM COU'It r i es French do check 

end·use and 
b. Other GOV![IJI!!!l11L .. i nt_,..,e 

�surances procedures i f  
they f i nd  that 

Requi re end· use products are 
eert i f  i cates for diverted; they 
exports to Austr i a ,  IIB Y  no t  furn i sh 
F i n l and, Hong Kong, another l i eense 
Sweden, Swi tzer l and, to that dest i • 

and Yugos lav i a  nat i on  again;  
per 1913 agree· 

e .  Consisnee ..nt , F rench 
Assura!:!5:es ClatOIIIS wi l l  

conduct i nves· 
' 'May' ' requi re t i gat i ons at 
assurance ' ' in no u . s .  request 
part i cular fol'll" of 
eonsumpti on in other b. !.!!!!m!.!. 
i mport i ng  cOU'It r i es l ndust[Y &!!i!i ls 

Under ... 1 t i ple l i cense, See ' 'Cons i gnee 
exporter would need to assurances' ' 
obtain assurances fra� 
cCIII8 i gnee i nc l ud i ng :  e .  l ntsl! i ii!!!!Se 
de l i very ver i f i cat ion, l!!!l!l!rs!i 
respons ible  i ndividua l s  
i n  t h e  f i t11, i nterna l N/A 
audi t ,  divers i on  r i sk 
screen, tra i n i ng  d.  Prosecut i ons 

program, and record· 
keeping Dnl y known ease 

was prosecuted 
false docunenta· 
t I on rather than 
export control 
violat i on  
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APPEND I X  A (cont i nued) 

Author t ty and 
Objec t i ves Organi zat i on 

Mechani sms :  
Coverage Tech Data 

L i cens i ng 
Procedures 

d. D i fferent i a t i on 
!!ll( Countrll! 

None 

e .  Use  of Bul k  
L i cense 

Jan. 1 3 ,  1986 ,  
establ i shed 
s i ng l e  1 i cense 
for nul t i ple 
transac t i ons; 
i"""rter nust 
be a sl.bsidi ary, 
an exc lus i ve 
d i s t d butor, or 
a f i na l  end·user 

f .  ReexPOrt 
� 
None 

g .  L i cens!! for 
Foreisn·made 
Products of 
F rench Technolgsll! 

None 

h .  l i censes for 
Exl!!!rts of 
Persons Subject 
to  Nat i ona l 
�yr i sd i c t i on  

N/A 

Assurances Enforcement 

e .  lnpos i t i on  of 
f!!!!!!!i..u 
F i nes from one 
to three t i mes 
the va l ue  of goods 
per art i c l es 
400 and 413 of 
Feb. 1 ,  1 986, 
edi t i on of the 
Customs Code; 
i q:)r i sonnent i n  
c r i m i na l  cases 
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GE-Y 

�IIIL 6WSbsu:U� �iDfiSI!:iDII a .  llll!!liD 
!8IW: 

-.-lrt· Same uni l ateral 
schafts-tz M i n i s t ry of controls 
of Apr i l 21, 1'161 Economi cs; 

• • £l!!!l1iSll:. . . 611!! I CIS I !!! . . Jnport cert i f i cates •· Gove[!!!!lf!t 
t i g l  or Free RB!i ri!!!!!JSI Audi ts 
!I!!!S!!. I I Cs are requi red 
Cons i stsr11 i !2!!1 N/A for exporta to Gern.n CUStCIIIS 

COCilll count r i ea I nves t i gates at 
Fadera l Off I ca of b.  !!l!W!!: See ' 'b' ' b. Prssalios T im of dual .-e i t- u . s .  request 

!l!zjact !m a .. t nsss Ec...-i cs , 
lldilini sters i t-; Sonoe uni l ateral 

be l ow  over D M  20, 000 
One dloy i f  and of IU1 i t i ons  b .  I nterna l 

R I ght to export M i ni stry of Def-e control a 
In ebaence of lldili ni sters weapons 
spec i f i c  c .  2Y!..L!!!! 

b. jnt!!llJi bl! adeq.latel y or atomi c energy l rp.stry 
doc...,ted i tem over DM !l!!!i.!!.... 

Subj ect to 1 0 , 000 
rest r i c t i on; Forei gn Affa i re control c. � N/A 
wants to share Mini atry l eads SLbstant i a l ly 
technology wi th i nternat i ona l  a ... as 

b. Other G!!l!![!!!!!:llta l 
c .  Tana i bl e  80 , 000 per year ;  Assurances c .  l nSel l ! gene! 

u . s .  negot i a t i ons  COCilll l i  s t sLbstant i a l  � 
c .. tans enforces 

Subject to runber i ssued i n  l ll'f'Ort cert i f i cate& 
control 1 day; 442 casea are requi red for No publ ! shed 

controls submi tted for exports to Swi tzerland den i a l  l i st 
COCOf rev i ew ,  Aust r i a ,  a nd  Yugos l avi a 
1 983 · 1 984  d.  Prosecut i ons 

c .  'ons i gnee Assurances 
d. D i  ff!r!!Jt l a t i!!!! Several 

� CountrJ! Encl- .. e cer t i f i cates 
for a l l  arms e. l!!l!:!!s i t i on of 

Contro l l ed  exports � 
camnodi t i es 
requi re l i cense Up to 3 years • 

to a l l dest i ne ·  i lllpl" i SonMnt 
t i ona; i ntang i b l e  or f i ne  
technical  data 
only control l ed  
t o  COCcn· 
proscr i bed  
dest i nat i ons 

e. US! of Bu l k  
1Js!D!! 
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APPEND I X  A ( cont i nued) 

Author i ty and 
Objec t i ves Organ i zat i on 

Mechan i sms :  
Coverage Tech Data 

l i cens i ng 
Proce<Nres 

L i cense for 
naJ l t ip le  trans­
act i ons moy be 
; ssued for exports 
to western des t i na­
t i ons; f i nn must 
have been 
export i ng  for 2 
years and have 
received at l east 
200 export l i censes 
in precedi ng year 

f. Reexeort l i cense 

Letters of 
permi ss ion rather 
than reexport 
l i censes are used 

g. L i cense for 
Forei an-made 
Products of 
Ger011n Technol ogy 

N/A 

h. l i censes for 
Exeorts of 
Persons Subject  
to Not i ona l 
Jur i sdi c t i on 

Must be 
res i dent 

Assurances Enforcement 
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JAPAN 

Lpl Authori ty 

Foref1111 Exdi­
Md Foref llll 
Trade Control 
L811 C 1 M9) 

Cl)ject i m  

L811 •kes no 
_,t i on  of 
cont rol for 
•i l i tary or 
po l i t i ca l  
rusons 

Des i rn access 
to u . s .  technol ogy 

A*I DI !ttr f rw  
AIDX 
Mini stry of 
I nternat ional Trade 
Mel 1.-.try; 
11inl•l pert l c l pe t i on  
by J...., Def-e 
�y; Mini stry of 
Forei 1111 Affa i rs 
establ i shes po l i cy 
Mel concb:ts toCOII 
negot f a t i one  

a . l!!ll1liD 
Control to: 
<1 l .,_.,;at 
Bloc; ( 2 )  COU1tr f es 
aubject to ar. 
export entoerao 
under U . N .  
reso lut i on  
lllllberaol 

b. .!!l!£!.u!: 

N/A 

c. 2!!!!...!!!! 

L i at is sub· 
stant i a l ly the 
•- as COCOM 
l i st but wi th 
l ess detai l 

a. &D1i.lll:. 

b. 

c .  

SIS!!!l 2r Fra 
!I!!!E!! 
�; s!!r•s 1 a 
N/A 

IDSII!IIIble 

Controls on 
i nt-ible 
tech d8ta 
ex i st i f 
related to 
spec i f i c  
ex i s t i ng 
product 

� 
LiliS!SI to 
C-ili!l 

A l so control s  
t-ible tech 
data related 
to spec i f i c  
exi s t i na  
product 

a .  gl tcastm 
Rgf tii!!IJ1S 

Copy of 
contract 

b. Pr!!S!Ii!!ll T i lle  

N/A 

c .  :i2l..IB 
330 cases for 
COCOM revi ew, 
1983·1984 

d. gi ffsrent i at i on 
!a( COU1t� 
l i cenaes for 
dus l  use i te111 
not requi red 
for Lat i n  
Amer i can 
ccx.r�t ri  es , 
S. Korea, ard 
I ce l ard 

Area "A" · - free 
ard cCIIIII'Ii s t  
cOt.ntr i es 

Area ' 'B ' ' - -
COU1t r i es where 
there is an 
entaergo, e . g . ,  
Rhodes i a ,  I ran, 
I raq, or cOU"'t r i es 
where Japan has 
neaat i ve ba l ance 
of pe)IM!Its, 
e . g . , N i ger i a  

a.  l!!l!!!rl Cert i f i cates a. Gover!!!IO!!S 
&!!!!!! 

Japen requests 
i """rt cert i f i cates M I T I  off i c i a l s  
f rcn 15  COU1tr i es , 111y 111ke spot 
i nc l ud i na S i naapore checks on 
ard Ma l ays i a  as wel l erd·users 
as CDCOII ........ rs 

b. fnter!!!l J .-.trl( 
b. OthEr !i!!Yer!!!IO!!tal  &!!I!!! 

Assurances 
N/A 

Japan requi res erd· 
use cert i f i cates c .  l ntel l igence 
fran n i ne other Resources 
COWlt r i es ,  i nc lud i na 
Swi tzer l and, Sweden, N/A 
ard Hona Kona 

d. Prosecut i ons 
c .  C!!l§ i 8[!!! 6§SUC8r!S:eS 

The Japanese 
N/A govern��ent has 

denied export 
privi leaes to 
canpan f es 

e. l!!l!!!liSjon of 
f!!.!!.l.!i!l 
F i nes up to 
1 mi II i on yen; 
i 111pr i sonnent up 
to 3 years; 
denial of export 
privi  l eaes up 
to 1 year 
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APPEND I X  A ( cont inued)  

Author i ty and 
Obj ect i ves Organi zat i on  

Mechan i sms :  
Coverage Tech Data 

l i cens i ng 
Procedures Assurances Enforcement 

e. Use 2f Bulk 

JJsc!! 
N/A 

f .  ReexE!9:rt L i cense 

No reexport 
control s  exi s t  

g .  L i cense for 
Forsi S!!·made 
Procb:ss of 
Jae!nese Technolgsx 

N/A 

h .  l ; censes for 
EXP2rts of 
P1rsons Subject 
to Not i ona l  
Jur i sdi c t i on 

N/A 
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AUSTR IA 

Lntl authori ty 

Forelan Trade 
Act 19611 .. 
-.led Dec. 
1 2 ,  1984 

llll'll t f ons  
control eel 
purSUMt to 
1977 lew 

Qbjectfm 

Prevent 
shortages 
end pri ce 
f luctuat ions; 
good c-rc i a l  
relet i ons  w i t h  
wes t  wi thout 
violat i ng  
.-tra l i ty 

Ad!lf nf etertrw 
aa&x 
Mini st ry of 
Trade c-rce 
and I ndustry 

• . lllll1l1D 
N/A 

b • .!!!&!!!t 
N/A 

c . � 

Only overlap 
wi th COCOII l i st 
is s i l icon, test 
equi�t. and 
c....,ters, wh i ch 
are not restricted 
on secur i ty 
grouncfa 

·· � 
Sia& 2t fra 
!I!IE!!. 
'!!!!!I s!!r!S I!!!!!! 
N/A 

b. l nta!]lli b!! 

No controls 

c . � 
L i m i ted to 
'OIIIIIOdi t i!! 

No controls 

. . 

b. 

c .  

d .  

e .  

f .  

&!RIIciSi!!Q 
Reaui rwnt• 

N/A 

l!iff!tant i a t i on  
bv Couwy 
None 

!I!• 2f Bulk 
.�.is!!!! 
N/A 

Reexeort 
.!..iE!!!!! 
No l i c-e 
requi red for 
reexport frca 
another country 
of Austr i an· 
ori g i n  i t..,. 

L i c-e for 
F2rsi sm·.acte 
Products of 
AusStian 
Technol!!IIY 

See precedi ng  
entry 

L f c-es for 
ExE!!!rss of 
Per!!!Q!! lub j §t 
to !!t f ons l  
�!!tl sdf c t i on  

Must be leg i t imate 
company that has 
been operat ing 
for  at least 3 
_..ths 

a . lllllSIU 'etti fl£1!1!! a. GovarfP!t 
Audi ts 

Austria  requi res 
an export li c-• Austr f  a author· 
for a l l  cOIIIIIOdf t i es i t f es may 
that enter with  an I nspect any 
i qx>rt cert i f i cate fee I I  i ty before 

or after 
b.  0th1r Goverrwnenta 1 i ssuance of an 

Assurances f....,rt 
cert i f I cate 

N/A 
b. l!!t!rnal l ndustty 

c .  ,01'18 i 11!J!! ASSUCI[!E!§ !!!!U.S! 
u . s .  d i st ri but i on  Austrf  an conopani es 
l i c-e requi renoents .,.t estab l i sh a 
for distributors record· keepi ng 
to l i st end· users procedure to 
conf l i cts wi th keep track of 
Austrf an Data cOIIIIIOd i t i es in 
Protect I on Act ; 
pr i or approva l of 

quest i on  

encf·user a nd  of c .  l ntel l igence 
Austrian Data Resources 
Process i ng  Commi ss i on  
i s  requi red t o  N/A 
tr-fer such dsta 
outs i de  of Aust r i a  d .  PrQ!ecut i ons 

Two companies 
have been 
bl ack l i steel 
for diversi ons  

e .  l!!l!!!s i t i on of 
Ppl t i es 

N/A 
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APPEND I X  A ( cont i nued) 

Author i ty and 
Objec t i ves 

KOREA 

leaa 1 Author i ty 

Forei gn T rade 
Transac t i on  
Act , Art i c l e  
2 ,  Rest r i c t i ons 
on Export and 
lll'f'Ort 

weapons and 
F i rearms Cont rol 
Aet and M in istry 
of Nat i ona l  
Defense D i rec t i ve 
1 75 ,  approved 1983 

Objec t i ves 

Deny ass i stance 
to North Korea 

Organi zat i on 

Acini nister ina 

� 
M in istry of 
Connerce and 
I ndust ry 
(cilal use> 

Korean Defense 
I ndust r i es 
Assoc i a t i on 
(IILni t i ons ) 

Actua l export 
l i cense i ssued 
by the Forei gn 
Exchange Bank 

Mechan i sms :  
Coverage 

Coverage 

A l l exports 
proh i bi ted to  COCOM· 
proscr i bed  
dest i nat i ons 

a. Mwi t i ons 

Three categor i es :  
l etha l , non· 
l etha l ,  general 

b.  Nuc l ear 

N/A 

c. Dua l Use 

Not contro l l ed  
to Western 
des t i nat i ons 

Tech Data 

a. cons t i tu· 
t i ona l or F ree 
!e!!!s!l 
Cons i derat i ons 

Not cont rol led 

b.  l ntansi ble  

Not  control l ed  

e .  Tansible  

Not  cont rol l ed  

L i cens i ng 
Procedures 

a. Al!l!l l cat i on 
R!!!!ui rements 

N/A 

b. D i f ferent i a t i on 
2v Country 

Wi l l  not t rade 
wi th "unf r i endly e .  
nat i ons ' ' i nc l ud i ng 
COCOM·proser i bed  
des t i nat i ons 

c .  Use o f  Bu l k  
L i cense 

N/A 

d. Reexeort 
bill!!!!! 
None 

e.  L i censes for 
Foreign·made 
Procilets of 
Korean Technol!!liY 

None 

f .  L i censes for 
� 
Persons Subject 
to Nat i ona l 
Juri  sdi ct  i on 

N/A 

Assurances Enforcement 

a. I!!E!!rt  Cert i f i cates a. Goverrrnent 

A!!fi!! 
None 

None 
b. Other Govermental 

Assurances b. jnterna l I ndustry 
A!!fi!! 

None 
None 

Cons i snee Assurances 
e .  l nte l l isenee 

F i rms genera l ly Resources 
respect U . S .  
condi t i ons aga i nst None 
reexport 

d. Prosecut i ons 

None 

e .  l!!J22s i t i on  of 
� 
N/A 
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APPEND I X  8 :  SUMMARY COMPARAT I VE ANALYS I S  

Uni ted South Un i ted 
Canada K i ngdom  F rance German Japan Aust r i a  Korea States 

wart i me  author i ty Yes Yes Yes No No No No No 
Technology i qx�rt concern Yes Yes Yes Yes Yes Yes Yes Yes, at l east 

from Japan 
Def-e rol e  Occas i ona l Adv i ce Comni t tee Rev i ew M i nimal None M i ni ma l  Act i ve 

consultat i on  taken member arms 
Nat i ona l  control s  l i st Yes Yes Yes Yes Yes 4 i t ems  N o  Yes 

slilstant i a l ly the s-
as COCOM l i st 

Uni latera l secur i ty cont rol s  Few Few Few Few No No No Slilstant i a l  
Technology contro l s :  

Yes8 N� Tq i b l e  Yes Yes Yes Yes No Yes 
I ntang i bl e  N o  No No Yes Yes8 No No Yes 

L i c-e requi 1"8111entS on 
secur i ty goods for : 
I nd i genous exports 

conmodi t i es to East Yes Yes Yes Yes Yes No Embargo Yes 
conmodi t l es  to West Except u . s .  Yes Yes Yes ? No No Except G · COM 
tech data to East Yes Yes Yes Yes Yes No No Yes 
tech data to West yes No Yes No Yes No No Mos t l y  No 

Fore i gn-or i g i n  exports Yes Yes Yes Yes Yes Yes ? Yes 
Exports f r0111 t h i rd count r i es No No No No No No No Yes 
S i ng l e  l i c-e for 

1111l t i pl e  sh i pments to West Yes Yes Yes Yes ? No No Yes 
lqx�rt Cert i f i cates 

I ssues on request Yes Yes Yes Yes Yes Yes No Yes 
Request that others i ssue Yes Yes Yes Yes Yes No No Yes 

8 l oc k I ng  statute Yes Yes Yes No No Yes No EM Sect i on 8 
aga i nst ext rater r i t or i a l  
contro l s  

Nllllber of COCOM except i on  
cases, 83/84 16/48 213/365 1 7/66 21 2/230 1 22/21 0  1 590/ 1428 

Nllllber of f i rms on u . s .  
deni a l  l i st 2 1 5  1 9  18·20 23·31 0 65 -72 

� � ly if  related to spec i f i c  ex i s t i ng product . • 
i l l  i ssue I C for techno l ogy. � 
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APPEND I X  C :  I N T ERNAT I ONAL I MPOR T CERT I F I CATE ( I I C )  N 
... 
00 

Uni ted Uni ted 
Canada K i ngdom F rance Germany Japan States 

E l ements on I I Cs 
Wi l l  not d i vert X X X 
W i l l  not d i vert , 

t ranssh i p, or reexport X X X 
Wi l l  obta i n  pr i or 

author i zat i on  i f not 
i �rted i nto F rance 

Not i fy author i t i es i f  changes No On No No No Yes 
appl i cat i on 

Remi nder about de l i  very 
ver i f i ca t i ons Most On No No No Yes 

report appl i cat i on 
a r r i ved 

F a i l ure to abi de 
v i o l at i on of law No No No NO NO Yes 

F a l se statements puni shab l e  No On No No No Yes 
appl i cat i on 

I I Cs for E!!�;!!!r t s  
To government organ i zat i ons No,  where No Not sure No No No 

c l ea r l y  o f  c r i ter i a  
i dent i f i ed  

Between l ead of f i ces and 
subs i d i ary or between 
subs i d i a r i es Yes Can be wa i ved I Cs but not No No 

un l ess for DVs un l ess exempt i ons exempt i ons 
resa l e  h i gh - va l ue except for 

usua l l y bu l k  D i st r i but i on 
l i cense wi th L i cense 
end- use 
cert i f i cate 
and not I C  

C o p y r i g h t  ©  N a t i o n a l  A c a d e m y  o f  S c i e n c e s .  A l l  r i g h t s  r e s e r v e d .
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