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PREFACE vii

Preface

The United States in cooperation with its allies has imposed controls since
1949 on exports to the Soviet bloc of commercial goods and information that
would be of significant value to Warsaw Pact military systems. Since the late
1970s, there has been significantly increased concern in the United States about
Soviet success in acquiring and applying this commercial Western technology, a
concern that was translated into a vigorous effort to improve the effectiveness of
national security export controls. The Department of Defense spearheaded this
initiative, which has resulted in substantial strengthening of controls on dual use
technology (i.e., items with both commercial and military application), primarily
under the authority of the Export Administration Act of 1979, as amended. These
stricter controls, however, have caused broad concern about unintended effects
that may dampen the vigor of U.S. research and technology development and
unnecessarily impede trade in high-technology goods.

In 1982 a panel of the National Academy complex (now known as the
Corson panel after its chairman Dale Corson) examined the effect of national
security export controls on the communication of basic scientific research. The
results of that study led to an executive branch policy intended to minimize
restraints on the vital free flow of scientific results and research findings. During
the ensuing period, representatives of industry and research institutions in the
United States expressed misgivings about the effect of export controls on the
U.S. international competitive position, and this national controversy also
required an objective
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examination. As a result the leadership of the National Academy complex
decided in 1984 to organize a second panel to examine the effect of export
controls on commercial trade in high-technology goods and information and on
the vigor of U.S. high-technology industry.

The new panel recognized from the outset that Western military security
depends in part on the technology advantages of the West as compared to the
Soviet Union and that some restrictions on the flow of technology of military
importance are indeed necessary. Furthermore, the panel was aware of the vital
importance of maintaining the West's technological advantage through continued
technological progress. It also took note of the fact that a 1976 study of the
Defense Science Board (known as the Bucy report) had provided much of the
theoretical basis from which to examine the current situation.

The panel found it appropriate to narrow and focus its efforts. Although
controls for foreign policy purposes, controls on transfer of nuclear technology,
and controls on arms transfer are all part of the total U.S. export control policy, in
accordance with our charge we have focused on national security export controls
(as specified by the Export Administration Act of 1979, as amended) imposed on
dual use technology. Moreover, although certain countries other than the
members of the Warsaw Pact are affected by U.S. national security export
controls, we have focused primarily on issues relating to the Soviet Union and its
Eastern bloc allies due to their central importance to the problem. We also have
given particular attention to the role of friendly and neutral Free World nations
that are not members of CoCom (the Coordinating Committee on Multilateral
Export Controls), countries that may now or in the future be sources of
indigenous technology and potential channels of West-East technology transfer.

The panel shares the concerns of many regarding the health of U.S. high-
technology industries and the effect on national security of declining U.S.
leadership in various sectors. We have, for example, taken note of other recent
studies that address the loss of manufacturing capability in the semiconductor
industry and the problems associated with defense procurement. Our focus in this
study—and the overall effect of export controls—does not minimize the
importance of other measures needed to retain and improve the vitality of high
technology in the United States and its contribution to U.S. military security.

Perhaps not surprisingly the panel found the central problem of this study to
be extraordinarily complex and initially difficult to grasp in its totality.
Moreover, we determined that reliable quantitative data regarding the
effectiveness of controls—and the impact of controls on economic development
and trade—continue to be very difficult to obtain. Nevertheless, at the conclusion
of its efforts the panel was convinced that it had
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reviewed and considered sufficient information to justify its findings and
recommendations. It was unanimous in the adoption of these views.

It is clear that, for this complex problem, there are valid competing interests
to be weighed in considering the course of action that will be most effective in
enhancing U.S. national security. The panel hopes that this report serves to
identify and explain these important issues and that our findings and
recommendations will be useful to those who bear the responsibility for
formulating and implementing wise policy.

The panel is grateful for the assistance provided by the liaison
representatives of the various federal agencies and by the hundreds of individuals
and private organizations, both in the United States and abroad, who cooperated
in providing information for this study (see Appendix G). We also wish to thank
the professional staff, directed by Mitchel Wallerstein, which so ably organized
the panel's briefings and foreign fact-finding missions and laboriously wrote and
rewrote the many preliminary drafts of this report. Finally, I personally wish to
thank the members of the panel for their dedicated service in this lengthy and
sometimes contentious effort.

LEW ALLEN, JR.
CHAIRMAN
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EXECUTIVE SUMMARY 1

Executive Summary

ABSTRACT

In this study the panel was charged to examine the current system of U.S.
and multilateral national security export controls and to seek strategies to
regulate international technology transfer in such a manner as to achieve a
desirable balance among the national objectives of military security, economic
vitality, and scientific and technological advance. Three general principles
underlie this analysis—namely, that it should be the policy of the United States
(1) to promote the economic vitality of Free World countries, (2) to maintain and
invigorate the domestic technological base, and (3) to cooperate with its allies to
impede the Soviet Union and other Warsaw Pact countries in their efforts to
acquire Western technology that can be used directly or indirectly to enhance
their military capability.

The panel finds that national security export controls, when developed and
implemented on a multilateral basis, are an appropriate policy response to two
facts. One is that dual use technology—that is, technology that has both
commercial and military applications—has become increasingly important to
Western military security. The other is that the Soviet Union and its Warsaw Pact
allies continue to pursue aggressive technology acquisition in the West. The
panel further finds that efforts by the United States since the late 1970s to
enhance the effectiveness of national security export controls were necessary in
view of both intelligence on the nature and extent of Warsaw Pact
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technology acquisitions and the continued diffusion of technological capability
outside the United States. Nevertheless, the panel believes that U.S. control
policies and procedures are in danger now of overcorrecting in that they fail to
promote both military security and economic vitality, two objectives set forth in
the statutes authorizing national security export controls. The panel also finds
that, although appropriate statutory authority appears to exist, the U.S. policy
process for national security export controls lacks proper direction and
affirmative leadership at the highest level of government. The result is a complex
and confusing control system that unnecessarily impedes U.S. high-technology
exports to other countries of the Free World and directly affects relations with the
CoCom allies.

Accordingly, the panel recommends that the United States exercise stronger
leadership in building a multilateral community of common controls for dual use
technologies among cooperating countries, which will involve further
strengthening of the CoCom mechanism, eliminating certain controls on trade
among CoCom countries, and developing effective control arrangements with
other technologically advanced nations. In the domestic context the panel
recommends that executive branch policy decisions on national security export
controls accord greater importance than they currently do to maintaining U.S.
technological strength and the economic vigor and unity of the Western alliance.

INTRODUCTION

The vigor of science and technology in the Western* democracies and the
greater economic vitality of these nations in comparison to the Soviet bloc are
sources of strength for the West in its continuing effort to maintain its military
security. The Soviet Union lacks these advantages; it seeks to compensate for
them by directing a substantial portion of its gross national product to the
development and production of military equipment and by making aggressive
attempts to acquire and apply Western technology to its military programs.
Although the prime targets of the Soviet acquisition program are military
hardware and technology related directly to military systems, dual use products
and technology® available for sale in international markets also constitute major
targets. The importance of dual use technology to Western economic vitality
poses a policy dilemma for the West in turn: The open communication

* As used throughout this report, Western or West includes Japan.
T Items that have both commercial and military applications (e.g., microelectronic
components or computers of certain performance parameters).
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and free markets that are fundamental to the Western advantage in technology
also facilitate the Soviet acquisition effort. Given what is known about the scope
and extent of these Soviet activities, the West must pursue a dual strategy of
continuing to maintain its technological leadership over potential adversaries
while also denying—or at least impeding—their access to militarily significant
Western technology.

This study had a twofold objective: (1) to examine the current system of
laws, regulations, international agreements, and organizations—defined
collectively as the national security export control regime*—that control the
international transfer of technology through industrial channels; and (2) where
appropriate, to recommend new approaches to achieve the interrelated national
policy objectives of military security, scientific and technological advance, and
economic vitality.

To achieve this objective the panel and its professional staff undertook a
broad agenda of research and briefings.

 Pertinent public literature was analyzed as well as restricted documents from
the various federal agencies involved in export control policy formulation—
e.g., the Departments of Defense, Commerce, State, Treasury (U.S. Customs
Service), and Justice.

* Representatives of these agencies briefed the panel, as did the Intelligence
Community in classified session.

* The panel also heard the views of industry (including a broad range of
sectors and firm sizes) and held a series of discussions with individuals
well-versed in aspects of the national security export control regime.

* Delegations of the panel traveled to six European countries (Austria,
Belgium, France, Great Britain, Sweden, and West Germany) and five Asian
countries (Japan, Hong Kong, Malaysia, Singapore, and South Korea) for
frank and confidential meetings with government officials, industry leaders,
and other informed observers on export control matters.

* The panel commissioned a series of research reports, prepared both by
outside consultants and by the panel's professional staff. Some of these
studies developed and analyzed new primary data; others reexamined
existing problems from new perspectives.

From these efforts has come a set of general principles and specific
prescriptions for developing a more balanced and effective national

* The panel was not charged to consider other applications of export controls including
foreign policy and short supply constraints. Thus, although foreign policy controls may
occasionally become intertwined or confused with national security controls, they are
examined here only to the extent that they impinge on the effective functioning of the
national security export control regime.
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security export control regime. The panel's findings and recommendations are set
forth in the concluding sections of this summary. The three general principles
that underlie the panel's analysis propose that it should be the policy of the United
States

* to promote the economic vitality of Free World countries,

* to maintain and invigorate the domestic technological base, and

* to cooperate with its allies to impede the Soviet Union and other Warsaw
Pact countries in their efforts to acquire Western technology that can be used
directly or indirectly to enhance their military capability.

As a general policy, the United States should strive to achieve clarity,
simplicity, and consistency in its national security export control procedures, as
well as in the multilateral CoCom* export control structure, and broader
consensus on the need for national security export controls among the Free World
nations that use and produce dual use technology. To achieve these ends the
United States should develop policies and procedures that emphasize efficiency
and effectiveness rather than total comprehensiveness.

THE TECHNOLOGY TRANSFER PROBLEM

Intelligence information reviewed by the panel—including some at high
levels of classification—indicates that the Soviet technology acquisition effort is
massive, well financed, and frequently effective. Militarily significant Western
technology has flowed to Warsaw Pact countries in recent years through three
primary channels:

* espionage—the theft of classified information or items of relevance to
military systems;

* diversion—shipment of militarily significant dual use products and
technology to unapproved end users, either directly through the export of
controlled products without a license (i.e., smuggling), or indirectly through
transshipment using a complex chain of increasingly untraceable reexports
(i.e., legal transshipment of products or components by firms operating in
countries that do not impose controls); and

* legal sales—direct trade with the Soviet bloc, usually after receipt of a
license. Such trade also may include some reexports.

As in other areas of intelligence, data on Soviet acquisition of militarily
sensitive technology are incomplete and fragmentary and often become

* CoCom, or the Coordinating Committee on Multilateral Export Controls, is an
informal, nontreaty organization composed of Japan and all the member nations of the
North Atlantic Treaty Organization (NATO) except Iceland.
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available relatively late in the development of national security export control
policy. Nevertheless, available evidence—including the so-called "Farewell"
papers, which are actual Soviet documents obtained by French intelligence
services in 1981 detailing the plans, organization, and financing for technology
acquisition efforts in the West—indicates that, by the Soviets' own estimates,
approximately 70 percent of the items they target and eventually acquire in the
West are subject to some form of national security export control. There is also
growing concern in the Intelligence Community about the extent to which the
Soviet Union and other Warsaw Pact countries have been or may be able to
obtain controlled technology in Free World countries that do not cooperate in
national security export controls. This concern applies both to the industrialized
neutral countries of Europe and to some of the more advanced newly
industrializing countries (such as India, Singapore, and Brazil).

It is only on rare occasions—for instance, when isolated examples of
specific Western components, or copies of them, appear in Soviet military
equipment—that the Intelligence Community can declare without reservation
that the application of Western technology has contributed substantially to Soviet
military developments. As a result, assessing the impacts of technology acquired
by the Soviets is subject to considerable uncertainty. In general, it appears that the
loss of a few items does not raise significant risks. Although the Soviets may
attempt to reverse-engineer a technology (i.e., use an item obtained in the West as a
basis for producing the technology themselves for their military systems), the
panel has come to believe that this process is generally unproductive for many
types of items (for example, high-density semiconductor devices).

Nevertheless, certain key items of process control or manufacturing
hardware (known as keystone equipment) can provide the Soviets with
substantial leverage—even if only a few are obtained—because these items
facilitate the production of quantities of other hardware. Consequently, a
prevalent judgment in the United States is that the emphasis of national security
export control policy properly should be on constraining the flow of
manufacturing equipment (specifically, some types of turnkey plants and know-
how related to that equipment) rather than on the end products of the
manufacturing process.

Although there are some cases in which different conclusions can be drawn,
on the basis of available information the panel has determined that for most types
of dual use technology the Soviet Union is approximately 5 to 10 years behind
the West and does not appear to be closing the gap. The situation is different for
military technology. Although the West remains generally ahead in the most
advanced systems, the Soviets' great emphasis (relative to that of the United
States) on the development and
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production of military hardware results in fielded equipment that in specific cases
is as modern as that deployed in the West. However, as indicated in the 1986
Packard commission report A Quest for Excellence: Final Report to the President,
it is important to understand that this fact may reflect delays in the U.S.
procurement process rather than a failure of export controls.

Despite years of effort, then, the Soviets continue to lag the West
technologically, and this gap may actually be widening due to Soviet dependence
on generally outdated Western equipment and technology (particularly in the field
of computer science). Although it would be foolhardy for the United States or
other CoCom nations to facilitate Soviet access to militarily critical technology,
the panel considers it unlikely that an influx of Western technology will enable
the Soviet bloc to reduce the current gap substantially—as long as the West
continues its own rapid pace of innovation.

There are other facets of the technology transfer problem that also warrant
attention. Intelligence evidence on the extent of unwanted West-East technology
transfer must be juxtaposed against the fact that the United States is now
confronted with a dramatically altered economic and technological environment
—an environment substantially different from that existing for most of the post-
World War II period. The panel reviewed in this regard the implications of the
following five major developments.

1. The character of the international marketplace is evolving in such a way
that diffusion of technology is rapid and global in scope. Factors
promoting this diffusion include the tendency among multinational
corporations to locate research, development, and production facilities
around the world and the existence of indigenous capability in many
developing countries. Massive amounts of information must be transferred
by such companies as they attempt to control and coordinate their
international efforts.

2. There is a growing global market for dual use products, most of which
embody advanced technology. The high-technology sector demands heavy
investment in research and development. The rapid technological
advances promoted by this investment are tending to push commercial
development of technology ahead of military development—a reversal of
the pattern established after World War II. Acceleration of commercial
development, coupled with a lengthening of the U.S. military
procurement cycle, has resulted in the increased availability of dual use
products embodying technology more sophisticated than that deployed by
the military.

3. Because trade is a steadily growing part of U.S. economic activity,
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policies that affect it are increasingly important to the overall U.S.
economy. The United States is the single largest international trader,
reporting exports of $360 billion in 1985. U.S. exports to CoCom
countries represented over 60 percent of that total in 1985; in contrast,
exports to Soviet bloc countries represented less than 1 percent of U.S.
exports for that year. Trade policies that might diminish West-West trade
thus have greater potential to damage the U.S. economy than do those
that might reduce exports to the Eastern bloc. Although export controls
are not a leading cause of the recent decline in U.S. high-technology
performance, they may contribute to lost sales and to an environment that
discourages export activities by U.S. firms.

4. U.S. dominance over advanced technology is declining. The United States
now faces stiff competition in almost every high-technology sector from
companies in both developed and developing countries with non-U.S.-
source technology. The growing technical sophistication of such countries
is the result of long-term efforts to develop and enhance indigenous
technical capability. (In a growing number of cases, the commitment of
resources by such countries now surpasses that for similar efforts made by
the United States.) The newly industrializing countries currently do not
possess sufficient indigenous high-technology capability to compete at the
cutting edge of most industries, but many are beginning to make great
strides toward this goal and are already effective competitors at somewhat
lower but still technologically sophisticated levels. Thus, the United
States cannot succeed in its efforts to block Soviet acquisition of militarily
sensitive Western technology unless it has the full cooperation of the
(increasing number of) other technologically advanced countries that may
represent alternative sources of supply.

5. Maintaining the vitality of all the Western economies has assumed greater
importance for the national security of the United States. To the extent
that technological and economic leadership is now shared with the other
principal CoCom countries—namely, Japan, the United Kingdom,
France, and the Federal Republic of Germany—it is essential to the
national security interests of the United States, for both military and trade
reasons, that the economies of these countries remain strong.

THE CURRENT NATIONAL SECURITY EXPORT CONTROL
REGIME

The national security export control authority exercised by the executive
branch is substantially unchanged in its basic legal structure from that originally
granted by Congress in 1940 as an extraordinary war power. Two laws provide
the primary statutory mandate. The Arms Export Control Act of 1976 requires
government approval for the import and
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export of military weaponry and services. The Department of State implements
the act through the International Traffic in Arms Regulations (ITAR); ITAR is
based on the U.S. Munitions List, which is maintained by the Department of
Defense (DoD). The Export Administration Act (EAA) of 1979, as amended,
controls dual use goods and technologies that could make a significant
contribution to the military capabilities of a potential adversary. EAA, which is
implemented by the Department of Commerce through the Export Administration
Regulations (EAR), also authorizes controls that may be necessary to serve U.S.
foreign policy goals and to ensure the domestic availability of resources in short
supply.

The regulations implementing the national security export control regime are
extensive and complex. Many federal departments and agencies share
administrative responsibility for their implementation and participate in the
export control policymaking process. The roles of the executive branch agencies
are assigned variously by legislation, by regulation, or by executive order. In
general, the Commerce Department regulates exports of commercial equipment
and technology, while the State Department controls exports of military
equipment and technology. DoD advises both agencies on the strategic
significance of commercial and military exports. The Department of Commerce
and the U.S. Customs Service share responsibility for enforcement of national
security export controls.

Multilateral agreements and procedures play an essential role in denying
militarily useful technology to potential adversaries. In fact, the heart of the
national security export control regime is a set of restrictions on exports to the
Soviet bloc, which is maintained on a multilateral basis through the Coordinating
Committee on Multilateral Export Controls (CoCom), of which the United States
is a founding member. CoCom administers three lists of controlled items:
munitions, nuclear energy, and dual use. Many but not all the items on the U.S.
Control List parallel items found on the CoCom dual use list (known as the
International List). The United States also has bilateral agreements or
arrangements with a number of non-CoCom countries that provide for varying
degrees of cooperation on national security export controls.

ASSESSMENT OF THE CRITICAL ISSUES

National security export control policy should be the result of a process that
weighs the benefits of controls in relations with potential adversaries against their
costs in terms of the domestic economy and relations with allies and friendly
trading partners. The potential benefits of controls derive from two factors: (1)
they make it more difficult for the Soviet Union and its allies to upgrade their
military systems through information,
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technology, and products acquired in the West; and (2) they require the Soviet
Union to commit substantial domestic resources to military research and
development instead of using acquired Western technology to shortcut the
technological development process.

Both the costs and benefits of controls are difficult to assess with precision.
There is evidence that controls do slow Soviet acquisition efforts and increase the
price of the items they acquire, a conclusion supported at the unclassified level by
the Farewell papers (see p. 5), which indicate that during the Tenth Five-Year
Plan (1976-1980) the Soviet acquisition program satisfied more than 3,500
specific collection requirements for hardware and documents for the 12 Soviet
industrial ministries. The documents also indicate that for 1980 alone the Soviet
Union allocated (in rubles) substantially more than $1 billion for the collection of
Western documents, blueprints, test equipment, and other hardware.

There are also data that suggest that most of the benefits of controls are
concentrated in a relatively narrow range of products and technologies. This
range includes advanced equipment for manufacturing high-density
semiconductors, automated process equipment for the fabrication of specialized
metals and composites, very-high-speed computers, extremely precise test
instruments, and aircraft components that can be readily adapted to military uses.

The potential costs of controls also are hard to measure because they derive
from the web of competitive and cooperative relationships among Western
countries. Nevertheless, the panel did consider it important to attempt an estimate
of those costs to the U.S. economy that are associated mainly with current
features peculiar to the U.S. national security export control system. Of principal
concern are the present and future sales and market share (both West-West and
West-East) and reduced investment in research and development that U.S.
producers of goods and technologies may lose or forego—without the
compensating national security benefits of denying the Soviets embargoed
technology—as a result of how the U.S. control system is designed and
administered and of how it compares with the control systems of other countries
with competitive suppliers. For example, reduced revenue from lost sales and
market share may translate into less investment, a lower growth rate, and reduced
innovation, with resulting adverse effects on both the commercial and military
sectors. In addition, technology controls also have created friction among the
Western allies—friction that may interfere with their successful collaboration on
weapons development, production, and standardization, or on other matters
bearing directly on East-West relations.

In contrast to their benefits the costs of export controls are spread across an
enormous volume of transactions representing a large share of
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U.S. trade. Based in part on data provided by the Commerce Department, the
panel estimates that 40 percent—approximately $62 billion—of all U.S. exports
of nonmilitary manufactured goods in 1985 were shipped under a license
requiring prior approval. In addition, U.S. controls extend to sales by U.S. foreign
subsidiaries and independent foreign companies using products, components,
parts, services, and technology of U.S. origin.

In an effort to assess the operation and some of the effects of export
controls, the panel analyzed a sample of licenses* for goods classified by level of
military sensitivity using administrative criteria developed in U.S. government
deliberations and/or CoCom negotiations. The analysis showed that the broad
control net is heavily weighted with transactions involving items of less than
critical military importance with customers in friendly Western countries. Ninety
percent of individual license applications are for exports to Free World countries.
One-third of these applications are for items that may be exported to CoCom
countries under a general license and even to Soviet bloc destinations without
prior CoCom approval. Roughly two-thirds of license applications are for items
sufficiently lacking in military importance that they may be shipped to the
People's Republic of China (PRC) without prior CoCom approval. Only about 13
percent of the applications are for very sensitive items that require an individual
U.S. license to all countries (i.e., they are not eligible for export under a bulk
license) as well as CoCom approval for shipment to the bloc or the PRC.

The sheer volume of transactions subject to government review and
approval sharply limits the ability of licensing officers to focus on more critical
items. Data obtained from the Commerce Department indicate that individual
license applications for exports to the Warsaw Pact and to Western countries that
exercise little control—and are therefore potential points of diversion—
appropriately receive more scrutiny than those for exports to CoCom
destinations. But the current control regime does not apply similar discrimination
to sales within the West of products having greater and lesser military
significance.

The adverse competitive effects of export controls could be alleviated by the
establishment of a community of common controls in dual use technology (i.e., a
set of trade relationships unimpeded by national

* The panel requested and was granted a "national interest exception” under Section 12
(c) of the Export Administration Act permitting its consultants unprecedented access to
Commerce Department license files and data bases, subject to strict observance of
confidentiality of business information. The subsequent analysis conducted by consultants
was of a sample of 1,618 processed license applications categorized by Commerce
Department license officers.
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security restrictions) among cooperating Free World countries. Such an
arrangement does not now exist. U.S. national security export controls encompass
more products and technologies, are generally more restrictive, and entail more
administrative delays and shipper uncertainties than those of the other major
CoCom countries. Only the United States requires foreign resellers, even in
countries that are our closest allies, to obtain the prior approval of—or to account
periodically to—the U.S. government for reexports of U.S.-origin products,
U.S.-origin parts and components incorporated into foreign equipment, and
foreign products manufactured with U.S.-origin technology. These controls
appear even more restrictive in light of the fact that many controlled products are
available from or through non-CoCom countries with few or no restrictions.

There is both anecdotal and statistical evidence that the relative stringency
of U.S. controls is, with increasing frequency, causing Free World customers to
turn to non-U.S. suppliers or to begin to explore alternative sources including
internal development. Respondents to a panel survey of U.S. companies,*
reflecting on their experience during the 12 months prior to May 1986, perceived
the control system as frequently having significant adverse effects on their
business:

* 52 percent reported lost sales primarily as a consequence of export controls;

* 26 percent had business deals turned down (in more than 212 separate
instances) by Free World customers because of controls;

* 38 percent had existing customers actually express a preference to shift to
non-U.S. sources of supply to avoid entanglement in U.S. controls; and

* more than half expected the number of such occurrences to increase over the
next 2 years.

In addition, the panel has documented that U.S. exporters already have lost
business to suppliers in other technologically advanced nations because of
unilateral controls on analytic instrument exports and on independent foreign
distributors and equipment manufacturers operating under U.S. distribution
licenses. In the first instance, the short-run loss attributable to export controls is
about 10 percent of the value of U.S. exports; in the second instance, the loss to
date is smaller. But over time, as the relative restrictiveness of U.S. controls
becomes more consequential

* The sample of companies surveyed was oriented toward firms in the electronics
(equipment and components), aircraft (airframes, engines, and parts), instrumentation, and
machine tool sectors. The 170 respondents accounted for roughly $36 billion of foreign
sales in 1985 or approximately 28 percent of estimated total U.S. high-technology sales.
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to existing and potential foreign customers, the greater the weight such
restrictiveness is likely to be given in customers' choices among suppliers. (This
process has been referred to by some as "de-Americanization.")

These losses are occurring at a time when U.S. producers are experiencing a
decline—for reasons unrelated to export controls—in their relative competitive
advantage. This decline is appearing not only in level of technology but also in
price competitiveness, product quality, marketing, and service—factors that
might otherwise more than compensate for the negative competitive effect of
export controls. All policies that contribute to a loss of U.S. competitiveness are
of concern, not solely from an economic standpoint but also due to national
security considerations. By promoting the emergence and growth of alternative
sources of technology to the Soviet Union, such policies make denial or delay yet
more difficult to achieve.

One indicator of the effectiveness of the control effort is the level of
corporate compliance. Although this level can never be determined precisely,
there is evidence that compliance has increased in recent years as the current
U.S. administration has committed substantial resources to vigorous
enforcement. It is difficult, however, to determine whether the enforcement
campaign has reduced the number of intentional diversions. Moreover, in terms
of the enforcement of reexport controls, the overwhelming majority of
applications continue to come from U.S.-headquartered companies and their
foreign affiliates, suggesting that compliance by foreign-owned firms is relatively
poor. A possible explanation of this phenomenon may stem from foreign attitudes
toward these controls as well as from the fact that such controls often duplicate
those already imposed by the exporting country. Where there are non-U.S.
sources willing to supply comparable products, foreign firms that know of the
attendant requirement to comply with U.S. export restrictions may have little
incentive to buy U.S. products.

There are also indications that the licensing process discriminates against
small- to medium-sized firms. With regard to license denials, processing delays,
inaction, and conditional approvals—all factors contributing to uncertainty—
there is a pronounced firm-size differential in the administration of national
security export controls. Relative to those of large-volume exporters, small firm
applications to Free World destinations take 25 percent longer on average.

An indicator of the efficiency of the administrative control effort—and a
perennial concern of Congress, the business community, and the responsible
agencies—is the time it takes to process export licenses. Shipping delays impose
direct costs on the exporter and an indirect cost in customer confidence. Both the
Commerce Department and DoD have expended substantial effort and resources
to speed up the licensing
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process, and both have made progress in reducing average processing times.
What averages in this instance obscure, however, is the highly skewed
distribution of processing times. The distribution has an extended "tail," and it is
these cases that both absorb a large proportion of the corporate resources devoted
to working the system and create uncertainty in the market. The number of such
cases is not insignificant; for approximately 5 percent of all applications (and
there were 122,606 total applications in 1985), the processing time extends
beyond 100 days.

The efficiency of U.S. export control administration is hampered to a
substantial degree by the shared responsibility distributed among the relevant
agencies—the Departments of Commerce, State, and Defense. It is hampered
further by the fact that neither the Department of Commerce nor the Department
of State has made as much progress as the Department of Defense in upgrading
their human and technical resources and in automating the licensing process. The
result is a lack of balance in interagency policy deliberations and inefficiency in
the licensing process. Currently, there is also no effective mechanism for weeding
out from the Control List those products and technologies that have ceased to be
strategic or that have become so widely available that control, for all practical
purposes, is impossible. The momentum is to add, not to delete, and the principal
licensing agency (the Department of Commerce), with a stake in keeping its task
from becoming unmanageable, has been unable to slow it down.

The Militarily Critical Technologies List (MCTL), which is maintained by
DoD, serves a limited purpose within the department as a reference document for
developing control proposals and informing licensing decisions. It is also useful
for identifying those goods and technologies that have dual use potential. But
before goods and technologies actually can be controlled, it is necessary to assess
their foreign availability (and other factors affecting controllability) and then to
strive to gain CoCom-wide restrictions.

One of the principal outcomes of the continuing interagency disagreement
on export control policies and procedures has been the virtual breakdown of the
technology decontrol process based on positive foreign availability findings, a
process originally mandated by Congress in 1979. This breakdown is largely
attributable to the fact that no time constraints are specified in the legislation for
government completion of investigations of foreign availability. A related
problem has been the substantive disagreements between the Departments of
Commerce and Defense over both the criteria for determining foreign availability
and the strategic importance of particular items. The resulting de facto veto
authority exercised by DoD thwarts the intent of Congress, which designated the
Department of Commerce as lead agency in determining foreign availability.

Through foreign policy and economic cycles, the premise that Soviet
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acquisitions of leading Western dual use technologies represent a serious military
threat has not been seriously challenged anywhere in the Western alliance.
Although there have been lapses in attention and frequent disputes over scope and
means of control, this consensus continues to underlie the success of the current
administration's effort to revitalize the CoCom process. The goal of U.S. policy
thus should be to so improve the multilateral control system that it is possible to
remove controls from West-West trade. The panel believes, however, that there
are two features of current U.S. policy that impede progress toward this goal: (1)
the tendency to resort to foreign policy trade sanctions to penalize Soviet
political behavior without distinguishing such sanctions from national security
controls and without consulting our allies before imposing them; and (2) the
continuance of extraterritorial controls that signal U.S. mistrust of our CoCom
partners and offend their national sovereignty.

These problems notwithstanding, the persistent efforts of the United States
over the past 5 years to strengthen CoCom and improve its operational efficiency
and effectiveness have produced positive results—results that have not been
achieved without certain difficulties. Gaining a consensus among CoCom
members has not been easy. The interests of member countries can differ
significantly, and each one evaluates the value of trade restrictions against
proscribed countries differently. Furthermore, additional efforts now will be
required to bring about greater harmonization of national policies on the part of
all participating countries to work toward a fully multilateral community of
common controls.

Cooperation from countries that are not members of CoCom has become
important to the success of the CoCom control efforts. It will be critical in the
future as a growing number of third countries become significant markets for
CoCom-controlled goods and develop indigenous products that fall within
CoCom control parameters. CoCom members have formally agreed—as part of
the so-called "third country initiative"—to urge non-CoCom Free World nations
to establish and strengthen their controls vis-a-vis proscribed nations. In this
regard the United States, with the support of its CoCom allies, has achieved some
success in pursuing bilateral agreements with friendly, non-CoCom Free World
countries to protect some CoCom- and U.S.-origin goods. Although such
agreements have been reached with a few countries, however, none of those
concluded to date comes close to meeting the comprehensive criteria proposed by
the United States for protecting CoCom-proscribed technology from all sources
including that produced indigenously.
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FINDINGS AND KEY JUDGMENTS OF THE PANEL

Based on the research initiatives and deliberations undertaken in pursuit of
its charge, the panel reached unanimous agreement on a series of principal
findings and key judgments listed below.

I. The Practical Basis for National Security Export Controls

The fundamental objective of the national security export control regime
maintained by CoCom is to deny—or at least to delay—the Soviet Union and its
Warsaw Pact allies access to state-of-the-art Western technology that would
permit them to narrow the existing gap in military systems. Yet, there are no
well-defined criteria that can be used to determine whether a given technology
will enhance significantly Soviet military capability. Moreover, the precise
definition and implementation of such criteria will depend to a large extent on the
world view of the decision maker. For an export control system to be
operationally effective, however, such distinctions must be drawn. This difficulty
can be surmounted in practice by establishing a definition that permits effective,
practical implementation of controls with our allies, which means restricting
controls to technologies that are easily identified with military uses.

I1. Considerations Influencing National Policy

1. Technology lead is vital to Western security and must be maintained.

Western security depends on the maintenance of technology lead over
potential adversaries. This lead can only be sustained through a dual policy of
promoting a vigorous domestic technological base and impeding the outward flow
of technologies useful to the Warsaw Pact in military systems.

2. Export competitiveness is essential to the health of the U.S. domestic
economy.

In some industrial sectors, especially high-technology enterprises, firms now
must remain competitive in the world market to maintain a share of the U.S.
domestic market, due to necessary economies of scale and the increased
importance of R&D from foreign sources. The new realities of global competition
are not yet fully reflected in the policies underlying current U.S. national security
export controls.

3. The scope of current U.S. national security export controls
undermines their effectiveness.

U.S. national security export controls are not generally perceived as
rational, credible, and predictable by many of the nations and
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commercial interests whose active cooperation is required for an effective
system. In their view the scope of current U.S. controls encompasses too many
products and technologies to be administratively feasible. The panel concurs with
this judgment.

4. U.S. national security export controls impede the export sales of U.S.
companies.

There is limited but specific evidence that export sales have been lost or
foregone because of uncertainty or delays in the licensing process and because of
concern about future license approvals, availability of spare parts and
components, and possible reexport constraints. Once changes in buying
preferences occur, they may require large investments of time and effort to
reverse.

5. Pragmatic control lists must be technically sound, narrowly focused,
and coordinated multilaterally.

Although the control criteria developed in 1976 as part of the report of the
Defense Science Board task force (An Amnalysis of Export Control of U.S.
Technology—A DoD Perspective), also known as the Bucy report, are
theoretically sound, they have not always proven useful to the implementation of
national security export controls. The preparation of control lists must be a
dynamic process that is both informed by advice from technical advisory groups
and constrained by the need to be clear, to focus control efforts more narrowly on
fewer items, and to coordinate U.S. action more closely with that of our CoCom
allies.

6. The extraterritorial aspects of U.S. controls engender mistrust and
weaken allied unity.

Several elements of U.S. national security export controls, especially the
requirement for reexport authorization, are having an increasingly corrosive
effect on relations with many NATO countries and on other close bilateral
relationships. They signal U.S. mistrust of the will and capacity of allies to
control the flow of sensitive technology to the Soviet bloc.

III. Soviet Technology Acquisition Efforts in the West

1. Available evidence on Soviet technology acquisition efforts reinforces
the need for effective multilateral export controls.

The panel has reviewed a substantial body of evidence—both classified and
unclassified—that reveals a large and aggressive Soviet effort to target and
acquire Western dual use technology through espionage, diversions, and to a
lesser degree legitimate trade. There is limited but specific evidence both on the
means by which Soviet acquisitions are accomplished and on their important
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role in upgrading or modernizing Soviet military systems. Although
internationally coordinated efforts are necessary to counter the use of diversions
or legitimate trade for such purposes, export controls are not a means for
controlling espionage, which alone accounts for a high proportion of successful
Soviet acquisition activities.

2. Despite systemic difficulties, Soviet technical capabilities have
successfully supported the military objectives of the USSR.

Because the Soviet system does not enjoy the benefits of a robust
commercial sector, it is at a fundamental disadvantage in terms of the promotion
of technological innovation. Nevertheless, the Soviets have demonstrated an
effective technical capability to meet their military objectives.

IV. Diffusion and Transfer of technical Capability

1. Wide global diffusion of advanced technology necessitates a fully
multilateral approach to controls.

Because advanced technology has now diffused so widely, national security
export controls cannot succeed without the following: (1) an effective CoCom
process by which the other major CoCom countries accept responsibility for
regulating exports and reexports from their territory of CoCom-controlled
technology to non-CoCom Free World countries; and (2) the adoption by the
more advanced newly industrializing countries of CoCom-like standards for their
own indigenous technology.

2. Controls on the employment of foreign nationals in the U.S. R&D
infrastructure must be used selectively and sparingly.

Foreign nationals now play a significant role in U.S. domestic R&D
activities as well as in the laboratories of U.S. foreign subsidiaries. Such
individuals contribute significantly to U.S. technological innovation and hence
promote the national interest. Sparing use should therefore be made of existing
legislative authority to restrict technical exchanges or to limit full participation of
foreign citizens in the U.S. R&D community. It is particularly important to
distinguish, as appropriate, between citizens of nations to whom exports are
proscribed and citizens of all other nations.

V. Foreign Availability and Foreign Control of Technology

1. The congressional mandate for decontrol of items based on foreign
availability is not being fulfilled.

The lack of action on foreign availability is inconsistent with the intent of
Congress as expressed most recently in the Export Admin
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istration Amendments Act of 1985. In those cases in which there is foreign
availability of U.S.-controlled items, U.S. industry is unfairly placed at a
competitive disadvantage with respect to firms from other countries that are not
similarly constrained. This disadvantage can lead to the erosion of competitive
market advantages previously enjoyed by U.S. industry and in some cases to the
permanent loss of U.S. markets.

2. Control of ''technological commodities'' is impractical.

The control of goods for which the volume of manufacture is so large and
the scope of marketing and usage so wide that they have become "technological
commodities" (e.g., some classes of personal computers or memory chips) is not
practical. Decontrol of such goods to all Free World destinations is, in some
cases, the only appropriate solution.

3. Bilateral agreements with Free World non-CoCom countries must
protect all CoCom-origin technology and must control similar indigenously
produced goods.

Over the short term, bilateral agreements that restrict only the reexport of
U.S.-origin technology unfairly disadvantage U.S. companies in international
trade. Over the long term, these agreements with non-CoCom countries will not
promote the effectiveness of the CoCom export control system unless they
restrict the reexport of technology from all CoCom sources as well as technology
produced indigenously.

4. Other CoCom countries must be more vigilant in preventing
diversions of both CoCom-origin and indigenously produced technology.

Some members of CoCom could substantially improve their efforts to
prevent diversions of CoCom-origin products and technology being exported to
third countries. Since compliance with U.S. reexport controls is not likely to
become politically acceptable in most CoCom countries, some compromise
solution must be reached.

5. The extraterritorial reach of U.S. controls damages allied relations
and disadvantages U.S. exporters.

The extraterritorial reach of U.S. reexport controls is anathema to most U.S.
trading partners. Moreover, many foreign governments do not agree that the
United States has jurisdiction over the actions of their citizens outside U.S.
territory. The extraterritorial extension of U.S. controls is viewed by these
governments as a direct challenge to national sovereignty and a clear violation of
international law. It is seen as additional evidence of mistrust by the United
States of the capacity of these governments to further the West's common interest
in preventing the diversion of militarily important goods and technologies.
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VI. Effectiveness of the Multilateral Process

1. The United States must clearly distinguish foreign policy export
controls from national security export controls.

There is much less consensus among the CoCom allies on the use of trade
restrictions for foreign policy reasons than on controls in the interests of national
security. Thus, to the extent that the United States fails to distinguish clearly
between the two, allied cooperation in support of consensual national security
objectives is undermined.

2. The impact of controls on advantageous scientific communication and
transfer within the Western alliance must be minimized.

Because open scientific communication and trade within the West are as
important to maintaining Western technology lead as is controlling the flow of
technology to the Soviet bloc, U.S. policy should lend equal emphasis to both
objectives.

3. The CoCom countries should take specific steps to bolster the
efficiency and effectiveness of multilateral controls.

Among the most important issues now facing CoCom are: (a) reduction in
the overall scope of the list, (b) modification of the procedures for decontrolling
items from the International List of dual use items, and (c) provision of greater
transparency in CoCom decision making.

4. The CoCom process would benefit if all country delegations had
balanced economic and defense representation.

The U.S. delegation to CoCom, unlike those of other member nations,
includes a significant contingent of defense officials. A balance of economic and
defense representation on all CoCom delegations would enhance CoCom unity
and the usefulness of the CoCom process, in part by helping to resolve conflicts
between competing economic and military objectives.

5. Foreign perceptions of U.S. commercial advantage derived from
export controls impede multilateral cooperation.

There is a widely held view in Europe and the Far East that the United States
uses its national security export controls to afford commercial advantage to U.S.
companies. Although the panel found no substantive evidence to support this
view, the existence of these perceptions makes it difficult to gain effective
multilateral cooperation.

6. Unilateral controls are of limited efficacy and may undermine allied
cooperation.

The imposition by the United States of unilateral national security export
controls for dual use items can be justified only as a stopgap measure pending
negotiations for the imposition of multilateral controls or in rare cases in which
critical national security concerns
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are at stake requiring unilateral restrictions. It must be recognized that, except
when used as a temporary measure, the application of unilateral controls
undermines the incentive of the allies to develop a sound basis for multilateral
restriction.

VII. Administration of U.S. National Security Export Control
Policies and Procedures

1. The lack of high-level oversight and direction degrades the
effectiveness of U.S. controls.

The administrative structures established by the executive branch have not
proven effective in resolving the frequent policy differences among the three
principal line agencies (the Departments of State, Defense, and Commerce). The
White House has intervened only intermittently and then primarily to contain
interagency conflict rather than to provide adequate policy direction. The lack of
higher-level oversight and direction results in duplication of effort, uncertain
lines of authority, serious delays in decision making, and underutilization of
information sharing capacity.

2. Unequal effort by and resources of the three principal line agencies
have led to conflict, confusion, and unbalanced policy.

DoD's determined efforts to reinvigorate the national security export control
regime have been useful in raising the general level of awareness in the United
States and in other CoCom countries. But this increasingly active DoD role also
has led to an imbalance in the distribution of government effort and resources.
Although DoD has created a new dedicated agency for technology security,
neither the Department of Commerce nor the Department of State has been able
to implement equally effective measures. The result is a lack of balance in the
interagency policy formulation process and an inefficient licensing process.

3. Shifts in responsibility within the line agencies may preclude broadly
informed and balanced policy judgments.

Reorganization initiatives in a number of the principal line agencies tasked
with managing export controls have resulted in a shift of responsibility away from
organizations with expertise in technology development and international trade
and toward those whose principal and often only concern is technology control.
Although there have been positive effects of this shift in responsibility, there has
been a loss of sustained technical input into the policy process for national
security export controls.

4. Current licensing requirements, classification procedures, and
proprietary controls for technical data are both appropriate and adequate.

Although technical data that are not publicly available require a
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validated license for export to the Soviet bloc, data exports to other destinations
for the most part are eligible for a general license. The need for the unhindered
exchange of large volumes of data in international commerce and research
indicates that a strict system of control is neither feasible nor desirable. Existing
licensing requirements, classification procedures, and proprietary controls offer
sufficient protection.

5. Controls on unclassified DoD technical data have a chilling effect on
the U.S. R&D community and should be imposed sparingly.

The Department of Defense Authorization Act (DAA) of 1984 permits DoD
to impose restrictions on domestic dissemination or export of DoD-funded or
DoD-generated technical data whose export would otherwise require a validated
license under EAR or ITAR. Such restrictions have the effect of creating de facto a
new category of unclassified but restricted information. These new, more
comprehensive technical data restrictions have had a chilling effect on some
professional scientific and engineering societies that have elected voluntarily to
close certain sessions. It is the panel's judgment that imposing controls on
technical data that are broader than those now in effect is not warranted by the
demonstrable national security benefits.

6. The congressional mandate for integrating the Militarily Critical
Technologies List (MCTL) into the Commerce Department Control List
practically cannot be accomplished.

The MCTL has been used inappropriately as a control list, and its annual
revision has resulted in a voluminous itemization of many important technologies
without apparent prioritization. Because the Departments of Defense and
Commerce maintain fundamentally different objectives in their list development
exercises, the congressionally mandated task of integrating the MCTL into the
Commerce Department's control list practically cannot be accomplished.

7. The complexity of U.S. export controls discourages compliance.

The complexity of U.S. controls discourages compliance, especially by
foreign firms and small- to medium-sized U.S. companies. For example, the
Export Administration Regulations constitute nearly 600 pages of rules and
procedures. These could be reduced and simplified substantially—and made more
"user friendly."

8. There is a need for high-level industry input in the formulation of
national security export control policy.

There is a need for an effective mechanism within the government to
provide meaningful input from the private sector on the formulation of a
coordinated national security export control policy. Such a group must be
constituted at sufficiently high corporate levels to reflect major industry
concerns, and it must be able to have an impact on the actual policy process.
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9. Voluntary cooperation from industry is important to the enforcement
of export controls.

Voluntary cooperation by U.S. industry—particularly companies with
overseas subsidiaries—is important to export control enforcement, especially in
the identification of violations. Companies frequently have knowledge otherwise
unavailable to the government of possible violations by other firms.

10. Adequate information to evaluate the impact of national security
export controls is not maintained by the U.S. government.

This study has revealed serious shortcomings in both the quality and quantity
of information maintained and analyzed by the U.S. government on the coverage,
operation, and domestic and global impacts of national security export controls.
In the absence of better information, it will continue to be difficult for
policymakers to arrive at more informed and balanced judgments as to the
advisability of controls.

11. A comprehensive cost/benefit analysis of controls currently is
infeasible.

Despite some preliminary efforts to assess the competitive effects of
national security export controls, a comprehensive empirical analysis of the costs
and benefits is precluded by the lack of data, by the complexity of the system, and
by a variety of qualitative judgments that must enter into any evaluation.

There is little doubt that, without the heightened attention to these issues
initiated in the early years of the current administration by DoD, the problem of
Western technology diversion to the Soviet Union would by now be considerably
worse. But the panel is concerned that this policy "correction"—useful and
necessary as it was—should not now overshoot the mark. The panel wishes to
reiterate therefore its concern about the continuing lack of balance within the
policy process for national security export controls regarding the representation
of technical, national security, economic, and domestic and international political
interests. This balance should be developed and maintained within each agency,
among agencies of the U.S. government, and among countries participating in
CoCom.
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RECOMMENDATIONS OF THE PANEL

The panel makes two basic recommendations, together with a series of
corollary prescriptions.

I. Strengthen the Cocom Mechanism

The panel recommends that the United States take the lead in further
strengthening the CoCom mechanism so that it can function as the linchpin of a
fully multilateral national security export control regime for dual use
technologies. Under current and prospective global circumstances, such a
multinational system is essential to achieve maximum export control
effectiveness without impairing Western economic vitality. To strengthen the
current multilateral control regime will require greater harmonization of the
current U.S. approach and those of our technologically advanced allies through
closer consultation and the adoption of policies that promote cooperation. The
two most immediate objectives are: (1) to limit the coverage of the U.S. Control
List and the CoCom International List to those items whose acquisition would
significantly enhance Soviet bloc military capabilities and that are feasible to
control, and (2) to obtain agreement on a common approach to reexports of
CoCom-origin items.

The United States should strive to create a community of common controls
in dual use technology—that is, a set of trade relationships unimpeded by
national security restrictions—among those Free World nations that share an
expressed willingness to adhere to common or equivalent export control restraints
on the transfer of strategic and controllable goods and technologies to the Soviet
Union and its Warsaw Pact allies. Accordingly, the panel recommends the
following changes in U.S. policy.

1. Control Only CoCom-Proscribed Items

As a general policy, the United States should seek to control only the export
of CoCom-proscribed items and then only when they are destined for a proscribed
country or for a non-CoCom Free World country that has not entered into an
agreement® to protect CoCom-proscribed technology.

2. Within CoCom, Seek Control on Exports to Third Countries

With respect to CoCom, the United States should negotiate agreements with
member countries regarding control of exports and reexports from their territories
to third (i.e., Free World non

* Such an agreement might be implemented either through a formal memorandum of
understanding or an informal arrangement that achieves the same result.
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CoCom) countries, thereby obviating the need for U.S. reexport authorizations.
For those CoCom countries with which agreement on the control of exports to
third countries can be achieved, the requirement to obtain validated licenses
should be eliminated—except for the export of extremely sensitive high-level
technology (e.g., supercomputers). For those CoCom countries unwilling to agree
to or unable to implement such controls, the present system of validated licenses
should be retained.

3. Negotiate Comprehensive Understandings with Third Countries

With respect to non-CoCom Free World countries, the United States should,
in coordination with other members of CoCom, negotiate comprehensive
understandings—or equally effective informal arrangements considered
acceptable by the Department of State—that specify controls on the export of all
CoCom-proscribed goods and technology (including those produced
indigenously) to the Warsaw Pact countries or to other noncooperating third
countries. A graduated scheme of incentives should be developed for non-CoCom
Free World countries that agree to less than comprehensive controls. Those third
countries that have agreed to comprehensive arrangements should be accorded
full "CoCom-like" treatment; that is, they should not be subject to U.S.- validated
license or reexport authorizations as soon as they can demonstrate their ability
and willingness to enforce the control agreement.

4. Remove Items Whose Control Is No Longer Feasible

Regardless of the rate of progress on CoCom and third country negotiations,
the United States should actively seek to remove from both the U.S. Control List
and the CoCom International List items whose control is no longer feasible
because of their widespread production, distribution, and sale throughout the
world. (See also Item 11.4 on p. 27.)

5. Maintain Unilateral Controls Only on a Temporary Basis or for
Limited, Unique National Security Circumstances

Regardless of the rate of progress on CoCom and third country negotiations,
the United States should eliminate the use of unilateral national security export
controls except in those circumstances in which active efforts are under way to
negotiate multilateral controls within and outside of CoCom—in which case
unilateral controls could be maintained on a temporary basis—or in those
situations in which unique national security circumstances warrant the imposition
of such controls for limited periods of time. The panel wishes to emphasize,
however, that the phrase "unique national security circumstances" does not justify
retaining the present U.S. unilateral Control List. Rather, the panel recommends
that controls be established
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on a multilateral basis. In the rare case in which a CoCom country may believe
that critical national security concerns are at stake, it may wish to reserve the
right to establish a unilateral restriction on its domestic industry. This exception
should be used sparingly.

6. Eliminate Reexport Authorization Requirements in Countries
Participating in a Community of Common Export Controls on Dual Use
Technology

To further the objective of developing a community of common controls on
dual use technology among cooperating countries of the Free World and to
encourage international cooperation and trust, the United States should eliminate
any requirement that a buyer must seek authorization for a reexport that is subject
to CoCom or "CoCom-like" controls by the country initially exporting the
product or technology. For effective enforcement, reliance should be placed
instead on the cooperating governments.

7. Maintain Current Control Procedures on the Transfer Within
CoCom of Sensitive Information, Technical Data, and Know-how

The United States should continue to rely on current security classification
procedures and the protection afforded by general license GTDR (technical data
restricted) or by proprietary interests to control the transfer within CoCom of
information, technical data, and know-how that are considered militarily
important.

8. Reduce the Scope of the CoCom List and Modify CoCom Decision-
Making Policies and Procedures

There are a number of steps that the United States—together with its CoCom
allies—should take to improve the efficiency and effectiveness of the multilateral
process. The most important of these are to reduce the overall scope of the CoCom
International List to improve credibility and enforcement and to add a 4-year
"sunset provision" that would cause the automatic removal (unless they were
periodically rejustified) of lower-level CoCom items.

9. Maintain a Clear Separation Between National Security and Foreign
Policy Export Controls

Existing statutory authority describes separate systems and procedures for
the control of exports for foreign policy versus national security reasons.
Therefore, because many of our CoCom allies continue to disagree profoundly
with some unilateral U.S. foreign policy trade sanctions, the U.S. government
should maintain the clearest possible distinction between the administration of
national security and foreign policy controls.
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I1. Accord Greater Importance in U.S. National Security
Export Control Decisions to Maintaining U.S. Technological
Strength, Economic Vitality, and Allied Unity

The panel recommends that executive branch decisions concerning national
security export controls accord greater importance than they currently do to
maintaining U.S. technological strength, economic vigor, and allied unity.
Ultimately, an effective multilateral national security export control regime can
be established only through the commitment and support of the President and
Congress. Nevertheless, the decision-making and advisory mechanisms of
government also must be constituted and tasked appropriately to facilitate the
effective implementation of the policy approach proposed above. To this end, the
panel recommends the following specific changes in U.S. policy and procedures.

1. Balance the Protection of Military Security with the Promotion of
National Economic Vitality Through Affirmative Policy Direction

The President should require that the National Security Council (NSC)
implement the existing policy mandate (as set forth in the Export Administration
Act of 1979, as amended), which calls for both the protection of military security
and the promotion of national economic interests. NSC should provide regular,
affirmative policy direction to the responsible line agencies, a recommendation
that can be accomplished by staffing the NSC properly to deal with these matters
and by assigning a senior NSC staff member specific responsibility for bringing
agency representatives together to resolve policy differences. The panel further
recommends that the secretaries of commerce and treasury participate in NSC
meetings at which export control matters are to be addressed.

2. Provide Sufficient Resources and Authority to the Departments of
Commerce and State to Allow Them to Fulfill Their Roles in the Export
Control Process

To establish a more balanced policymaking process within the federal
government, the Departments of Commerce and State should be allocated
sufficient resources dedicated to the implementation of national security export
controls. In particular the Commerce Department should upgrade significantly the
capacity and sophistication of its automated systems and the quality of its in-
house technical and analytic expertise. It is also essential that the State
Department vigorously exercise its traditional role of ensuring that the U.S.
government speaks with a single, coherent voice when dealing with foreign
governments and foreign firms on these matters.
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3. Restore Technical Judgment and Overall Balance to the National
Security Export Licensing Process

The locus of responsibility and decision making within DoD has shifted from
the office responsible for research and engineering to the office responsible for
policy. As a result, there has been a significant reduction in the weight accorded
to technical factors and a resultant imbalance in the policy process. It should now
be the goal therefore to reestablish a major role for the technical side of DoD and
to reduce the DoD role in detailed license review as parallel steps are taken within
the Commerce Department to further strengthen its licensing procedures.

4. Implement the Decontrol Procedures Required by Law When Foreign
Availability is Found to Exist

The lack of action by the federal government on foreign availability
determinations is contrary to the mandate of the Export Administration Act of
1979, as amended. This is due in part to the fact that no specific time lines for the
completion of foreign availability determinations have been specified in
legislation. At the very least the Export Administration Act should impose
reasonable time lines on all responsible agencies. Because the process for
determining foreign availability is not now functioning effectively, there is a need
for effective remedial action by both the executive and legislative branches.

5. Withdraw the Statutory Requirement to Integrate the MCTL into the
Commerce Department's Control List

Congress should withdraw the statutory requirement for the integration of
the Militarily Critical Technologies List into the U.S. Control List. The
fundamentally different nature and functions of the two lists—the former an
exhaustive list of all technologies with military utility and the latter a specific list
of items requiring an export license—make this goal unattainable.

6. Provide Effective, Two-Way Communication at the Highest Levels
Between Government and the Private Sector

A mechanism should be established (or upgraded) to provide effective,
two-way communication between the highest levels of government and of the
private sector on the formulation and implementation of coordinated national
policies that balance military security and economic vitality. To this end the
panel recommends that senior policy staff of the Executive Office of the
President meet periodically with the President's Export Council and/or other
respected representatives of the private sector and inform the President of the
concerns of this sector regarding the domestic and international commercial
impacts of national security export controls. It may be necessary for Congress to
establish a mechanism to ensure appropriate consideration of industrial concerns
in the formulation of national security export control policy.
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1

Introduction

THE NATURE OF THE PROBLEM

The vigor of science and technology in the Western* democracies and the
greater economic vitality of these nations in comparison to the Soviet bloc are
sources of strength for the West in its continuing effort to maintain its military
security. The West benefits from open societies with free and rapid exchange of
scientific information and from competitive industrial bases, both of which drive
the development of new technologies. Many of these items are dual use in
character—that is, products or data with both commercial and military
applications. The Soviet Union lacks the open communication and commercial
advantages of the West and seeks to compensate for them, not only by directing a
greater percentage’ of its gross national product (GNP) to the development and
production of military equipment but also by aggressive attempts to acquire and
apply Western technology to its military programs.

These Soviet initiatives, in turn, pose a policy dilemma for the West because
the open communication and free markets that are fundamental to the Western
advantage in technology also facilitate the Soviet acquisition effort. Government
controls over technology transfers collide with the character and principles of a
free society, which are a source of so

* As used throughout this report, Western or West includes Japan.
T Nearly three times that devoted by the United States.
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much of our strength in competition with the Soviet Union. There is a point at
which interference with the free exchange of technology and information in the
West could be more damaging to Western societies than the loss of technology
under less-stringent controls.* The question is: Where does that point lie? And is
the damage from such interference incremental and not evident until long after
irreparable harm has been done? Answers to these questions may not be
conclusive, but they directly affect our stakes in the long-term competition with
the Soviet Union.

Given what is known about Soviet technology acquisition activities, an
effective strategy for preserving the Western lead in military technology logically
must include two elements. First, it is essential to maintain the vitality of the
Western technological enterprise—that is, to continue to maintain technological
leadership over potential adversaries. Second, it is necessary to deny—or at least
impede—access by potential adversaries to militarily significant Western
technology.” For a number of (primarily military) technologies, such as stealth or
antisubmarine warfare (ASW) technologies, a clear and legitimate need exists for
safeguards. Thus, when undertaken in tandem with efforts to invigorate the
technological base, the denial strategy:

» makes it more difficult for the Soviet Union and its allies to upgrade their
military systems through information, technology, and products acquired in
the West; and

* requires the Soviet Union to commit substantial domestic resources to
military research and development (R&D) rather than applying technology
acquired in the West or simply using the results of Western R&D to avoid
the costly "dead ends" that are an inevitable part of the technological
development process.

In recent years the United States has pursued its policy with respect to
national security export controls? during a period in which there have been
dramatic alterations in the economic and technological environment

* The private sector, which is a vital source of military technology, sees some controls
as essential and others as burdens. Government, on the other hand, does not incur directly
the costs imposed on industry and therefore is less inclined to consider them.

T There is no standard, agreed-upon term for technology with military significance that
is subject to control. Thus, a number of modifiers are used interchangeably throughout this
report.

¥ The term national security export controls is used here and throughout this report in
the same sense as that employed in the Export Administration Act of 1979, as amended.
The act authorizes such controls "to restrict the export of goods and technology which
would make a significant contribution to the military potential of any other country or
combination of countries which would prove detrimental to the national security of the
United States." National security export controls that relate primarily to military matters
are distinguished from controls imposed for purposes of foreign policy or for protecting
the domestic economy from the short supply of specific items.
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that existed in the first few decades following the end of World War II. These
changed circumstances have created a need for a broader definition of national
security, a definition that recognizes explicitly the importance of maintaining the
economic vitality and innovative capability of the United States and indeed of all
Free World nations. Because the world economic and technological environment
has changed, the panel believes that U.S. national security can be ensured only
through the adoption and implementation of policies that simultaneously promote
economic vitality, strengthen alliance relationships, and continue the maintenance
of military preparedness.

Such a broadened definition of national security also must take account of
several important new factors in the international environment:

* Greater scientific and technological parity now exists among the most
advanced industrialized countries. In many important areas, the United
States—once preeminent in most major fields—now shares technical
leadership with other countries and therefore depends and must build on
ideas and innovations developed abroad.

» Significant changes in the overall patterns of world trade are evidenced by
the rapid emergence of major exporters among the newly industrializing
countries (NICs), particularly along the Pacific rim. The result is that U.S.
companies now face severe competition—at home, from import penetration,
and abroad, from an ever-widening circle of firms in both industrialized and
industrializing countries that are vying for global markets.

* Although in the United States the domestic market continues to absorb the
majority of goods and services, foreign trade has become essential to
maintaining continued economic vitality. U.S. companies—especially those
operating in high-technology sectors—are turning increasingly to export
markets. Transnational business organizations headquartered in many
industrialized countries have become commonplace to achieve economies of
scale, maintain levels of technological innovation, facilitate access to
markets, and sustain profitable operations by dispersing production in a
manner that lowers factor costs (e.g., labor, raw materials, etc.).

* A variety of domestic and international factors have promoted a huge
increase in U.S. imports, which has in turn contributed to the foreign trade
deficit. Meanwhile, increasing competition for export markets among the
Western industrialized countries has created an atmosphere that makes
cooperation on export controls among those countries more difficult to
achieve.
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Juxtaposed against these new global circumstances are the continuing
realities of the East-West political struggle and its inherent military competition.
In Europe, the North Atlantic Treaty Organization (NATO) alliance continues to
be the centerpiece of efforts to deter aggression by the Soviet Union and the other
Warsaw Pact countries. In Asia, the United States maintains close diplomatic and
military relations with Japan and South Korea and is promoting closer ties with
the People's Republic of China and the Southeast Asian free market countries, in
part to discourage possible Soviet initiatives in that region.

In these circumstances the United States faces a policy dilemma of
considerable proportions. The Western alliances depend on technological
advantage to deter the Soviet Union and its allies. Moreover, Western military
technology derives increasingly from technical advances in the commercial
sector, advances that are the foundation for important dual use technology
advantageous to the West. Because the Soviet Union now has attained numerical
superiority over NATO in many important military categories, the potential loss
of dual use technology has assumed greater strategic significance. Export controls
are needed to help prevent the rapid erosion of this advantage, an advantage
stemming in large measure from a vigorous, commercial high-technology sector
that depends on innovation, competition, and trade for its strength. The rapid
diffusion of technology, the importance of Western alliances, and the
international character of high-technology industry all mean that: (1) export
control can be neither perfect nor permanent, and (2) control policies must not
interfere unnecessarily with Western commercial development and trade.

The Technology-Security Nexus

The Allied victory in World War II was made possible in large part by the
mobilization of the enormous manufacturing capability of the United States. But
outproducing the adversary as a military strategy presupposes an extended
conflict. Since World War II, the existence of nuclear weapons has brought about
an evolution of military thought. Much current thinking is that the outcome of a
future global war, whether or not it involves the use of nuclear weapons, will
depend more on the quality and quantity of the weapons and other war material
on hand (or readily available for rapid mobilization and deployment) at the
outbreak of hostilities than on the industrial capacity, of either side, that can be
turned to military production.

At the same time the social and political structure of the Soviet Union has
permitted it to place continuing emphasis on its military posture. Total uniformed
personnel and the numbers of many types of military
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equipment in the Warsaw Pact greatly exceed the numbers of comparable
personnel and equipment in NATO in the European theater. For example, NATO
placed its total rapidly deployable troop strength in 1984 at 2.6 million; the
estimated Warsaw Pact rapidly deployable troop strength stood at 4 million.
NATO forces had 13,470 rapidly deployable main battle tanks in 1984, as
compared to an estimated 26,900 for the Warsaw Pact; the total of rapidly
deployable artillery and mortar pieces was 11,000 for NATO as against an
estimated 19,900 pieces for the Warsaw Pact.! By all measures, therefore, the
Western nations have been and are likely to continue to be substantially
outnumbered in conventional military forces.

Therefore, the NATO countries have affirmed the importance of maintaining
a technological advantage to offset the numerical advantage of the Warsaw Pact.
But maintaining technological superiority in military forces is not an easy task,
due largely to competing demands for economic resources that make it difficult
for Western societies to sustain the investment of sufficient resources in military
R&D and procurement. In recent years, spurred in part by burgeoning
commercial markets for high-technology goods, the West has been able to
counter partially the numerical advantage of the Warsaw Pact countries through
rapid progress in science and technology.

A primary example is the explosion in electronic technology, including
computers, that has occurred in commercial markets where many of the products
also have important military applications. The United States has led but no longer
dominates this revolution. Other Western industrialized nations have participated
in and, particularly in the case of Japan, have taken the lead in selected areas. In
addition, many newly industrializing countries (for example, the free market
countries of the Pacific rim) are rapidly increasing their competence and are
already competing effectively, albeit primarily at the lower end of the technology
spectrum.

The Soviet Union and its Warsaw Pact allies, on the other hand, with their
controlled and sluggish civilian economies, have benefited much less from
technological progress in the commercial sector. The Soviet Union has offset this
disadvantage, however, by giving its military first priority in the allocation of
resources. The Soviets have developed and fielded in large quantity some
equipment in the European theater that rivals comparable NATO systems in
technical sophistication (although typically such equipment is introduced later
than in the West).

The Western technology lead in military equipment, then, is critical to the
maintenance of Western security. This lead is still significant and does not appear
to be decreasing, but it is vulnerable to policies that dampen the continued
development of the civilian market for high-technology
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products in the United States and abroad and to procedures that inadequately
control the flow of militarily significant technology to the Soviet Union and its
allies.

The Current Challenge

With increased awareness of Soviet efforts to acquire militarily significant
Western technology has come a renewed emphasis on promoting and protecting
the West's technology lead. This emphasis extends to military technologies and
also to dual use technologies. The need to protect dual use technologies has
created a new set of problems, precipitated by the perceived incompatibility
between the execution of national security export controls and the realities of the
global trading system. Among the new challenges confronting the United States
are:

* the growing lag over the past decade between the development and
application of new technologies in commercial products and the
incorporation of the same or related technologies into military systems;

* the attitudes of some European countries that, unlike the United States, see
the political and economic advantages of certain types of trade with the
Eastern bloc (e.g., "Ostpolitik") outweighing potential damage to military
security;

e extension throughout the world of technology development and
manufacturing capacity, both by U.S. and foreign multinational companies,
which has been driven by competitive pressures and has contributed to the
growth of technology-intensive industries outside the United States; and

» greatly intensified competition for domestic and world markets, which has
created an environment in which the negative effects of national security
export controls can be detrimental to the health of elements of the U.S.
Economy.

The net result of these challenges has been a growing debate over how to
reconcile the conflicting values and objectives that are the basis for U.S. national
security export controls. On the one hand the United States, as the leading free
market democracy, is determined to protect fundamental Western security
interests by denying the Soviet Union and its allies access to advanced technology
that could substantially advance Eastern bloc military capabilities. On the other
hand the United States is faced with expanding technological capabilities outside
the CoCom* countries and with the imperatives of the global economy—factors
that

* Japan and all of the NATO countries except Iceland are members of the informal,
nontreaty organization known as the Coordinating Committee on Multilateral Export
Controls (CoCom). (See further details in Chapter 4.)
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make technology more broadly available and thus make it increasingly difficult to
maintain controls on any but the most critical high-technology items. It was with a
view to analyzing this conflict and its implications for national security export
control policy that this study was undertaken.

ORIGINS AND MANDATE OF THE STUDY

The current study had its origins in 1984 when the 98th Congress failed to
reach agreement on major new amendments to the expired Export Administration
Act of 1979. At the time, government and industry leaders expressed mounting
concern about the apparent polarization of attitudes toward the national security
export control issue and the seeming conflict between the national interests in
maintaining military security and promoting international trade. Within the
federal government the development of policy for national security export
controls continued to be contentious and highly divisive along lines of agency
jurisdiction—despite the existence of a senior interagency group charged with
resolving such differences. Within the private sector the trade associations
representing the industries most affected by the controls (e.g., electronics,
computers, and scientific apparatus) were concerned enough to form the Industry
Coalition on Technology Transfer to press the case for reform. There was in sum a
clear need to move beyond the existing impasse toward a national policy that
recognized fully the fundamental interests at stake.

Given the central role of science and technology in the national security
export control problem and the need for an independent assessment, the National
Academy complex* represented an appropriate institution to undertake a
comprehensive and objective assessment, especially in view of several major
studies it had completed on related topics. For example, in 1982 the Academy
complex's Committee on Science, Engineering, and Public Policy (COSEPUP)
convened a special panel to determine whether U.S. security interests were being
compromised by the open communication of the results of basic research. The
report of the resulting study, Scientific Communication and National Security?®
(known as the Corson report after its chairman, Dale R. Corson), which appeared
in September 1982, laid the basis for the development and release in 1985 of
National Security Decision Directive (NSDD) 189. This directive restated the
importance to the national interest of maintaining the open communication of
"fundamental" research within the constraints imposed by classification or other
existing law. At the time of its report, however, the

* The National Academy complex includes the National Academy of Sciences, the
National Academy of Engineering, and the Institute of Medicine.
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Corson panel indicated that there was another major dimension to the problem
that it did not have the opportunity to examine in depth: namely, that of
technology transferred as part of or in association with commercial activities.

In other related activities, the Academy complex released a report in 1983
entitled International Competition in Advanced Technology: Decisions for
America,> and in 1985 the National Academy of Sciences published the
proceedings of a special 2-day symposium, sponsored jointly with the Council on
Foreign Relations, entitled Technological Frontiers and Foreign Relations.* The
leadership of the Academy complex decided to maintain its commitment to the
issue by considering the national security implications of technology transfer
beyond the stage of basic research.

There have of course been other studies of various aspects of the national
security export control problem undertaken outside the Academy complex.
Among the earliest and most influential of these was the 1976 report of the
Defense Science Board Task Force on Export of U.S. Technology, An Analysis of
Export Control of U.S. Technology—A DoD Perspective,® known as the Bucy
report after its chairman J. Fred Bucy (the major recommendations of that study
are considered in Chapter 5). More recently the Center for Strategic and
International Studies (CSIS) issued a report in 1985 entitled Securing
Technological Advantage: Balancing Export Controls and Innovation; ® and the
Business-Higher Education Forum published Export Controls: The Need to
Balance National Objectives” in 1986. The current study builds on the
intellectual foundations of these past efforts, but it departs from or goes beyond
them in several respects.

To undertake the study, COSEPUP established the Panel on the Impact of
National Security Controls on International Technology Transfer. The specific
mix of individuals invited to serve on the panel was the result of a search process
by the presidents of the National Academy of Sciences and the National Academy
of Engineering with the object of ensuring balance, depth of expertise, and
objectivity. The panel includes many individuals who have had substantial
experience in government at the most senior levels pertaining to national security
affairs; a number of others who have held senior posts in or contributed advice to
the Intelligence Community; and still others who possess substantial legal
expertise from relevant work both within and outside the government. Many hold
(or have held) leadership positions in high-technology industries. Four members
of the current panel also served on the Corson panel mentioned above.

COSEPUP charged the panel to "seek strategies to regulate the international
transfer of technology through industrial channels in such a manner as to balance
the national objectives of national security, economic
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vitality, scientific and technological advance, and commercial, educational, and
personal freedom."* The charge also stipulated the following panel tasks: (1)
examination of the global technological environment, including the problem of
controlling dual use technologies; (2) assessment of the control problem for the
CoCom countries in terms of what was being lost through commercial channels,
how it was being lost, and to whom; (3) evaluation of the effectiveness of
CoCom; (4) consideration of the impacts on U.S. industry of current export
control policies; and (5) examination of the current export control policies and
procedures maintained by the U.S. government and by other CoCom and non-
CoCom countries. The panel responded to the COSEPUP charge by mapping out
and then pursuing an ambitious scope of work to fulfill its mandate.

SCOPE OF THE PANEL'S WORK

To carry out its specified tasks the panel and its professional staff undertook a
broad agenda of research and briefings. The staff collected and analyzed available
public literature and a large volume of restricted documents made available by
the General Accounting Office and other government agencies (see the annotated
bibliography in Appendix H). The panel invited representatives of all the federal
agencies involved directly in the formulation or implementation of national
security export control policy—namely, the Departments of Defense, Commerce,
State, Treasury (U.S. Customs Service), and Justice—to appear before it. In
addition the panel heard three classified briefings from the Intelligence
Community, including one requiring high levels of clearance, and a briefing from
the National Aeronautics and Space Administration (NASA) on technology
transfer issues associated with the proposed space station. The panel's agenda also
included a day of hearings devoted to the views of industry, with testimony
offered by officials of both large and small companies representing a range of
manufacturing sectors, and a series of discussions with individuals who have had
substantial experience with various aspects of national security export controls.
(Appendix G includes a list of briefers and contributors and their affiliations.)

Two panel foreign fact-finding missions constituted a second element of the
study. In January 1986 delegations of the panel traveled to six European
countries: Austria, Belgium, France, Great Britain, Sweden, and West Germany.
In March 1986 other delegations visited five Asian

* Appendix A is the complete text of the COSEPUP charge.
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countries: Japan, Hong Kong, Malaysia, Singapore, and South Korea. In each
country, panel members held frank and confidential meetings with government
officials, industry leaders, academics, and other informed observers on export
control matters. (Summary reports describing the panel's foreign fact-finding
missions are Appendix B of this volume.)

A third element of the study involved the commissioning of a series of
research reports prepared both by outside consultants and by the panel's
professional staff. Some of these reports developed and analyzed new primary
data; others reexamined existing problems from new perspectives. These reports
are included here (see Appendixes C and D) and in a companion volume.

FOCUS OF THE STUDY

This study examines the current system of laws, policies, procedures,
regulations, international agreements, and organizations—referred to collectively
as the national security export control regime—that control the international
transfer of technology through industrial channels. Where appropriate, it also
recommends new approaches to balancing the national policy objectives of
national security, scientific and technological advance, and economic vitality. In
the course of its deliberations, the panel found it both useful and appropriate to
limit the focus of its effort in the following respects:

* Concentration on impacts of controls on the Free World There is widespread
agreement in the West that the sale of sophisticated Western technology to
the Soviet bloc should be controlled. There is also widespread agreement
that trade among the Free World countries should be restricted as little as
possible. Consequently, it is generally accepted that the decision to impose
national security restrictions on trade within the West should depend on
whether such sales are likely to result, directly or indirectly, in a transfer of
militarily significant goods or technology to the Soviet bloc. Thus, the focus
of this report is on the effects of national security export controls on the
technological development and economic vitality of the Free World
countries.

* Focus on dual use goods and technology Soviet military capability can be
enhanced by the export of certain dual use goods and technology, as well as
directly by military hardware (i.e., munitions). The Export Administration
Act, as amended, establishes a system of national security export controls
that is intended to regulate the flow of dual use items. Exports of military
hardware are controlled under the terms of the Arms Export Control Act; this
part of the system appears to function well. The
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current study focuses primarily on the problems associated with the control
of dual use items rather than of munitions.

* Diversion and espionage Items subject to U.S. national security export
controls are sometimes diverted from their approved destination or end user,
either directly or through intermediaries, to the Soviet bloc. Preventing such
diversions is a major objective of U.S. export (and reexport) controls, and
this problem is discussed extensively in this report. Espionage is another
extremely serious channel for the loss of militarily critical technology and
information; it is not, however, addressed in detail here because national
security export controls are unlikely to affect directly the outcome of covert
operations. The panel is deeply concerned, as are most citizens, about the
evidence of serious loss due to espionage; it is clear that Soviet success in
espionage can circumvent controls for commercial dual use technology. This
report, however, focuses on national security export controls, which are only
one element of the broader measures required by the West to protect
militarily critical technology.

» Other limitations At least three other important subjects were determined to
lie outside the panel's frame of reference. First, although obviously an
important determinant of technology lead in military systems, the panel did
not examine in detail the problem of deficiencies in the U.S. military
procurement process. This matter has received substantial recent attention,?
and, although the results were considered by the panel, no additional analysis
was deemed necessary or feasible. Second, the panel was not charged to
consider other applications of export controls, including foreign policy and
short supply constraints. Foreign policy export controls in particular may
occasionally become intertwined or confused with national security export
controls. One example is the case of controls imposed on the export of
pipeline technology to the Soviet Union following the imposition of martial
law in Poland. Foreign policy controls were not examined by the panel,
however, except to the extent that they affect the effective functioning of the
national security export control regime. Finally, this report does not address
the problems associated with exports to particular nations outside the Soviet
bloc such as Libya or Syria.

Despite these necessary limitations in focus, the panel examined the details
of the national security export control system, considered a wide spectrum of
issues, and heard arguments for both expanded and reduced national security
export controls. It has examined these positions carefully with one goal in mind:
to discern what types of national security export controls are reasonable and
practicable in light of the new economic and technological realities that confront
the United States in the final years of the twentieth century.
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ORGANIZATION OF THE REPORT

The panel's report comprises eight chapters and eight appendixes. Chapter 2
provides evidence on the technology transfer problem at the unclassified level,
while Chapter 3 analyzes the changing global technological and economic
environment in which national security export controls must operate. Chapter 4
describes U.S. national security export controls and lays out the dimensions of the
multilateral control system. Chapters 5 and 6 in turn assess the effectiveness of
the U.S. and multilateral national security export processes. The report concludes
by presenting the panel's findings and key judgments in Chapter 7 and its
recommendations in Chapter 8, followed by eight appendixes of supplementary
materials.

NOTES
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2

Evidence on the Technology Transfer
Problem

INTRODUCTION

The Intelligence Community* plays a particularly significant role in decision
making on national security export controls. This chapter addresses what is
known about technology acquisition efforts in the West by the Soviet Union,
contributions to Soviet technological advancement (including military systems),
the state of Soviet science and technology, and implications for national security
export control policy.

No less than in other areas of intelligence, data on these matters are
incomplete and fragmentary. For example, evidence provided by the few cases
uncovered to date of espionage and diversion of militarily significant technology
in all likelihood offers only a limited—and perhaps not fully representative—
indication of the overall volume of such activities. Moreover, because
intelligence often becomes available relatively late in the development of
national security export control policy, it is not yet possible to assess the impact
of the changes in national security export controls that have been undertaken
during the past few years. Nonetheless, despite the need for judgment and
intuition to bridge information gaps, the data do provide a backdrop for assessing
the need for and effectiveness of national security export controls.

* The Intelligence Community is a collective term denoting the director of central
intelligence and the U.S. intelligence agencies.
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INTELLIGENCE EVIDENCE ON SOVIET TECHNOLOGY
ACQUISITION

Intelligence information reviewed by the panel confirms previous reports'
that the Soviet technology acquisition effort is massive, well financed, and
frequently effective. Western technology has flowed to Warsaw Pact countries in
recent years through three primary channels:

* espionage—theft of classified information and/or items of direct relevance to
military systems;

* diversion—shipment of militarily significant dual use products and
technology to unapproved end users, either directly through the export of
controlled products without a license (i.e., smuggling), or indirectly through
transshipment using a complex chain of increasingly untraceable reexports;
and

* legal sales—direct trade with the Soviet bloc, usually after receipt of a
license, that also includes some reexports (i.e., the legal transshipment of
products or components by firms operating in countries that do not impose
controls).

The need for vigilance against unwanted transfer of Western technology was
underscored by the so-called "Farewell affair,” which occurred in France in
1981.2 Farewell was the codename for an officer of the Soviet Union's
Committee for State Security (KGB) stationed in Paris during the 1960s. In 1981
this officer gave the West detailed information on the plans, organization, and
financing of Soviet efforts to target and acquire Western high-technology
equipment, blueprints, research and development data, and so on. Farewell
provided an extraordinary opportunity to assess the effectiveness of the Soviet
acquisition of Western technology as it is perceived by the Soviets themselves—
extraordinary because information on Soviet intentions usually has been episodic
and of insufficient quality or quantity to allow accurate assessments of the Soviet
acquisition program. Although the panel recognizes that internal Soviet
documents such as the Farewell papers must be viewed with caution (because of
the possibility that the authors had an interest in inflating the successes of the
acquisition program in their reports to superiors), the Farewell papers do set out a
remarkable record of the scope and success of the Soviet acquisition effort. (The
information contained in the Farewell papers, which contributes significantly to
our current state of knowledge, was documented in the unclassified white paper
Soviet Acquisition of Militarily Significant Western Technology: An Update,
made public by the Department of Defense in 1985.)

The Farewell papers indicate that, during the Tenth Five-Year Plan (1976—
1980), the Soviet acquisition program satisfied more than 3,500
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specific collection requirements for hardware and documents for the 12 Soviet
industrial ministries. Of the items acquired in the West, the Soviets estimated that
approximately 70 percent were subject to national security export controls. This
proportion was apparently much the same during the most recent 5-year plan
(1981-1985) as it was during the previous 5 years (1976-1980), a period of
relatively less restrictive Western controls.

Moreover, the Soviet Union has established an elaborate administrative
structure, involving tens of thousands of people, to satisfy its collection
objectives. An outline of the Soviet institutional framework was published in
1983 by Henri Regnard, a pseudonym used by a senior French
counterintelligence official.> Regnard describes a bureaucracy composed of the
Military-Industrial Commission (VPK), Chief Directorate of Military Intelligence
(GRU), State Committee for Science and Technology (GKNT), the KGB, and the
Ministry of Defense.* This structure administers the three main arms of the
Soviet technology acquisition effort: espionage, diversions, and legal sales.

ESPIONAGE

In the discussion of illegal channels of transfer, it is important to make a
sharp distinction between espionage and diversions. Espionage is covert activity
to obtain classified information about products and technologies pertinent to
military systems. Diversions, on the other hand, are illegal shipments of
unclassified dual use items or unclassified military goods to unapproved end
users. Diversion activity may occur at any stage of the export process: It includes
fraud in prelicense or postlicense documentation, theft during transshipment, and
unauthorized postshipment reexport.

There is little doubt that Soviet attempts to obtain equipment and technology
in the West by means of espionage are extensive, particularly in light of the quite
damaging instances of Soviet success revealed by recent Western
counterintelligence efforts (e.g., the Walker espionage case). Indeed, it appears
that many of the most significant losses to the Soviet bloc (e.g., look-down/
shoot-down radar) were achieved through espionage, which is not effectively
countered by export controls and thus was not a subject examined in detail by the
panel. Espionage does, however, place limits on the effectiveness of any export
control system.

DIVERSIONS

As noted above, diversions are illegal shipments of unclassified
commodities and technical data to unapproved end users. Diversion activities are
often difficult to detect, in part because they may occur at many stages
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of the export process and in part because the Soviets have devised sophisticated,
multinational diversion mechanisms that frequently escape the attention of
counterintelligence services of the countries in which the diversion is taking
place. The Export Administration Amendments Act of 1985 gives the U.S.
Customs Service primary responsibility for foreign investigation of all
commercial export control violations including illegal diversions. In the diversion
investigation process, the U.S. Customs Service receives information from all
relevant government agencies, and the Intelligence Community assists in
verifying charges. The U.S. government also seeks the cooperation of the
governments of countries in which it suspects diversions are occurring. It is worth
emphasizing that many—perhaps most—diversions occur outside the United
States and often involve goods and technology originating in other
technologically advanced countries.

The Intelligence Community has developed significant information on
attempts by the Soviet Union and its allies to divert exports of Western high-
technology equipment. Two recent examples of diversion activity help to
illustrate the potential for the illegal flow of militarily useful technology to the
Soviet Union.

* In July 1986 the U.S. government uncovered a diversion of a large shipment
of computers and related sensitive equipment. (The shipment's estimated
value was in the tens of millions of dollars.) The equipment, which is
believed to have been destined ultimately for the Soviet Union, had been
routed first to Belgium and then to a Turkish buyer in Austria where it was
seized. (At the time of seizure, investigators report that some components
already had been delivered to the Soviet Union.) Some of the products came
from a U.S. company specializing in oscilloscopes, spectrum analyzers, and
other scientific measuring instruments. Reportedly, acquisition by the
Soviets of the U.S. equipment could enhance their electronic intelligence
capabilities. As of January 1987 the investigation was still proceeding.

* Richard Mueller, a West German citizen, is still wanted today in that country
and in the United States for a number of cases involving illegal exports to the
Soviet Union of CoCom-controlled computers, microelectronics, and other
products. Mueller's involvement with illegal technology acquisition on
behalf of the Soviet bloc dates back to the early 1970s. For his network, he
established numerous "dummy" and "front" firms to purchase products and
technology; at one point, he reportedly had more than 75 firms operating in
Western Europe and the United States. Between 1978 and 1983, Mueller
used these firms to deliver to the Soviets advanced computers, peripherals,
and microelectronics manufacturing equipment worth many millions of
dollars.

Copyright © National Academy of Sciences. All rights reserved.


http://www.nap.edu/catalog/987.html

About this PDF file: This new digital representation of the original work has been recomposed from XML files created from the original paper book, not from the original
typesetting files. Page breaks are true to the original; line lengths, word breaks, heading styles, and other typesetting-specific formatting, however, cannot be retained,

and some typographic errors may have been accidentally inserted. Please use the print version of this publication as the authoritative version for attribution.

| Security Export Controls and Global Economic Competition

EVIDENCE ON THE TECHNOLOGY TRANSFER PROBLEM 44

Perhaps Mueller's best-known operation was his attempt to divert to the
Soviet Union in late 1983 seven large VAX computers (and related hardware and
software) manufactured by the Digital Equipment Corporation. The VAX series
of super minicomputers is valuable to the Soviets because of their computer-aided
design applications for microelectronics fabrication. Mueller's front firms in
South Africa and West Germany had purchased this equipment in the United
States for eventual transshipment to the Soviets. Although much of it was seized
by Swedish and West German authorities when the diversion was uncovered in
1983, some of the equipment is known to have been received in the Soviet
Union.

There is no doubt that many diversions evade detection. Moreover, the level
and effectiveness of customs enforcement efforts to prevent diversions differ,
both within CoCom and among other technologically advanced Free World
countries. There often is little likelihood that customs inspectors will identify
violations once goods have left the original shipper and have been manipulated by
experienced diverters because the volume of trade is great, the number of
inspectors is comparatively small, and the detection of mislabeled equipment
requires sophisticated technical skills. Identifying diversions is especially
problematic while goods are in transit through the bonded or customs-free zones
maintained in most countries. Although there is informal international
cooperation among customs officials to detect and prevent the diversion of goods
in transit, these officials are reluctant to enter such zones and open bonded
shipments without strong evidence of wrongdoing.

In light of these facts, perhaps the most important means for reducing
diversions arises from government cooperation with the private sector. U.S.
businessmen—and businessmen in firms abroad—are in a position to see
inconsistencies in an individual's or company's behavior or the appearance of a
suspicious new company that does not fit with their knowledge of the specific
commercial context. Government officials for their part can promote a stronger
sense of responsibility for reporting such circumstances by requesting information
from the private sector. These requests, when presented appropriately, often
produce useful cooperation including leads on possible diversionary activities. In
general, however, government agencies have failed to alert private industry to the
importance of this information and have not encouraged feedback.

LEGAL SALES

Some significant technology may be acquired by the Soviet bloc through
legal purchases when foreign availability of the given technology exists. (The
issue of foreign availability is discussed further in Chapter 5.)
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For example, in light of the dispersion of sophisticated technology
throughout the world, the Soviet Union and other Warsaw Pact countries have
been (or may be) able to obtain controlled technology in Free World countries
that do not participate in the national security export control regime established
by CoCom. These countries could include both the industrialized neutral
countries of Europe and many newly industrializing countries such as India,
Singapore, and Brazil. Many of these non-CoCom countries either do not
acknowledge or do not enforce restrictions on the reexport of goods and
technology obtained originally in CoCom countries. Moreover, many are striving
to or have already become sources of indigenous high technology. Thus, there is
an increasing likelihood that the Soviet bloc may be able to purchase certain
categories of dual use technology (particularly at the lower end of the CoCom-
designated threshold*) in some of the more advanced non-CoCom countries
without ever having to resort to the use of covert methods.

THE SIGNIFICANCE OF VARIOUS CHANNELS OF LOSS

Based on the evidence reviewed by the panel, it appears that espionage is the
most significant of the channels for technology loss. But as noted earlier, export
controls do not represent an effective means to deter—much less prevent—
espionage. Therefore, although the success of the Soviet espionage effort serves
to reveal Soviet intent, it cannot be used to justify the change in export controls
on dual use products. Indeed, an assessment of the policy significance of the
Soviet bloc's collection activities, which requires examining the various channels
for loss, would be improved by greater discrimination on the part of the
Intelligence Community in categorizing different types of Soviet collection
activities as espionage, diversion, or open acquisition.

SOVIET UTILIZATION OF ACQUIRED WESTERN
TECHNOLOGY

It is only on rare occasions that the Intelligence Community can declare with
relative certainty that the application of Western dual use technology has
contributed substantially to Soviet military developments.” The

* This includes the least-sensitive CoCom-controlled products and technologies (e.g.,
administrative exception note [AEN] 9/national discretion note items and AEN 12/
favorable consideration note items). See Chapter 4 for an explanation of these provisions.

T This discussion deals with recent Soviet utilization of acquired Western technology. It
is well known that the Soviets acquired European weapons technology as well as scientific
knowledge and technical personnel at the end of World War I1.
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necessarily fragmentary data used for these assessments most often seem to deal
with the introduction of process equipment into manufacturing plants. There are
also isolated examples of specific Western components, or copies of them,
appearing in Soviet military equipment.

One of the few recent instances in which solid evidence on Soviet
technology acquisition was uncovered involved data from the Soviet Military-
Industrial Commission (VPK). The VPK produces an annual report based on an
evaluation of individual Soviet defense manufacturing ministries whose strategic
technology needs have been satisfied through technology acquisition efforts in
the West. It includes aggregate statistics on the number of technical documents
and samples (hardware) obtained, gross ruble savings, and the number and
priority of satisfied requirements. Data from one of these reports (as noted earlier
in this chapter) indicate that, during the Tenth Five-Year Plan (1976-1980), more
than 3,500 requirements or 50 percent of the total were reported as fully satisfied
worldwide. Roughly 60 to 70 percent of these were fulfilled by the Soviet
intelligence services (KGB and GRU) and their surrogates among the Eastern
European intelligence services. Furthermore, the VPK projected that, during the
Eleventh Five-Year Plan, the number of fully satisfied requirements will exceed
5,000.

The report also states that from 1976 to 1980 the Ministry of Defense
Industry (armor and electro-optics) and the Ministry of Aviation Industry realized
the greatest savings in research project costs. By the Soviets' own calculations,
these savings equalled $800 million (in 1980 purchasing power equivalents)
worth of comparable research activity. The equivalent Soviet manpower cost of
these savings alone translates roughly into over 100,000 man-years of scientific
research. These data on savings, however, may be conservative: The ruble figures
probably reflect operating costs (e.g., salaries, elimination of test range activity)
and exclude capital costs.°

Given such uncertainties about available data on Soviet costs and savings,
the United States has had no persuasive analysis of either the value of Western
technology acquisitions to the Soviet R&D process or the ruble expenditures
avoided through such efforts. To supply such an analysis, the Department of
Defense commissioned a study to estimate both the ruble savings to the Soviets
for R&D expenditures foregone and the additional cost to the West to counter new
Soviet military capabilities (discussed further in Chapter 5); the report of this
study, Assessing the Effect of Technology Transfer on U.S./Western Security—A
Defense Perspective, was published in 1985. Although the Defense Department
report has been regarded generally as a useful first step, the panel and other
experts it consulted have found the methodology employed and the conclusions
reached to be unconvincing.
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Part of the difficulty in assessment arises from the inevitable problems in
putting a product or technology into effective use. The Soviets may attempt to
reverse-engineer a product—that is, use an item obtained in the West as a basis
for producing the technology themselves for military systems. The panel believes
that this strategy is generally unproductive for many types of items (such as
high-density semiconductor devices) because often the ability to copy a
technology depends more on technological infrastructure and the capability of the
manufacturing process than on the observable features of a particular device.
Indeed, the experience of U.S. firms in setting up manufacturing facilities in
foreign subsidiaries indicates that great care and considerable time are required to
duplicate a product successfully—at least in terms of quantity—even with full
access to all manufacturing process details and equipment. This fact suggests that a
loss through the diversion of a few units of most products is unlikely to have
much military significance. Of course, in some cases the Soviets can gain insight
into the function of a particular component through reverse engineering, which
may aid them in the development of countermeasures or give them confidence
that a specific design approach has been successful in the West. But this situation
is likely to have significance only with regard to uniquely military items rather
than with the dual use products that are the focus of this report.

Nevertheless, there are certain key items of process control or manufacturing
hardware (so-called keystone equipment) that can provide the Soviets with
substantial leverage even if only a few are obtained because they facilitate the
production of quantities of other hardware. (Precision ballbearing grinders, which
the Soviets acquired legally in the past, have been cited as an example of such
equipment.) By the standards of Western productivity the Soviets are generally
weak in automated manufacturing techniques. Consequently, a prevalent
judgment in the United States, at least since the 1976 Bucy report, has been that
the emphasis of national security export control policy should be on constraining
the flow of essential technologies and manufacturing equipment—incorporated in
some turnkey plants—rather than on the end products of the manufacturing
process.

Table 2-1 is one of a number of estimates published by the Department of
Defense (DoD) that compare the state of the art of Soviet technology with that of
the United States. Although in some cases different conclusions may be drawn,
the panel has determined that for most types of dual use technology the Soviet
Union is on average approximately 5 to 10 years behind the West and does not
appear to be closing the gap.

Despite an extensive acquisition effort, then, the Soviets in general have not
succeeded in reducing the West's technology lead. Some of the reasons for this
state of affairs are discussed in the next section of this chapter. It should be
noted, however, that the situation is different for
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TABLE 2-1 Relative U.S. Versus USSR Standing in 20 Militarily Related Technology

Areas

Basic Technologies

USSR Superior

U.S./USSR
Equal

U.S. Superior

Aerodynamics/fluid dynamics
Computers and software
Conventional warheads
(including all chemical
explosives)

Directed energy (laser)
Electro-optical sensor
(including infrared)

Guidance and navigation

Life sciences (human factors/
biotechnology)

Materials (lightweight, high
strength, and high temperature)
Micro-electronic materials and
integrated-circuit manufacturing
Nuclear warheads

Optics

Power sources (mobile—
includes energy storage)
Production/manufacturing
(includes automated control)
Propulsion (aerospace and
ground vehicles)

Radar sensor

Robotics and machine
intelligence

Signal processing

Signature reduction
Submarine detection
Telecommunications (including
fiber optics)

X
X —
X

ol

ol

e lalel

X
+—X

+—X
X

X

X
+—X

X

NOTE: This list is in alphabetical order. Relative comparisons of technology levels depict overall
average standing only; countries may be superior, equal, or inferior in subcategories of a given
technology. Arrows indicate that relative technology levels are changing significantly in the

direction shown.

SOURCE: The FY1987 DoD Program for Research and Development (Statement by the Under
Secretary of Defense, Research, and Engineering to the 99th Congress, Second Session, 1986).

fielded military systems. Although the West generally remains ahead in the

most advanced weapon systems, the strong Soviet emphasis on the development
and production of military hardware has resulted in many items or equipment in
the field that in many weapon system categories often are as modern as those
deployed in the West. Assessing the significance of this fact for export controls is
difficult, however; often, the technology in Western military hardware lags
behind what is widely available in the commercial sector.’
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In sum the Soviets generally continue to lag behind the West technologically
although they have worked for years to close this gap, in part by obtaining new
technology from the West. Instead of advancing the overall state of Soviet
technological development, however, this practice, in tandem with problems
inherent in the structure of Soviet science and technology, may have resulted in
maintaining or perhaps even widening their lag due to dependence on generally
outdated Western equipment and technology (particularly in the field of
computer science). Although it would be foolhardy for the United States and the
other technologically advanced countries of the West to facilitate Soviet access to
militarily critical technology, the panel considers it unlikely that an influx of
Western technology will enable the Soviet Union to reduce the current gap
substantially—as long as the West continues its own rapid pace of innovation.

THE STATE OF SOVIET SCIENCE AND TECHNOLOGY?®

It has long been known that the organizational structure and rigidities of
Soviet science have a strong impact on both the effectiveness and efficiency with
which the results of scientific research are transferred into technical application in
the Soviet Union and on the assimilation of technical innovations acquired from
the West. Soviet science and industry are characterized by:

* an incentive system that does not strongly support technical innovation and
implementation;

* research activity that is highly concentrated, both organizationally and
geographically;

* rigidly hierarchical lines of authority and communication;

* subjugation to political factors (i.e., party bureaucracy and military
priorities); and

e difficulty in incorporating new scientific ideas into a development and
production phase.

The restricted communications that derive from the Soviet penchant for
secrecy have resulted in the isolation of scientific entities within the system. This
in turn has caused reduced cooperation among scientists, duplication of effort
despite central planning, slow diffusion of new ideas and technologies, and errors
due to inadequate peer review. The severe isolation of Soviet scientific institutes
and laboratories—from one another, from the design bureaus that actually use the
data they produce, and from the West—and the separation of civilian and military
research efforts severely hinder the process of cross-fertilization that has
accelerated progress in science and technology in the West.
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It is especially difficult for the Soviets to incorporate new scientific ideas
into development and production in the civilian sector. Formal review and
approval must take place through several levels of management. Moreover, line
managers often ignore ministry directives calling for innovation because they
fear the consequences of not meeting short-term quotas as specified in the current
plan. Recently, additional changes reportedly have been made to encourage risk-
taking through the implementation of technical innovations; these changes allow
production quotas in the current plan to be reduced for a period of time following
the introduction of a new instrument or new process.’

Soviet defense projects consistently receive top priority in the allocation of
resources to research and development. The military has priority access to the
best indigenous technology. It also has the power to encourage innovation and
accelerate production. The military's formidable ability to obtain Western
technical goods and information further facilitates projects under its sponsorship.
When Soviet military equipment designers levy requirements for Western
documents, blueprints, and test equipment and other hardware, the VPK
reportedly utilizes a national fund of about half a billion rubles* to satisfy them.”

The acquisition of particular documents can command funding as
considerable as that for hardware items. The Soviets reportedly spent over 50,000
rubles for documents on the U.S. shuttle orbiter control system; the same sum
was committed to acquiring information on high-energy laser developments.
More than 200,000 rubles was approved for acquiring selected research
documents on U.S. antimissile defense concepts.!!

Besides substantial funding support, Soviet defense projects also appear to
command substantial human resources, including those available in the civilian
sector. Although the Western Intelligence Community can only estimate the
percentage of Soviet civilian scientists involved in military projects, some place
the figure above 50 percent. Often, Soviet scientists are recruited temporarily and
agree to work for the military simply to acquire access to choice equipment,
which they then put to use on their own nondefense-related projects.

A principal uncertainty with regard to the Soviet military's investment in
science is whether it could one day present the West with an unexpected
"Sputnik-like" surprise. The views expressed by U.S. scientists, Soviet emigré
scientists, Western scientists who have worked in the Soviet Union, and
Sovietologists, as well as those contained in

* The U.S. government calculated that for 1980 the approximate conversion ratio was 1
ruble = $1.47.
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unclassified U.S. intelligence assessments, do not yield a consensus on this
question.

General-Secretary Mikhail Gorbachev has stressed the role of scientific and
technical progress in Soviet economic development.!”> He has spoken of plans to
focus Soviet scientific efforts more on applications and less on pure research—
aiming at the twin objectives of more rapid economic growth and a stronger
military—and he has given priority to computer science and education. Although
the defects noted in Soviet science continue to be fundamental to their system and
will not be altered easily or quickly, U.S. policy must be formulated in
recognition of the possibility of significant change.

IMPLICATIONS OF INTELLIGENCE EVIDENCE

The preceding discussion of the evidence on technology transfer to the
Soviets yields a number of important implications for the formulation of an
appropriately designed national security export control regime. Among the most
significant are the following:

1. In the judgment of senior Western intelligence officials, espionage is the
technology acquisition channel that is most valuable to the Soviets in
enhancing their military capability, followed (to a lesser extent) by
diversion of unclassified but controlled technology. Third in importance is
the acquisition of uncontrolled Western technology. The U.S. national
security export control regime does not provide solutions to the problem
of espionage.

2. Based on its review of Intelligence Community evidence, the panel agrees
that a legitimate need for appropriately designed export controls continues
to exist. However, the significance of export controls alone in stemming
losses should not be overestimated.

3. Because sources of products and technology increasingly exist elsewhere
in the world, and because most diversions involve activities in other
Western nations, the U.S. export control effort must be multinational. (See
Chapter 6.) Attempting to develop an extensive system of controls
centered in the United States appears futile in light of the fact that
significant losses continue to occur elsewhere. Reduction of "high-end"
diversion (i.e., diversion of the most sensitive CoCom-controlled products
and technologies) requires the cooperation of CoCom and other non-
CoCom Free World countries—cooperation that currently may not exist
and that may require substantial diplomatic and private sector efforts to
achieve. Nevertheless, improving the effectiveness of export enforcement
in the current regime can make a substantial difference with respect to the
control of unclassified dual use items.
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4. Part of the U.S. concern about the Soviet technology acquisition effort
relates to the current status of alternative technology sources around the
world. Intelligence evidence indicates that U.S. dominance in various
technology areas generally is decreasing (see Chapter 3). The diffusion of
technology, the availability of controlled technology from outside the
CoCom countries, the impossibility of an absolute embargo on any
technology other than that contained in very high-cost items existing in
small quantities (e.g., supercomputers) are all factors that contribute to
U.S. policy formulation and that require reliable corroborating data.

The Intelligence Community and the Department of Defense have
endeavored to make intelligence information on Soviet technology acquisition
activity available to the public. For example, various "white papers" have been
issued by the Intelligence Community, an effort that is especially valuable
because public awareness may be a key to stemming losses through espionage or
diversion. There is a similar need for improved dialogue between the U.S. R&D
community (industry, academia, and government labs) and government officials
charged with staying abreast of important developments in science and
technology—particularly those who must make export control decisions on the
basis of their understanding of the technologies involved and their knowledge of
the state of foreign science and technology capability. The utilization of
information derived from such a dialogue can be invaluable in determining
specific products or technologies that should be controlled or decontrolled and in
promoting a better general understanding of the worldwide state of the art in key
technologies.

NOTES

1. U.S. Department of Defense, Soviet Acquisition of Militarily Significant Technology: An Update
(Intelligence Community white paper) (Washington, D.C., September 1985).

2. Thierry Wolton, Le KGB en France (Paris: Editions Grasset & Fasquelle, 1986).

3. Henri Regnard (pseudonym), "The U.S.S.R. and Scientific, Technological, and Technical
Intelligence (English translation)," Défense Nationale (December 1983), pp. 107-121.

4. Regnard's statements are consistent with descriptions in the "Penkovsky papers" of 1965, which
identified KGB participation in the foreign activities of GKNT. (Oleg Penkovsky, The Penkovsky
Papers [London: Collins, 1965]. This book is based on the testimony of a Soviet double agent.) The
white paper Soviet Acquisition of Militarily Significant Western Technology: An Update provides
extensive discussion of the key Soviet organizations involved in the acquisition of Western
technology.

5. U.S. Department of Defense, Soviet Acquisition, p. 60.

6. Ibid., p. 6.

7. This topic was thoroughly addressed in the recent Packard commission report, A Quest for
Excellence: Final Report to the President by the President's Blue Ribbon Commission on Defense
Management (Washington, D.C., June 1986).
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8. The data on which this section is based were drawn primarily from the 1985 report by the Foreign
Applied Sciences Assessment Center (FASAC) entitled Selected Aspects of Soviet Applied Science.
Coordinated by Science Applications International Corporation, FASAC has produced a number of
studies at the request of the U.S. government assessing the state of science and technology in the
Soviet Union. The center has drawn on the expertise of more than 100 U.S. scientists and engineers to
evaluate available Soviet literature in their fields and summarize the military, economic, and political
implications of recent developments in the Soviet Union. The principal focus of the FASAC reports is
on Soviet exploratory research, which seeks to translate developments in fundamental research into
new forms of technology with important application potential.

9. A Study of Soviet Science (Intelligence Community white paper) (Washington, D.C., December
1985), p. 10.

10. U.S. Department of Defense, Soviet Acquisition, p. 3.

11. Ibid., p. 4.

12. From a speech to the 27th Congress of the Communist Party of the Soviet Union, March 1986,
reported by Gary Taubes and Glenn Garelik in "Soviet Science: How Good Is It?" Discover (August
1986), p. 57.
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3

The Changing Global Economic and
Technological Environment

For more than 35 years the United States and its CoCom allies have sought
to deny militarily critical technology to the nations of the Warsaw Pact. Although
the objective of denial still underlies U.S. policy, U.S. national security export
controls (which are discussed in detail in the following chapter) are, in some
respects, out of step with the rapidly changing environment in which they
operate. In this regard, three major developments may be noted.! First, the
character of the international marketplace is evolving in such a way that global
diffusion of commercial technology takes place at a rapid rate; with growing
frequency the technology being diffused has military applications. Second, the
growing importance of trade as a part of U.S. economic activity causes the
overall U.S. economy to be increasingly sensitive to policies that affect trade.
Third, U.S. dominance over advanced technology is declining; stiff competition
from foreign companies has appeared in almost every high-technology sector. In
any reconsideration of U.S. national security export control policy, the
implications of these developments warrant discussion and review.

CHANGES IN THE INTERNATIONAL MARKETPLACE

The volume of world trade has grown dramatically since World War II; in
addition, the value of goods traded has increased manyfold since the 1950s. More
and more, Western nations are exporting large proportions of their domestic
output and consuming sizable quantities of imported goods. This increased
volume of trade has been accompanied by the
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appearance of new products and by changing business strategies, all of which
markedly affect the environment in which national security export controls
operate.

Integral to these developments is the phenomenon of information diffusion,
which is occurring more and more rapidly, in ever-greater volumes, and to more
destinations than ever before. This development is partially due to the improved
capabilities offered by new communications technologies such as satellites, fiber
optics, and digital switching systems. It is also due to the widespread use of many
other technologies—for example, computers—which make expanded global
interaction more efficient and less expensive as well.

The current competitive environment promotes information diffusion
because it creates incentives for companies to pursue such global production
strategies as locating research, development, and manufacturing facilities around
the world and entering into joint ventures. As these companies work to coordinate
their international efforts, they transfer massive amounts of information.
Attempting to control these rapidly growing volumes of data transfers would be
an enormous endeavor; moreover, significant interference with this vital flow
would disrupt the communications essential for competitive business operations.

The shift to global production has resulted in the emergence of a new type
of product, such as the "world car,” whose components may cross national
borders a number of times during production. It has also greatly expanded the
roster of countries capable of mass-producing high-technology products. Even
U.S. defense industries now rely on foreign-manufactured components and
expertise for such sensitive items as missile guidance systems, radars,
communications gear, satellites, and air navigation instruments. Some top-of-
the-line U.S. supercomputers, of particular importance to the Intelligence
Community, now incorporate high-performance chips made only in Japan. As can
well be imagined, this situation has become a source of rising concern among
defense planners.?

Some of these global products (for example, certain personal computers and
memory chips) are produced in large quantities in an ever-greater number of
countries; as a result, they have become, essentially, "technological
commodities." The increased availability of such products and the rapid diffusion
of the means to produce them make the effort to control high technology much
more complicated—an effect further intensified by the fact that many of the
countries involved are not members of CoCom and therefore are not subject to
self-imposed controls.

Another important development in international trade is the expanding
commercial market for dual use products, most of which embody advanced
technology. To compete successfully in this market and maintain their market
share in the face of growing competition from Japan,
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Western Europe, and the newly industrializing countries, U.S. firms are
experiencing added pressure to export their most technologically sophisticated
commercial products.

An important related development in this period has been a growing
disparity between the pace of technological progress from privately sponsored
(commercial) R&D and that sponsored by the Department of Defense. Early in
the postwar era, DoD recognized that technology would be more and more vital
to the defense of the NATO alliance and consequently supported research and
development in a number of important fields. Defense-funded programs in
aeronautics, propulsion, and electronics were particularly successful and
ultimately had major impacts on the civilian economy as these new technologies
were commercialized. As long as DoD-funded programs remained at the leading
edge of technology development, subsequent commercial exploitation presented
little threat to U.S. security. New weapon systems could be fully operational in
the U.S. military well before commercialization began, thus ensuring a continuing
Western lead.

Although overall technological progress in the United States continued
throughout the postwar era, a number of factors combined to undermine DoD's
early leadership role in the development of militarily significant technologies.
For a variety of reasons, the cost of developing new weapon systems
incorporating state-of-the-art technology rose dramatically after the late 1960s.
Military R&D and procurement expenditures subsequently declined, but the
civilian market for high-technology products such as aircraft and consumer
electronics experienced explosive growth. Thus, by the late 1970s there were a
number of dual use high technologies, such as advanced microelectronics, that
were introduced into the commercial sector well before they found application in
military systems. As a result the U.S. government was in some cases left in the
difficult position of trying to restrict the dissemination of technologies already
available in the world marketplace. This dilemma is central to the debate over
national security export controls.

As discussed in Chapter 1, control of advanced dual use technology and
products is vital to the maintenance of the West's qualitative military advantage.
Effective control is growing more difficult, however, because of the increasing
rate of information diffusion and the rise of global production capabilities. A
further complication is the United States' increasing participation in and reliance
on the global economy.

GROWING U.S. INTERACTION IN THE GLOBAL ECONOMY

The United States is the single largest international trader, reporting exports
of $360 billion in 1985. Exports thus have assumed growing
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Figure 3-1 Manufacturing trade as a percent of gross domestic product per
manufacturing (domestic and foreign exports, f.a.s.; general imports, f.a.s.*).

importance to the U.S. economy and in particular to U.S. producers of
manufactured goods. Manufactured exports as a percentage of gross domestic
product for manufacturing were 9 percent in 1960 and grew to 25 percent in 1980
before declining to 18 percent in 1985.*

Imports of manufactured products as a percentage of gross domestic product
for manufacturing exhibit an even more dramatic trend, rising from 5 percent in
1960 to 30 percent in 1985 as shown in Figure 3-1. The size and importance of
the manufactured goods component of U.S. exports have also grown steadily;
manufactured goods constituted 76 percent of total U.S. merchandise exports in
1985. Because export controls bear most heavily on manufactured goods, such
controls can have a serious impact on the overall economic well-being of the
United States.

It is also important to keep in mind the character and global distribution

* Most European and Asian countries trade a much higher proportion of their total
economic output than does the United States. With such high levels of interaction in world
markets, it is not surprising that European and Asian countries are sensitive to the negative
effects on trade caused by export controls.
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Figure 3-2 U.S. high-tech* trade balance, 1965-1986e’ (domestic and foreign
exports, f.a.s.; general imports, c.i.f.). Note: 1978-1980 data exclude trade
between U.S. Virgin Islands and foreign countries.

of U.S. exports.3 For instance, exports to CoCom countries are substantial,
representing over 60 percent of total U.S. exports in 1985. By contrast, exports to
the Soviet bloc in 1985 represented only 1 percent of U.S. exports. Therefore,
trade policies that might diminish West-West trade have greater potential to
damage the U.S. economy than do those that might reduce exports to the Eastern
bloc.

The high-technology sector* is an important component of U.S. exports. It
accounted for 30 percent of all U.S. goods exported and 42 percent of
manufactured exports in 1985, and contributed to a steadily growing trade surplus
from 1965 through 1981 as shown in Figure 3-2. This surplus helped to offset the
trade deficit produced by other sectors. But for the past 5 years, the high-
technology trade balance has worsened in parallel with the overall U.S. trade
balance. Based on trends established in the first three quarters of 1986, the United
States will register its first full-year trade deficit in high-technology goods since
this category
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was established. Export controls are not a leading cause of this recent decline in
high-technology export performance, but they may tend to exacerbate the U.S.
trade deficit by contributing to an environment that discourages export activities
by U.S. firms.

THE CHALLENGE TO U.S HIGH-TECHNOLOGY
LEADERSHIP

The promotion of high-technology industries is an attractive policy option
for many countries because these industries promise high growth, limited
degradation of the environment, low natural resource requirements, and
international prestige. The promotion of high-technology industries also
encourages modernization of a nation's economy and society. Consequently, a
number of countries are devoting a great deal of attention to developing and
improving their indigenous technical capabilities.

CoCom Countries

Many of the CoCom countries have a long history of advanced
technological development. In the post-World War 1II period, these nations did
not offer significant competition to the United States as they worked to rebuild
their economies. But several of these countries—notably West Germany, France,
and Japan—are now providing significant competition to the United States. The
ability to compete is in part the result of long-term efforts to enhance their
indigenous technical capability. Rising R&D expenditures in West Germany,
France, and Japan are one indication of this effort. In the early 1960s, the
proportion of GNP the United States spent on R&D was more than twice that
spent by West Germany, France, or Japan; by 1983, however, the expenditures of
these countries had reached approximately the same level (2.5 percent) as that of
the United States (see Figure 3-3).

It is important to note that, although Japan, West Germany, and the United
States all devote an equivalent proportion of GNP to R&D, Japan and West
Germany may derive a commercial advantage from these expenditures because
they devote a much smaller proportion of their R&D to military development (see
Figure 3-4). In 1981 the United States devoted more than half its total
government R&D funding to defense-related research; West Germany and Japan,
on the other hand, devoted 9 percent and 2 percent, respectively. In 1986 the
United States allocated over 70 percent of government R&D funding to defense
projects. Although defense-related research can have commercial benefits, some
have questioned its efficiency in generating commercially viable products—in
comparison to resources targeted specifically for commercial research purposes.

Copyright © National Academy of Sciences. All rights reserved.


http://www.nap.edu/catalog/987.html

About this PDF file: This new digital representation of the original work has been recomposed from XML files created from the original paper book, not from the original
typesetting files. Page breaks are true to the original; line lengths, word breaks, heading styles, and other typesetting-specific formatting, however, cannot be retained,

and some typographic errors may have been accidentally inserted. Please use the print version of this publication as the authoritative version for attribution.

| Security Export Controls and Global Economic Competition

THE CHANGING GLOBAL ECONOMIC AND TECHNOLOGICAL ENVIRONMENT 60
4.0 —
35—
3.0 — United States

PERCENT

25

20

1.5

1.0

5

0

West Germany

~<_ United Kingdom

— /\ = P LT TP
/ /.-\'.o -o-r:\f::-___-“-:'_-—- /Ffancﬁf
;"9/'4“"'...‘;apan

| l | ] 1 |

1961 1965 1969 1973 1977 1981 1985

YEAR

*Gross expenditures for performance of research and develop-
ment including associated capital expenditures (except for the
United States, where total capital expenditure data are not
available). Estimates for the period 1972-80 show that the
inclusion of capital expenditures for the United States would
have an impact of less than one-tenth of one percent for each
year.

Taross domestic product.

SOURCE: Science Indicators--1985.

Figure 3-3 National expenditures for performance of R&D* as a percent of GNP
by country.

Another indication of the long-term commitment by these countries to
enhance their technical capability is their increasing employment of scientists and
engineers. Although the United States still employs the highest proportion of
technical professionals in the Western labor force, Japan, West Germany, France,
and the United Kingdom have all moved to close this gap as shown in Figure 3-5.
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Figure 3-4 Estimated ratios of nondefense R&D* expenditures™ to gnp for
selected countries.

One indirect measure of the growing technical competence of the Europeans
and the Japanese can be found in patent applications. (Although patent
applications are not an exact proxy for a nation's technical capability and
inventiveness, they do provide a measure of
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Figure 3-5 Scientists and engineers* engaged in research and development per
10,000 labor force population by country.

relative change.) Between 1965 and 1984 the number of U.S. patents granted
to U.S. inventors remained relatively constant while the number of U.S. patents
granted to foreign inventors nearly tripled. As shown in Figure 3-6 there has also
been a sharp decline in the number of U.S. citizens applying for patent protection
from foreign governments.

A more concrete assessment of the growing competition faced by the United
States is gained from a review of specific technologies. The following case
examples help illustrate the tenuous nature of U.S. dominance in several high-
technology fields.
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Figure 3-6 External patent applications by residents of selected countries.

»  Semiconductors: The United States no longer has the lead in several
important areas of semiconductor technology. Japan has an emerging
leadership role in metal-oxide semiconductor (MOS) high-density computer
memories with well over 50 percent of the world market. Japanese firms are
reputed to be leading most U.S. merchant* semiconductor companies in
developing reliable, low-cost, 1-megabyte dynamic random access memory
(D-RAM) chips and in the early development of 4-megabyte designs. And
Japanese companies now are the only source of the highest-quality fused
quartz glass required for mass-producing state

* Merchant refers to companies that sell their products on the open market—as
opposed to producing only for internal consumption (e.g., IBM).
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of-the-art chips of all types. Japan also rivals U.S. capability in
semiconductor production equipment technology. The erosion of traditional
U.S. dominance of semiconductor technology has occurred almost entirely
within the last 5 to 10 years.’

» Fiber optics: Japan is acknowledged to have gained a clear lead in light
source technology, one of the main components of fiber optic systems. In
addition, Japan is credited with a lead in fiber optic applications and is
competitive with the United States in other component technologies.®

* Space: The U.S. lead in space relative to the European countries is
decreasing. The European Space Agency (ESA) has developed civilian
unmanned space launch capability, ending NASA's near monopoly. And
even before the U.S. space shuttle disaster in January 1986, French economic
policies and subsidies had allowed its space agency to take business from
NASA. U.S. dominance of satellite production, an area that has enjoyed a
long-term advantage due to the tie-in with U.S. launches, is also expected to
decline.”

* Aircraft: U.S. industry traditionally has dominated the world market for
civilian aircraft, holding 95 percent of the world's orders for airliners through
the mid-1970s. In 1975 related U.S. R&D expenditures began to decline;
European expenditures, however, were growing through Airbus Industries, a
European consortium designed to challenge U.S. producers. Between 1980
and 1985 Airbus captured 17 percent of the world market.?

* Computer hardware and software: Although the United States retains broad
leadership in computer hardware and software production, the Japanese now
match or exceed the capabilities of U.S. producers in important subsectors
such as large-scale processors and magnetic disk storage. In addition the
Japanese joint government-industry R&D program is attempting to leapfrog
U.S. industry with the development of the so-called "fifth generation"
computer system.’

* Other areas: U.S. foreign competitors also have demonstrated success in
biotechnology, robotics, and machine tools and in the development of
important new materials such as high-performance ceramics.!?

In reviewing these examples, it is important to keep in mind two important
points: (1) the relative decline in U.S. dominance is an expected result of the
economic recovery of countries whose industrial capability was destroyed or
severely damaged in World War II; and (2) the countries making the most
progress in developing or improving their capability are U.S. allies. Although
their progress serves to enhance the overall strength of the Western military
alliance, it also underscores the
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vital need to increase the degree to which export controls are implemented
through a multilateral system.

The growing challenges to U.S. industrial dominance must be considered
carefully by those responsible for U.S. export control policy. If goods comparable
to controlled U.S. products are available with little or no control from foreign
sources, then a clear incentive exists for buyers to seek those sources. The trend
toward non-U.S. sourcing or "de-Americanization" is already evident in Europe.
During its European study mission, the panel heard repeatedly from
representatives in every country it visited!! that some of their companies were in
the process of switching to non-U.S. sources for items controlled by the United
States; in areas in which no non-U.S. source exists, many of these companies are
making efforts to develop them. These actions stem not only from concerns about
the additional costs and delays imposed by U.S. export controls but even more
importantly from a view that the United States is not a reliable supplier—a fear
that was given credence by U.S. efforts to control gas and oil equipment in recent
years in the face of strenuous opposition by our allies.

In assessing the scope and gravity of the problem of non-U.S. sourcing, an
important additional consideration is the long-term consequences of such changes
in suppliers. Customers that buy equipment incompatible with U.S. systems may
be locked into buying add-on items and spare parts from non-U.S. sources for
years after their original purchase. Although this pattern has worked to the
advantage of the United States in the past, once non-U.S. sources have been
identified, it will be difficult for the United States to regain lost customers in the
future.

Any benefits (in terms of enhanced protection of an item from acquisition by
the Soviet bloc) that might be derived from more stringent unilateral controls on
U.S. products and technology are attainable only in the shrinking number of cases
in which the United States is the sole source. In technology areas in which there
are non-U.S. sources with less stringent controls, no additional protection is
provided and the disadvantages imposed on U.S. goods and technology have no
countervailing benefits.

Non-CoCom Countries

Indigenous technical expertise challenging that of the United States also
comes from non-CoCom industrialized countries such as Switzerland, Austria,
and Sweden (see also Appendix B). U.S. and CoCom export control policies that
do not require assurances from such countries that comparable indigenously
produced products or technical data also are denied to our adversaries will
weaken the CoCom countries and thereby the NATO alliance.
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NEWLY INDUSTRIALIZING COUNTRIES

Newly industrializing countries (NICs) such as South Korea, Taiwan, and
Brazil have become important world suppliers of manufactured goods in the last
20 years. (For example, the value of manufactured goods exported from South
Korea rose by a factor of 200 between 1965 and 1983.) Currently, a large share
of these exports are traditional manufactures (e.g., footwear and textiles); but the
share of high-technology items, such as computer and communications
equipment, is growing. In 1985, 17 percent of the high-technology products
imported by the United States came from the East Asian NICs (Hong Kong,
Singapore, South Korea, and Taiwan) as shown in Figure 3-7. Due to the
presence of foreign-owned multinational corporations, some of the NICs are now
producing, in large volumes, items with technical specifications similar to those
of

*ULS. Departmant of Commarca DO0C-3 definition.

SOURCES: U.S. Department of Commarce, Burgau of the Consirs

Figure 3-7 Suppliers of U.S. high-tech* imports, 1985 (domestic and foreign
exports, f.a.s.; general imports, c.i.f.).
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CoCom-controlled items (such as high-density memory chips and 16-bit
microprocessors). They also are committed to developing more advanced
indigenous capabilities.

The ability to produce high-technology goods does not necessarily imply
that a country possesses the indigenous capability to develop them. Many of the
NICs are aware of this fact and are aggressively pursuing greater indigenous
technological sophistication. A variety of policies are used to encourage
development of indigenous capability:

* requiring multinational companies located in the country to train local
employees;

* sending large numbers of students to foreign countries for technical
education;

* hiring foreign scientists and engineers;

* licensing production technology with the condition that the company
supplying the technology buy back a portion of the output;

* sponsoring domestic research centers to encourage indigenous talent; and

* protecting infant industries.

Industrializing countries vary in their willingness to comply with controls on
militarily critical technology. Countries like South Korea and Taiwan—with their
close political and economic relationships with CoCom countries—are more
likely to cooperate with CoCom's export control policies than are countries less
dependent on CoCom such as Brazil and India.

The U.S. government currently is negotiating bilateral export control
agreements with several non-CoCom countries. Although the need for such
agreements is evident, there is a clear danger associated with an exclusively
bilateral approach. An agreement with a non-CoCom country that puts controls
on U.S.-origin goods and technical data without controlling them from
indigenous or other non-U.S. sources puts U.S. firms at a serious competitive
disadvantage. Such a situation is likely to lead to the loss of U.S. sales without
enhancing the protection of the technology in question. Agreements with non-
CoCom countries would result in more effective control—with less risk to U.S.
business—if they were pursued in cooperation with other CoCom countries.
Moreover, to be truly effective, any such agreements should also encompass
indigenously produced goods and technology.

The changing character of the global economic and technological
environment discussed in this chapter has at least one clear implication: Effective
control of technology must be pursued in a consistent, multilateral fashion. To the
extent that the U.S. control system, discussed in the next chapter, fails to adjust to
these changes in the global environment
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and to consider their implications, it will continue to work to the disadvantage of
U.S. exporters and multinational subsidiaries with only modest offsetting
national security advantages.

NOTES

1. The various statistics in this chapter are drawn almost entirely from the following sources:
Richard N. Cooper, "Growing American Interdependence: An Overview" (Paper
prepared for a conference at the Federal Reserve Bank of St. Louis, October
1985).

Charles H. Ferguson, "High Technology Product Life Cycles, Export Controls,
and International Markets" (Paper prepared for the National Academy of
Sciences Panel on the Impact of National Security Controls on International
Technology Transfer, June 1986).

Lionel H. Olmer, U.S. Manufacturing at a Crossroads—Surviving and
Prospering in a More Competitive Global Economy (Washington, D.C.: U.S.
Department of Commerce, International Trade Administration, 1985).

U.S. Department of Commerce, Bureau of the Census, Highlights of U.S.
Export-Import Trade, FT-990 series (Washington, D.C.).

U.S. Department of Commerce, Bureau of Economic Analysis, Survey of Current
Business (Washington, D.C., April 1986).

U.S. Department of Commerce, International Trade Administration, An
Assessment of U.S. Competitiveness in High Technology Industries (Washington,
D.C., February 1983).

U.S. Department of Commerce, International Trade Administration, Office of
Trade and Investment Analysis, The Rising Trading Power of the East Asian
NICs (Washington, D.C., October 1985).

U.S. Department of Commerce, International Trade Administration, U.S. High
Technology Trade and Competitiveness (Washington, D.C., February 1985).
U.S. Department of Commerce, International Trade Administration, United
States Trade—Performance in 1984 and Outlook (Washington, D.C., June 1985).
U.S. Department of Commerce, International Trade Administration, United

States Trade—Performance in 1985 and Outlook (forthcoming).

2. See, for example, the Committee on Electronic Components, Board on Army Science and
Technology, National Research Council, Foreign Production of Electronic Components and Army
Systems Vulnerabilities (Washington, D.C.: National Academy Press, 1986), which was prepared for
the Department of Defense.

3. William F. Finan, Perry D. Quick, and Karen M. Sandberg (Quick, Finan & Associates, Inc.), "The
U.S. Trade Position in High Technology: 1980—1986" (Report prepared for the Joint Economic
Committee of the U.S. Congress, October 1986).

4. High-technology trade in this report is defined by U.S. Department of Commerce definition
DOC-3, which is based on R&D expenditures as a percentage of shipments. Standard industrial
classification (SIC) categories included in this definition are: industrial inorganic chemicals (281);
plastic materials and synthetic resins, synthetic rubber, and synthetic and other manmade fibers
except glass (282); drugs (283); ordnance and accessories except vehicles and guided missiles (348);
engines and turbines (351); office, computing, and accounting machines (357); radio and television
receiving equipment except communication types (365); communication equipment (366); electronic
components and accessories (367); aircraft and parts (372); guided
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missiles and space vehicles and parts (376); measuring, analyzing, and controlling instruments;
photographic, medical, and optical goods; watches; and clocks (38)—except instruments for
measuring and testing of electricity and electrical signals (3825). The trade figures shown in this
chapter were calculated using the DOC-3 definition.

5. National Materials Advisory Board, National Research Council, Advanced Processing of
Electronic Materials in the United States and Japan (Washington, D.C.: National Academy Press,
1986); Ferguson, "High Technology Product Life Cycles"; U.S. Department of Commerce,
International Trade Administration, An Assessment of U.S. Competitiveness ; Committee on
Electronic Components, Board on Army Science and Technology, National Research Council,
Foreign Production of Electronic Components.

6. U.S. Department of Commerce, International Trade Administration, An Assessment of U.S.
Competitiveness; personal conversation with staff of the Department of Commerce, International
Trade Administration, Office of Telecommunications.

7. U.S. Department of Commerce, International Trade Administration, An Assessment of U.S.
Competitiveness.

8. U.S. Department of Commerce, International Trade Administration, An Assessment of U.S.
Competitiveness; personal communication with staff of the Department of Commerce, International
Trade Administration, Office of Trade Development, Office of Aerospace.

9. Ferguson, "High Technology Product Life Cycles"; U.S. Department of Commerce, International
Trade Administration, An Assessment of U.S. Competitiveness;, Committee on Electronic
Components, Board on Army Science and Technology, National Research Council, Foreign
Production of Electronic Components.

10. Ferguson, "High Technology Product Life Cycles"; U.S. Department of Commerce, International
Trade Administration, An Assessment of U.S. Competitiveness; Committee on Electronic
Components, Board on Army Science and Technology, National Research Council, Foreign
Production of Electronic Components.

11. Delegations of panel and staff members visited Austria, Belgium, the Federal Republic of
Germany, France, Sweden, and the United Kingdom.
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4

The Dimensions of National Security Export
Controls

Two laws provide the primary mandate for U.S. national security export
controls. The Arms Export Control Act of 1976! requires government approval
for the import and export of military weaponry and services. The Export
Administration Act (EAA) of 1979, as amended,> controls the export of
commercial goods and technologies that would make a significant contribution to
the military capabilities of a potential adversary. EAA also authorizes controls to
serve U.S. foreign policy goals and to ensure the domestic availability of
resources in short supply.

The regulations implementing these laws are extensive and complex. The
United States asserts jurisdiction over goods and technology even outside the
territorial United States when: (1) the product or technology in question
originated in or is to be or has been exported from the United States; (2) the
product or technology incorporates or uses products or technology of U.S. origin;
and (3) the exporter is a U.S. national or is owned or controlled by U.S. interests.
Responsibility for administering the export control system is divided among
many federal departments and agencies as is representation in the export control
policymaking process.

To some degree, U.S. export controls parallel multilateral or bilateral
agreements or understandings with other countries. The United States is a
founding member of the Coordinating Committee on Multilateral Export Controls
(CoCom), an informal, nontreaty organization comprising all the NATO
countries (except Iceland) and Japan.? Created in 1949 in the early
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days of the Cold War, CoCom administers a uniform system of multilateral
controls over three categories of products: munitions, nuclear energy, and dual
use. All products subject to CoCom control are also subject to U.S. controls. In
addition the United States has bilateral agreements or arrangements with a
number of non-CoCom nations that provide for varying degrees of cooperation on
national security export controls. These countries include Australia, New
Zealand, Austria, Switzerland, and Sweden.

This chapter presents an overview of the dimensions of the current national
security export control system. It first summarizes the evolution of export
controls in the United States to provide a historical context. Next, it examines the
mechanisms used by the United States for policymaking and administration.
Finally, it reviews the multilateral CoCom framework for controlling strategic
goods and technologies and key attributes of the controls maintained by several
other nations.

HISTORICAL BACKGROUND

Current controls on the export of commercial dual use products and
technologies have their roots in the period leading up to World War II. To
understand more fully the current efforts of the United States to impede the flow
of these products and technologies to potential adversaries, it is useful to review
the evolution of export controls and the historical circumstances that have shaped
them.

World War II Origins and the Early Postwar Years

Before 1940 the United States had no legal mechanism for controlling
peacetime exports of militarily significant products or information to potential
enemies* Consequently, despite the growing military threat posed by fascism and
militarism in the late 1930s, there were no legal constraints on exports, and U.S.
firms were free to sell almost anything to Germany, Italy, or Japan virtually until
the outbreak of hostilities. Japan's military industry in particular seems to have
benefited to a considerable degree from free access to technology, strategic
materials, and capital from the United States.

By 1940, however, the war had begun in Europe, and Congress moved to
give the President authority to control the export of militarily significant goods
and technology. Section 6 of Public Law 703 (July 2, 1940 [54 Stat. 714]) gave
the President authority to prohibit or curtail the export of "military equipment or
munitions or component parts thereof, or machinery, tools, or material, or
supplies necessary for the manufacture, servicing, or operation thereof. . . ." The
President was required only to
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determine that his actions were necessary in the interest of national defense and to
issue a proclamation describing the articles or materials included in the
prohibition or curtailment.

The export control authority provided by the 1940 law originally was
intended to expire in only 2 years. But by 1942 the United States was at war, and
Congress extended the authority. It was extended again in 1945, in 1946, and in
1947 with only minor revisions. A reading of the hearings accompanying these
extensions, together with the fact that each extension was of such limited
duration, suggests that Congress regarded export controls as merely a temporary
restriction on U.S. trade made necessary by the war. But by 1949, when export
controls again came up for renewal, Congress was weighing a somewhat
different set of factors in its export control policy equation.

The Export Control Act of 1949 and the Establishment of
CoCom

In considering the export control issue in the increasingly tense West-East
atmosphere of the late 1940s, Congress sought to avoid the mistakes of the period
leading up to World War II; primary among these was providing potential
enemies with the wherewithal to make war. By 1949 it was apparent that the
Soviet Union and its allies, including the People's Republic of China (PRC), were
potential military adversaries. Thus, the lesson of prewar U.S. trade with Japan
—trade that had increased that country's military effectiveness—entered into the
debate on export controls. Although shortages still played an important role in
justifying the continuation of export controls, the 1949 debates included for the
first time explicit references to the behavior of the Soviet Union in Eastern
Europe and reminders that uncontrolled exports to Japan before the war were
"subsequently used against our own people."°

When the export control question came to a vote, Congress elected to
perpetuate the extraordinary wartime powers extended to the executive branch
and to maintain the strict export control regime that had evolved during the war.
The new authority, the Export Control Act of 1949, codified the export control
procedures that were then being practiced by the executive branch under the
terms of the 1940 act (and its subsequent extensions). Two important principles
embodied in this legislation have survived the three major, subsequent revisions
of the law (1969, 1979, and 1985): (1) the executive branch has broad authority to
determine what products or technical data should be subject to export licensing, to
administer the licensing system, and to impose penalties for violations; and (2)
the rule-making process, including those procedures that apply to the composition
of the Control List (of items subject to licensing), is exempt from the usual
provisions for public participation and is less
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likely to be the subject of judicial review.” Thus, the export control authority

exercised by the executive branch today is substantially unchanged in its basic
legal structure from that originally granted by Congress in 1940 as an
extraordinary war power.

The renewed international tensions that contributed to Congress' decision to
maintain what were essentially wartime export controls also led, in 1949, to the
founding of NATO and the other regional treaty organizations. To ensure the
effectiveness of NATO and the other regional alliances, the United States
transferred military technology (mostly in the form of hardware) directly to its
allies. In addition, as Western Europe and Japan recovered from the war, they
began to revitalize their industrial capabilities and to challenge what had been
virtually a U.S. monopoly on advanced technology (see Chapter 3).

To prevent such technology from reaching the hands of potential
adversaries, it became necessary to establish a mechanism to coordinate allied
export control policies. That mechanism, which was created in 1949, was the
Coordinating Committee on Multilateral Export Controls, or CoCom. From the
start, however, the items on which the United States imposed controls differed
from those controlled by CoCom: In addition to those items that all CoCom
members agreed to control, the United States controlled many items unilaterally.
The vast majority of these pertained to areas in which the United States held a
virtual monopoly.

To prevent the flow of controlled U.S. technology and information from
third (non-CoCom) countries to the Communist world, the United States also
imposed controls on the reexport of U.S.-origin goods, controls that were
accepted because the United States at that time was the only source of many
advanced technology-based products. Furthermore, countries that were the
beneficiaries of the Marshall Plan and other U.S. government programs and that
were dependent on the United States for their security were not inclined to
challenge U.S. export controls.

As with the previous export control acts, the Export Control Act of 1949
was originally scheduled to expire in just a few years, this time in 1953. That it
was necessary to extend and strengthen the act repeatedly throughout the next two
decades was due not only to continued tense relations with the Soviet Union but
also to a fundamental change in the U.S. military posture and strategy in the
decade following World War II. The United States and its allies chose to abandon
the successful wartime strategy of being prepared to outproduce the adversary and
began under the NATO doctrine to rely on superior military technology to offset
the numerical advantages achieved by the Soviet military in the postwar decades.
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The New Role of Science and Technology in Postwar U.S.
Defense Strategy

From the start of the postwar era, U.S. military planners understood that they
could not achieve the goal of maintaining military superiority solely with
narrowly defined engineering research aimed at meeting a specific military
requirement. Before them was the example of the development of atomic
weapons—a graphic demonstration that highly speculative ideas at the frontiers
of basic research could become militarily decisive in a very short period of time.
The lesson inherent in the Manhattan Project was that the U.S. government, in a
departure from prewar policy, should continue to promote the early development
of technologies with possible military application. Thus, the United States
perpetuated parts of the research system that had been created during the war and
expanded the role of federal laboratories in the early postwar years. The
government also expanded the role of the military services in supporting science
and engineering research at both government and private laboratories.

In the 1950s Congress broadened federal research support still further. At
the beginning of the decade, it established the National Science Foundation as a
source of federal funding for scientific research that was not directed at a specific
military or other previously defined national objective. In the late 1950s the
coming of the space race resulted in the founding of NASA*; it also provided the
impetus for the creation of federal programs to enhance scientific and technical
education, which was considered to be a vital part of the infrastructure necessary
to support military programs. In the 1960s and 1970s federal support of research
and development continued; programs included funding directed toward solving
key national environmental, energy, health, and economic problems. Thus,
federal support of research and development—a governmental role that originated
during the postwar era as a military necessity—ultimately evolved into a
permanent recognition of the importance of science and technology to broader
national interests.

Detente and the Export Administration Act of 1969

When export control legislation again came up for renewal in 1969, the
mood of Congress and of the nation was far different from what it had been at the
time of the previous reauthorizations. Detente was the

* NASA incorporated the National Advisory Committee for Aeronautics, an
aeronautical research agency established in 1914.
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operative principle, and there were calls in Congress for a relaxation of West-
East trade restrictions. According to Henry Kissinger, even as the debate over the
renewal of export controls went on in Congress, the National Security Council
issued a directive: The list of items controlled by the United States should be
brought in line with the less extensive CoCom list, except for those items over
which the United States held a monopoly.®

In the legislation Congress finally adopted, the substitution of
"administration” for "control" in the title of the 1969 Export Administration Act
reflected the political mood of the time and implied a far more liberal export
control policy than was embodied in the previous acts. The act included language
advocating expanded trade with the Soviet Union and Eastern Europe, recognized
the economic cost of excessive controls, and required the executive branch to
provide Congress with explicit justification for the continued control of products
and technical data available to potential enemies from suppliers outside the
United States. Believing, however, that improved Soviet attitudes on other issues
should be a quid pro quo for improved trade relations, President Nixon blocked a
number of efforts made by the Department of Commerce to reduce the number of
items controlled for export to the Soviet bloc. Nevertheless, the atmosphere of
detente ultimately did bring some relaxation, albeit only briefly, in the U.S.
export control regime. The United States and its allies approved the export of
major automotive and semiconductor manufacturing facilities to the Soviet
Union, and U.S. companies sold to the Soviets some highly advanced machine
tools, computers, and communications equipment.

During this same period there were shifts in the economies of the Western
nations that significantly changed the dynamics of export controls. Most
important was that for many areas of advanced technology the civil sector began
to lead the military, and sophisticated dual use items increased in relative
importance in international trade. As a result, export controls reached an ever-
growing share of U.S. commercial exports.

U.S. NATIONAL SECURITY EXPORT CONTROLS

Figures 4-1 and 4-2 illustrate the structure of current U.S. national security
export controls. The complexity illustrated by these figures is partly a function of
the multifaceted task of controlling the exports of militarily significant products
and technology and partly a result of the long evolution of U.S. controls as
described above. Although the enabling legislation has been amended many
times, there has never been a complete overhaul of the controls or of the list of
controlled items since the system was initiated in the days preceding World War
1L
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Controls on Munitions

Under the 1976 revision of the Arms Export Control Act, the U.S.
government strictly controls the import and export of defense articles (arms,
ammunition, and implements of war), defense services, and directly related
technical data. The International Traffic in Arms Regulations (ITAR)’
implement the law; the Office of Munitions Control (OMC) in the Department of
State administers the regulations. Through its role as adviser to OMC, the
Department of Defense is largely responsible for determining the defense items to
be controlled.

ITAR defines a defense article as any item specifically designated on the
U.S. Munitions List, which is part of ITAR. Defense service means "the
furnishing of assistance, including training, to foreign persons in the design,
engineering, development, production, processing, manufacture, use, operation,
overhaul, repair, maintenance, modification, or reconstruction of defense
articles."!0 If an article or service is on the Munitions List, ITAR regulates its
export and reexport exclusively. To supplement the published Munitions List,
OMC determines on written request whether particular articles or services are
controlled by ITAR or whether they are subject to the Commerce Department's
controls on dual use items.

Before an article or a service subject to ITAR can be exported, OMC, with
DoD advice, must formally approve the transaction. No approvals are granted for
exports or reexports to actual or potential adversaries. And unlike the Commerce
Department's Export Administration Regulations (see below), there are no
general licenses or "bulk" validated licenses covering multiple transactions. The
written approval of the State Department also must be obtained before an end
user abroad may resell or dispose of an ITAR-controlled item to another party in
his country or in any other nation.

Most other Western nations maintain similar controls on the import and
export of munitions. And, as noted earlier, CoCom also maintains a munitions
list specifying the items that all its member countries control. For most nations,
including the United States, munitions controls are relatively straightforward. The
control system for dual use products and technologies is more complex.

Controls on Dual Use Products and Technologies

The Export Administration Act (EAA) of 1979, as amended, authorizes the
control of exports of commercial goods and technologies that would make a
significant contribution to the military capabilities of a potential adversary. It also
authorizes controls to achieve U.S. foreign policy goals
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and to ensure the domestic availability of resources in short supply. Most export
controls imposed under EAA for national security reasons have been agreed to
multilaterally within CoCom. Although these national security controls are
directed primarily at the Soviet Union and its Warsaw Pact allies, the control
scheme regulates exports to many other nations because of concern about
possible diversions or uses that might be detrimental to U.S. security or to the
security of U.S. allies or other friendly nations.

Export Administration, which is an element of the International Trade
Administration of the Department of Commerce, administers these controls over
U.S. exports and over reexports of U.S.-origin commodities from foreign
countries. The extensive, complex instrument that provides the framework for
this control is the Export Administration Regulations (EAR),!' which Export
Administration publishes and updates frequently. Products and technical data are
addressed separately in the regulations, a division paralleled in this report.

Dual Use Products

A major EAR component is a list (i.e., the U.S. Control List) specifying the
characteristics of each commodity subject to control. The current list of 128
pages contains 240 entries divided into 10 categories:

* Metal-working machinery

* Chemical and petroleum equipment

 Electrical and power-generating equipment

* General industrial equipment

» Transportation equipment

* Electronics and precision equipment

e Metals, minerals, and their manufactures

* Chemicals, metalloids, petroleum products, and related materials
* Rubber and rubber products

* Miscellaneous

The entries or commodity classification descriptions range from the very
specific (e.g., "pulse modulators capable of providing electric impulses of peak
power exceeding 20 MW or of a duration of less than 0.1 microsecond, or with a
duty cycle in excess of 0.005. . . .") to the very general* (e.g., "other electronic
and precision instruments, including

* These very general or "basket" categories serve to "catch" new products with
important characteristics not yet reflected on the U.S. Control List. They also ensure that
no exports are made to certain countries such as Cuba, North Korea, Kampuchea, and
Vietnam without specific U.S. government approval.
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photographic equipment and film, n.e.s. [not elsewhere specified], and parts and
accessories, n.e.s.").

The commodity classifications have different broad levels of restrictions,
which depend on the military importance of items in that category, the ultimate
country of destination, and in some cases the dollar value of the proposed
shipment. For control purposes, Export Administration separates the nations of
the world, except Canada, into country groups (see Figure 4-3, pp. 84-85). Of
particular importance with regard to national security export controls are country
groups W (Hungary and Poland), Y (other Eastern European nations and the
USSR), and Z (North Korea, Vietnam, Cambodia, and Cuba).

Canada does not fall into any country group and is the only destination for
which licenses for most U.S. exports are not required. The Hyde Park Declaration
of 1941, negotiated by President Franklin D. Roosevelt and Prime Minister
Mackenzie King along with an Exchange of Notes in 1945, began a course of
collaboration between the two countries relating to hemispheric defense. As a
result, Canada and the United States have eliminated licensing in either direction
for all exports except a few nuclear-related, communications countermeasures,
and short-supply items. This unique relationship does not apply to any other U.S.
ally.

To export products, U.S. firms must use a general license or obtain a
validated license (see Figure 4-4). Moreover, if reexport approvals are not
authorized by EAR or the terms of a validated export license, U.S. exporters
must obtain them if, prior to the time of shipment, they know or have reason to
believe that the person or firm receiving the item will reexport it to another
destination. The complexity of the system becomes apparent in considering the
types of licenses that may be required for an export.

General Licenses

A general license authorizes the export of certain products on the EAR
control list that have been approved in advance by Export Administration for
shipment. (An exporter must determine that certain conditions are met but need
not apply to the government for permission.) These products have been so
identified because of their low sensitivity, minimal value, country of destination,
or other elements of control. G-DEST, a general license available for shipments
of products to destinations not requiring a validated license, is the most
commonly used general license; but there are also 17 other general licenses
available for such circumstances as shipments of limited value, temporary
exports, the return of products to countries from which they were imported, and
the replacement of defective parts.
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To reduce the volume of formal license applications and the need for
specific approvals, the Export Administration Amendments Act (EAAA) of
1985'2 created a special type of general license available to CoCom member
nations for goods that would ordinarily require a validated license to non-CoCom
destinations. General license G-COM covers shipments of less-sensitive
controlled items to CoCom member nations. "Less-sensitive items" are items on
the CoCom control list that a member country, at its discretion, may approve for
shipment to proscribed destinations.

In 1986 Export Administration proposed to establish general license G-CEU
(certified end user),!> which would authorize exports of most products that
ordinarily require validated licenses to precertified foreign end users located in
CoCom member nations. Upon application to the Department of Commerce,
certification would be provided to foreign firms that consistently demonstrate and
maintain compliance with U.S. export and reexport control regulations. A
certified end user would be required to use and retain the commodities obtained
under G-CEU at its own facilities or dispose of them only to other certified end
users. Any other disposition would require prior individual authorization.

Validated Licenses

A validated license grants limited permission to make exports, either on a
single- or a multiple-transaction basis. Validated licenses are also used to
authorize the reexport of U.S.-origin commodities under certain circumstances to
new destinations abroad. U.S. exporters of products that do not qualify for
shipment under a general license must apply to Export Administration for a
validated license.

Exporters most often use two types of validated licenses—individual and
distribution. A typical individual validated license authorizes the export of a
specified quantity of products during a 2-year period to a single recipient. A
distribution license, which is also a 2-year authorization, permits an approved
U.S. exporter to ship unlimited quantities of specified commodities to approved
distributors or customers in Free World countries. With a distribution license a
U.S. firm can ship its controlled products to foreign distributors; the distributors
are then permitted to resell the products to responsible parties within their
approved sales territories without obtaining individual approvals for each sale.
Other types of multiple or bulk approvals include project licenses, which
authorize the export of products for up to I year for use in specific projects (such
as building, equipping, and/or supplying a manufacturing facility); and service
supply licenses, which authorize the export of spare and replacement parts for
servicing equipment abroad.
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To speed up the export licensing process, EAAA made a number of changes
in the control regulations in addition to instituting the G-COM license. The
amendments now require that individual validated license applications for most
exports to CoCom nations either be rejected or approved automatically within 15
working days after filing—unless the applicant is notified that more time (not to
exceed 15 additional working days) is required. At the end of the 15- (or 30-)
working-day period, the export request must be rejected or it is deemed to be
licensed even if no document or communication to that effect has been sent or
received. In addition, EAAA amended Section 5(k) of the 1979 act to extend this
automatic licensing procedure and the provisions of general license G-COM to
exsports to those non-CoCom nations that enter into agreements imposing export
restrictions comparable to those agreed to within CoCom.

Applications for distribution licenses and other special licenses must be
accompanied by extensive documentation and may require months to process for
first-time applicants. Applications for exports to proscribed destinations including
the Soviet bloc are subject to interagency review and may also require lengthy
processing.

Controls on Technical Data

The regulations that govern exports of technical data are simil