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ABSTRACT

(U) The threat posed to commercial aviation by small, concealed explosive devices is particularly severe
since they are difficult to detect using current techniques and can readily cause tremendous destruction and loss
of life. Protecting air travelers from terrorist actions is an essential mission of the Federal Aviation
Administration (FAA). The FAA plays a critical role in defining the terrorist threat, stimulating the development
of explosive detection devices and systems, and in regulating their use.

(U) The key issues for the FAA regarding explosive detection technology are:

- What can the different detection methods do in principle?
- That can they actually do in practice?
- How can the different methods be best employed to counter the terrorist threat?

(U) This report of the Committee on Commercial Aviation Security addresses the above issues from a
detection technology perspective. It discusses and assesses system considerations, testing protocols and
performance criteria, and recent explosive detection technology developments.
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DEDICATION

This report is dedicated to the memory of Dr. John Sheehan,who was Emeritus Professor of Organic
Chemistry at MIT, a Member of the National Academy of Sciences and a former member of this committee. Dr.
Sheehan had many accomplishments in his lifetime. He is perhaps best known as being the first to synthesize
penicillin. In 1941 he was codeveloper of the large scale method for manufacturing the highly energetic "plastic"
explosive, known as RDX. His contributions to this committee, in the aftermath of the tragic bombing of Pan
Am 103, transcended his knowledge of the chemistry and synthesis of energetic materials. He worked selfishly
and tirelessly in helping to define, for the FAA's Security Technology Program, the "right things to do" to
prevent another Pan Am 103. He significantly contributed to this committee's previous report Reducing the Risk
of Explosives on Commercial Aircraft. Many of the insights provided by Dr. Sheehan have been extended in this
report. He set an example of service and dedication for all of us to follow.

John D. Baldeschwieler

Chairman

Committee on Commercial Aviation Security
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PREFACE

Since its creation in 1958, the Federal Aviation Administration (FAA) of the Department of Transportation
has had the responsibility for ensuring the safety of air travel. The FAA establishes security requirements in
response to an assessment of a variety of threats, and then ensures compliance. An important FAA goal is
reducing future vulnerability of the civil air transport system to terrorist threats by employing appropriate
procedural and technical means to detect and counter the threats.

The development of systems and devices to prevent or deter hijacking or sabotage against civil aviation was
first authorized in the Air Transportation Security Act of 19741, also known as the "Antihijacking Act of 1974."
As part of its obligation under this Act, the FAA began a research and development program that emphasized the
development of devices to protect air travelers against acts of criminal violence and aircraft piracy.

The FAA's role in aviation security was expanded in 1985 with the passage of the International Security and
Development Cooperation Act2. The FAA was required to assess the adequacy of security at foreign airports
served by U.S. carriers, and the security procedures of foreign air carriers flying to and from the United States.
This law also provided for the expansion of the FAA's research and development program.

In March 1988, the FAA requested that the National Research Council's National Materials Advisory Board
(NMAB), of the Commission on Engineering and Technical Systems initiate a study to assist the FAA Technical
Center in evaluating near-term and long-term technical programs relating to instrumental methods for detecting
concealed explosives, with the emphasis on highly energetic, "plastic" explosive materials in checked baggage.
These methods exploit one or more material properties of an explosive for detection purposes. Soon afterward, in
December 1988, the critical national importance of explosive detection was highlighted by the terrorist bombing
of Pan American Flight 103 over Lockerbie, Scotland.

1 Public Law 93-366; August 5, 1974.
2 Public Law 99-83; August 8, 1985
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The NMAB established the Committee on Commercial Aviation Security, composed of ten experts in the
areas of chemistry, physics, materials science, explosive materials, sophisticated analytical instrumentation,
forensic science, and ordnance. The committee met eight times, and was briefed about current and proposed
programs by FAA officials, FAA-funded contractors, and others. The committee was apprised of the efforts of
other federal agencies concerned with related problems. An unclassified, limited-attendance workshop was
conducted on "Instrumental Methods for Detection of Explosives" to elicit new ideas from the community at
large. This committee published its findings in the 1990 report, Reducing the Risk of Explosives on Commercial
Aircraft (U), NMAB-463 (classified Confidential).3

The committee's primary conclusion was that "there does not appear to be any single detection technology
that can provide levels of sensitivity and specificity that will have both a significant effect on reducing the threat
and an acceptable impact on airport operations." The report then analyzed a number of detection technologies
and provided broad priorities for allocation of funding.

The committee's recommendations were:

1.  Define a search strategy to optimize the mix of technologies available. This recommendation leads
to consideration of a systems approach which employs layers of different devices which have
orthogonal detection capability.

2.  Implement low-technology improvements. These methods include positive bag-to-passenger
matching and passenger profiling/interviewing.

3.  Define performance criteria for detection systems. The committee suggested, as a guide for an
overall systems architecture, a minimum level of sensitivity and specificity, a minimum detectable
amount of plastic explosives, vapor detection sensitivity range, and bag through-put rate.

4.  Explore reinforcing baggage containers to increase the maximum charge that can be contained at
altitude. Straightforward reinforcing of baggage containers, as well as use of compressible padding
material, were suggested to harden baggage containers against small explosive charges.
Improvements to the aircraft fuselage were suggested as a long term effort.

3 A Summary (unclassified) of the report was also published. It contains the report's Abstract, Preface, and Executive
Summary.
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5.  Establish standardized operational tests for all explosives detection systems. A FAA standardized
test facility was recommended. A three phase testing approach was suggested: determine minimum
detection capability of the system using pure explosive materials; test the performance of the system
using pure material plus likely interferrents; and conduct field tests under airport operational
conditions with a variety of bags containing explosives, interferrents, and no explosives.

6.  Develop standard positive controls for solid and vapor detectors. The reliable generation of very
minute, defined quantities of explosive vapor was found to be a difficult problem, but essential to
providing a positive control for routine checks of instruments.

7.  Take advantage of systems integration opportunities for vapor detectors. The best stages from
several commercial instruments could be combined by an integrating contractor to produce an
overall superior instrument.

8.  Explore the concept of tagging explosives and detonators to make them easily detectable. Small
quantities of materials could be added to explosives and detonators to make them more observable
by relatively inexpensive means.

9.  Continue to support the exploration and development of new methods that may be applicable to
explosives detection. The FAA was found to have either supported or monitored the appropriate
technologies; continued funding of advanced techniques to provide future options was deemed to be
very desirable.

Program priorities to implement the above recommendations included:

•   Establish an explosive detection systems analysis and architecture group.
•   Demonstrate passenger/luggage correlation schemes.
•   Solicit and fund proposals for an aircraft hardening analysis.
•   Establish an operational testing facility.
•   Solicit and fund proposals for developing positive controls for bulk and vapor phase systems.
•   Select a prime contractor or systems architect for vapor phase systems.
•   Solicit and fund proposals to demonstrate explosive tagging schemes.
•   Solicit and fund exploratory research proposals for new methods of explosive detection.
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During the course of the previous NMAB study, in response to the tragic loss of Pan Am 103, Presidential
Executive Order 12686 established the ''President's Commission on Aviation Security and Terrorism.'' One of the
main recommendations in the R&D area was:4 "FAA should undertake a vigorous effort to marshal the necessary
expertise to develop and test effective explosive-detection systems."

The Aviation Security Improvement Act of 19905 was enacted, in large measure, to implement the
recommendations of the President's Commission. The Act directs the FAA to6 "accelerate and expand the
research, development, and the implementation of technologies and procedures to counteract terrorist acts
against civil aviation." The Act further requires that the FAA not mandate the deployment or purchase of
explosive detection equipment unless7 ". . . based on the results of tests conducted pursuant to protocols
developed in consultation with experts from outside the Federal Aviation Administration, such equipment alone
or as part of an integrated system can detect under realistic air carrier operating conditions . . . explosive material
which would be likely to be used to cause catastrophic damage to commercial aircraft."

The FAA requested that the Committee on Commercial Aviation Security be extended to provide advice
regarding the implementation of the Aviation Security Improvement Act of 1990 in two key areas: systems
analysis and architecture for explosive detection systems that could inspect passenger baggage, and the
development of test protocols and performance criteria for such systems. The committee formed two panels
corresponding to these areas. The panels met concurrently. Just as before, the committee and panels were briefed
about current and proposed programs by FAA officials, FAA-funded contractors, and others. They were updated
regarding the efforts of other federal agencies concerned with related problems. Visits to several facilities were
made to gain first-hand knowledge about program details and representatives of the FAA periodically reported
testing results. The committee and panels met nine times between November 1990 and September 1992.

During the course of this study, much was learned about the complexity and variability of this environment
in which an explosive detection system must successfully operate, as well as the strengths and weaknesses of the

4 Report on the President's Commission on Aviation Security and Terrorism, May 15, 1990, page 122.
5 Public Law 101-604, November 16, 1990.
6 Public Law 101-604, Section 107, "Research and Development, Part (3), "Program to Accelerate Research."
7 Public Law 101-604, Section 108, "Deployment of Explosive Detection Equipment."
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different detection approaches. The committee concludes that the effective detection of small quantities of high
performance "plastic" explosive materials in a busy commercial airport environment continues to be an
extremely difficult problem, most likely requiring more than one detection instrument. Practical issues of
affordability, reliability, maintainability, etc., will assume major importance as the technology matures to the
point that an informed implementation decision can be made.

A key recommendation addresses the importance of developing powerful simulation tools to allow users to
experiment with the architecture of an explosive detection system, and to gain an understanding of the effect that
various changes would have on airport operations and system effectiveness. Another key recommendation
emphasizes the need for a comprehensive explosive detection system (EDS) certification program that
establishes requirements, verifies vendor specifications, certifies operational performance, and monitors systems
deployed in the field. The regulatory approach should provide for sustained integrity of explosive detection
systems while encouraging technological and operational evolution.

The committee was consulted on a general protocol for testing instrumental methods that detect bulk
properties of explosives. The protocol, contained in Appendix A, is a starting point for developing detailed test
procedures to certify or verify the performance of a system or device.

The final section of the report provides an update on some specific technologies currently under
development for the detection of explosive materials. Broad investment strategy priorities are suggested to assist
the FAA in balancing the effort required for the many technology options.

This report is written to be a companion to the previous report. To the extent possible, there is little
duplication of information in this report. Where appropriate, the information in the previous report has been
updated, particularly with respect to the developments of the instrumental methods.

John Baldeschwieler

Chairman
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Powder Diffraction; John Davies, INEL, gave a presentation on Explosive Vapors Test Results; Paul Schmor,
TRIMUF—Canada, gave a presentation on Advanced Systems Development.

At the eighth committee meeting, John Hicks, and James Thurman, FBI, Quantico, VA, gave a presentation
on the Pan Am 103 Investigation; John Davies, INEL, presented an update of the FAA IV&V Programs at INEL;
Moshen Sanai, SRI, briefed the committee on SRI Container Hardening; Russ Lease, INEL, gave a presentation
on Potential Future Terrorist Threats; Tsahi Gozani, SAIC, presented an overview of SAIC's Fast Neutron
Analyses (PFNA).

At the ninth and final committee meeting, Paul Bjorkholm, EG&G Astrophysics, briefed the committee on
Russian TNA Advances, and updated information on dual energy/dual view x-ray systems; Ann Grow, Sparta,
gave a presentation on using fiber-optics and bio-chemical sensors to detect minute quantities of chemicals;
Rokaya Al-Ayat, on sabbatical from Los Alamos National Lab to the University of California-Berkeley,
presented a Framework for Assessing Operational Impacts of Aviation Security Systems.

The committee would like to express its sincere appreciation to the staff members of the Federal Aviation
Administration and Department of Transportation who actively participated in committee meetings.

The chairman thanks each committee member for dedicating time and enthusiasm in preparing this report.
The liaison members are particularly thanked for providing valuable support and data throughout the course of
this study.

Finally, special thanks go to Robert E. Schafrik, NMAB program officer, and Janice Prisco, project
assistant, whose dedicated efforts made possible the production of this report.

ACKNOWLEDGMENTS xvi

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


CONTENTS

  EXECUTIVE SUMMARY  1

1 SYSTEMS CONSIDERATIONS  15
  A. Introduction  15
  B. EDS Architecture and Search Strategy  15
  C. Simulation of EDS Designs  17

2 Testing Protocols And Performance Criteria  23
  A. Introduction  23
  B. Role of Testing in the FAA Regulatory Process  24
  C. Testing Organization  26
  D. Test Planning and Preparation  26
  E. A General Testing Protocol for Bulk Explosive Detection Systems  29
  F. The Status of Vapor and Particle Detection Test Protocols  32

  References  35

  Appendixes   
  A. A General Testing Protocol for Bulk Explosive Detection Systems  37
  B. Glossary of Terms  81
  C. Biographical Sketches of Committee Members  85

CONTENTS xvii

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


LIST OF TABLES AND FIGURES

Table ES-1 Summary of Explosive Detection Devices (EDD)  8–9
Table 1.1 Airport Terminal Site Selection Factors  20
Table 2.1 Certification Versus Verification Operational Testing  31

Figure 2.1 EDS Certification Testing  30

LIST OF TABLES AND FIGURES xviii

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


xix

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

DETECTION OF EXPLOSIVES FOR COMMERCIAL
AVIATION SECURITY

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


xx

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


EXECUTIVE SUMMARY

The threat posed to commercial aviation by small, concealed explosive devices is particularly severe since
they are difficult to detect using current techniques and can readily cause tremendous destruction and loss of life.
Protecting air travelers from terrorist actions is an essential mission of the Federal Aviation Administration. The
FAA plays a critical role in defining the terrorist threat, stimulating the development of explosive detection
devices and systems, and in regulating their use. It can issue rules, set minimum performance standards, and set
up a system for compliance that will allow private industry and open market competition to play an active role in
research, development, manufacturing, and self monitoring. Successful examples of this strategy are the Federal
Drug Administration's approach for regulating medical devices, and the FAA's approach for regulating the
certification and operation of commercial aircraft. The regulatory framework created by the FAA will influence
in a major way the direction of many crucial aspects of the development of explosive detection systems. This
would include the resources the FAA will require in order to execute its regulatory duties, the level of
investments that private industry would be willing to risk, the pace of performance and cost improvements of
deployed systems, and the degree to which air carriers, airport operators, and vendors can cooperate in the
common objective of improving U.S. commercial aircraft security.

The committee recommends that the FAA define the regulatory strategy to be used for explosive
detection systems. The committee further recommends that the FAA encourage the participation of air
carriers, airport operators, and equipment suppliers in the rule-making process.

The United States government has several means to respond to the terrorist threat, which include: deterring
the terrorist action; strengthening aircraft against explosions; and detecting and removing an explosive device
before it is brought on-board an airplane.1

Deterrence assumes that a terrorist would rationally weigh the perceived risks and benefits of the proposed
action. From the perspective of a terrorist, risks would include the assessment of the certainty of apprehension
and the severity of the punishment. While deterrence may reduce terrorist incidents, it alone is not sufficient to
prevent them entirely. Aircraft hardening will increase structural integrity against a given amount of

1 NMAB-463, Reducing the Risks of Explosives on Commercial Aircraft, pages 9–14.
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explosive.2 Hardening, however, adds weight and cost, may require an appreciable time to implement, and may
be difficult to accomplish for commuter-sized aircraft.

Deterrence, aircraft hardening, and explosive detection are complementary. Deterrence reduces the number
of attempts to penetrate the security system, while a good detection capability acts as a deterrent. Hardening an
aircraft increases the minimum quantity of explosives required to cause catastrophic damage. This makes the
detection task easier since an explosive detection system would be able to search for larger devices which have a
greater likelihood of detection.

The detection of small quantities of explosives is a difficult challenge, but one that is technically feasible.
The detection problem is complicated by the following considerations:

•   The terrorist has literally dozens of choices of explosives; highly energetic "plastic" explosives are
widely available, and thus small, powerful bombs can be inexpensively constructed. Nitrogen-based
(nitramine) explosives have three qualities that make them very attractive to a terrorist. They have high
energy yields per unit weight, they have small critical diameters (i.e. the small diameter that can sustain
a detonation), and they require little or no confinement (i.e. heavy metal walls). However, other types of
explosives and devices also pose significant threats.

•   Small amounts of explosives have small signatures regardless of the instrumental method used for
detection.

•   For a given instrument as the detection threshold is lowered, the probability of detection increases, but
the probability of false alarms also increases.

•   The threat is infrequent among an enormous volume of bags; during the course of a year, only a few
devices might be placed in over one billion pieces of baggage.3

•   A wide variety of items is packed into luggage, presenting a broad spectrum of random background
signals to an explosive detection instrument.

•   Advanced explosive detection technologies offer considerable promise, but have not yet been
demonstrated to be effective, much less cost-effective in an airport environment.

•   An explosive detection system would not be acceptable if it substantially slowed down airport
operations, or otherwise adversely affected the flow of passengers through the airport.

2 S. Ashley, "Safety in the Sky: Designing Bomb Retardant Baggage Containers," Mechanical Engineering, January 1992,
pp. 81–86.

3 Report of the President's Commission on Aviation Security and Terrorism, 1990, page 48.
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•   Fully automated detection equipment can minimize the human role, but cannot eliminate it since
judgment will still be required to clear all alarms.

•   A sophisticated terrorist can adjust his strategy more quickly than can the opposing security system.

The FAA fulfills an essential function by fostering the continued development of explosive detection
devices and their integration into systems. The FAA is funding research and development in relevant technology
areas with the expectation that private industry will commercialize the results. The FAA must establish the
standards that explosive detection equipment must meet, as well as the procedures to verify and certify the
performance of this equipment.

The key issues for the FAA regarding explosive detection technology are:

- What can the different detection methods do in principle?
- What can they actually do in practice?
- How can the different methods be best employed to counter the terrorist threat?

This report of the Committee on Commercial Aviation Security addresses the above issues from a detection
technology perspective. It discusses and assesses system considerations, testing protocols and performance
criteria, and recent explosive detection technology developments.

Key conclusions of the committee are:

•   There does not appear at present to be any single detection technology that can, by itself, provide a high
probability of detection coupled with a low false alarm rate that will reduce the threat of terrorism at an
acceptable cost to airport operations.

•   Individual detection devices can be integrated into a system that takes advantage of the strengths of each
method. A large range of performance and cost outcomes is possible for a given configuration of
detection procedures and devices, depending on the organization of the search strategy, the system
architecture and the operational parameters of the individual devices.

•   The selection of instrumental methods integrated in an EDS could be based, in part, on the consideration
that the vulnerability of one detection technology (EDD) to a potential countermeasure could be
compensated by another EDD.

•   In order to protect deployed EDS equipment against countermeasure attack, the FAA should work with
the airline industry and the EDS equipment suppliers to secure an agreement that the configuration of
particular EDS equipment at a particular location will not be made available to the general public. If this
cannot be done voluntarily, then appropriate enabling legislation should be sought by the FAA.
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•   The system architecture or search strategy will vary considerably for each airline and airport situation
due to individual terminal designs, utilization rates, and other local factors.

•   Within the level of R&D resources available, the technologies chosen by the FAA for advanced
development appear to be appropriate.

•   The FAA R&D program should not be the sole source of funding for further development of these
technologies. A balanced investment strategy that integrates the FAA plan with the program plans of
other government agencies and industry would be the most desirable approach.

•   The testing of candidate devices should differ significantly from testing of systems ready for
deployment. Candidate devices and systems not ready for deployment should undergo parametric
testing to verify operational performance at specified levels of statistical confidence. Systems ready for
deployment should undergo certification testing in which the system will be judged as pass/fail against
a performance specification.

•   Accurate, unbiased data on operational parameters for individual detection systems (e.g. probability of
detection, false alarm rate, throughput, cost, size, and weight) are essential for rational decisions on the
system architecture. Unbiased testing is an essential element of the FAA's Security Technology Program.

Additional features of a comprehensive certification program would include a process that reviews and
encourages cost-effective upgrades to fielded equipment, and provides an atmosphere in which industry will be
stimulated to invest in the development of new equipment.

•   A general test protocol, which abstracts the most important testing features, insures that all tests
consider the same critical factors in a consistent way. A test director, together with a team of experts,
could use the general protocol to prepare a detailed test specification tailored for a particular piece of
explosive detection equipment without biasing the test.

•   The testing of explosive detection devices, in the context of the underlying system architecture, under
realistic airport operating conditions, against a FAA-required performance standard must be the
keystone of the FAA's certification program. The certification program must include provisions to
assure that each explosive detection device in the field will perform over a period of time at least as
well as the one that passed the certification test.

•   A comprehensive proactive, needs-driven research program can provide options to counter the terrorist
threat as it evolves.

SYSTEM CONSIDERATIONS

System considerations include discussions of explosive detection system (EDS) architectures and design
issues, and critical issues bearing on the
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development of computerized simulation tools which could assist in the design and analysis of an operational
EDS.

The primary systems engineering challenge is to combine detection devices and procedures in such a way as
to achieve high detection probabilities and throughput rates with an acceptable false alarm rate and cost (initial
investment and operating costs).

In order for the FAA to address the systems engineering challenge, the committee recommends that a
single organizational entity be responsible for simulation tool development and analysis of explosive
detection system architectures. Computer-based simulation tools and data bases should be developed and
maintained under the auspices of the FAA; these tools should incorporate many practical constraints and
complex factors arising from airport operating environments which would affect the design and use of explosive
detection systems. These tools should be made available to the airline industry, airport operators and designers,
and equipment vendors.

TESTING PROTOCOLS AND PERFORMANCE CRITERIA

Effective, unbiased testing of explosive detection equipment is an essential element of the FAA's Security
Technology program. The development of standard test protocols and performance criteria, and the FAA's role in
testing are key ingredients of airport security regulatory process.

Because of the importance of testing, it is essential that the organization charged with conducting such
tests be independent of and insulated from potential pressures internal and external to the FAA.
Furthermore, this activity must be conducted by an organization with established expertise in testing matters
using specified protocols.

An important distinction is made regarding the categorization of the equipment being tested. An Explosive
Detection Device (EDD), which employs one particular instrumental method to detect the presence of explosive
material, would be tested to verify that its performance matches the data provided by the manufacturer. On the
other hand, an Explosive Detection System (EDS), which could be composed on one or more integrated EDDs,
would be certified by the FAA as meeting the operational standards.4 A comprehensive EDS certification
program which includes but is not limited to certification testing, is strongly recommended by the
committee.

GENERAL TEST PROTOCOL FOR BULK DETECTION

A general test protocol containing the framework of significant testing considerations required to design a
test plan, conduct the tests, and analyze the test data and evaluate bulk detection equipment was developed in

4 Parametric testing could be performed on EDS equipment to fully characterize the operational characteristics prior to the
formal certification process.
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consultation with the committee.5 It is a guide in designing detailed verification and certification test data
analysis plans. This protocol clearly delineates the differences between verification testing and certification
testing, elaborates on the composition of the standard bag set, requires documentation of the rationale for
deviations from the protocol, and includes provisions for updating as additional test experience is gained.

STATUS OF VAPOR AND PARTICLE DETECTION TEST PROTOCOL

The committee was asked to develop a generic test protocol for vapor detector instruments. By their very
nature, the results from vapor detectors are inferential; i.e when a vapor is detected the presence of the bulk
explosive (threat) associated with the test object must be inferred. From vapor detection alone, nothing can be
said about the amount of explosive present. For instance, vapor in sufficient quantity to cause current detectors to
alarm can come from crumbs of explosive material. Conversely, amounts of explosive ten times the lethal threat
quantity, if properly encapsulated, would not necessarily cause these detectors to alarm because there would be
no vapor to detect. Aside from the special cases of complete containment or the availability of particulate
material, the amount of vapor available for sensing from a given quantity of a concealed explosive is not known.
At this time, there is no certified vapor generator available to produce a known small quantity of an explosive's
vapor, and there is no reference instrument available to check these generators or the background contamination
at low levels.

Until the role of vapor detection in the explosive detection system can be specified and the level of
detection necessary to fulfill successfully this role is quantified, a generic test protocol cannot be prepared.

The committee did provide informal input to a group at Idaho National Engineering Laboratory (INEL)
preparing a preliminary detailed test specification for developmental testing of candidate vapor detection
devices. This specification is still evolving as the various test procedures are reduced to practice. The committee
recommends that, if vapor detection devices are to be certified, a test facility must be maintained that has
standard vapor generators and a reference instrument. The facility will have to be free from
contamination and capable of remaining in that condition after the tests.

RECENT TECHNOLOGY DEVELOPMENTS

The committee reviewed and updated the status of specific technologies and devices currently under
development for explosive detection. Many of these technical approaches were the result of investments by the
FAA's research and development (R&D) program or by industry encouraged by the FAA's

5 In this context, bulk detection refers to the sensing of some physical or chemical property of the solid phase of an
explosive.
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active interest in soliciting their ideas. The committee did not find any significant approach that had not
been explored by the FAA through direct funding, by monitoring, or by a combination of funding and
monitoring.

Broad investment strategy priorities are suggested below for various technologies. Table ES-1 is a short
summary of each detection technology.

The assignment of priorities was guided by the following considerations:

•   High priority projects directly support devices and systems which could be deployed within the next
several years, or support efforts with a longer lead time that could have a high future payoff.

•   Medium priority projects, if successful, could result in an improvement of the next generation of EDS,
or could have a payoff of intermediate value.

•   Low priority projects were considered to be technically high risk or to have a low payoff, which should
be pursued only as funds allow.

For the purpose of evaluating the stage of development for the various instrumental technologies, the
following life cycle phases were used:

•   Concept: the concept is clearly described, proof-of-principle calculations performed, and drawings of
laboratory experimental set-up completed.

•   Demonstration of Principle: laboratory apparatus assembled, signal-tonoise measurements completed,
and detection of pure standards and interferrants tested.

•   Engineering Prototype: detection module integrated with other devices and sub-systems, testing of key
operational parameters completed, and physical size and facility requirements of a fully capable device
defined.

•   Deployable Device: specifications, operational tests, manufacturing and assembly methods,
configuration and software finalized; pricing established; available for integration into a qualified
explosive detection system.

Following is a summary of the instrumental technologies, which have been updated from the previous
report:1

1. Thermal Neutron Activation (TNA)

TNA provides an important detection capability against larger quantities of explosives. Although the
probability of detection decreases and probability of a false alarm increases for smaller quantities of explosives
against the background of nitrogen containing materials in passenger luggage,
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TNA still provides a significant detection capability for smaller quantities of explosives in selected items
with an inherently low nitrogen background, such as electronic devices and smaller items of carry-on baggage.
TNA is likely to be an important element in a larger architecture of detectors. The committee recommends
continued support for the refinement of this deployable device at a high priority level until an alternate explosive
detection device of greatly improved performance becomes available, or until further improvements result in
only small marginal gains.

2. Automated Neutron Source Accelerator

Although existing TNA devices utilize a radioactive 252Cf isotope as a source of thermal neutrons, the
source might be made more compact, require less radiation shielding and be less expensive if a small, completely
automated particle accelerator were developed for the neutron source. In fact, all of the proposed nuclear-based
explosive detection devices, with the exception of TNA, are dependent on the development of specialized
particle accelerators. Therefore, development of this type of accelerator is assigned a high priority by the
committee.

3. Elastic Neutron Scattering

This technology in principle can detect specific elemental components of an explosive by measuring the
energy loss of elastically scattered neutrons. However, no tests have yet been made using realistic baggage while
imposing the shielding conditions necessary at an airport. Much more research and development is needed before
a judgment can be made regarding the practicality of this technology as an explosive detection device. The
committee gives the development of an engineering prototype device utilizing this technology low priority.

4. Pulsed Fast Neutron Activation

In principle, PFNA is the most promising of the nuclear technologies, since it can be used to identify the
different atoms that make up an explosive—e.g. carbon, nitrogen and oxygen—and identify the explosive by its
composition, quantity, and location. The pulsed fast neutrons make possible fast correlation analysis that then
allows for three-dimensional construction of the relative location of the explosive materials within the suitcase
on a single pass. This technology is currently under development for use as a device for scanning entire
containers for explosives before allowing their entry into the tunnel under the English Channel. However, the
technology suffers from potentially high cost and complexity. The committee recommends medium priority for
the testing of an engineering prototype.

5. Photon Activation

This approach activates nuclei with high-energy photons produced by a powerful electron accelerator. The
resulting radioactive nitrogen and other nuclei then decay by positron emission, allowing for both detection and
location by positron tomography methods. Significant safety and passenger acceptance issues involving the high
level of gamma irradiation, as well as
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cost and complexity of the tomography detector system, make this technology seem less promising than some of
the alternative nuclear methods. Low priority for development of an engineering prototype is suggested by the
Committee.

6. Nuclear Resonant Absorption

This technology utilizes a high energy gamma ray that is strongly absorbed (resonant) by nitrogen and
nothing else. A very high current accelerator is required along with specially prepared targets and possibly
detectors as well. Three different organizations are working on this technology; however, the engineering
problems are formidable. Although it would be useful to expend effort on accelerator development, development
of an engineering prototype is accorded low priority by the committee.

7. Fast Neutron Associated Particle (FNAP)

This method utilizes the nuclear reaction of two hydrogen isotopes, deuterium and tritium, that results in a
14 MeV neutron and an associated alpha particle. The 14 MeV neutron and alpha particle move in opposite
directions, so that detection of the alpha particle's direction with respect to the target or nuclear reaction point
determines the direction of the neutron. The alpha particle detection also provides a start signal for a neutron
time-of-flight measurement for any detected deexcitation gamma rays, which can then be used for elemental
identification and three dimensional imaging. Although this method has potential as an explosive detection
device, the engineering problems are formidable and a working prototype has yet to be demonstrated. A low
priority is recommended by the committee for the support of prototype development.

8. Dual Energy X-Ray Systems

This promising technology uses alternating beams of high and low energy-x-rays to produce two different
images. This technique relies on the differences between the photoelectric and Compton attenuation coefficients
of elements for the two different x-ray energies. Heavy elements are more effective at absorbing high-energy x-
rays while light elements are more effective at scattering low energy x-ray beams. The differences in signal
between the two x-ray beams can be used, after suitable analysis, to compute the average atomic number of an
object.

The results to date are impressive. Near-term implementation at reasonable cost appears feasible. The
committee recommends that testing of existing engineering prototype devices for deployment be given high
priority.

9. Backscatter X-Ray

This x-ray technique makes use of two images: the normal transmission image which shows areas of
photoelectric absorption by the high atomic number elements, and backscatter image due to compton scattering.
Since compton
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scattering is relatively independent of atomic number unlike photoelectric absorption, the comparison of the
backscatter image to the transmitted image, allows the average atomic number of various areas to be computed.

The ability of this technique to discriminate explosives from other "low-Z" materials such as paper has not
been demonstrated. However, the method, if successful, would be relatively inexpensive. The committee
suggests that testing of the existing engineering prototypes for feasibility be given medium priority.

10. Extremely Low-Dose X-Ray Devices for Searching Passengers

The performance of these devices, which use x-ray backscattering, is very impressive. The radiation risks
are reported to be negligible. However, passenger acceptance will be a major issue, as will false alarms. Since
almost all objects carried on a person will be readily detected, discrimination between threatening and non-
threatening objects will be a problem. At present, these devices provide the only demonstrated capability for
detecting explosives carried on a person. The committee recommends that testing of existing engineering
prototype units for deployment be given high priority.

11. Coherent X-Ray Scattering

Coherent x-ray scattering is similar to conventional x-ray diffraction in that Bragg's Law is used to compute
crystal structure and lattice spacings.

The powder diffraction pattern can then be compared to known x-ray powder diffraction patterns of
explosives of interest.

The capability to identify specific explosive compounds from their powder diffraction pattern is impressive.
This technology appears extremely promising and has significant long-range potential. Demonstration of
principle should be given high priority.

12. Dual Energy X-Ray Computed Tomography (CT)

A computed tomography image is a map of the x-ray attenuation coefficient in each volume element of an
object. Typically, the object is imaged one cross-section at a time, and a three-dimensional image reconstructed
from each slice. The x-ray attenuation coefficient depends on both the density and composition of an object.
Dual energy imaging (as noted above) provides enough additional information to determine the individual
contributions of density and composition to the x-ray attenuation in each volume element.

Dual energy CT has the potential to determine the shape, atomic number, and density of objects in luggage.
It holds significant promise for a detailed analysis of suspect pieces identified by other screening methods. A
high priority is suggested for testing engineering prototypes.
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13. Vapor Detection Devices

The major virtue of vapor detection devices is their non-invasive nature and applicability to screening
passengers. But, vapor detection suffers serious problems arising from the lack of understanding of the
mechanisms involved in the evolution of the vapor, and potentially high false alarm rate. Therefore, at the
present time, the committee concludes that vapor detection devices geared to sensing extremely small
concentrations (femtogram level) of explosive vapor are unsuited for use in airport terminals as a primary
explosive detection method. The committee recommends the FAA focus a research activity toward determining
quantitatively the amount of vapor available for detection in baggage and passenger scenarios.

However, current vapor detectors, if suitably configured, can readily detect particulate plastic explosives.
The amount of material available for detection from particles can be more than a million times greater than that
available from vapors. Particulate detection, rather than vapor detection, represents a technology that could be
successfully deployed very quickly. Testing standards and airport calibration and testing would be relatively
straightforward for particulate detection and the devices would not be challenged to work at their absolute limit
of detection. However, no particulate standards are currently available. The FAA should assign a high priority to
the development of particulate detection standards.

14. Dogs

Dogs potentially provide a viable capability, although they have limitations in search time capability and
performance retention over long time periods. Controlled tests of dog performance equivalent to those used with
explosive vapor devices will be fundamental to developing a rationale for their use. The committee recommends
that such testing be given high priority.

15. Bar Coding

Positive matching of each piece of baggage to a passenger can be an effective terrorist deterrent.
Unaccompanied bags would be treated as suspicious and would not be brought on-board an aircraft without a
thorough examination. The application of linear bar code technology offers significant improvement over
existing manual-intensive approaches. Currently several different bar code technologies are being applied by air
carriers. The committee recommends that international standardization of bar coding symbology be given a high
priority to allow bag tracking among all carriers world-wide.

16. Pattern Recognition

This emerging technology area offers the potential to automate the interpretation of data from various
detection instruments. Implementation of pattern recognition algorithms can help automate the interpretation of
results from the instruments, reducing the dependence on human judgment in recognizing explosive materials in
scanned luggage. Various technical approaches are
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possible, including different implementations of neural networks. The committee recommends a medium R&D
priority to determine the most effective pattern recognition approaches.

SUMMARY OF TECHNOLOGY RECOMMENDATIONS

The following efforts are recommended with a high priority:

•   Continued testing of Thermal Neutron Activation units at airports, and refinement of the method until a
determination is made that little additional benefit is being gained.

•   Development of an Automated Neutron Source Accelerator.
•   Performance testing of a Dual Energy X-ray prototype.
•   Demonstration of principle of Coherent X-ray Scattering for explosive material detection.
•   Performance testing of Dual Energy X-ray Computed Tomography engineering prototypes.
•   Performance testing of Extremely Low Dose X-ray prototypes.
•   Statistically-Valid Testing of Deployable Vapor Detection equipment using a test protocol.
•   Development of particulate detection standards, and testing of deployed devices using the standards.
•   Performance testing of Dogs.
•   International standardization of Bar Coding for checked luggage.

The following efforts are recommended with a medium priority:

•   Performance testing of Pulsed Fast Neutron Activation prototypes.
•   Performance testing of Backscatter X-ray prototypes.
•   Demonstration of proof of concept of Pattern Recognition approaches.

The following efforts are recommended with a low priority:

•   Development of an Elastic Neutron Scattering engineering prototype.
•   Development of a Photon Activation engineering prototype.
•   Development of a Nuclear Resonant Absorption engineering prototype.
•   Development of a Fast Neutron Associated Particle engineering prototype.
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1

SYSTEMS CONSIDERATIONS

A. INTRODUCTION

The technology for detecting explosive material in checked baggage is continuing to advance. Several
instrumental methods have demonstrated, or are close to demonstrating, at least some operational capability.
These explosive detection devices (EDDs) will become essential building blocks for an explosive detection
system (EDS) that could reasonably be installed in airport terminals and operated day in and day out at
predictable performance levels.

Countermeasures can degrade system performance, perhaps fatally. Considerations of countermeasures are
not to be addressed in this report, but must be taken into account during the design and implementation of an
EDS.

This chapter discusses two important considerations for an explosive detection system.

B. EDS ARCHITECTURE AND SEARCH STRATEGY

Explosive Detection Systems cannot be the sole means used to counter the threat posed to commercial
aviation by small, concealed, highly energetic explosive devices. Within the larger frame of reference, this threat
can be responded to by a wide range of activities involving deterrence, aircraft hardening, and detecting and
removing concealed explosive devices. Within the airport environment, the definition of the role of explosive
detection in the overall security program provides important inputs for defining the internal EDS architecture.
The most important of these inputs include: (a) amount and morphology of each type of explosive material
required to be detected (i.e. the threat); (b) specified degree of confidence in finding the explosive material; (c)
maximum acceptable false alarm rate; (d) processing speed capability as reflected by the required through-put
parameters of passenger and baggage volume, rate and type; (e) method for resolving alarms; (f) likely
countermeasures; and (g) provision for future change as advancements occur and requirements evolve.

The EDS systems engineering challenge is to combine sensors and procedures in such a way as to meet the
detection probability and throughput
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rate requirements with acceptable false alarm rate and cost without being vulnerable to defeat by likely
countermeasures. These requirements will strongly influence the architecture of an explosive detection system.1

To date, no single instrumental method has been shown to be a "silver bullet" which can satisfy all of the
requirements. Therefore, it is highly likely that two or more complementary instrumental methods (i.e. EDDs)
will be required. The following discussion summarizes the key considerations relating to the internal logic of
integrating the responses from multiple detectors which sense different physical characteristics so that the
responses are independent of one another.

The trade-off between the acceptable system level of detection probability (when there is an explosive) and
the false-alarm rate (when there is no explosive) is crucial to the system architecture; specific trade-off decisions
cannot be made without data on individual instruments. Thus, statistically sound, detailed parametric
performance data for individual EDDs must be available for the analyses. Chapter 2 discusses key considerations
for obtaining such data.

It is generally assumed that all baggage made available for EDS testing will indeed be examined by the
EDS. However, in the analogous industrial context of monitoring the quality of manufactured products and
seeking to find defective items, one can easily imagine inspection sampling plans in which some portion of
products bypass examination. Such a plan conceivably could be cost effective when the financial costs of
sampling and failing to detect a flawed item are well understood and when the latter penalty is relatively low
(e.g., routine warranty costs and no possibility of excessive litigation). But, in the screening for an explosive in
baggage the actual and perceived costs of failing to detect an explosive are no doubt extremely high, and exact
values cannot be definitively quantified. One can imagine the public outcry that would arise if an airplane is
destroyed by an explosive that could have been readily detected by the EDS, but was instead randomly
designated to bypass testing.

Moreover, any potential gain in efficiency attained via subsampling is necessarily limited by the prescribed
high value for the EDS probability of detection, PD. For example, if the required PD threshold is 0.95 then clearly
no more than five percent of the baggage can be permitted to bypass inspection (even when the EDS is infallible).

All alarms will have to be cleared. At least three alternatives are available: re-run the bag through the unit;
operator interpretation of the EDS-generated image of the bag; or hand searching the suspect bag. The impact of
each of these alternatives could be examined with the simulation tools. Additional complexity in the search
strategy can be envisioned. For instance, the results from passenger profiling as part of a pre-screening operation
could be used to cue the detector threshold levels in the instruments (i.e. lower the detection level for the higher
"risk" passengers). In some

1 For a discussion of the entire airport security system architecture for detection explosives see NMAB-463, pp. 14–16, and
OTA-511, pp 71–75. Here, we are only concerned with system architecture relating to the logical integration of EDDs.
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instances, the viewing angle of luggage could be changed to facilitate a particular aspect of the inspection
process based on a "clue."

In order to protect deployed EDS equipment against countermeasure attack, the FAA should work with the
airline industry and the EDS equipment suppliers to secure an agreement that the configuration of particular EDS
equipment at a particular location will not be made available to the general public. If this cannot be done
voluntarily, then appropriate enabling legislation should be sought by the FAA.

C. SIMULATION OF EDS DESIGNS

Computer simulation can provide very powerful analysis tools in developing design alternatives, trade-off
strategies, and expected behavior of complex systems. The application of simulation also imposes a solution
framework on the problem, which itself can be a very useful way to define and structure the problem in an
iterative fashion. Simulations which can aid the assessment of incorporating various explosive detection
strategies into current airport terminal operations will be of value to the FAA, carriers, and airport operators.

Therefore, the concept of using simulation for designing an airport explosive detection system is appealing.
Once the tools are developed, and the supporting databases are fully populated, the consequences of changing
assumptions, system input parameters, system details, etc., can be quickly explored. The result can be a set of
well-analyzed alternative EDS configurations with the appropriate advantages and disadvantages described.

Simulation, however, is not a panacea. The development of good simulation models is an expensive, time
consuming effort which requires the dedication of high caliber experts. Simulation can give very good, or very
bad, results, depending on how it is used and how faithfully the underlying simulation models represent the "real
world." The results of simulation must, by their nature, be imprecise, but there may be a tendency to attribute
greater precision to the numerical results than is warranted. In the following discussion, no attempt has been
made to characterize the difficulty and potential pitfalls of developing and applying different simulation models.
The discussion focuses on describing WHAT is required. But the assumption should not be made that the
process of developing and validating these models is either easy or quick. The committee recommends that the
FAA initiate work on developing these simulation tools as soon as possible.

The overall requirements for a robust set of simulation tools fall into two categories:

•   analysis of the internal EDS architecture; i.e. providing support to accomplish the analysis mentioned in
the previous section; and

•   selection and integration of the best EDS choice for a specific airport environment; i.e. providing insight
into the most cost-effective combination
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of specific FAA-certified EDS configurations for screening all passengers and their baggage.

The previous section described the general input requirements for the simulation of an EDS architecture. As
mentioned, no single explosive detection device is expected to meet all the performance requirements. For
instance, a combination of devices involving x-ray analysis to delineate a suspicious object and nuclear methods
to identify high nitrogen concentrations has been suggested as potentially offering a satisfactory technological
approach at present.2

The FAA will collect performance data for the various explosive detection devices obtained from
independent testing organizations to the extent it is available. The data should include the sensitivity of the
detection methods to different types of explosives, different quantities and different shapes. Since some of these
data may be classified, the simulation model should be able to access classified information without retaining it
so that its products could remain unclassified. But, depending on FAA's security classification guidelines, the
output of the model may sometimes have to be classified.

Simulation runs should be made over a range of worst case to best case parameters (e.g. varying the amount
of explosive material in a bag at different through-put rates) for each device in order to determine the realistic
performance from various device combinations and operating sequences.

The following airport-specific input requirements to the simulation model would include: (a) airport
operations scenario; (b) available location and amount of space for the EDS units; (c) unique constraints of the
air terminal; and (d) cost.

With the appropriate simulation model, various EDS configurations for checked and carry-on baggage, and
for passengers, could be simulated in the context of a specific airport, and the resulting performance assessed
under varying conditions. Outputs from the computer model would include: number of EDS units required for
the passenger load, overall system cost, detection effectiveness, false alarm rate, peak and average throughput,
and specific impacts on airport and airline operations including environmental effects. This information would
assist in developing alternatives and in decision-making for deploying these systems into existing terminals. This
simulation capability would be extremely useful for future airport terminal design where the number of
constraints would be small.

The simulation tools should be available to the FAA, policy makers, air carriers, airport operators, airport
designers, and manufacturers of explosive detection equipment to provide guidance for making rational decisions
for deployment of inspection hardware, personnel, etc., into an effective overall plan within acceptable air carrier
and airport operational requirements.

2 OTA-511, Technology Against Terrorism-Structuring Security, Jan 92, pages 99–100.
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Study Airports

The simulation model should be constructed in modules so that the various levels of analysis can be
performed in a loosely coupled way. One of the modules should be capable of representing a wide variety of
existing terminal configurations, baggage handling and operating systems. The module should be flexible
enough to handle unusual baggage check-in configurations. This module should provide an analysis of passenger
and baggage screening measures.

In order to gather the necessary airport-specific data, a number of terminal and airport configurations should
be studied and used to develop a common architecture, or generalized framework, for airport operations that
would affect the explosive detection system. This framework could then be specialized for particular airports of
interest.

A detailed functional assessment and database development for airport environments should be
accomplished. The committee suggests that as many as 12 existing U.S. airport terminals be analyzed for the
purpose of developing a framework which contains the key functional aspects of an airport that an EDS would
affect, and designing a database which would contain the relevant details of the airport. As an example of the
level of detail required, the framework should be comprehensive enough to model the space required to operate
checked baggage inspection systems within various ticketing and check-in counter baggage handling
configurations and carry-on baggage inspection systems. This information would form the basis for developing
realistic simulations of EDS operations in widely diverse airport and air carrier operating environments so that
the most efficient use of space can be determined, as well as the best way to integrate an EDS with the existing
baggage handling systems.

A primary goal of the modeling activity is to incorporate a sufficient range of space and operational
circumstances to provide analytical support for airport architects who can either modify existing space or design
space to accommodate the new baggage screening equipment. The architects want to minimize system costs and
the number of screening systems and to avoid unnecessarily compromising the efficiency of the terminal
baggage check-in operations, passenger services, and/or overall terminal service operations.

Care should be taken to select an appropriate cross-section of terminal buildings that vary in size, number of
air carriers, number of common checked baggage systems, passengers per peak hour to be served, operating
power, other operational environments, structural support systems, space dimensional needs, distances to
baggage check-in areas, and bags per hour (peak and average).

The criteria recommended for selection of the 12 different airport terminals are summarized in Table 1.

•   In the worst case categories, two of the airports should be among the five busiest airports in the United
States with domestic and international operations, and with substantial complexity of operational and
space environments.
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•   Two terminals should be chosen from those designated as having specialized operations (e.g. FAA
designated Category X) due to their locations.

•   Two should include small (phase three) airport terminals having differing baggage check-in facilities
and operating conditions.

TABLE 1. Airport Terminal Site Selection Factors

Airport Categories Number Comment*

Among the five busiest with both domestic and
international operations

2 Substantial complexity of operational and space
environments

Specialized operations due to significance of the
location

2 Each with different baggage check-in facilities and
operating conditions

Small terminals 2 Each with different baggage check-in facilities and
operating conditions

Extreme weather locations 3 • Extreme cold
• Extreme humidity
• Extreme dry heat

Service a mix of international and domestic
passengers
• New terminal (<5 years old)
• Older terminal (>20 years old)

2 Each airport should have similar passenger mix

Centralized terminal operation 1 Serves more than one air carrier

* At least one terminal should be planning renovation/expansion.

•   One should involve a terminal operation that functions under extreme cold weather conditions; one that
functions under extreme moist heat conditions; and one other that operates under extreme dry heat
conditions.

•   One terminal complex should have a mix of international and domestic passengers and be within five
years of age. Another should have a similar passenger mix, but be older, (i.e., 20 or more years old). For
the case of a large international airport, distinction between domestic and international air carrier
operators and screening procedures for passengers' checked baggage and carry-on baggage should be
made in the data.
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•   A terminal complex with one or more centralized operations within a single operational zone serving
more than one carrier should be selected.

•   Selection of the candidate terminals should include those facilities being considered for remodeling and
expansion.

The effort to gather existing and new data will require site visits to each of the selected terminal sites.
Discussions with airport, air carrier, and FAA representatives will also be required. It can be anticipated that
degrees of cooperation and sharing of available data and information about the checked baggage systems and
baggage inspection processes of selected airports will vary, and that gaps in the data may have to be filled by
visiting additional airports.

Model Validation and Analysis

The simulation model should be validated incrementally as key modules are completed. The modules could
be validated by comparing the results of the model for a particular airport (using current airport operations) to
actual performance at that airport. Performance factors such as passenger and baggage flow rates associated with
peak hour, average day, and peak month actuals versus simulated should be compared. Results from EDD and
EDS demonstration tests, if well-controlled and statistically valid, could also aid validation of the models.

The modeling should allow analysis of the implications on space requirements and air carrier operations
associated with new federal regulations pertaining to checked baggage explosive detection and expansion of
FAA screening requirements having to do with passenger and baggage explosive detection and screening. For
example, it would be of interest to simulate the impact of the following scenarios:

•   the explosive detection screening of all checked baggage for all international departures;
•   the explosive detection screening of all checked baggage for all domestic departures;
•   application of positive passenger/baggage matching procedures for use throughout the checked baggage

explosive detection process and up to the time of aircraft departure;
•   elimination of carry-on baggage, other than essential items, for departures;
•   opening bags for insertion of test probes; and
•   restricting carry-on luggage size and contents (segregation into bags containing only clothing versus

metal and other objects).

The expected impact of the implementation of the foregoing scenarios could be simulated for at least some
of the selected study terminal sites.

SYSTEMS CONSIDERATIONS 21

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


SYSTEMS CONSIDERATIONS 22

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

The objective of these simulations would be to identify the extent and cost associated with appropriate
solutions. The analyses should be capable of being expanded to include the identification and evaluation of
alternative conceptual layouts and screening equipment to fit into available space. The simulation should include
an assessment of costs required to implement each potential alternative. Results of these efforts could serve as a
basis for identifying guidelines for the appropriate deployment of equipment and development of responsive
passenger/baggage flow patterns to meet potential alternative levels of passenger and baggage requirements.
Output of the simulations should be presented in a manner that will facilitate a clear understanding of the
findings, including dynamic graphic displays. The output could also be presented so that relationships and
activity levels should be capable of further study and evaluation. Findings of the study should highlight the
advantages and disadvantages associated with certain design solutions under differing levels of activity,
including generalized conceptual equipment deployment and flow patterns, and the resulting sensitivity and
specificity for explosive detection.
Key Simulation Products

Potential outputs resulting from a comprehensive simulation modeling activity are:

•   confidence level that an EDS would meet the FAA-mandated requirements, including threat detection,
baggage processing rate, and false alarm rate, in the context of overall airport operations;

•   number of EDS required to service passenger traffic;
•   costs and operating impacts on air carriers and airports;
•   optimum locations for screening equipment;
•   Airport Terminal Architectural Considerations

-space requirements for baggage processing;
-spatial relationships within the baggage and passenger handling areas of the terminals between explosive
detection and other activity centers within the terminal itself;

-location(s) of entrance and exit areas for passengers;
-structural loading implications;
-partition locations;
-stacking areas for baggage make-up and passenger handling; and

•   other considerations relating to the passenger and baggage screening processes.
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2

TESTING PROTOCOLS AND PERFORMANCE CRITERIA

A. INTRODUCTION

Effective, unbiased testing of explosive detection equipment is an essential element of the FAA's Security
Technology Program. It is only through a well planned test and evaluation (T&E) program that realistic
evaluations and demonstrations of the ability of equipment to satisfy FAA-mandated explosive detection
requirements can be assured. By the time a deployment decision is made, T&E should encompass all of the
elements of the explosive detection system: equipment, software, facilities, personnel, and test procedures.

The various types of testing mirror the development phases. Developmental testing occurs primarily during
the engineering prototype phase. Its goals include: verification of the performance characteristics of a particular
device; input into the engineering design and development process; demonstration that design risks are
manageable; estimation of utility; evaluation of compatibility and interoperability with existing/planned systems;
and assurance that the equipment/system is ready to proceed to testing in the operational environment.
Additional limited developmental testing can be conducted after devices have been fielded. Typical reasons
include: verification of the effectiveness of product improvements and demonstration of the adequacy of
redesigns to solve field or production problems.

Testing of full configuration equipment in an operational environment can be conducted to characterize a
device, or to qualify a system for certification testing. The goals are to assess functional characteristics and to
demonstrate the equipment's operational effectiveness and suitability. The items tested must represent production
models so that a valid assessment can be made. This testing is usually conducted by a group that is separate and
independent from both the developer and the user.

Field level verification/validation testing is normally conducted at operational sites on deployed equipment.
The goal is to measure the continued level of effectiveness of the equipment under normal conditions, using
regular operators and maintenance personnel.

This report addresses generic test protocols required to verify functional characteristics of EDD and EDS
equipment, and certification testing of an EDS. It does not address specific protocols required for developmental
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testing, field level verification/validation testing, or for Explosive Detection Operation that includes activities
other than those accomplished by the EDS, such as profile analyses and terrorist intelligence. Further, it does not
address total Airport Security Operations, e.g., access control systems.

B. ROLE OF TESTING IN THE FAA REGULATORY PROCESS

The FAA plays a complex role both in stimulating the development of explosive detection devices and
systems, and in regulating their use. A well planned test and evaluation (T&E) program should provide realistic
evaluations and demonstrations of the capability of equipment. The remainder of this discussion principally
focuses on T&E required to support the FAA's regulatory process, although much of the approach applies to
developmental testing of engineering prototypes as well.

As required by Public law 101-604, Section 107, the FAA reviews the threats to civil aviation with
particular focus on explosive materials which present the most severe threat. This review results in a list of the
minimum amounts, configurations, and types of explosive materials which would reasonably be expected to
cause catastrophic damage to commercial aircraft. In its regulatory role, the FAA must prepare and issue
guidelines for use of explosive detection devices and requirements for explosive detection systems to the U.S. air
carriers. The FAA must issue guidelines relating to the performance characteristics of prospective devices (EDD)
that would allow them to be configured in different system architectures. Regulations should define specific
operational requirements for systems, including probability of detection for those types and quantities of
explosives that comprise the terrorist threat. The testing program must support both system and device
evaluation, validation, and qualification for certification.

An important distinction is made regarding the categorization of the equipment being tested. An Explosive
Detection Device (EDD), which employs a particular instrumental method to detect the presence of explosive
material, would be tested by the FAA for qualification/verification purposes. The objective of this testing is to
verify its performance as matching the data provided by the manufacturer or, in some instances, simply
determine its performance. The result would be a set of parameters that characterize the operational performance
of the device. An example of parametric testing is the generation of a family of curves relating probability of
detection to false alarm rate for different sensitivity settings of the equipment.

On the other hand, an explosive detection system (EDS), which could be comprised of one or more
integrated EDDs, would be tested for certification. The objective of this testing is to certify that these
instruments, together with their underlying system architectures, meet the FAA-required EDS performance
standards under realistic airport operating conditions. The
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actual testing would be conducted similar to parametric testing, but rather than generating a family of curves,
only the test conditions mentioned in the specification would be measured.1 The test results will be pass/fail.

Only certified EDD equipment would be available for installation at airports. It is probable that EDSs will
be offered by systems integrators who would ''package'' instruments produced by others, together with the
necessary baggage transport mechanisms, computer hardware and software, etc. The "package" as a whole
would be certified; whoever submits the EDS for testing will hold the certificate.

FAA's requirements for an EDS certification program should encompass more than certification testing of
an initial EDS. The certification program should include requirements that the EDS vendor address key aspects
required to provide assurance that each EDS unit sold would perform over a period of time in the field at least as
well as the one that passed the certification test. Additional certification factors would include: accountability for
manufacturing quality control; configuration control of hardware and software; calibration and procedural data;
maintenance requirements; personnel training;2 etc. The certification process should allow for incorporation of
operational improvements into devices and systems, as well as cost and size reductions. The certification
program must encourage participation by air carriers, airport operators, and equipment vendors, along with the
FAA, in the rule making process. A comprehensive certification program is strongly recommended by the
committee.

Establishment of the explosive detection system (EDS) performance standard3 should include a limited
number of minimum technical performance specifications for the following parameters: detection probability;
false alarm rate; and throughput rate. Size, weight, support requirements and other important operational
parameters should be specified by an allowable range of values. This range can be narrowed for specific airport
sites. Once the FAA is certain that at least one EDS can meet the EDS performance standard (having more than
one available EDS is highly desirable), a schedule of required implementation dates by airport location can be
established. The EDS standard developed by the FAA should also describe countermeasures that terrorists are
likely to employ once the general nature of the EDS equipment is known.

The FAA will be responsible for routine and random testing of operating systems in the field to ensure that
deployed systems are being properly maintained and are operating in compliance with established standards. The
section on the testing organization discussed below does not address the enforcement area.

1 Parametric testing could be performed on EDS equipment to fully characterize the operational characteristics prior to the
formal certification process.

2 Human factors considerations must be an integral part of the overall security program. See Technology Against Terrorism
—Structuring Security, OTA-511, Chapter 5, "Human Factors in Aviation Security."

3 Proposed criteria for Certification of Explosive Detection Systems was published in the Federal Register, Volume 57,
Number 214, Notices 52698-527002, Nov. 4, 1992. It was assigned Notice Number 92-16, Docket Number 27026.
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C. TESTING ORGANIZATION

The future market potential for explosive detection devices and systems in commercial aviation is quite
large. Also, the FAA R&D program has actively supported the development of certain instrumental methods. For
these, and other reasons, one can readily envision pressures being exerted on participants involved in the FAA
certification process. There are at least two ways in which the FAA can minimize the potential influence of these
pressures.

•   The first approach, and the one recommended by the committee, would require that an independent,
well respected organization, outside of the FAA conduct all certification testing. This outside
organization would report directly to the FAA Administrator. Candidate organizations include federal
laboratories with current testing responsibilities for other federal entities, and independent research
institutions with existing testing expertise. This outside organization must not be directly involved in
the development or manufacture of explosive detection devices.

•   The second approach involves an organization within the FAA that would conduct the testing. This
organization must have established expertise in testing matters using specified protocols and sound
scientific principles. Because of the importance and impact of testing, it is essential that it be
independent of, and insulated from, pressures, whether real or perceived, arising from sources internal
or external to the FAA. For example, the FAA must not appear to give preference to the testing of an
EDS which employs a technology developed as part of an FAA-sponsored R&D effort.

The activity of this independent testing organization must be overseen by an advisory board with expertise
in technology and testing whose composition is independent of the FAA. This advisory board would report
directly to the FAA Administrator. For each test, the board would review the test plans, the test data and the test
findings and interpretations, and attest to the accuracy of the report's findings and conclusions.

D. TEST PLANNING AND PREPARATION

The important first step in planning any test is the definition of requirements. These requirements must be
based on key technical performance indicators derived from the EDS performance specification. These indicators
should encompass the most significant elements contributing to the performance of the equipment and be
directly measurable.4

Activities involved in test planning should include:5

•   Definition and schedule of all test requirements.

4 Systems Engineering Management Guide, Defense Systems Management College, Dec 1986, pages 14-1 to 14-19.
5 B. S. Blanchard, Logistics Engineering and Management, Prentice-Hall, 1986, pages 238–267
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•   Definition of the test management approach.
•   Definition of test conditions and logistic resource requirements; this includes the test environment,

facilities, support equipment, test personnel, test procedures, etc.
•   Description of the test preparation phase; this includes test method, training of test personnel,

preparation of test facilities, etc.
•   Description of the formal test phase; this includes test procedures, test data collection and analysis.
•   Test documentation.
•   Test funding requirements.

Rather than every test individually addressing each of the above areas, it is usually much more efficient if
the common elements that address the technical aspects of a test are abstracted into a general testing protocol. A
general protocol insures that all tests consider the same critical factors in a consistent way. The test director,
together with a team of experts, would use the framework of the general protocol to prepare for a particular test,
including the detailed test specification. This results in a uniform, fair testing approach.

The committee recommends that standard test protocols and procedures be prepared for:

•   Test and Evaluation (T&E) required for the verification of the functional characteristics of an explosive
detection device (EDD) or system (EDS). Analysis of the types and causes of false alarms should be
included.

•   T&E required for the certification testing of an EDS.
•   Field level verification/validation testing of EDSs installed at airports to assure that deployed systems

continue to meet the standards set for certification.

The committee recommends that for certification testing, as well as for field level verification/validation
testing conducted at various airport facilities, actual explosives be used in the tests as opposed to simulants until
simulant technology further advances. The use of simulants for bulk detection systems is technologically
achievable, but the simulants must be developed and validated.

The remaining discussion in this chapter assumes the following scenario for all categories of testing:

•   The device or system presented to the FAA for testing would first have been tested by the manufacturer
using, to the extent possible, the same protocols and performance criteria that the FAA will use. These
procedures and results would be reviewed by the FAA before a candidate device or system would be
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accepted for test. The device or system would have been subjected to an analysis regarding
susceptibility to likely countermeasures, and a determination made that the device or system could not
be readily defeated.

•   An independent test director with assistance from the test team and the FAA would prepare a detailed
test procedure. This procedure would meet all the requirements of the appropriate General Test Protocol
and, as applicable, the FAA Certification Program.

•   The independent test director would be responsible for conducting the test, making and documenting
any deviations from the test procedure that are necessary during the test, and preparing the final report.

•   Distribution of the test results would be the responsibility of the FAA, but the results would be available
to the vendor.

As mentioned previously, testing can take the form of pass/fail determinations in which the vendor's device
performance specifications are measured against fixed criteria. Testing can also involve parametric
measurements in which characteristics of importance are verified at specified levels of statistical confidence. It is
important that the test team retain all EDD test data so that any potentially relevant probabilities can be
estimated. In this manner, parametric measurements of EDDs would allow a system architecture to be analyzed
with several different configurations and a system functionality to be calculated.

The FAA asked the committee to provide a general test protocol that could be used for evaluating
instrumental equipment that detect explosives via bulk properties6 as well as vapor properties. However, a
general protocol for vapor devices was not possible.

In contrast to bulk detection, the presence of an explosive is only inferred by vapor detection. From vapor
detection alone, nothing can be said about the amount of the explosive present. For instance, vapor in sufficient
quantity to cause the current generation of detectors to alarm can come from crumbs of explosive material.
Conversely, amounts of explosive ten times the lethal threat quantity, if properly encapsulated, would not
necessarily cause these detectors to alarm because there would be no vapor for detection. Aside from the special
cases of complete containment and the availability of particulate material, the amount of vapor available for
sensing from a given quantity of a concealed explosive is not known. At this time, there is no certified vapor
generator available to produce a known small quantity of an explosive's vapor, and there is no reference
instrument available to check these generators or the background contamination at low levels.

The committee began work on a general protocol for verification and certification testing of bulk EDS
systems. An acceptable general protocol must specify the main factors and considerations required to develop
detailed test procedures, conduct the test, analyze test data, and evaluate the tested

6 In this context, bulk detection refers to the sensing of some physical or chemical property of the object under examination.
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equipment. The protocol must be general to accommodate the testing of the various instrumental devices and
systems yet it must encompass all the important factors to be considered so that the use of the protocol will
ensure that all equipment will be tested in a consistent and fair manner.

For testing of explosive detection equipment, assuming an independent test team following accepted test
protocols employing a standard threat, standard bag set, and well characterized test facility, the key performance
indicators (sometimes referred to as Critical Operational Issues) are:

•   Probability of detection.
•   False alarm rate.
•   Bag processing rate.

The following two sections present the results of the committee's efforts on a general test protocol for bulk
detection equipment, and a test procedure for vapor devices. The role of the general testing protocol in the
context of the certification testing is shown in Figure 2.1.

E. A GENERAL TESTING PROTOCOL FOR BULK EXPLOSIVE DETECTION SYSTEMS

A draft of a protocol for bulk EDS had been prepared for the FAA Technical Center by a group of
independent consultants in 199.7 Committee members informally reviewed this draft using the criteria discussed
in the previous section as a guideline. Extensive discussions and individual written critiques resulted in changes
that were reflected in the consultants' final report to the FAA.

In late 1991, the report was distributed by the FAA to industrial contractors involved in the development
and/or production of explosive detection equipment with the comment that this protocol should be used as a
guide in their testing efforts since a version of it would be used to develop the FAA's test plans. This protocol
requires the formation of an independent test team, clear definition of the performance to be verified, and the
creation of a test plan for each system or device. Statistical considerations are discussed. In addition, a standard
set of bags and threat types, and the creation of a dedicated test site are recommended.

The "General Testing Protocol for Bulk Detection Systems" presented in Appendix A, has been developed
in consultation with the committee. It is a guide in designing detailed verification and certification test and data
analysis plans.

The general testing protocol in Appendix A differs somewhat from that distributed by the FAA. Within the
protocol, the committee has differentiated between those aspects that pertain to certification testing and those
that pertain to verification testing, added to the discussion regarding the use and composition of a standard set of
baggage for certification tests, expanded on the issues involved in selecting the test location, included provisions to

7 Dr. Joseph A. Navarro; Mr. Donald A. Becker; Dr. Bernard T. Kenna; and Dr. Carl F. Kossack.
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Figure 2.1. EDS Certification Testing
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revise the protocol as additional testing experience is gained, added some discussion on testing with
countermeasures, required analysis of false alarm data for verification testing, and required the documentation of
deviations from the protocol.

The protocol allows for the results to be reported as pass/fail as well as statistically based parametric data. A
synopsis of the protocol's primary test conditions is shown in Table 2.1. This general protocol is to be used to
plan specific procedures to test the performance of an automatic explosive detection system or device in finding
bulk explosives concealed in hand carried or checked baggage. This protocol should not be used for testing
instruments based on vapor or particulate detection. The protocol is specific to testing of production hardware, as
opposed to proof of principle or developmental testing of early prototypes.
TABLE 2.1 Certification Versus Verification Operational Testing

Test Outcome Type of
Equipment

Test Location Threat
Package

Bag
Population

Test Time

EDS
Certification
Testing

Pass/ Fail Low rate
or full-
scale
production
units

FAA
Dedicated
Site

Live
Explosives,
types and
quantities in
the FAA's
EDS
Requirements 
Specification

FAA
Standard
Set

Limited
Duration

EDD
Performance
Verification
Testing

Parametic
Data on
Functional
Characteristics

Low rate
or full-
scale
production
units

FAA
Dedicated
Site, or
Airport
Environment

Live
Explosives, or
Simulants (at
Airport Sites)

FAA
Standard
Set, or
Actual
Passenger
Bags

Limited
Duration,
or
Extended
Duration
(at
Airport
Site)

The protocol identifies and addresses the significant factors that must be considered in:
• Designing a test plan that provides data to allow for a fair and consistent verification of the operational

functional characteristics of the tested detection devices, or certification of a bulk detection system. Specifically,
the protocol identifies the factors that can influence the actual conduct of the test and bias the measurements,
thus affecting the results. At a minimum, these factors include: the identification of the characteristics of the
explosive material that is being measured by the equipment; the identification of the threat explosives and the
representative bag population that will be used for the test; and selection of the test location, equipment
calibration plan, and description of the roles of the various participants before, during and after the conduct of
the test.

Developing the data analyses plan should always be completed prior to the conduct of the test. Key factors
include: planning for the data collection and recording; selection procedures for specific test bags (composition
and quantity); and identification of the specific threats that will be tested in which bags.

TESTING PROTOCOLS AND PERFORMANCE CRITERIA 31

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


Conducting the tests. Areas addressed in the protocol include: description of how the tests should be
conducted to ensure that the equipment manufacturer can not affect the test conduct or results; procedures to test
for reproducibility of results during the test runs; and specific details of the test team roles/duties during the test
period.

Analyzing the test data and preparing the report.
The committee recommends that this protocol be reviewed annually for updating at appropriate intervals by

outside experts to incorporate knowledge gained as more testing is accomplished so that it becomes "a living
document." Over the course of a year, draft versions of the protocol assisted in the planning of verification tests,
and that experience was very useful in pointing out areas in the protocol that needed revision. This process
should be continued in the future.

F. THE STATUS OF VAPOR AND PARTICLE DETECTION TEST PROTOCOLS

The previous NMAB report,8 recommended that a clear definition of perfor mance criteria for detector
systems be developed, and that standard vapor generators be built to deliver known amounts of vapor to devices
under test. This has not been done for vapor systems; and therefore, a general testing protocol cannot yet be
developed. The detailed technical understanding of the mechanisms involved in the evolution of and subsequent
behavior of vapor leaving an explosive device is lacking. The false alarms caused by unintentional airborne
interferrants require that special facilities and additional detectors be available for monitoring during tests. The
required protocol for bulk explosive detection (Appendix A) is different than that required for vapor systems and
our understanding of what should be tested is too limited to establish a generic test protocol for vapor devices or
systems.

The measurement problem is made more difficult by the lack of a standard vapor generator to present a
known amount of material to a device for testing. A reference instrument has not been demonstrated that can
detect explosive vapor at the lower limits (50 femtograms) to assure the vapor standard performance during tests.
The consistent complaint of vapor device manufacturers that background contamination unfairly affects test
results can only be settled by the use of such a reference instrument. The reference instrument must have a limit
of detection that is lower than that of the devices being tested, and must have a chemical specificity that exceeds
that of the candidate systems.

In an attempt to increase the understanding of vapor detection, the FAA is establishing a test facility at
Idaho National Engineering Laboratory (INEL). Experience in this facility could provide basic knowledge of
vapor detection mechanisms under different scenarios of sample preparation, handling, and concealment.
Knowledge of the amount of material available for

8 National Research Council. 1990. Reducing the Risk of Explosives on Commercial Aircraft(U), NMAB-463. National
Materials Advisory Board, Washington, DC.
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sampling would allow rational assessment of the technology needed. If detectors were successful in detecting
this level, a general test protocol could then be written to address the need.

The committee recommends that, if vapor detection systems are to be certified, a test facility must be
maintained that has a standard vapor generator and a reference instrument. The facility will have to be free from
contamination and capable of remaining in that condition after the tests.
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APPENDIX A

A GENERAL TESTING PROTOCOL FOR BULK
EXPLOSIVE DETECTIONSYSTEMS

Developed in Consultation With The Committee on Commercial Aviation Security January 1993
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A1 INTRODUCTION

In March 1990, the FAA Technical Center established a task force of independent consultants1 to undertake
testing and evaluation of the Thermal Neutron Analysis (TNA) technology as implemented by SAIC at Kennedy
International Airport in New York (JFK). Based on the results of that work, the task force was then asked to
prepare a protocol for the conduct of operational testing of explosive detection devices (EDD) or systems (EDS)
for checked or carry-on airline baggage (bags, containers, etc). The FAA also intended to use the protocol in the
certification of bulk explosive detection systems.

This version of the protocol has been developed in consultation with the National Research Council's
Committee on Commercial Aviation Security. The committee has differentiated between those testing aspects
that pertain to certification and those that pertain to verification testing; added to the discussion regarding the use
and composition of a standard set of baggage for certification testing; clearly recommends a FAA dedicated test
site for certification testing; requires that the rationale for deviations from the protocol be documented; and
provides for revisions to the protocol as additional testing experience is gained, added some discussion on testing
with countermeasures, required analysis of false alarm data for verification testing, and required the
documentation of deviations from the protocol.

This protocol is specific to testing of production hardware, as opposed to developmental brass/bread board
models or prototype versions of the equipment. This protocol is applicable to:

•   the testing of devices or systems that are automated (i.e., no human intervention used for the detection
process);

•   test methods that do not change the characteristics of the item as a result of the test;
•   test methods that detect explosives and explosive devices via bulk properties (e.g., vapor detection

devices are excluded).

This protocol does not provide sufficiently detailed plans and procedures to allow the testing and evaluation
of a specific hardware device or system. However, the protocol provides the guidelines and framework for
planning more detailed test procedures.

1 Dr. Joseph A. Navarro (Chairman); Mr. Donald A. Becker; Dr. Bernard T. Kenna; and Dr. Carl F. Kossack.
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As experience is gained in the testing of equipment, this protocol should be updated annually to incorporate
additional or modified guidance.

For each application, the FAA will establish the specific threat package (including size, shape, amount and
type of explosive) to be detected. Although there will only be one overall threat package, one could envision (in
a long range plan) that technologies could be appropriate for, or apply to, a subset of the threat package but not
the total package. The FAA will also provide a description of any likely countermeasures that the equipment
should be tested against.

This protocol addresses two types of testing: Pass/Fail testing, required for certification testing; and
parametric testing, used to obtain statistically-valid verification performance data. Table A1 summarizes the
primary differences between these two types of tests.

In order for the FAA to make a decision on the operational functional characteristics of the device for
systems, the FAA must consider:

•   estimated probability of detecting explosives p(d), (as observed in the testing of the EDD/EDS.
•   estimated probability of false alarm, p(fa), (as observed in the testing of the EDD/EDS).
•   estimated processing rate of the bags, r.

The FAA may also be interested in the trade-off between the two probabilities, p(d) and p(fa), especially for
those approaches that can readily adjust detection thresholds (thus affecting these fractions).

Other factors that should be considered by the FAA, in determining the characteristics of the detection
equipment, include:

•   reliability/maintainability/availability,
•   cost, initial and recurring; size; and weight,
•   significant operational constraints (environment, manpower, etc.),
•   bag processing time distribution
•   as appropriate, false alarm types and causes.
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The FAA will: provide the test team (which will be responsible for generating the specific test plan
preparing and executing the test, analyzing and evaluating the test data, and preparing the report on the findings
of the test), and establishing where and when the test will take place.

The test team should have a test director and be composed of experts in the technology being tested, test and
evaluation planners, and analysts who can design the statistical plan and conduct the evaluation of the test
results. An independent observer should also be a member of the test team. This observer should comment on all
activities associated with the testing and evaluation of the EDD/EDS, including: adherence to the test plan,
adequacy of the plan, perceived testing limitations, and potential sources of test bias.

All test baggage and test articles, the threat package (explosives or simulants), and personnel will be
provided by the FAA.

Chapter A2 of this protocol provides some general requirements associated with the operational testing
process. Chapter A3 addresses a set of issues that must be considered and specific requirements that must be
fulfilled prior to the development of a detailed test and evaluation plan. In Chapter A4, specific aspects of the
detailed plan are discussed. Chapter A5 deals with issues related to the conduct of the test, while Chapter A6
discusses the data analyses and evaluations of the test data. Finally, Annex I discusses how the FAA could
establish a standard set of bags and explosives to conduct operational tests or certification tests at a dedicated
FAA test site. Annex II contains a suggested approach for validating explosive simulants and Annex III contains
a model testing scenario.
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A2 GENERAL REQUIREMENTS

In order to develop a specific test plan, the test team must consider all of the factors that may: influence the
conduct of the test; bias the measurements related to the detection equipment under test; and affect the results
obtained from the test and/or the reliable interpretation of those results. The test team must establish the
conditions under which the test is to be conducted and the characteristics (i.e., attributes or variables) of any bag
as it is processed.

There are a number of steps or topics that must be considered before development of a final specific test
plan for the equipment under test. These may be separated into two groups: general topics and specific topics.
The general topics are discussed in this chapter, and the specific topics are covered in the next chapter. However,
since this is a generic protocol for a variety of explosive detection devices or systems (using different
technologies), there may be some additional factors that may need to be considered, and the discussion that
follows should not preclude additional factors from being included in the final test plan if those factors are
considered to be relevant by the test team.

It is assumed that prior to this point, the following activities have already occurred:

•   The specific device or system presented to the FAA for testing would first have been tested by the
manufacturer using, to the extent possible, the same protocols and performance criteria that the FAA
will use. These procedures and results would then, in most cases, have been reviewed by the FAA for
adequacy before the candidate device or system would be accepted for testing.

•   The FAA would have appointed an independent test director and a test team to prepare a detailed test
procedure from this general test protocol.

•   The test team would be expected to conduct the test in accordance with the detailed test procedure.
•   An agreement would be finalized with the equipment supplier regarding what results will be provided

by the FAA after the testing is completed.

A. EXPLOSIVE CHARACTERISTICS TO BE MEASURED

After the specific equipment to be tested has been identified, the set of characteristics of the explosives that
the equipment will measure for detection must be identified and specified. The physical principles employed
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by the instrument for detection will determine which physicial characteristics of the explosive material are of
interest. This determination is especially important when the use of explosives—such as at airport facilities—
will be prohibited during the test of the equipment, so that the use of a simulant should be considered. For
example, one of the primary characteristics of explosives measured by TNA devices is the nitrogen content. The
test team must determine if simulants can be identified which will exactly mimic the characteristic nitrogen
content for the equipment under test.

In addition, any countermeasure techniques to be included in the testing should be identified prior to the test
initiation by the FAA, or by the test team in consultation with the FAA. Some technologies are relatively easy to
countermeasure while others may be more difficult.

B. IDENTIFICATION OF THE SET OF THREAT EXPLOSIVES

The set of threat explosives (type, shape, and weight) to be used in the testing must be specified by the
FAA. For example, the FAA may require that testing must include x pounds of sheet explosive of RDX/PETN
base (Semtex). The FAA must also specify the relative frequency of expected occurrence for each item in the set
of threat explosives.

The FAA should identify the placement location for the explosives in the containers. During the course of
testing, it may be observed that the instruments response is sensitive to the placement location of the explosive in
the bag. If this occurs, the FAA should consider additional testing with the threat in most disadvantageous
locations.

C. IDENTIFICATION OF POTENTIAL BAG POPULATIONS

The test data base should contain observations for the test bags of all the major characteristics that will be
measured by the detection system being tested. This database will be used by the test team to select
representative groups of test bags. The actual set of bags used for testing could be: (1) actual passenger bags; (2)
fabricated by the FAA appointed team; or, (3) selected from the set of FAA ''lost'' bags. Bag selection is a crucial
topic in designing a test plan that is fair and effective.

For certification testing of an EDS, the testing should be performed on a standard set of bags to provide a
fair and consistent comparison against the EDS Standard. Annex I discusses how a standard set of bags could be
established.

For non-certification testing, the goal will be the generation of parametric performance data. The test team
must determine the characteristics of bags typical of those that will be processed at a designated airport. If the
testing itself will not be conducted at the airport, data on actual passenger bags being processed at those facilities
could be collected. If these data were collected over a sufficiently long period of time, the effect of seasonal and
bag-destination differences on bag characteristics could be determined.
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Additional information on bag selection techniques is contained in Chapter A3.

D. SYSTEM CALIBRATION AND THRESHOLD SETTINGS

This protocol applies to devices or systems that are totally automatic in their response; i.e. operator
independent. The manufacturer will not be allowed to change or modify the settings of the equipment once the
test for a given bag population has been initiated. Thus prior to the start of the test, the manufacturer should be
allowed to have access to the set of bag populations that will be used for the testing so that they can determine
the associated response of the equipment to the characteristics, and thus calibrate and establish the threshold
settings of the equipment. The manufacturer should provide the FAA with the complete calibration protocol.

The manufacturer should not be provided details regarding the relative frequency of threat occurrence and
location of the threats in the bags, since the tests must be as blind as possible.

While the manufacturer is establishing the threshold settings, they should also be required to provide the
FAA test team with the p(fa) versus p(d) relationship as a function of the threshold setting. This data should be
made available prior to the testing unless the equipment can store the basic data so that, after the fact, the p(fa) 
versus p(d) curves for the different threshold settings could be reconstructed.

E. MANUFACTURER/CONTRACTOR PARTICIPATION

Although the test team may be required to rely heavily on manufacturer or contractor personnel for support
in conducting the testing, procedures should be established to minimize the possibility that they could influence
the test results. Toward this end, the manufacturer may be required to train FAA chosen personnel to operate the
equipment during the test. These personnel should have the same general skill levels as those who will be
expected to operate the equipment in the airport environment.

F. TEST SITES

For EDS certification testing, an FAA-dedicated test site is required that can be controlled and
characterized, particularly with respect to background contamination. Explosives representing the standard threat
set must be used. The standard bag population also must be used. Similar considerations apply to EDD
verification testing at the FAA test site although a bag population representative of a specific airport may be used.

For testing conducted at airports, available passenger bag populations could be used. If tests are conducted
over an extended period of time, the effect that various seasons have on the characteristics of the bags can be
determined. In most cases, the use of explosives will not be acceptable and simulants will be required.
(Simulants would also be needed to monitor the performance of the devices or systems while they are
operational at airports.)
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A major disadvantage of airport testing is that it could interrupt operations in the airport terminal. On the
other hand, if the equipment is to be used in conjunction with other equipment already in place at the airport—
such as baggage handling equipment or another EDD—time and expense could be saved by not having to
provide the other hardware at the off-airport site.

G. A STANDARD SET OF BAGS AND THREATS

At the present time, the FAA has not developed a standard set of bags, a standard suite of explosives, and a
dedicated test site. Annex I suggests how the FAA can establish these three items for EDS qualification testing.
This protocol also addresses other approaches so that testing can proceed prior to the establishment of any or all
of these test resources.
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A3 SPECIFIC REQUIREMENTS

Before a test plan can be developed, the test location and the constraints on the use of threats must be
known. For certification testing, the preferred location of the tests should be the FAA dedicated site.
Furthermore, it is preferred that actual explosives samples be used when testing for the detection capability of the
equipment. Finally, it is preferred that standard bags be used when testing for both the detection and false alarm
capability of the equipment. Unfortunately however, it may not be possible to conduct the tests in the above
preferred manner. The test team must first determine what deviations will take place and use alternative methods
for achieving as realistic and meaningful tests as possible, given these deviations. The test director will identify
the deviations and provide supporting rationale.

If the tests are conducted at FAA test facilities, it most likely will not be possible to use passenger bags to
estimate the fraction of false alarms, PFA. It may also be difficult to fully address operational processing rates of
bags. If, on the other hand, the tests are conducted at airport facilities, it may not be possible to use actual
explosive samples, and the use of simulants may be required. Under either situation, the test team must
determine the set of bags that should be used in estimating both PD and PFA. The selection process will depend
on the purpose and location of the test.

The following three sections discuss specific areas that must be addressed before the test team can develop
the detailed test plan: identification of the set of distinct bag populations that must be used in the testing of the
equipment; selection of the threat package to be used; and, specification of the procedures used to measure
baggage processing rates. In addition, a short discussion of the issues involved with pre-testing is presented.

A. IDENTIFICATION OF DISTINCT BAG POPULATIONS

One of the most important aspects of the test plan and subsequent analyses is the selection of the bags to be
used for the tests. These bags must reflect the types that will be operationally encountered and processed by the
equipment, over time at various locations. From experience, it is known that bags destined for one location, at a
given time of year, are packed with different items than bags going to another location, or even going to the same
location during a different season. Also, tourists tend to pack different items than business travelers. The
contents of the processed bags, and the
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effect that background levels and interferrents can have on the measurements taken of the characteristics of the
explosive, must be considered in any test plan. Toward this end, the FAA will specify the constraints/conditions
placed on measurements associated with estimating PD and PFA. For example, the size and weight of a test bag
may be restricted, their destination and/or time of year may be specified. Depending on the device, other
constraints/conditions will have to be determined.

The test team must address the issue of the number of different bag populations that the detection
equipment will process during the test. For testing which does not involve EDS certification, different
applications or situations may be such that the performance of the equipment will change significantly from one
application to another. If it is determined that these differences are important to the estimation of PD, and PFA,
then the different bag populations should be used for the OT&E testing.

After the test team has identified the potential set of bag populations and established the various factors that
are significant in determining the detection of an explosive, the team must collect data to finalize the test bag set.
In order to evaluate these bags, the data collected should include the numerical values of the measured
characteristics of the bags.2 For example, the TNA device measures among other things, the quantity and
distribution of nitrogen in the passenger bag.

In order to collect parametric data, the equipment under consideration can be physically located at an airport
facilities for which the potential baggage populations can be observed or at the FAA dedicated site using a
standard bag set. For each of these locations, the equipment manufacturer should be informed by the FAA what
maximum fraction of false alarms will be acceptable, so that the equipment can be properly calibrated and the
detection threshold established.

For testing at an airport, the test team will determine who will process passenger bags from these
populations to provide the observed measurements of the explosive characteristics for each processed passenger
bag. A sufficiently large sample of processed bags is required, so that a reasonable estimate of the multi-variate
frequency distribution of the set of characteristics being measured (for each of the populations) can be obtained.
At the same time, data is being collected for estimating the PFA, which could be of use to the manufacturer in
establishing and/or reconfirming the calibration and threshold setting. If the distributions for one or more of the
potential populations are not statistically different, then the data from those populations should be pooled to
represent one population. In this manner, a new set of populations will be established that will represent the final
set of populations to be tested. The pooling process cannot now be rigorously defined and will require a
considerable amount of judgment.3 The

2 Refer to Section A2.C.
3 Refer to discussion in Section A4.C.
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rationale used for pooling should be documented by the test director so that an experience base can be developed.4

When testing at the FAA dedicated facilities, the test team must prepare a set of bags from each of the
potential bag populations. This requires that the test team know the bag characteristics, as measured by the
equipment, for each of the populations. To this extent, some uncertainty will be introduced into the testing
process, since the true bag populations are defined by the actual passenger bag populations and the test team is
generating artificial populations. In this situation, the test team must attempt to prepare these sets of bags to be as
close to the populations of interest as possible. Annex I addresses the use of an FAA standard bag set for use at
the FAA dedicated test site.

B. IDENTIFICATION AND SELECTION OF THE THREATS

The threat as specified by the FAA for the EDD/EDS should include:

•   type of explosive (C-4, PETN, etc.),
•   minimum quantity (mass),
•   shape (bulk, sheet, thickness, etc.),
•   relative frequency of use of each threat,
•   the location of the threat in the container,
•   the set of containers to be used (bags, electronic devices, etc.) and other pertinent features, and
•   potential countermeasures.

As previously stated, the detection equipment must measure a set of characteristics associated with the bag
as it is processed and, based only on these measurements, decide if a threat is present. In order to develop a
meaningful test plan, the test planners must know the characteristics of the explosive that are being measured and
how these measurements might be affected by the container in which the threat is placed. In order to select the
appropriate groups of test bags (when this is required) and/or produce simulants of explosives (when this is
required) the following information is necessary:

•   The characteristics of the explosive being measured.
•   Bag-related items that can affect measured explosive characteristics.
•   The relationship between the measured values of the explosive characteristics and the shape, weight and

type of explosive being considered.
•   The distribution of the observed measurements on the characteristics of the explosive and if the different

characteristics are related or independent of each other.
•   The discriminate function being used to assimilate the observed values of the characteristics into a

detect/no-detect decision. This

4 At some future time, this information can be used to develop a set of general guidelines for bag pooling.
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information is particularly crucial if simulants will be required in conducting the OT&E.

If particular equipment measurements are affected by interferrents, it is important to know: if the explosive
characteristic is masked (i.e. the explosive characteristic is hidden in the bag); or, if the response is additive (i.e.
the observed value of the characteristic of an explosive in a bag is statistically equal to the observed value of the
bag plus the observed value of the explosive without the bag).

If possible, testing should be done using samples of the standard explosive threats defined by the FAA. All
explosive samples must be verified relative to type, purity, weight, and chemical composition, if that
characteristic is significant for the EDD/EDS being tested. Samples for the analyses should be taken from the
explosives under the supervision of the test team. The number of samples of each threat type is determined by
the test design; i.e., the number of different bags being processed and the variability of the measurements of the
characteristics of different samples of each threat type.

If simulants must be used instead of explosives then it is important to ensure that the simulants faithfully
represent the explosives relative to the characteristics of the explosives that are measured by the equipment and
used for the detection process. In order to do this, each simulant, representing a specific mass of a particular
explosive, must be compared to the actual mass of real explosive material with the equipment being tested. The
simulant and explosive should both be in the same geometrical shape; i.e., sheet or block.

Once the explosives have been checked and the simulants produced (the number of each simulant type
should be determined by the test team and should be adequate to ensure that a sufficient quantity will be
available for the testing program), a validation test is required to verify that the simulants faithfully representing
the explosive. Obviously, this validation testing cannot be done at a airport facility. Annex II outlines the
recommended procedure for the validation testing of the simulants.

C. BAG PROCESSING RATES

A very significant aspect of the operational suitability of a detection device or system is the average time
required to process each bag, R. If this time is excessive, the airlines will have difficulty in incorporating the
device or system so as to not affect its schedule of activities. While conducting the various tests associated with
the estimation of the detection and false alarm rates, it will be necessary to collect data on this operationally
important issue.

The first opportunity to collect operational data is when the test team is obtaining data to select the final set
of bag populations. During these tests, procedures should be established to ensure that meaningful temporal data
is collected. Individual processing times should be collected for each bag, as opposed to the total time required to
process a set of bags, so that the mean and the variance of the processing time can be determined.
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The second time that operational data can be collected is during the operational tests. It may be more
difficult to collect data at this time since there will be on-going test activity (such as: placement of explosives in
bags, marking bags, etc.) which might add to the processing times. To avoid these problems, the processing rate
data should be generated with that testing associated with the false alarm rate estimation since almost all of the
operational processing will take place with passenger bags (not containing explosives). Again, processing time
should be associated with each bag, including the re-processing of a bag when an initial false alarm has occurred.

If the above testing is conducted at airport facilities, the processing time data should be fairly descriptive of
the operational processing time of baggage. If, however, the testing does not take place at an airport facility then
the test team must set up the testing facility to mimic the airport facilities of interest. Here again, some
artificiality will necessarily be built into the collection of this data.

The test team should record any malfunctioning of the equipment, unusual processing activity, manual
interference with the automated processing function, etc. This information should be reported in the final report
on operational testing activities.

D. PRE-TESTING

Prior to full scale operational testing of a device or a system, the test team should conduct a pre-test to
determine if the device or system can meet the FAA requirements against a standard, but limited, number of
target bags randomly intermingled with a standard, but limited number of normal bags. In this manner, the test
team can pre-screen equipment without having to proceed to complex operational testing since most test results
do not tend to be "near misses" and should easily be sorted out in such a pre-test. The above standards could also
serve as a cross comparison set.
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A4 DEVELOPMENT OF TEST AND EVALUATION PLANS

A. GENERAL FACTORS

The test team should be aware of all factors that may influence the conduct of the test. They must also
understand how the measurements relate to the detection process as implemented by the instrumental
technology. At this point, the team should be ready to complete the T&E plan.

The following items address various factors that should be considered in developing the detailed test plan.

- The test design should be robust so that studies of the key operational factors can be made. All planned
pre-and post-test activities, as well as the test activities, should be explicitly identified to all concerned
parties—who, when, how, where, why, etc.

- Data collection should be automated (if possible) and also manually recorded by independent data
collectors. As a minimum, the collectors should identify and record the order and bag number of each
bag entering the detection equipment and record each alarm response and other appropriate data. All
data runs should be numbered, and the time of each run recorded.

- The test team should consider the use of barcode labeling techniques, with all reading done by hand-held
barcode readers, and the data automatically fed into a central processing unit. All bags, threats, and
countermeasure items should be barcoded.

- Test conditions should be clearly understood and agreed to by the equipment operators. Specific
evaluation plans, including all test conditions, should be reviewed by the equipment manufacturer and
the operators. The FAA test director will determine if the plan is complete and suitable.

- As appropriate, the acceptable minimum detection probability and maximum false alarm probability
required to certify an EDS should be clearly identified to the test team. When confidence statements are
made, they will be made at the 95 percent level.

- For qualification testing, the types and causes (if known) of false alarms will be recorded. There are
generally two types of false alarms: nuisance alarms caused by the detection instrument being "fooled"
by a substance that triggers a response in the detection system that is

APPENDIX A 55

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


similar enough to that of an explosive material that the response cannot be adequately discriminated
from a real explosive; and, false alarms caused by low signal-to-noise ratio when the sensitivity setting
is at the maximum (i.e., signal strength cannot be increased any further). Low signal can be caused by:
the inherent low response of the detection method for the quantity of explosive material of interest;
attenuation of the signal due to a design inadequacy or component failure, etc. High noise can be caused
by large background signal inherent in the detection method, by improper design, failure of the
electronic system, etc.

- For certification testing, the primary response variable at a given setting is binary, i.e., detection/no
detection.

- The procedure to screen bags should be described in detail, including the specific role of the operators
during the conduct of the test.

- Procedures should be in place to accurately record the average time required to process a bag. Sufficient
data should be collected regarding the time history (e.g. date/time) associated with each tested bag so
that the test run could later be reproduced if desired.

- For parametric tests, the relationship between the probability of detection and the probability of false
alarms, as a function of the detection threshold level is an important result. Determining this
relationship will require the testing of various bag populations at different detection thresholds. The
means to adjust the detection threshold of the equipment must be available to the operators, and all such
adjustments recorded.

B. DATA ANALYSIS PLAN

The specific analysis plan should be developed prior to testing. The analysis plan must describe the data that
will be required to be collected during the test, show how the data will be analyzed, and describe the statistical
tests that will be used in analyzing the collected data. It is recommended that the data analysis plan be validated
by generating artificial data and performing the analysis on that data.

The resulting data collection and analyses plan should be a principle part of the test plan. The test team
should be allowed flexibility in case of unanticipated data outcomes, and thus should not be rigorously held to
the initial plan. However, each deviation from the plan should be documented with supporting rationale. In any
event, the initial hypotheses and the associated criteria must not be changed.

C. SELECTION OF TEST BAGS

In order to determine the quantity and the characteristics of the specific bags to be used in the testing, a
statistically valid approach must be followed. The final set of bags will be selected by the test team from a
distinct population of bags (generated by the process described in Chapter A3)
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for which the data collected on bag characteristics will have been collated to statistically describe the multi-
variate frequency distribution of the characteristics.

The set of bags to be used could be selected from FAA-held ''lost'' bags, fabricated by an FAA appointed
team, or actual passenger bags. When non-passenger bags must be used, it would be beneficial if the test team
could use several groups of bags for each given population, each group representing a typical set of bags for that
population.

One of the following approaches should be used for selecting the final bag set.
- Select Representative Bags When Non-Passenger Bags Are Required. For each of the different

populations, designated in Chapter A3, a set of test bags must be available that reflects the multi-variate
frequency distribution of the characteristic measurements of bags from that population. A stratified sample of
bags from that population should be used; i.e. for each characteristic, its range is partitioned so that an equal
frequency of observations are observed in each of the partitions. This generates multi-dimensional cells such that
the marginal frequencies of occurrence of each characteristic are equal. Then the multi-variate frequency in each
cell is observed and a proportional number of bags are selected to represent each of the cells. For example, if 20
cells are established (each cell representing 5 percent of the population which has the multi-variate frequency of
the characteristics as represented by that cell), one bag should be selected from each of the cells, each bag having
the characteristics associated with that cell. This would generate a sample of 20 test bags representative of the
population. If a sample size of 40 is required, then two bags should be selected from each cell, etc.

If it is not possible to do the above—for example because the number of characteristics is too large to allow
for this approach—drop the least critical characteristic and continue, reducing the set of characteristics until the
process can be accomplished. The unaccounted-for characteristics can then be handled by statistical techniques.
Alternatively, ensure that at least one bag is selected for each of the non-zero cells, and then use the same
statistical techniques to account for the non-representative sample of bags.

Another possibility is to estimate the correlation between the variables being measured and attempt to use a
transformation function, which might assist in the above process.

- Select Bags At Random. If the above process is not possible because of the large number of characteristics
or not having an understanding of the correlation between the characteristics, etc., statistically random samples
can be taken from the population of bags.

- Use Actual Passenger Bags. If the equipment is set up at an airport terminal (handling bags from one of
the chosen populations) passenger
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checked bags can be used to estimate the false alarm rate (as discussed in Chapter A3). To test for the detection
rate, it may sometimes be possible, with the cooperation of the passengers, to use their bags for incorporating
explosives (or simulants).5

Alternatively, a "Red Team" can be used to package bags with explosives or simulants that appear to be
headed for the same destinations as the actual passenger bags. These bags should be clearly identifiable to the
test team (but not the equipment operators) so that they can be retrieved once they have been processed. Under
this approach, the "Red Team" determines what will be placed in the bag and where it will be located. This
approach will provide estimates of the false alarm probability for the time period being observed, using actual
passenger bags, and estimates of the detection probability either using the modified passenger bags or fabricated
bags.

D. NUMBER OF TEST BAGS REQUIRED

The FAA may specify the minimum number of test bags and observations required to be processed for
certification testing. In any event, the number of observations required for the test can be computed from the
values of the FAA-provided minimum PD and maximum PFA, the particular statistical evaluation methodology
employed, and the associated desired levels of statistical confidence.6

Confidence interval estimation is a standard method used in classical statistical inference. (In general, an
interval estimate of a population parameter is a statement of two values between which there is a specified
degree of confidence that the parameter lies.) It is normally desirable to have a narrow interval with a high
confidence level. Using this approach to calculate the number of observations required to estimate PD, assuming
a 95 percent confidence level with a confidence interval half-width of 0.03, the required sample size of bags with
explosives can be approximated by the relation:7

Substituting for the constants and ignoring the higher order term, the expression reduces to: 4,300*(PD) (1-
PD). For a PD of 0.90, the required sample size would be 387 bags containing explosives.

5 This can only be accomplished if the threat can be realistically utilized on the outside of the bag to measure PD. If the
threat must be placed inside the bag this approach should not be considered.

6 For example, see Snedecor and Cochran, Statistical Methods, Iowa State University Press, 1978, Chapters 2, 4, and 8;
and Brush, "How to Choose the Proper Sample Size," Volume 12 in the ASQC Basic References in Quality Control:
Statistical Techniques, Cornell and Shapiro editors, American Society for Quality Control, Milwaukee, Wisconsin, 1988.

7 Snedecor and Cochran, op cit, pp 58–59, p. 113, and pp 211–212.
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Another classical statistical inference method is hypothesis testing. A null hypothesis is a statement about a
population parameter; the alternative hypothesis can be a statement that the null hypothesis is invalid. The
hypothesis testing methodology chooses between competing choices at a specified significance level. There are
two possible sources of error: reject the null hypothesis when it is in fact true (Type I error), and accept the null
hypothesis when it is in fact false (Type II error). While the interval estimation method only allows for the
control of the Type I error (a 95 percent confidence level sets this error at 5 percent), the hypothesis testing
method allows for the control of both Type I and Type II errors. For example, assume that the null hypothesis is:
"the probability of detection, PD, of the tested device is equal to or greater than 90 percent." The alternative
hypothesis can be formulated as: "the probability of detection, PD, of the tested device is less than 90 percent."
For a PD, of 0.90, setting the Type I error at 5 percent, setting the Type II error at evaluating it at PD of 85
percent, the sample size required to discriminate between the two hypotheses is estimated to be 470 bags
containing explosives.8

The above methods can also be used to determine the number of non-explosive containing bags required to
estimate the false alarm rate. The specified minimum PFA should be substituted for PD, and the same formula
applied.

When non-passenger bags are being used, it is recommended that the number of observations be obtained
by sampling a given bag without the explosive and the same bag with the explosive threat a minimum of six
times each. Thus approximately 1/6 if the above number of calculated bags would be required for the number of
observations. It is further recommended that these bags be chosen such that there are multiple groups (i.e., 6
groups of bags) which are each representative samples of the population being considered.

If the "Red Team" approach is being used, it may not be feasible to test each bag with and without
explosives.

E. SELECTION OF THE NUMBER OF THREAT ARTICLES

The actual number of threat articles (explosives or simulants) to be used for detection determination will
depend, in part, on the number of bags available to conduct the testing. For each defined threat, multiple samples
may be required to facilitate the testing. For example, if there are 5 distinct threats, then 4 samples of each threat
would be required to provide 20 test articles.

The determination of the number of detection test articles must be made early in the planning process if
simulants are required, so that the simulant validation testing can be completed prior to the testing and a suitable
amount of the simulants made available.

8 Brush, "How to Choose the Proper Sample Size," op cit, Equation 5.3, page 20.
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A5 TEST EXECUTION

At this point, the test team should have accomplished the following:

•   Examined and studied the explosive detection equipment to be tested, and fully understand the relevant
technical issues and characteristics of the equipment. (If the test team does not fully understand the
equipment to be tested, they may not be able to assure the FAA that the equipment has been adequately
tested.)

•   Examined the raw data and processed data pertaining to the critical characteristics of the explosives and
the baggage that will be used in the measurements.

•   Selected the set of bags to be used in the testing and understand how these bags represent the population
of bags being considered.

•   Determined the threat samples and countermeasures to be used during the testing.

The following areas should be considered by the test team in the execution of the testing:
• Independence from the Manufacturer
Although the test team may be required to rely heavily on factory personnel for support in conducting the

tests, procedures must be established to minimize the possibility that the contractor could influence the test
results. Toward this end, at least one member of the test team should participate in:

- supervising and overseeing all operations of each test including placement of threats in bags;
- numbering and sequencing bags through the tested equipment;
- identifying and manually recording data on each bag as it was being processed;
- verifying that any internal computer identification system does not affect the measurement system; and
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- disconnecting computer modems and any other outside manipulative devices to isolate the equipment
from the outside world.

As required, the equipment manufacturer should train FAA selected personnel to operate the equipment
during the test. The personnel chosen should be representative of types that are expected to operate it when it is
in the field, in terms of education, experience, skill level, etc.

• System Reproducibility
During all test periods, the test team should collect data for the purpose of assessing measurement

reproducibility by taking repeated measurements of a controlled set of bags. For example, during each test period
a set of control bags should be repeatedly processed before, during, and at the conclusion of each days test, in
order to provide assurance and documentation that the detection response has not changed significantly during
the test sequence. If the test team determines that the response has changed, the test may have to be repeated
unless an acceptable answer to why it occurred can be provided to the test team.

• Other Areas

- The test team shall directly supervise the placing, moving or removing the threats in the bags being tested.
- The test team should control the threats with an established chain-of-custody procedure.
- At the end of each test day, print outs of all test data should be collected by the test team; a backup

package should be available for the FAA, and this data retained for possible future use/confirmation.
- All available data should be collected, even if it will not be used immediately. At a minimum, threshold

values and alarm/no-alarm readings on each item tested should be recorded. All parties should sign off
on the data packages each day.

- The equipment manufacturer should be informed of all data requirements (by the test team) as early as
possible.

- Prior to any testing, the team should dry run each significant set of test conditions to insure that the
equipment is properly functioning in an operational mode.

- If possible and appropriate, all tests and test activities should be video/audio recorded.
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- The equipment being tested will be used as set up by the manufacturer i.e., there will be no non-routine
changes or adjustments made during the evaluation testing.

Annex III contains a model test scenario that could be used to guide actual testing.
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A6 ANALYSIS AND EVALUATION OF TEST DATA

Once the tests have been completed, the test team will be required to prepare a report of the test findings. It
is important that the original test data for detection devices (EDD) be retained so as to allow the FAA to estimate
EDS capabilities prior to certification testing. The testing program should have produced most of the following
data and information:*

•   Detection characteristics measured.
•   Det of explosives/simulants used.
•   Bag populations used, including justifications.
•   System calibration results.
•   Threshold settings used.
•   Number of bags used and the selection process.
•   Simulant validation data, as appropriate.
•   Detections observed data.
•   False alarm observed data, including for verification testing, the types and causes (if known) of false

alarms.
•   Bag processing rates data.
•   Observed sensitivity of instrumental response to placement location of explosives in a bag.
•   Vulnerability to countermeasure as appropriate. Using well known statistical procedures.9-10

•   The fraction of detections observed, p(d) for different bag populations and different threats.
•   The fraction of false alarms observed p(fa) for different bag populations.
•   The estimated processing rate of the baggage, r.

For illustrious purposes, if one assumes that all tested bag populations are equally likely, stratified sampling
of the bag populations is used, and all threats and threat locations tested were equally likely, then unbiased
estimates of PD, PFA, and r are given by:

* NOTE: Some of these results may be classified in accordance with the FAA's Security Classification Guide.
9 Snedecor and Cochran, Statistical Methods, Iowa State University Press, Ames, Iowa, 1978.
10 Hamburg, Statistical Analysis for Decision Making, Harcourt Brace Jovanovich Publishers, 1987.
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•   p(d)=(# of detections)/(total # of possible detections),
•   p(fa)=(# of false alarms)/(total # of possible false alarms),
•   r=(time required to process all bags)/(# of bags processed).

If any one of the above assumptions is not true, then these fractions must be computed for appropriate
subsets of the test data and these fractions weighted to account for any differences (for example, if the bag
populations or threats are not equally likely). At some point the test team should provide a composite fraction for
the test for use by the FAA.

Finally, the test team report should contain all of the raw data generated during the course of the testing, as
well as the reduced data, and include all of the detailed calculations showing the complete test design and how
the results were obtained from the data collected. This report should be sufficiently detailed and transparent so
that any competent technically trained individual could completely follow the test and results to its logical
conclusions, and be able to duplicate the test program if desired.
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ANNEX I A STANDARD SET OF BAGS AND THREATS
FOR TESTING BULK EXPLOSIVE DETECTION

DEVICES OR SYSTEMS AT AN FAA DEDICATED TEST
SITE

It is recommended that the FAA take the following actions:

•   A Standard Bag Set should be established for use by all EDS tests. The Set should be large, say on the
order of 1,000. The bags should be selected from FAA-owned "lost" bags, altering bags as necessary to
ensure that the Set contains random samples of actual passenger bags with representative contents for
different times of the year (seasonal varations) to different destinations (e.g. cold or hot climates) by
different types of travelers (e.g. business travelers, tourists, etc.). They should include different types of
bag material, varying contents, different shapes, sizes, and weights.

•   A Standard Threat Package should be established which would include the specified threat types, at the
minimum weights deemed to be important and in the shapes that are of concern. It is recommended that
at least five replicates of each specific threat item be produced with the actual explosive, as well as at
least five simulants of each threat type.

•   Certification testing should be conducted at an FAA facility, using the above Standard Bag Set and the
Standard Threat Package. These items, or a duplicate, should be made available to the vendor prior to
the actual testing so that the contractor can determine using parametric tests, the thresholds of the
system being offered for test. Since the above items must not be tampered with, they must be sealed in a
manner to protect their integrity. The vendor should be encouraged to conduct their tests at airport
facilities whenever possible.

Four subsets of bags with the Standard Bag Set should be established, each subset containing bags of the
same material, i.e., 100 aluminum bags, 500 cloth bags, 50 leather bags and 450 plastic bags, or whatever is
deemed to be operationally representative of the proportion of passenger bags. The contents of the bags in each
of the subsets should reflect typical seasonal wardrobes for spring, summer and winter.11 Approximately one-
third of the bags in each subset should contain contents reflecting each of the three seasons. For each subset,
approximately one-third should be light in weight,

11 Spring, summer, and winter are not precise terms. They have been determined empirically from TNA testing in which
the nitrogen contents of baggage has been observed to undergo distinct shifts.
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one-third should be average in weight, and one-third should be heavy in weight. Table A1 is representative of the
above allocation. The FAA will need to determine the proportion of bags according to bag material. Once this is
done, the allocation of number of bags in each cell can be determined. This suggested break-out of bags should
be updated as additional testing experience is gained.

These bags should then be barcoded and well marked so that they can be easily read by a barcode reader as
well as by visual means.

TABLE A2. Possible Make Up Of 1000 Standard Bags

TYPE OF BAG LIGHT-WEIGHT MEDIUM-WEIGHT HEAVY-WEIGHT

ALUMINUM SPRING
SUMMER
WINTER

11
11
11

11
11
11

11
11
11

CLOTH SPRING
SUMMER
WINTER

56
55
56

55
56
55

56
55
56

LEATHER SPRING
SUMMER
WINTER

6
5
6

5
6
5

6
5
6

PLASTIC SPRING
SUMMER
WINTER

50
50
50

50
50
50

50
50
50

With respect to the Standard Threat Package, the FAA should also determine if the threats need to be
inserted into the bag for test purposes. If not, then threat packages should be developed which can be placed on
the outside of the bags which are being tested for threat detection. The threat packages should also be barcoded
and well marked. If the threats must be placed inside of the bags, then the threat package should be so
constructed so that it will not move inside of the bag.

There should be two different kinds of threats, one in which the bag is the bomb (i.e., the explosive is
molded along the side(s) of the bag in sheet form), and the other in which the bomb is placed inside of the bag
(i.e., it is not in sheet form).

For parametric testing, the tests should be conducted so as to allow estimation of the PD versus PFA curve
for different detection levels. This will require that the threshold of the equipment be changed several times
during the test to accommodate, for instance, variations in the bags. One PD, PFA point will be (0,0) and another
will be (1, 1). If three more points can
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be established, then the FAA will have a reasonable estimate of the equipment capability. Figure A2 depicts a
possible outcome of the operational test of a TNA unit.

Parametric testing should give the FAA significant insight as to whether or not the system has a reasonable
possibility of passing certification testing. If at the end of the testing, the perceived likelihood of passing the
certification test is low, the contractor should be told that no certification testing will be conducted until the FAA
determines there is a reasonable possibility of success.

With respect to certification testing, the FAA should, at a minimum, specify the relative weights assigned to
each of the threat items, as well as the minimum acceptable average PD (i.e., across all appropriate weighted
threats) and maximum acceptable average PFA. The outcome of this test should be pass or fail.

Figure A1. Seasonal Variation in TNA Detectivity Versus False Alarm Rate
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ANNEX II VALIDATION OF SIMULANTS

Annex II contains a detailed statistical analysis procedure for validation simulants.

1. Test Procedures.

Explosives will be placed in bags representative of the total set of population of bags being tested. The bags
are then inspected by the equipment, and the resultant values of each of the characteristics are recorded. Then,
using the same set of bags but replacing the explosives in the same location with explosive simulant, repeat the
test. Note: if possible, the selection of the location should be such as to provide high signal-to-noise ratio in order
to facilitate the explosive-simulant comparison. All bags should be sampled at least ten times with the explosive,
with the corresponding simulant and with neither. By comparing the average and the variances of the reading of
the characteristics with explosives in the bag, with the average and the variances of the readings of the
characteristics with the simulated explosive in the same bag, the validity of each simulant can be determined.

For example, in order to test simulants of ten explosive types identified by FAA, fifteen bags, covering the
population range of the characteristics being measured, are recommended for use. Five empty bags (containing
neither explosive nor simulant, but only the normal contents of the bag) would be randomly placed among the
ten bags containing either explosives or simulants on every one of the major runs that are used to obtain data on
the explosives and the simulants. One purpose of using the same empty bags on each run is to collect data to
evaluate if the equipment has ''memory,'' in that if higher values of characteristics are being measured on a given
run (as a result of ten bags containing explosives or simulants) then the equipment might be reading higher on all
bags, including the empties. A second purpose is to collect large quantities of data of a selected number of bags
to estimate the variability of the measurements from the selected bag set. This should be used to reconfirm the
bag selection process for validation testing and to help guide the test team in the bag selection process for testing
at an airport terminal. The test team must monitor all aspects of the validation testing, record data for each bag
processed, verify the sequencing of bags through the detection equipment, place all explosives and simulants in
the appropriate bags, and observe the verification tests of each of the samples of explosives used for comparison
against the simulants.

2. Test Results.

The detailed data collected on each bag will be maintained by the FAA. The mean value and standard
deviation of the measurements of the characteristics for empty bags, the bags with explosive and the same bags
with the simulated explosive should be recorded and compared. For each
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characteristic, its mean value for the bags with an explosive is compared to its mean value for the bags with the
simulated explosive using conventional statistical analyses, such as F-tests and t-tests. A priori, the test team
should select the critical region for both the F and t tests (i.e. , reject the hypothesis that the simulant is
representative of the explosive with respect to the characteristics being considered). This region is usually
selected to be at the a=5 percent level.

Based on this data, simulants are accepted or rejected using the "t test." The rejected simulants may be
reworked (if possible) and rerun through the equipment. This process may be continued in an attempt to validate
as many simulants as possible. For overall confirmation, analysis of variance can be performed to determine if
differences of the mean value of the characteristic of the bags with real explosives and the mean value of the
characteristic of the bags with simulated explosives were zero (using the F-test, with the associated test of
homogeneity). The detailed statistical approach that can be used is described in any statistical analysis book.

The validated simulants should be suitably marked and immediately placed in the custody of the test team
who will then deliver them to the test site at the appropriate time. If the simulant characteristics can change over
time, the simulants should be revalidated after appropriate time periods.

The decision to be made is whether or not a given simulant gives a similar enough response to that given by
the real explosive as far as equipment operation is concerned, namely detect or no detect. The following testing
is recommended for the validation process.

Start with a representative group of J+Q bags where J equals the number of different explosive types being
simulated and Q represents a small number of additional bags. For the j-th explosive type, there are m(j)
simulants which need to be validated. Here the m(j) depends on the test design. These J+Q bags are run through
N times for each of the three conditions, (1) with the explosive, (2) with the matching simulants, and (3) with
neither (to check on additivity of the measurements and to ensure that the bag characteristics have not changed
over the testing period). The explosive and its matching simulant are also placed in the same bag in the same
position, that position being where the measurements of the characteristics are considered to be optimal for
measurement purposes.

The set of characteristic measurements of the bag are the determining operational variables used in the test.
Thus the primary data can be considered as three matrices:

where (1) is the observed value of the i-th characteristic in the k-th bag, (2) is the observed value of the i-th
characteristic with explosive type E(j) in the k-th bag, and (3) is the observed value of the i-th characteristic with
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the explosive replaced by the m-th simulant of the j-th type explosive, S(j, m), in the k-th bag. Here,

The following process is recommended:

(i)  Run K+Q bags through N=10 times without explosives or simulants. This data is needed to ensure
that the bags being used are representative of the bag population they are thought to be representing
and to check for additivity of the measurements;

(ii)  Place the J explosives in the K bags, selecting the assignment at random, all in the same location,
that being where the a{} readings are expected to be least variable. If appropriate, use the flip/twist
move procedure, described above, to sample the a{} at different relative locations in the equipment.
Run the K+Q bags through N=10 times;

(iii)  Replace each of the J explosives with a simulant of that explosive, S(j,m), and repeat (ii), continuing
this until all simulants have been tested in bags which contained the appropriate explosive;

(iv)  At the beginning of each new day of testing and at the end of the testing, repeat (i).

3. Analyses for the Validation of Simulants

Let

A{}=Sa{}/10

be the mean value of the respective reading, taken over the 10 observations on the k-th bag, and

v()=S[a{}-A{}]2 /9

be the sample variance.
In order to validate a simulant, we are testing the hypothesis that the population mean as estimated by A{i,E

(j),k} is equal to the population mean as estimated by A{i,S(j,m),k}, given the populations are normally
distributed with equal variances. Three statistical tests can be used to determine if these samples came from the
same distribution, so as to justify the validation of the m-th simulant of the j-th type explosive.

a. The Significance of the Difference Between Two Sample Means.

In this approach only one bag is used for the testing of the explosive and the simulant of that explosive.
That bag (say the k-th bag) should be randomly assigned for a given simulant and explosive pairing.
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For a simulant of the j-th type explosive, one now tests that A{i,S(j,m),k}=A{i,E(j),k}, for all m=1,. . .,m(j)
and for all characteristics i=1,. . .,I. If, for each of the I characteristics, the two sample means are not
significantly different at the 1-a level of significance using the two-sided alternative, we will declare the m-th
simulant to be validated, at the 1-(1-a)I level of significance.

To make such a statistical test, one must first determine if the two observable random variables, for each of
the I characteristics, have equal variances or not. To test this one uses the Snedecor F statistic computing

F(9,9)=V(i,j,m)/v(i,j,m),

where by convention V() represents the larger of the two variances, and v() the smaller, and (9,9) are the
respective degrees of freedom.

If the F-value proves to be not significantly different than 1, using once again the 1-a level of significance,
one can pool the two variances into a single variance

v(i,j,m)=[9v(i,E(j))+9v(i,S(j,m))/18

Then the student t-test statistic is

t(18)=[A{i,E(j),k}-A{i,S(j,m),k}]/[v(i,j,m)*2/10].5

If |t(18)|<t(18|1-a/2), for each of the I characteristics, the simulant will be declared to be validated at the 1-
(1-a)I.

If, however, the F test of the two variances shows them to be significantly different, then the simulant does
not exhibit the same properties as the explosive and should be rejected. In this validating approach each of the m
simulants are considered independently even though some of them are simulating the same type of explosive.

b. The Paired Difference Approach.

Since the values of a{} come from the same bag with the explosive and its matching simulant in the same
position in the bag, it is natural to consider the paired difference approach to test the correspondence between a
simulant and the explosive.

In this approach, one uses the differences

d{i,j,m}=a{i,E(j),k}-a{i,S(j,m),k},

where the pairing over the 10 observations are randomly assigned. The population of such differences has
an expected value, E(d{i,j,m})=0 if indeed the m-th simulant faithfully represented the j-th explosive for the i-th
characteristic. An appropriate null hypothesis to test would be
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H(0): E(d{i,j,m})=0,

against the two-sided alternative,

H(1): E(d{i,j,m})=|= 0.

Once again the m-th simulant could be accepted as being validated if the null hypothesis is not discarded at
the a level of significance for all of the I characteristics. The test statistic to use in making this test is:

t(9)=D(i,j,m)/[v(d(i,j,m].5

where D(i,j,m)=Sd(i,j,m)/10, taken over the 10 samples, and

v(i,j)=S[d(i,j,m)-D(i,j,m)]2/9.

Note that in using this test we have lost 9 degrees of freedom and as a result this test would be preferred
only when there is a relatively high correlation between a{i,E(j),k} and a{i,S(j,m),k}. Here again, each simulant
would be subject to its own validating decision.

c. The Analysis of Variance Approach.

It should be noted that d(i,j,m) as defined above, can be considered in an Analysis of Variance for each
explosive type j. The Analysis of Variance approach provides a statistical test of the composite null hypothesis:

H(0): E[D(i,j,m)]=C, for all i and m

against the alternative,

H(1): E[D(i,j,m)]=|=C, for some i or m.

The Analysis of Variance table would simply be

Analysis of Variance

Source of Variation Sum of Squares Degrees of Freedom Mean Squares

Among simulants SS (Simulants) m(j)-1 SM

Within simulant (Experimental Error) SSE m(j)*(I-1) SP

Total SST I*m(j)-1
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Here

SM=I*S(D(j,m)-D(j)2/(m(j)-1)

SP=S(S(D(i,j,m)-D(j,m))2/m(j)*(I-1)
and
D(j,m)=SD(i,j,m)/I, D(j)=SSD(i,j,m)/m(j)*I

We can then test the above hypothesis by selecting the level of significance a and assuming homogeneous
variance, establish the critical region (reject H(0)) as

F>F1-a(m(j)-1, m(j)*(I-1))

where

F=SM/SP

This test can then be applied for every one of the J explosives. Tests such as this are available on most
computer's statistical packages.

If the null hypothesis is accepted, then one needs to test the hypothesis that the constant C=0. One approach
to this test is the use of the t-test.

In using this test if the composite null hypothesis is not discarded all simulants of the j-th type explosive
would be declared to be validated. However, if the null hypothesis is discarded, none of the simulants would be
validated. There is an approach that allows one to also examine a wide variety of possible differences, including
those suggested by the data itself. This test is based on the range of the m(j) observed means (we are looking at
the difference between the smallest and the largest observed values). The reader is referred to Introduction to
Statistical Analysis, Dixon & Massey, Second Edition, pages 152 to 155.

d. Measurement Additivity.

As was mentioned above only one bag is used to validate the simulants of a given explosive. This is
acceptable if the measurement system is additive, that is, if the measurement of the characteristic of the
explosive plus the measurement of the characteristic of the bag statistically equals the measurement of the
explosive in the bag. If this is not the case, then the validation of the simulants will require testing over a
representative set of bags, for each explosive threat. Hence one must first test for additivity of the measurements.
This is done by taking measurements of the explosive in the absence of any background which would interfere
with the measurement of the characteristics of the explosive. These measurements are repeated 10 times (as in
the above). One then compares the sum of average reading of the explosive and the average reading of the bag
(which is associated with the testing of that explosive, but not containing the explosive) with the average

ANNEX II VALIDATION OF SIMULANTS 76

Ab
ou

t t
hi

s 
PD

F 
fil

e:
 T

hi
s 

ne
w

 d
ig

ita
l r

ep
re

se
nt

at
io

n 
of

 th
e 

or
ig

in
al

 w
or

k 
ha

s 
be

en
 re

co
m

po
se

d 
fro

m
 X

M
L 

fil
es

 c
re

at
ed

 fr
om

 th
e 

or
ig

in
al

 p
ap

er
 b

oo
k,

 n
ot

 fr
om

 th
e 

or
ig

in
al

 ty
pe

se
tti

ng
 fi

le
s.

 P
ag

e 
br

ea
ks

 a
re

 tr
ue

to
 th

e 
or

ig
in

al
; l

in
e 

le
ng

th
s,

 w
or

d 
br

ea
ks

, h
ea

di
ng

 s
ty

le
s,

 a
nd

 o
th

er
 ty

pe
se

tti
ng

-s
pe

ci
fic

 fo
rm

at
tin

g,
 h

ow
ev

er
, c

an
no

t b
e 

re
ta

in
ed

, a
nd

 s
om

e 
ty

po
gr

ap
hi

c 
er

ro
rs

 m
ay

 h
av

e 
be

en
 a

cc
id

en
ta

lly
 in

se
rte

d.
 P

le
as

e
us

e 
th

e 
pr

in
t v

er
si

on
 o

f t
hi

s 
pu

bl
ic

at
io

n 
as

 th
e 

au
th

or
ita

tiv
e 

ve
rs

io
n 

fo
r a

ttr
ib

ut
io

n.

Copyright © National Academy of Sciences. All rights reserved.

Detection of Explosives for Commercial Aviation Security 
http://www.nap.edu/catalog/2107.html

http://www.nap.edu/catalog/2107.html


reading of the bag with the explosive. The above Analysis of Variance approach is suggested for testing for
additivity of the measurements.

4. A Recommended Approach for Validating Simulants

Repeated use of the Analysis of Variance approach appears to be appropriate. If in its initial use, none of the
simulants are validated, individual t-tests should be run and the simulant which differed most significantly from
its null hypothesis would be declared to be invalidated and dropped from the group of simulants being tested.
The Analysis of Variance approach would then be repeated using the reduced group. This process would be
repeated until a final reduced group of simulants would be declared to be validated. This is then repeated for all
of the J explosives.
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ANNEX III MODEL TESTING SCENARIO

The following testing scenario is a model that could be used for the actual testing. For explanatory purpose
only, it will be assumed that 20 threats are available to conduct the test. If passenger bags cannot be used, then it
is suggested that for each of the bag populations, six groups of twenty bags be selected as representative of that
population. If it is not possible to "reproduce" the distribution because an adequate number of bags is not
available, a statistical weighting process could be used to "match" the distribution.

After having selected the six groups of twenty bags, randomly order the bags in each group with the first
group, called A1, A2, . . ., A20, the second group called B1, B2, . . ., B20, etc. To accomplish this, one can use a
random number generator or a table. Next, the first 10 B bags are randomly intermingled with the first 10 A bags
and the second 10 B bags with the second 10 A bags. Twenty threats are then randomly assigned to the 20 A
bags. Each newly defined group of ten A and ten B bags are then processed through the equipment. Each time
the group of twenty bags is processed, the threat location in the bag is changed by flipping and/or twisting the
bag. Figure A2 shows the 15 possible locations in the bag and 9 locations that should be used since they
represent all 15 locations.

Figure A2. Threat Placement Locations
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The threats are then transferred to the B bags in the group and again processed through the equipment. In
this manner, one is able to obtain measurements on A bags with threats and B bags without and on B bags with
threats and A bags without, obtaining 9 observations on each bag. Then testing proceeds with C & D bags (using
the same process-replace A with C and B with D) obtaining 9 observations on each combination. Finally testing
is done with E & F bags (using the same process—replacing C with E and D with F) obtaining 9 observations on
each combination. The total number of observations on empty bags is 1080 while the number of observations on
bags with threats is 1080, with each threat being tested in 6 different bags, and in 9 locations in each bag.

Before running the six groups of twenty bags through the equipment, two control bags should be processed
10 times, one bag without a threat and the second bag contained one of the threats. This set of two bags should
be processed in a similar manner at various times during the tests and also at the end of each day. Comparing
these measurements assure the test team that the equipment readings are not varying over the duration of the tests.
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APPENDIX B GLOSSARY OF TERMS

Bulk Detection Sensing some physical or chemical property of an object under investigation. Usually used to
differentiate from vapor detection which collects and analyzes volatized molecules.

Certification Test A pass/fail test conducted by the FAA to determine if an EDS meets the EDS Performance
Standard. The EDS must be a production version. If an EDS passes the certification test, it is
qualified from an operational point of view to be deployed. It does not necessarily mean it is
certified for deployment.

EDD Explosive detection device. This is an instrument which incorporates a single detection method
to exploit one or more common physical property of explosive materials for detection purposes.

EDS Explosive detection system. This is a self-contained unit composed of one or more devices
(EDDs) integrated into a system. It includes automatic detection, all necessary computer
hardware and software, and baggage movement, positioning equipment, calibration methods,
and maintenance procedures.

False alarm An indication that explosive material is present when in fact there is no explosive material;
also known as a false positive.

FFRDC Federally Funded Research and Development Corporation. A not-for-profit private corporation
which is chartered to only perform specialized work for federal agencies; prohibited from
competing with private industry.

Full Level Threat The full level (100 percent) threat is the minimum amount and configuration of a specific
explosive material which would reasonably be expected to cause catastrophic damage to
commercial aircraft in service.
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Reference Refers to an accepted or validated instrument that can be used to Instrument establish another
instrument to give the correct reading.

Interferent A substance that causes a response in a particular detection instrument that is similar enough to
a real explosive that its response cannot be discriminated from a real explosive.

p(d) An estimate of PD derived from analysis of test data.. The formula is given by: p(d) = (# of
detections)/(total number of possible detections)

p(fa) An estimate of PFA derived from analysis of test data.. The formula is given by: p(fa) = (# of
false alarms)/((total # of possible false alarms)

Parametric Testing Testing conducted to quantitatively measure critical performance parameters as a function of
key variables.

PD True probability of detection. It is a measure of Sensitivity.

PFA False alarm rate; i.e. probability of sounding an alarm when no threat is present. Also known
as false positives.

Qualification Test An test conducted on an EDD or EDS to verify the performance claims of the manufacturer.
Results can be in the form of parametric performance data.

R Average time (in seconds) required to process a bag by an EDD or an EDS. This is affected by
the instrumental method, the time required for the processing of the detection algorithms, and
the bag transport system.

r An estimate of R derived from analysis of test data. The formula is given by: r = (time required
to process all bags)/(# of bags processed)

Sensitivity Probability of detection of a threat, if a threat is present; i.e. a true positive. Same as PD.

Specificity Probability of not triggering an alarm if no threat is present; i.e. true negative. Calculated as (1-
PFA).
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T&E Test and Evaluation. This is the structured gathering of test data in accordance with a pre-
planned strategy in response to specific items of interest. The test phase is followed by an
analysis phase, which makes extensive use of statistical approaches to determine the values of
measured parameters and the significance of the data.

Terrorism Premeditated, politically motivated violence perpetrated against noncombatant targets by
subnational groups or clandestine state agents, usually intended to influence an audience.

Verification Test Same as Qualification Test.

Voxel Volume element. Usually used to describe the element which a detection method samples and
reports results. The number of voxels is a measure of resolution.

Z Atomic Number. Which is equal to the number of protons in the nucleus. Isotopes of atoms
have the same Z value, but different number of neutrons.
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