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Dedication

Dr. Sheldon Friedlander passed away on February 9, 2007, while
he was serving on the Committee on Protecting Occupants of DOD
Buildings from Chemical and Biological Release. The committee felt
honored to have worked with him on this report. Sheldon was a world
renowned expert in aerosol science and technology and a member of
the National Academy of Engineering. His hard work and dedica-
tion to the National Academies and the field of aerosol research will
always be remembered. Sheldon will remain fondly in the minds and
hearts of all who knew him.

—The staff and committee members of the Committee on Protecting
Occupants of DOD buildings from chemical and biological release
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Preface

biological or chemical airborne threat agents as a priority. Protecting
buildings from release of biological and chemical airborne threat agents
is only one aspect of DOD’s effort to develop an active defensive program. In its
simplest expression, protection of building occupants from biological and chemi-
cal airborne threats requires the creation and maintenance of a protective system
sufficient to deter such an attack and to minimize its impact should an attack
occur. The Immune Building Program was developed by the Defense Advanced
Research Projects Agency for that purpose. As the Immune Building Program
progressed from the research and development stage to the active deployment
stage, DOD reassigned management of the program to the Defense Threat Reduc-
tion Agency (DTRA). Prior to the inheritance of that program, DTRA determined
that a multifaceted look at building protection would be helpful in determining
the future of building protection efforts within DTRA. The National Academies
was asked to convene an expert committee to evaluate the proper terminology to
exchange information; the metrics to be used to evaluate test beds and current
deployments; the applicability of lessons learned from previous test beds and
deployments—both in the military and the public domain; the protocols to be
used; and the cost-benefit of different approaches and their relative risks. The ul-
timate goal of this study is to provide guidance in the complex-wide deployment
of building protection to DTRA. Although the requirement is simply stated, its
fulfillment is much more challenging.
The committee held four meetings in Washington, D.C., and St. Louis, Mis-
souri, from September 18 to December 19, 2006. The committee was briefed by
representatives of federal agencies and other entities that have deployed building

The Department of Defense (DOD) has identified acts of terror that employ

ix
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protection or relevant programs. On-site visits of test beds and current deploy-
ments were made at Fort Leonard Wood, Missouri, and Washington, D.C. The
committee also reviewed information available from the open literature, as well
as new materials prepared by experts.

Early in the study, the committee attempted to provide a detailed imple-
mentation plan for the deployment and operation of building protection. As the
committee delved more deeply into the study, it quickly became apparent that
designing and implementing building protection is a complex process that in-
volves many factors. Therefore, the committee’s approach was to develop guiding
principles to building protection. Although the charge concerned protection of
military facilities, the guiding principles provided in this report are applicable to
protection of public facilities as well. For many of the members of the committee,
the challenges to provide defense from biological and chemical threats have been
a lifetime concern, yet the present study provided an opportunity to examine a
little-studied component of that defense.

We, co-chairs, wish to express our sincere appreciation to the National
Academy project staff, who—behind the scenes—played an equal part with the
committee in ensuring the quality of this report. We also want to express our per-
sonal appreciation to the individual members of the committee for the dedication
and energy with which they tackled this challenging task. The report would not
have been possible without the perspectives of these experts, their valuable time
commitment, and their patience in integrating our diverse disciplines.

David R. Franz

Norman L. Johnson

Co-chairs, Committee on Protecting
Occupants of DOD Buildings from
Chemical and Biological Release
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Summary

everal widely publicized attacks using biological and chemical threat

agents in the last two decades have increased the urgency of protecting

buildings and the materials, persons, and critical operations housed in
them from these threats. To address that need, the Defense Advanced Research
Projects Agency (DARPA) initiated the Immune Building Program to design,
implement, and test a building protection system to make military buildings and
their occupants less attractive targets for attack with biological or chemical threat
agents. The Defense Threat Reduction Agency (DTRA), which is scheduled to
assume responsibility for test beds' and other results developed by DARPA’s Im-
mune Building Program, asked the National Academies to convene a committee
to consider existing work on preventing and mitigating the effects of airborne
biological or chemical threat agents released within or infiltrated into built struc-
tures. The committee was asked to provide general principles that can be derived
from those studies and existing test beds and to discuss the cost, benefit, and risks
of potential protection schemes (see Appendix A for the complete Statement of
Task). It is hoped that the results of this study will provide guidance for future
investments in the Immune Building Program and other building protection ef-
forts. The study committee included experts in technologies related to aerosols,
biological and chemical warfare threats, detection and identification of biologi-
cal and chemical threat agents, medical countermeasures, building design and
operations, indoor airflow, and risk assessment (see Appendix B for committee
member biographies). To gather information to address its task, the committee

'An environment created for testing that contains the integral hardware, instrumentation, simula-
tors, software tools, and other support elements to approximate real-world situations.
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2 PROTECTING BUILDING OCCUPANTS AND OPERATIONS

heard about the purpose, feasibility, and capability of prior and current building
protection schemes from representatives of various agencies and contractors in-
volved in building protection programs and test beds. Based on these briefings,
other documents, committee deliberations, and the committee’s collective exper-
tise, this report highlights basic principles and lays out the variables and options
to consider in designing and implementing building protection against biological
and chemical threats.

FACTORS THAT INFLUENCE THE DESIGN AND
IMPLEMENTATION OF BUILDING PROTECTION

Appropriate design and implementation of building protection is determined
by multiple factors, including (1) threat types; (2) activities housed within the
building and the mission of those activities; (3) the level of protection sought; (4)
limitations posed by procurement type, quality of design and construction, main-
tenance, and wear and tear of the building; and (5) availability of resources.

Threat Types and Threat Agents

This report addresses two threat types: airborne releases of biological threat
agents and airborne releases of chemical threat agents. “Threat agent” refers
to the biological or chemical agent used in an attack. Biological threat agents
considered here include bacteria (vegetative and spores), viruses, and products
of organisms (toxins). Chemical agents considered here include those that can
be dispersed as droplets or vapors. Because of the wide variety of biological and
chemical agents, their symptomatic progressions, and associated fatality rates,
the committee concluded that the best classification of threat agents is according
to the two most critical properties related to current vulnerabilities in building
protection—the ease of timely detection and the ease of timely treatment (see
Figure S-1). This classification treats biological and chemical threats equally
and addresses vulnerabilities from unknown threats. The ability to detect agents
ranges from agents that are visible to the naked eye to those that are difficult or
impossible to detect at levels of concern even with sophisticated equipment (see
Figure S-1). The time window for treatment likewise varies from several days for
threat agents that have long incubation or latent periods (slow-acting) to minutes
for threat agents that produce rapid onset of illness or even death (fast-acting).
Protection from difficult-to-detect and fast-acting threat agents is obviously the
most challenging building protection scenario.

Activities and Mission

Buildings are constructed for different purposes and have different activities
occurring within them. The need for protection varies among structures based

Copyright © National Academy of Sciences. All rights reserved.
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SUMMARY 3
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FIGURE S-1 Grouping threats on the basis of the ability to detect the threat and respond
in a timely manner.

on the activities and missions they serve. For example, a structure used as a
warehouse has different protection needs from one used to house troops or from
one used as a critical operations control center or a hospital. For some buildings,
a shut down of several days or several weeks for decontamination and recom-
missioning after a biological or chemical attack might be acceptable; in other
structures, continuity of operations is paramount. Building use, with respect to
its contents or occupants and their activities and mission, should play a large role
in determining the type and level of protection needed.

Levels of Protection

Different strategies can be chosen to provide varying levels of protection
across the spectrum, from no protection to strategies designed to totally eliminate
the exposure of personnel to an agent. Active or passive strategies can be used
to protect against threat agents. Passive measures provide protection by using
approaches that do not include identification and detection technologies. For ex-
ample, compartmentalization of spaces within the building, continuous cleansing
of airstreams, visual recognition of threats and their effects, and relying on the
integrity of the building as a whole to protect building occupants and contents are
passive approaches to protection. Conversely, active measures use identification
and detection technologies to recognize the presence of a threat agent and trigger
a response, but as a result of technological and operational complexity, they have

Copyright © National Academy of Sciences. All rights reserved.
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4 PROTECTING BUILDING OCCUPANTS AND OPERATIONS

more complex operation and higher risk of failure (including false positive and
false negative rates) than passive strategies. The committee defined four levels
of protection (LPs) that are not absolute but can be used to illustrate the compo-
nents needed and options available for achieving desired protection goals. These
levels of protection are qualitative, like the biosafety levels of microbiological
and biomedical laboratories. In some circumstances, advanced protection options
could be implemented without some of the low-level components.

e Level of protection 1 (LP-1) is a low-level passive protection that has
no sensors or additional options installed specifically to address biological and
chemical threat agents. LP-1 is provided by a well-maintained building that has
minimal air leakage through the exterior or interior of the building and has an
HVAC (heating, ventilating, and air-conditioning) system with sufficient filtration
and air exchange. Its construction methods are aimed at reducing particulates and
chemical vapors in the finished structure.

e Level of protection 2 (LP-2) is a high-level passive protection that does
not utilize sensors. Options for achieving LP-2 include site selection, addition and
upgrade of filters and adsorption units specific to biological and chemical threats,
compartmentalization and overpressurization of building interiors, filtration of
outdoor air, relocation of outdoor air intake vents, local air-washes,? security
protection in the surrounding area, and appropriate operational responses.

e Level of protection 3 (LP-3) is a low-level active protection designed
to detect and identify threat agents in time to execute therapeutic responses,
but not quickly enough to warn occupants of the threat before exposure occurs.
LP-3 requires a broad-spectrum detection and identification system that deter-
mines a threat agent within a time period necessary for operational response and
treatment.

e Level of protection 4 (LP-4) is a high-level active protection that can
detect and identify a threat agent in time to mitigate the release. LP-4 can detect
a threat early enough to make operational responses that prevent exposure, such
as redirecting ventilation or donning personal protective equipment.

The difference between LP-1 and LP-2 is the inclusion of options specifi-
cally for protection from biological and chemical airborne threats in LP-2. The
presence of detection and identification technologies for biological and chemical
airborne threats defines LP-3 and LP-4. Automated response to threat detection
separates LP-3 from LP-4. In general, active protection (LP-3 and LP-4) has
fewer vulnerabilities when implemented in conjunction with passive protection.
In this case, LP-3 or LP-4 is likely to include the virtues of LP-1 and LP-2.

2Local air-washes are areas that are provided with isolated, enhanced laminar airflow with local
filtration at the returns.
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SUMMARY 5

Procurement Method and Building Type and Condition

Building procurement method and building type could limit the options
that are available and the subsequent level of protection achieved in a build-
ing. Leased buildings that are partially or completely occupied by federal ten-
ants likely offer security planners fewer options than federally owned buildings
because of contractual constraints. Building type or interior layout affects a
building’s vulnerability to threat agents because compartmentalization or the lack
thereof can affect the spread of threat agents throughout the building.

A protection system designed to be integrated into newly constructed build-
ings is likely to have fewer limitations than a retrofit to an existing building.
Building protection systems cannot be standardized or even generalized be-
cause the physical characteristics of buildings—their age, quality of construction,
“leakiness”—and ongoing activities inside vary greatly within and across military
and civilian sectors.

Financial Resources

An integral part of the decision-making process when implementing a build-
ing protection system is cost consideration. The budget for building protection
obviously limits the design and implementation of the protection system. Pro-
tection systems in newly constructed buildings could be more or less expensive
than retrofitting an existing building depending on protection goals. In general,
the former is less expensive than the latter given the same level of protection,
especially if security needs are anticipated early in the pre-design and design
phases and are identified in a threat and risk assessment.

All monetary costs associated with a protection system within its lifetime
(life-cycle costs) need to be considered prior to its implementation. Fitting a
building with protection from biological and chemical airborne threats would
be unwise if a budget for operations and maintenance costs cannot be ensured.
Inadequate long-term operation and maintenance budgets can defeat the perfor-
mance objectives of the building and render investments in building protection
worthless. Complete life-cycle costs of a building protection system include the
initial costs of planning, design, and construction; cost of purchase, installation,
and periodic and preventive maintenance; cost of operation, repair, and replace-
ment of parts; and cost of upgrade of all its components. It should be noted that
in government facilities, long-term budgeting and planning for costs of operation
and maintenance are the exception rather than the rule.

Goals and Objectives for Protection

The goals and objectives of building protection vary depending on the mis-
sion and activities of each building. Clear definitions of goals and objectives for
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6 PROTECTING BUILDING OCCUPANTS AND OPERATIONS

building protection prior to designing, implementing, or deploying a protection
system are essential so that appropriate components of the system and metrics for
evaluation can be chosen. Because of variations in goals and in the factors that
influence the feasibility of building protection, protection systems clearly cannot
be designed generically. In defining goals and objectives, factors that influence
building protection can provide guidance in determining the feasibility and limi-
tations of desired protection options, thus determining the level of protection that
can be achieved. The committee has developed three recommendations related to
the design planning for building protection.

Recommendation 1: Clear and realistic building protection goals and
objectives should be defined prior to deploying protection systems.

Recommendation 2: Building protection systems should be designed
and implemented on a case-by-case basis for each structure to be
protected.

Recommendation 3: Life-cycle costs should be planned for prior to
deploying building protection systems.

COMPONENTS FOR BUILDING PROTECTION

A number of components can be used in building protection and applied in
different combinations to achieve different levels of protection. Components that
can be designed, modified, installed, or implemented to enhance building protec-
tion include the following:

*  Building design and planning strategies. These are passive strategies
for enhanced physical security, such as choosing a site with adequate standoff
from neighbors and protecting sensitive areas (such as fan rooms and filtration
and pump rooms) from unauthorized access.

*  Heating, ventilating, and air-conditioning systems. HVAC can be used
as a passive strategy that enhances protection from biological and chemical
airborne threats through zoning, enhanced particulate filtration, the addition of
continuous gas and vapor protection, and sensing and active control of airflows
and air treatment devices. HVAC can also be used as an active strategy if it is
coupled with validated sensor networks and used for threat mitigation.

*  Filtration. Using particulate and vapor adsorption filters with the high-
est feasible efficiency and replacing filters routinely are passive strategies to
enhance protection for even those threat agents that cannot be detected.

*  Detection and identification technologies. These technologies are a part
of an active protection strategy. They can include a sampling system to identify
the threat agent; sensors that actively monitor the presence of threat agents, ei-
ther periodically or continuously; and triggers that measure an event and initiate
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another action. The use of these technologies singly or in combination could
enhance the ability to respond to a threat by exposure prevention, mitigation, or
treatment.

e Operational responses. An overall concept of operations is an integral
and necessary part of planning and preparation because inappropriate response
actions can increase the hazard to occupants or missions. Operational responses
could include active HVAC responses, shelter-in-place,? use of personal protec-
tive equipment, or evacuation. Developing and practicing operational responses
will maximize protection from biological and chemical threats.

A protection system can be designed to use passive or active approaches or
both. Although active approaches, detection, and identification technologies are
necessary to achieve LP-3 and LP-4, the components of passive protection (LP-1
and LP-2) are integral in these active systems. Sensor systems cannot perform
to their best capacity without the high air quality provided by LP-1 and LP-2
systems. Similarly, LP-3 and LP-4 systems are not useful if operational plans are
not available and in place to respond to alarms.

ROLE OF TEST BEDS AND EXISTING DEPLOYMENT

The defense community has developed test beds and field studies to evaluate
the use of protection components, and it has active deployments that can provide
further data. Because the factors that influence protection and protective compo-
nents and technology vary from building to building and change over time, the
ability to extrapolate results from test beds and deployments is limited. However,
test beds, field studies, and deployments are valuable for evaluating the perfor-
mance of individual sensors under realistic conditions and for evaluating the
performance of integrated sensor systems and building protection systems (with
or without sensors). One advantage of test beds is that they can be configured
and challenged in ways not possible in an operational facility. Data collected on
degradation, maintenance, and operational and life-cycle costs of building protec-
tion systems in test beds—and, in time, from operational buildings—can be used
as points of reference for future analyses.

Because test facilities cannot faithfully duplicate specific operational build-
ings and data from actual biological or chemical attacks are sparse, modeling and
simulation are necessary for assessing building protection. Data from test beds
and existing deployments are important for developing and refining models, but
uniform test methods for data collection in the test beds and deployments are
necessary for data comparison.

3Shelter-in-place means taking refuge in a small, interior room with no or few windows. See the
following website for more information: http://www.redcross.org/services/disaster/beprepared/shel-
terinplace.html.
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METRICS AND SYSTEM EVALUATION

A well-conceived building protection strategy includes metrics to measure
the success of that strategy against building protection objectives. In addition to
measuring the performance of a protection system, metrics can provide a common
basis for comparison between different deployments and demonstrations. Protec-
tion metrics and operational performance metrics are used to gauge whether a
building protection system is performing as planned. Protection metrics, which
can include fraction of building exposed, fraction of occupants exposed, and
lives saved, usually measure against the protection goals. Evaluation of these
performance metrics requires either comprehensive testing in the facility or use
of modeling tools to infer values for the desired metrics. Operational performance
metrics, which may be less quantifiable than protection metrics, include response
time, user acceptance, adaptability to new technologies, and management of dis-
ruptions caused by false alarms.

There is no universal set of metrics that can be used to assess protection
systems of all buildings because of the uniqueness of each building, its use, and
the goals and objectives of its protection. The goals and objectives shape the
design and implementation of the system, as well as the appropriate metrics to
measure system performance. The committee makes the following recommenda-
tion related to metrics:

Recommendation 4: Because goals and objectives for protection drive
the choice of building protection system for each installation, metrics for
a building protection system should be based on these same well-under-
stood, clear goals and objectives.

A FRAMEWORK FOR DECISION MAKING

A systematic process that takes into account the building’s vulnerabilities and
risks of attacks, its physical limitations, the budget, and options for protection
using risk assessment and management approaches is needed to guide decision
making and cost-benefit analysis for building protection. Because of the complex
interactions of factors that determine the design of a building protection system,
establishing a systematic process that weighs these factors against different
protection options would help DTRA and other agencies to design appropriate
protection systems. Such a process would help optimize protection within the
physical limitations of the building, technological limitations of the components
(such as the HVAC system, filters, and sensors), and financial constraints.

Recommendation 5: Prior to implementation of a building protection
program, the Department of Defense (DOD) should establish a com-
plete framework for building protection that guides decision making for
each building to be protected. The decision-making framework should

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

SUMMARY 9

consider the following steps: (1) defining the objectives of building pro-
tection; (2) preparing a threat assessment; (3) establishing a risk as-
sessment; (4) developing a case-by-case plan for building protection;
(5) conducting a risk management analysis; and (6) analyzing costs and
benefits using appropriate metrics and modeling and simulation tools as
needed. The complexity of steps in the framework and the time required
for each step will depend upon the program and building protection
objectives.

PLAN FOR THE FUTURE

Although buildings, threats, and vulnerabilities are unique and dynamic,
there are some guiding principles for designing and implementing building pro-
tection. The level of protection needed depends on the goals and objectives
defined, the vulnerabilities of the building, and the risks of attack, which could
change over time as the building ages and the threat spectrum evolves. New threat
types could be developed and deployed as scientific advances remove technical
barriers. Cutting-edge building materials and techniques are being developed not
only to provide basic protection but also to provide a “healthy” environment for
building occupants. Predicting future needs and capabilities will be difficult, but
designing today with likely future capabilities in mind can lower life-cycle costs
of building protection systems and facilitate the utilization of future options.

Recommendation 6: Building protection should be designed to accom-
modate changing building conditions, emerging threats, and changing
technology. Both the deployed building protection and the framework
for deploying the building protection (proposed in Recommendation 5)
should be reviewed periodically for sustained performance in light of
changing resources and threats.

Protecting buildings from biological and chemical airborne threats is a com-
plex matter subject to many variables. These variables have a striking impact on
the feasibility and capability of the desired protection system. A well-defined
strategy for protection, starting at the design phase and continuing through the
deployment phase, combined with sound decision making, can lead to the best
options for reaching building protection goals now and into the future. Although
the principles of building protection might not change substantially over time, the
technologies for protection and the threats will likely change; therefore, periodic
reviews of strategies for building protection might be necessary.
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become potential targets of biological or chemical attack. In some ways,

humans inside buildings are even more vulnerable to terrorist attack than
humans outside. The anthrax incidents of 2001 demonstrated the impact of such
attacks on not only the occupants but also the operations conducted inside the
building. The Curseen-Morris postal facility (formerly Brentwood) was not in
operation for more than two years as a result of contamination with Bacillus
anthracis spores. The critical national security mission of the Department of
Defense (DOD) demands healthy employees working in functional buildings;
disruption of operations or prolonged closure is unacceptable. Therefore, DOD,
the Department of Homeland Security (DHS), and other agencies have programs
and test beds! to study and improve the means of protecting buildings from bio-
logical and chemical attacks. These test beds and programs include the Defense
Advanced Research Projects Agency’s (DARPA’s) Immune Building Program
(Bryden, 2006), the Joint Program Executive Office for Chemical and Biologi-
cal Defense’s Guardian Program, and the Safe Building demonstration in Salt
Lake City. What are the general principles learned from those programs and test
beds? What metrics could be used to assess system performance? How do exist-
ing programs and test beds inform the design and implementation of protection
systems for other buildings? The Defense Threat Reduction Agency (DTRA)
commissioned the National Research Council (NRC) to convene a committee to
draw together lessons learned and principles that might inform the design and

In the age of asymmetric warfare, buildings and other enclosed spaces have

' An environment created for testing that contains the integral hardware, instrumentation, simulators,
software tools, and other support elements to approximate real-world situations.

11
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implementation of protection systems against biological and chemical airborne
threats for new and existing DOD buildings.

STUDY CHARGE AND SCOPE

The committee was charged to address the following issues:

*  What metrics of performance are relevant to evaluate existing studies
and to use existing facilities as effective test beds for validating tools, testing
systems, and facilitating system technology transfer? Where a metric is not rel-
evant to all situations, identify and discuss its appropriate application. Discuss
situational use of a combination of all relevant metrics where appropriate.

*  What terms and definitions are required—for example, Tier 1 detector,
trigger, high-impact response, confirmatory test, and so forth—to allow commu-
nication and comparison among programs?

*  Consider the current protocols and setup of existing systems in use, in-
cluding both DOD and non-DOD efforts. What are the general features of existing
test bed facilities? Are there significant features in common? Do existing facilities
differ in significant ways, and how can these differences be exploited to forward
our understanding of building protection?

*  What collective principles can be derived from current building protec-
tion efforts? How can information gained from a test bed facility be extrapolated
to operational buildings with completely different designs?

*  What is the cost-benefit of internal building monitoring? Suggest a tiered
approach with varying levels of detection and protection capability, comparing
the relative cost-benefit among the tiers. Perform this assessment for both new
building construction and building retrofit, and correlate to an appropriate metric
(lives saved or fraction of the building exposed).

e Compare and discuss the relative risks of the possible tiers in a tiered
approach to chemical and biological protection efforts, from a baseline of no
protection efforts up to and including a fully protected building. Consider risks
associated with building retrofitting, extrapolating test data to buildings differing
from test bed buildings, possible system degradation over time, et cetera.

An evaluation of the performance of building protection technologies or
existing protection systems and test beds was not the intent of the study. Rather,
it aims to provide DTRA guidance on investment, design, and implementation
of building protection. The scope of this study is limited to airborne biological
and chemical threat agents, even though explosives and radiological threat agents
could be used in terrorist attacks as well. Although the goal is to protect occupants
and operations within a building, biological and chemical airborne threats inside
or outside a building could affect the occupants and activities within. Therefore,
this report covers both inside and outside releases that might affect building oc-
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cupants and operations. The purpose of building protection is ultimately to collec-
tively protect humans and to allow continuation of their activities in the building
with minimal disruption. Most approaches to protection of occupants also protect
contents; therefore, the committee focused primarily on protection of occupants,
and thus operations. The protection of service members on the battlefield was
not the focus of this study, but the committee recognizes that “the battlefield” is
different now from what it was during the Cold War. Formerly, engagement in
conventional warfare was a well-defined confrontation of opposing parties where
the target was the opposing army. Alternatively, asymmetric warfare often occurs
between parties of unequal power where the opponent’s vulnerabilities are at-
tacked using unconventional weapons (for example, biological, chemical, nuclear,
radiological) and often targeting anyone, anywhere, at any time—including the
civilian population. In this age of asymmetric threats and global terrorism, the
nation’s military installations at home and abroad might be more likely targets of
biological and chemical attacks than troops on the traditional battlefield.

COMMITTEE’S APPROACH TO ADDRESSING THE CHARGE

Building protection is a complex and dynamic issue that depends on the re-
quirements regarding protection and the threat types that the system is intended
to protect against. The design of an appropriate protection system depends on the
goals and objectives of building protection and the threat types that it is intended
to protect from. Chapter 2 defines the threat types and reviews biological and
chemical threat agents that might be used in an attack. The committee grouped
threat agents on the basis of the capability to detect them and to provide treatment
for exposed victims. The chapter also discusses the factors that shape the goals
and objectives of a building protection system.

To facilitate the discussion of protective capability in Chapter 3, the com-
mittee defines four levels of protection (LPs)—LP-1, low-level passive; LP-2,
high-level passive; LP-3, low-level active; and LP-4, high-level active—that can
be achieved considering performance metrics, protection objectives and goals,
and the proposed threat. A protection system involves many components, some of
which are included in the building design (for example, the heating, ventilating,
and air-conditioning [HVAC] system). Others are installations designed specifi-
cally for protection from biological and chemical airborne threats (for example,
sensors). Chapter 3 covers options for building protection, including levels of
protection and components that can be used to achieve preset building protection
goals and objectives.

Chapter 4 discusses metrics and evaluation criteria that could be used to as-
sess building protection. Chapter 5 describes prior and existing programs and test
beds in building protection that the committee considered.

Designing and implementing an appropriate building protection system de-
pends on the interaction of many factors, including budget, objectives of protec-
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tion, and activities in the facility. Chapter 6 presents a structured approach to
the design and deployment of a building protection system that is based on risk
assessment and management. That chapter also proposes an analytic process that
is based on currently available and proven methodologies to assess costs and
benefits of a building protection system. The committee presents its conclusions
and recommendations in Chapter 7.

GOALS AND ANTICIPATED IMPACT OF THE STUDY

As in any emergent situation, there is a window of operational influence fol-
lowing a biological or chemical attack on a building. The time during which one
can make critical decisions or take actions of low or high regret may be extremely
short (minutes).? Preparation—technical and operational—can be advantageous
to protecting building occupants, but at a cost. It is the committee’s hope that this
report will assist DOD in making cost-benefit decisions that will maximize the
window of operational influence, save lives, and maintain operational facilities
at an acceptable cost. Although this study was commissioned by DTRA for the
protection of military buildings, the committee’s findings and recommendations
can, obviously, also be applied to nonmilitary buildings.

2Low-regret or high-regret actions refer to responses to a situation that could incur a low or a
high degree of remorse. Whether a certain action is a low-regret or a high-regret response is a value
judgment.
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of their occupants; they are built to resist damage from fire, earthquakes,

wind, and other hazards. Safety measures in buildings reduce the prob-
ability of injury to occupants and thereby minimize the disruption of operations
in the facilities. However, threats to buildings are not limited to natural and
industrial disasters and unintentional releases of hazardous substances. There
have been intentional attacks on buildings in the United States in recent years,
such as the attacks on the Alfred P. Murrah Federal Building in Oklahoma City
and on the World Trade Center in New York City, and the anthrax incidents in
various locations. Although the motive behind the mailing of letters containing
Bacillus anthracis in 2001 is not known, the outcome was essentially an attack
on humans in buildings, which both harmed the victims and disrupted operations
within the buildings.

To protect against such attacks, it is important to consider various types of
threats and their potential modes of delivery. Before designing any protection
system for a building, the goals of protection have to be established. The goals
are often driven by the mission of and activities in the building. The ability to
meet these goals is partly constrained by the building type and procurement and
the budget for the protection system. The Department of Defense (DOD) defines a
DOD building as any building or portion of a building owned, leased, privatized,
or otherwise occupied, managed, or controlled by or for the department (DOD,
2003). In other words, DOD buildings vary in type, procurement, and mission,
all of which influence the design and implementation of building protection from
biological and chemical airborne threats. This chapter discusses the factors that
determine the goals and objectives of building protection. Cost, a consideration

B uildings do not merely provide shelter for and enable the performance

15
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in the design of a protection system, is also a criterion for evaluation and is dis-
cussed in detail in Chapters 4 and 6.

THREAT TYPES AND AGENTS

“Threat type” refers to different categories of methods and agents that a
perpetrator could use in an attack—biological, chemical, and radiological agents
and explosives in combination with a dissemination means. “Threat agent” refers
to the specific biological or chemical agent used in an attack, such as B. anthracis
or sarin. Within the two threat types that are considered in this report, biological
and chemical, many threat agents could be used against buildings and occupants.
Different threat agents can have different physical properties—they could be solid
particulates, liquid, or vapor. There are advantages in choosing different threat
agents or physical properties depending on the configuration, location, and condi-
tion of the specific target building and the emergency preparedness of the building
and its occupants. Target selection depends on building design; security in place;
design of the HVAC system; personnel schedules; availability of agents; and
technical capability of the perpetrator(s). Agent selection considerations might
include availability, ease of handling, volume required, and the intent and skill
of the perpetrator. Agent-disseminating devices can be simple or complicated;
volatile chemicals or very fine prepared powders can be disseminated more eas-
ily than nonvolatile liquids. Taking all of the variables into account, it is clear
that no building can be completely protected from a sophisticated, well-trained,
determined aggressor. In buildings that are at high risk of a terrorist attack, the
goal of building protection is to reduce vulnerabilities to and consequences of ex-
ternal or internal delivery of threat agents into buildings. Enhanced physical and
operational security is as important as sensors and mechanical response systems
in reducing the likelihood and impact of an attack.

Biological Threat Agents

Biological threat agents include bacteria (vegetative and spores), viruses, and
products of such organisms as toxins. They can be delivered as nonvolatile par-
ticulates or suspended liquids. The most likely mode is the delivery of aerosolized
particles in the size range of 0.3 to 10 um. Generally, particles larger than 10 um
are less likely to reach the lungs, but they could be lodged in the mucosa of the
nasal passage or the pharynx or simply settle out of the airstream and contami-
nate the area. Biological threat agents include disease-causing microorganisms
and protein or low—molecular weight toxins. Biological threat agents are often
mixed with inert materials that enhance dispersal and improve stability (see NRC,
2005a, Table 2-1). Once detected, microorganisms and toxins can be identified
definitively by various means of analysis.
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Microorganisms

Disease-causing organisms that are most likely to be used as threat agents
include bacteria in vegetative or spore form and viruses. These threat agents can
be persistent—that is, they can remain infective for a relatively long time—or
nonpersistent depending on their innate properties, environmental conditions,
and whether they have been processed to enhance their stability. They can be
contagious (easily transmissible from person to person, especially by the aerosol
route without physical contact) or noncontagious (poorly transmissible, typically
by direct contact with the agent). The ease of spread depends on the organism’s
ability to survive different environmental conditions; its tropism (the involuntary
response of an organism or part of an organism toward or away from external
stimuli) and presence in body fluids (such as airway secretions); its infectivity
(number of organisms needed to initiate infection), pathogenicity, and incubation
period; a suitable host population; and other factors.

Noncontagious threat agents have many of the characteristics of contagious
ones, except that noncontagious organisms infect individuals only by direct ex-
posure and cannot be transmitted from one person to another. Thus, individuals
exposed to noncontagious threat agents are limited to those who come in direct
contact with the initially released material or with material that remains viable in
the environment after the primary aerosol cloud has dissipated.

Toxins

Many of the most lethal toxins, such as botulinum, are less toxic if inhaled
(by the aerosol route) rather than injected into the body. However, inhaled doses
of certain toxins can lead to illness or death within minutes to hours. Toxins
would typically be distributed as particulate aerosols and are not transmissible.
Unlike volatile chemicals, some toxins are persistent and could require active
mitigation, although many toxins are less stable than human-made chemicals.

Impact of Biological Threat Agents

Infectious biological threat agents pose a serious threat because of the rela-
tively small amount of material (milligram to gram quantities) required to infect
many building occupants. Biological threat agents are typically odorless and not
visible to the naked eye as aerosols so that humans cannot detect them during
exposure. Some, such as the spores of B. anthracis, are stable and significantly
complicate the ability to resume operations (NRC, 2005a). Infectious biological
threat agents that are transmissible complicate response and recovery because the
impact of their release can reach beyond the building attacked. Therefore, rapid
identification of the agent used is important to minimize its spread and trans-
mission. Methods for delivery of aerosolized biological threat agents are more
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limited that those of chemical threat agents. Whereas chemical threat agents can
be dispersed by explosive devices, many biological threat agents are highly flam-
mable and sensitive to heat, both of which restrict the methods of delivery.

Chemical Threat Agents

Chemical threat agents can be in the form of particulates (solid particles or
liquid aerosols) or in the gaseous state (gases and vapors). Chemical threat agents
include traditional military blister and nerve agents and toxic industrial chemicals
(TICs) and materials (TIMs). TICs and TIMs are common industrial chemicals
manufactured, stored, and transported in large quantities, and the former has an
appreciable (undefined) vapor pressure at 20°C. The industrial chemicals are
broadly available worldwide, although they are often less acutely toxic than
chemical warfare agents.

Blister and Nerve Agents

Blister agents, also called “mustard” agents, are considered less of a threat
in the twenty-first century because they have not been used since World War I
and their manufacture as weapons of war is probably very limited today. Blister
agents include formulations of sulfur mustard (H, HD, and HT) and arsenicals
such as Lewisite. Nerve agents include VX (O-ethyl S-[2-diisopropylamino]eth
yl]methylphosphonothiolate), GB (sarin), and GD (soman). The Tokyo subway
attacks of 1995 involved the use of the poor-quality, homemade nerve agent sarin.
Nerve agents are organophosphonate compounds that are extremely toxic at very
low doses and can cause convulsions and death within minutes. Because of their
potency, nerve agents are likely to be used in small quantities by perpetrators and
would pose a threat if they were released inside a building.

TICs and TIMs

TICs and TIMs are produced in large quantity as chemical feedstocks, and
products are typically transported to their destinations in liquid form via railcar
or tanker trucks. Thousands to millions of gallons of these substances could be
present in a shipment. Although they might have lower acute toxicity than blis-
ter and nerve agents, they are pervasive and available in large quantities (DOJ,
2000). TICs and TIMs are hazardous because they are toxic by definition and
because many of the products, intermediates, and by-products are highly volatile
and can form vapor clouds upon release. Some TICs are also flammable. A large
spill or an intentional introduction from outside a building could result in rapid
distribution of large quantities of the agent within a building through the HVAC
system or infiltration. TIC plumes that are heavier than air tend to be persistent
because they gravitate toward the ground and are unlikely to disperse quickly.
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This is potentially problematic in buildings where air intakes are not elevated,
increasing the possibility that the contents of the plume could infiltrate the build-
ing. However, such gases might not distribute readily.

In addition to their toxicity, some TICs and TIMs pose a health threat be-
cause they can cause respiratory, skin, and eye irritation, but they might not be
easily distributed. Although many TICs do not pose an immediate hazard to life,
exposure in sufficient amounts can cause fatalities in most cases. A comprehen-
sive threat assessment (see Chapter 6) would evaluate the spectrum of TICs that
might be of concern and their toxicological properties. Exposure to TICs gener-
ally causes such respiratory symptoms as coughing and respiratory distress up
to and including pulmonary edema, and it induces a variety of systemic effects.
Examples of TICs include chlorine, bromine, hydrochloric acid, anhydrous am-
monia, and organics such as benzene, toluene, and other industrial solvents.

Impact of Chemical Threat Agents

The vapor pressures and volatilities of the various chemical threat agents
are particularly relevant to their detection as airborne vapors. The volatility of
sarin is comparable to that of water or volatile organic compounds such as limo-
nene and cyclohexanone (24,000 to 28,000 mg m~3). In contrast, VX has a low
volatility, on the order of long-chain aliphatic waxes (for example, the volatility
of docosane [C,,H,,] is about 17 mg m3). TICs of concern as threat agents typi-
cally have higher vapor pressures than many other chemical threat agents; they
could be attractive to attackers because they can be dispersed more easily than
compounds with low vapor pressure.

A variety of chemical threat agents such as mustard, blister agents, nerve
agents, and acute toxic materials (such as cyanide gas) can be released as vapors.
Some agents are toxic at extremely low concentrations and pose an immediate
threat to the lives of exposed individuals. The time between exposure and death
is usually only a few minutes. Others have longer-term impact on health. Deliv-
ery of volatile agents can be as simple as opening a vial and allowing material
to vaporize into the target area. Less-volatile materials are more effectively dis-
seminated as aerosols. The degrees to which chemical agents have good warning
properties (distinctive odors or minor irritation at concentrations lower than those
that induce severe acute toxicity) vary. Threat agents with good warning proper-
ties are readily detectable, but because of variability in the properties of threat
agents, a unique threat assessment is necessary for each building. The assessment
is an important aspect of having a systematic approach for building protection as
discussed in later chapters.

Once a threat agent is detected, the best way to avoid widespread exposure
is to evacuate the contaminated area and allow the material to evaporate while
increasing air circulation and exhausting air from that isolated area. From the per-
spective of building protection, chemical threat agents with relatively high vapor
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pressure pose only a short-term threat to the building because they are cleared by
evaporation and dilution with uncontaminated outdoor air. In general, chemical
attacks require larger quantities of material to affect a given volume of air space
within a building than do biological threat agents. Therefore, keeping certain
illicit chemical threat agents out of a building through physical and operations
security might be easier than keeping out biological threat agents.

Delivery of Threat Agents

There are numerous methods through which threat agents could be deliv-
ered to the inside of a building to harm humans and disrupt operations. The two
fundamental approaches for agent dissemination are through outdoor release
(leading to building air contamination through infiltration or uptake through
HVAC air intakes) and through release directly within the building. Attack from
the outside might be done through a broad release upwind from the facility or a
focused release near an air intake or other access point. Inside attack could be
through an internal release by a visitor, delivery person, or trusted employee or
through a delayed release from munitions or a delivery system sent through the
mail or left behind. A threat agent release could cause disruption through rapid
or delayed onset of illness or rapid or delayed death with or without long-term
contamination of the facility.

Classification of Threats

Because there are many combinations and variations of threat agents, de-
livery types, and targets, it might be useful to group threats on the basis of the
ability to detect the presence of an agent and the ability to treat exposed indi-
viduals. Such grouping provides a structure for managing threats. The committee
proposes four groups of threats that are based on the ability to detect and treat
them (Figure 2-1). The term “detect” refers to detection of a threat agent by visual
identification or a sensor system, by a symptomatic response, or by clinical deter-
mination. The term “treat” refers to treatment of exposed victims. The proposed
groups account for both agent characteristics and available capabilities so that
they are still applicable even if the threat agents or capabilities of delivery change
or advance over time. By analyzing a given building, mission, and situation in
the context of the proposed scheme, one might be able to arrive at a relative cost
estimate and highlight vulnerabilities that might not be otherwise obvious. The
four groups (A-D) generally represent situations that proceed from less vulner-
able (A) to more vulnerable (D).

*  Group A—Can Detect, Can Treat. Examples that apply to this group

include threats that are visible (for example, large quantities of white powder
such as that seen in the Hart Senate Building), that cause treatable disease al-
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FIGURE 2-1 Grouping threats on the basis of the ability to detect the threat and treat it
in a timely manner.

most immediately (for example, B. anthracis that can be treated with medical
countermeasures before the onset of disease), or that can be detected by available
and effective real-time or near-real-time sensor systems (such as a multitiered
detection and identification system that is capable of definitive identification of
an invisible cloud of B. anthracis released in a building). In most of the examples
above, with appropriate response, exposed victims could receive medical treat-
ment long before the onset of clinical signs when treatment is highly effective.

*  Group B—Cannot Detect, Can Treat. An example of this group might
be release of an invisible, antibiotic-sensitive, infectious bacterial agent with an
incubation period of several days. For example, the B. anthracis release in the
former Brentwood Postal Facility was unnoticed until the first victim became
ill and manifested clinical signs, after which a definitive diagnosis was made.
Although treatment is available for anthrax, it is of little value once the victim
shows signs of illness. There are other cases in which treatment administered
early in the infection or disease process could reduce the duration and severity
of an infection.

*  Group C—Can Detect, Cannot Treat. This category might be repre-
sented by an extremely fast-acting agent that causes illness or death in seconds or
minutes and for which treatments are unavailable in the facility (such as cyanide)
or for which there is no therapy (such as saxitoxin).

*  Group D—Cannot Detect, Cannot Treat. The final and most difficult
combination is the invisible release of an aerosolized agent for which there is no
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treatment. The agent has a long latent period before the exposed victim shows
clinical signs. Individuals might not know that they were exposed until hours or
days after the attack (for example, the release of a well-prepared, fine particulate
of dry ricin toxin). Even when the victims are diagnosed with diffuse necrotizing
pneumonia and pulmonary edema, little can be done other than provide support-
ive care.

The four groups of generic threats support a rational approach to evaluating
the options in building protection. This approach would, for example, suggest
several opportunities to reduce or eliminate the impact of the powdered ricin
attack scenario described above (cannot detect, cannot treat). First, a building
could be passively protected from outside attack, and physical security and a
personnel reliability program could be implemented to reduce the likelihood of a
perpetrator gaining access to the building. Second, if the elimination of a threat
agent released inside the building cannot be ensured, compartmentalization of the
facility could limit the number of humans exposed to the ricin powder.

MISSIONS AND ACTIVITIES IN BUILDINGS

In planning to deploy building protection from chemical and biological air-
borne threats, the missions executed in a specific building need to be considered
to ascertain the requirements of building protection and the importance of the
mission relative to the life-cycle costs of a protection system. Addressing the full
complexity of DOD missions is beyond the scope of this report, but broad types
of activities can be defined to aid planning.

Broad types of activities in buildings or uses of buildings can be categorized
as follows:

*  Buildings with storage only. Assets in these buildings are limited to
physical items that have utility as a resource later. Because the value of the asset
is determined by later use, the need for protection varies. The primary vulner-
ability is from contamination of the resource that renders the storage inoperable
or delays its intended use. Most threat agents do not directly damage physical
objects, so the primary concern of contamination in such facilities is the safety
of humans who enter the facility.

*  Buildings with equipment operation only. Assets in these buildings are
limited to operating equipment without personnel. Most threat agents (except
for corrosive agents) typically would not directly interfere with equipment op-
erations, but if the building becomes unusable by humans, the operation of the
equipment could become degraded over time and affect broader operations. Risks
of contamination that could affect the mission of this type of building would be
the main concern.

*  Buildings with personnel only. Assets of these buildings (for example,
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barracks) are limited to people and no other activities. Because the personnel
typically have other utility outside of the building, the primary vulnerability to
biological and chemical threats to the missions of this building type is the sec-
ondary impact on other operations. The operations affected by an attack vary in
importance, and their importance determines whether building protection should
be installed to prevent loss of asset at all times (incapacitation or deaths) or to
delay the loss of an asset in the short term.

*  Buildings with operations conducted by personnel. Assets in these
buildings are the sustained or intermittent activities of the personnel. The primary
vulnerabilities are the interruption of operations and the hazards to personnel.
Buildings with such function generally require more protection than ones with
other functions because the occupants and their activities are critical to main-
taining the mission of the building. The requirements of building protection are
determined also by the timing of operations being conducted, which can range
from intermittent to continuous.

In general, buildings are used for a combination of the above activities.
Although some generalization could be made about the relative importance of
the missions (for example, operations are more important than storage), counter
examples often can be provided so that generalizations of relative mission impor-
tance are not useful. The importance of each building and its mission determines
the goal and the level of protection required, and they all have to be considered
on a case-by-case basis.

Buildings with different missions require different operational responses in
combination with the appropriate building protection options (Chapter 3). For
example, in a building that requires personnel to fulfill its mission, these people
would require training on the operational responses in the event of an attack. Such
training is not necessary in a building used exclusively for storage.

FACTORS THAT LIMIT DESIGN AND IMPLEMENTATION OF
BUILDING PROTECTION

Building Procurement

Building procurement influences the strategies used in protection because
implementation of protection strategies is likely to have fewer limitations if DOD
owns the building. Generally, most federal and DOD space for operations can
be acquired by three major avenues: build-to-acquire, build-to-lease, and lease.
Building-to-acquire is accomplished by several contractual schemes, with private
constructors building government-designed facilities specifically for the sole use
of DOD occupants. When the build-to-lease option is used, private contractors
build a facility per government design. The building will eventually be leased by
the government, ideally in a long-term arrangement. Space for government use
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can be acquired by leasing an existing building for the sole use of DOD occupants
or for shared use with private tenants.

When constructing new facilities, building protection measures can be in-
cluded in the building design at the outset with a higher probability of success-
ful installation and operation. When DOD wholly leases a facility, even if the
building already exists, rehabilitation for building protection can be achieved.
Although rehabilitation is a somewhat less than advantageous situation, the re-
sulting facility can eventually function as a protected building.

If a new or existing facility is only partially leased for government opera-
tions, some lease restrictions and other limitations could pose challenges to the
required protection of DOD personnel and operations in the facility. In the Octo-
ber 2002 report Building Security, Security Responsibilities for Federally Owned
and Leased Facilities released by the U.S. Government Accountability Office
(GAO, 2002), most of the federal government agencies surveyed responded
that a major barrier to securing federal facilities arises when the space is leased.
Specifically, buildings that are not occupied solely by federal employees can
pose problems. Private landlords leasing space to federal agencies reportedly do
not want to inconvenience private tenants sharing the space. The report gives an
example of when the judiciary is assigned space by the U.S. General Services
Administration (GSA) in a portion of a nonfederal office building. The security
screening can be provided only at the entrance to the judiciary’s assigned space
without any screening at the building’s entrance. In this situation, weapons and
other hazardous material can be brought into the building. The report suggests
that facilities leased by the government and occupied solely by federal employ-
ees could also pose problems in providing the level of security required for
federal government operations and personnel. Whether building protection can
be achieved in leased buildings depends on the cooperation of the landlord and
private tenants. The terms of cooperation should be discussed prior to leasing and
stated in leasing documents.

Building Types

In this report, building type refers to interior layout or compartmentaliza-
tion. Building compartmentalization is a more useful categorization of building
types than one used by DOD (DOD categorizes its buildings into “inhabited,”
“uninhabited,” “primary gathering,” and “billeting”) in the context of protection
from biological and chemical airborne threats. Compartmentalization within a
facility generally increases building protection because it helps limit the spread
of a threat agent throughout the building.

The interior space in a building can be organized into four formats. Build-
ings could have an open floor plan, be subdivided into cells, be designed for
large assemblies, or combine all three layouts. An example of a building with an
open floor plan is a warehouse. Buildings organized into cellular space contain
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rooms that are fully partitioned and have individual air supply or 100 percent air
exhaustion (such as in hospitals and hotels). Spaces designed specifically for large
assemblies of people are different from the open floor plan because assembly
spaces are equipped to control the indoor environment for large group gather-
ings. All of these space types can be combined in one building—for example, a
school building with several classrooms, open-space cafeterias, and an audito-
rium. Protection strategies for each of these building types likely vary with the
building’s mission. The ability to achieve different levels of protection depends
on the building type. A highly cellular building has a reduced risk of exposing
a large number of occupants to a threat agent in the event of an interior release
because the threat agent can remain localized.

CONCLUSION

The need to protect a building from different threat types is driven by its
mission and operations. To design an appropriate system, the goals of protection
must be defined first, and the factors that limit its design and implementation (for
example, building procurement and type, costs) have to be considered. Grouping
of threats helps to determine the level of protection needed and the necessary
components in the protection scheme to achieve that level of protection.
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Components of Building Protection:
Building Design, Technologies,
and Operational Responses

biological and chemical threat types and to meet the requirements set by

building administrators, designers, and security experts, many compo-
nents can be selected. Selection of components requires an evaluation of many
facility-specific details. Buildings have to be evaluated largely on a case-by-case
basis because buildings vary in their “tightness”: that is, their resistance to in-
filtration of outside air, leakiness of their air transport systems, location, degree
of physical security and access to outsiders, training of the occupants, options
for personal protection, and ability of surrounding resources to respond to an
incident. (Figure 3-1 illustrates the complexity of planning for protection.) The
relative importance of different possible outcomes of a biological or chemical
attack is determined by the activities (operations or missions) in the facility.
The activities also determine the required response time of the building protec-
tion to certain threats—for example, if continuity of operations in the facility is
necessary, then a rapid response to fast-acting threat types is required to ensure
continuous operation.

To facilitate later discussions, this chapter first discusses passive and active
building protection and introduces the committee’s definitions of levels of pro-
tection. Second, it reviews the options that could be used in building protection.
Finally, it discusses how to integrate various protective measures to provide dif-
ferent levels of protection to buildings of different types and designs and consid-
ers the limitations of each level of protection.

To achieve the specific goals for building protection from a variety of

26

Copyright © National Academy of Sciences. All rights reserved.



27

Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio

http://lwww.nap.edu/catalog/11965.html

"QW0INO pue Isuodsar oY) SUIULIANOP PINOM JBY) SONIANOE JuIp[ing pue sjudge jeaIy) jo sdnoid JUaIaJIp oY) MOYS JOU S0P
1IBYOMOY Ay [, "uonodjoxd Surp[ing 10 AI1esso00U $90IN0SAI PUB SAMIATIOR ) JO SWIOS SAILIISN[[T DAISUIYAIdUIOD 9q 0) POpUIIUL JOU ST YOIYM “QIn
-3y s1y], "(Aouady $109(01d YoI1easay paoueApy asuojo 2y) woij paydepe) uonosojoid Suipying jo Arxordwos ayp jo uonensn(l -¢ AANOILA

m-o

. . . < < o0

aupuesenb ‘SoisUaI0) ‘UONEUIWEIUOISP ‘[EdIPB « o ¢

:sasuodsas uus)-buo .u.w -~
29

-
** asuodsal < [ -]
Ayunoas ‘901 nos Je uojezifennau Inba aAnosjoid I g m HIM
:sasuodsai jaibai-ybiH w
ON

> ** Aiojesoge| ‘SIosuss ‘[ensiA — UONOS}ep [eUOHIPPY .L o
:suoljoe pue uonoajep Alojeuyuoy W W
o o
suopjesado [ew.ou W m
> 0] uinjal ‘ss A
** Qunoas pausyybiley ‘uonezi[ennau Jonp-ul ‘UOHELY BIXS ‘UOISISAID MOJUIY
joU :sasuodsai JaiBal-mo
aghep v

Sz

- sBujurem m IO.

¢34VS Aunoas ‘uonosiep (eI p— - sauanldp ‘Buipiing - Buiuiesy ** uoIssIW w.v 3

‘uoioajep Josuss ‘uoosiep Ul JUsWisAOW ‘Lol |l pJepuels ‘Ajnoas sseooe ‘ABayul pue adky oo

onewoydwAs ‘uonosjep ‘Ile episinQ :suopesado ‘Aunoes Jejewiiad Buip|ing ‘uoneoo s =

[ENSIA :SUOL l a IPIINg pUE QYAH [ew.IoN :uopesedaid :senss| a)g

SOA “
uonoajold Bulpjing jo Ajxajdwon

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

28 PROTECTING BUILDING OCCUPANTS AND OPERATIONS
BUILDING PROTECTION

Active and Passive Strategies for Protection

Incidents of terrorism that involve biological and chemical threat agents
have raised awareness that buildings could be better protected from such attacks.
The technologies and operational response plans currently used for building pro-
tection in most federal buildings (including military and nonmilitary structures
within and outside the United States) and nonfederal buildings involve primarily
“passive” approaches. Passive protection refers to systems that do not involve
detectors or sensors of threat agents to influence an operational response. Passive
protection utilizes the following:

e The integrity of the building as a whole to protect occupants from ex-
ternal threats;

e Compartmentalized spaces within the building that offer better protec-
tion from indoor releases through enhanced physical integrity of the space or
from continuous local cleansing of the airstream; and

*  Visual recognition of threats and their effects—directly via video moni-
toring or indirectly from clinical signs of the occupants—to initiate protective
response actions such as evacuation, sheltering in place, mass drug administra-
tion, or donning personal protective equipment. Automated video analysis can
also be used to transition visual recognition from a passive to an active system.

Although passive systems can provide protection from a variety of threat
agents and scenarios, they have gaps in protection that result in vulnerabilities.
These vulnerabilities fall into two categories. First, occupants could be exposed
to an unidentifiable threat that goes untreated and for which therapeutic options
decrease with time. An example would be an indoor release of a biological threat
agent with an incubation period of days. Second, occupants could be exposed
to an unidentifiable threat that is fast-acting, such as a chemical threat agent,
released inside the building space. (Note that passive measures could be used to
protect occupants from outside release, but only some occupants could be pro-
tected from inside release through passive compartmentalization methods.)

These vulnerabilities and their variations could be addressed by an “active
approach” to protection that uses detectors to recognize the presence of a threat
agent. Once detected, the threat agent could then be identified and an operational
response initiated to limit the threat and allow treatment of exposed occupants.
Active building protection based on sensors and detectors is not currently in wide
use within the Department of Defense (DOD, 2005) because of the high initial
and maintenance costs and because the risk of biological or chemical attack is low
in most buildings. Test beds and current deployments such as Nord Hall of the
Immune Building Program and the Pentagon will provide a basis for considering
the use of sensor-based active protection (see also Chapter 5).
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Levels of Protection

Nearly all buildings offer some protection from an outside release by virtue
of being enclosed by walls, roofs, and openings protected by doors and windows,
which limit the transport of contaminated outdoor air indoors. Buildings are typi-
cally not designed or constructed to resist infiltration of outside air entirely. In
fact, some leakage or infiltration is commonly assumed to provide “fresh air” in
some buildings. (For example, no ducted fresh air from an air intake louver might
be provided in some simple commercial buildings or single-family residences.)
Similarly, buildings are not typically built with airtight interior construction or
filtration effective against the kinds of particulates and chemicals of concern in
this study. All buildings are subject to widely varying quality of design and con-
struction and to varying quality of maintenance and repair over their lifetimes.
Buildings are also subject to many changes over time from aging of materials,
wear and tear from ordinary use, and renovations to accommodate evolving needs
and new technology. The protective performance of most buildings, therefore, is
not planned, monitored, or verified. Unless the building is carefully monitored
and maintained, it is unlikely to provide the protection it did when it was new,
and this is a major limitation of passive protection options.

The required level of building protection from biological and chemical at-
tacks is determined by the use of the building and the possible threats (Chapter 2).
The type of building protection that can be implemented depends on many factors
including the life-cycle cost of the protection system, building type, and ease of
access. The committee developed the concept of four levels of protection—Ilow-
level passive, high-level passive, low-level active, and high-level active—to fa-
cilitate discussion. The level of protection is based on vulnerabilities and risks
to threat agents, and a system could provide different levels of protection for
different agents; a given protection system could offer active and passive protec-
tion from some biological or chemical threat agents and only passive protection
from others.

Like the biosafety levels (BSL-1 to BSL-4) for microbiological and biomedi-
cal laboratories (DHHS, 2007), the four levels of protection are qualitative. The
science and application of building protection from biological and chemical threat
agents is not nearly as mature as biosafety in laboratories. Even for biosafety in
microbiological and biomedical laboratories, the guidelines promulgated by the
Centers for Disease Control and Prevention in 1984 (DHHS, 1984) are still quali-
tative (DHHS, 2007). Because of the variability in threat, risk, building design,
and operational use of the wide array of buildings in the DOD inventory, the com-
mittee could not suggest measurable and quantitative criteria for either design or
function at the time this report was written. The four levels of protection represent
a plan for considering building protection. Although most buildings are designed
to decrease the impact of natural disasters and fire hazards and to provide some
level of indoor air quality control, they are not designed to decrease the impact
of biological and chemical attacks. Therefore, some buildings have no or little

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

30 PROTECTING BUILDING OCCUPANTS AND OPERATIONS

protection—particularly the ones that are poorly maintained or highly porous to
the outside environment. These buildings do not even reach the lowest level of
protection described below.

e Level of Protection 1 (LP-1)—Low-Level Passive Protection. Passive
protection refers to protection without the capability of actively sensing the
environment for the presence of threat agents. Low-level passive building pro-
tection is based on the demonstrated protection provided by a well-constructed,
well-maintained building that provides a healthy environment for occupants
and operations. A building designed to provide a high-quality environment dur-
ing normal operation also provides some protection from external and internal
threats (Hitchcock et al., 2006). In general, an LP-1 building meets or exceeds
all requirements of consensus indoor air quality standards, such as the American
Society of Heating, Refrigerating and Air-Conditioning Engineers (ASHRAE)
Standard 62.1, in terms of its design, construction, and operation (ASHRAE,
2004a). An LP-1 building has a well-sealed envelope to limit infiltration of out-
door air and any contaminants it might contain and to provide for minimal leak-
age of heating, ventilating, and air-conditioning (HVAC) air distribution to reduce
unintended airflows inside the building. HVAC system types that inherently limit
the spread of indoor contaminants are also LP-1 options. A sufficient supply of
outside air to dilute contaminants and a moderate level of particulate filtration
are also found in LP-1 buildings. Although most HVAC systems offer some
degree of particle filtration, not all buildings have the high degree of filtration
required for consideration as LP-1. Buildings usually do not contain adsorbents
(for example, activated carbon) and absorbent filters (for example, air washers)
as part of typical HVAC installations except in special circumstances. An LP-1
building has to be well maintained to ensure that protection is available when
needed. The LP-1 options align with a recent study (Hitchcock et al., 2006) that
recommends the above options as realistic protection of public buildings, eschew-
ing more complex alternatives. Most DOD buildings and many public buildings
have security and operational activities that are not intended for, but offer some
protection from, biological and chemical airborne threats. These measures have
dual-use advantages and are also part of the LP-1 options. An LP-1 building also
contributes to the performance of protection systems that include sensors (that is,
active protection as described below). Detectors have higher reliability and fewer
false positives (a wrong indication that a threat agent is present) when operated
in a clean environment provided by the LP-1 option.

e Level of Protection 2 (LP-2)—High-Level Passive Protection. LP-2
provides protection by further limiting exposure to intentionally released threat
agents, and it is similar to MilStd Class 1 collective protection (USACE, 1999).
This level of protection involves options for reducing the vulnerability to threat
agents that are not part of a “standard” building system. The protective measures
in LP-2 are passive because they do not actively detect the presence of threat

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

COMPONENTS OF BUILDING PROTECTION 31

agents (although the operational response plans could change from passive op-
tions to active response in some situations). LP-2 options include adding gas
filtration and upgrading aerosol filters and other control technologies specific
to biological and chemical threats, zoning the building interior with differential
pressures, relocating outside air intakes and filtering outside air, and providing
local air-washes (areas that are provided with isolated, enhanced laminar air-
flow with local filtration at the returns). Many protection options in LP-2 serve
dual purposes because they improve the working environment and the building
security.

¢ Level of Protection 3 (LP-3)—Low-Level Active Protection. Active
protection refers to protection with the capability of actively sensing the environ-
ment for the presence of threat agents. LP-3 offers low-level active protection and
directly addresses one of the main vulnerabilities of passive systems (LP-1 and
LP-2)—exposure of the building’s occupants to a threat agent that is not detected
and identified in time to execute therapeutic responses. LP-3 is a “detect-to-treat”
option that would allow identification of a threat agent in time for treatment. LP-3
requires a broad-spectrum detection and identification system that could deter-
mine the presence of a variety of known threats within the time period necessary
for an operational response. The time for detection varies by threat agent; the
threat requiring the longest detection time typically involves a biological agent.
Because the LP-3 option detects and identifies the threat in time only to treat the
people exposed, it might not be an appropriate option for facilities that require
continuous operations. Some threat agents that escape detection could have a
quick impact on facility operations.

* Level of Protection 4 (LP-4)—High-Level Active Protection. LP-4
is a high-level active protection that addresses the second major vulnerability of
the LP-1 to LP-3 approaches to building protection—the inability to mitigate an
attack through timely detection. LP-4 would allow detection and identification
early enough to treat the exposed victims and to make operational responses that
might minimize the impact of the threat agent by preventing or limiting exposure.
These operational responses might include high-regret options. (In this context,
“regrets” are negative consequences of actions, as discussed in detail later in this
chapter; see section titled “Operational Procedures for Protecting Buildings.”) The
LP-4 option is considered to be at the edge of current detection and identification
technology and ability to operationally deploy. Because of current limitations in
detection and identification technologies, a successful LP-4 option requires tiered
levels of detection and response and uses combinations of low-regret response
options with fast, nonspecific detection systems. Box 3-1 summarizes the levels
of protection and the options each level comprises.

LP-2 generally has all the virtues of LP-1 and some additional passive pro-

tection. LP-1 and LP-2 are usually part of active protection so that LP-3 and LP-4
generally have all the virtues of LP-1 and LP-2. However, LP-3 and LP-4 could
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BOX 3-1
Levels of Building Protection from Biological
and Chemical Airborne Releases?

LP-1: Low-Level Passive Protection

* Select systems to minimize normal exposure.

Dilute indoor air and reduce recirculation.

Minimize leakage in HVAC system and in building (external and internal).

Add filtering as needed for healthy workplace.

Protect air intakes to reduce air contaminants.

Use construction methods and materials that reduce chemical exposure.

e Consider security, site selection, and operational activities that have dual-use
advantages for building protection.

O O O O o

LP-2: High-Level Passive Protection (LP-1 + options specific to protection from
biological and chemical threat agents)

* Use upgraded protection from biological and chemical threat agents compared to
LP-1.
o Upgrade filters (particulate and adsorption) specific for biological and chemical
threat agents.
o Use zoning with graded pressurization (compartmentalized).
o Provide local air-washing vestibules.
o Protect air intakes specifically to reduce biological and chemical threats.

be implemented without some of the basic options in LP-1 and LP-2. In general,
active protection has fewer vulnerabilities, higher life-cycle costs, more complex
operation, and higher risk of failure as a result of technological and operational
complexity. In addition, the use of sensors also introduces the possibility of false
positives and false negatives (no indication despite the presence of a threat) from
the sensors. False positives are disruptive to operations and cannot be tolerated
in many operational situations, so it is important to minimize false positive re-
sponses. False negatives when sensors are present could also provide an undesired
sense of complacency compared to when sensors are not present (and there is also
no indication of a threat).

The four levels of protection address different types of vulnerabilities. Figure
3-2 shows a cross-comparison of the levels of protection and the threat groups
(selected on the basis of the ability to detect and treat the threat) they could
address.

The “cannot detect, cannot treat” group (Group D) of threat agents poses the
greatest challenge because of the inability to detect the threat. Including sensors
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o Include all human-in-the-loop detection options and responses, such as visual
or clinical detection and the corresponding responses.
e Consider site selection, protective access control, and operational responses spe-
cific to biological and chemical threats.

LP-3: Low-Level Active Protection

e Ensure that a hidden threat agent is detected and identified in time to treat any
exposed persons, essentially detect to treat.

* Provide protection for latent-acting threat agents with possible treatment.

* Include all human-in-the-loop detection options and responses in LP-2.

* Consider site selection, protective access control, and operational responses spe-
cific to biological and chemical threats.

LP-4: High-Level Active Protection

* Detect to protect (warn and mitigate).

* Include automated detection and response systems for faster reaction times.

e Use a tiered detection-response system in most cases with currently available
sensor technology. Typically, low-accuracy sensors trigger low-regret responses if
a threat is detected, and sensors with confirmation and identification capability are
used for higher-regret responses.

e Consider site selection, protective access control, and operational responses spe-
cific to biological and chemical threats.

4The levels of protection could be different for different threats; for example, a system might offer
LP-4 for certain chemical threat agents, but LP-3 for biological threat agents.

(LP-3 and LP-4) does not enhance protection from these threat agents because the
systems cannot detect them. Hence, LP-1 and LP-2—filtration without sensors—
could enhance protection from the most challenging threat types. Although de-
tection and identification technologies will improve in breadth, specificity, and
response time and expand the opportunities for the LP-4 option, passive options
will continue to play an important role in building protection.

STRATEGIES AND TOOLS FOR PROTECTION

Building Design and Planning Strategies

When the built environment is to be tasked to provide protection against
airborne threat agents, generalized solutions must be considered with caution
because no two buildings are exactly alike, even when they have been “stan-
dardized.” Unlike mass-produced appliances or automobiles, every building is
custom built. Therefore, every building must be studied individually for ways to
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FIGURE 3-2 Illustration of how the four levels of protection (LP-1: low-level passive
protection; LP-2: high-level passive protection; LP-3: low-level active protection; LP-4:
high-level active protection) can be applied to the four groups of threat (A: can detect,
can treat; B: cannot detect, can treat; C: can detect, cannot treat; D: cannot detect, cannot
treat). In general, passive protection offers some protection from threat agents but might
not be effective for all. Active protection aims to detect the threat agent in time to treat
exposed victims (LP-3) or to limit exposure (LP-4).

mitigate airborne releases of threat agents. The design of a building is a product
of response to functional program, climate, topography, geology, and aesthetic
or iconic objectives.

In DOD facilities, the functions are classified in the Unified Facilities Criteria
as billeting, primary gathering, or other DOD inhabited. In fact, these classifica-
tions might embrace everything from dwellings to offices to large armories, and
more than one function could be housed within a single structure. The design
responses will result in the spatial layout and selection of the structural system,
HVAC, and other systems, including physical security.

Although test beds and laboratory-built spaces can be carefully controlled
and ideal conditions can be achieved, field conditions for most buildings con-
structed for DOD and other clients vary widely from one project to another. Such
variables as worker skills, false alarms due to background material, tempera-
ture and humidity conditions during construction, and materials from different
manufacturers and lots can result in departures from the strict design intent and
different performance characteristics for the building. If, for example, one of the
mitigation strategies includes creating pressurized zones or compartments, great
care must be taken to ensure that the field conditions result in airtight construction
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because most building assemblies are quite porous. Even different contracting
methods (design-bid-build, design-build, or multiple contracts) can affect the
final building results.

Buildings also change over time: they are dynamic, not static, and respond to
temperature, humidity, wear and tear of use, quality of maintenance, and impacts
of renovations. Modern buildings with increasingly sophisticated technologies
are more than ever subjected to changes as new technologies become available.
Constant rewiring or re-piping of systems can compromise the integrity, for in-
stance, of an originally airtight partition. Therefore, it is important that designers
of threat mitigation methodologies for new or existing buildings consider the
field conditions that can affect construction and the likely impact of time on the
original design.

From its beginnings, the built environment has had shelter and protection of
its inhabitants and their possessions from natural and human-made threats among
its primary objectives. It is, then, within the tradition of building design to include
some element of physical security. Design strategies of an architectural nature
that could be useful in mitigating the effects of airborne contaminants, including
biological or chemical threat agents, are passive and belong in the LP-1 and LP-2
categories. Furthermore, the passive strategies complement the active strategies
in the LP-3 and LP-4 categories.

New Building Design

New buildings can be designed for physical security—including mitigation
of airborne hazards—more readily and economically than retrofits to existing
buildings, especially if the security needs are anticipated early in the pre-design
and design phases and are identified in a threat and risk assessment. The physical
security needs, including mitigation of any biological and chemical threat agents
released, become part of the functional program, budget, and design brief.

Site Selection Considerations

Design for physical security begins with the selection of the building site. A
well-chosen site with access control and adequate standoffs from uncontrolled
neighboring sites and rights-of-way can save costs of mitigation. However, the
cost of the land could offset the savings in construction in some markets. Site
selection is, of course, limited to new projects. In deciding to construct a build-
ing, the following should be taken into account to the extent feasible to achieve
LP-1 and LP-2:

e Ideally, the site should be away from coastal regions subject to hurri-
canes and flooding, in order to minimize potential damage to the exterior enve-
lope from winds. A damaged building envelope could affect the airtightness of
the building and hence the protection from external airborne threats.
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e The site should be as remote as possible from major thoroughfares
such as interstate highways, main railroad lines, or navigable waterways where
hazardous agents (including toxic industrial chemicals and materials) could be
transported and where accidental or deliberate releases could affect the site.

*  The site should be outside the landing and takeoff patterns of an airport
to minimize exposure to aircraft accidents.

e The site should be located away from a neighbor or community that
is potentially a target of terrorism, such as an iconic federal installation or
monument.

e If the site is in a dense urban area, access to and from the site should
be via streets that are not so congested that emergency responders cannot access
the site quickly and evacuation cannot be effected promptly. Access from more
than one street and from more than a single side of the site permits an alternative
should the main access be blocked in an emergency.

e The site should be remote from and upwind of hazardous manufactur-
ing, processing, or storage of potential airborne contaminants and far enough
from combustibles so that it would not be affected by fire or explosions on the
neighboring property.

Site Planning Considerations

Once a site has been selected, the designer and owner have to consider the
ease with which the building can be protected from threats by the site’s design.
To achieve LP-2, the site perimeter can be controlled by topography such as steep
slopes, berms, or ditches, or physical barriers such as walls or fences to prevent or
impede access to the buildings from outside the site by unauthorized pedestrians
or vehicles. Sufficient distance between buildings and uncontrolled areas outside
the perimeter might be required to allow time for detection and interdiction of
a threat—for example, a person approaching the building with intent to break
and enter, explode a device, or introduce toxic chemicals into the building’s en-
vironment. The distance from an event at the perimeter, such as an accidental or
deliberate release of a toxic substance into the air or an explosion, can mitigate
the effect of the event on the occupants.

At least two alternative places on the site perimeter should be provided
for access and evacuation, where possible. Because entrances are inherently at-
tractive targets, if one entrance is the site of an event, emergency response and
evacuation require an alternative. For similar reasons, there should be redundancy
of utility services to the site. Water, power, communications, and other utilities
should serve the site from more than one point. These points of service should
be protected from illicit access and potential tampering.

Another protection option is to select a site large enough to allow adequate
distances between uncontrolled and unscreened vehicles and the building(s). Ad-
equate space will be needed at the site perimeter entrances for vehicle inspection,
including queuing, turnaround, and screening. On-site, keeping screened vehicles
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at safe distances from occupied buildings could minimize risk of impacts from an
explosion or rapid intake of a discharge of toxic airborne substances, including
exhaust fumes.

Fresh air intakes for buildings could be protected from unauthorized access
or from accidental intake of noxious fumes, including exhaust from vehicles, by
location on the building or protection with barriers.

Building Interior

The design of an HVAC system is important in building protection, but the
planning and design of the building can provide many mitigating features. Limit-
ing access points to the building to as few people as possible is one strategy to
achieve LP-2. In this way, the flow of people into a building can be controlled by
screening with personal inspections and sensing devices and monitored by secu-
rity personnel. Access to the building could be limited and people’s whereabouts
in the building could be monitored. Magnetic or proximity cards and unlocking
devices are now familiar in many government and institutional applications. Un-
authorized people are prevented from accessing protected areas; if an employee
has brought a weapon or toxin into a building and passed screening, the notion
that the person has been identified and his or her whereabouts have been recorded
could deter some hostile actions. At a minimum, access should be controlled, and
intrusion to the following areas that could be sensitive should be monitored:

*  Fan rooms

*  Mechanical equipment rooms

e Electrical switchgear and emergency generator rooms

*  Telephone and data panel rooms

*  Filtration and pump rooms

e Interstitial spaces

*  Biosafety laboratories 2, 3, and 4 and vivariums

e Laboratories and other spaces using and storing select agents as de-
fined in Title 42, CFR, Part 73, including pathogens and toxins regulated by the
Department of Health and Human Services (DHHS) or the U.S. Department of
Agriculture and non-overlap select agents of DHHS

e Utility tunnels and meter rooms

*  Rooftops and penthouses

*  Areaways—especially if used for air intakes

*  Storage for bottled gases, liquids, flammables, pressurized containers,
fuel tanks, and other hazardous products

*  Food storage

e Pharmacies and pharmaceuticals storage

Air intake louvers are best located out of reach or access from the ground

or other uncontrolled areas. Louvers should not be located where exhausts from
vehicles or other sources can be drawn into the system.
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To achieve LP-3 and LP-4, certain LP-1 and LP-2 measures should be in
place. For example, access to a central analysis center and to filter and air handler
rooms needs to be controlled. Vulnerable areas should be isolated. Arguably, the
most likely areas in buildings from which toxic substances can be introduced to
the building’s air are public entrance lobbies, mailrooms, and loading docks or
receiving areas.

Isolation to mitigate impacts of toxic or airborne substances can be achieved
physically by segregating or isolating spaces through barriers and mechanically
by preventing air from such spaces being introduced to the rest of the building
by recirculation. These areas are also potential sites for explosive events, so their
isolation from the main building is good practice in the design of modern build-
ings potentially subject to hostile actions.

Threat agents can also be introduced surreptitiously anywhere in the building
by someone (such as an employee) who has not been screened at the entrance.
Further zoning a building to compartments served by dedicated air handlers and
ductwork could minimize propagation of a threat agent in the airstream. It would
also allow lockdown or physical isolation of a compartment in which a threat
agent discharge is known to have occurred and allow safer evacuation of other
areas. Negative pressurization of select spaces to contain contaminated air is a
potential option, but care needs to be taken to avoid pressures that impair egress
through doors swinging into the higher-pressure side, such as fire stairs in high-
rise buildings.

Elevators, dumbwaiters, and escalators are a challenge to managing the
migration of air from floor to floor. These vertical transportation devices should
be placed in lobbies on each floor with automatically closing doors between the
lobbies and the corridors to isolate the shafts from the rest of the floor. These are
also requirements in many codes for fire and smoke control. Similarly, the ability
to seal multistory atriums from the rest of the floors is essential, and codes often
require them to be provided with smoke removal fans.

The porosity of modern building construction cannot be underestimated. The
ability of ordinary construction to prevent air from migrating into the building,
from one part of a building to another, and even into the building’s interstices is
not sufficient to use as a basis for passive protection against migration of con-
taminants. The use of plenum distribution of air, especially underfloor plenums,
is particularly vulnerable to easy contamination through leakage. In the event of
contamination, cleanup of plenums is much more difficult than cleaning duct-
work. Plenums are best to be avoided in the design of buildings that are potential
targets for toxic contamination.

In buildings with such enhanced air protection as high-efficiency particulate
air (HEPA) filters, adsorption units, ultraviolet germicidal irradiation (UVGI),
and other devices, rooms for air-handling equipment must be sized to allow
for the generally larger-than-normal equipment and access to filters for chang-
ing. Where sampling of internal air is done using tubes to one or more central
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analysis centers, adequate space for running sampling tubes above ceilings and
in vertical shafts must be provided with space for required bends. Service access
panels must be strategically located and secured with locking hardware. Central
analysis rooms must be located strategically for the areas served, and they must
be adequately sized for the required sampling and analysis equipment.

Existing Buildings

Ideally, any of the measures for new buildings are suitable for existing
buildings, but it could be impractical and costly to retrofit existing construction.
Although site selection is not an option for an existing building, site organization
and access design could improve protection of an existing building.

Relocating fresh air intakes might be possible, or existing intakes might be
protected with barriers that permit the intake of air but protect against the intro-
duction of threat agents directly into the air system. Changing air distribution and
exhaust might be hindered by the unavailability of suitable plenum space above
ceilings or shaft space in the building core. In addition, alternative air intakes or
geographically disperse selectable intakes could be useful.

Probably the easiest protection to implement in existing buildings is access
control and monitoring. Existing sites can be retrofitted for perimeter barriers
and for vehicle and personnel screening at the perimeter where space and condi-
tions allow. Other measures such as isolation of lobbies, mailrooms, and loading
areas might be possible on a case-by-case basis. Wherever mitigation depends
on preventing air migration from one area to another, testing and inspection of
existing construction are necessary to identify inevitable leakage so that correc-
tive action can be taken.

Heating, Ventilating, and Air-Conditioning Systems

HVAC systems are designed to provide conditioned air to the various spaces
in a building in order to satisfy demands for heating, cooling, humidification,
dehumidification, and contaminant removal. Consequently, such systems also
represent a serious vulnerability to biological and chemical attacks in most build-
ings because they can function as a point of entry and distribution system for
threat agents throughout a building.

The extent to which an HVAC system mitigates or exacerbates a threat agent
release depends on the system’s characteristics, the architectural characteristics of
the building in which it is installed, and the characteristics of the release. When
designing a new building or renovating an existing one, the architect and me-
chanical engineer have the opportunity to collaborate to reduce the vulnerability
of HVAC systems to biological and chemical attacks. Alternatives for retrofitting
existing systems are generally much more limited by space, operational consid-
erations, and cost.
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Recirculation Versus Once-Through Airflow

A key distinguishing feature of an HVAC system is whether or when it recir-
culates a portion of the air removed from conditioned spaces or exhausts all of it.
Once-through systems typically provide 100 percent outside air to spaces at rates
selected to meet ventilation requirements. These requirements could be as low
as 10 to 20 percent of the flow rate associated with a recirculating all-air system.
To satisfy heating and cooling loads at the reduced flow rate, unitary or hydronic
terminals such as heat pumps, fan coils, or radiant panels might be needed.

Contaminants released indoors in one space served by a recirculating system
could be redistributed rapidly to all spaces connected to the same system. The
distribution of contaminants released in one space to other spaces is much more
limited in a once-through system. However, pressure differences created by wind,
stack effect, and HVAC fan operation can cause flows between what, in theory,
are isolated spaces.

The once-through airflow system supports and complements the concept of
architectural compartmentalization. However, recirculating systems can incor-
porate centralized air cleaners to remove contaminants collected from within a
building, whereas once-through systems cannot, which makes them more vulner-
able to external releases. The use of local air cleaning systems in conjunction with
once-through ventilation could be necessary to provide the same degree of pro-
tection in a space once it has been contaminated. This risk needs to be weighed
against overall reduction in risk as a result of more localized and slower distribu-
tion of contaminants than would occur in a recirculating system. With respect to
security, the choice of a once-through ventilation system is an LP-1 measure.

Air Supply and Return Systems

In most HVAC systemes, air is delivered to conditioned spaces through over-
head diffusers served by a network of ducts emanating from a central air-handling
unit (AHU). Unless a contaminant is distributed initially from the AHU, it can
recirculate or spread only as the result of leakage to other zones. An increasingly
popular alternative to ducted overhead distribution is the underfloor air distribu-
tion (UFAD) system. UFAD systems distribute air through diffusers in the floor
connected to an underfloor supply plenum. The supply plenum of a UFAD system
represents a greater vulnerability because the common supply could serve large
areas of a building and because air from a pressurized supply plenum can leak
into wall cavities and through floors to spaces below.

UFAD systems have the potential to produce better indoor air quality in build-
ings during normal operation (Bauman, 2003), but they could be more vulnerable
to indoor biological and chemical attacks than conventional ducted air distribu-
tion systems. One of the claimed advantages of UFAD is that it supplies clean
air to displace normal indoor contaminants (such as bioeffluent and emissions of
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office equipment) upward, out of the occupied zone. From the perspective of a
biological or chemical attack, it is easy to surreptitiously introduce a dissemina-
tion device into one of the numerous floor diffusers located in uncontrolled space.
The threat agent could then be distributed into a large occupied zone effectively
without passing though any filters or other control devices.

Return systems could also be ducted or plenum type. Ducted returns, like
ducted supplies, tend to reduce cross-contamination. Plenum returns allow return
air from multiple spaces to mix, which can distribute contaminants throughout
a building even following a point release and even when ducted supply is used.
Return systems also could be of the ducted or plenum type. Ducted returns, like
ducted supplies, tend to reduce cross-contamination. Contaminants entering a
return plenum from one space could enter other spaces directly because of pres-
sure gradients within the building or when fan-powered variable air volume boxes
(which recirculate air from the plenum into occupied spaces) are used. Similarly,
contaminants leaking from positively pressurized supply ductwork into a return
plenum could be widely distributed. Design to eliminate supply plenums is typi-
cally an LP-1 measure.

QOutside Air Supply Systems

Most large buildings are required by code to take in and distribute outside air
to dilute indoor contaminants for the purpose of maintaining acceptable indoor air
quality (an LP-1 option). Also, by bringing in more outside air than is exhausted
by the HVAC system or other exhaust fans in the building, the interior as a whole
can be positively pressurized relative to the outdoors (an LP-1 or LP-2 option).
Positive pressure inside the building is beneficial in case of an outdoor release
when the supply air has been properly filtered against biological or chemical
agents. Relative to the supply air quantity provided by all-air recirculating HVAC
systems, outside airflow is generally small. However, all-air HVAC systems
frequently are configured with “economizer” controls that permit the outside
air intake to be increased up to 100 percent of the supply airflow when outdoor
conditions are such (relatively cool, dry air that can offset mechanical cooling)
that doing so would reduce the energy consumption of the system. Some build-
ings also have “dynamic” or “demand-controlled” ventilation systems that adjust
the outside airflow based on an indication of building occupancy, such as indoor
carbon dioxide concentration.

The operational mode of the HVAC system needs to be taken into consider-
ation when evaluating vulnerability to outdoor releases. Under some conditions,
economizer controls increase outside airflow to 100 percent, which could be four
or five times the minimum required for ventilation. The consequences of an out-
door release when an economizer operates the system at 100 percent outside air
could be much worse than when the same system experiences the same release
while in minimum outside air mode. If coordinated properly with event detection,
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however, the ability to bring in large quantities of outside air to dilute indoor
contaminants rapidly has protective value.

Outside air controls intended to establish an operating mode that would miti-
gate the effects of a release are an LP-2 option if the threat agent is detected by
observation and response is initiated by a human; they are an LP-3 option if the
threat agent is detected by sensors only in time to treat victims and response is
initiated by a human; or they are an LP-4 option when the threat agent is detected
by sensors and rapid response is automated.

The location of outside air intakes has been discussed in guidance on se-
curity design of buildings (NIOSH, 2003). It has generally been recommended
that intakes be located high enough that a hostile person at ground level cannot
introduce a biological or chemical threat agent with reasonably available means.
Although proper location of air intakes can provide a certain level of protection,
it contributes little to mitigating the consequences of a large-scale release, such as
the rupture of a railroad tank car containing a toxic chemical or a release from an
aircraft. To protect against such possibilities, outside air supply protection in the
form of tight shutoff dampers—and, possibly, alternative outside air supplies or
filtered outside air supplies—might be needed. The location of outside air intakes
in secure locations is an LP-2 measure. Shutoff controls are part of a high-level
passive response (LP-2) if the system does not include sensor technologies and
a human initiates the response; a low-level active response (LP-3) if the system
includes sensor technologies but the shutoff response requires a human in the
loop or identification is relatively slow; and a high-level active response (LP-4)
if response is linked to sensor technologies and is rapid and automated.

Air Cleaning Systems

Particulate Filtration

Filtration can facilitate removal of airborne biological particles from air as
it enters a building or is circulated within a building (ASHRAE, 2004b). Key
factors in determining the effectiveness of filtration include the method for cap-
ture of the return air, leakage from the building envelope, and the efficacy of the
ventilation system (Hitchcock et al., 2006). The parameters affecting filtration
include the size of airborne particles; the shape, electrical charge, and mass of the
particles; and their concentration. Aerodynamic particle size is the most impor-
tant of these parameters when utilizing filtration for particle removal (ASHRAE,
2001). Aerodynamic particle size accounts for physical size, shape, and density.
Particles with a diameter greater than 2.5 um are classified as coarse mode, while
particles with a diameter less than 2.5 pm are classified as fine mode (ASHRAE,
2004b). These two modes have different control strategies. Fine-mode particles,
including bacterial cells and aggregates of virus particles, are less likely to settle
out of the air by gravitational settling than coarse-mode particles. Thus, the lat-
ter remain airborne for shorter periods of time. Combinations of filtration and
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ventilation can be used to minimize the presence of fine-mode and coarse-mode
aerosols in indoor environments.

Filtration Mechanisms. There are five main mechanisms of filtration to remove
particles from the air as described by ASHRAE: straining, inertial impinge-
ment, interception, diffusion, and electrostatic effects (ASHRAE, 2004b). The
same mechanisms also could be used for sample collection for further analysis.
The coarsest filtration is straining as particles are removed from the air by size
exclusion; particles larger than the opening are retained. Impingement occurs
when a particle is either too large or dense to follow the airstream around a fiber,
lands on the surface, and is retained due to attraction. Impingement could occur
in flat-panel and minimal-media-area filters. If there are high air velocities, the
particles might not be retained because of particle bounce, unless an attractive
coating is applied to the fiber material surface. Surface coatings are critical to
impingement filter performance. Bag and deep-pleated filters rely on interception,
which is the attraction of van der Waals forces, and require low air velocities so
as not to dislodge particles that have contacted filter fibers. Erratic and random
pathways of very small particles within the airstream that result from Brownian
motion bring particles close to filter media for interception. As increasing num-
bers of particles are retained, a concentration gradient forms, and filtration is
enhanced by a combination of interception and diffusion. The efficiency of this
mechanism increases with decreasing particle size and velocities. Microorgan-
isms generally are net negatively charged and are attracted to positively charged
filter media. Electrostatic charge enhances the attraction of biological particles
to filter media. Filters generally become more efficient as their surfaces become
loaded with particles. Particle loading, however, could reduce airflow through the
filter if ventilation fans cannot overcome the additional pressure drop caused by
the captured material (Hinds, 1999).

Filter Efficiency, Resistance, and Dust-Holding Capacity. Efficiency is defined
as the fraction of particles removed from an airstream. The differential drop in
static pressure across the filter at a given face velocity is defined as the resistance
to airflow, and the dust-holding capacity is the amount of dust that an air cleaner
can retain when it is operated at a specific airflow rate to a maximum resistance
value. The interdependence of these relationships is evaluated in a variety of
test methods for filters. Most commonly used are the ASHRAE Standard 52.1
(ASHRAE, 1992), which defines the arrestance test, dust-spot efficiency test, and
dust-holding capacity test; the ASHRAE Standard 52.2 (ASHRAE, 1999), which
assigns ratings on the basis of removal of particles in specific size ranges; and
various tests specific to HEPA and ultralow-penetration air filters. The synthetic
dust arrestance test (ASHRAE, 1992) uses an ASHRAE synthetic dust standard-
ized to consist of various particle sizes and types that is introduced into the test
airstream. It applies mainly to low-efficiency filters that primarily remove large
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particles. The dust-spot efficiency test is based on the opacity change of a filter
medium as it collects atmospheric dust (ASHRAE, 1992). It is more indicative
of performance relative to smaller particles. However, neither an arrestance nor
a dust-spot efficiency rating specifies performance for specific particle sizes. The
newer minimum efficiency reporting value (MERV) rating of filters (ASHRAE,
1999) ranges from 1 to 20 (Hitchcock et al., 2006). Higher MERV values gener-
ally indicate higher efficiency, especially for smaller particles (see ASHRAE,
2004b).

Disposable pleated filters with a MERV rating of 8 demonstrate a 30 to 35
percent dust-spot efficiency and more than 90 percent arrestance for particles of
3—10 wm, while bag filters with a MERV rating of 12 are rated at 70 to 75 percent
dust-spot efficiency and an arrestance of more than 95 percent for particles of 1-3
um. Bag filters with MERV ratings of 13—16 demonstrate effective filtration of
0.3 to 1 um particles and should capture 95 percent of Bacillus anthracis spores.
Filters rated MERV 15-16 should capture 98 percent of Mycobacterium tuber-
culosis bacilli, 68 percent or more of smallpox virus, and 71 percent or more of
influenza virus. Although MERYV rating is not standard for HEPA filters, these
filters range from MERV 17-20 for filtration of particles less than or equal to
0.3 um (Hitchcock et al., 2006), thereby providing increased capture of viruses.
Low-MERV-rated filters are often used as pre-filters in series with MERV filters
rated 13 or higher. The majority of commercial buildings use filters ranging from
MERYV 5 to MERV 8 (Hitchcock et al., 2006). The use of pre-filters increases
filter efficiency and prolongs the useful life of the higher and more expensive
MERV-rated filters.!

The ASHRAE atmospheric dust-spot efficiency evaluation was used for
high-efficiency filters (ASHRAE, 2004b), but it has been superseded or is used
to complement ASHRAE 52.2 MERV ratings. The value of the dust-spot rating
is based on the coloration of filter paper by ambient dust and is limited for par-
ticles in the micrometer and smaller size range. The dust-spot method incorpo-
rates the use of unconditioned atmospheric air passed through the test material.
Discoloration of the air downstream is compared to upstream (unfiltered) air.
ASHRAE 50 to 70 percent dust-spot efficiency filters are reported to remove 50
to 80 percent of particles 1-3 um in diameter (ASHRAE, 1999), and ASHRAE
60 percent dust-spot filters are reported to remove 85 percent of particles 2.5 um
in diameter (ASHRAE, 2004b). The increased filter rating of 80 to 85 percent
dust-spot efficiency results in removal of 96 percent of particles that are 2.5 um
in diameter.

The fractional efficiency or penetration method utilizes the introduction of
uniform-sized particles into an air cleaner and measurement by an optical particle

IThe cited MERV levels are based on typical physical characteristics (in particular, size) of various
microbial species. If manipulation to weaponize microorganisms changes their physical characteris-
tics, removal efficiencies could be affected.
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counter, photometer, or condensation nuclei counter. The method provides accu-
rate efficiency measurements but is time consuming and is primarily a research
method. The penetration method that uses dioctyl phthalate smoke (USACE,
1999) or other aerosols (IES, 1992) to test high-efficiency filters (HEPA filters) is
sensitive to mass median diameter and is commonly referred to as the efficiency
of the filters with 0.3-um particles (NAFA, 2004).2 The efficiency of HEPA filters
is high (99.97 or 99.99 percent), resulting in reporting of penetration values, not
efficiency.

Polydispersed aerosols are used for the efficiency-by-particle size method.
Upstream and downstream measurements are made using optical particle count-
ing devices at a variety of flow rates. The dust-holding capacity of a filter is a
measurement of the synthetic dust loaded onto a filter under established proce-
dures and a measurement of the pressure drop as the loading increases.

Proper maintenance and replacement of filters is needed when a specified
pressure drop across the filters is reached and at recommended intervals. Bypass
of filters occurs when gaps are present around the filter material and there are
channels within the filter matrix that sharply reduce filter efficiency. The higher
the MERYV rating, the more attention is required to ensure proper installation and
maintenance of filters (Hitchcock et al., 2006).

Gas-Phase Air Cleaning

Sorbent filters remove gas-phase air contaminants using either physical ad-
sorption or chemical sorption. Physical adsorption results from the electrostatic
interaction between a molecule of gas or vapor and a surface (NIOSH, 2003), and
chemical sorption results from the reaction between a molecule of gas or vapor
and a solid sorbent or reactive agents impregnated in the sorbent material. A
variety of sorbents are available for different applications, and they vary in their
abilities to remove different chemicals.

Sorbent filters have several limitations. First, a sorbent filter could preferen-
tially remove some chemicals in a mixture and allow other contaminants to pass
through. Second, most sorbents do not perform as well under high humidity (for
example, silica gel adsorbs water in preference to hydrocarbons, so that the ad-
sorption of hydrocarbons is essentially blocked by water vapor). Third, adsorbent
impregnation could lose reactivity over time, but determining when and to what
extent this occurs is difficult. Fourth, sorbent filters are bulky, heavy, and expen-
sive compared to particulate filters. Consequently, while particulate filtration is
extremely common in buildings of all types and required by codes and standards,
gas-phase filtration is uncommon in most buildings.

2It should be noted that the use of dioctyl phthalate smoke to test high-efficiency filters is no longer
used in field certification tests due to hazards. Poly alpha olefin is used instead. For more information,
see http://www.bnl.gov/esh/shsd/SOP/pdf/IH_SOPS/IH62300.pdf.
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Filter Placement

There are numerous potential locations for filters in an HVAC system. The
most common filter placement location is in the mixed airstream within an air-
handling unit. Using that location results in filtration of both outside air and return
air, and it protects coils and other downstream components from fouling. Filters
could also be located directly in the outside airstream, at supply to individual
spaces, on the return from individual spaces, in the common return, and on ex-
haust air (if there is concern about the consequences of contaminated exhaust).
Stand-alone filtration devices that recirculate and clean air within a single zone
might also be desirable.

In general, decisions about where to place filters could be based on concern
about how placement would impact normal operations, maintenance, first-cost
and operation and maintenance costs, and space. In many cases, accommodating
the large pressure drops required by some particle and gas-phase filters is a major
consideration. In the context of a discussion of protection against chemical and
biological agents, effectiveness during extreme events is a high priority.

Most HVAC systems require a minimal level of defined filtration (ASHRAE,
2004a) and MERV 6, as rated by ASHRAE Standard 52.2 (ASHRAE, 1999).
Filters of this performance level primarily remove larger particulate matter that
could cause fouling of HVAC components and soiling of building surfaces (an
LP-1 option). To a lesser extent, such filters also remove particles in the size
range associated with biological threat agents. Highly efficient filtration of bio-
logical threat agents requires filters above the performance levels generally pre-
scribed in most buildings (an LP-2 option). Specification of more efficient filters
frequently increases the pressure drop through the filter bank, which results in
the consumption of more fan energy. Because it is the norm to provide particulate
filtration sections in AHUs, upgrading filter efficiency as part of a security retrofit
is possible if existing fans and distribution systems can provide required flows
under the new system operating conditions. Most buildings under LP-1 do not
employ gas- and vapor-phase absorption of any kind. Such systems are bulky,
expensive, and of uncertain reliability in most applications. The continuous use
of such systems is an LP-2 option.

Energetic Air Treatment Methods

Other options for controlling airborne threats include a variety of “energetic”
methods that use various wavelengths of ultraviolet radiation (UVC, 200-280
nm; UVB, 280-315 nm), possibly in conjunction with other air treatment modes.
UVGI (primarily UVC) can be used within AHUs to irradiate airstreams and
coil and filter surfaces. When UV lamps are installed in occupied spaces, they
are designed to create an irradiated cavity above the occupied zone that treats
contaminants that are carried into it by air currents or to decontaminate exhaust
airstreams. The effectiveness of UV as a germicide varies greatly from vegetative
bacteria to spores, but it could provide the best cost-benefit when it is combined
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with particulate filtration (see EPA, 2006, for more information). Ultraviolet
radiation is also used to energize a titanium dioxide catalyst in photocatalytic
oxidation (PCO) systems. It is also combined in some cases with hydrogen per-
oxide or with particulate filtration equipment. Like gas phase filtration, UVGI
and other energetic methods are infrequently used in private sector buildings
as an LP-1 option, but the market for such equipment is growing. Enhanced air
treatment of all kinds is increasing in application because of a desire to provide
better indoor air quality and security from biological and chemical attacks and
infectious diseases. Enhanced particulate filtration and the addition of continuous
operation gas-phase filtration or adsorption or energetic biological air treatment
are generally LP-2 measures. Specialized air treatment and sensing and controls
for on-demand use are LP-4 options.

Instrumentation and Controls

HVAC system controls are an important part of any building protection
system. Controls range from global enable or disable functions to outside air
(ventilation) controls and pressurization controls interlocked with fire protection
systems to isolate smoke-filled areas and protect egress paths and refuge areas.
Actuation of systems could be by human intervention and judgment (LP-2 op-
tion for intentional threats) or could be automatically controlled by logic on the
basis of information obtained by sensors distributed throughout a building (LP-3
or LP-4 capability). For critical functions such as smoke control or response to a
biological or chemical attack, appropriately located sensors, their reliability, and
the rapidity and effectiveness of response are critical. The current capabilities and
limitations of sensors systems for detection and identification are discussed later
in this chapter and in other reports (NRC, 2003a, 2005b).

Active protection strategies such as those considered as part of the Defense
Advanced Research Project Agency’s (DARPA’s) Immune Building Program
and in LP-3 and LP-4 depend heavily on reliable sensor networks combined
with effective mitigation technologies embedded in responsive HVAC systems
(W. Bryden, DARPA, presentation to the committee, September 28, 2006). It has
been demonstrated that when time and budgetary constraints are eliminated, the
ideals of that program can be realized to some extent with humans-in-the-loop
deployment, if not fully automated. However, the life-cycle cost of such systems
and the maintenance required to keep them fully operational are substantial.

HVAC Zoning

The earlier discussion of architectural design focused attention on the po-
tential value of compartmentalization. However, the ability of HVAC airflows to
distribute contaminants throughout a building, particularly when the system recir-
culates return air, is far greater than the ability of architectural barriers to retard
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them. Consequently, architectural compartmentalization should be coordinated
with its counterpart HVAC zoning.

The term “zone” has a variety of meanings relative to HVAC system design.
A zone could be a thermal zone, such as an area whose temperature is controlled
by a single thermostat. A thermal zone could include a number of physical zones
(such as rooms) or could be a subset of a physical zone (such as the core area of
an open-plan office space). Similarly, a pressurization zone is an area maintained
at a uniform pressure that could be a single physical zone or a group of physical
zones. A zone also could be defined as the area served by a single AHU. Deci-
sions regarding how to divide a building into thermal zones are based on the
balance between comfort (individual control) and cost. Decisions regarding how
many separate air-handling systems to use can be made on the basis of functional
subdivisions of a building, energy use considerations, or building size. Small
buildings could have a single air handler, while very large buildings could have
dozens of systems serving small fractions of the total floor space.

Thermal zoning, in general, has no direct relevance to building protection.
Pressurization zoning to control the direction of contaminant migration is an LP-2
measure. System-level zoning serves a protective function by limiting the extent
to which any single system can contaminate a building (LP-1 and LP-2 options).
At one extreme, an entire building might be served by a single all-air system
with recirculation, in which case a threat agent released in one space would be
distributed throughout the building in a matter of minutes. (The typical all-air sys-
tem circulates a volume equal to the building volume roughly every 10 minutes,
and the time for contaminated air to return to the AHU and begin reaching other
spaces is much shorter.) At the other extreme, every space within a building could
be served by its own independent system, in which case a localized threat agent
release might have little global effect on a building or its occupants.

Places of refuge and isolated zones, such as mailrooms, and active airflow
control strategies can be viewed conceptually as specialized applications of ar-
chitectural and HVAC zoning principles. Although the subdivision of a building
into many separate systems seems to have few negative aspects, the independent
systems interact with one another. Improper operation could result in unintended
consequences. For example, in a building with multiple variable air volume
systems, controls might be set up to maintain the area served by one system at
a positive pressure relative to that served by another under conditions of design
airflow. However, because the airflow required by each system varies with its
heating and cooling loads and each must be met independently, it is impossible
to maintain the desired relationship under all operating conditions.

At the simplest level (for example, dividing up a building into many areas
served by separate systems), zoning is an LP-1 or LP-2 design strategy. The use
of fixed pressurization schemes to maintain the desired flow pattern in a building
is an LP-2 strategy. The creation of places of refuge is part of an LP-2 strategy
if an operational plan is in place for a human to activate air treatment for the
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shelter; an LP-3 strategy if a threat agent is detected by sensors to enable treat-
ment and response initiated by humans; or an LP-4 strategy if the threat agent is
rapidly detected by sensors for protection, which in turn activates air treatment
in the shelter.

Importance of HVAC Installation and Maintenance

Building systems, including HVAC systems, cannot function as intended un-
less they are properly maintained. Maintenance includes such actions as sensor
calibration, testing and replacement of air cleaners, balancing of system airflows,
and many other functions. Emergency operating modes need to be tested and
confirmed on a periodic basis to ensure that they will function properly when
called upon. The consequences of a threat agent release and the actions needed
to mitigate those consequence depend on the extent to which airflows actually
occur within a building and the extent to which its HVAC system differs from
the system intended by the designer. For particulate air contaminants, a primary
failure mode is improper installation of filters in their filter banks. Missing filters,
replacement filters of the wrong dimensions that leave gaps through which large
bypass flows could occur, or damaged media have been found in HVAC systems
of many facilities (Braun, 1986; Ottney, 1993). Given that many building systems
suffer from the consequences of infrequent or improper maintenance, the institu-
tion of a rigorous, comprehensive, and verified maintenance program could be
considered an LP-1 security measure.

Building-HVAC Interactions

The effectiveness of HVAC systems in maintaining comfortable indoor con-
ditions and in functioning properly during extreme events is tied closely to inter-
actions with the building itself. Interactions between the building and its HVAC
systems and between the building and the environment introduce a significant
element of uncertainty into the prediction of air and contaminant movement. The
leakiness of the building envelope and of interior partitions and floors determines
the extent to which environmental impacts such as wind and indoor-outdoor
temperature differences will influence indoor airflows and background aerosol
conditions. Efforts to use HVAC airflows to pressurize the interior of the build-
ing are less likely to be successful when the envelope is leaky. If the envelope is
sufficiently porous that it permits inflow of air from outdoors, the envelope itself
could become a point of entry for contaminants released outdoors. Contaminants
entering through the envelope and bypassing filters greatly reduce the beneficial
impact of enhanced filtration. The use of greater care than is usually exercised in
constructing and sealing the exterior envelope of a building is an LP-1 measure.
Interior sealing for the purpose of facilitating zonal pressurization or reduction
of interzonal airflow is an LP-2 strategy.
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Detection and Identification Technologies and
Associated Protection Options

An active approach to building protection (LP-3 and LP-4) requires a detec-
tion system that includes components capable of detecting the presence of threat
agents and identifying them so that treatment can be administered and appropri-
ate operational responses effected. The detection and identification system could
include nonspecific triggers that initiate sample collection, turn on more specific
identification technologies, or initiate low-regret responses. In tiered protection
systems, the increased sampling and possible confirmatory detection would initi-
ate higher-regret responses.

Sampling Systems

Sampling systems are the first stage in most biological and chemical agent
identification systems. The basic components of a sampling system are col-
lecting the sample, transporting the sample, filtering the sample (for example,
aerosol samples are filtered to remove unwanted larger particles and debris), and
concentrating the sample. The efficiency of the sampling system and sampling
time needs to be considered when designing biological and chemical threat agent
identification systems.

Sampling Locations and Backgrounds

Sampling for building protection can be done outdoors or indoors. Outdoor
sampling is used to detect external releases, and indoor sampling is preferred for
the detection of indoor releases but can also be used to detect outdoor releases.
One of the challenges of detection and identification technologies is the com-
plication of normal or intermittent background levels that can interfere with the
desired measurement, either by causing incorrect signals (false positives) or by
making the detector inoperable (false negatives) (NRC, 2003a, 2005b). Although
there are no background concentrations of chemical threat agents, there could be
low levels of certain toxic industrial chemicals (TICs) or toxic industrial materials
(TIMs) in buildings; the background level of TICs or TIMs would likely be local-
ized to situations where they are being manufactured, shipped, or used. Some cur-
rent commercial off-the-shelf chemical sensors could give false alarms when they
are exposed to some of the chemicals used in buildings. Natural nonpathogenic
bioaerosol backgrounds are complex and vary with time and location.

Natural outdoor bioaerosol backgrounds come from a wide range of sources
such as viruses, bacteria, fungi, and plants (Merill et al., 2006). Pollens from
plants vary seasonally and diurnally and can sometimes result in visible clouds
with more than 10,000 particles per liter of air. Weather patterns such as rain and
wind also impact outdoor bioaerosol particle concentration.

Indoor bioaerosol backgrounds also come from a wide range of sources
including viruses, bacteria, algae, plants, insects, animals (for example, skin
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scales), and fungi. Particulates in indoor air can increase greatly with foot traf-
fic on carpets and during cleaning activities using buffers and other high-energy
appliances. Outdoor bioaerosol concentrations will strongly affect the indoor
air if the building includes outdoor and indoor ventilation (for example, open
windows). Indoor bioaerosol backgrounds can be reduced dramatically by filter-
ing air and decreasing the indoor and outdoor aerosol leakage of the building. In
addition, decreasing the sources of bioaerosols within a building can reduce the
indoor bioaerosol background dramatically, which in turn reduces failure modes
of detection systems. Because bioaerosol background can vary dramatically from
building to building, it has to be considered in designing a biodetection system.

Understanding the background as measured by the biodetector(s) within
the biodetection system (such as particle concentration or size, ultraviolet laser-
induced fluorescence [UV-LIF], and antibody-based detection) is critical. The
background measured by the biodetector includes a combination of both bioaero-
sol background and detector interferents (aerosols that “look” like bioaerosols to
the detector). To design an effective biodetection and identification system, it is
critical to characterize the background using the same mechanism as the detectors
within the bioanalysis system. Test beds, field studies, and deployments can be
used for characterizing biodetectors under relevant operational conditions.

Transport to Detectors

Indoor sampling locations can be in rooms, hallways, or the building duct-
work. When only a few detectors are used in a facility, they are often located
in the ductwork at locations that provide the broadest building coverage. If the
sample is taken within the ductwork, understanding airflow in the building is im-
portant to determine the time for transport of aerosols or vapors from the room,
through the ductwork, to the sampler.

Sampling tubes can also be used to collect air from rooms and transport the
air to one or more centrally located detectors and collection systems, thereby
minimizing the number of sensing systems. When sampling tubes are used, im-
proper design can result in substantial losses due to sorption of vapors and impac-
tion of aerosols within the sampling tube. Important factors to consider are the
tubing material, diameter, length, and geometry. Sharp bends in the sampling tube
are best avoided to minimize loss during transport. Software programs are avail-
able to estimate transport losses as a function of sampling geometry and aerosol
particle size (larger particles are more difficult to transport). In addition to losses
within the sampling tube, the sampling time lag as a result of transport through a
sampling tube has to be considered when designing a detection system.

Particle Size Considerations

Bioaerosols (and also aerosols containing chemicals) have a broad range of
sizes from 1 to 100 um; however, sampling has traditionally focused on aerosol
particles in the size range of 1 to 10 um. Particles significantly larger than 10 pm
do not efficiently deposit in the lungs (alveoli), although particles as large as
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100 um can still be inspired and trapped in the nasal passages. Particles much
larger than 30 um are difficult to transport and sample efficiently because they
rapidly settle and deposit on surfaces. However, because the number of individual
biological organisms contained within a bioaerosol particle can increase with the
cube of the diameter of the particle, larger aerosols can contain many organisms
and provide sufficient sample for more sensitive detection and identification sys-
tems (for example, nucleic acid-based detection). Consequently, considerations of
the complete detection and identification system, of the uncertainty of preparation
of a threat agent, and of the backgrounds might result in an optimum range of
particle sizes for sampling beyond the standard 1- to 10-um range.

Aerosol Size Selection, Concentration, and Collection

Aerosol can be separated by size using devices such as cyclones, classical
impactors, virtual impactors, and filters before detection. These same compo-
nents can also be used for aerosol concentration and collection as described
below. Other methods involving electrostatic and ultrasonic effects are being
investigated for aerosol concentration and separation, but these methods are less
developed and are not available for near-term deployment.

Cyclones use vortex flow to remove unwanted large particle debris from the
aerosol. Ideally, a cyclone collection curve would be a step function, with par-
ticles larger than the cutoff collected and particles smaller than the cutoff passing
through the cyclone. In practice, the size distribution of the collected particles has
a sigmoidal shape. Increasing the size cutoff at the same flow rate will increase
the physical size required for the cyclone separator. Cyclones with wetted walls
can be used for the collection and concentration of aerosols into a liquid. In this
case, the particles in the larger size fraction are collected into a liquid moving on
the wall of the cyclone.

Impactors accelerate the particles in a jet toward a surface (classical im-
pactors) or toward a nozzle (virtual impactors). Both approaches can be used
to remove large particles from the sample airstream and typically have steeper
sigmoidal cutoff curves than cyclone separators. The remaining particles can then
be collected using a filter, cyclone, or impaction onto a surface or into a liquid.
Classical impactors are compact but need to be cleaned frequently. Virtual impac-
tors reduce the cleaning problem but are more expensive to build than classical
impactors. Impactors have been configured to collect particles of 0.1 to greater
than 10 wm with reasonable efficiency.

Filtration is used to collect all particles and is the most commonly used
method when collection is done periodically (for example, over hours or days).
Analysis of aerosols collected on filters requires rinsing or other methods to
remove the particles from the filter. Although filtration can be very effective in
collecting particles, the collected particles are not suitable for all types of analy-
sis. For example, vegetative cells often dry out on filters, so viable organisms
cannot be cultured from the filter. In addition, it takes time and different reagents
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to remove particles from filters for analysis. The analysis of filters has been used
for detect-to-treat (LLP-3) applications that do not require rapid detection.

Detection and Identification Systems

DOD has separate operational definitions for detection and identification.
Detection systems detect a change in the environment that is consistent with
the presence of a harmful chemical, protein, or biological agent. These systems
cannot distinguish between the harmful and harmless varieties of chemicals,
proteins, and organisms. In contrast, identification technologies measure specific
parameters that are unique for the target chemical, protein, or biological agent.
Ideally, identification technologies distinguish between harmful and harmless
varieties of agents.

Many types of technologies can be employed for detection, identification,
and protection against a deliberate agent release. Some systems are large, labora-
tory-based instruments; others are small and portable. Different approaches have
their advantages and limitations. This section discusses both existing capabilities
and prospects for technologies that should become available in the near future.
For building protection using LP-4, rapid detection and identification of an agent
release is essential. Rapid response time is required to protect occupants from
exposure and to minimize the distribution and dissemination of an agent through-
out the building, thereby limiting the number of exposed individuals. Detection
systems for LP-3 do not require as rapid a response time for most threat agents
and can use slower, but more specific and accurate identification methods.

There are two strategies for detecting and identifying agents: periodic and
continuous. In periodic strategies, a discrete sample is taken at a point in time
or over an interval of time and analyzed for the presence or absence of an agent.
Sampling frequency is dictated by the sensitivity of the measurement (for ex-
ample, collecting an adequate amount of sample for analysis could take a long
time), the time needed to protect building occupants, the time for transport from
the sampling location to the detector, and the time it takes to run a sample through
the detector or identifier. Many analytical instruments could take several minutes
to hours to make a measurement. Clearly, if the duration of detection or identi-
fication is longer than a few minutes, it is too long, and it is thus inappropriate
for detecting a release and warning building occupants (LP-4). For LP-3, such a
system would provide the ability to treat individuals exposed to biological agents
before clinical signs appear.

Generally, detectors are used for continuous monitoring and can be placed
directly at the point(s) of interest. Physical monitors detect such parameters as
particle count, pressure, temperature, and light intensity, whereas biological and
chemical identification systems detect the presence of specific biological and
chemical analytes.

Many limitations to detection and identification of threats exist. For biologi-
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cal threat agents, the background level of interferents (nonthreatening biological
agents that could alarm broad spectrum detectors) is often high and varies over
time. Interferents could make distinguishing between an intentional release of a
threat agent and variations in normal background difficult, unless the release oc-
curs close to a detector. Even when a threat agent is detected, rapid identification
of specific biological agents is difficult. The added benefit of rapid identification
of biological agents would allow administrators to more efficiently mitigate the
threat and prepare treatment options for exposed people. For chemical agents,
rapid detection and identification is less difficult. Sensors and sensor systems that
detect and identify chemical agents currently exist; however, they differ in levels
of specificity and could have problems distinguishing between the threat agent
and the background measured by the sensor at the location of interest. The back-
ground signal can arise from scattered photons (in optical detectors) and inherent
sensor system noise or from interferent chemicals at the location of interest.

The inability to identify a previously uncharacterized agent with unknown
properties is an enormous limitation of current technology. Emerging and engi-
neered threats could potentially be detected, but identification technologies would
not be able to recognize an unknown threat agent. Consequently, release of an
engineered or emerging threat that current sensor technology cannot sufficiently
detect and identify could denote an unknown release. Even if a release is detected
and identified, planning and treatment options might be very limited. In general,
many identification technologies require prior knowledge of the specific agent
and will not identify agents that are not on the list targeted for identification.
Therefore, there is a need for new approaches that can identify agents based upon
virulence or characteristics that do not rely on a priori knowledge of specific
agents. Detection technologies might detect an engineered or emerging threat be-
cause they are less agent-specific than identification technologies, but responsive
actions would be severely limited without identification.

Triggers

As a verb, “trigger” means to initiate action. In the context of building pro-
tection, a trigger is a measured event that initiates another action. The trigger
of a threat agent is generally more rapid, of lower cost, and less specific than
the identification technology. The trigger generally has a higher probability of
false alarm and does not provide the resolution of the identification system. In
this context, the trigger generally does not sound an alarm but initiates a more
sensitive, and usually more costly, identification system to confirm the absence
or presence of a harmful compound. A trigger can also be used to initiate a “low-
regret response” within a building, such as adjusting the building ventilation to
minimize the spread of potential contamination throughout the building. Trig-
gered responses are often used in tiered detection and identification systems that
progress from fast, low-regret responses based on low-specificity detection to
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higher-regret responses based on accurate, but generally slower, identification. A
tiered approach to detection and identification systems has lower risks of false
alarms than the use of low-cost, less specific identification technology. The ap-
proach also minimizes the use of costly confirmatory tests.

Video Monitoring

Video surveillance is a powerful and effective method for recognizing suspi-
cious activities. Image processing methods are being improved to the point where
they can automatically identify out-of-the-ordinary behaviors from many cameras
and alert appropriate personnel so that response efforts can be focused. Video
surveillance also provides a strong psychological deterrent to an attack.

Another use of video monitoring is to identify when and where a release has
occurred. Release of noxious incapacitating vapors can be observed as groups of
people cough or pass out. In such cases, video monitoring can act as a primary
detector for the presence of an attack. Video systems also have dual uses to pro-
viding feedback on the effectiveness of response options, such as evacuations,
and for remote situational awareness.

Remote Sensing or Standoff Detection

Remote sensing is the ability to have a sensor at one location that can detect
and identify the presence of a particular object at another. The distance between
the two locations can vary widely from a few micrometers to many kilometers.
However, remote sensing typically refers to separation distances on the order of
meters or farther. The key aspect is that the two elements—the sensor and the
element being sensed—do not come into physical contact. Operationally, remote
sensing in a protected building could be used for both biological and chemical
threat agents indoors and outdoors. Remote sensing includes active methods,
where a remote stimulus is introduced and the response is recorded by the sensor,
and passive methods that use only an ambient stimulus.

Biological Sensing. For distances on the order of a kilometer, the ability to
detect biological aerosols has limited use because current methods provide only
general information about the aerosol particles. These tools are used primarily to
raise some awareness of a potential hazard in the area. In general, such systems
utilize light absorption, polarization, or scatter to measure cloud size, shape, par-
ticle size, and fluorescence. This information can be important on a battlefield.
In some building protection operations, this type of information can be used to
adjust building ventilation and controls to minimize the exposure of occupants
to a large external release. In general, more specific information about the nature
of the aerosols is needed for building applications. Some research programs hold
promise for finer degrees of fidelity in remote biological sensing, but these de-
veloping systems are years away from being operational. UV-LIF is technically
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a remote system because the particles and the sensing elements do not come into
physical contact. Such systems require concentration of particles and are gener-
ally employed as a triggering system for further identification.

Chemical Sensing. Remote chemical sensing requires a target chemical to have
absorptive energy orbitals at wavelengths that are not impacted by naturally
occurring molecules in the environment. Compounds in the air, such as water,
nitrogen, and oxygen, have regions of absorption that make the atmosphere func-
tionally opaque at specific wavelengths of energy. The most common wavelengths
used for either active or passive interrogation are between 3 and 12 um. Most
chemical agents have optical spectra with absorptive regions that fall outside the
opaque regions of the atmosphere and, therefore, are good candidates for identi-
fication by remote optical methodologies.

Light detection and ranging (LIDAR) is a common method for remote
chemical sensing. The laser can function at multiple wavelengths in a scanning
mode to determine differential absorption patterns that indicate the presence of
one or more chemicals in a defined optical path. The system uses the differential
absorption between closely adjacent regions to identify and map the chemical
cloud. Differential absorption lasers generally use a precisely defined pair of
wavelengths to perform a similar function. Chemical agents and many TICs are
excellent candidates for this type of sensing.

Because biological agent types express different absorption properties, LI-
DAR is also a candidate for remote biological sensing. However, specificity is
difficult to achieve because of the complexity of the absorption spectrum and
because the important differences in biological threat agents are contained in
the nucleus and are not responsive to absorption. Furthermore, the wavelengths
required for identification of particular agents are in the ultraviolet region of the
spectrum and pose a safety hazard. Nonetheless, LIDAR can be used as a particle
counter and sizing system to remotely identify the presence of a particulate (non-
chemical signature-containing) cloud. Systems that exploit cloud size, shape,
and particle size distribution characteristics to indicate the potential presence of
a biological element exist. LIDAR systems for biological and chemical agents
are sophisticated systems operating with equally sophisticated algorithms. They
need frequent maintenance and have substantial power requirements. In urban
areas and some other locations, aerosol background or “air pollution” is high so
that the signal-to-noise ratio can be problematic. A method related to LIDAR is
open-path or closed-path Fourier transform infrared (FTIR) absorption, which
could potentially be used as a remote sensing method. Infrared absorption can be
used for chemical sensing even though data analysis and interpretation is chal-
lenging as summarized in Vogt (2006). The maintenance, power, and algorithm
development issues for FTIR are similar to those for LIDAR.

Remote chemical sensing could be used on the exterior of a building to
determine the presence or absence of a chemical cloud within kilometers of the
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building. This capability could allow changes in the operational parameters of the
building to minimize the impact of the chemical agent on the building inhabit-
ants, particularly such low-regret options as preventing intake of outside air or
overpressurizing the building with filtered air. The warning time provided would
depend on the distance from target and the wind speed. Remote sensing could
also be used inside a building; however, point sensors are generally more sensi-
tive and specific. In addition, the delay between detection and contact is greatly
minimized indoors because of the limited line-of-sight distances, which makes it
difficult to employ active building response measures in a timely manner.

Remote chemical sensing has some limitations. Chemicals that are heavier
than air might be difficult to see remotely because of building obscuration.
Identification is also difficult because of possible overlap between the spectral
signatures of toxic agents and those of benign compounds.

Detection and Identification of Biological Threat Agents

Biological identification systems frequently include a triggering mechanism
prior to initiation of the identification system, because the identification system
is expensive and it takes time to collect enough material (toxin or organism) for
the system to generate a reliable and accurate identification. The most common
triggers for a biological identification system are particle counters and UV-LIF
triggers. Particle counters are less expensive, but they determine only the amount
and relative distribution of particle size. The UV-LIF system also identifies the
presence of fluorescent material (most common is tryptophan in proteins because
it has a significantly higher fluorescent signature than other biological com-
pounds). UV-LIF systems situated in facilities that also have large quantities of
paper will experience inherent interference because paper particles have fluores-
cent whiteners within them. Other UV-LIF systems also make measurements that
determine particle size or shape to reduce false positive readings. A large portion
of the biological load of building air is dead human skin, which, being biological,
has a fluorescent signature. The size and shape of flakes of skin are significantly
different from spores or vegetative biological organisms.

Molecular methods of analysis, such as binding assays, involve identifica-
tion of nucleic acids (DNA or RNA) or proteins that are characteristic of the
organism. For DNA and RNA, amplification is generally required to provide an
adequate amount of material for identification. Identification can be accomplished
for single analyses or for small levels of multiplexing using tube-based methods
such as reverse transcription polymerase chain reaction (PCR) and TagMan PCR.
For higher levels of multiplexing, DNA microarray methods are employed so that
thousands of different organisms can be tested at once. For more rapid and routine
analysis, immunoassays are employed for identification.

All of the molecular methods used to detect biological agents require sample
collection (see earlier section “Aerosol Size Selection, Concentration, and Col-
lection”) in order to procure a sufficient amount of sample for analysis. In most
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cases, biological threat agents must be lysed and their proteins or nucleic acids
extracted before analysis. One exception is identification that is based on the mo-
lecular recognition of proteins or other molecules on the bioagent surface using
antibodies or other molecular recognition elements. For sensitive identification,
the analysis of nucleic acids requires additional time for their amplification. Mo-
lecular methods for biodetection require multiple reagents, some of which must
be stored at cold temperatures to prevent degradation. Consequently, molecular
methods require time and laboratory-based instrumentation. Progress is being
made to miniaturize and automate most of these processes using “lab-on-a-chip”
methods involving integrated microfluidic systems. Even when the systems be-
come available, they will require a collector, will not provide continuous detec-
tion, and will take time to carry out the analysis. Consequently, they cannot be
considered monitors but offer near-real-time identification.

Function-based sensing is a detection scheme using materials that exhibit
a response to the agent type based on some biological function in contrast to a
typical binding or physical-based method. For example, living cells or tissues can
be engineered to express a fluorescent protein or exhibit bioluminescence when
exposed to an agent. This response is often based on an intrinsic biological func-
tion, such as apoptosis or a signal cascade. Unlike simple binding assays, func-
tion-based assays show biological relevance because they provide information
about bioavailability, binding, and effect of the agent. Function-based sensing ap-
proaches can be designed to detect either biological or chemical threat agents.

The gold standard for detecting and identifying biological agents is to use
culture-based assays. In this approach, a sample is used to inoculate a culture
medium enabling any living organisms to multiply and grow. Culture techniques
typically require 24 to 48 hours and can take up to weeks for some viruses and
bacteria, such as Mycobacterium tuberculosis, or if the strain is unknown (which
might occur for engineered or emerging organisms). In addition, culture tech-
niques have to be conducted in a laboratory environment, so they can be used only
for post-event identification (LP-3) rather than for warning or treatment modali-
ties that require immediate action (LP-4). Culture techniques cannot be used for
all biological threat agents because of the inability to culture some agents.

Detection and Identification of Chemical Threat Agents

Each chemical agent possesses a unique chemical structure with unique
chemical and physical properties that enables it to be detected and identified
by different detection methods. The traditional way to detect chemical agents
in a vapor state is to first pre-concentrate on an adsorbent by passing several
liters of air through an adsorbent column. Thermal desorption causes all of the
vapors to be released from the column. A variety of methods exist for detecting
these vapors. The most common commercial off-the-shelf and government off-
the-shelf systems use ion mobility spectrometry (IMS). In IMS, molecules are
first ionized. The gas-phase ions then migrate through a drift tube exposed to an
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electric field at different rates depending on their size, shape, and mass. Another
detection method is gas chromatography (GC), in which the vapors are separated
on a chromatography column and identified by their retention times. A thorough
discussion of the characteristics of IMS, GC-flame photometric detectors, and
GC-mass selective detectors as utilized in the Army’s chemical weapons storage
and disposal programs can be found in the National Research Council (NRC)
report titled Monitoring at Chemical Agent Disposal Facilities (NRC,2005c).

If more definitive speciation is required, the separated vapors are introduced
into a mass spectrometry system for molecular identification. These systems all
take air samples at discrete intervals so that sampling is not continuous. They
also are power intensive and relatively large, so they are consequently relegated
to a remote laboratory or central analysis center. Such systems can be used in an
autonomous fashion but can require frequent technical intervention. In addition,
because of their size and maintenance requirements, they cannot be deployed in a
distributed fashion throughout a building. For new construction, however, sample
ports could be introduced throughout a building in which air could be pumped
continuously through inert tubing to a central laboratory, where a suite of gas
chromatographs would be located.

If continuous monitoring is required, vapor sensors can be used. The most
common type of vapor sensor is the metal oxide sensor (MOS). In general, a
MOS responds to virtually all organic vapors and provides information that a va-
por release has occurred with little or no identification capability. These types of
sensors have the requisite sensitivity to detect vapors at parts per million to parts
per billion levels and do not require pre-concentration. Some chemical warfare
agents are resistant to oxidation so they are undetectable at low concentrations by
metal oxide sensors, unless the sensors are operated at elevated temperatures.

A newer technology involves sensor arrays. For vapor identification, these
types of arrays are sometimes referred to as “electronic” or “artificial” noses.
Sensor arrays operate on principles loosely based on the mammalian olfactory
system. Multiple different sensors in the array provide differential responses to a
particular vapor, and a pattern recognition algorithm can identify the agent on the
basis of the collective responses. The approach relies on the use of sensor array
materials with different abilities to partition vapors of interest and a transduction
mechanism to measure the amount of vapor partitioned into the sensor array
material. The most common array-based sensing system is the surface acoustic
wave device, which uses different sensor coatings on an array of piezoelectric
crystals. When the array encounters a chemical vapor, the vapor adsorbs to the
sensing layers differentially and produces a characteristic pattern that is used to
identify the compound. Such sensors have limited specificity. Array-based sensor
systems exist in a number of research and industrial laboratories, and systems
with limited functionality have been used in an operational environment. Future
improvements in array-based sensors are expected to improve their sensitivity
and specificity (NRC, 2005¢). Chemical identification systems could, but usually
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do not, rely on a triggering mechanism. Systems either operate in a continuous
mode or they have a pre-concentration step followed by analysis.

Deployment Considerations

In deploying detection and identification systems for building protection
applications, it is important to consider the performance and life-cycle costs of
the complete system rather than individual detectors or identifiers. Performance
of a complete system needs to be evaluated on the basis of sampling, processing
(if needed), detection, analysis, and response. The first step in designing an ef-
fective detection and identification system is determining the types of situations
and scenarios for which the system will provide protection. (See Chapter 6 for a
detailed discussion.) The analysis will provide response time, detection limit, and
selectivity requirements for biological and chemical agent detectors as a function
of placement of the detectors. The type of detectors needed will be influenced by
the backgrounds within the building, so it is also necessary to understand facility
backgrounds as measured by the biological and chemical agent detectors being
considered for deployment. For example, particle counters could be very effective
triggers for biological agents within facilities with relatively stable, low back-
grounds but would not be effective triggers in facilities with high background
particle counts.

Ideally, detectors and identification systems will be placed close enough to
one another to be able to detect an agent with spatial and temporal resolution high
enough to prevent its dissemination over a large area or redistribution throughout
the facility. For example, release of a nerve agent would provide a locally high
concentration that would not require the most sensitive chemical agent detector as
long as the detector was in reasonable proximity to the point of release. Deploy-
ment and distribution strategies can therefore be used for effective containment
of a release. Distributed sensors also provide the ability to pinpoint the release
location with higher precision and might enable dispersion modeling throughout
the facility to optimize response options. However, the deployment of distributed
biological or chemical agent detectors and sensors is limited by currently avail-
able technologies and their cost.

Because of the limited availability and high cost of biological and most
chemical agent detectors, a tiered approach could be useful in some facilities. In
this case, lower-cost triggers are used to initiate low-regret responses to contain
the potential release and trigger confirmation using more expensive but typically
slower detectors. Clearly, the concept of operations of the system needs to be
considered when designing the detection system architecture. What action will
be taken when a detector (or set of detectors) gives a warning? If a detector alarm
results in no action (either automated or manual), then the detector provides no
benefit and funds should not be spent for its deployment.
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Relative Risk of Degradation and Activities

Just as is true with the relationship between the LP-1 options and general
building maintenance, the performance of all sensing and monitoring systems
depends on maintenance and adherence to operational protocols. Degradation of
sensor performance often occurs as the active sensing components lose sensitivity
and calibration over time. Loss either of sensitivity or calibration can result in
missed detection (false negative) of an agent release. Understanding and specify-
ing the degradation characteristics of a system prior to installation are important
so that replacement of components and maintenance can be performed and built
into the concept of operations (CONOPS). Replaceable components need to be
accessible for easy maintenance.

The context in which detection systems will operate is as important as proper
maintenance. Activities that generate high concentrations of dust or high levels
of vapors can compromise sensor performance. For example, particle counters
used as triggers can be activated because of construction dust. The use of high
concentrations of some chemicals in buildings could cause chemical sensors to
give false alarms or to become saturated and lead to a false negative if simultane-
ous release of an agent occurs. Chemicals that have molecular structures similar
to nerve agents, such as pesticides, could lead to false positives. Such agents
should not be used in the proximity of detector systems. Operations such as con-
struction, pesticide application, and cleaning activities involving solvents must
be cleared beforehand to allow adequate preparations to be made to avoid false
alarms or compromised sensor performance. Physical operations also can affect
sensor performance. For example, if doors are left ajar, they create unpredictable
airflows or cause dilution of air that could prevent material from reaching the
sensor properly.

Lack of funding to support the maintenance and proper operation of detection
and identification systems would rapidly lead to a loss of performance. Assuming
ongoing and reliable funding is essential when contemplating system installation
because the initial capital costs have to be supported by ongoing operating cost
commitments. In summary, proper resources and procedures are critical to ensure
that the performance of detection and identification systems remains within the
necessary range to detect agents at the requisite levels.

Technological Readiness

The NRC published a report titled Sensor Systems for Biological Agent
Attacks: Protecting Buildings and Military Bases (NRC, 2005b). That report
concluded that detection and identification technologies available at that time
were insufficient for providing real-time “detect-to-warn” notification of build-
ing occupants (LP-4 option). Notional detection and identification systems were
postulated that provided notification of biological organisms within a few minutes
(NRC, 2005b, Box 6-1). The committee is unaware of recent technological ad-
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vances that provide significant improvements to technologies since the release of
that report. The committee agrees with the findings and recommendations of the
earlier report, which includes a detailed analysis of specific sensor technologies
(NRC, 2005b).

Risk of Obsolescence of Technologies

Technologies are changing fast. A tremendous amount of research and devel-
opment is taking place, and the sensor area receives particular attention. Smaller,
more sensitive, and more functional detection systems are being developed in
research laboratories and commercially. It is essential that installed systems have
the flexibility to incorporate innovations in detection and identification without
requiring massive building renovations and changes in procedures. For sensor
systems to remain flexible, standardization of their implementation is necessary
so that when new technologies become available, they can readily be incorporated
into a building to replace obsolete systems. For example, sensors and triggers are
modular. By designing a building so that sensors can readily be replaced with
improved and validated sensors as they become available—without major build-
ing disruption—the protection level can be improved periodically as technology
advances. In the most optimistic scenario, highly functional miniature sensing
systems with onboard processors and wireless communication capabilities will
become available. Because such systems require power, access to power for
sensors should be built into the building design. Even with the most advanced
sensors, planning for future technology changes is required in the building design
phase to anticipate such developments.

In addition to new identification technology, capabilities exist to synthesize
new chemical agents and to engineer new organisms. Consequently, identifica-
tion systems have to be adaptable to anticipate new agents rather than limited to
detecting existing threats only. In this regard, sensor arrays that enable multiple,
user-defined agents to be identified are superior to single-agent identification
platforms. Multiplexed arrays that have the capacity to detect additional analytes
as they are identified are particularly attractive. Having sensors or arrays that de-
tect specific classes of chemical agents is likely to be the most practical solution.
For example, knowledge of the exact identity of a chemical warfare agent is not
necessary for a trigger event. However, given that all G-agents effectively have
similar reactivity, a functional sensor for all of those agents would be sufficient
to trigger countermeasures and a confirmatory sensing (by a mass spectrometer,
for example).

OPERATIONAL PROCEDURES FOR PROTECTING BUILDINGS

The protection of existing buildings and their occupants from a biological or
chemical threat requires the integration of operational procedures with specific
building and detection or identification system attributes and response options.
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Operational protective measures span actions prior to the event (for example,
maintenance of the building; security procedures that reduce the likelihood of an
event; and the vulnerability of the facility) to operational procedures in response
to an event that mitigate the hazard to the building’s occupants or contents (for
example, changing the operation of the HVAC system; evacuation of occupants).
A facility manager can prepare a CONOPS for a given threat scenario from a set
of specific operational response options. The operational responses should be re-
viewed and practiced periodically. However, uncertainties in an actual event make
the operational response a complex balance of developing situational awareness
and responses to protect the building and occupants. Furthermore, each of the
response options affects the operation of a facility or its occupants to some extent.
Some options could lead to secondary consequences, such as the possibility of
deaths. The threshold below which these undesirable consequences are acceptable
often determines when “low-regret” response options (for example, shelter in
place in the event of an external release) are used before “high-regret” response
options (for example, donning personal protection). The CONOPS needs to
balance the effectiveness and potential regrets of the options and to address the
uncertainties in the threat situation (type and extent of the threat). Because the
development of protective action plans is presented in detail elsewhere (DOD,
2005, Appendix E), this section focuses on CONOPS when active protection (LP-
3 or LP-4) is in use. An update of detailed planning guidelines for operational
responses is beyond the scope of this report.

Development of an Operational Response Plan

The development of an operational response is essential because each build-
ing has its own protection system designed on the basis of its mission, location,
type, protection options, and so on. Therefore, instead of developing a general
plan for all buildings, an operational response plan that incorporates risk assess-
ment and risk management approaches needs to be developed for each building
to be protected (see Chapter 6). Following are the steps of a general guideline to
use in developing a building-specific operational response plan in the absence of
detectors (DOD, 2005, Appendix E).

Conduct a building survey.

Write specific procedures for

* Hazard determination (threat-vulnerability analysis),

* Decision-making process based on conditions and events,

e Communication of emergency instructions to building occupants,

* Evacuation, sheltering in place, ventilation and purging, and use of
protective masks, and

* Special situations.

3. Designate and train protective action coordinators.

4. Train building occupants on response procedures.

N =
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Once a building survey is completed, the process generally requires priori-
tization of a list of hazards—threats and their signatures (the ability to observe
a threat)—usually presented in the form of credible scenarios. The signature of
a threat can be the observation of the agent itself (such as a visible chemical
agent or munitions) or the clinical signs caused by the agent. A signature, or its
absence, largely determines the timing and ability to respond to an event. A major
response bifurcation is the determination of whether the hazard is external or in-
ternal because of the different operational response options. Response to external
hazards typically involves stopping the entry of outside air into the building and
shelter in place, whereas response to internal hazards usually involves purging
the air within the building and ultimately evacuating. Operational response plans
can be constructed and executed on the basis of likelihood of threats, their entry
into the facilities, response options, and their cost and benefits including possible
regrets of actions. A detailed summary of the above process is found in the report
Security Engineering: Procedures for Designing Airborne Chemical, Biological,
and Radiological Protection for Buildings (DOD, 2005).

In this study, two levels of response options are added to traditional building
protection plans: detect to treat after an event (LP-3) and detect to protect during
an event (LP-4). It is beyond the scope of this report to develop guidelines for the
implementation of response plans for new protection technologies, but some ob-
servations can be made. For LP-3 (detect to treat), because of the inherent delays
in obtaining actionable information, the immediate response plans do not change;
any responsive actions will be based on the previously defined signatures above.
The fundamental change is the moderate- to long-term response that determines
therapeutic care for occupants, situation stabilization once the threat is known,
and decontamination. The addition of LP-3 to building protection is similar to
what has been developed for the BioWatch program within the Department of
Homeland Security (DHS), a detect-to-treat program for cities with a 12- to 36-
hour response time for a specific set of biological agents (DHS, 2006). Detailed
planning and response documents were developed by the cities that are using the
BioWatch technologies based on the guidance provided by DHS. Similar guid-
ance documents likely have been developed for equivalent detect-to-treat imple-
mentations in DOD (for example, the Guardian Program of the Joint Program
Executive Office for the Chemical and Biological Defense).

Because of the many possible response options for LP-4 (detect to protect),
the operational plan can be complex, and the plan usually involves low-regret op-
tions initiated by higher-uncertainty detection and higher-regret actions initiated
based on confirmatory detection. This type of tiered response requires commen-
surate operational plans, which can include triggering the capture of additional
information (for example, visual confirmation of symptoms or triggering of de-
tectors with higher operating expense) and assessment of the evolving situation.
Examination of multiple scenarios is critical to ensure that the operational plan
is complete for the hazard assessment. Consideration of different scenarios is
likely to lead to more complex response plans. Although automation of response
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options, such as detection triggers shutting down HVAC systems, can reduce the
complexity of human response activities and provide rapid and effective response,
automated components or systems cannot be realized in most facilities in the near
future. Consequently, response plans with humans in the loop are still required,
and continuous updating of plans and training of personnel are necessary.

Because inappropriate response actions (for example, evacuation through a
contaminated part of a building or into contaminated air outside) can increase the
hazard to occupants or compromise the mission of the building, resources and oc-
cupant protection require appropriate operational procedures to be developed and
practiced. Even passive protection systems (LP-1 and LP-2) are more effective
with some degree of operational procedures. Furthermore, developing operational
plans for LP-3 or LP-4 technologies is critical to the overall performance of the
system, and guidelines for developing such plans would be useful.

Personal Protective Equipment

Personal protective equipment (PPE) includes clothing and equipment used
to protect individuals in their working environment from contact with infectious
or toxic chemicals or physical hazards. A basic tenet of health and safety man-
agement is that collective options such as the passive and active building design
elements described above are preferred to reliance on protective equipment. This
concept applies also to the protection of building occupants from a biological or
chemical weapons attack. Nevertheless, where collective options are themselves
inadequate to protect building occupants for all scenarios of interest, protective
equipment can play an important role. This section focuses on respiratory protec-
tion only because that is the primary focus of most PPE programs for building
occupants.

The appropriate PPE for occupants of a facility depends on the operations
conducted in the facility and the potential hazards associated with the activity.
In a laboratory, factory, or research environment where hazardous materials are
routinely used, PPE typically serves only as a secondary barrier for protection.
In a typically nonhazardous setting, respiratory protection may be required to
provide additional protection for unforeseen events, such as a toxic industrial
agent spill or a terrorist attack.

Proper PPE must be carefully chosen to mitigate the hazards presented by
the risk of attack and the class of threat agent of concern. In a biocontainment
laboratory setting, workers would consult agent summary statements on biosafety
and worker protection (Richmond and McKinney, 1999; DHHS, 2007), agent
manuals (Heyman, 2005), material safety data sheets (for hazardous or potentially
hazardous chemicals), facility standard operating procedures, and people (such as
facility safety personnel) knowledgeable about the associated hazards to assist in
the selection of appropriate PPE. In a typically nonhazardous setting, the nature
of the threat agents of concern, the potential concentrations of the agents, the
level of training of PPE users, and the purchase and maintenance costs of PPE are
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factors to be considered when selecting the appropriate PPE. Resources are avail-
able to guide the selection of appropriate respiratory protection devices (OSHA,
1999; DHHS, 2000; NFPA, 2001; NIOSH, 2004). Irrespective of the specific
devices that are selected, the implementation of an active program is essential to
ensure that PPE is properly selected, inspected, and maintained periodically and
that users of the devices are trained.

The most likely personal emergency equipment to be used in conjunction
with other modes of building protection is “escape hoods” and other respirators.
Escape hoods are typically single-use transparent “bags” that fit over the entire
head and contain HEPA and activated charcoal filters. Although HEPA filters used
in respirators are not certified by the National Institute of Occupational Safety
and Health (NIOSH) for use in a biological environment (IOM, 1999), they have
been used successfully to protect personnel for many years. However, implement-
ing a program for use of disposable airways protection equipment in a building
protection system is difficult—especially in the case of a biological attack—for
the following four reasons: (1) occupants have to be warned in a timely manner
to don the equipment; (2) the equipment has to be tested periodically for perfor-
mance; (3) there is a small chance of injury and death from use of the equipment;
and (4) the equipment cost per device could be $100 or more.

SYSTEMS INTEGRATION TO ACHIEVE PROTECTION

As Figure 3-1 illustrates, the effectiveness of building protection depends on
the complex interaction of multiple factors. Selection of strategies and tools for
protection requires careful consideration of the threats and vulnerabilities against
which to protect, the goals and objectives of protection, the procurement and
type of the building to be protected, and the desired level of protection. Although
technology-based sensors and detection and identification systems define active
protection, their presence does not infer that LP-3 or LP-4 is achieved. Active
detection systems do not enhance protection unless they are complemented by an
operational response plan and operate in an environment with high air quality to
maximize performance of the sensors. LP-4 protection from some biological and
chemical threats, particularly the category of “cannot-detect, cannot-treat” (Chap-
ter 2 and Figure 5-2), is not possible at this time because of the fast-acting nature
of the threat agents or the technological limitations of identification technologies.
Given the complexity of building protection, a tool that assists in the selection
of protection options for building specifications under different scenarios would
be helpful (see Chapter 6).

LIMITATIONS AND RISKS OF EACH LEVEL OF PROTECTION

Different levels of protection can be achieved using a combination of build-
ing design, detection and identification technologies, and operational responses.
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However, retrofitting LP-1 and LP-2 systems into existing buildings that are
poorly constructed or have marginal HVAC systems might not be possible. For
example, the extent to which filtration systems can be upgraded is limited by the
characteristics of such air distribution components as fans and space constraints
in mechanical equipment rooms. Buildings served by a small number of large-
volume recirculating systems could be difficult to compartmentalize effectively.
To implement protection in buildings, an LP-3 or LP-4 system might be consid-
ered, but as noted earlier, these options work optimally in clean (LP-1) facilities
and might perform poorly in other circumstances.

LP-1, a low-level passive protection option, relies on site selection, access
control, construction of the building to reduce exposure, and selection of systems
to minimize normal exposure. Site selection and construction are practical when
the planning and construction of a new building is considered, but they are not
an option for existing building stock unless surrounding areas can be altered
and construction materials can be retrofitted. Access control can be retrofitted in
most buildings, with a range of options from gating and guards to sophisticated
screening procedures. Routine building systems provide for dilution of indoor air
and reduce recirculation of building indoor air. There are minimal external (from
outdoors to indoors) and internal (between compartments within the building)
leakages in the HVAC system and in the building envelope. However, as stated
earlier, the envelope becomes more susceptible to leakage as buildings age, and
this parameter is rarely assessed in routine maintenance practices. LP-1 also
incorporates particle filtering as needed for a healthy workplace, but filtration
systems require maintenance and changing of filters by qualified individuals.
LP-1 does not include a monitoring option and, as such, cannot provide informa-
tion to document that airborne contaminants are present for possible public health
response or for forensics.

LP-2, a high-level passive protection option, builds on the features of LP-1
and provides an upgraded protection from biological and chemical attacks. Up-
grading of filters (particulate and adsorption) can be efficacious, but it requires
monetary resources and technical personnel to routinely change the filter matrix
and ensure that there is no filter bypass following filter change-out. The use of
current sorption-based chemical filters often requires significant upgrades to the
HVAC system because of the large pressure drop across the filter bed. The size
and weight of these systems is also an important consideration. In addition, the
methods to ensure adequate filter bed capacity (lifetime) are difficult, especially
when chemical agents are considered. Zoning with graded pressurization, local
air-washing vestibules, and protected air intakes are necessary retrofits for exist-
ing buildings and important considerations in the design of new buildings. None
of the features of LP-2 buildings provides a monitoring capability.

LP-3 is a low-level active protection option that ensures that a hidden threat
agent is detected and identified. LP-3 is a detect-to-treat option. Although LP-3
provides protection for latent-acting threat agents with possible treatment, it
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might not capture information quickly enough for fast-acting threat agents. LP-3
can be a fully automated detect-to-treat system and can also include human-in-
the-loop decisions and actions to activate systems—that is, the sensor system
notifies a person of a potential biological or chemical attack and the person takes
action to minimize impact of the release. Thus, LP-3 might require training and
sophisticated operational procedures to minimize human error. Another limitation
of LP-3 and LP-4 is that active detection has the potential of falsely indicating
the presence or absence of a threat.

LP-4 is a high-level active protection that can “detect to treat,” “detect to
mitigate,” or “detect to warn and protect.” LP-4 includes rapid, automated sys-
tems. LP-4 eliminates the human decision factor, but the complex and sophis-
ticated automated systems require routine maintenance to ensure their proper
operation.

The relative risks of different levels of protection in the event of a biological
or chemical attack depend on multiple factors. The fundamental risk underlying
all levels of protection is the risk of exposing occupants to harm and disrupting
building operations. One factor that influences this fundamental risk is the envi-
ronment in which the protection system operates. If an active detection system
(LP-3 or LP-4) operates in an environment with high background that causes
either high false positives or negatives, an LP-3 or LP-4 system might not offer
additional protection compared to an LP-2 system. The relative risks of different
levels of protection can be assessed only in the context of the building in which
the protection system operates.
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Metrics and System Evaluation

he ability to protect occupants, activities, contents, and buildings them-

selves is the overarching goal of the different architectures for building

protection. Several measures of effectiveness have been developed and
used to assess protective ability. The appropriate choice of metrics and criteria
for evaluation depends on the goals of protection and the objectives of the system
design. The goals could be protecting resources (personnel, contents, or build-
ings) and meeting mission requirements (ensuring continuity of operation). The
objectives of a system design could be low maintenance and service of system
components or maintaining a preset budget. Preset metrics and criteria for evalu-
ation are key elements in assessing whether a building protection system achieves
its protection and operation goals and meets its design objectives.

METRICS

Metrics are measures used to assess and compare the performance outcomes
of different systems. The metrics of building protection systems are measured
indicators of the impact of a protection system on the occupants and operations
of a building in the event of an attack, and most common ones include protection
and operational performance metrics.

Protection Metrics

In building protection, the primary focus is on protecting building occupants
and contents. Protection metrics provide a quantifiable measure of a system’s
efficacy in protecting building occupants and contents. The degree of protec-
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tion offered by a system can be assessed by comparing protection metrics in a
building with or without (or before and after deployment of) a protection system.
According to some prior and existing building protection studies, the protection
of people could outweigh the protection of contents. Some commonly used pro-
tection metrics seen in prior and existing building protection programs include
fraction of building exposed (FBE), fraction of occupants exposed (FOE), and
lives saved.

The Immune Building Program of the Defense Advanced Research Projects
Agency (DARPA) used FBE as a primary metric. FBE is defined as the fraction
of the building (by volume) in which occupant exposures would exceed a pre-
scribed level or guideline, typically evaluated as a function of the mass of agent
released.

For chemical warfare agents and most toxic industrial chemicals, the expo-
sure criterion is the acute exposure guideline level (AEGL) (NRC, 2000, 2002,
2003b, 2004, 2006) or other similar estimate of acute toxic potency. For biologi-
cal agents, the exposure criterion is the infectious dose, that is, the number of
organisms believed to be necessary to overwhelm host defense mechanisms and
establish an infection.! FOE measures the fraction of occupants that are exposed
to a threat agent. For this metric to be useful, the amount of exposure at a given
time or duration and the type of exposure (for example, skin, inhalation, or inges-
tion) need to be specified. FOE then can be derived in a similar manner, provided
information is given about the location of the occupants and their exposure levels.
FOE is not commonly used as a primary quantitative metric, but it is inherent
in some of the chemical and biological protection architectures that have been
developed and deployed. (See Chapter 5 for specific demonstrations that use FOE
and FBE metrics.)

FBE relies on an experimental measurement or analysis of the transport and
dispersal of agents or toxic materials within the interior spaces as a result of
releases either outdoors or within the building. For example, DARPA’s Immune
Building Program uses multizone contaminant transport modeling as a principal
means of estimating the concentration and exposure profiles within the interior
spaces. Several such models are available; the Immune Building Program adopted
the use of the CONTAM? multizone code (NIST, 2006a; Walton and Dols,
2006). Tracer experiments conducted as part of the Immune Building test bed
program have shown that the modeling approach can provide results comparable
to actual measurements. As is the case with most models, accuracy is highly
dependent on an adequate understanding of the input parameters and inherent
model limitations.

FBE and FOE have several limitations. They do not take into account the

!Infectious dose might not be the optimal exposure criterion to use because it is highly dependent
upon the methods used for agent preparation and the strain of agent used.
2CONTAM is a multizone airflow and contaminant transport analysis software.

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

METRICS AND SYSTEM EVALUATION 71

time between initial release and when the exposure guideline is exceeded (if this
occurs). A building can be evacuated before the threat agent released has spread
in the building. Another limitation of either FBE or FOE is that not all spaces
within a building require equal protection. This is especially true for buildings
that are operations centers where the highest value is protection of continuity
of operations. FBE and FOE also assume that the occupants or the state of con-
nectivity in a building is static even though personnel move around the building
and the opening and closing of doors could change the connectivity of a build-
ing. They also do not take into account whether and when the diseases caused by
exposure can be treated.

Another protection metric, which is related to FOE, is the number of lives
saved or the reduction in the number of exposed occupants as a result of protec-
tive architecture. If the disease progression of a threat agent and the counter-
measures are known, then the number of lives saved or reduction of exposed
occupants as a result of building protection can be estimated. Number of lives
saved or the reduction of exposed occupants can be measured as decreased mor-
tality, morbidity, or costs associated with human health effects.

Operational Performance Metrics

The operational aspects of building protection are important considerations,
even though they are less quantifiable than the protection metrics. The need for
continuous operation has an important influence on protection system design. If
part of the protective response is building evacuation or movement of person-
nel to an interior shelter, essential operations could be disrupted. Key activities
that cannot be disrupted must be accounted for by the protective architecture.
Similarly, the tolerance for false alarms could vary from building to building
depending on the need for continuous operation.

If part of the protective architecture requires an active response from oc-
cupants, such as evacuation or seeking shelter, then the response time can be an
important criterion. The paucity of data on response times does not allow realistic
estimates to be made. The overall performance metric analyses need to ensure
that response times are estimated cautiously and with full awareness of the impact
of their variability on the overall performance.

The time for recovery, restoration, and return to service is linked to the issue
of operational continuity or future use of a material asset. If there are alternative
means to meet operational criteria (for example, personnel at different sites or
buildings can maintain critical operations off-site), then return to service might
not be a major consideration. Nonetheless, a protective architecture that results in
the temporary loss of an operational asset for a few days could be desirable when
restoration to service of a building without protection takes months or years.

Operationally, user acceptance can affect the performance of protective
systems, especially those in which some response action by personnel is neces-
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sary (for example, evacuation and sheltering). Acceptance by users also affects
maintenance of the building protection system because users who see the value
of a system are more likely to maintain or replace its components or comply
with rules and regulations set to ensure its efficacy. If a protection system is to
be implemented, the benefits of the system and its proper operation need to be
communicated to users and even to the building occupants.

There could be ancillary benefits for some building protection systems, such
as improved air filtration leading to higher-quality indoor air. Recent research
suggests that air quality is correlated with sick days, health care costs, and
productivity, but it could take some time before such measures are sufficiently
reliable to be useful in a cost-benefit analysis. In the near term, however, the
likelihood that such trends exist and are statistically significant might serve as
an ancillary motivation for security improvements (Fisk, 2000a,b; Seppédnen and
Fisk, 2006).

MAINTENANCE AND COST EVALUATION

In addition to quantifiable protection metrics, service, maintenance, and cost
issues must be considered in protection system evaluation. Compliance with cost
and maintenance criteria can be used for decision making and to assess whether
the maintenance and budget objectives are met. During the design phase of a sys-
tem, preconceived standards for the service and maintenance of its components
and a budget for the total cost of the system are set. The evaluation phase assesses
whether these standards and the budget are met; if not, the system or the design
plan could be adjusted. Even if adjustments cannot be made, the evaluation pro-
vides valuable lessons learned to guide future protection efforts.

Service and Maintenance

As with operational metrics, maintenance issues have important conse-
quences for decision making. In many cases, maintenance has an impact on
costs, particularly over the lifetime of the building. Almost all mechanical and
electronic systems require periodic maintenance to ensure that they are perform-
ing as originally expected or required. These maintenance activities, such as pe-
riodic calibration and performance testing, incur costs including labor, supplies,
and consumables. Because maintenance of protection systems is often essential
to ensure that they work properly, additional training and staffing beyond normal
building or heating, ventilating, and air-conditioning (HVAC) system mainte-
nance are needed. For example, installation of improved filtration requires greater
care to ensure that there is no air bypass around the filters. In some situations,
follow-up aerosol testing is needed to verify system efficacy.

In addition to routine maintenance, lifetimes or failure rates of the protection
system components influence decisions about the types of systems to deploy.

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

METRICS AND SYSTEM EVALUATION 73

Some of the criteria that have been used for evaluation are mean time to failure
or system or component durability. A related issue is the ease and cost of compo-
nent replacement. System or component obsolescence should also be taken into
consideration. Obsolescence is related to the adaptability of the overall system to
changes in some of the components or changes in protection requirements.

Cost Evaluation

It is probably safe to say that the more people or interior area a building
protection system saves from exposure to a release, the better the system is. It is
not plausible to say unequivocally that the cheaper the system, the more desirable
it is, or vice versa. For cost to be used as a criterion for evaluation, it has to be
considered in terms of benefits received. This is known as cost-benefit analysis
and is used frequently in the decision-making process by federal agencies (White
House, 1992). A detailed discussion of cost and its role in risk assessment, risk
management, and decision making can be found in Chapter 6.

The methodology for performing cost-benefit analyses is complex and be-
yond the scope of this report to discuss in detail. However, general principles can
be adapted from Cost-Benefit Analysis Guide for NIH IT Projects (NIH, 1999),
even though it is directed at selecting information technology systems, and from
the Standard Practice for Measuring Life-Cycle Costs of Building and Building
Systems (ASTM, 1999) and Measuring Benefit-to-Cost and Savings-to-Investment
Ratios for Buildings and Building Systems (ASTM, 1998),both published by the
American Society for Testing and Materials. Cost-benefit analyses, as generally
performed by federal agencies in compliance with Office of Management and
Budget Circular A-94 (White House, 1992), typically include comprehensive
estimates of the projected benefits (such as lives saved or reduction in FBE as dis-
cussed earlier in this chapter) and costs for all alternatives. Cost-benefit analyses
are performed before and during design of a system to optimize design perfor-
mance and expenditure (Chapter 6). However, they also could be performed after
implementation to determine whether the expected benefits are achieved within
the preset budget. To assess whether budget objectives are achieved for building
protection designs, costs have to be ascertained over the system’s life cycle.

Components of cost for protection include the initial cost, cost of operation,
and cost of maintenance. Initial cost includes design fees and cost of personnel
(such as building operators) and subject matter experts (such as architects, en-
gineers, and risk assessment and management experts) who dedicate their time
and labor to plan the protection system, cost of required building modifications,
and cost of equipment, installation, and commissioning. Operating costs include
all impacts on building operation staff and their necessary training and on utility
use such as incremental HVAC fan energy use associated with higher-pressure-
drop filters or the cost of operating lamps in an ultraviolet germicidal irradiation
system. Maintenance costs include replacement of used parts such as fully loaded
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filters, periodic calibration of instrumentation, and testing to confirm proper
system function. Collectively, these cost factors determine the lifetime cost of
ownership.

A life-cycle cost analysis frequently is used to justify a larger initial cost to
obtain the benefits of lower operating or maintenance cost. In the case of security
enhancements, consideration of the system life cycle takes on increased impor-
tance because failure to commit to the ongoing costs of maintaining such systems
will compromise their ability to perform as intended.

Representative cost information for particulate and gas-phase filtration sys-
tems has been published by the National Institute for Occupational Safety and
Health (NIOSH, 2003). This source cites a range of $6 to $40 per square foot
from continuous high-efficiency particulate air (HEPA) filtration and activated
carbon filtration to sensor-activated military filtration systems. Associated operat-
ing costs (primarily the cost of moving air against the higher resistance of such
filters) are estimated at up to $2 per square foot each year, which is comparable to
the energy cost incurred by a typical commercial building (NIOSH, 2003). HEPA
filters are roughly 10 times as expensive as standard efficiency particulate filters
of the same size, but the cost of gas-phase media can be an order of magnitude
more expensive than a HEPA filter. Site factors such as space limitations and fan
characteristics can add cost or limit the range of options, particularly in the case
of retrofits. Qualitatively, these data indicate that building protection can be costly
and that cost-benefit analyses are, therefore, important in justifying the costs of
protective measures. Some passive security measures, particularly if implemented
in a new building design, might carry no first-cost penalty and could reduce
operation and maintenance costs. An example is architectural compartmentaliza-
tion combined with the use of a dedicated outside air (once-through) system for
ventilation.

CONCLUSION

The appropriate measures of effectiveness and criteria for evaluating a build-
ing protection system depend on the goals and objectives of building protection.
Although the focus often is on the number of lives saved, considerations related
to operational performance, maintenance, and cost should not be overlooked
when planning for building protection and should be used to evaluate system-
wide risks and benefits.
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Analysis of Current and Prior Building
Protection Programs and Studies

and chemical airborne threats has received increased attention over the

past decade, few projects to date have incorporated a set of integrated
building protection strategies. All the systems considered in this report have pas-
sive protection elements, but some of them complement passive protection with
active response or control approaches. These few projects provide important
insights into future development of building protection approaches and architec-
tures. Each system, however, is uniquely tailored to address specific protection
goals and, thus, has different levels of performance. Therefore, broad conclusions
cannot be drawn about the economic feasibility or general applicability of the
systems to other buildings.

ﬁ Ithough protection of buildings and building occupants from biological

DEMONSTRATION AND IMPLEMENTATION
Smart Building (Demonstration)

Description

In 1999, the Defense Threat Reduction Agency (DTRA) commissioned the
design, development, and implementation of the Smart Building program, with
the goal of demonstrating a comprehensive biological, chemical, and radiological
protection system. The demonstration focused on the building that housed the
Olympic Coordination Center (OCC) of the Utah Olympic Public Safety Com-
mand (UOPSC) and the Federal Bureau of Investigation’s Joint Operation Center
(JOC). UOPSC was a multijurisdictional entity that consisted of local, state, and
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federal organizations responsible for emergency response and law enforcement
during the 2002 Winter Olympics in Salt Lake City, Utah.

Building protection features were retrofitted (the building was about four
years old at the time) into a six-story commercial building totaling approximately
16,700 m? (180,000 ft?) of floor space plus three levels of underground parking.
OCC and JOC occupied the fifth and sixth floors of about 5600 m? (60,000 ft?).
A detailed description of the Smart Building is given in a six-volume series of re-
ports (see Allen et al., 2006, for an executive summary and listing of the reports).
The protection features of the Smart Building system were in place from two
months prior to the 2002 Winter Olympics and the Paralympics to two months
after the events. The system protected about 50 occupants on the fifth and sixth
floors, and its estimated total cost was $22.2 million over its four years of opera-
tion. The protection system has since been dismantled and the building restored
to its original configuration.

The building protection system consisted of collective protection (CP)! for
the fifth and sixth floors and a multiple sensor system that could trigger a change
in ventilation system for the first to fourth floors. Therefore, the Smart Building
protection system for the fifth and sixth floors can be regarded as a high-level
passive protection system (LP-2). Although the heating, ventilating, and air-
conditioning (HVAC) system for the first to fourth floors included only standard
particle filters and no gas-phase chemical filtration, the sensor-activated responses
were LP-4. In addition, physical security systems were installed and response
training and plans implemented for the entire building. Entry to the fifth and
sixth floors involved additional security and passage through a decontamination
air lock in the event that contaminated (or potentially contaminated) personnel
had to gain entry to OCC.

The key elements in the implementation of the CP system for the fifth and
sixth floors were building modifications to eliminate air leakage into those floors
and the mechanical system of the collective protection air handlers that supply
chemical- and aerosol-filtered air. Building modifications that provide LP-1 and
LP-2 focused on finding and, to the extent feasible, eliminating leakage between
the CP floors and the outside and between the CP region and the floors below.
These modifications reduced the airflow requirements to maintain the positive
indoor-outdoor pressure gradient and the infiltration from the floors below. The
existing HVAC system was also modified so that it serviced only the lower four
floors. An entirely separate air-handling system for maintaining the CP overpres-
surization was installed to provide about 560 m® min~! (20,000 ft*> min~!) of air
that was filtered by a high-efficiency particulate (HEPA) air filter and activated
carbon filter units to maintain the CP overpressurization units. The design re-
quirement was to maintain overpressurization at the building shell for wind loads

!Collective protection is the provision of a contaminant-free area where personnel can function
without individual protective equipment, such as a mask and protective garments (DOD, 2005).
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up to 6.7 ms~! (15 mi h™!). The CP HVAC system was entirely once-through (see
Chapter 3), with heating and cooling loads handled by separate space-condition-
ing systems on each of the two floors. These were air-based systems located in a
room on each floor where the filtered outside air was mixed with recirculated air
from the rest of the floor (no deliberate cross-floor air circulation). All the space
conditioning was handled by these units. Thus, all the conditioned air delivered
to the fifth and sixth floors was exhausted through bathroom exhaust systems or
through incidental leakage paths to the outdoors or to the floors below.

Protection of the first four floors, which were occupied by other government
and nongovernmental tenants, relied on physical security at the ground floor
entrances and HVAC control procedures that could be initiated by an alarm from
one of the chemical or radiation sensors deployed within the building and at
external sites in the vicinity of the building. The chemical and radiation sensors
were commercial off-the-shelf systems. The typical building ventilation response
options—programmed for automatic initiation by the sensors—were an HVAC
purge mode if an internal release was identified and HVAC system shutdown
for an external detection. There was also a similar, operator-initiated response
capability that could be implemented on the basis of information obtained from
law enforcement and other agencies.

The biosensor and response system used a tiered approach. Samples of air-
borne biological material were taken continuously by the Joint Biological Point
Detection System (JBPDS) equipment, which was not commercially available.
Operation of these systems was monitored continuously at a separate control
facility. Initial detection by the JBPDS equipment was followed by a second-tier
assay analysis that, if positive, would result in physical collection of sampled
material for additional analysis off-site. The confirmed second-tier analysis would
result in notification of JBPDS leadership and shipment of a sample to the Utah
Department of Health for further laboratory analysis. Because the confirmatory
test would take 12-24 hours to complete, the primary function of the higher-tiered
detection was to define treatment and decontamination responses (LP-3 options).
Change in building or HVAC operation on the fifth and sixth floors would not be
initiated until the Utah Department of Health analysis confirmed detection of a
biological threat agent.

Discussion

The principal requirement of the Smart Building program was to ensure con-
tinuous operation of essential functions by OCC and JOC. Building protection for
operational continuity was achieved primarily through LP-2-type options—con-
tinuous overpressurization with filtered air of the fifth and sixth floors. Treatment
and decontamination responses were provided by LP-3-type options. Physical
security (LP-1- and LP-2- type options) at the building and at the entrances to
the fifth and sixth floors provided additional protection primarily to minimize
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the threat of a biological, chemical, or radiological attack within the CP zone.
Assurance of continuity of operation of OCC was critical. A standby emergency
generator was included to provide power for the CP HVAC system and for con-
tinued operation of the OCC functions. If key personnel were outside OCC at the
time of an attack, airlocks and a decontamination procedure (LP-2-type options)
were available to provide safe entry.

Because OCC was in operation for a short duration and because of its at-
tendant protection requirements, few data on the long-term operating demands
and costs of any of the systems were collected. The summary report (Allen et al.,
2006) noted that there were challenges to retrofitting a protection system into an
existing building. For example, integration of the Smart Building control system
with the existing building management system was not seamless partly because
some elements of the existing control system were designed to prevent damage
to the HVAC system.

Washington Metropolitan Area Transit Authority

Description

The Washington Metropolitan Area Transit Authority (WMATA) has installed
an early warning crisis management system to detect releases of threat agents in
the subway (metro) system to aid immediate and medium-term response. Initi-
ated in 1997, the protection system has been a cooperative effort among WMATA
and the U.S. Departments of Energy, Transportation, Justice, and, more recently,
Homeland Security (DHS). Much of the technical work has been conducted by
Argonne and Sandia National Laboratories. The collaboration established the
Program for Response Options and Technological Enhancements (PROTECT).
A summary of PROTECT is given in Campbell et al. (2004).

The PROTECT architecture consists of sensors deployed in various sub-
way stations, complemented by closed-circuit television (CCTV) cameras that
have automated and manual pan-tilt-zoom capabilities. These sensor and camera
combinations provide data continuously to a centralized chemical-biological
emergency management information system (CB-EMIS developed by Argonne
National Laboratory) located in a centralized WMATA operations control center.
In addition to the sensor and video data from the stations, train operation data
and ambient meteorological data are also ported to the CB-EMIS system. Under
normal operations, CB-EMIS can provide operator access to the multiple fixed
and movable cameras throughout the metro system to assist law enforcement
officers or firefighters. It also monitors the status of the sensor systems deployed
in the metro.

When a sensor alerts, the signal is provided both to the CB-EMIS system
(where a visual indicator is displayed in the operations control center) and to the
movable camera system(s) in the station, which focus on predetermined locations
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associated with sensor locations. The video observations are then used by person-
nel in the operational control center to determine whether station patrons are in
distress, thus providing confirmation of the sensor alarm. The linkage between the
sensor alarm and the video camera motion is the only automated element within
the response system.

In addition to providing situational awareness, CB-EMIS contains a below-
ground and aboveground dispersion modeling capability. Information on agent
concentration obtained from one or more sensors is combined with information on
train movement and the ambient meteorology to estimate the location, strength,
and fate of the release. This information is also used to estimate the transport and
dispersion of the threat agent within the subway system and the aboveground
dispersion as a result of emissions from the station entrances and vent shafts. The
model outputs are used to identify the hazardous zones within and adjacent to the
subway system and are updated as additional data and information become avail-
able. To provide situational awareness to first responders on-site, communications
access stations are located outside the subway stations.

Establishment of predetermined response strategies to support decision mak-
ing by WMATA and other emergency responders during an incident is key to the
operation of the PROTECT system. Response options include stopping trains
(some or all) or moving trains away from the affected areas. The video informa-
tion also can help in the deployment of emergency response personnel to the
affected station(s).

Discussion

PROTECT, as currently implemented for WMATA, relies on “human-in-
the-loop” response and decision making, except for the initial automated camera
response triggered by sensors. Verification of detection, performed by staff in the
operational control center (alerted to do so by the sensor alarm), is a necessary
first step before any responsive actions are taken. CB-EMIS has been developed
as a situational awareness tool where all event and supplemental (such as data on
hazardous chemicals) information can be accessed and displayed. CB-EMIS also
provides estimates of threat agent dispersion, the location of hazardous areas, and
predetermined response strategies. These functions provide important inputs to
the response decision making.

Immune Building Program Demonstration

Description

In 2001, the Defense Advanced Research Projects Agency (DARPA) initi-
ated the Immune Building Program with the goal of making military buildings
and their occupants less attractive targets for attack by biological and chemical
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threat agents. DARPA recognized that one of the most difficult aspects of the
effort was protection from agent releases within a building because of the small
amount of mass required for a successful attack (compared with most external
attacks) and the possibility of direct exposure of occupants before the threat
agent could be removed by mitigation approaches such as filtration. In addi-
tion to protecting occupants, the objectives of the Immune Building Program
were timely restoration of service and the preservation of forensic evidence. In
establishing this program, DARPA recognized that active response protection of
building occupants (LP-4) had not been demonstrated in the context of biological
and chemical threats to buildings. Full-scale end-to-end tests, data, and models
to examine various approaches and trade-offs did not exist. Moreover, many of
the required technologies or components were unreliable or not yet available at
the time the program began.

The Immune Building Program was started with two parallel efforts. Phase
1 included a set of analysis and modeling studies designed to define the prob-
lems, issues, and their scope. It also included a development and demonstration
program for new technologies that could be tested later in Phase 2 test beds or
deployed as part of the operational demonstration. Concurrently, a modeling and
simulation tool resource called the Building Protection Toolkit (BPTK) was de-
veloped to reduce risk in the design phase and to optimize strategies, components,
and concept of operations (CONOPS) in the test bed.

In Phase 2, full-scale experiments were conducted at existing (but exten-
sively modified) buildings at the Nevada Test Site and at the decommissioned
Fort McClellan U.S. Army base near Anniston, Alabama. The Phase 2 tests were
designed, in part, to examine combinations of passive and active control strategies
to prevent or reduce occupant exposures from an internal release. The goal was to
have an optimized design that could serve as the basis for the operational system
deployed as part of the operational demonstration. Phase 2 tests provided an op-
portunity to collect experimental data on the dispersion of particles and gases in
indoor spaces and to compare the data with indoor dispersion models. Phase 2
also provided a limited evaluation of new technology developments.

In Phase 3, the final element of the Immune Building Program was an op-
erational demonstration of the system in an occupied military building under
real-world operation conditions. The selected site was Nord Hall, a building
that houses certain functions of the U.S. Army Chemical School at Fort Leonard
Wood, Missouri. At the time this report was written, full deployment and ef-
ficacy testing had not been completed, nor had CONOPS been fully developed
and tested.

As was the case for the DTRA Smart Building program, deployment of the
Immune Building system was retrofitted to an existing building (built in the mid-
1990s). The main components of the protection system at Nord Hall are upgraded
absorption and particle filters on the HVAC system (LP-2 options) and active
HVAC pressure and airflow control triggered by the sensor system to provide pro-
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tection from internal releases. Because of the limited availability of interior space
and the costs of modifying interior spaces, one of the outside air-conditioning
units for incoming air was located at ground level outside the building. This
location is not desirable from a security perspective. The air treatment systems
included standard military off-the-shelf technology for particle and gas filtration.
The passive system provides protection against external releases. However, the
building itself is not regarded as being collectively protected (that is, it does not
maintain a positive pressure gradient—inside to outside—everywhere across the
building shell). The active system is linked to a series of biological and chemical
sensors that are set to take air samples continuously from the various zones within
the building. The sampler and response architectures are described below.

A centralized equipment room houses all of the biological and chemical sen-
sor systems. Tubing was installed throughout the building to deliver air samples
from various locations continuously to the equipment room. Studies were done
to determine the acceptability of the air transit time relative to the other time
delays in the sensor system, such as sample processing. Transport efficiencies for
both gas and particle samples between the sampling sites and the sensors were
also assessed empirically. Overall, these studies considered the trade-offs of cost,
transport time, and transport losses with different sensor technology choices. The
studies illustrate how compromises driven by technology can impact the perfor-
mance of the system in secondary ways, emphasizing the need for a systematic
plan for building protection.

The building interior is divided into several active zones, and air samples are
taken in each zone. Air samples from the tubing transport system are processed
by a series of biological and chemical detectors using a tiered detection-response
approach. A fast but lower-accuracy sensor in each active zone triggers a slower
confirmatory sensor if a threat agent is detected. The primary response option for
building protection is changing the state of the HVAC system to limit spread of
the initially localized internal threat.

The metrics used in the Immune Building Program are the fraction of build-
ing exposed (FBE) and the fraction of occupants exposed (FOE). Both metrics
make assumptions about the current HVAC state and occupancy of the building.
In the preliminary evaluations of the protection system, FBE and FOE are esti-
mated over time. FBE and FOE can be converted into numbers infected and likely
incapacitation and mortality rates if a variety of assumptions are made.

Discussion

Because the Immune Building system was retrofitted to an existing build-
ing, challenges arose in coordinating the required changes in the existing HVAC
system. The optimal solution was to have a control system for response in parallel
with the control systems for normal operations. Because testing of the configu-
ration at the Nord Hall test bed had not been completed at the time this report
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was written, the committee did not have sufficient information to evaluate the
system or to evaluate the utility of the data to other deployments. A comparison
of deployment choices made with other test beds and deployments suggest that
Nord Hall represents a typical state-of-the-art system that is a compromise be-
tween limitations of current sensor technologies (in both performance and cost)
and the development of a working system. A comprehensive evaluation of Nord
Hall protection requires that the planned test of the technical performance of the
system be completed and that integrated building protection systems that include
operational responses be developed and tested. An important lesson learned is that
test beds cannot be technology-only demonstrations; they must also demonstrate
an integrated system that involves all components of an actual operating system
including the response.

Pentagon

Description

The building protection system of the Pentagon represents the highest stan-
dard among the protection systems that the committee examined, and it is con-
tinuously being evaluated and improved. Although information on the building
protection deployed at the Pentagon is limited, a general description and remarks
can nevertheless be made in this report. The system uses all levels of protection
(LPs as described in Chapter 3) and the choices of deployment corresponding to
each level of protection.

e LP-1: The Pentagon has won numerous awards for providing a healthy
working environment by minimizing natural air contaminants.

e LP-2: Many additional filtrations, including local air-washes, are de-
ployed and combined with segmented protected spaces to provide optimized
passive protection and to localize airborne threats.

e LP-3 and LP-4: The Pentagon uses a variety of sensor technologies in
a tiered approach, both temporally and spatially separated, to provide fast low-
regret response with longer-term confirmatory identification for treatment. The
protection system also integrates remote external sensing with aerosol transport
and dispersion, meteorological data, and airflow models to optimize response op-
tions. Similar integrated technologies are used within the building to supplement
sensor information on the status of an event and to optimize response options.
Visual monitoring systems are integrated into the sensor systems. Although cer-
tain functions are automated, the protection system obtains a high performance
through regular training of personnel and evaluations of the systems.

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

ANALYSIS OF CURRENT AND PRIOR BUILDING PROTECTION PROGRAMS 83

Discussion

Two main observations about the protection system can be made. First,
although the Pentagon represents a high-value asset where cost considerations
are less important than other Department of Defense (DOD) facilities, the de-
ployment represents the likely future paradigm of balancing and integrating all
aspects of technology and operations to provide a robust, high-performance, and
maintainable protection system. Second, because the Pentagon protection system
is in a large and complex facility that captures many of the aspects of smaller
buildings, use of the acquired data on performance and costs for modeling and to
guide other deployments is highly desirable.

High-Asset Federal Building Deployment

The committee also considered other deployment across the federal complex
to protect high-asset buildings, including the Joint Program Executive Office for
Chemical and Biological Defense’s Guardian Program and the Environmental
Protection Agency’s (EPA) Safe Building. Because of the breadth of the building
types and the levels of protection required, only broad descriptions and observa-
tions can be made.

The types of buildings being protected represented a variety of existing and
new buildings, and the following conclusions are drawn from the deployments:

* A case-by-case analysis is required.

e LP-1 and LP-2 options (no sensors) are the most broadly applica-
ble options for most buildings given the current sensor technology and cost
restrictions.

*  Recommissioning and continual commissioning are essential to sustain
performance of the LP-1 and LP-2 options.

*  Testing (of air infiltration in particular) is essential.

e If the risk warrants, segmented internal spaces with cascading pressure
zones maintained by simple control systems are deployed.

e If the risk warrants, separate air-handling units are used to isolate public,
nonpublic, and safe areas.

*  Models and simulations are useful to show areas of concern where in-
sufficient data are available on airflow, air pathways, airtightness, and opening
descriptions, for example.

The above guidelines and observations do not represent the gold standard of

building protection but, rather, the affordable complex-wide options for building
protection given the cost and limitations of current sensor technologies.
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DESIGN AND SELECTION TOOLS

Building Protection Toolkit (Immune Building Program)

Within the Immune Building Program, an extended effort and substantial
resources were focused on developing a multipurpose toolkit to support planning
for building protection. To a lesser degree, the toolkit provides real-time response
to determine dosages of occupants after an event. The BPTK integrates a collec-
tion of resources from many developers and covers the following:

e User input: architectural drawings, population data, scenarios involving
different threat types, and external threat environments

e Conversion tools: creation of three-dimensional building representa-
tions, databases, and models of threat types and Immune Building technologies;

* Tools for assessing protective architectures: fast-running contaminant
transport models—both indoor and outdoor; occupant mobility models for evacu-
ation and gaming; and graphical interfaces for investigating multiple threat sce-
narios and Immune Building technologies, including cost estimations

The output of the toolkit captures the time-resolved history of FBE and
FOE (metrics used in the Immune Building Program) as a function of cost. Use
of the toolkit is aided by having predefined libraries of threat agents, filters, and
Sensors.

Discussion

Although the BPTK has not been fully developed or deployed, it is an at-
tempt to provide a complete resource for building protection design. It integrates
many of the component efforts around the country. Given the wide threat spec-
trum, variations in target buildings, and their complex interaction with other
factors, a comprehensive analysis of the protection and cost options for a facility
is difficult. Sophisticated tools such as BPTK have the potential to provide such
analysis on a cost-effective and case-by-case basis and to allow generalization of
data obtained from the few test beds and deployments.

The BPTK was developed as part of the Immune Building Program. Other
government agencies have also supported the development of analysis and deci-
sion-making tools. Like the BPTK, these tools are new and have received only
limited testing and application use.

Life-Cycle Cost Analysis Tool for Building Protection

The National Institute of Standards and Technology’s Building and Fire Re-
search Laboratory developed a tool for analyzing life-cycle cost with sponsorship

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

ANALYSIS OF CURRENT AND PRIOR BUILDING PROTECTION PROGRAMS 85

from the EPA’s Safe Buildings program to provide guidance to decision makers
(of public facilities in particular) who are considering retrofitting their buildings
to protect against biological and chemical attacks (NIST, 2006b). The Life-Cycle
Cost Analysis Tool (LCAT) for building protection from biological and chemical
airborne threats is based on economic tools that allow decision makers to consider
options for protection components, installation, operation, and maintenance of a
system (NIST, 2007). Use of the LCAT allows consistent comparison and contrast
of the likelihood of different options to reach both protection and budget goals.
The LCAT can be used to plan a building protection system and to evaluate its
efficacy and cost, including unexpected expenses. LCAT is available publicly at
http://www2.bfrl.nist.gov/software/LCCchembio/index.htm.

BPTK and LCAT are useful tools, but other design tools for building pro-
tection exist. For example, the Chemical-Biological Protection Tool (a tool for
screening potential security upgrades) developed by the Technical Support Work-
ing Group and CONTAM PWC (a modified version of the publicly available
CONTAM multizone modeling program) developed by the United Technologies
Research Center have useful applications to building protection. Any plans for
building protection design or the design of selection tools should consider as
many available resources as possible prior to the design of building protection
systems or the selection of tools.

OTHER RESOURCES

Security Design Criteria

Following the 1995 attack on the Alfred P. Murrah Federal Office Building
in Oklahoma City, the U.S. Marshals Service was commissioned to perform a
national study on vulnerabilities of federal buildings to terrorist attack. The re-
port, Vulnerability Assessment for Federal Facilities (DOJ, 1995), was released
in June 1995, and among its recommendations was the creation of a perma-
nent Interagency Security Committee (ISC) by executive order (EO) to address
physical security concerns of the federal government, including development
of government-wide standards. ISC was established by EO 12977 in October
1995 and comprises 14 agencies. Currently under DHS, ISC has published and
updated the Security Design Criteria (ISC, 2004a,b) for all nonmilitary, federally
owned and leased properties. Although the security design criteria were primarily
driven by considerations of blast mitigation, Chapter 5 of the report, “Mechanical
Engineering,” addresses some aspects of chemical, biological, and radiological
threats. The ISC Security Design Criteria is a “for official use only” document.
Some federal agencies have supplemented these security design criteria to cover
specialized needs for such institutions as the National Institutes of Health and the
Department of Veterans Affairs.
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Unified Facilities Criteria

In 2003, DOD, through multiple uniformed services, developed the Unified
Facilities Criteria (UFC): DOD Minimum Antiterrorism Standards for Build-
ings UFC 4-010-10 (DOD, 2003). Similar to the ISC security design criteria, the
UFC criteria are directed primarily at blast mitigation. However, the U.S. Army
Corps of Engineers also drafted Protecting Buildings and Their Occupants from
Airborne Hazards in 2001 (U.S. Army Corps of Engineers, 2001). These docu-
ments are for unrestricted distribution.

Guidance Documents

After the terrorist attacks on September 11, 2001, guidance on building
protection shifted not only from incidents that could be effectively controlled by
security to incidents that require detailed strategy and planning of systems but
also from being primarily provided by the government to government designers to
being provided by a broad spectrum of key entities. Many guidance documents on
how to reduce the impact of airborne biological and chemical attacks have been
issued. In the case of airborne releases, the HVAC system can be an important
weapon for thwarting or responding to an attack. Thus, these documents present
a substantial reference library that can be used to guide building protection strate-
gies that encompass risk management, physical security, protective technology,
protective action, maintenance and commissioning to improve building security
and response to attacks by using the HVAC system. The guidance documents
include the following:

*  Building Security Through Design (AIA, 2001)

*  DOD Minimum Antiterrorism Standards for Buildings (DOD, 2003)

*  Design and O&M: Mass Notification Systems (DOD, 2002)

*  Securing Buildings and Saving Energy: Opportunities in the Federal
Sector (Harris et al., 2002)

*  Addressing the Threat of Terrorism: Guidelines for Prevention and Re-
sponse (IFMA, 2002)

*  Protecting Buildings from a Biological or Chemical Attack: Actions to
Take Before or During a Release (LBNL, 2003)

*  National Air Filtration Association Position Statement on Bio-Terrorism
(NAFA, 2001)

e Sheltering in Place as a Public Protective Action (NICS, 2001)

*  Guidance for Protecting Building Environments from Airborne Chemi-
cal, Biological, or Radiological Attacks (NIOSH, 2002)

*  Guidance for Filtration and Air-Cleaning Systems to Protect Build-
ing Environments from Airborne Chemical, Biological, or Radiological Attacks
(NIOSH, 2003)
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*  Protecting Buildings and Their Occupants from Airborne Hazards
(USACE, 2001)

It would be wise to consult a variety of available resources to develop the best
overall building protection strategy.

CONCLUSION

Information collected from test beds and current deployments is insufficient
to provide comprehensive guidance on protection options for buildings across the
DOD complex. Although many lessons were learned, the ability to extrapolate
data and results that are specific to one facility to other facilities and situations
is difficult to assess. Some observations can be made despite these limitations.
(The role of test bed and decision support tools in a process for deployment of
building protection is discussed in detail in Chapter 6.)

When the different groups of threat agents are considered (see Chapter 2), the
group to which most buildings are most vulnerable—*“cannot detect and cannot
treat”—is not addressed by the more advanced technologies of LP-4. The only
options to address these greatest vulnerabilities are the LP-1 and LP-2 options.
Therefore, the building protection systems deployed in many high-asset federal
buildings focus on LP-1 and LP-2 approaches.

The committee observed that some existing programs considered the initial
costs of a building protection system and paid less attention to maintenance and
operation costs, which have to be sustained by operational funds or some other
continuous funding source. Both initial and life-cycle costs (that is, initial costs
plus maintenance and operation costs) are higher for active than passive protec-
tion. The increase in cost limits the sustainability of active protection at present,
except in the highest-asset facilities. The cost is likely to decrease and sustainabil-
ity is likely to improve as the accuracy and reliability of sensor systems improve
over time. Decision support tools such as BPTK will become important integra-
tive tools for the design and implementation of building protection, particularly
if these tools become repositories for performance data and costs of current and
future deployments.
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definition by the building’s owner of the needs the building is meant to

fulfill. The process is generally known as the development of a project’s
functional program. For some new buildings, such as those owned by federal
agencies and multinational corporations, this process might include a threat
assessment and risk analysis (TARA). For buildings subject to the Interagency
Security Committee Security Design Criteria, TARA is conducted by a multidis-
ciplinary team as early in the process as feasible. Several agencies have issued
guidance documents on conducting such assessments for building design and
protection (NIOSH, 2002; ASHRAE, 2003; FEMA, 2003). Ideally, TARA is done
before site acquisition because the choice of site location, access, and dimensions
can affect physical security profoundly. For existing buildings, a vulnerability
study is needed whereby the building is evaluated for its vulnerabilities to the
threat and risk defined by the multidisciplinary team.

A functional program is developed by the building owner and key stakehold-
ers who will occupy the building. From the functional program, an architectural
space program is developed. The architectural space program establishes net and
gross areas for the project including requirements related to the protection of
building occupants from biological and chemical airborne threats as identified in
the TARA. From the areas and owner-stated quality and performance objectives
for systems, finishes, and other elements, a cost estimate can be developed using
public and private cost databases for similar facilities. If the cost estimate exceeds
available resources, the programs and quality objectives would be revised until
the budget objectives are achievable.

Bidding documents including detailed drawings and specifications are then

B uildings are conceived and built in a linear process beginning with the
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developed, and increasingly detailed cost estimates can be prepared. When the
drawings and specifications are ready and the final cost estimate has been ap-
proved, bidding or another procurement method can begin. Typically, public
work is subject to competitive bidding, but increasingly some agencies have
used design-build as a procurement method. The design-build method usually
involves preparation of preliminary drawings and specifications (the design de-
velopment documents). These documents are used to solicit competitive bids for
the completion of the design and construction as a package with a fixed lump sum
or a guaranteed maximum price.

RISK ASSESSMENT AND RISK MANAGEMENT

The Concepts

Many fundamental concepts of human health risk assessment from chemi-
cal and biological hazards have been described in Risk Assessment in the Fed-
eral Government: Managing the Process (NRC, 1983). The basic paradigm
developed in that report is shown in Figure 6-1, and it captures the two key
components—risk assessment and risk management—that apply equally well to
building protection situations.

Generally, human health risk assessments for biological and chemical threat
agents include a risk assessment component that addresses the identification
and characterization of agents involved (hazard or threat assessment), exposure
potential for scenarios of interest (exposure or vulnerability assessment), and
important uncertainties to fully characterize the resulting risk estimates (risk
characterization or consequence assessment). The output of the risk assessment
is used in the risk management process to identify and prioritize risk reduction
strategies. Thus, risk management is the process of weighing alternatives and
selecting the most appropriate actions that often integrates the results of risk as-
sessment on human health risk with social, economic, and political concerns to
reach a decision (NRC, 1983).

Implementation of a systematic approach for decision making for building
protection requires input of various experts, including experts in medicine, health
sciences, security and infrastructure protection, and building use and design. In
addition to building protection, risk assessment and risk management have been
applied to many other areas. Each area of application has fairly well-developed
approaches that are optimized to its unique needs. Consequently, the areas of
application might use somewhat different terminology and methodology. The
following summary of risk assessment and risk management presents the high-
lights of what is judged to be common across different disciplines with potential
applications to building protection.

Risk assessment provides an objective, often science-based, approach to
compare risks. Risk assessments are inputs used by decision makers to deter-
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mine risk management strategies. Risk management identifies the optimal course
of action, taking into account conflicting objectives and uncertain supporting
information.

Using the terminology of risk analyses for infrastructure protection, risk
assessment is a process by which threats, vulnerabilities, and consequences are
identified and used to inform decision making, including allocation of resources.
All risk assessment and risk management approaches include common activities:
(1) identification, characterization, and assessment of threat types; (2) assessment
of the vulnerability of critical assets to threat types; (3) determination of the risk
or specific consequence of attack or unintentional release; and (4) management
of risks. Although the discussion below describes these activities separately, they
are typically tightly coupled and interdependent. For example, ranking of threat
types of concern depends on the determination of vulnerabilities, which in turn
depends on the prioritization of mission goals, and so on. The information ex-
change among various components of risk assessment-risk management effort
is also noted in the framework presented in the 1983 National Research Council
(NRC) report.

Identification, Characterization, and Assessment of Threat Types. The charac-
terization of threat type is required for a risk assessment. Important characteristics
to consider include the physical, chemical, and health hazard characteristics of
the threat agent; the intentional or unintentional nature of the threat type; the mo-
tivation for use of the agent; the triggers that might initiate an event; the method
of delivery; and the trends seen from previous events (CRS, 2004). One of the
greatest challenges in risk assessment for building protection is that the threat
type is almost infinite in variety and complexity, but the risk assessment process
still requires a characterization of the variety of threat types. Determination of
the threat type is particularly challenging in the adversary-protector dynamic of
building protection (NRC, 2007). The aim of the adversary is to seek and use only
threat types of high consequence, whereas the aim of the protector is to remove
vulnerabilities of high consequence. The adversary-protector dynamic is funda-
mentally different from that in other areas of risk assessment application such
as environmental hazards or industrial safety where the variety of threat types is
substantially less and more statistically determined. Because it is unrealistic to
consider all imaginable threat types in a risk assessment, some metric is required
to determine when the consideration of the threat types is comprehensive enough
to cover most high-consequence threat types. An appropriate metric is evaluating
the sensitivity of the conclusions of the risk assessment to the consideration of
additional threat types (that is, ones that have not previously been considered in
the analysis). If the conclusions are insensitive to the consideration of additional
threat types or scenarios, then the threat-type characterization can be considered
comprehensive. The additional challenge is that threat-type characterizations are
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sensitive to rapid changes in technologies and adversaries, so the characterization
of threat types needs to be reassessed periodically.

Assessment of the Vulnerability of Critical Assets to Threat Types. Vulnera-
bilities specify the system components or operations that have a high sensitivity
of the performance metric to a given threat type; for example, a given building
is highly vulnerable to an indoor release of a given threat agent at a given loca-
tion. Generally, vulnerabilities are dependent on all aspects of the protection
systems—the physical, operational, technical, and organizational. Because all
protection systems have vulnerabilities at some level, the greatest concern arises
for vulnerabilities that result in severe consequences from a moderate threat type
(a threshold or nonlinear response in the system). Also, a vulnerability that can be
impacted by a wide variety of threat types, even though the consequence of the
vulnerability might be less severe, should rank high as a vulnerability of concern.
The importance of the number of threat types that affects vulnerability reinforces
the introductory comment that the activities of risk assessment are tightly coupled
and interdependent. Furthermore, the challenges cited above on the dynamic na-
ture of threat-type characterization equally apply to the vulnerability assessment
from the protector’s perspective. Because of the wide variety of vulnerabilities
and their dependence on mission and threat types, generalizations of vulnerabili-
ties might be useful, as proposed in Figure 2-1, in focusing the development of
new protection efforts across DOD facilities.

Determine the Risk or Specific Consequence of Attack or Unintentional
Release. Risk can be seen as a discounted measure of consequence or an estimate
of expected loss. It is based on what might or might not happen given the vulner-
abilities, likelihood of an event, and importance of assets. The determination of
risk can be viewed as the process that integrates the activities described above;
it is the process that has the widest variety of methodologies across different
disciplines that range from qualitative comparisons of perceived risk to quantita-
tive methods with detailed causality networks and uncertainty quantification. In
order to be sustainable in our complex and changing world, the method should be
defensible (results clearly traceable to inputs and process) and adaptable (results
can be updated quickly if new information is discovered). The risk assessment is
a tool for providing the information needed to inform decisions across potentially
conflicting missions and corresponding requirements. For example, significant
consequences of an airborne release of biological and chemical threat agents
include injury or death of occupants, disruption of key operations, and damage
to or contamination of contents. The resulting impact from any of these conse-
quences varies in severity depending on what is deemed critical, which needs to
be outlined in the risk assessment.

Management of Risks. An overall risk reduction strategy can be achieved by
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characterizing the risk and benefit of each strategy as identified in the risk assess-
ment. In building protection, risk reduction management would determine what
level of protection and appropriate components are necessary for a specified pro-
tection objective. Depending on the building mission, different metrics of perfor-
mance (for example, fraction of occupants exposed, fraction of building exposed)
are weighted by their importance. The performance metrics establish the basis
by which comparisons can be made across a variety of conflicting requirements.
In most application areas, the common metric is often reduced to cost, including
health consequences and loss of life. Because resources are always limited, the
feasibility and cost of a given management strategy have to be assessed. Risks can
be reduced by addressing any or all of the three components: the threat, vulner-
abilities, or consequences. Once reasonable risk reduction strategies have been
identified, the benefit of each strategy can then be characterized. As an example,
while level of protection 3 (LP-3) strategy might be desirable for a particular
facility, if limitations exist for installing or acquiring a particular component or
if highly trained personnel are not available to maintain the system, it might be
better to deploy LP-2 until resources to reach LP-3 can be acquired. In most risk
management plans, costs play a significant role and are addressed in some form
of a cost-benefit analysis. For building owners with a fixed budget, it is optimal to
maximize the benefits for a given cost. There are two extremes for optimization:
protect critical assets at the expense of others or protect all assets with marginal
protection. Most owners, however, use strategies that are somewhere in between
the two extremes. In all cases, cost-benefit analyses are important risk manage-
ment tools used in setting priorities. (Cost consideration and cost-benefit analysis
are discussed in further detail in the next two sections of this chapter.)

Guidance Documents for Building Protection

A number of private and governmental organizations, including the National
Institute for Occupational Safety and Health (NIOSH), American Society of
Heating, Refrigerating and Air-Conditioning Engineers, Inc. (ASHRAE), Federal
Emergency Management Agency (FEMA), and Lawrence Berkeley National
Laboratory (LBNL), recognize the need for guidance on protection of building
occupants from terrorist attacks. They have issued documents intended to assist
in the selection of security upgrades for managing risks from terrorist attacks
(NIOSH, 2002; ASHRAE, 2003; FEMA, 2003; DOE, 2004). These documents
provide specific guidance, such as upgrading filtration and relocating or secur-
ing outside air intakes. They also articulate the need for a rational multihazard
assessment of risk and the application of a risk management process to evaluate
possible courses of action. Such methods are necessary because the budget for
protecting a building from natural and terrorist threats is finite, and thus the use
of risk-based tools is necessary for priority setting.

The NIOSH guidance emphasizes the importance of understanding the build-
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ing and establishing a list of its vulnerabilities (NIOSH, 2002). The Building
Vulnerability Assessment and Mitigation Program (BVAMP) developed by LBNL
(DOE, 2004) is an assessment tool that uses responses to a set of questions posed
to building users to assemble an evaluation of the building and make recommen-
dations for improving building safety.

The ASHRAE report outlines a four-step risk management process: (1) risk
analysis, (2) risk treatment planning, (3) risk treatment plan implementation,
and (4) reevaluating the plan after implementation and modifying it as needed.
Risk analysis is itself a multistep process that involves (1) determining the
organization’s level of exposure, (2) identifying the risk, (3) estimating the prob-
ability of risk occurrence, (4) determining the value of the loss, and (5) ranking
the risks and identifying the building’s vulnerabilities. Each of the steps in risk
analysis can be performed by a variety of methods, ranging from mainly heuristic
to highly quantitative. The example assessment included in the ASHRAE report
relies on subjective rather than analytical methods (ASHRAE, 2003). An updated
edition of that AHSRAE report is being prepared (ASHRAE, forthcoming).

FEMA 426 provides a comprehensive discussion of terrorist threats to build-
ings and measures for mitigating them. It summarizes information found in many
sources, including the NIOSH and ASHRAE documents mentioned above. The
manual begins with a lengthy discussion of risk assessment (Figure 6-2), which
provides the context for subsequent discussion of protective technology (FEMA,
2003).

In addition to this array of guidance, the Department of Homeland Security
(DHS) is actively funding research centers (academic and national laboratories) to
develop threat and vulnerability assessment approaches, including efforts geared
to infrastructure protection. For example, DHS-funded research on assessment
approach is conducted by the University of Southern California’s Center for
Risk and Economic Analysis of Terrorism Events, the University of Wisconsin-
Madison, and other research groups. In 2005, DHS also conducted an extensive
biological risk assessment covering many threat agents and many scenarios as
directed by Homeland Security Presidential Directive 10 on Biodefense for the
21st Century (White House, 2004). These DHS-funded projects were presented
at the Society for Risk Analysis Meeting in December 2006 (SRA, 2006) and
were being reviewed by an NRC study (NRC, 2007) at the time this report was
completed. The growing overall body of work highlights the need for a system-
atic risk assessment and risk management approach to assess building protection
requirements. The specific methods and approaches for conducting such assess-
ments are evolving. Current methods are highly variable and depend on the nature
of the requirements being addressed. The DHS-funded projects and the evolving
methods and approaches for conducting risk assessments are useful guidance and
resources for the development and implementation of decision support tools in
the context of a building protection program (NRC, 2007).

Because of the obvious variations in goals and objectives and in risk assess-
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ment and risk management approaches, specific methodologies or tools for risk
assessment and risk management are not recommended here (some existing tools
are described in Chapter 5 of this report).

COST CONSIDERATIONS

There are a number of components associated with the cost of building or
retrofitting a facility for biological or chemical protection. Reliable costs cannot
be readily calculated because construction and operating data are usually based
on a history of similar buildings. As is the case with all construction, the actual
costs associated with a project are known only after the facility is built. Further-
more, operation and maintenance costs are known only after a period of actual
operation. The entire life-cycle cost! of a facility is estimated on the basis of the
length of time the building is to be in operation. The shorter the building is ex-
pected to be in operation, the higher might the cost per year to operate become.
Oftentimes, long-term use of a building might require extensive modernization;
these costs are calculated on the basis of the history of similar buildings.

Costs of Construction

Costs of construction generally include construction materials, labor, and
equipment. Construction costs are a subset of the actual total building cost,
which includes permanent fixtures and equipment specified by the user. Material
cost depends on the market cost of the construction materials and the quality of
materials desired. The costs of equipment and labor depend on the market costs
and a building productivity rate. A building to be built on a shorter schedule gen-
erally has higher costs for labor and equipment. Higher costs are attributable to
increased work hours for a specific number of laborers or an increased number of
laborers and to the increase in cost for use of equipment or use of more produc-
tive equipment. The major drivers in the costs of construction are presumed to be
quality of and time for construction.

The costs of constructing or retrofitting a building for protection might or
might not include the cost of specialty biological or chemical sensor equip-
ment depending on the level of protection sought. If specialty equipment is not
included, the construction costs of a building with some passive protection are
related mostly to the quality of and time for construction. Without specialty equip-
ment and with time of construction being equivalent, a passively protected facil-
ity is more expensive than a standard facility because the former requires a higher
quality of construction to meet the expected performance of the building.

All possible expenses incurred during the lifetime of a system. Life-cycle cost includes initial
costs of implementation and all expenses incurred during the period of operation of equipment or a
system.
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If specialty equipment is included, the cost of biological and chemical sen-
sors and the cost of high-quality construction are included in the construction
costs of a protected building. However, these are only the initial costs that deter-
mine the capital investment required for protection. Life-cycle costs, which could
be more substantial than initial costs, have to be considered.

Life-Cycle Costs

In addition to the initial costs of planning, design, and construction, periodic
and preventive maintenance, repair, replacement of parts, and modernization
incur additional costs during the life of a building. Comparing total costs or
life-cycle costs is the most effective way to assess various alternatives to facil-
ity procurement. Future costs to repair or replace parts can only be estimated,
but they are part of the budget consideration in a well-planned project. Fitting a
building with a protection system would be fiscally unwise if the operation of the
total system cannot be maintained. A well-functioning protection system involves
a well-maintained building with minimal leakage and predictable airflow, well-
maintained and calibrated sensors and response platforms if they are used, and
periodic equipment replacement.

Estimating first costs of proposed buildings is best done from actual design
documents—the more detailed these are, the better the estimate is. The more
specialized and complex the building, the more important it is to have a detailed
design as a basis for cost estimation. Pre-design cost budgeting is done from
experience and using various public and commercial databases that provide costs
per unit area or a similar metric. For unique building types or buildings designed
for unusual requirements such as mitigating the effects of biological or chemical
airborne threats, such databases do not exist or are not based on a large number
of similar buildings. Therefore, useful total cost projections for mitigation of such
attacks can probably be only done by pricing a range of hypothetical models in
which enough design of systems and construction have been done to provide
realistic conditions. Such analysis is beyond the scope of this study, but some
important considerations should be noted.

e The first costs of design and construction vary even for the same build-
ing design. One variable is the familiarity of designers and constructors with the
building type, its performance requirements, and technologies. For example, a
design team and builder with experience in residential construction might not be
able to design and construct a laboratory as economically or as satisfactorily as
those with extensive experience in the field.

e  The uniqueness of the design affects first costs. The repeated construc-
tion of a school or other building using “standardized” designs is likely to yield
a lower first cost than construction of a one-of-a-kind building of the same func-
tion, especially if economies of large-quantity purchasing of materials can be
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realized. Even buildings designed to be repetitive, such as some schools, housing,
or utilitarian structures, have to be adapted to specific sites with varying topogra-
phy and geology and to varying climatic conditions. These variations can affect
first costs dramatically.

e The complexity of the design affects first costs. The greater the sophisti-
cation required of designers and constructors in technologies of design and build-
ing, the higher the first cost is likely to be. Design and construction of airtight
buildings and sophisticated air distribution and filtration systems could add cost
just because of the unfamiliarity with these requirements in current design and
construction practice.

* A more subtle first-cost consideration might be in the process of
procurement. The current local demand for construction labor and materials
could drive the costs of both up or down. The rate of inflation applied to the
design, procurement, and construction period and the cost to construction con-
tractors of financing also affect the first cost of a building. Even the means of
procurement such as design-bid-build versus design-build could produce different
cost results for the same building design. Professional cost estimators with cur-
rent knowledge of these conditions apply their judgment of the impact on each
project estimated. Because these factors are time and location driven, generalized
estimates are unreliable.

*  Long-term life-cycle costs consist of those expenses for materials and
labor necessary and desirable over the life of a building. Although some com-
mercial and residential buildings are intended to last only for a few decades, other
buildings of a public or institutional nature could last more than a century.

e The durability of a building and its components is affected by the qual-
ity of the original design, materials, and workmanship and the conditions under
which the building exists. Climate—temperature, humidity, wind, and other
elements—varies widely from one location to another, and so will the building’s
response. Repair and replacement costs correlate with the impact of age on the
material and the severity of use and abuse by the building’s occupants.

e Buildings require energy and personnel to operate. The design of a
building directly affects the energy needs and costs. The quantity, skills, and time
needed for operating personnel are also determined by the building design. Labor
costs, including wages and benefits, are major components of life-cycle costs.

e All building systems and most materials require maintenance—from
lubrication to refinishing and cleaning, to name a few typical categories. If a
building owner has budgeted properly for replacement and repair, these costs can
be managed over time. However, if maintenance, repair, and replacement have
not been performed regularly and systematically, long-term costs can increase
significantly. Many of the technologies needed to mitigate the effects of biologi-
cal and chemical airborne threats in or near buildings depend on regular main-
tenance and verification of continued performance. These costs need to be taken
into consideration in the planning and design of buildings. Inadequate long-term
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operation and maintenance budgets can defeat the performance of the building
and its protection system.

Scalability

An important consideration in designing building protection is the quantiza-
tion of certain systems. Different levels of protection require different levels of
technology to be installed. For example, a sophisticated biological detection ca-
pability must be installed for an LP-4 building (see LP-4 in Chapter 3) to provide
timely and sensitive agent detection. The building has to be outfitted with the
requisite technology to achieve LP-4. Setting up such capability is expensive and
requires a major commitment in operations and operating budget. Irrespective
of whether such capability is required for an entire building or for only a room
within the building, the system and commitment level will be the same. Similar
arguments can be made for many of the technologies discussed in this report (for
example, filtration systems, detectors, triggers). In summary, monetary savings as
a result of reducing the size of space to be protected has a threshold; when units
are quantized, there is a minimum expenditure necessary to acquire the capability
whether for a single room or for an entire building.

COST-BENEFIT ANALYSIS

A systematic approach to threat and consequence assessment for build-
ing protection supports decision making by prioritizing and optimizing risk
management strategies that meet performance specifications for the building(s).
However, the ability to meet performance specifications depends largely on the
available resources. Cost-benefit analysis is a tool for optimizing performance
and expenditure.> A cost-benefit analysis weighs the total expected costs against
the total expected benefits of one or more actions in order to choose the best or
most profitable option. In the case of a building protection system, total expected
costs in the analysis include life-cycle costs of the system such as installation and
maintenance of high-efficiency filters and expected benefits such as reduction of
vulnerability to an attack, decrease in number of occupants exposed, and limited
disruption to operation in the event of an attack. Cost-benefit analysis has played
an important role in guiding decisions on human health protection (EPA, 2001),
and methods for analysis have also been developed and used for homeland secu-
rity applications (SRA, 2006).

The committee cannot present a general cost-benefit analysis for building

2A technique for project appraisal that weighs the total expected costs (including monetary costs
and costs of risks) against the total expected benefits of one or more actions in order to choose the
best or most profitable option. The technique is often referred to as CBA or as benefit-cost analysis
in the United States.
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protection because the costs and benefits of a protection system vary from build-
ing to building, but the application of cost-benefit concepts to building protec-
tion is discussed in this chapter. Strategies for optimizing the cost -benefit ratio
for building protection can take many forms depending on the objectives. If the
budget for protection is fixed, design tools (for example, the Immune Building
Program’s Building Protection Toolkit [BPTK]) could be used to identify the
combination of design options to obtain maximum benefit, such as decrease in
mortality, morbidity, or health-related costs. In contrast, if a specific health protec-
tion (or other performance metric) must be achieved, then the analysis focuses on
identifying the combination design options that achieve the specified requirement
for the least cost. In most cases, however, the amount of money that authorities
are willing to spend on building protection depends on the specific protection to
be achieved. In other words, a decision is made whether an incremental increase
in funds to achieve a specific decrease in health risk is worthwhile. In that com-
plex situation, the cost-benefit analysis focuses on optimizing the ratio of cost and
benefit. Traditional cost-benefit approaches that use comparable metrics (usually
monetary values) for both the design cost and the health benefits are useful.

Cost-benefit analyses (CBA) for each building protection system might have
to be updated several times during the life cycle of a system. The first round
of cost-benefit analysis is used to get concept approval to proceed with a more
detailed one. A detailed cost-benefit analysis would then be conducted early in
the design phase of the protection system. After the detailed analysis has been
completed, the development and implementation plans might call for a prototype
system or a pilot phase to test the costs and benefits on a small scale before the
full system is implemented for all users. If a pilot phase is needed, a third version
of the cost-benefit analysis would reflect revised costs and benefits and would be
used to decide whether to proceed with full implementation of the system. The
post-implementation review of a system might require an updated cost-benefit
analysis to determine whether the expected benefits are being achieved and to
decide whether the operation of the system should continue as implemented or
be modified to achieve benefits that justify continued operation.

ROLE OF TEST BEDS AND DECISION SUPPORT TOOLS IN THE
DEPLOYMENT PROCESS

An important objective of the Defense Advanced Research Projects Agency’s
(DARPA’s) Immune Building Program is to provide a workable test bed to further
enhance decision making regarding building protection options (DOD, 2006).
These options reflect multiple levels of control and protection at a defined level of
risk. Furthermore, many combinations of protection may be employed to achieve
a desired mission requirement or specification (for example, see Chapter 3 for
different levels of protection). Decision support tools can be applied at the plan-
ning or design stage to identify the optimum combination of protection features
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to achieve the specified mission goal and aid in decision making regarding tactics,
responses, and remediation changes during and after an event. As noted above, the
tools and approaches for threat, vulnerability, and consequence assessment are di-
verse. The subset of tools to provide comparative risk assessment and cost-benefit
analyses are available and have been used in infrastructure protection applications
to set priorities and to identify optimum resource allocation for buildings. Such
tools are applied routinely in decision making related to implementing options
for protecting human health. The DARPA Immune Building Program and related
building protection efforts provide the opportunity to collect additional data to
enhance threat, vulnerability, and consequence assessment tools. Also, test beds
play an important role in data collection to support predictive modeling of threats,
vulnerabilities, and consequences. Ideally, test bed facilities allow for testing of
new technology options, such as sensors and filters, using a “plug-and-play” (that
is, addition of a new device without reconfiguration) approach. In addition, such
facilities provide the means to test the effect of alternative protection options on
overall consequence, such as comparative risk. For example, the impact of physi-
cal security versus active ventilation systems versus operational tactical proce-
dures on building protection can be compared. Test beds also allow information to
be collected to fill existing data gaps, thereby improve the decision-making tools.
Examples noted in presentations to the committee included data gaps regarding
operations and management costs for building protection options and data on
changes in building performance with aging. For these reasons, adequate test beds
are needed to provide data for designing and refining threat, vulnerability, and
assessment tools that facilitate decision making at the planning stage (building
and design planning) and at the response and remediation stage.

A key criterion for assessing the value of maintaining a specific test bed
facility is the extent to which the results generated by the test bed can be gen-
eralized or are applicable to other buildings of interest. Thus, the effectiveness
and performance of various protective strategies (for example, impact of a new
sensor on response time or fraction of building exposed) should apply to the
buildings of interest.

Because none of the current test bed facilities fully represents all building
designs or typical field conditions in most buildings, a series of virtual test beds
representing each major class of buildings (see “Missions and Activities in Build-
ings” in Chapter 2) would fill data gaps and generalize lessons learned. Some
technology-specific metrics are likely to be developed and refined, particularly
for equipment evaluation (for example, sensor specificity and sensitivity, filtra-
tion efficiencies). Having a system for testing such technologies would also be
an important feature of a building protection program. Nevertheless the ability to
extrapolate the effectiveness and performance of a building protection system and
all its components is needed. A critical evaluation of each test bed that exists is
beyond the scope of this study. The committee is not aware of any sensitivity and
uncertainty analysis that has been conducted to specifically assess the extent to
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which any single finding from a test bed can be used to make inferences about the
broad array of buildings of interest. Because protection performance varies even
among buildings that appear similar, quantitative data on system performance in
similar facilities are needed to better predict the level of protection achieved by
a potential design. For example, are two buildings similar if they have the same
square footage, but one has multiple floors and one does not?

Because of the complexity of building protection and the difficulty of ex-
trapolating data collected from test beds to other buildings, the need for predictive
decision tools will likely be addressed by simulation modeling. For example, data
collected across a variety of demonstration projects and deployments could be
used to enhance modeling programs such as BPTK (Bryden, 2006). Enhancing
these modeling tools is highly desirable because no single test bed can provide the
data needed for accurate prediction of consequences from a biological or chemi-
cal weapon attack for the diverse array of facilities of interest. Although BPTK
or other models could be useful, they might need further validation because
only a few operational test beds have been modeled and subsequently tested.
Maintaining test bed facilities would provide the opportunity for further testing
and refining of interpolative and predictive models. A tool that incorporates a
systemic approach—melding and hardening of concept of operations—is clearly
needed to capture the full range of potential options for meeting a specified design
goal. Although there is not a set of universal metrics and criteria for evaluation
that applies to all building protection, a tool for decision making will document
what metrics and criteria are most appropriate based on the goals and objectives
of protection.

Software tools are also available to reduce the burden of deploying results of
risk assessment and risk management across complex facilities. Those tools, such
as CounterMeasures™ (Alion Science and Technology, 2007), are being deployed
across the DOD complex to provide commanders with a resource to allocate lim-
ited funds to protect facilities from terrorist attacks (such as improvised explosive
devices), but not specifically from biological or chemical attacks. The tools cap-
ture the four activities of risk assessment and risk management in a calculational
database. They require surveys of vulnerabilities and protective actions in place
as input and provide a cost-benefit analysis—on a dollar basis—of the building
protection deployment options as an output. The tools can be used for a facility
or across many facilities. Such tools could be extended for upgrading building
protection from biological or chemical airborne threats and might be useful for
planning complex-wide deployments of a building protection program.

CONCLUSION

Tools that can address the complexity of costs and benefits of building pro-
tection are available to assist stakeholders with different protection requirements
and implementation budgets in designing and planning their systems. The risk
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and cost-benefit assessment tools used in conjunction with simulation tools lead
to a decision-making process for the design and planning of building protection
that is transparent (conclusions are defensible), comprehensive (addresses the
complexity of the landscape), adaptable (can be modified quickly to address new
information, such as detection technologies), and adjustable on the basis of needs
(addresses the requirements of diverse stakeholders). Such a process would help
to explain the choice of protection and justify its costs to diverse stakeholders.
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tack, protecting buildings operated by the Department of Defense (DOD) or

within the civilian community will be imperfect, difficult, and costly. It is,
however, feasible to systematically consider the options and implement those that
are most cost-effective to achieve the defined goals and objectives of the facil-
ity. As the committee was conducting this study, many technical and behavioral
issues were considered, but several stand out: all buildings are unique; buildings
change and require maintenance and repair as they age; and detection and iden-
tification technologies have improved greatly in the last 20 years, but there are
technical barriers that might not be overcome. The defense community needs
to be cautious about seeking specific technical solutions too quickly without
adequately considering simpler and often less expensive operational solutions.
The complex and dynamic challenge of protecting humans and maintaining op-
erational missions in buildings that might be at risk of an unknown attack with
biological or chemical weapons can be addressed only if all the relevant factors
are considered.

' ust as it is impossible to protect every citizen in every city from terrorist at-

Recommendation 1: Clear and realistic building protection goals and
objectives should be defined prior to deploying protection systems.

The Defense Threat Reduction Agency (DTRA) and other entities imple-
menting building protection systems should clearly define the goals and objec-
tives of building protection before and during the design phase or change of
mission within the facility. In defining the goals and objectives, DTRA needs to
identify and prioritize the critical resources that must be protected.

104
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Recommendation 2: Building protection systems should be designed
and implemented on a case-by-case basis for each structure to be
protected.

The design and implementation of an appropriate and effective building pro-
tection system depends on many factors. These include the architecture, quality
of construction, and condition of the building to be protected; the components to
be used in the system (such as sensors and video monitoring); and the financial
resources allocated for its design, implementation, and maintenance. To further
complicate the matter, every building is unique because of the variations in its
architecture and design, the materials used in and personnel who performed its
construction, and wear and tear. All of these factors should be systematically
considered before funds are committed to implementing building protection
systems.

Recommendation 3: Life-cycle costs should be planned for prior to
deploying building protection systems.

The complete life-cycle cost of a building protection system—including
cost of planning, purchase, installation, maintenance, operation, and upgrade of
all its components—should be considered prior to developing and implementing
a building protection program. An effective building protection system requires
proper integration of security technologies with building architecture and proper
use of the system by building occupants. Integrating a protection system at the
time of construction is typically less expensive and more efficient than retrofitting.
Moreover, a building protection system will not be effective if it is not properly
maintained, a significant consideration in life-cycle costs. A poorly maintained
system quickly compromises the level of security expected of that system, leads
to a false sense of protection, and could result in disruptive and expensive false
alarms. For example, a high-level active protection system (level of protection 4
[LP-4], as described in Chapter 3) would only have performance equivalent to a
passive protection system (LP-1 or LP-2) if the sensors are not maintained. Like
passive filters, components of sensor systems have defined lifetimes and must be
replaced periodically. They also need to be calibrated and tested for performance
periodically. Therefore, a functional building protection system is not a one-time
investment, but requires monetary resources for maintenance, repair, replace-
ment, and upgrade of the system and its components. Finally, it is the exception
within the federal government to budget for operation and maintenance costs,
such as those that will be involved in building protection. Because these costs
are likely to be higher than anticipated, advanced planning and budgeting are
necessary to avoid loss of protection capability because it is seen by ultimately
responsible local commanders as less important than the core mission.

The components to be used in a protection system are determined partly by
the budget. Active protection systems tend to be more expensive than passive
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ones. State-of-the art sensor systems alone do not provide full protection; they
need to be complemented by operational response plans. Although advances are
being made in sensor technologies, more progress is necessary to determine how
best to integrate them into systems and the implications for concepts of opera-
tion. Research would include systems studies to determine sensor locations and
associated sensor requirements and appropriate concept of operations, along with
validation of sensor performance in operational conditions (test beds or deploy-
ments). In addition, there is a need to consider the fragility and costs of operating
and maintaining the sensor systems. Given the changing threats and life-cycle
costs of advanced protection systems, it is possible that the most cost-effective
and adaptive approach to protection for most buildings involves generic sensors
that trigger only low-regret responses or even totally passive systems related to
heating, ventilating, and air-conditioning (HVAC) without sensor technologies.
Thus, inclusion of sensor technologies in a building protection program requires
careful and systemic evaluation that weighs the costs and benefits of systems in
a given potential spectrum of threats. Test beds provide an opportunity to collect
data that can better inform the decision for future deployments.

Not all solutions to protection lie with detection and identification technol-
ogy. A few solutions reside in building codes or regulations, though some are
found in good design and construction practices. For example, building classifica-
tions exist on the basis of construction and ability to withstand fire, wind, seismic,
and explosive events, but there is no building classification scheme for resistance
to biological or chemical threats. Likewise, there are no uniform standards for
establishing such classifications through standardized tests or metrics. Such stan-
dards and classifications could be developed by government or industry agencies,
and DOD would play an active role in their development. Because of the limited
protection offered by a modern “healthy building” and the better performance of
advanced sensor systems in these environments, standards developed for healthy
buildings will have positive impacts on building protection. Whether the protec-
tion system is active or passive, it needs to be evaluated periodically to ensure
that protection goals are met.

Recommendation 4: Because goals and objectives for protection drive
the choice of building protection system for each installation, metrics for
a building protection system should be based on these same well-under-
stood, clear goals and objectives.

The metrics for evaluating the effectiveness of building protection should be
defined on the basis of the goals and objectives of protection. For example, if the
goal is to maintain critical activities, metrics for evaluation might be continuity
of operation and time to recover from an incident or to restore services. If the
goal is to protect occupants, then metrics might include fraction of occupants ex-
posed (FOE) or lives saved. Other criteria for evaluation that must be considered
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include life-cycle costs of the system, including the maintenance and operational
cost of the system and its components.

Capturing data for some metrics is easier than for others. Thus, the ability
of different metrics to accurately measure or estimate performance of a building
protection system should also be considered in metric selection. For example,
even though FOE might be a preferred metric to fraction of building exposed
(FBE) for predicting adverse consequences to occupants, FBE might be selected
in some cases where it is more feasible to estimate reliably. Based on these con-
siderations, the committee cannot recommend any specific metric over another
(see Chapter 4 for different possible metrics) but suggests that the selected metric
be justified by the user as part of applying a systematic decision-making process
for evaluating building protection.

Because biological and chemical attacks against buildings are rare events,
performance evaluation of building protection systems in test beds will be neces-
sary. The evaluation of sensors in a laboratory setting does not typically provide
the sensor performance data (such as detection limit, false positive rate, and
false negative rate) needed for designing building protection systems because
of complex and variable backgrounds in buildings. Test beds, field studies, or
deployments are valuable for evaluating the performance of individual sensors
in building backgrounds and the performance of integrated sensor systems and
building protection systems (with or without sensors). One advantage of test
beds is that they can be configured and challenged in ways not possible in an
operational facility.

For a test bed to be useful, an understanding of the extent to which techno-
logical performance results can be generalized to buildings of other types and for
different missions is important. The extent to which technological performance
results could be generalized varies. Because of the uniqueness of each building
and the complexity of building protection systems, setting up test beds for each
of the four levels of protection (described in Chapter 3) is impractical. However,
an integrated test bed could be useful for testing aspects of building protection
components and systems that could be applied to other buildings. Modeling and
simulation methods could be developed and used in combination with experimen-
tal data to apply lessons learned from aspects of building protection components
and systems within test beds and operational deployments to other buildings.

Having documentation and uniform protocols is important to obtain the
most value from test beds and operational deployments. A continually evolving
operational deployment such as the Pentagon could provide valuable real-world
experience and data comparable to those obtained in test beds if all tests are
well documented and standardized. For operational facilities or test facilities,
establishment of uniform testing protocols to test effectiveness and validate
protection systems would make their results useful to others. For example, infor-
mation on degradation, maintenance, and operational and life-cycle costs (real
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and intangible) of building protection systems (including filters and HVAC, if
applicable) could be collected in the test beds and existing deployments and used
as points of reference for future cost analyses. Finally, data from a standardized
but less comprehensive test protocol developed for use during commissioning of
operational (non—test bed) facilities could be collected and fed back into virtual
modeling programs to periodically upgrade the rigor and value of virtual testing
and design resources.

Recommendation 5: Prior to implementation of a building protection
program, the Department of Defense should establish a complete frame-
work for building protection that guides decision making for each build-
ing to be protected. The decision-making framework should consider
the following steps: (1) defining the objectives of building protection;
(2) preparing a threat assessment; (3) establishing a risk assessment; (4)
developing a case-by-case plan for building protection; (5) conducting
a risk management analysis; and (6) analyzing costs and benefits using
appropriate metrics and modeling and simulation tools as needed. The
complexity of the steps in the framework and the time required for each
step will depend upon the program and building protection objectives.

Designing and implementing an appropriate building protection system de-
pends on the interactions of many factors—budget, objectives of protection,
activities in the facility, location of the facility, and so on. Therefore, general
principles apply, but a generic model for protection cannot fit all buildings.
Rather, building protection has to be considered on a case-by-case basis. Thus, the
committee can only provide guiding principles for designing and implementing a
comprehensive decision-making framework for building protection that integrates
risk assessment and risk management throughout the design, implementation,
and deployment processes. Based on the current process of building protection
reviewed above, the committee proposes some guiding principles:

*  Define the goals of building protection (for example, maintenance of
operations or protecting occupants). The goals play a role in determining the
levels of protection sought. Metrics for evaluating performance of the protection
system can then be determined based on the goals.

*  Prepare a threat assessment. For each building, a threat assessment
determines the possible threats and their likelihood (on the basis of current intel-
ligence and vulnerabilities of the existing or planned facility). Because the threat
type is uncertain, threat assessments are typically prepared in the following order:
for the entire complex, for the facility type, for the location of the facility, for the
mission or activities at the facility, and possibly for the current state of alert.

*  Develop a risk or consequence assessment. The results of the threat and
vulnerability assessment are used to prepare a risk or consequence assessment.
The risk assessment establishes consequences for the various threats in the con-
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text of vulnerabilities, and then ranks the possible threats and outcomes based
on the requirements of the facility (for example, continuity of operations; limited
personnel exposure). The risk assessment provides trade-offs in benefit for dif-
ferent levels of building protection and would capture uncertainties in the threat
and effectiveness of the detection and response options.

*  Conduct a risk management analysis. A risk management analysis is
used to manage uncertainties in the effectiveness of different protection options.
Analyze costs and benefits. The combination of risk assessment and estimated
life-cycle costs provides a cost-benefit analysis of the protection options. Because
a facility is part of a larger complex and the life-cycle cost of building protection
is high, trade-offs across the complex must be done to consider retaining com-
plex-wide function within a limited complex-wide budget.

*  Develop a case-by-case plan for building protection (see Appendix E of
DOD, 2005, for an example) that provides different options at different costs and
then a building complex-wide analysis for allocation of limited resources.

*  When construction (or retrofitting) begins, ensure throughout that the
most up-to-date building plan is used, that all building modifications and plans
are properly documented, and that the building is well constructed and main-
tained at all times.

Modeling and tools for simulation that can take into account different inputs
for different buildings, protection systems, and costs need to be tested and vali-
dated before they become cost-effective resources for designing and identifying
gaps in building protection. Building protection has not been tested extensively
for efficiency and efficacy under a range of scenarios. Furthermore, the actual risk
of biological and chemical attack is unknown. Thus, the effectiveness of current
concepts of building protection accomplishing a mission is uncertain. Although
models have been developed to assess the impact of threat types, they could be
strengthened with broad application, as well as testing and feedback, because
existing models do not cover many scenarios. Modeling and simulation tools
used to trace the impact of threat agent releases can be effective only if they are
developed based on the goals of building protection set forth through a complete
decision-making process.

Although the above principles will apply to many buildings, deployment of
building protection is dominated by a case-by-case analysis and implementation
because of the uniqueness of each building, its mission, and its location and the
current threat. Therefore, the above approach should be tailored to match the
current perceived threats, known vulnerabilities, and the development of likely
detection technologies in order to provide a balanced evolutionary path from the
current state over the next 10—15 years.

Decision support tools can be used at the planning or design stage to identify
the optimum combination of controls to achieve the specified mission goal and
can aid in operational decision making regarding tactics, responses, and remedia-
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tion changes during and after an event. Comparative risk assessment and cost-
benefit analysis approaches can aid in all stages of decision making.

The combined decision support system for building planning would do the
following:

e Capture the possible conflicting requirements of a variety of deploy-
ments (for example, protection of people versus property);

e Compensate for uncertainty in input data and performance achieved;

e Resolve conflict in expert input or data available;

*  Possess the ability to determine knowledge or operational gaps in input
data or operational approaches, respectively; and

*  Provide a defensible approach where conclusions can be matched to data
and process, and can be adapted to change as threat, test, and operational data
become available.

Once a framework for building protection is established and validated by
deployments, it can be used to develop standardized building protection re-
sponses that capture “best practices” from comprehensive considerations of threat
types and cost-benefit analysis across many building types. The development of
standardized building protection responses does not infer that consideration of
building protection on a case-by-case basis is unnecessary. Rather, it recognizes
that as experience is gained in building protection, it might become apparent that
some classes of building types and uses might require similar deployments for
protection.

Recommendation 6: Building protection should be designed to accom-
modate changing building conditions, emerging threats, and changing
technology. Both the deployed building protection and the framework
for deploying the building protection (proposed in Recommendation 5)
should be reviewed periodically for sustained performance in light of
changing resources and threats.

Plans should include having a building’s protective design tested and reevalu-
ated for performance, and revised or replaced in order to respond to changing
parameters and needs. The spectrum of threats is ever changing so that the risk
analysis for each building might be unique and changing as well. Buildings also
evolve over time through aging, wear and tear of use, and the effects of cli-
mate. A lot of attention and funding have been focused on sensor and detection
technologies. Human factors and concepts of operations have to be considered
as well. New buildings could have an infrastructure (for example, power, com-
munications, space) that allows for installation of new protection components
as they become available. Although building protection has to be developed on
a case-by-case basis, generic principles can be applied to many buildings and
situations. The establishment of a systematic process that weighs the different
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options should guide decision making. Such a process would help DTRA and
other agencies to design appropriate protection systems that optimize protection
within the physical limitations of the building, technological limitations of the
components (such as HVAC, filters, and sensors), and financial constraints. De-
veloping the process that takes into account all the input for design to optimize
output will incur additional costs up front, but the committee believes that the
utility and ultimate cost savings of the approach will well justify this initial cost
increase. To sustain the performance of a deployed building protection system or
the framework to support its deployment, deployed building protection systems
and their corresponding deployment processes should be reviewed periodically
to assess whether they align with changing building conditions, building design
methods, sensor and protection technologies, and threat types.
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A

Statement of Task

t the request of the Defense Threat Reduction Agency (DTRA), the

National Academies shall conduct a study to assist in DTRA’s capacity

to plan, design, construct, and operate future chemical and biological
resistant facilities for the Department of Defense (DOD). The study shall give
consideration to prior studies from at least the last five years; current operational
uses of related systems; and current science and technology development efforts
intended to improve upon existing building protection systems. It shall consider
work from both defense and civilian sources. At a minimum the Academy shall
address the following questions:

*  What metrics of performance are relevant to evaluate existing studies
and to use existing facilities as effective test beds for validating tools,
testing systems, and facilitating system technology transfer? Where a
metric is not relevant to all situations, identify and discuss its appropri-
ate application. Discuss situational use of a combination of all relevant
metrics where appropriate.

*  What terms and definitions are required—for example, Tier 1 detector,
trigger, high impact response, confirmatory test, etc.—to allow com-
munication and comparison between programs?

e Consider the current protocols and setup of existing systems in use,
including both DOD and non-DOD efforts. What are the general fea-
tures of existing test bed facilities? Are there significant features in
common? Do existing facilities differ in significant ways, and how can
these differences be exploited to forward our understanding of building
protection?
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*  What collective principles can be derived from current building protec-
tion efforts? How can information gained from a test-bed facility be ex-
trapolated to operational buildings with completely different designs?

*  What is the cost-benefit of internal building monitoring? Suggest a tiered
approach with varying levels of detection and protection capability,
comparing the relative cost-benefit between tiers. Perform this assess-
ment for both new building construction and building retrofit, and cor-
relate to an appropriate metric (lives saved/fraction building exposed).

e Compare and discuss the relative risks of the possible tiers in a tiered
approach to chemical and biological protection efforts, from a baseline
of no protection efforts up to and including a fully protected building.
Consider risks associated with building retrofitting, extrapolating test
data to buildings differing from test bed buildings, possible system deg-
radation over time, etc.
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a program manager for both the Defense Advanced Research Projects Agency
(DARPA) and the Homeland Security Advanced Research Projects Agency and
had direct contact with the DARPA Immune Building Program. He is an engi-
neer by training with a strong background in sensing and detection as well. Dr.
Buchsbaum received an M.S. and Ph.D. in physics, as well as his MP.ILA. in
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Diego. He earned his B.A. from Hamilton College in New York.

Sheldon K. Friedlander (deceased) was a Parsons Professor of Chemical En-
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Department of Veterans Affairs, and Walter Reed Army Medical Center. He has
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David R. Walt is the Robinson Professor of Chemistry at Tufts University and
a Howard Hughes Medical Institute Professor. He is also the founding scientist,
director, and chairman of the Scientific Advisory Board of Illumina, Inc. He re-
ceived his B.S. in chemistry from the University of Michigan and Ph.D. in chemi-
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is world renowned for its pioneering work that applies micro- and nanotechnol-
ogy to urgent biological problems, such as the analysis of genetic variation and
the behavior of single cells, as well as the practical application of arrays to the
detection of explosives, chemical warfare agents, air contaminants, and food and
waterborne pathogens. Dr. Walt received the National Science Foundation Special
Creativity Award in 1995 and the 3M Research Creativity Award in 1989. He has
served on a number of NRC committees, including the Committee on Review of
Testing and Evaluation Methodology for Biological Point Detectors.

Copyright © National Academy of Sciences. All rights reserved.



Protecting Building Occupants and Operations from Biological and Chemical Airborne Threats: A Framework for Decisio
http://lwww.nap.edu/catalog/11965.html

Presentations to the Committee

The National Academy of Sciences Building
Washington, D.C.
September 18, 2006

Perspective of Sponsoring Agency
Brian Reinhardt, Defense Threat Reduction Agency

Overview of the Immune Building Program of the Defense Advanced Research
Projects Agency
Wayne Bryden, Defense Advanced Research Projects Agency

HVAC for Enhanced Building Security
Patrick Spahn

Report from Working Group on the Potential of Enhanced Building Filtration
in Reduction of Anthrax Morbidity and Mortality Following a Bioterrorism
Attack

Penny Hitchcock, University of Pittsburgh Medical Center

The National Academy of Sciences Building
Washington, D.C.
November 14-15, 2006

Immune Building Toolkit
Roger Gibbs, Special Projects Office

Overview of NIST Programs Related to Immune Buildings
Andrew Persily, National Institute of Standards and Technology
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Acronyms and Abbreviations

AD Aerodynamic diameter
AEGL Acute exposure guideline level
AHU Air-handling unit

ASHRAE  American Society of Heating, Refrigerating and Air-Conditioning
Engineers, Inc.
ASTM American Society for Testing and Methods

BPTK Building Protection Toolkit
BSL Biosafety level
BVAMP Building Vulnerability Assessment and Mitigation Program

CB-EMIS Chemical/biological emergency management information system

CCTV Closed-circuit television
CONOPS  Concept of operations
COTS Commercial off-the-shelf
CP Collective protection

DARPA Defense Advanced Research Projects Agency

DHHS Department of Health and Human Services
DHS Department of Homeland Security
DOD Department of Defense
DOJ Department of Justice
DOP Dioctyl phthalate
DTRA Defense Threat Reduction Agency
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EO Executive order

EPA Environmental Protection Agency

FBE Fraction of building exposed

FEMA Federal Emergency Management Agency
FOE Fraction of occupants exposed

FTIR Fourier transform infrared

GAO Government Accountability Office

GSA General Services Administration

HEPA High-efficiency particulate air

HVAC Heating, ventilating, and air conditioning
IMS Ion mobility spectrometry

ISC Interagency Security Committee

IT Information technology

JBPDS Joint Biological Point Detection System
JocC Joint Operation Center

LBNL Lawrence Berkeley National Laboratory
LCAT Life-cycle Cost Analysis Tool

LIDAR Light-detection and ranging

LP Level of protection

MERV Minimum efficiency reporting value
MOS Metal oxide sensor

NIOSH National Institute for Occupational Safety and Health

NRC National Research Council
OCC Olympic Coordination Center
PCO Photocatalytic oxidation

PCR Polymerase chain reaction
PPE Personal protective equipment

PROTECT Program for Response Options and Technological Enhancements

TARA Threat assessment and risk analysis
TIC Toxic industrial chemical
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TIM Toxic industrial material

UFAD Underfloor air distribution

UFC Unified Facilities Criteria

UOPSC Utah Olympic Public Safety Command

UV-LIF Ultraviolet laser-induced fluorescence

UVGI Ultraviolet germicidal irradiation

VES Ventilation and filtration air-handling systems

WMATA  Washington Metropolitan Area Transit Authority
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Glossary

Aerodynamic The equivalent spherical diameter that approximates
diameter (AD); the aerodynamic behavior of an irregular-shaped
aerodynamic particle  particle.

size

Air-handling unit A component of a heating, ventilating, and air-

conditioning (HVAC) system that delivers conditioned
air and outside air to spaces in a building.

Arrestance test A filter efficiency test according to the American
Society of Heating, Refrigerating, and Air-
Conditioning Engineers (ASHRAE) Standard 52.1
(ASHRAE, 1992) that utilizes an ASHRAE synthetic
dust and the mass fraction of dust removed is
determined.

Asymmetric warfare A military situation in which two belligerents of
unequal strength interact and take advantage of their
respective strengths and weaknesses.

Atmospheric dust- An evaluation used for high-efficiency filters, defined

spot efficiency by ASHRAE Standard 52.1 (ASHRAE, 1992), that
involves the use of unconditioned atmospheric air
passed through the test material, and visualization of
discoloration of the air downstream is compared to
upstream (unfiltered) air.
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Billeting

Bioaerosol

Building envelope

Clinical sign (of

disease)

Collective protection

Compartmentalization

Cost-benefit analysis

Cyclone collection or
separation

Detect to treat

Detect to warn
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Any building or portion of a building, regardless
of population density, in which 11 or more
unaccompanied personnel are routinely housed,
including temporary lodging facilities and
military family housing permanently converted to
unaccompanied housing.

A collection of airborne biological material including
virus, bacterial cells, fungal spores, fragments, and by-
products of microbial metabolism.

The entire enclosing construction for a building,
including walls, windows, doors and other openings,
and roof.

Objective evidence of disease especially as observed
and interpreted by a physician rather than by the
patient or a lay observer.

A provision of a contaminant-free area in which
personnel can function without individual protective
equipment, such as a mask and protective garments.

A division of interior spaces into separate, discrete
spaces (see also “Zoning”).

A technique for project appraisal that weighs the total
expected costs against the total expected benefits of
one or more actions in order to choose the best or
most profitable option.

A method that uses vortex flow to separate different
sized particles.

Provide information in the time frame needed to
initiate treatment options to minimize adverse health
effects from exposure.

Provide information to initiate a response action that
minimizes exposure.
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Detection system

Detection technology

Detector

Ducted return

Dust-holding capacity

Dust-spot filter

Electrostatic filtration

False alarm

Filter bypass

Filter efficiency

Filtration

Heating, ventilating,
and air-conditioning
system

High-regret options
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A system that can recognize the presence of classes
of threat agents but generally does not include
identification. When unqualified, detection includes
all the possibilities shown in Figure 3-1: clinical,
symptomatic, visual, technology-based signatures, and
assays. A detector technology system would refer to a
technology-based detection system.

Technology-based detection.

A device that generally provides information on
the presence of a threat agent or class of agent but
does not reveal identity and is usually continuously
operated. (See Figure 3-1 for types of detectors.)

The use of an air-handling duct system to return air
from the interior of a building to the air-handling unit.

The amount of dust that an air cleaner can retain when
it is operated at a specific airflow rate to a maximum
resistance value.

A filter that is reported to remove 85 percent of
particles 2.5 wm in diameter.

The use of a charge field in a filtration unit to remove
charged particles. Particles could be naturally charged
or given a charge prior to filtration.

A wrong indication that a threat agent is present.

The airflow around the filter matrix caused by
channeling of the filter material, overloading of the
filter, use of incorrectly sized filters, or improper
installation.

The ability of a filter to remove particles from the
air-stream.

A collection of particles larger than the filter pore size.

A system designed to provide conditioned air to
the various spaces in a building in order to satisfy
demands for heating, cooling, humidification,
dehumidification, and contaminant removal.

Options to respond to a situation that could incur a
high degree of remorse or serious consequences.
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Identification system A system that determines the specific threat agent such
that complete response actions, including medical
treatment, are possible. (A caveat is that for unknown
threat agents that have emerged or are engineered,
identification can be delayed, such as for severe acute
respiratory syndrome.) These can be exclusively
technology based or human based or both.

Impactors A collection system in which particles are accelerated
in a jet toward a surface (classical impactors) or
toward a nozzle (virtual impactors).

Impingement The retention of a particle when it is either too large or
filtration dense to follow the airstream around a fiber so that it
lands on the surface and is retained due to attraction.

Infectious dose A number of pathogenic microorganisms needed to
cause disease.

Infectivity The ability of pathogenic microorganisms to infect
(that is, enter and multiply in) the cells of a host’s
body.

Infiltration A flow of air from the exterior of a building to the
interior.

Inhabited building A building or portion of a building routinely occupied

by 11 or more personnel and with a population density
of greater than one person per 40 gross square meters
(430 gross square feet).

Leakage The flow of air through the building envelope—may
be from the outside of a building to the interior or
from the interior to the exterior.

Life-cycle cost All possible expenses incurred during the lifetime
of a system. Life-cycle cost includes initial costs of
implementation and all expenses incurred during the
period of operation of equipment or a system.

Low-regret options Options to respond to a situation that could incur little
remorse or not-so-serious consequences.

Metal oxide sensor A sensor that responds to virtually all organic vapors
and provides information that a vapor release has
occurred with little or no identification capability.
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Minimum efficiency
reporting value
(MERV)

Natural ventilation

Outside air intake

Particulate
Pathogenicity

Plenum return

Polydispersed
aerosols

Polymerase chain
reaction (PCR)

Prefilters

Remote sensing

Sensor network for
distributed sensing

Sensor system
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A filter rating, defined by ASHRAE Standard 52.2
(ASHRAE, 1992), that is based on filtration efficiency
as a function of particle size. Higher MERV values
indicate more efficient filters.

The use of open windows to supply outdoor air to
interior spaces of a building.

A point of entry of outside air delivered to the spaces
in a building by an air-handling unit.

Airborne solid material.
The ability to cause disease.

Unducted spaces, typically the cavity between the
suspended ceiling and the floor or roof above, in
which air from multiple areas in the building mixes
before returning to the air-handling unit or being
evacuated to the outside.

Aerosols whose particles are of various sizes.

A molecular biology amplification method to detect
and identify DNA sequences.

Large porosity filters used to remove large particulate
debris prior to the use of smaller porosity filters.

The ability to have a sensor at one location and to
detect and identify the presence of a particular object
at another.

The spatial distribution of sensors.

A technology-based detection and identification
system of threat agents that are localized at the
collection point (for example, Biowatch is not a sensor
system). Although sensor systems have the goal to
identify the threat agent, this would be possible in
many current applications only for limited sets of
threat agents or would require off-site confirmatory
identification.
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Sensor technology

Standoff

Supply ductwork

TagMan PCR

Test bed

Threat agent

Threat type

Tiered detection
systems

Transmissible

Trigger

Tropism
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A technology that provides information on the
presence and possibly the identification of a threat
agent or class of threat agents. Sensors and sensor
technology may be operated intermittently or
continuously.

The distance between a target (e.g., building) and a
potential hostile event (e.g., explosion or chemical or
biological agent release point).

A positively pressurized conduit, typically made

of sheet metal, used to distribute supply air to air
delivered from the air-handling unit to spaces within a
building.

A commercially available PCR method for detection
of DNA and RNA.

An environment created for testing that contains
the integral hardware, instrumentation, simulators,
software tools, and other support elements to
approximate a real-world situation.

An agent used to inflict damage to a facility or harm
to its occupants. Threat agents include biological,
chemical, and radiological agents.

The combination of a threat agent and an
implementation strategy used to inflict damage to a
facility or to harm its occupants.

The staged deployment of typically inexpensive,
fast-acting, low-accuracy detectors followed by more
accurate sensors or confirmatory testing. Tiered
detection systems are typically used to minimize the
need for costly confirmatory tests. Tiered detection can
also be spatially dispersed.

The ability of pathogenic organisms to be transmitted
from one person to another.

A detection technology that initiates an action and is
generally more rapid, lower cost, and less specific than
the identification technology.

An involuntary response of an organism or part of an
organism toward or away from external stimuli.
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APPENDIX E 137

Ultraviolet germicidal  The use of various wavelengths of ultraviolet light
irradiation (UVC, 200-280 nm and UVB, 280-315 nm) to
inactivate biological materials.

Underfloor air A system that utilizes underfloor space for distribution

distribution of air rather than overhead plenum space or supply
ductwork.

Uninhabited Spaces not considered inhabited, primary gathering, or

buildings billeting.

Zoning The process of defining areas served by independent

HVAC systems.
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