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Preface

By the end of the Cold War the United States had produced a navy, to a 
large degree in response to the global challenge posed by the Soviet Union, that 
was and remains the largest and most powerful navy in the world. This maritime 
supremacy confers great advantages on the United States in its foreign policy, but 
it has limitations. The U.S. Navy, while the dominant maritime force, must act in 
concert with other maritime forces in the quest for an orderly maritime domain. 
More and more, today’s dynamic maritime security landscape also involves such 
broad-ranging missions as countering global terrorism, providing humanitarian 
relief for natural disasters, interdicting drug trafficking, and regulating the migra-
tion of people. No single navy or nation can do this alone. Security threats in the 
maritime domain are an important challenge. In today’s world 50,000 large ships 
carry about 80 percent of the world’s trade.1 To offer security in the maritime 
domain, governments around the world need the capabilities to confront directly 
such common threats as piracy, smuggling, drug trading, illegal immigration, 
banditry, human smuggling and slavery, environmental attack, trade disruption, 
weapons proliferation, and terrorism.2 

Recognizing this new international security landscape, the former Chief 
of Naval Operations (CNO) called for a collaborative international approach to 
maritime security. Initially branded the “1,000-ship Navy,”3 this concept envi-

1 VADM John G. Morgan, USN, and RDML Charles W. Martoglio, USN. 2005. “The 1,000-Ship 
Navy: Global Maritime Network,” U.S. Na�al Institute Proceedings, November, p. 15.

2 VADM John G. Morgan, USN, and RDML Charles W. Martoglio, USN. 2005. “The 1,000-Ship 
Navy: Global Maritime Network,” U.S. Na�al Institute Proceedings, November, p. 15.

3 Chief of Naval Operations (ADM Michael G. Mullen, USN), in remarks delivered to the 17th 
International Seapower Symposium, Naval War College, Newport, R.I., September 21, 2005. 
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sioned that U.S. naval forces would partner with “a diverse array of multinational, 
federal, state, local and private sector entities to ensure freedom of navigation, 
the flow of commerce, and the protection of ocean resources.”4 Furthermore, said 
the former CNO, this vision would bring all nations together to build a global 
maritime network—including the sharing of information that would be available 
to all participants—that would promote security on the seas and enable global, 
regional, and national prosperity through international cooperation and coordi-
nation. Working toward this vision would often involve developing partnerships 
with selected nations on a regional or even subregional basis.

Some key components for the 1,000-ship Navy vision to be successful have 
been identified.5,6 First, there must be incentives for participating nations to 
join in such a partnership. Most maritime threats are not global; therefore, the 
regional and local interests of each country must be accommodated. The operat-
ing principle behind the 1,000-ship Navy is that it must satisfy the interests of all 
participants, many of them held in common. Second, there must be low barriers 
to entry, both technologically and operationally, to make this truly a coalition of 
the willing for all nations, even those without formal navies. Third, the partner-
ship should advance security, local and global economic prosperity, and overall 
cooperation among governments. For example, as the network grows one would 
expect to see increases in the number of sensors and responders available to moni-
tor and support security in the maritime domain.7 Finally, building trust among 
all nations should be an overarching objective of such partnerships and one that 
will be crucial for such a coalition of the willing to be realized.

Since the CNO’s speech in 2005, the U.S. Navy has been actively engaged 
in working demonstrations of the 1,000-ship Navy concept; in particular, the 
U.S. Navy has participated in multinational counterpiracy efforts off the coast of 
East Africa as well as in conducting training with navies in the Gulf of Guinea 
and Latin America.8 Also, the U.S. Navy, the U.S. Marine Corps, and the U.S. 
Coast Guard have jointly released a new maritime strategy document that gives 
preventing a war the same military priority as winning a war and advocates more 

4 Chief of Naval Operations (ADM Michael G. Mullen, USN) and Commandant of the Marine 
Corps (Gen Michael W. Hagee, USMC). 2006. Na�al Operations Concept, Department of the Navy, 
Washington, D.C.

5 Christopher P. Cavas. 2006. “The Thousand-Ship Navy,” armed forces Journal, December.
6 RDML Jeffrey A. Wieringa, USN, Deputy Assistant Secretary of the Navy (International Pro-

grams) and Director, Navy International Programs Office, Office of the Secretary of the Navy, 
“DASN (IP): Role of International Programs in Developing the 1000-Ship Navy,” presentation to the 
committee, January 10, 2007. 

7 VADM John G. Morgan, USN, and RDML Charles W. Martoglio, USN. 2005. “The 1,000 Ship 
Navy: Global Maritime Network,” U.S. Na�al Institute Proceedings, November.

8 Chief of Naval Operations (ADM Michael G. Mullen, USN). 2007. CNO Guidance for 2007: 
focus on execution, Department of the Navy, Washington, D.C., February 2.
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cooperation with foreign fleets.9 The concept of such maritime partnerships has 
received positive support from the world’s maritime leaders.10,11

TERMS OF REFERENCE

At the request of the former Chief of Naval Operations,12 the Naval Stud-
ies Board of the National Research Council conducted a study to examine the 
technical and operational implications of the 1,000-ship Navy concept as they 
apply to four levels of cooperative efforts: (1) U.S. Navy, Coast Guard, and 
merchant shipping only; (2) U.S. naval and maritime assets with others in treaty 
alliances or analogous arrangements; (3) U.S. naval and maritime assets with ad 
hoc coalitions (examples to be postulated in the study); and (4) U.S. naval and 
maritime assets with others than the above that may now be friendly but could 
potentially be hostile, for special purposes such as deterrence of piracy or other 
criminal activity. Specifically, for each of these four levels, the study addressed 
the following tasks:

•	 	Examine previously established models and other possible operational 
concepts for the four levels of cooperation, to include both the NATO and 
Interpol models;

•	 	Identify force structure and interoperability needs, to include information 
sharing and assurance;

•	 	Examine the extent to which sensor technology, information and opera-
tional techniques must be held classified; and the utility, advantages and 
disadvantages of using civilian communications and encryption technolo-
gies; and

•	 	Assess potential vulnerabilities and countermeasure susceptibilities to U.S. 
military forces inherent in the “1,000-ship Navy” concept, and the means 
to mitigate them.

THE COMMITTEE’S APPROACH

There has been much discussion about whether the U.S.-led initiative 1,000-
ship Navy would be widely acceptable to potential partners and would offer the 

9 Department of the Navy, 2007, a Cooperati�e Strategy for 21st Century Seapower, Washington, 
D.C., October; Inside the Na�y, 2007, “Document Released: New Maritime Strategy Urges Tighter 
Ties for Sea Services,” October 22.

10 Chief of Naval Operations (ADM Michael G. Mullen, USN). 2007. CNO Guidance for 2007: 
focus on execution, Department of the Navy, Washington, D.C., February 2.

11 U.S. Naval Institute. 2007. “The Commanders Respond,” U.S. Na�al Institute Proceedings, 
March.

12 ADM Michael G. Mullen, USN, Chief of Naval Operations. Letter dated June 29, 2006, to Ralph 
J. Cicerone, President, National Academy of Sciences.
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respect for their national sovereignty that is critically important.13,14,15 This con-
cern led the committee to a search for alternative terminology for the 1,000-ship 
Navy and for an appropriate and effective mechanism of leadership and coordina-
tion. The committee adopted the term “maritime security partnerships” (MSP) in 
this report.16 The technical and operational implications of MSP are addressed in 
this report, along with the mechanisms of leadership and coordination.

As the study progressed, the committee refined its understanding of the four 
levels of cooperative efforts for maritime security called out in the terms of refer-
ence and discovered that a different organizing principle would be more appropri-
ate given the complexity of the 1,000-ship Navy concept as it is being developed 
and implemented. The committee’s approach was to take into account and build 
on the ongoing efforts and respond to the spirit of the CNO’s request for the 
study while at the same time addressing the four levels of cooperative efforts for 
maritime security and the tasks (the four bullet items) in the terms of reference. 
Discussions with the Deputy Chief of Naval Operations for Information, Plans, 
and Strategy (N3/N5) at the committee’s first meeting encouraged a broader 
approach to the study—namely, to consider the more important question of how 
to achieve MSP. This meant going beyond technical and operational support for 
MSP to the matter of bringing in the wide range of participants called for in the 
terms of reference. With this in mind the committee turned to a somewhat more 
complicated set of bilateral and multilateral models of cooperation to address the 
tasks in the terms of reference. Chapter 1 presents the committee’s understanding 
and assumptions, its approach to the terms of reference, and the organization and 
content of this report.

The committee17 was first convened in January 2007. It held additional 
meetings and site visits over a period of 6 months, both to gather input from 
the relevant communities and to discuss its findings and recommendations. The 
agendas of the meetings are summarized below:18 

•	 January 9-10, 2007, in Washington, D.C. Organizational meeting: Office 
of the Chief of Naval Operations, Office of the Secretary of the Navy, Headquar-
ters U.S. Coast Guard, Headquarters U.S. Marine Corps, U.S. Maritime Adminis-
tration, and Office of the Principal Deputy Undersecretary of Defense for Policy 
briefings on the operational and technical implications of the 1,000-ship Navy.

13 Amy Klamper. 2006. “Traction,” Seapower, December.
14 Michael W. Coulter, Deputy Assistant Secretary for Regional Stability, Bureau of Political-

Military Affairs, Department of State. Discussion with the committee, February 6, 2007.
15 CAPT Bruce B. Stubbs, USCG (Ret.). 2007. “Making the 1,000-Ship Navy a Reality,” U.S. Na�al 

Institute Proceedings, January.
16 As of this writing, the U.S. government was moving to replace the name “1,000-ship Navy” with 

“global maritime partnerships” (GMP).
17 Biographies of its members are provided in Appendix A.
18 During the course of its study, the committee held meetings in which it received (and discussed) 

materials that are exempt from release under 5 U.S.C. 552 (b).
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•	 february 6-7, 2007, in Washington, D.C. Military Sealift Command; 
Office of the Under Secretary for Science and Technology in the Department of 
Homeland Security; Naval Meteorology and Oceanography Command; Office of 
the Deputy Assistant Secretary for Regional Stability, Bureau of Political-Mili-
tary Affairs, Department of State; CNO Strategic Studies Group; International 
Maritime Organization; and the Maersk Line, Ltd., briefings on the global per-
spective of the 1,000-ship Navy as well as on the policy, operational, and techni-
cal implications of the 1,000-ship Navy. 

•	 March 12, 2007, in Suitland, Maryland. Site visit to the Office of Naval 
Intelligence.

•	 March 13-14, 2007, in Washington, D.C. Defense Information Systems 
Agency, Office of Naval Research, the Royal Navy (U.K.), Office of the Director 
of National Intelligence, Interpol, Embassy of Singapore, Office of the Assistant 
Secretary of Defense for Networks and Information Integration/Office of the 
DOD (Department of Defense) Chief Information Officer, Consortium for Ocean-
ographic Research and Education, and Office of the Chief of Naval Operations 
briefings on networks and information-sharing needs for and global perspective 
of the 1,000-ship Navy.

•	 March 29-30, 2007, in Naples, Italy. Site visit to Commander, Naval 
Forces Europe–Commander, Sixth Fleet, and NATO Component Command, 
Maritime Naples.

•	 april 2-3, 2007, in London, england. Site visits to Lloyd’s of London; 
International Maritime Organization; Greek Shipping Co-operation Committee; 
Shell International Trading and Shipping Company, Ltd.; the Royal Navy (U.K.); 
and Royal United Services Institute for Defence and Security Studies.

•	 april 16-19, 2007, in alexandria, Virginia. Site visit to Maritime Domain 
Awareness Data Sharing Community of Interest Pilot Spiral 3 and Maritime 
Domain Awareness Connectivity Technology Insertion Game Workshop.

•	 april 25-26, 2007, in Miami, florida. Site visits to Center for Southeast-
ern Tropical Advanced Remote Sensing at the University of Miami, Headquarters 
of the Seventh Coast Guard District, and the U.S. Southern Command.

•	 May 15-17, 2007, in Washington, D.C. Office of the Chief of Naval Oper-
ations; Headquarters U.S. Coast Guard; National Security Council; Office of the 
Deputy Assistant Secretary for Regional Stability, Bureau of Political-Military 
Affairs, Department of State; Naval War College; Center for Naval Analyses; 
Naval Criminal Investigative Service; Joint Interagency Task Force-South; U.S. 
Pacific Command; Joint Interagency Coordination Group; Joint Interagency Task 
Force West; Pacific Fleet N5; Indian Embassy; and Chilean Embassy briefings on 
the global perspective of the 1,000-ship Navy, as well as the policy, operational, 
and technical implications of the 1,000-ship Navy.

•	 May 17, 2007, in Laurel, Maryland. Site visit to the National Security 
Agency Information Assurance Directorate.
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•	 June 12, 2007, in Key West, florida. Site visit to the Joint Interagency 
Task Force-South.

•	 June 25-29, 2007, in Woods Hole, Massachusetts. Committee delibera-
tions and report drafting.

The months between the committee’s last meeting and the publication of 
the report were spent preparing the draft manuscript, gathering additional infor-
mation, reviewing and responding to the external review comments, editing the 
report, and conducting the security review needed to produce an unclassified and 
unrestricted report.
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1

Summary

At the outset of his tenure as Chief of Naval Operations (CNO), ADM 
Michael G. Mullen, USN, adopted a progressive vision for the peacetime engage-
ment of naval forces—namely, to enhance the stability and security of the mari-
time environment. He called this vision “the 1,000-ship Navy.” To help develop 
the concept, ADM Mullen asked the Naval Studies Board, under the auspices of 
the National Research Council, to establish a committee that would examine the 
technical and operational implications of the 1,000-ship Navy.1 In response to 
the emphasis in the study’s terms of reference on the sharing of maritime infor-
mation and on coordinated tactical action to help maintain order on the seas for 
all concerned, the committee has chosen to call this concept “maritime security 
partnerships” (MSP).2

In addition to discussions with senior naval personnel, combatant com-
mander representatives, and other Department of Defense (DOD) elements, the 
committee surveyed a broad cross section of international organizations, foreign 
navies, U.S. government agencies, and private industry to understand the issues, 
opportunities, and common needs presented by MSP.3 Some key observations 
stand out from all the briefings that the committee received during the course of 
this study:

•	 Governments of countries other than the United States tend to be con-

1 ADM Michael G. Mullen, USN, Chief of Naval Operations, in a letter dated June 29, 2006, to 
Ralph J. Cicerone, President, National Academy of Sciences.

2 As of this writing, the U.S. government was moving to replace the term “1,000-ship Navy” with 
“global maritime partnerships” (GMP).

3 See the summarized agendas of the meetings in the Preface.
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cerned much more with the need for information on traditional maritime security 
concerns—smuggling, poaching, and piracy—rather than information on direct 
threats of external attack;

•	 Most representatives of foreign governments and foreign and domestic 
commercial organizations expressed interest in collaborating on MSP;

•	 A number of foreign countries and foreign and domestic commercial 
organizations might find it difficult to cooperate in MSP activities if these activi-
ties were under the U.S. Navy, U.S. DOD (and its intelligence community), or 
even the U.S. federal government; they might be more receptive to collaboration 
if entities like the State Department or the U.S. Coast Guard (USCG)—along 
with the International Maritime Organization (IMO), a relevant international 
entity—played the key role(s);

•	 The purposes of the partnerships set up under the MSP concept, often 
regional in scope, are expected to be the maintenance of law and security on the 
seas for all concerned; and, finally,

•	 The partnerships will most likely need to offer full protection for propri-
etary and country- or company-sensitive information.

WHy MARITIME SECuRITy PARTNERSHIPS?

Today’s interdependent global economy depends on free and uninterrupted 
use of the sea. The security and welfare of all nations are linked to a regime of 
law and order at sea that suppresses illicit activities such as drug smuggling and 
human trafficking and thwarts threats of piracy and terrorism. The U.S. Navy 
is well positioned to help other maritime forces and organizations maintain an 
orderly maritime domain. How the U.S. government and in particular the U.S. 
Navy should organize, operate, and seek to develop relationships with other gov-
ernments in pursuit of this goal is the subject of this report.

The complexity of the maritime domain and the diversity of interests at 
stake militate against relatively simple yet all-encompassing solutions, because 
the problem is much broader in scope than the naval force or forces of any single 
country or group of countries can deal with. MSP would need participation by 
many agencies involved in law enforcement, homeland security, and foreign 
policy. In addition to the foreign militaries, law enforcement agencies, local civil 
authorities, and the like with which the United States already liaises, commercial 
and nongovernmental actors—for example, shipping and insurance companies—
would also need to be involved. More broadly, the committee envisions emerging 
maritime security partnerships to be grounded in international agreements like 
those for air traffic management, other law enforcement enterprises, financial 
transaction governance, and the safety of life at sea, with the last-mentioned 
coming under the IMO, an agency of the United Nations. 
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uNIFyINg CONCEPT FOR MSP—TO ACHIEvE MARITIME DOMAIN 
AWARENESS INFORMATION SHARINg

The effort to improve the security of some legitimate and important maritime 
enterprises is seriously impeded by the lack of adequate maritime security frame-
works in many regions of the world. Individuals or groups who want to disrupt 
trade along these routes by taking advantage of the tradition of anonymity often 
found at sea can engage in illegal and threatening activities. To adequately surveil 
all the commercially critical sea lanes, choke points, natural resource locations, 
and potential smuggling routes and to maintain links to maritime security forces 
are major challenges. Some of the questions that need to be answered are these: 
Who will pay for the costs of such systems? Who will create and coordinate the 
policies behind the surveillance, information exploitation and distribution, and 
response plans? 

The unifying concept for maritime security partnerships is information shar-
ing. Using the vocabulary that has been adopted in the U.S. initiatives responding 
to the National Strategy for Maritime Security (NSMS), the information to be 
shared is referred to as maritime domain awareness (MDA).4 A comprehensive 
MDA system would permit identification of threatening activities and anomalous 
behavior. Achieving such a system where it does not now exist—and strengthen-
ing it where there is already a foundation—must be viewed as a critical step in 
building regional partnerships.

It is important to recognize that some regions have established networks to 
achieve maritime domain awareness by sharing information. For example, the 
Malacca Strait Security Initiative partnering Singapore, Indonesia, and Malaysia 
is already operational; the Gulf of Guinea network, still in its formative stage, 
has generated great interest among potential partners; the Joint Interagency Task 
Force-South that addresses concerns about drugs and other law enforcement 
matters in the Caribbean region is functioning effectively. There is a worldwide 
patchwork of capabilities in support of MDA systems but no overarching MDA 
architecture. Current arrangements, some of them multilateral, for sharing MDA 
information constitute an inefficient assortment lacking broad application; excep-
tions are the IMO-sanctioned Automatic Identification System (AIS) and Long-
Range Identification and Tracking (LRIT) reporting systems for commercial 
ships.

It will take a major effort to coordinate all the existing capabilities, extend 
them, and disseminate the information on a timely basis to those maritime law 
enforcement organizations that can take necessary and appropriate action, while 
still respecting commercial and national sensitivities and proprietary interests. 

4 The Department of Homeland Security’s 2005 National Plan to achie�e Maritime Domain aware-
ness (Washington, D.C., October, p. 1) defines MDA as “the effective understanding of anything 
associated with the maritime domain that could impact the security, safety, economy, or environment 
of the United States.”
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Mobilizing the U.S. government to assist other nations in creating more com-
prehensive MDA and building, connecting, and enlisting the capabilities of the 
maritime law enforcement organizations will probably be a long process that 
needs continuous work and attention. At the same time, however, this process 
would build trust and transparency, contribute to global unity and cooperation, 
and help to prevent conflict.

The committee’s investigations and deliberations are the basis for the find-
ings and recommendations it offers. The committee recognizes the need to bal-
ance the demands of maritime security with those of other government missions 
and priorities. It also recognizes that competing priorities, costs, and missions 
might stand in the way of the implementation of improvements in maritime secu-
rity. The committee views all of the recommendations as complementary to one 
another, and once they have been translated into potential actions with specific 
costs, they need to be prioritized and compared to other investments.

kEy PREREquISITE FOR MSP—TRuST IN RELATIONSHIPS

The premise behind the MSP concept is that by improving its situational 
awareness of what is happening in maritime areas of potential importance to its 
interests, a state directly improves its own security and therefore ought to be will-
ing to share relevant data with those states it perceives to have congruent interests. 
Relationship building and information sharing during normal times may also 
mean that in a time of crisis, the state will be able to call on, or access, individu-
als or information that can address an emerging problem. The ease and trust with 
which information or individuals can be accessed will be directly related to the 
success of the state’s past relationships.

Three critical elements are needed to achieve local, regional, or global suc-
cess in establishing new maritime security partnerships or improving existing 
ones:

•	 A cadre of trained, proactive specialists, military and civilian, who are 
able to operate linguistically and culturally in the context of U.S. planning and 
coordinating functions within the region;

•	 Secure, persistent, and adequate funding for specific near-term opportuni-
ties for expanded military-to-military exchanges; and

•	 A robust coordinating authority at the highest levels of the U.S. govern-
ment that can arrange appropriate governance at all levels (see Chapter 4). It 
could bring disparate program elements in from across the different agencies and 
ensure a proactive, coordinated effort to overcome regional challenges or meet 
urgent local needs.

Regional approaches to either specific or general concerns seem to work the 
best when congruent interests and stakes are clear or the legacies of past habits 
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of cooperation can be reviewed to support present agreements. Often there is 
near-universal agreement on the desired outcome, especially where there is strong 
leadership on the part of major powers and the states that are most affected. But 
for most maritime security purposes, the committee realizes that “all issues are 
local.”

In some cases, relationships that are formed to address a specific immediate 
issue start out on an ad hoc basis, but if they are successful they become formal-
ized programs over time. The U.S. government’s response to the tsunami in the 
Indian Ocean in late 2006 is an example of an ad hoc relationship that was formed 
to respond to catastrophic devastation.

Some programs of cooperation do not succeed directly but rather set the stage 
for later programs under more auspicious political conditions. For example, the 
USCG’s Caribbean support tender has become a “circuit rider” throughout the 
region, providing training and maintenance support.5 A unique aspect of this pro-
gram was the personal cooperative relationships developed by the international 
crew of approximately 50. The crew comprised the captain and a small cadre of 
officers and enlisted men from the USCG and individuals from member coun-
tries’ officer corps and enlisted units, all of whom sailed on the vessel for a year. 
After they returned to their own countries, many assumed positions of leadership. 
Competition for assignment of a national to this vessel was great.

Finding: Most information-sharing relationships start out as an individual bilat-
eral agreement between the United States and one other country. The greatest 
gains in the intermediate term come from expanding bilateral relationships and 
agreements. In many cases, the base on which to build will be military-to-mili-
tary relationships that can be expanded to include other groups—military and 
civilian, government and nongovernment—that are important to the maritime 
security task.

Recommendation 1: The Chief of Naval Operations, working with the combat-
ant commanders, the Commandant of the Coast Guard, and the Commandant of 
the Marine Corps,6 should commit to transforming bilateral relationships into 
broader, more substantiative and inclusive maritime security partnerships through 
some or all of the following means:

•	 Forward presence;
•	 Increased language and cultural awareness;

5 The Caribbean support tender is a U.S. ship dedicated to promoting cooperation with partner 
nations by visiting countries to conduct maritime training, maintenance assistance, and logistics 
support.

6 The identification of specific officers and offices in the government with specific recommended 
actions is intended to reflect those most closely aligned in terms of the existing structures of organi-
zational responsibilities.
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•	 Expeditionary training teams;
•	 Ongoing analysis of gaps in capacity with plans for follow-up capacity-

building steps;
•	 Tools and resources appropriate for the particular geography of an area—

for example, shallow draft vessels such as the HSV-2 Swift rather than larger and 
deeper draft combat vessels;

•	 Maritime domain awareness—information-sharing systems that will even-
tually be expandable to include both unclassified and classified information; 
and

•	 Funding for Phase Zero.7

Exercises and exchanges are a fundamental vehicle for building trust, which 
will lead to nation-to-nation cooperation. Information sharing can be facilitated 
through combatant commander (COCOM) maritime operations centers and head-
quarters to develop awareness and to develop relationships with partner nations. 
Training for cooperation lends itself readily to war gaming, another effective 
vehicle. Face-to-face gaming with foreign partners will address the issues of 
cooperation before matters reach the point of actual engagement.

The instruments of operational cooperation range from equipment and sys-
tems to the training of U.S. and partner nation personnel in the COCOM’s area 
of responsibility. Clearly, all of these partners must have the equipment and soft-
ware systems to interface with an information-sharing database and/or to feed the 
database. Data standards for sharing must be developed.

Finding: The continued training of U.S. and partner nation personnel in a mari-
time security partnership is critical to long-term success and to building the rela-
tionships and trust that eventually result in the establishment of maritime security 
partnerships with as many countries as possible.

Recommendation 2: To educate and train U.S. and partner nation personnel so 
that they can support and extend maritime security partnerships, the Chief of 
Naval Operations should:

•	 With the active support of the leaders of the Marine Corps and the Coast 
Guard, ask the combatant commanders to support and extend maritime security 
partnerships through continued and even expanded formal educational and bilat-
eral/multilateral training exercises for these personnel; 

•	 Require that maritime security training become a significant part of the 
core curriculum at every level of professional education for maritime service; 

7 The traditional four phases of a military campaign identified in Joint publications are deter/engage, 
seize initiative, decisive operations, and transition. Phase Zero encompasses all activities prior to the 
beginning of Phase I—that is, everything that can be done to prevent conflicts from developing in 
the first place.
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•	 Adopt as a critical long-term goal the broadening of participation in mari-
time professional education to ensure representation from all of the relevant U.S. 
civilian and military agencies; and

•	 Cooperate with the Secretary of the Navy and join in the present Coast 
Guard plan under the Department of Homeland Security to design and fund an 
institute of maritime studies that would encompass specialized studies in mari-
time security within the framework of an existing university program.

Critical for the longer-term ability of the CNO to implement MSP will be 
the establishment within the maritime services of a clear professional career track 
for officers and civilian officials with wide-reaching international expertise and 
experience. Appropriate models are the foreign area officer (FAO) programs of 
the Army and, to a lesser extent, the Air Force and the Marine Corps.

Finding: There appears to be a shortage of qualified FAOs within the U.S. naval 
services. Such FAOs could provide invaluable aid in developing the capabilities of 
regional maritime security forces that would allow them to move their countries 
toward participation in regional and, later, global maritime information sharing.

Recommendation 3: The Chief of Naval Operations should mandate the expan-
sion of a robust foreign area officer (FAO) program within the Navy to meet the 
needs of staffing and expanding maritime security partnerships. In addition, the 
Commandant of the Coast Guard should establish an FAO program and the Com-
mandant of the Marine Corps should expand its present limited FAO program for 
the development of bilateral and multilateral relationships.

The law enforcement authority and legal skills that would be needed to carry 
out countersmuggling and counterterrorist activities in coastal waters do not usu-
ally exist aboard naval vessels. Naval vessels engaged in counter-drug-smuggling 
missions carry USCG law enforcement detachments (LEDETs) that actually 
board intercepted vessels that are suspected of smuggling drugs and, if needed, 
arrest their crews. Using personnel from the Naval Criminal Investigative Service 
(NCIS) or other law enforcement personnel could be equally effective, but addi-
tional training and equipment might be needed to gain ship boarding capabilities 
as well as to clarify the legal authorization.

Finding: The inclusion of U.S. Coast Guard personnel, the Naval Criminal Inves-
tigative Service, or other law enforcement detachments or personnel on selected 
U.S. Navy ships could extend U.S. capabilities to respond to suspected smuggling 
or terrorist activities.

Recommendation 4: The Chief of Naval Operations should ask the Coast Guard, 
the Naval Criminal Investigative Service, or another law enforcement entity to 
provide legal personnel for selected U.S. Navy ships.
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In order to realize theater engagement or Navy MSP goals, the USCG could 
be asked to forward-deploy additional vessels to specific areas of the world. These 
vessels would work for the COCOMs on missions accepted by the USCG. For 
instance, low-end USCG vessels might be the appropriate maritime component 
command for a military operation. The USCG’s “sovereignty expertise” might be 
the right answer for the Navy/COCOM, allowing them to gain access that they 
could not otherwise obtain. Such actions could pave the way for greater trust and 
cooperation between countries, including between their military counterparts.

Finding: The forward deployment of U.S. Coast Guard vessels can enhance 
and strengthen the engagement activities and thus increase the number of 
partnerships.

Recommendation 5: The Chief of Naval Operations should ask the Commandant 
of the Coast Guard to forward-deploy Coast Guard cutters to locations that offer 
opportunities for the joint enforcement of maritime security. These cutters would 
help to attain Navy and combatant commander engagement goals and would be 
the correct security assets to employ to meet theater cooperation goals.

Relatively speaking, the total effort required to expand the scope and depth 
of MSP is not large. Indeed, some of the overall funding can come from direct or 
in-kind contributions of the strategic partners themselves. MSP are based on the 
win-win concept—that is, they are of benefit both to relationships and to the flows 
of activity and information that sustain them. But at least for the initial period, 
the 1,000-ship Navy concept requires the Office of Management and Budget to 
scrutinize Navy programs and budgets not only to identify programs but also to 
include the funding needed for implementation of the MSP.

Finding: Secure, continuing funding is a key ingredient for sustaining and deep-
ening maritime security partnerships.

Recommendation 6: To sustain and deepen maritime security partnerships 
(MSP) and to make such programs robust and stable, the Chief of Naval Opera-
tions should:

•	 Establish and assign to a specific office the coordination authority for pro-
grams and budgets for MSP in the Navy, throughout the Department of Defense 
(DOD), and across the federal agencies. This should include enhanced opportu-
nities for professional education and for the necessary equipment and support 
services;

•	 Request that the Defense Security Cooperation Agency work with the 
State Department to significantly enhance the portfolio of international military 
education and training funds (e.g., those under Sections 1206 and 1208 of the 
National Defense Authorization Act of 2006, and COCOM Initiative Funds) for 
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countries deemed key for MSP development. This activity—the implementation 
of a network of MSP—should also set a high priority on the institutionalization 
of an international legal training program;

•	 Task the Navy’s International Programs Office to place high priority on 
funding the transfer of equipment, software, and services to support and intensify 
existing MSP and to develop new bilateral and multilateral MSP;

•	 Together with the appropriate officials at the State Department and other 
agency partners in MSP, request more funds for use by the maritime services, 
the State Department, and other relevant government agencies for training and 
support of MSP initiatives or for activities at the International Maritime Organiza-
tion and other relevant international organizations and multilateral frameworks to 
maintain and expand information-sharing programs and protocols;

•	 Propose to the appropriate parts of DOD the setting aside of a portion 
of research, development, test, and evaluation funds over the next 5 years to be 
committed under the Office of Manpower and Personnel guidance to the specific 
goal of improving technologies and techniques for easy, reliable information 
sharing and the continuous availability of common maritime operational pictures 
on as broad a basis as possible. These would subsume but go beyond the already 
programmed funding for MDA only that is now appropriated to the Office of 
Naval Research (see Chapter 3).

kEy ENAbLER FOR MSP—SySTEMS AND  
TECHNOLOgIES FOR INFORMATION SHARINg

Information sharing is the key to building trust and provides a basis for deci-
sions and actions. The resulting transparency arguably contributes to the shared 
security interests of the United States and its current and potential partners. More 
specifically, in the committee’s view:

•	 Maritime security around the globe will be advanced by strengthening 
existing partnerships and building new ones, with MDA information sharing a 
key enabler. 

•	 It is in the interest of both the United States and its partner nations to 
extend information sharing as widely as possible within regions, subregions, and 
beyond, noting that threats to security typically cross regional and subregional 
boundaries.

•	 The related objectives of extending reach and maximizing inclusiveness 
suggest that both the information to be shared and the system architecture for 
its sharing must exhibit certain attributes: a focus on the sharing of unclassified 
information8 and on the use of commercial, Internet-based sharing mechanisms. 

8 Pursuant to Executive Order 12958, “classified information” refers to official information that 
has been determined to require protection against unauthorized disclosure in the interest of national 
security and that has been so designated. “Unclassified information” refers to information that has not 
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•	 Beyond information sharing—viewed here as having value in and of itself 
and as a building block when forming new partnerships—there is, of course, the 
matter of taking endgame action to interdict illegal or threatening activities. In 
this regard, strengthened information sharing can be expected to enhance coordi-
nation among maritime partners.

•	 Effective information-sharing architectures and systems are operating 
today at the classified and unclassified levels.

The committee reviewed baseline U.S. operational and developmental infor-
mation-sharing systems and related planning and research efforts, emphasizing 
the technical engineering mechanisms to advance MSP initiatives with nontra-
ditional partners. The committee’s findings and recommendations related to sys-
tems and technologies for MDA information sharing are presented below.

Finding: Effective information-sharing architectures and systems are operating 
today at the classified and unclassified levels. Navy and combatant commander 
(COCOM) efforts with nontraditional partners rely on the Internet model and use 
of commercial products, including for information protection. However, there is 
no known, concerted effort to ensure that the Navy’s technical efforts are fully 
connected to or fully leveraged by COCOM or other initiatives. This less than 
satisfactory level of effort could lead to interoperability problems or could distract 
COCOM or other operational elements from their mission focus.

Recommendation 7: The Chief of Naval Operations and the Secretary of the 
Navy should jointly charter and fund an activity, led by the Deputy Chief of Naval 
Operations for Communication Networks (N6) and supported by appropriate 
laboratory/system command/program executive office (PEO) expertise, to pro-
vide responsive, dedicated technical support across the full range of interagency 
initiatives for the design, engineering, and fielding of information technology (IT) 
infrastructure that would enable information sharing for maritime security.

The activity called for by this recommendation would support combatant 
commanders, Navy operational elements, other U.S. government organizations, 
and—through them—foreign partners. It would:

•	 Develop information-sharing design templates and a catalog of imple-

been determined to warrant classification; however, some unclassified information may be approved 
for public release, whereas other such information, such as International Traffic in Arms Regulations 
information, may not. Some maritime information that does not pertain to U.S. national security, such 
as Automatic Identification System reports, can be considered as publicly available and can therefore 
be freely shared (subject only to constraints imposed by international agreements, such as IMO, as 
opposed to U.S. policy). When referring to such information, the U.S. Navy has coined the term 
“not classified,” apparently to convey the notion of useful information sharing without the potential 
complexities of codified protection requirements. The term “unclassified,” as used in this report, is 
viewed as encompassing “not classified” information.
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menting products (these might be different for partners within the U.S. govern-
ment, those within formal alliances, those in ad hoc coalitions, and those with 
whom information-sharing arrangements are independent of formal alliance or 
coalition agreements);

•	 Assemble and engineer starter kits in support of operational initiatives;
•	 Include available tools for communications, collaboration, and consulta-

tion within the broader design template, MSP catalogs, and the starter kits effort 
outlined above;

•	 Explore potential value-added upgrades for the future and recommend 
upgrades and backward compatibility approaches; 

•	 Emphasize the sharing of unclassified MDA information, suitably pro-
tected to respect privacy and law enforcement concerns; and

•	 Perform an end-to-end information protection analysis to ensure that 
the protection meets the expectations of the partners for the several networks in 
operation or under development.

These measures would increase coherence among inherently distributed 
regional or subregional initiatives. 

Finding: There is a range of technical options for improved ocean surveillance, 
some of them near term, that should be less costly than fielding large, new sen-
sor systems. Some of them exploit data from a growing inventory of commercial 
remote-imaging sensors and satellites, others entail maritime-directed upgrades 
to existing over-the-horizon radars and/or national reconnaissance systems, and, 
finally, still others involve coastal radar surveillance of the near-in waters of 
partner states.

Recommendation 8: The Chief of Naval Operations (CNO) should direct the 
Director of Naval Intelligence (N2) and the Deputy Chief of Naval Operations 
for Communication Networks (N6), and the Assistant Secretary of the Navy for 
Research, Development, and Acquisition should direct the appropriate laborato-
ries, system commands, and program executive offices to increase their efforts 
to investigate, analyze, and help field, if appropriate, the most cost-effective 
combinations of capability across the potentially promising approaches to per-
sistent, improved broad ocean surveillance that are identified in Chapter 3. To 
facilitate this initiative, the CNO should (1) seek a higher level of representation 
at the National Reconnaissance Office, where decisions are made on U.S. sensor 
performance goals, and (2) leverage its newly expanded role in the Office of the 
Director of National Intelligence (ODNI) to encourage the inclusion of maritime 
surveillance features in the next generation of commercial remote sensors from 
which the ODNI expects the agencies, particularly the nongovernmental agencies, 
to contract for products. 
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Finding: In many parts of the world, U.S. naval component commanders are well 
positioned to encourage coastal nations to improve their own maritime surveil-
lance capabilities. To this end there are some relatively low-cost, high-payoff 
improvements for which the Navy could provide not only technical assistance 
(an example would be the selection and siting of coastal radars) but also mate-
rial assistance by such means as the Section 1206 funding mechanism.9 In some 
places such programs are well under way, but many more opportunities could be 
productively pursued.

Recommendation 9: The Chief of Naval Operations, in coordination with the 
combatant commanders, should direct the Director of Naval Intelligence (N2) and 
the Deputy Chief of Naval Operations for Communication Networks (N6), and 
the Assistant Secretary of the Navy for Research, Development, and Acquisition 
should direct the appropriate laboratories, system commands, and program execu-
tive offices to ensure that naval component commanders have the appropriate 
expertise and other assets to facilitate an outreach program to coastal states that 
would benefit from improved maritime surveillance capabilities. 

Finding: Research and demonstration programs sponsored by various agencies 
have produced good work that addresses some of the technology gaps in the cur-
rent analysis and fusion of maritime domain awareness information. Much of the 
technology being developed to analyze and fuse data on maritime entities is in 
the early stage, in prototype form. However, as reflected in Navy efforts ongoing 
as of this writing, there are commercial off-the-shelf and potentially releasable 
government off-the-shelf analysis and fusion tools and software that offer early, 
useful capabilities for maritime security partnerships.

Recommendation 10: To leverage analysis and fusion technology and tools, the 
Chief of Naval Operations should assign the Deputy Chief of Naval Operations 
for Communication Networks (N6) (along with the relevant laboratories and 
systems commands) to take responsibility for maritime domain awareness-related 
analyze-and-fuse technologies, either for their short-term application as part of 
a starter kit (in releasable government or commercial off-the-shelf form) or for 
longer-term advanced research with identification of transition opportunities. 
Given that these efforts are of long-term importance, independent of the purposes 
of current supplementals, the Deputy Chief of Naval Operations for Resources, 
Requirements, and Assessments (N8) should work on funding maritime domain 
awareness efforts in the mainstream of the Navy budget.

9 Section 1206 funding, named for the section of the 2006 National Defense Authorization Act that 
authorizes it, is designed to help other countries build capacity within their national military forces. 
The authority allows DOD, in consultation with the State Department, to spend up to $200 million 
a year to help other countries.
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Finding: There is a need—unsatisfied today—for a systematic, analytical 
approach to optimizing the design of the end-to-end system for the collection 
and analysis of maritime security information and its follow-up. Satisfying this 
need would require a range of technical support from the Department of Defense 
and interagency arena to foreign partners. 

Recommendation 11: The Chief of Naval Operations and the Secretary of the 
Navy should jointly propose a Navy-led and Navy-housed executive agent on 
the technical aspects of an information-sharing system for the U.S. interagency 
maritime security partnerships initiative. This agent would provide systems engi-
neering and operations analysis resources with technical support to International 
Maritime Organization initiatives. This mission-driven, enterprise-level systems 
engineering and analysis capability would be an extension of the Maritime 
Domain Awareness Executive Agent role already assigned to the Navy by the 
Department of Defense. It would support not only the U.S. elements but also, 
under the auspices of ongoing initiatives, its foreign partners.

IMPLEMENTATION STRATEgy FOR MSP—ROLES AND 
RESPONSIbILITIES ACROSS u.S. gOvERNMENT AgENCIES

The trend during the past two decades toward globalization in the exploita-
tion of natural resources and in the manufacturing sector has meant an increasing 
need for maritime transport. This need in turn results in growing coastal trade, 
transoceanic commerce, shipbuilding, port expansion, fuel consumption, and 
competition for offshore resources—including fish stocks—all of which have a 
significant impact on national and international governance related to maritime 
safety, control, and security. The governance burden, especially as regards secu-
rity, is already straining U.S. resources for protecting the country’s own waters 
and ports. It is time to act on this understanding and prepare the nation and its 
prospective partners to deal with the growing task of maritime governance. 

Establishing a regime such as that implied for MSP is an extensive and 
exceedingly complex task that needs to involve departments and agencies across 
the U.S. government. It needs to engage other participants in ways that transcend 
formal military and political alliances, and it needs to be seen by other countries 
not as a U.S. military initiative but as a way of fostering law and order at sea 
and thus the security of all participants. It is not clear that the existing Maritime 
Security Policy Coordinating Committee—despite some positive steps at the 
policy level—has adequate authorities or mechanisms to fully realize MSP objec-
tives as part of the national strategy. The situation bears a strong resemblance to 
the situation that faced the nation with respect to air transportation before the 
establishment of the Federal Aviation Administration and the International Civil 
Aviation Organization.
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Finding: The Chief of Naval Operations’ initial 1,000-ship Navy concept has 
become a much larger concept of maritime security partnerships, attracting much 
international recognition and interest. It has grown beyond a U.S. Navy initia-
tive into a critical matter for all agencies of the U.S. government that deal with 
international maritime relationships and trade.

Recommendation 12: The Chief of Naval Operations should recommend the 
appointment of an independent third party such as a presidential commission 
on maritime security governance tasked to recommend ways of strengthening 
the nation’s maritime security policy, to define the roles and responsibilities of 
various U.S. government agencies and departments to better implement maritime 
security partnerships both domestically and internationally, and to move forward 
as suggested in the 11 other recommendations of this report.
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Introduction: Creating Maritime Security 
Partnerships in the Twenty-First Century

bACkgROuND

Recognizing the new international security landscape following the end of 
the Cold War and after the terrorist attack on the United States on 9/11/2001, 
the Chief of Naval Operations (CNO), ADM Michael Mullen, USN, called for a 
collaborative international approach to maritime security.1 Initially branded the 
“1,000-ship Navy,” this concept envisioned that U.S. naval forces would partner 
with “a diverse array of multinational, federal, state, local, and private sector enti-
ties to ensure freedom of navigation, the flow of commerce, and the protection 
of ocean resources.” Furthermore, this concept would bring all nations together 
to build a global maritime network—including the sharing of information among 
all participants—that would promote security on the seas and enable global, 
regional, and national prosperity through international cooperation.

In response to a request from the former CNO,2 the Naval Studies Board 
of the National Research Council established the Committee on the “1,000-
Ship Navy”—A Distributed and Global Maritime Network for the purpose of 
conducting a study to examine the technical and operational implications of the 
1,000-ship Navy concept. The terms of reference for the study, the committee’s 
understanding and assumptions and its approach to addressing the terms of refer-
ence, and the organization and content of this report are outlined below.

1 Chief of Naval Operations (ADM Michael G. Mullen, USN), in remarks delivered at the 17th 
International Seapower Symposium, Naval War College, Newport, R.I., September 21, 2005.

2 ADM Michael G. Mullen, USN, Chief of Naval Operations, in a letter dated June 29, 2006, to 
Ralph J. Cicerone, President, National Academy of Sciences.
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TERMS OF REFERENCE

Conduct a study to examine the technical and operational implications of 
the 1,000-ship Navy concept as they apply to four levels of cooperative effort: 
(1) U.S. Navy, Coast Guard, and merchant shipping only; (2) U.S. naval and 
maritime assets with others in treaty alliances or analogous arrangements; (3) 
U.S. naval and maritime assets with ad hoc coalitions (examples to be postulated 
in the study); and (4) U.S. naval and maritime assets with others than the above 
that may now be friendly but could potentially be hostile, for special purposes 
such as deterrence of piracy or other criminal activity. Specifically, for each of 
these four levels, the study will:

•	 	Examine previously established models and other possible operational 
concepts for the four levels of cooperation, to include both the NATO and 
Interpol models;

•	 	Identify force structure and interoperability needs, to include information 
sharing and assurance;

•	 	Examine the extent to which sensor technology, information and opera-
tional techniques must be held classified; and the utility, advantages and 
disadvantages of using civilian communications and encryption technolo-
gies; and

•	 	Assess potential vulnerabilities and countermeasure susceptibilities to U.S. 
military forces inherent in the “1,000-ship Navy” concept, and the means 
to mitigate them.

THE COMMITTEE’S uNDERSTANDINg AND ASSuMPTIONS

As the committee heard from various parties during its work, it became clear 
that ADM Mullen’s concept went well beyond cooperation with the navies of the 
world and put a premium on the sharing of information relevant for maritime 
domain awareness (MDA) rather than just having more ships in a literal sense. 
As a result, the committee began to use the term “maritime security partner-
ships” (MSP) for the purposes of this report. In addition, the committee came to 
understand that the U.S. government appears not to be well enough organized to 
pursue the MSP program at this point and must be particularly attentive to the 
sensitivities of the countries it wishes to enlist as partners. The United States is 
not popular in many places around the world, and some of its detractors think 
that any program it proposes is nothing but an attempt to extend its hegemony. 
They also fear that the United States is merely seeking intelligence for itself and 
will not share the information picked up by an MDA system. This prejudice can 
be overcome by making clear that MSP is not simply an extension of intelligence 
operations but is a real effort to bring stability and prosperity. The United States 
can at times appear to be too obsessed with terrorism and nuclear proliferation; 
this can be overcome by showing a real concern for local problems—for example, 
fisheries protection. The United States also has to make clear that it is not con-
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cerned just with its own homeland defense but instead wants a comprehensive 
MDA system. Finally, the United States should deny that it needs to patrol the 
whole of the world’s oceans but does not have enough ships for the purpose—that 
is, that the MSP program is really meant for its own security.

The committee came to understand that the goals of MSP are to foster 
dependable expectations of security and peaceful development and the ability to 
act in concert against common security challenges. Effective MSP would enable 
partner nations to act locally in their own self-interest, especially to protect 
national sovereignty, and in the general interest of law and order on the seas. 
The CNO identified some key components of the 1,000-ship Navy vision if it is 
to be successful: 

•	 First, there must be incentives for participating nations to join in such 
a partnership. Since not all maritime threats are global, the regional and local 
interests of each country must be considered. The principle behind the 1,000-ship 
Navy is that it must serve every participant’s interests. 

•	 Second, there must be low technological and operational barriers to entry 
for all nations (even those without formal navies) to achieve the broad participa-
tion needed to attain the goals.

•	 Third, by advancing security, MSP should improve economic efficiency 
and social cohesion. 

•	 Finally, building trust among all nations, even those that have not tradi-
tionally been friendly, should be the overarching objective of such a partnership 
and will be crucial for realizing a coalition of the willing.

To be successful, the activities of MSP must be conducted within the frame-
work of international maritime laws and conventions. In practice, the vast major-
ity of international agreements are bilateral. The aim of MSP is to build on those 
bilateral arrangements to bring about cooperative action, initially on a regional 
level and then on the global level, within the international framework.

understanding the Current Situation in the Maritime Domain Today

On the one hand, the world today is continuing to grow its economy. Most 
of the products of the resulting global trade travel by sea (see Appendix B for a 
detailed discussion of the sea lanes of commerce). On the other hand, there are 
gaps in governance of the maritime domain that permit outlaws to pursue their 
political or criminal ends. The globalization of transportation, information, and 
finance facilitates the outlaws’ ability to cross borders and to exploit seams of 
lawlessness within and between countries. While most countries have armed 
forces and train them to defend against aggression by neighbors and to protect 
their territories, defense and law enforcement organizations around the world 
need to develop security relationships and capabilities to deal with nonstate 
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political and criminal elements. Maritime forces, which have a long tradition of 
cooperating with neighbors, international organizations, and legitimate merchant 
shipping for protection and safety at sea, may see the utility of partnerships to 
protect their own resources and cope with unlawful activities.

The predominant challenges in the maritime domain today come from a 
range of hostile actions by nonstate actors, from stealing fish to smuggling 
drugs, people (including both illegal immigrants and slaves), and weapons of 
mass destruction, to piracy. There is also the possibility that extremists or other 
insurgents and terrorists may attack at sea.3 

These nonstate actors respect no boundaries. They cross them easily (includ-
ing by sea) to carry out their business. Pirates pose threats to general merchant 
shipping, particularly in straits or from the coastal areas of undergoverned states 
like Somalia. Smugglers and fishery poachers might be thought of as “evaders”—
that is, they want to evade law enforcement authorities. Pirates, insurgents, and 
terrorists are attackers. Defending national resources and sovereignty against both 
evaders and attackers who use the sea requires intelligence about such activities 
both at sea and ashore. This in turn requires cooperation among military and law 
enforcement forces, both within countries and between countries. 

There is a great need to have a picture as comprehensive as possible of all 
activities that affect the maritime domain. From gathering tips ashore about evad-
ing or attacking activities to gaining a picture of normal activities and the routine 
reporting of both legal and illegal traffic at sea—all would set the stage for iden-
tifying anomalies in the traffic and taking appropriate action, much as does the 
Joint Interagency Task Force-South (JIATF-S) for drug traffic in the Caribbean. 

The Need for Maritime Security Partnerships

Attackers and evaders challenge defense and law enforcement in the mari-
time domain. Beyond self-defense and pursuit of pirates, the authorities that deal 
with attackers and evaders are generally confined to their national territories or, in 
the case of maritime law enforcement authorities, to their own territorial waters, 
which range from the local waters of a country (12-mile zone, 24-mile contiguous 
zone, exclusive economic zone [EEZ], or a continental shelf) to the boundaries 
with neighboring country waters. Large portions of the sea, such as the seas of 

3 The terrorist attacks at sea so far have been the attack on the USS Cole in Aden Harbor; the 
attack on the oil tanker MV Limburg as it awaited a pilot before entering the port in Mukkala, Ye-
men; the sinking of a Filipino ferry boat; a rocket attack on U.S. amphibious ships in the Jordanian 
port of Aqaba; and attacks by the Tamil Tigers (Liberation Tigers of Tamil Eelam) members of the 
long-standing rebellion in and around Sri Lanka. Also, note that in southeast Asia, particularly in 
the Indonesian and Filipino archipelagos, terrorists (Abu Sayyaf and Jemaah Islamiah) move people 
and supplies by sea from island to island. The Naval Studies Board recently conducted a study on 
the role of naval forces in the global war on terror (see National Research Council, 2007, The Role 
of Na�al forces in the Global War on Terror: abbre�iated Version, The National Academies Press, 
Washington, D.C.).
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Indonesia and the Philippines, are archipelagic. They constitute national territory 
but are extremely difficult to police thoroughly. Straits and other confined seas 
(e.g., the Mediterranean) of importance to transit (i.e., they bear heavy merchant 
traffic) pose other problems of law enforcement and may require country-to-coun-
try cooperation if the nonstate threats are significant. In addition, the countries 
may be concerned about threats approaching from a distance—for example, the 
United States is concerned about terrorists approaching from across the Atlantic. 
Altogether, the defense and law enforcement activities of various countries are 
manifestations of their sovereignty, but at the same time the authorities are largely 
confined to their national territory. Clarifying authority and extending it to act 
against attackers and evaders at sea through bilateral and regional arrangements, 
consistent with international laws and conventions, is an essential goal of MSP.

For the purposes of MSP, one is not just talking about national navies. The 
enforcers include anything that floats, flies out to sea as part of detection and 
enforcement, or supports both boats and aircraft from the shore (including port 
authorities, radar stations, and so on). The law enforcement authorities may 
include national governments and their security and defense ministries (one such 
entity is the Guardia Finanzia in Italy), including port authorities; coastal patrols 
(12-mile and 24-mile zones); capabilities that extend out to the 200-mile limit 
for EEZ protection; and the more distant warding off of perceived threats (e.g., 
the international maritime interception operation such as the one in the Persian 
Gulf or the Operation Active Endeavor of the North Atlantic Treaty Organization 
(NATO) in the Mediterranean, and so on). 

Organizations of this kind may have different names depending on the coun-
try and its history. They include navies, coast guards, customs, harbor police, 
and any other authorities that float on the water or conduct surveillance over the 
waters. Many countries, and particularly those engaged heavily in international 
commerce, have the capabilities to police their own waters. Many cooperate in 
the current patchwork of international cooperation for regulating maritime traf-
fic. As much as three-quarters of the world may be adequately governed in this 
respect. But there are countries and areas, particularly in Africa, with offshore 
fisheries and where international trade is growing, that suffer from inadequate 
governance. Particularly neglected in these countries is the enforcement of laws 
in the maritime domain. Such countries need help.

Those needing help with protection are the countries, their borders and 
coastlines, their fisheries, and the general merchant marine—all of which will 
have a stake in cooperating with the protector organization to be able to continue 
their peaceful pursuits. Active patrols and enforcement responses are also likely 
to deter those who might be contemplating unlawful activities in the various 
maritime areas. 

Altogether, these rather scattered threats are ubiquitous and mobile and able 
to cross borders (most are evaders, not attackers). International cooperation is 
needed to ensure the protection of the maritime domain against these threats 
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and unlawful activities. At a minimum, information must be shared between one 
sovereign state and another to facilitate the pursuit of lawbreakers. Two or more 
neighboring countries may form joint or coordinated patrols. Port authorities 
around the world are in communication about ships that break regulations by, 
for example, spreading pollution. Regional and global information sharing is 
essential for dealing with these challenges.

understanding the various Levels of Cooperation for  
governance of the Maritime Domain

The study’s terms of reference called for the committee to examine the tech-
nical and operational implications of the 1,000-ship Navy concept as they apply 
to four levels of cooperative efforts: (1) U.S. Navy, Coast Guard (USCG), and 
merchant shipping only; (2) U.S. naval and maritime assets with others in treaty 
alliances or analogous arrangements; (3) U.S. naval and maritime assets with ad 
hoc coalitions (examples to be postulated in the study); and (4) U.S. naval and 
maritime assets with others than the above that may now be friendly but could 
be hostile, for special purposes such as deterrence of piracy or other criminal 
activities.

As the committee went about its task by gathering information from repre-
sentatives of the U.S. Navy, the USCG, merchant shipping, foreign countries, and 
other organizations—government and nongovernment, including industry, both 
domestic and international—it came to understand that the maritime domain is 
not an ungoverned space, particularly because it extends along coastlines. There 
is already a good deal of regulation of ships (see the rules set forth in the United 
Nations Convention on the Law of the Sea [UNCLOS] and by the International 
Maritime Organization [IMO]) and much cooperation between various maritime 
authorities locally, regionally, and globally. The United States has long been pro-
moting cooperation, starting during the Cold War and continuing afterwards, and 
including, in the case of the Navy, troop and vessel deployments overseas. Navies 
and other maritime organizations have natural relations with one another, given 
their association with the sea. There is also a lot of cooperation among legitimate 
seagoing business entities—merchant marines, fishing fleets, and so on. It tends to 
be piecemeal, however, and merchant marines are especially sensitive to protect-
ing their competitive positions in trade. 

There are several levels of sophistication and modernity in the countries 
and their maritime organizations (navies and other organizations involved in law 
enforcement in territorial waters) that would be involved in MSP, and generally 
there is close cooperation between them. 

•	 At the high end are the navies that can venture out globally; the commit-
tee assumes their territorial capabilities are as good. Most are close allies of the 
United States, with which they have long-standing cooperation.
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•	 There are other very capable navies that do not roam the world (except 
perhaps on show-the-flag visits) but generally stay in their own regions, which 
presumably contributes to the general stability of those regions and also supple-
ments their territorial defenses. Some are close allies of the United States; others 
have tenuous relations in the maritime domain. The MSP initiative offers a way 
to engage these countries in cooperative security endeavors. 

•	 Other reasonably developed countries may have capable coastal navies 
and maritime enforcement organizations that police and protect their own waters. 
Their participation in MSP would be local and in nearby international waters, 
and they would benefit from information sharing and coordination with their 
neighbors for these purposes.

•	 Finally, there are those underdeveloped countries that have limited or no 
capabilities, even for coastal patrols. These are countries that have less control of 
their maritime domains but are perhaps responsible for the greater part of unlaw-
ful activities. If they are to participate in MSP, they would need more capable 
vessels and support from outside for information capabilities.

All of these levels of international cooperation require MDA to function 
and enforcers able to respond in a timely way, as appropriate. For the system 
to work, they must share, as well as consume, information. Many, if not most, 
countries want to know the location of all the ships within their jurisdictions, 
particularly those heading in their direction or already in their sovereign waters. 
It may be that the best way to make MSP a reality will be to gather, process, and 
then arrange to share this information with those who need it in order to conduct 
enforcement actions. 

A critical aspect of law enforcement is interceptions and boardings, which in 
turn bring up a very important concern for MSP, which is respect for sovereignty 
and for ensuring that actions taken by any of the maritime entities are legal. There 
is a certain tension between freedom of the seas and the maintenance of lawful 
order in sovereign waters. Outside sovereign waters, there are few restraints on 
the passage of vessels. The right of innocent passage—which the United States 
especially defends given the ubiquity of its Navy in its deployments around the 
world—is central. As discussed in Chapter 3, the right to stop and board a mer-
chant ship is restricted. 

Another challenge is building the capabilities of the less capable states, espe-
cially those in sub-Saharan Africa, where the United States has become especially 
worried about the security of expanding oil production and shipment from the 
Gulf of Guinea area. The near-lawless coasts of East Africa are also of concern. 
Boat people are making their way from West Africa to Europe through way 
stations like the Cape Verde Islands. The United States and the other advanced 
nations are going to have to convince the developing countries to give these mari-
time security efforts priority along with efforts to achieve economic and social 
development. The costs of building and sustaining the countries’ capabilities in 
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maritime law enforcement and connecting them to an MDA information system 
will have to be underwritten. The insufficiency of governance in many of these 
countries and their lack of financial resources present substantial difficulties. The 
United States would also have to reset priorities in its always constrained military 
assistance budget if it is to support the effort. 

Considerations in Improving Law Enforcement in the Maritime Domain

In summarizing its understanding of the scope of MSP, the committee notes 
that the top layer is the maritime domain—the seawaters of the earth (but not the 
rivers or internal bodies of water). Then, given that both legal and illegal water-
borne traffic crosses boundaries (except, perhaps, in the case of countries with 
long coastlines, like the United States or India, where there is much intracoastal 
trade traffic), the second layer comprises the many nations that front the maritime 
domain. It is this layer that must take coordinated action against attackers and 
evaders. In arranging a system of partnerships for surveillance, information-shar-
ing, and law enforcement, there are many technical problems to solve.4 The third 
layer involves cooperation in enforcement. The three layers of cooperation are 
shown in Figure 1.1.

In these three layers several considerations are at play:

•	 Location of threats. Threats are everywhere. They may come from the 
local ports and country waters or from anywhere around the world. This consid-
eration takes into account that the greater part of the world maritime trade moves 
all over the world. Even fishing vessels may operate well beyond a country’s 
territorial waters.

•	 extent of regulation. There is some confusion over this consideration—
namely, is the maritime domain an ungoverned space, an anarchic space, or a 
regulated space? Much of international law was developed to govern the maritime 
domain, but the means of enforcement are often limited. In general, the massive 
world trade that moves by sea is hardly ever disturbed, even the movement of oil 
out through the Persian Gulf and the Strait of Hormuz. Piracy currently seems 
to be limited to particular areas and so far is a minor irritant. Smuggling in its 
various forms goes on as it has throughout history. So far terrorists have hardly 
struck at sea (their three recent attempts have been in ports or at the entrance to 
them). But the maritime space is vast and the surveillance poor except in the close 
approaches to major ports. One way to reduce the space in which trouble could 

4 See National Research Council, 2000, Network-Centric Na�al forces: a Transition Strategy for 
enhancing Operational Capabilities, National Academy Press, Washington, D.C.; National Research 
Council, 2005, fORCenet Implementation Strategy, The National Academies Press, Washington, 
D.C.; National Research Council, 2006, C4ISR for future Na�al Strike Groups, The National Acad-
emies Press, Washington, D.C.; National Research Council, 2007, Distributed Remote Sensing for 
Na�al Undersea Warfare: abbre�iated Version, The National Academies Press, Washington, D.C.
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FIGURE 1.1 Maintaining order in the maritime domain. 

occur is to fill the gaps in regulations through international efforts, especially 
through the IMO.

•	 Capabilities of indi�idual countries. The third set of considerations varies 
from highly capable governments with excellent maritime capabilities all the way 
to not very capable governments with poor or nonexistent maritime capabilities. 
While surveillance and information-sharing capabilities can be made available 
worldwide, it is the countries themselves that are ultimately responsible for mov-
ing about on the surface of the seas to carry out enforcement. One objective of 
MSP is to increase the capability and coordination of these enforcers as well as 
their numbers to achieve greater coverage in the areas where attackers and evad-
ers operate.

•	 Depth of information. The fourth set of considerations ranges from maxi-
mum MDA, which would entail knowing the location of every vessel in the 
world, down to the specific cases of stopping ships and boarding them for inspec-
tions as circumstances admit. There is a substantial element of deterrence to be 
realized from having a total system in place and recognized as such. Those who 
wish to take advantage of the vastness of the seas to conduct their nefarious 
activities might think again if they risked being detected and intercepted even 
across sovereign boundaries. As seen in the Strait of Malacca and the Strait of 
Singapore, where patrols have been stepped up, there has already been a reduction 
in the incidence of piracy.

•	 Se�erity of threat. A threat that is carried out could have global conse-
quences or local consequences. Terrorists might seize a merchant ship and load 
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a nuclear weapon on it to be fired when in range, or they might poach on local 
fisheries, depriving the people of their livelihoods and a critical source of protein. 
MSP could help by affording facilities for surveillance or providing informa-
tion to serve both global and local purposes, including recognition on the part 
of participants that threats can move from one part of the maritime domain to 
another.

•	 Congruity of strategic interests. This consideration ranges from a general 
interest in uniting all the organized maritime protection services in the world 
in order to share information and assist one another as necessary, all the way 
down to organizing local police and enforcement actions. The broadest possible 
cooperation and sharing builds trust among countries and enables them to work 
together when needed. 

A final note on the committee’s understanding of why the United States is 
especially interested in MSP for the new era: It believes that 9/11 and the newly 
discovered need for homeland defense against Islamic extremists led the nation to 
take a greater interest in the maritime domain. American fears were compounded 
by the fear that such extremists might acquire and use nuclear weapons. This 
fear goes beyond the long-standing American concern for nonproliferation. The 
United States prefers that any such attacks take place as far away as possible. As 
the United States had long done, but more so as it moved onto the world scene 
after World War II and during the Cold War, it assumed responsibility for reduc-
ing conflict and unlawful activities around the world in the interest of general 
stability and rising prosperity for all peoples. Now with the spread of globaliza-
tion and the attendant growth in mobility and communications, the United States 
finds a reason for reorienting its maritime outlook for both homeland defense and 
for the worldwide security of the maritime domain, especially against smaller and 
more scattered threats. If many other countries also perceive the need for such a 
reorientation, there may be a good rationale for expanding MSP.

Figure 1.2 arrays these considerations, from local through regional to global 
arrangements along one axis and from independent country efforts in their own 
sovereign waters to fully integrated efforts with other countries and international 
organizations along the other. For illustrative purposes a number of the organiza-
tions and international conventions that operate in the maritime domain to date 
are shown.

understanding How to Implement an MSP Program

The committee understands that there are some general guidelines to be fol-
lowed in implementing a program for MSP:

•	 Achieving MSP is a matter of communicating among the governments 
and maritime organizations of different countries, the international organizations 
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that have cognizance over maritime affairs, and the maritime companies whose 
protection is the intent of all this regulation and law enforcement.

•	 First of all, the U.S. government must organize itself for this effort. The 
U.S. Navy obviously proposed the 1,000-ship Navy, but it is not just a Navy 
effort, especially given the many maritime organizations (navies, coast guards, 
and so forth) that would be involved around the world and given the diplomatic 
efforts required to arrange the cooperation. On the U.S. side the effort must be 
a U.S. government interagency one, especially given the participation of the 
USCG.

•	 In short, the Navy enlists the Secretary of Defense, who in turns gets 
approval from the President, who then directs other U.S. departments and gov-
ernment agencies (State, USCG, Commerce, and others) to participate. The State 
Department, in turn, approaches other countries and international organizations, 
as appropriate, to enlist them. The countries instruct their various maritime orga-
nizations to consult with the U.S. organizations to decide on the most satisfactory 
arrangements and a course of execution. In addition, the State Department, along 
with other cognizant U.S. organizations, opens consultations with the relevant 
international organizations, like the IMO (the USCG would be the working con-
tact here). 

•	 The U.S. country teams, the U.S. combatant commanders (COCOMs), 
and probably the USCG will play significant roles. They will advise on the best 
way to approach countries. The COCOMs can use their theater security coopera-
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FIGURE 1.2 Maritime security partnerships. NOTE: A list of acronyms is supplied in 
Appendix G.
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tion (TSC) plans to provide exercises, training, and equipment to other coun-
tries to support them in policing the maritime domain. The USCG may be best 
positioned to deal with the variety of coastal and port maritime law enforcement 
organizations. In the long run, the U.S. Navy will be developing a cadre of foreign 
area officers (FAOs) who can serve on country teams in the security assistance 
organizations and liaise with local maritime organizations, especially those in the 
less-developed countries.

•	 Organizing and extending an MSP program is going to be an evolution-
ary, organic process—it will not be possible to design a complete architecture 
all at once from the beginning. However, the program can be based for the most 
part on existing cooperative arrangements. The goal of MSP should be to enable 
countries to act locally to solve their own problems, then to begin talks and work 
toward regional associations, and finally to tie the regional associations into 
a broader, globally networked, maritime-information-sharing cooperative. This 
process is illustrated in Figure 1.3.

•	 An informal model of organization, similar to that of the Proliferation 
Security Initiative (PSI), should generally be followed. While there might be 

FIGURE 1.3 Current and emerging international maritime security partnerships.
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mechanisms for coordinating surveillance, transferring information, and so on, 
there would be no central headquarters or staff beyond existing organizations 
such as the IMO. Rather, any organization that handles the information arrange-
ments would be acting like a telephone exchange. 

•	 Maximum advantage would be taken of existing arrangements, alliances, 
and governmental and international organizations. Several international models 
for MSP cooperation already exist, as shown in Figure 1.2. The COCOMs already 
have working relationships and programs under their TSC programs. 

At the same time, as these MSP arrangements unfold, it is likely to become 
apparent that some of the international legal conventions, especially those that 
relate to boardings, whether in sovereign or international waters, will need to be 
clarified and extended in their authorities. This would take a more formal pro-
cess—one, for instance, that accords with IMO procedures.

THE COMMITTEE’S APPROACH TO  
ADDRESSINg THE TERMS OF REFERENCE

As outlined earlier in this chapter, as the study progressed, the committee 
refined its understanding of the four levels of cooperation for maritime security 
described in the terms of reference. It became evident to the committee that these 
four levels of an effort for maritime security are already in operation in various 
parts of the world. For example, at the first level, the U.S. Navy, the USCG, and 
merchant shipping are already cooperating on MDA initiatives, where much of 
the current activity entails the installation of automatic identification systems 
(AISs) on all vessels over 300 GT. At the second level of cooperation—U.S. 
naval and maritime assets with those of other countries with which it has treaty 
alliances or analogous arrangements—the Joint Task Force-150 Combined Enter-
prise Regional Information Exchange System (CENTRIXS) shares secret infor-
mation among traditional NATO members and coalition maritime partners in 
Operation Enduring Freedom. At the third level of cooperation—U.S. naval and 
maritime assets with ad hoc coalitions—the Cooperating Nations Information 
Exchange System (CNIES) is being used by JIATF-S and 11 cooperating nations 
in South and Central America in efforts to suppress illicit maritime drug traffic. 
At the fourth level of cooperation—U.S. naval and maritime assets with others 
than those above that may now be friendly but could become hostile, for special 
purposes such as deterrence of piracy or other criminal activity—demonstration 
networks for the sharing of unclassified, commercially available AIS (and other) 
information with and among nontraditional partners are in progress in the Gulf 
of Guinea Initiative between U.S. naval forces in Europe.

In reviewing the existing and emerging international partnerships, it became 
clear that one size does not fit all in the matter of information sharing and enabling 
technical mechanisms for maritime security. Differences are traceable to:
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•	 Differing levels of trust,
•	 The distinction between bilateral and multilateral arrangements,
•	 A focus on coordinated tactical-level action rather than information shar-

ing, and
•	 Differing levels of technological maturity and sophistication.

Also, the center of gravity for current maritime partnerships resides in bilateral 
arrangements for the coordinated execution of tactical actions supporting com-
mon security interests (e.g., interdiction). 

Thus, as the study progressed, the committee discovered that a different orga-
nizing principle was more appropriate to the complexity of the 1,000-ship Navy 
concept as it is being developed and implemented. The committee’s approach 
was to add value to the ongoing efforts and respond to the spirit of the CNO’s 
request while at the same time addressing the four levels of cooperative effort 
for maritime security and the four tasks (the four bullets) in the terms of ref-
erence. Furthermore, discussions with the Deputy Chief of Naval Operations 
for Information, Plans, and Strategy (N3/N5) at the committee’s first meeting 
encouraged a broader approach to the study, one that would address the more 
important question of how to achieve MSP. This carried the effort beyond the 
question of how to support MSP technically and operationally and concentrated 
instead on how to attract the wide range of participants suggested in the terms of 
reference. With this in mind the committee used a somewhat more complicated 
set of bilateral and multilateral models of cooperation to address the tasks in the 
terms of reference. 

ORgANIzATION AND CONTENT OF THIS REPORT

With the understandings, assumptions, and approach specified above, the 
committee organized its response to the terms of reference as follows.

Chapter 2 examines previously established models and other possible opera-
tional concepts for different levels of cooperation, including both the NATO and 
the Interpol models called for in the first bullet item of the terms of reference. It 
goes on to discuss the agreements, laws, and treaties for building partnerships; 
concludes that trust between partners is key to success in MSP; and provides 
recommendations for building and expanding the partnerships, both domestic and 
international, that are needed for successful implementation of MSP. 

Chapter 3 addresses the second, third, and fourth bullet items of the terms 
of reference. It goes on to conclude that improved information systems and 
technologies and the associated exchange mechanisms for information sharing 
are key to achieving success in implementation of MSP and recommends such 
improvements. 
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Chapter 4 discusses the roles and responsibilities of the U.S. Navy and 
others, creates an implementation strategy for MSP, including force structure 
(second bullet in the task statement), and recommends mechanisms for improved 
governance of maritime security.

Appendixes A through G provide supplemental and study-process-related 
information.
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2

Maritime Security:  
Cooperation Modes and Models

The maritime security partnerships (MSP) initiative seeks to develop coop-
erative arrangements between countries that allow them to share data among 
themselves to improve the situational awareness of activities off the shores or 
borders of those nations. States can then decide to act independently or coopera-
tively if they choose to address what they perceive as a threat to their security or 
the security of one or more of the other parties.

The premise of the MSP initiative is that by improving its awareness of 
what is happening in maritime areas that could be of interest to it, a state directly 
improves its security and would therefore be willing to share similar data with 
those countries it perceives to have congruent interests. Relationship building and 
information sharing during normal times may also mean that in time of crisis, the 
state will be able to call upon individuals or information to address an emerg-
ing problem. The ease and trust with which information or individuals can be 
accessed will be directly related to the success of their past relationship.

NEED FOR INTERNATIONAL LEgAL FRAMEWORk

The key to effective MSP is improved maritime domain awareness (MDA)1 
among participating states, which—along with agreements to take coordinated, 
mutually supportive tactical actions—will enable them to address, individually or 

1 The Department of Homeland Security’s 2005 National Plan to achie�e Maritime Domain aware-
ness (Washington, D.C., October, p. 1) defines MDA as “the effective understanding of anything 
associated with the maritime domain that could impact the security, safety, economy, or environment 
of the United States.”
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collectively, what might be called “existing gaps in global maritime governance.”2 
The existence of such maritime governance gaps has been made painfully evident 
by patterns of activities or events at sea that raise serious and legitimate concerns 
on the part of directly affected states and the international community at large: 
armed attacks on shipping; acts of piracy and terrorism; maritime trafficking of 
weapons, people, and drugs; marine environmental pollution; and illegal, unre-
ported fishing. These phenomena are readily attributable to the sheer vastness of 
ocean spaces, the huge number of vessels involved, the lack of transparency that 
characterizes the maritime industry as a whole, and the comparatively limited 
resources that individual states can bring to bear on these problems. In the final 
analysis, they all point to inadequate information and inadequate resources, with 
the former pointing to MDA as an indispensable enabler of maritime security.

Efforts to bolster the acquisition, processing (analysis and fusion), and 
sharing/distribution of maritime information—in short MDA-related core activi-
ties—have significant implications for the international legal system. Given the 
broad range of conceivably relevant MDA-supportive measures, from off-shor-
ing of security measures at one end to the nonconsensual boarding of a foreign 
flag vessel at the other, the drive to improve MDA is likely to affect the existing 
balance of power between flag states on the one hand and coastal and port states 
on the other. This balance has found expression in an elaborate set of rules that 
today are reflected principally in the United Nations Convention on Law of the 
Sea (UNCLOS) and customary international law and in some other maritime 
treaties. 

Success in garnering wide international support for the idea of MSP—a 
critical precondition if it is to be effective—will depend on the proponents’ abil-
ity to demonstrate convincingly that the common interest of all states is being 
served by MSP. Success will similarly require an approach for lobbying other 
states, international organizations, and civil society in general—in short, a judi-
cious choice of implementation strategies and tools. What is less appreciated, 
however, is that the willingness of states and other actors to endorse and actively 
participate in MSP will also depend on whether they perceive the arrangement to 
be internationally legitimate. Indeed, concerns about legitimacy may turn out to 
be the stumbling block to the realization of the global maritime security network. 
For MSP to succeed, states must either come to see the project as compatible 
with existing international legal frameworks and rules or, conversely, understand 
that MSP proponents are willing to seek the adjustment of applicable legal rules, 
if necessary, to accommodate MSP within the international legal structure. The 
cautious attitude of several key states to signing up for the Proliferation Security 
Initiative (PSI)3 and similar attitudes expressed by representatives of the Indian 

2 See Chapter 1. 
3 Thus far, several states whose support of MSP would be extremely important—for example, Chi-

na, India, Indonesia, and Malaysia—have not joined PSI, and Russia’s participation is conditional. 
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and Chilean navies as well as the Royal Navy in briefings to the committee on 
the topic of MSP, show that without a solid international legal grounding MSP is 
unlikely to reach its full potential. More details of the international legal frame-
work for MSP can be found in Appendix C.

MODELS FOR MARITIME SECuRITy PARTNERSHIPS

The United States and most other countries participate in numerous informa-
tion-sharing arrangements with varying degrees of trust and kinds of information. 
Traditional military missions, particularly during the Cold War, relied heavily 
on institutionalized modes of cooperation under formal treaties against a back-
ground of extensive operational activities and persistent arrangements. For the 
United States, the North Atlantic Treaty Organization (NATO) is still the most 
successful model for cooperation among states. The reach of NATO in terms of 
cooperation, information sharing, and equipment standardization goes far beyond 
the formalities of the fairly standard NATO treaty. It has been enriched by more 
than 50 years of experience, negotiation, and trust building. Even in times of 
discord and disagreement, NATO maritime forces train and exercise together and, 
especially in the last decade, have engaged in the full range of joint operations, 
with assignments in the Persian Gulf, Bosnia, the Arabian Sea, along the East 
African coast, and now in support of Afghanistan, although not always as formal 
NATO missions. The regular sharing of intelligence and data from surveillance 
and reconnaissance surveys is the stuff of daily life for most navies, even those 
of the new members in central and eastern Europe.

A less familiar model is the innovative but limited partnership developed 
by the United States and the Soviet Union/Russia in the heyday of strategic 
arms control. In narrow areas, information of strategic significance was defined, 
exchanged, and even jointly developed. An elaborate vocabulary of signals, for-
mal and informal, emerged, along with specialized protocols and mechanisms 
(such as the Washington-Moscow hotline) for risk avoidance or crisis dampen-
ing. Regular meetings and continuing negotiations raised the level of information 
exchange and even led to a sharing of terms of the trade in negotiation and recon-
naissance. “Trust but verify” became not only a watchword but also a standard for 
the type of information sharing that took place between partner states that were 
never quite friends but not strictly adversaries.

The Cold War models with traditional partners do not adapt easily to the 
requirements of cooperation with nontraditional partner states to address non-
traditional maritime security threats such as terrorism, economic crimes, piracy, 
civil turbulence, or failing state governance. But the United States and a number 
of other countries have had a wealth of experience over the last two decades that 
suggests forms and procedures to be followed in developing and securing MSP.
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PREREquISITES FOR MARITIME SECuRITy PARTNERSHIPS

It is this committee’s observation that there is no one single model that must 
or should be used in forming MSP. Many potential nontraditional partners for 
maritime security facing new challenges do not need, nor could they operate, 
elaborate programs or mechanisms that conform to present NATO standards, for 
example. Rather, they need purpose-driven programs that help with maritime 
situational awareness and capacity building. The models that now exist in the 
maritime and other domains, such as the programs developed from 1994 to the 
present under NATO’s Partnership for Peace (PFP), provide a rich source of expe-
rience and information. Fundamentally new models are emerging as well, such 
as the robust new Gulf of Guinea Initiative under Naval Forces-Europe and the 
multinational work in Joint Task Force-150 operating in the Arabian Sea. 

The technology needed to establish networks for information exchange with 
nontraditional partners is already widely available or relatively easily adaptable 
to existing equipment; no elaborate new system development seems required. The 
main constraints are (1) rather outdated domestic legislation on foreign informa-
tion sharing and export control procedures in the United States; (2) inadequate 
domestic information sharing and program planning; and (3) the low priority 
accorded to the primarily nontraditional challenges of this century. 

The sum of these experiences persuaded the committee that three critical 
elements are needed to achieve local, regional, and global success in establishing 
new MSP or improving existing ones:

1. A cadre of trained, proactive specialists, military and civilian, who are 
able to operate linguistically and culturally in the region or in the U.S.-based 
planning and coordinating functions—as, for example, in the reestablished Navy 
foreign area officer (FAO) program or the FAO programs that already exist in the 
Army, the Air Force, and the Marine Corps (see below).

2. Secure, persistent funding that is adequate in the immediate future to 
support particular opportunities. For example, to secure the transition away from 
Soviet-era military training and equipping models in central and eastern Europe 
in the early 1990s, the United States increased funds under the PFP process and 
labeled its action the “Warsaw Initiative,” which then for more than a decade and 
a half supported expanded military-to-military exchanges and exercises among 
new NATO members and PFP candidates.

3. A robust coordinating authority, particularly at the highest levels of the 
U.S. government, that can arrange appropriate governance at all levels (see 
Chapter 4). It could bring disparate program elements in from across the different 
agencies and ensure a proactive, coordinated effort to overcome local challenges 
while also expanding planning and integrating domestic and international priori-
ties (as, for example, the Container Security Initiative).
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Several elements influence the form of prospective MSP agreements and the 
most appropriate time to get such cooperation agreements in place, including the 
following:

•	 Le�el of organizational coordination/contact. Is it high, medium, or low 
in the country’s hierarchy of information organizations?

•	 Commitment to consult. Will the partners exchange information only in a 
defined situation? Will they do it sometimes or always?

•	 Length of agreement or cooperation. Is it a one-time arrangement for a 
specified time or a permanent arrangement that needs to be formally canceled?

•	 Scope. Are the partnerships local, regional, or global?
•	 Military status. Are the participants military or nonmilitary or both?
•	 Primary area of acti�ity. Is the purpose mainly traditional defense, law 

enforcement, humanitarian, or commercial?

All these factors will impact the prospective scope and level of agreement.

THE RANgE OF PRESENT MSP RELATIONSHIPS

Figure 2.1 shows the range of agreements in which the United States and 
key maritime states currently participate. Most maritime partnerships are, as 
in the past, bilateral agreements, although many are nested within multilateral 
treaty frameworks to which the states already subscribe (see Appendix C). They 
are arrangements between two states that agree to provide each other informa-
tion (a two-way exchange of information) for a specified purpose dictated in the 
agreement or treaty. The purpose can involve many different kinds of interaction, 
from a simple exchange of information or data to the other extreme, whereby one 
country would allow another country and its assets (say, vessels with embarked 
personnel) to enforce laws within its coastal waters.

bilateral Relationships

Table 2.1 lists what the committee considers some of the more interesting 
contemporary examples of bilateral relationships relevant to maritime security 
and characterizes them according to the factors just mentioned. These range from 
those that are at a fairly basic level of information sharing and interaction to those 
that involve a wide range of tactical operations and cooperation—as enhanced 
cooperation and intensive efforts to develop common or converging bases for 
joint action, perhaps encompassing intelligence, surveillance, or reconnaissance 
at the very highest ends.

The process of developing relationships often starts with military-to-military 
contacts, which then lead to personal exchanges and contacts or a dialogue on a 
specific area of interest. In the Navy, it ranges from contacts between the Chief of 
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FIGURE 2.1 Types of agreement. NOTE: Interpol, International Criminal Police Organiza-
tion; RIMPAC/UNITAS, Rim of the Pacific/Annual U.S.–South American Allied Exercise; 
ASEAN, Association of Southeast Asian Nations; JTF, Joint Task Force; PSI, Prolifera-
tion Security Initiative; IMO-AIS/LRIT, International Maritime Organization–Automatic 
Identification System/Long-Range Identification and Tracking; RFMO, Regional Fisheries 
Management Organization; USNS, U.S. naval ship; JIATF, Joint Interagency Task Force.

Naval Operations (CNO) or the fleet commander and the foreign Navy or Marine 
Corps counterparts; other relationships develop through the networks established 
during joint exercises, training, and port visits. For the USCG, it might be the 
Pacific Area Commander reaching out to his international Coast Guard counter-
parts on how to secure international trade lanes or it could begin like the work of 
the USCG with its Chinese counterparts in search and rescue exercises, securing 
trade lanes, and cooperating on maritime security and safety.

Such contacts can result in the signing of bilateral or even multilateral agree-
ments. The United States for most of its history but particularly of late prefers to 
enter into bilateral rather than multilateral agreements. The basic reason for this 
approach is that an arrangement reached by multilateral consensus often ends up 
too watered down to mean much. On the other hand, multiple country-to-country 
(bilateral) agreements may end up raising everyone’s boat in terms of the actions 
desired by an even larger group of potential partners.

It would be useful here to review the many bilateral counterdrug agreements 
the United States has concluded with countries of the Caribbean basin under the 
Joint Interagency Task Force-South (JIATF-S) (see Appendix D for further details 
of this and other programs). The discussions, initiated by the U.S. State Depart-
ment at the request of the USCG, all begin with the United States presenting a 
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model eight-part bilateral agreement that lists the full suite of joint purposes for 
which information may be shared. Washington’s intention is for all agreements to 
look the same. In reality, very few are the same, because each country has differ-
ent motivations and sovereignty concerns, at least in the initial phases. At some 
point, if bilateral accords are signed, as they were for the counterdrug efforts in 
the Caribbean, the desired end result is more nearly achieved with a multilateral 
agreement, which tries to accommodate all the divergent views. 

The Caribbean counterdrug efforts that are directed by JIATF-S in Key West, 
Florida, operate multilaterally yet take into account all the separate bilateral 
agreements. This approach engenders trust and cooperation while showing an 
appreciation for the uniqueness and domestic politics of each country. There is 
now a wealth of examples in which implementation was specifically assigned to 
the state that had not only the capabilities for action but also the right rules of 
engagement as set by its national authorities. Such activities, observed and acted 
on over a significant period of time, have increased cooperation, trust building, 
and information-sharing activities.

Multilateral Relationships

The second form of agreement is a multilateral one, which is a single agree-
ment signed by multiple nations and involving mutual commitments among all 
the participants (see Table 2.2). 

Like bilateral agreements, multilateral agreements can entail a simple 
exchange of information or the use of force in a third nation’s territorial waters 
in defined situations. They may also be more intense, more specific forms of 
earlier, broader multilateral agreements that set looser standards for action and 
cooperation.

International or global organizations that operate by treaty or convention 
represent a special, formal variant of multilateral agreements and most often 
impose not only a formal, global level of organization but also obligations, and 
they may convey rights under international law to all states and nongovernmental 
entities that participate. Examples of a range in duration and in formality of an 
organization are the multilateral agreements that set up Interpol, PSI, Joint Task 
Force (JTF)-150, and the International Maritime Organization (IMO), particu-
larly its Automatic Identification System (AIS) and Long-Range Identification 
and Tracking (LRIT) system (see Figure 2.1). The last two agreements illustrate 
another critical function of international and multilateral organizations, the cre-
ation of universal standards that all signatories are pledged to meet. In this case, 
to ensure maritime safety and security throughout the maritime commons, IMO 
signatories have agreed to accept the relevant International Convention for the 
Safety of Life at Sea (SOLAS) amendments establishing standards for the collec-
tion of identification data for large ships (300 GT and larger) wherever they are, 
accessible through an agreed mechanism and in standard format. The IMO is also 
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in the process of specifying a global system for the storage of the data collected 
and disseminated to states and interested parties according to specific rules and 
protocols under international law.

Multilateral organizations might also spark the establishment of informal but 
widely accepted norms for behavior or standards for action. While such norms 
may not be accepted by all states and hardly can be said to have been established 
by formal agreement, bilaterally or multilaterally, they raise expectations about 
what should be done, expectations on the part of ordinary people or the media, 
and critical public and private actors if not always governments.4

Figure 2.2 shows that it is possible for bilateral and multilateral agreements 
to be in place with various countries at a given time. The relationships shown 
in color represent multilateral agreements, while bilateral agreements are shown 
by the solid black lines between the countries. Country N is depicted with 
a single multilateral agreement, and Country O is shown with multiple bilat-

4 This accretion of legitimacy is thought by some to be the first step in the creation of what in-
ternational relations specialists consider an informal regime, still not lawlike rules but a cluster of 
ideals and behavioral metrics. It parallels the way in which international prohibitions on the slave 
trade began or the growing expectation throughout much of Europe that individuals taken into police 
custody should be read their Miranda rights even though these rights formally apply only to U.S. citi-
zens in U.S. jurisdictions. Analysts speculate that this reflects the constant invocation of this process 
in television programs and movies screened abroad.

FIGURE 2.2 Agreement types.
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eral agreements. Country A and Country L have both bilateral and multilateral 
agreements.

The challenge of the multilateral agreement is getting all parties to agree on 
the similar terms and conditions—often an arduous process. The bilateral agree-
ment is preferred because it expedites the approval process between the parties 
and puts in place a mechanism for beginning to cooperate. Indeed, for some pur-
poses, throughout its history and certainly in the last 8 years, the United States 
has preferred the use of informal agreements. The important thing is to address 
the challenge and not get bogged down in a prolonged bureaucratic negotiation.

The MSP initiative is as much about the network and services that maritime 
security agreements provide as it is about the trust and cooperation that are built 
through the networks. The network permits sharing of information under rules 
agreed to by the signatories. In the service-oriented architecture model, the parties 
agree to post MDA information based on their observations. Other countries can 
be authorized to receive this information and post their own data. As in NATO, 
these access rules need not be symmetrical or identical at the outset, although 
over time the arrangements tend to converge (as they did in the JIATF-S). As this 
process evolves and countries become comfortable with the interactions and data 
sharing, they begin to build trust and broaden or deepen cooperation and start to 
benefit from the mutual activities.

The geographic Reach of MSP

Many, including some recent participants, argue that the difficulty and delays 
in getting these agreements approved grows directly with the number of nations 
involved. Agreements and functional cooperation can be local, regional, or global, 
depending on the scale of the challenge and complexity of the approval process 
for the agreement. Local agreements in a small geographical area—say, agree-
ments about illegal fishing or piracy or the mutual right to arrest citizens of 
either country who break safety or environmental laws in the territorial waters of 
either state—typically involve a law enforcement arrangement, usually within the 
maritime environments of two or three nation-states. Regional agreements involve 
neighboring states that come together to address a common problem. The Asso-
ciation of Southeast Asian Nations, a relatively informal regional state-to-state 
network with growing cooperation on security, is a good example of this type of 
agreement. Finally, global agreements can involve nation partners, nongovern-
mental associations (e.g., shippers’ associations), or commercial entities (e.g., 
Lloyd’s) in addressing global issues. All these types of partners participated, for 
example, in persuading the IMO to accept the AIS standards for tracking ships 
larger than 300 GT.

Regional approaches seem to work best when interests are congruent and 
the stakes are clear or when legacy practices or habits of cooperation can be 
extended to support present agreements. Global effects are often desired and can 
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be articulated when one of the affected states is much stronger than the others. 
But for most maritime security purposes, the committee believes that all issues 
are local.

In some cases, a relationship that is formed to address a specific immedi-
ate issue starts out as an ad hoc relationship, but if it succeeds it may become 
a formal program. The U.S. government’s response to the tsunami in the Indian 
Ocean is an example of an urgent, ad hoc relationship formed to respond to the 
devastation. A task force was organized and moved to the area, where it engaged 
the affected governments—India, Indonesia, and Thailand—and provided what-
ever relief it could. The end result was very positive, and the view of the United 
States was enhanced by the manner in which aid was provided. In Indonesia, for 
instance, only 30 percent of the population viewed the U.S. government favorably 
before the assistance was rendered. Afterward, a favorable impression was shared 
by 70 percent. Also, as a direct consequence, military-to-military contacts, which 
had been suspended, were resurrected and still continue. The United States had a 
similar experience when it assisted Pakistan after the earthquake in 2005. 

To sustain the favorable opinion, the U.S. Pacific Command (PACOM) has 
worked aggressively to further these nontraditional contacts involving maritime 
personnel. A 2007 event was the deployment under specific bilateral agreements 
of the USNS Comfort hospital ship to the region to provide humanitarian assis-
tance. As a result, the U.S. Navy and DOD are poised to respond to international 
natural disasters around the world as a means to change impressions and develop 
enduring positive relationships.

Special Cases

Sometimes offers of cooperation have unintended consequences. The 
increased incidence of piracy in the Malacca Strait and its impact on interna-
tional shipping flows and insurance led ADM Fargo, USN, PACOM commander, 
to propose that the U.S. Navy might help to patrol in the area. The governments 
of Singapore, Indonesia, and Malaysia agreed to undertake patrols and share 
information in order to secure the area and said that U.S. Navy patrols would 
not be needed or welcome. The trilateral Malaysia, Singapore, and Indonesia 
(MALSINDO) scheme has been successful and has added a fourth partner, Thai-
land. It now shares information with PACOM and has multilateral ties with eight 
other partner states under the Regional Cooperation Agreement on Combating 
Piracy and Armed Robbery against Ships in Asia (ReCAAP, signed in 2006).

Some programs of cooperation do not succeed directly but set the stage for 
other programs later on, when political conditions have become more auspicious. 
The Navy’s Fleet Station concept, now being planned for the Gulf of Guinea, is 
rooted in an earlier cooperative approach in the Caribbean, the Caribbean support 
tender (CST). Under bilateral agreements and through the State Department, the 
USCG provided regional states with decommissioned vessels—specifically, 82-ft 
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patrol boats and buoy tenders. It soon became apparent that without assistance, 
these vessels would not be maintained and would not have the desired force 
multiplier effect. The USCG’s CST then became a circuit rider throughout the 
region, providing training and maintenance.

A unique aspect of this program was the personal relationships that devel-
oped among the international crew of approximately 50. The captain and a small 
cadre of officers and enlisted men were from the USCG, and the remaining crew 
comprised member country officers and enlisted men who sailed on the vessel 
for a year, returned to their own countries, and assumed positions of leadership. 
There was much competition to become assigned to this vessel.

Cooperative relationships build on the power of examples and available mod-
els. In the buildup to and during the initial phases of Operation Iraqi Freedom 
in 2002, the coalition partners saw the need to protect U.S. and coalition assets 
transiting the Strait of Gibraltar and set up a task force to do this. It patrolled 
under Operation Active Endeavor and is still functioning today. In operations, it 
is essentially the old STANAVFORMED (Standing Naval Force Mediterranean) 
and STANAVFORLANT (Standing Naval Force Atlantic) combined, taking on a 
specific mission rather than just a training exercise. Other countries have joined 
its patrols, including Russia. It has essentially operated in the western Mediter-
ranean and was designed to intercept ships carrying materials for weapons of 
mass destruction and has queried thousands of ships for this purpose. However, 
the actual boardings have been to disrupt the north-south flow of illicit goods and 
people into southern Europe.

FINDINgS AND RECOMMENDATIONS

The Gulf of Guinea Initiative is probably the most interesting example of 
a combatant commander (COCOM)-driven program to broaden and thicken 
maritime security partnerships in the face of turbulent regional challenges (see 
Appendix D for specific details). 

One example (without U.S. participation) of making a relationship more 
effective is the multilateral organization that has developed in the Strait of 
Malacca and the Strait of Singapore. Maritime security for Singapore is all about 
national survival. As a consequence, Singapore has become proactive in policing 
the straits and other local waterways. Patrols with Indonesia were first initiated in 
1992. In July 2004, the trilateral organization MALSINDO started the Malacca 
Strait Security Initiative (MSSI) patrols in the Strait of Malacca. In September 
2005, the MSSI organization became quadrilateral when Thailand joined and the 
“Eyes in the Sky” program was begun with sensor-laden aircraft overflying the 
Strait of Malacca. Piracy has been significantly reduced. ReCAAP, an agreement 
that includes Cambodia, Japan, Laos, Singapore, Thailand, Philippines, Myan-
mar, and South Korea, has been in force since September 2006. 
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Out of these efforts, a supporting information infrastructure has emerged: 
the Vessel Traffic Information System, which receives inputs from the closed-
circuit television surveillance system; AIS transponders; and the Singapore Port 
Traffic Management System. Since January 1, 2007, all licensed powered harbor 
and pleasure craft are required to have the Harbour Craft Transponder System 
(HARTS), which feeds into the Port Operations Control Center. The Regional 
Maritime Information Exchange (ReMIX) is targeted at the Western Pacific Naval 
Symposium (WPNS) operations community. Information is exchanged on rob-
beries at sea, piracy incidents, missing or hijacked ships, vessels in distress, and 
other maritime events. ReMIX is a Web-based platform, accessible by password. 
Once logged in, navies are free to upload and download information as they 
need. Information is shared with the Combined Enterprise Regional Information 
Exchange System (CENTRIXS), made up of nearly 30 countries throughout the 
world, including the United States.

The Singapore Navy’s Access System is a portable command and control 
(C2) system that allows sharing a sea situation picture among the various nations. 
It uses the commercial-satellite-based Global Positioning System and proprietary 
C2 software for the automatic tracking of targets. It has a chat-and-file transfer 
facility for target management. The Singapore data-sharing structure, in partner-
ship with PACOM, is shown in Figure 2.3.

Data from 
civilian 
sources

Military data

Transponder 
data (ASCS)

Comprehensive 
real -time regional

sea situation picture

C2 Centre
(Singapore)

Information sharing 
with 

regional nations
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Figure 2-3, editable, b&w, broadside
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FIGURE 2.3 Singapore’s organization for information sharing. SOURCE: COL James 
Soon, Republic of Singapore Navy, Head, Defence Technology Office, Embassy of Sin-
gapore, “The 1,000-Ship Navy: A Perspective from Singapore,” presentation to the com-
mittee, Washington, D.C., March 14, 2007. NOTE: U.S. PACOM, U.S. Pacific Command; 
C2, command and control; ASCS, Acoustic Sediment Classification System.
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Finding: Most information-sharing relationships start out as an individual bilat-
eral agreement between the United States and one other country. The greatest 
gains in the intermediate term come from expanding bilateral relationships and 
agreements. In many cases, the base on which to build will be military-to-mili-
tary relationships that can be expanded to include other groups—military and 
civilian, government and nongovernment—that are important to the maritime 
security task.

Recommendation 1: The Chief of Naval Operations, working with the combat-
ant commanders, the Commandant of the Coast Guard, and the Commandant 
of the Marine Corps5 should commit to transforming bilateral relationships into 
broader, more substantiative and inclusive maritime security partnerships by some 
or all of the following means:

•	 Forward presence;
•	 Increased language and cultural awareness;
•	 Expeditionary training teams;
•	 Ongoing analysis of gaps in capacity with plans for follow-up capacity-

building steps;
•	 Tools and resources appropriate for the particular geography of an area—

for example, shallow draft vessels such as the HSV-2 Swift rather than larger and 
deeper draft combat vessels;

•	 Maritime domain awareness—information-sharing systems that will even-
tually be expandable to include both unclassified and classified information; 
and

•	 Funding for Phase Zero.6

Two quite different examples show the way in which national legislation can 
be put to use:

•	 The Singapore example. In 2003, the Singapore parliament adopted leg-
islation designed to keep out of terrorist hands materials that could be used for 
making WMD devices. The Strategic Goods (Control) Act gives the government 
more legal muscle to track strategic goods—about 600 controlled items, includ-
ing munitions and materials with civilian and military uses. Singapore is the first 

5 The identification of specific officers and offices in the government with specific recommended 
actions is intended to reflect those most closely aligned in terms of the existing structures of organi-
zational responsibilities.

6 The traditional four phases of a military campaign identified in joint publications are deter/engage, 
seize initiative, decisive operations, and transition. Phase Zero encompasses all activities before the 
beginning of Phase I—that is, everything that can be done to prevent conflicts from developing in 
the first place.
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Southeast Asian country to have laws aimed at controlling the movement of such 
goods.

•	 The Proliferation Security Initiati�e example. PSI, established in 2003 in 
response to fears about the spread of WMD, represents a mixed form of intensive 
multilateral and bilateral information sharing. According to the Bush administra-
tion, it is not an organization or a treaty framework but an “activity.” PSI is a set 
of interlocking bilateral and multilateral agreements among a group of almost 
20 core supporters, associated with a set of declarations of support, many done 
secretly, by a larger group of more than 80 states.7 The core supporters have 
subscribed to a Statement of PSI Principles, which includes a commitment to 
improve constraints at borders, ports, in the air, on land, and at sea by exploiting 
existing and new national legislation, as well as a commitment to consult and an 
implied willingness to take action if there is credible evidence of incidents in their 
sovereign territories. There have been a number of largely unpublicized actions 
under PSI, perhaps as many as 30 interdictions, including a few boardings at sea, 
in the past 4 years. A number of key countries (India, China, Indonesia, and South 
Korea) remain outside PSI, while Russia supports only the general concept of PSI 
activities.

PSI has been reinforced by a number of bilateral arrangements on specific 
issues. The United States, for example, has concluded agreements with seven flag 
states supporting and specifying the conditions for a U.S. right to board after a 
formal request has been made to board ships on the high seas suspected of car-
rying components for WMD. The ships of these seven states taken together with 
those of the PSI core states themselves account for more than 70 percent of the 
world’s commercial fleets. PSI is also in congruence with (although deliberately 
not referenced by) two broad United Nations Security Council resolutions, 1540 
(against nuclear terrorism and proliferation) and 1718 (action against nuclear 
developments in North Korea). It also will gain status if support grows for rel-
evant amendments to the IMO Convention for the Suppression of Unlawful Acts 
Against the Safety of Maritime Navigation.

Finding: With each of the participants of the existing maritime security partner-
ships, there appear to be sufficient national and international legal frameworks to 
support the maintenance and the extension of maritime security initiatives.

Exercises and exchanges are fundamental vehicles of trust building that lead 
to nation-to-nation cooperation. Information sharing can be facilitated through 
combatant commander (COCOM) maritime operations centers or headquarters 
to develop awareness and to develop relationships with partner nations. Training 
for cooperation lends itself readily to gaming as an effective vehicle. Face-to-face 

7 See the list of PSI participants at the Web site of the Bureau of International Security and Non-Pro-
liferation, available at <http://www.state.gov/t/isn/c19310.htm>. Accessed on September 25, 2008.
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gaming with foreign partners will address the issues of cooperation before being 
forced to play in real time.

The instruments of operational cooperation range from equipment and sys-
tems to training of both U.S. and partner nation personnel in the COCOM’s area 
of responsibility. Clearly, having the equipment and software systems both to 
interface with an information-sharing database and/or to feed the database is 
critical for all partners. Integral to this (as noted above) is the development of 
data standards for sharing.

Specific intensive course material and tactical gaming experience will have 
to become part of the curricula at all the Navy’s professional schools—the Naval 
Academy, the Naval Postgraduate School, and the Naval War College, paralleled 
by similar actions at the USCG and Marine Corps professional schools. Emphasis 
should be placed on the opportunities and instruments that exist to develop and 
implement these partnerships and on the interagency opportunities and compe-
tencies. Consistent with the 2006 and 2007 decisions of the CNO on language 
and cultural enrichment education initiatives, these opportunities include those 
military officers now assigned to specialize in specific regions and languages.8

The core curriculum will aim to build a network of experts across the fed-
eral agencies and across the public-commercial divide who know and trust one 
another and who will have expectations about joint programs and cooperation. It 
will legitimize maritime security as a professional specialty, a military occupation 
specialty (MOS) that will give new prominence to the MSP concept.

While the relevant agencies are present to some degree within the military 
educational system, they are not always present in large numbers. MSP training 
will have to draw not only on the talents that exist at the Department of State but 
also on those that exist at the Departments of Commerce, Justice (specifically 
the Drug Enforcement Agency (DEA)), Transportation, Treasury, and Homeland 
Security. It will also need the strengths of the Navy’s newly reestablished for-
eign area officer (FAO) program, parallel efforts within the Marine Corps, and a 
specialized program that the USCG should establish. An effort should be made 
to increase the number of those attending from each agency to between three 
and five per maritime professional school and to designate those with special 
skills as maritime security partnership scholars. Recognition for individuals who 
attend and go on to a successful career will be a sure indicator of the long-lasting 
relevance of this activity.

A smaller number of emerging civilian and military leaders should be selected 
to take part in a shorter training course specifically designed to foster networks 
and develop capacity across the interagency core involved in MSP. Lasting 3 to 
6 months, with downstream refresher courses available onsite or electronically, 

8 The National Research Council’s Naval Studies Board has just conducted a study of the manpower 
and personnel needs for a transformed naval force (see National Research Council, 2008, Manpower 
and Personnel Needs for a Transformed Na�al force, The National Academies Press, Washington, 
D.C.).
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the curriculum should be designed for managers and implementers of maritime 
security partnerships, coming primarily from within the government but also from 
shippers and other relevant commercial companies.

Finding: The continued training of U.S. and partner nation personnel in a mari-
time security partnership is critical to long-term success and to building the rela-
tionships and trust that eventually result in the establishment of maritime security 
partnerships with as many countries as possible.

MSP requires the ongoing development of a cadre of military and civilian 
personnel to widen the scope of cooperation both within and external to the 
military. This will require training in maritime cooperation and an appreciation 
for the relevant competencies across the broader government and private sectors. 
Such appreciation for the capabilities of other agencies needs to become a core 
leadership quality, creating a diversified atmosphere that results in a multiplier 
effect in these nontraditional areas of military concern.

Recommendation 2: To educate and train U.S. and partner nation personnel so 
that they can support and extend maritime security partnerships, the Chief of 
Naval Operations should:

•	 With the active support of the leaders of the Marine Corps and the Coast 
Guard, ask the combatant commanders to support and extend maritime security 
partnerships through continued and even expanded formal educational and bilat-
eral/multilateral training exercises for these personnel; 

•	 Require that maritime security training become a significant part of the 
core curriculum at every level of professional education for maritime service; 

•	 Adopt as a critical long-term goal the broadening of participation in mari-
time professional education to ensure representation from all of the relevant U.S. 
civilian and military agencies;

•	 Cooperate with the Secretary of the Navy and join in the present Coast 
Guard plan under the Department of Homeland Security to design and fund an 
institute of maritime studies that would encompass specialized studies in mari-
time security within the framework of an existing university program.

Critical for the longer-term ability of the CNO to implement MSP will be 
the establishment within the maritime services of a clear professional career track 
for officers and civilian officials with wide-reaching international expertise and 
experience. Appropriate models are the FAO programs of the Army and, to a 
lesser extent, the Air Force and the Marine Corps.

FAOs are individuals who select this as a military specialization early in 
their careers and train intensively in the cultural and linguistic skills needed for 
particular regions (e.g., East Asia) and/or functions (e.g., arms control monitor-
ing and implementation). Later assignments, which may last longer (e.g., 4 to 6 
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years) than a normal tour of duty, may include assignment in an embassy, at a 
regional command, or as an in-country advisor to partner militaries. Most Army 
officers in these specialties accept as a consequence somewhat diminished career 
prospects (e.g., fewer opportunities for promotion to general officer), but a num-
ber have indeed gone on to flag rank by combining their capabilities.

Active CNO support for these programs will have a number of advantages, 
even though it may take 5 to 7 years to grow an initial group of Navy FAOs. 
These advantages would include not only career stability and enhancement and 
prospects of promotion but also official recognition of the value of their special-
ization and their particular contribution to the long-term maritime security of the 
United States and its partners. This could be particularly true for the Navy FAO 
specialization, which was introduced twice but failed to find a niche in the Navy’s 
professional structure like that which it enjoys within the Army structure.

Until a maritime FAO cadre can be trained (this committee estimates that it 
will take at least 5 years), the CNO’s mandate will have to rely on a “purple” or 
joint manpower approach (i.e., a resort to resources from the long-established 
Army FAO program). It might also draw on enlisted personnel with appropriate 
linguistic backgrounds, identified under the CNO’s 2006 and 2007 directives 
on the identification of all Navy personnel with special language abilities and 
cultural awareness. Gaps could also be filled by civilian employees or contract 
personnel, who could provide the needed services at regional commands as well 
as at home.

Finding: There appears to be a shortage of qualified FAOs within the U.S. naval 
services. Such FAOs could provide invaluable aid in developing the capabilities of 
regional maritime security forces that would allow them to move their countries 
toward participation in regional and, later, global maritime information sharing.

Recommendation 3: The Chief of Naval Operations should mandate the expan-
sion of a robust foreign area officer (FAO) program within the Navy to meet the 
needs of staffing and expanding maritime security partnerships. In addition, the 
Commandant of the Coast Guard should establish an FAO program and the Com-
mandant of the Marine Corps should expand its present limited FAO program for 
the development of bilateral and multilateral relationships.

The law enforcement authority and legal skills that would be needed to carry 
out countersmuggling and counterterrorist activities in coastal waters do not usu-
ally exist aboard naval vessels. Naval vessels engaged in counter-drug-smuggling 
missions carry USCG law enforcement detachments (LEDETs) that actually 
board intercepted vessels that are suspected of smuggling drugs and, if needed, 
arrest their crews. Using personnel from the Naval Criminal Investigative Service 
(NCIS) or other law enforcement personnel could be equally effective, but addi-
tional training and equipment might be needed to gain ship boarding capabilities 
as well as to clarify the legal authorization.
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If a LEDET is to be carried aboard a deployed naval vessel, that vessel in 
effect carries the full spectrum of U.S. maritime law enforcement and DOD 
authority. The present Maritime Operational Threat Response process can be 
used to determine under which authority an action is to take place. This addi-
tional onboard capability would give the U.S. government and, by extension, the 
COCOMs full-spectrum response capability. The USCG would need additional 
personnel and resources to carry out this additional tasking (these numbers might 
be available). At a later stage, the goal is to expand the onboard representation 
in law enforcement detachments to include selected interagency personnel on an 
ad hoc basis.

Finding: The inclusion of U.S. Coast Guard personnel, the Naval Criminal Inves-
tigative Service, or other law enforcement detachments or personnel on selected 
U.S. Navy ships could extend U.S. capabilities to respond to suspected smuggling 
or terrorist activities.

Recommendation 4: The Chief of Naval Operations should ask the Coast Guard, 
the Naval Criminal Investigative Service, or another law enforcement entity to 
provide legal personnel for selected U.S. Navy ships.

In order to realize theater engagement or Navy MSP goals, the USCG could 
be asked to forward-deploy additional vessels to specific areas of the world. These 
vessels would work for the COCOMs on missions accepted by the USCG. For 
instance, low-end USCG vessels might be the appropriate maritime component 
command for a military operation. The USCG’s “sovereignty expertise” might be 
the right answer for the Navy/COCOM, allowing them to gain access that they 
could not otherwise obtain. Such actions could pave the way for greater trust and 
cooperation between countries, including between their military counterparts.

This activity and the associated program would affirm the concept of the 
USCG/Navy National Fleet. The USCG would need to be funded and staffed 
appropriately to take on this additional mission responsibility. A recent example 
was the use of a USCG cutter in the Gulf of Guinea. Likewise, USCG ships par-
ticipated in PACOM activities on the Rim of the Pacific (RIMPAC) and deploy-
ments to Joint Task Force-150. Each year, COCOM requests for USCG vessels 
and training teams far outstrip the capacity of the USCG. In the Gulf of Guinea 
deployment, for instance, using low-end USCG vessels and the mission control 
center for a military operation was appropriate for the situation. It is the USCG 
sovereignty expertise, mentioned above, that many countries seek and that in 
turn give the Navy/COCOM access that would not otherwise be possible. Such 
actions can pave the way for greater trust and cooperation between one country 
and another and between their military counterparts. This would be true for all 
other USCG training teams that might be funded and made available to carry out 
specific missions. 
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Finding: The forward deployment of U.S. Coast Guard vessels can enhance 
and strengthen the engagement activities and thus increase the number of 
partnerships.

Recommendation 5: The Chief of Naval Operations should ask the Commandant 
of the Coast Guard to forward-deploy Coast Guard cutters to locations that offer 
opportunities for the joint enforcement of maritime security. These cutters would 
help to attain Navy and combatant commander engagement goals and would be 
the correct security assets to employ to meet theater cooperation goals.

Relatively speaking, the total effort required to expand the scope and depth 
of MSP is not large. Indeed, some of the overall funding can come from direct or 
in-kind contributions of the strategic partners themselves. MSP are based on the 
win-win concept—that is, they are of benefit both to relationships and to the flows 
of activity and information that sustain them. But at least for the initial period, 
the 1,000-ship Navy concept requires the Office of Management and Budget to 
scrutinize Navy programs and budgets not only to identify programs but also 
to include the funding needed for implementation of the MSP.

Finding: Secure, continuing funding is a key ingredient for sustaining and deep-
ening maritime security partnerships.

Recommendation 6: To sustain and deepen maritime security partnerships 
(MSP) and to make such programs robust and stable, the Chief of Naval Opera-
tions should:

•	 Establish and assign to a specific office the coordination authority for pro-
grams and budgets for MSP in the Navy, throughout the Department of Defense 
(DOD), and across the federal agencies. This should include enhanced opportu-
nities for professional education and for the necessary equipment and support 
services;

•	 Request that the Defense Security Cooperation Agency work with the 
State Department to significantly enhance the portfolio of international military 
education and training funds (e.g., those under Sections 1206 and 1208 of the 
National Defense Authorization Act of 2006, and COCOM Initiative Funds) for 
countries deemed key for MSP development. This activity—the implementation 
of a network of MSP—should also set a high priority on the institutionalization 
of an international legal training program;

•	 Task the Navy’s International Programs Office to place high priority on 
funding the transfer of equipment, software, and services to support and intensify 
existing MSP and to develop new bilateral and multilateral MSP;

•	 Together with the appropriate officials at the State Department and other 
agency partners in MSP, request more funds for use by the maritime services, 
the State Department, and other relevant government agencies for training and 
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support of MSP initiatives or for activities at the International Maritime Organiza-
tion and other relevant international organizations and multilateral frameworks to 
maintain and expand information-sharing programs and protocols;

•	 Propose to the appropriate parts of DOD the setting aside of a portion 
of research, development, test, and evaluation funds over the next 5 years to be 
committed under the Office of Manpower and Personnel guidance to the specific 
goal of improving technologies and techniques for easy, reliable information 
sharing and the continuous availability of common maritime operational pictures 
on as broad a basis as possible. These would subsume but go beyond the already 
programmed funding for MDA only that is now appropriated to the Office of 
Naval Research (see Chapter 3).
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3

Information Sharing, a Key Enabler

MARITIME SECuRITy 

As discussed in the foregoing chapters, information collection and sharing 
are central to building trust; they also provide a basis for decisions and actions. 
In fact, the resulting transparency in and of itself arguably contributes to the 
maritime security of the United States and its partners. This chapter covers mat-
ters relating to the presence and activities of ships and craft on the surface of the 
oceans—from the high seas well into territorial waters. Such information helps 
us to understand—and therefore respond to—potential threats to maritime secu-
rity. Also of interest is information on various cargoes, crew, the supply chain, 
and even ownership and management affiliations, which helps to identify illegal, 
suspicious, or threatening activities.

The Maritime Security Partnership Initiative

The committee believes that the formation of partnerships to improve mari-
time security is characterized by a number of fundamental principles:

•	 Maritime security around the globe will be advanced by strengthening 
existing partnerships and building new ones, with shared information the key 
enabler. 

•	 It is envisioned that not only will action on the maritime security situation 
generally be accomplished at the regional or subregional level, but it will also 
have a collective global effect as well and will require some local improvements 
in the maritime security situation.

•	 It is in the interest of both the United States and its partner nations to share 
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information as widely as possible within regions and subregions and beyond, 
taking into account that threats to security often cross regional or subregional 
boundaries.

•	 The related objectives of extending reach and maximizing inclusiveness 
suggest that both the information to be shared and the system architecture for 
doing this involve unclassified information1 and the use of commercial, Internet-
based mechanisms. 

•	 Beyond information collection and sharing—viewed here as having intrin-
sic value and serving as a fundamental building block when forging new partner-
ships—there is, of course, the matter of taking endgame action to deny or deter 
illegal or threatening activities.

•	 Improved information collection and sharing can be expected to gener-
ate a positive spiral in terms of increasingly effective coordinated action among 
maritime partners.

•	 The U.S. Navy, as one of the nation’s main repositories of technical exper-
tise and, often, the primary entity that interfaces with a potential partner entity, is 
well positioned to support the initiative on maritime security partnerships (MSP). 
The initiatives of the combatant commander (COCOM) and the Navy reflect the 
above fundamental principles. 

After presenting some context and characterizing the current systems and 
capabilities, this chapter focuses on technical considerations—including archi-
tectures and technical options—for building and strengthening capability in three 
functional areas: sense/collect, analyze/fuse, and decide/act. Before new capa-
bilities for maritime information collection and sharing can be shared with the 
partners, it will be necessary to agree on mutual responsibilities and obligations. 
Particularly in the case of nontraditional partners, it is the committee’s view that 
some additional principles apply:

1. COCOM and Navy fleet experience has shown that the new partners 
are generally interested in local rather than regional or global maritime domain 

1 Pursuant to Executive Order 12958, classified information refers to official information that has 
been determined to require protection against unauthorized disclosure in the interest of national 
security and that has been so designated. Unclassified information refers to information that has not 
been determined to warrant classification; however, some unclassified information may be approved 
for public release whereas certain other information, such as International Traffic in Arms Regula-
tions information, may not. Some maritime information that does not pertain to U.S. national security, 
such as Automatic Identification System reports, can be viewed as publicly available and therefore 
can be freely shared (subject only to constraints imposed by international agreements, such as IMO, 
as opposed to U.S. policy). When referring to such information, the U.S. Navy has coined the term 
“not classified,” apparently to convey the notion of useful information sharing without the potential 
complexities of codified protection requirements. The term “unclassified,” as used in this report, is 
viewed as encompassing “not classified” information.
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awareness (MDA). Yet, this desire for local awareness can contribute to the larger 
global picture by enabling the early identification of vessels of interest.

2. When developing agreements on the sharing of information with members 
of the emerging partnership, it will be important to take into account the informa-
tion that is currently available from local law enforcement (ports, supply chains, 
etc.) as well as information collected by technologically sophisticated surveil-
lance systems. Each partner, including the United States, will have to consider 
what boundaries, if any, to place on the sharing of information, even unclassified 
information.

3. When seeking to strengthen and expand local surveillance capabilities, 
reaching agreement may well require a modest level of U.S. support and invest-
ment, ranging from technical support for the partner to obtaining permission to 
site our radar installation on the partner’s sovereign territory.

Broadly speaking, the notion of a partnership usually entails reciprocity, 
which can take many different forms, including the exchange of money, informa-
tion, and technical know-how.

Other Initiatives to Enhance Maritime Domain Awareness

The information that is being shared here is the kind that makes us and our 
partners aware of our maritime domain. MDA encompasses a growing spectrum 
of initiatives to develop capabilities, including the National Strategy for Maritime 
Security (NSMS) and the National Plan for Achieving MDA. As this committee 
was completing its efforts, the Department of Defense (DOD) was assigning to 
various federal agencies their responsibilities for MDA capability development 
and was securing the required funding. A memorandum from the Secretary of 
the Navy, dated May 17, 2007, called for an MDA “spiral 1” initial operational 
capability (IOC) by August 2008 for the U.S. Central Command (CENTCOM), 
the U.S. Pacific Command (PACOM), associated fleet elements, non-DOD U.S. 
organizations, and selected foreign partners in the western Pacific. On May 29, 
2007, the Chief of Naval Operations (CNO) issued the document Na�y Maritime 
Domain awareness Concept to guide Navy efforts to improve MDA-related capa-
bilities and develop related Fleet Concept of Operations (CONOPS).2 A memo-
randum from the Deputy Secretary of Defense dated August 3, 2007, designated 
the Navy as DOD’s executive agent for MDA and outlined the responsibilities 
and mechanisms for addressing requirements, investing resources, and support-
ing interagency efforts. This memorandum called for preparing a plan within 
180 days to develop MDA capabilities. Additionally, DOD appointed a flag-level 
director of global maritime situation awareness (GMSA), a position that would 

2 Chief of Naval Operations (ADM Michael G. Mullen, USN). 2007. Na�y Maritime Domain 
awareness Concept, Department of the Navy, Washington, D.C., May 29.
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complement the closely related, previously established position of director of 
global maritime intelligence integration (GMII).

Additionally, a national CONOPS for maritime domain awareness was pub-
lished in August 2007, just as the committee was completing the draft of its 
report.3 This CONOPS formally established the interagency GMSA office at the 
Coast Guard. The GMSA’s current mission calls for it “to create a collabora-
tive global, maritime, information sharing environment through unity of effort 
across entities with maritime interests.” Although the committee did not have 
an opportunity to review this CONOPS, which was in response to the NSMS, 
the document apparently supports at least three notions that are elaborated on 
below from an MSP standpoint: (1) the importance of a modern, network-centric 
information technology (IT) capability for collecting, processing, and sharing 
information to support the MDA community; (2) the need for developing and 
managing an MDA information architecture to guide the evolution of this capa-
bility; and (3) the technical leadership that the Navy can and should exercise in 
this domain, presumably building on its role as executive agent for MDA within 
DOD, as noted above.

The committee notes, however, that the ongoing MDA-related initiatives 
identified above are largely focused on the analysis and dissemination of existing 
information and do not deal with the need for additional information from surveil-
lance sensors, noted later in the section “Building Mission Capability.”

The MDA efforts outlined above have of course been motivated by the U.S. 
commitment to implementing the maritime component of the global war on ter-
ror and addressing the associated homeland security and defense concerns.4 This 
focus notwithstanding, it is clear that the issues being addressed (e.g., barriers to 
information sharing) and the capabilities being developed (e.g., improved vessel 
tracking) apply to the broader maritime security interests embodied in the MSP 
concept. The prosecution of MSP initiatives, then, is an outcome of the ongoing 
and emerging MDA efforts triggered by the earlier NSMS.

The findings and recommendations in this chapter are intended to advance 

3 See Emelie Rutherford, Inside the Na�y, 2007, “CONOPS Finalized This Month: Metcalf Heads 
Up New Global Maritime Situational Awareness Office,” August 20, pp. 1, 10; and Inside the Na�y, 
2007, “GMSA Office Will Target Policy Barriers: Challenges Cited in Sharing Data for New Maritime 
Awareness Effort,” September 10, pp. 1, 9.

4 The National Research Council’s Naval Studies Board recently conducted a study on the role of 
naval forces in the global war on terror (GWOT; see NRC, 2007, The Role of Na�al forces in the 
Global War on Terror: abbre�iated Version, National Academy Press, Washington, D.C.). Background 
information pertaining to the origins of the term “GWOT” can be found in documents such as (1) 
The White House (George W. Bush), 2006, The National Security Strategy of the United States of 
america, Washington, D.C., March, p. 12; (2) Office of the Chairman, Joints Chiefs of Staff, 2006, 
National Military Strategic Plan for the War on Terrorism, Washington, D.C., February 1, p. 3; and 
(3) Secretary of Defense, 2006, Quadrennial Defense Re�iew Report, Department of Defense, Wash-
ington, D.C., February 6. The NRC Committee on the “1,000-ship Navy”—A Distributed and Global 
Maritime Network saw its charter as being neither to endorse nor to replace the term “GWOT.”
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the MSP concept by leveraging, complementing, and in some cases extending the 
broader U.S. MDA efforts.

OPERATIONAL MODELS

As elaborated in the Chapter 2 review of existing and emerging international 
partnerships, “one size does not fit all” when it comes to information-sharing 
arrangements and the enabling technical mechanisms. Differences are traceable 
to a number of factors:

•	 Different levels of trust, 
•	 The distinction between bilateral and multilateral arrangements,
•	 A focus on coordinated action at the tactical level rather than on informa-

tion sharing, and 
•	 Uneven levels of technological maturity and sophistication.

Much of the current activity is associated with the burgeoning of automatic 
identification systems (AISs) on all commercial ships over 300 gross tons (GT) 
and on U.S. Navy ships. Figure 3.1 is a modified version of Figure 2.1 (which 
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FIGURE 3.1 Current and emerging international maritime security partnerships.
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characterizes the nature of existing or emerging partnership arrangements). The 
modifications are intended to highlight the role of “information enablers” (both 
the information content and the systems capabilities) as a foundation for effec-
tive partnerships. These enablers would support both information sharing to gain 
situation awareness and subsequent coordinated action. As depicted, the center of 
gravity of current maritime partnerships resides in bilateral arrangements focused 
on the coordinated execution of tactical actions such as interdiction that support 
common security interests. 

Figure 3.2 depicts an example of the sharing of information referred to in the 
upper-right quadrant of Figure 3.1. It shows the position and movement of ves-
sels around the island nation of Singapore, reflecting the merging of information 
broadcast automatically by ships that comply with international AIS standards 
and data obtained from coastal radar installations.

Figure 3.2 suggests how the sharing and combining of particular sets of infor-
mation could enable coordinated multilateral or bilateral action. Later sections 
of this chapter explore these enablers, and the committee then develops some 
findings and recommendations regarding their conceptualization, design, and 
implementation. It is noted here, and elaborated on below, that activities being 
carried out by the Navy and the larger maritime security community represent 
substantial initiatives to advance these enablers. The committee’s aim is to refine 
the original 1,000-ship concept and thereby contribute to further progress.

CuRRENT AND EMERgINg INFORMATION ARCHITECTuRES

Not surprisingly, having a range of information architectures allows the 
sharing of information among maritime partners, from mature partnerships 
among alliance members—for example, the North Atlantic Treaty Organization 
[NATO])—through temporary coalitions formed for a specific mission purpose 
(e.g., Joint Task Force-150 supporting operations in Iraq), to less mature and 
often more ad hoc arrangements with “nontraditional” partners (e.g., the Gulf 
of Guinea Initiative). It is instructive to review existing and emerging informa-
tion-sharing systems and networks and to identify their fundamental architectural 
characteristics.

Some regions have already established networks to share MDA information. 
For example, the Malacca Strait Initiative partnering Singapore, Indonesia, and 
Malaysia is already operational; the Gulf of Guinea network, still in its formative 
stage, has generated a great deal of interest on the part of the potential partners; 
and the Joint Interagency Task Force-South (JIATF-S), addressing drugs and 
other law enforcement concerns in the Caribbean region, is functioning effec-
tively. However, while many capabilities support MDA systems around the world, 
they are a patchwork of efforts. There is no overarching MDA architecture. With 
the exception of the International Maritime Organization (IMO)-sanctioned AIS 
and the Long-Range Identification and Tracking (LRIT) reporting systems for 
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commercial ships, current arrangements for sharing MDA information, though 
sometimes multilateral, are mostly inefficient and lack broad application.

It will take considerable effort to coordinate all the existing capabilities, 
extend them, and disseminate information on a timely basis to those maritime law 
enforcement organizations that can take the appropriate action while still respect-
ing commercial and national sensitivities and proprietary interests. Mobilizing the 
U.S. government to assist other nations in creating more comprehensive MDA 
and enlisting, connecting, and sustaining the capabilities of the maritime law 
enforcement organizations will be a long, continuing process. At the same time, 
this process would build trust and transparency with other nations, contributing 
substantially to global cooperation.

The unifying concept behind maritime security partnerships is informa-
tion sharing. Using the vocabulary that has been adopted by the U.S. initiatives 
responding to the NSMS, the information to be shared is referred to as MDA. 
Because a more comprehensive MDA system would facilitate the identification 
of threatening activities and anomalous behavior, it would be useful for the U.S. 
government, encouraged by the CNO, to devote additional effort to the collec-
tion, analysis, and distribution of maritime domain awareness information and to 
support the development of regional partnerships that could mount a concerted 
response to regional threats.

Current Systems for Sharing Information

Table 3.1 summarizes seven representative systems selected because (1) 
they specialize in the sharing of maritime domain information and (2) they span 
a spectrum of kinds of information challenges, from Secret to unclassified. The 
table covers a variety of systems, from operational networks that facilitate the 
sharing of Secret information among both traditional alliance and coalition mari-
time partners in Iraq (Joint Task Force-150 CENTRIXS) to emerging demonstra-
tion networks for the sharing of unclassified, commercially available AIS (and 
other) information with nontraditional partners (such as the U.S. Naval Forces, 
Europe (NAVEUR)-led Gulf of Guinea Initiative). Noting the positive charac-
teristics of the Regional Maritime Awareness Capability (RMAC) and Compre-
hensive Maritime Awareness (CMA) Joint Concept Technology Demonstrations 
(JCTDs) as well as some differences in approach between them, the committee 
strongly endorses the notion of regional pilots—generally led by the COCOMs 
and supported by the associated fleet elements as a pragmatic way to make prog-
ress while building fundamental relationships. It would seem that a maritime pilot 
involving the northeast African coastal nations might warrant consideration as the 
new AFRICOM begins to undertake outreach. Further descriptive information for 
each of the seven systems follows.
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Combined enterprise Regional Information exchange System

CENTRIXS is a combination of separate multilateral and bilateral govern-
ment networks. Key CENTRIXS networks include the Global Terrorism Task 
Force (GTTF) network (supporting Operation Enduring Freedom, 66 nations) 
and the Multinational Coalition Forces–Iraq (MCF–I) network (51 nations). 
Five combatant commands (COCOMs) are CENTRIXS-enabled, and there are 
77 participating nations plus NATO, 11 bilateral agreements, and over 26,000 
users. CENTRIXS evolved from various networking initiatives developed by the 
COCOMs to meet their regional information exchange needs. Although there 
are many individual CENTRIXS networks, they are now centrally supported and 
managed by the Joint Program Office’s (JPO’s) Multinational Information Shar-
ing (MNIS) under the Defense Information Systems Agency (DISA).

CENTRIXS is Web-centric and employs both commercial off-the-shelf 
(COTS) and releasable government off-the-shelf (GOTS) products. It includes 
MS Office automation tools, the GOTS command and control personal computer 
(C2PC) tool for situation awareness display, collaboration tools, and the GOTS 
integrated imagery and intelligence (I3) tool. A CENTRIXS workstation user is 
able to access browser-based products and databases, receive and display non-
real-time track data feeds on a map background, send e-mail with attachments, 
and conduct collaboration sessions.5

While CENTRIXS provides significant operational capability and has 
become an essential tool for conducting current operations, areas for improve-
ment have been identified and are being worked on. According to CENTCOM, 
“. . . inconsistencies in data owner guidance from various producers, a lack of 
manageable technical solutions, and a cumbersome accreditation and certification 
process have combined to frustrate seamless data dissemination via electronic 
(such as CENTRIXS) networks. These problems have directly contributed to the 
proliferation of multiple separate networks. The burden of additional networks 
has consumed limited resources and manpower and imposed an opportunity cost 
on CENTCOM’s coalition warfighting efforts.”6 The MNIS JPO has initiatives 
under way to address many of these issues, but this is clearly an area that needs 
continuing focus.

The DISA MNIS JPO is implementing a plan to centralize CENTRIXS 
service provision at the Defense Enterprise Computing Centers (DECCs) in 
Columbus, Ohio, and Hawaii. The MNIS JPO also manages and supports the 

5 Jill L. Boardman, Lockheed Martin Information Technologies, and Donald W. Shuey, Department 
of the Air Force, U.S. Central Command (CENTCOM). 2004. “Combined Enterprise Regional Infor-
mation Exchange System (CENTRIXS); Supporting Coalition Warfare World-Wide,” CENTCOM, 
MacDill Air Force Base, Fla., April, p. 13.

6 Jill L. Boardman, Lockheed Martin Information Technologies, and Donald W. Shuey, Department 
of the Air Force, U.S. Central Command (CENTCOM). 2004. “Combined Enterprise Regional Infor-
mation Exchange System (CENTRIXS); Supporting Coalition Warfare World-Wide,” CENTCOM, 
MacDill Air Force Base, Fla., April, p. 12.
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Globally Reaching Interactive Fully Functional Information Network (GRIFFIN), 
supporting classified information sharing and collaboration with and among the 
United Kingdom, Australia, Canada, and New Zealand.

Cooperating Nations Information exchange System 

The Cooperating Nations Information Exchange System (CNIES) is used by 
JIATF-S and 11 cooperating nations in South and Central America to suppress 
illicit maritime drug traffic. The 11 include European nations with naval operations 
in the Caribbean basin. JIATF-S is staffed with personnel from the Departments 
of Defense, Homeland Security (USCG), Justice (Drug Enforcement Administra-
tion, Federal Bureau of Investigation), and Treasury (U.S. Customs and Border 
Protection). JIATF-S is currently commanded by a USCG flag officer and reports 
to SOUTHCOM. Its mission is to counter illicit trafficking operations, to promote 
security cooperation, and to coordinate country team and partner nation initiatives 
in order to defeat the illicit flow. This mission was expanded after 9/11 to explore 
the linkage between drug trafficking and terrorism.

Cooperating nations gain access to CNIES by entering into bilateral agree-
ments with the United States. These agreements are negotiated through the U.S. 
Department of State in the context of United Nations conventions, including the 
1988 United Nations Convention Against Illicit Traffic in Narcotic Drugs and 
Psychotropic Substances. The agreements describe procedures for the conduct of 
counterdrug operations in the waters, territories, and airspaces of the participat-
ing nations. These procedures include provisions similar to those summarized 
in Table 3.1 for ship riders, personnel from one nation who embark on a vessel 
belonging to another nation and who can authorize the boarded vessel to assist 
in the enforcment of the laws of their nation.

CNIES extracts and distributes portions of SOUTHCOM classified com-
mon operational pictures (COPs) for South and Central America (both air and 
surface tracks) to each cooperating nation according to the respective bilateral 
agreements. Geographic filtering is used to give each nation a different picture, 
with 11 versions of the COP in all. The picture is displayed using “releasable 
GOTS” client software provided by the U.S. C2PC tool. Cooperating nations 
can add tracks to their operational picture, but these tracks do not affect the U.S. 
COPs and are visible only within the CNIES domain. An extensive network of 
U.S. over-the-horizon (OTH) radars and some cooperating nation radars provides 
persistent air surveillance of the drug transit zone, but surface radar surveillance 
is much more limited. The primary use of the COP is to coordinate drug inter-
diction operations. For this reason, there is little emphasis in this theater on the 
acquisition or use of AIS data, because little drug trafficking is associated with 
registered commercial shipping.

The CNIES is based on commercial Internet technology. A Radiant Mercury 
guard is used to strip classified data from the U.S. version of the COP. The portion 
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of the COP provided to a particular nation is maintained on hardware dedicated to 
that nation. Commercial products are used to establish a virtual private network 
with each cooperating nation, and commercial firewalls and routers are used for 
information security. In addition to enabling the sharing of COPs, CNIES ensures 
e-mail and chat with automatic translation. 

In addition to technical capabilities, CNIES includes liaison officers assigned 
to JIATF-S from the other cooperating nations. These liaison officers provide the 
face-to-face contact that is essential in planning and conducting drug interdiction 
operations. Particularly sensitive information is generally handled by voice com-
munication between individuals with trusted relationships.

Maritime Safety and Security Information System

The Maritime Safety and Security Information System (MSSIS), currently 
in use in the Mediterranean, Europe, and Africa, was conceived by the Depart-
ment of Transportation’s (DOT’s) Volpe Center and the U.S. Navy’s Sixth Fleet 
as an unclassified, freely shareable MDA network. MSSIS is also a multinational, 
 Internet-based network primarily for sharing real-time AIS data derived from 
shoreside, waterborne, and airborne platforms. The received information is 
 centrally processed on a server at the U.S. DOT Volpe Center using software 
developed by Volpe for this purpose. The resulting plots and associated informa-
tion tags are then made available via protected Internet access (Secure Sockets 
Layer [SSL]/password protection) to the contributing sites and the headquarters, 
planning, and response organizations.

MSSIS implementation in the field requires Internet connection, an AIS 
receiver, and a laptop PC running the Volpe Center’s TransView (TV32) geo-
graphic information system software. TV32 is configurable to satisfy a range of 
display requirements, including enhanced navigation safety, waterway efficiency, 
traffic situation awareness, force protection, and data analysis. A client user can 
interrogate the MSSIS Web site by geography but needs to run the Volpe TV32 
client software to get at the AIS data for the region. 

One important goal of MSSIS is to support the RMAC JCTD Gulf of Guinea 
Initiative, described below, to help and encourage littoral nations to better moni-
tor and police their seaward approaches, with a goal of reducing poaching and 
piracy. An effort is just starting to establish metrics applicable to this effort—for 
instance, the fraction of time that an area is under effective surveillance. The 
current supplemental budget request to Congress includes Section 1206 funds 
for the U.S. Navy to buy AIS equipment for some Gulf of Guinea states. One 
problem is that many coastal state government facilities have little or no Internet 
connectivity. Further, only limited attention has been paid to date to the need to 
overlay AIS data with radar surveillance data, where available.

MSSIS is currently feeding data to various U.S. and partner organizations, 
including research agencies such as the Defense Advanced Research Projects 
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Agency (DARPA), operational elements in the Mediterranean, and related dem-
onstration initiatives (such as CMA JCTD). 

Nationwide automatic Identification System

The Nationwide Automatic Identification System (NAIS) is being developed 
by the USCG to enhance maritime safety, security, and mobility. NAIS will aug-
ment current capabilties to receive, distribute, and utilize AIS data. NAIS is being 
developed in three increments:

•	 Increment 1, AIS receive in critical ports and coastal areas,
•	 Increment 2, AIS receive and transmit nationwide, and
•	 Increment 3, long-range (2,000 nmi) AIS receive.

NAIS IOC is scheduled for October 2007, and final operational capability 
(FOC) is scheduled for October 2013. AIS is intended to improve the safety of 
navigation by providing: 

•	 A ship-to-ship mode for collision avoidance,
•	 A means for littoral states to obtain information about a ship and its cargo, 

and
•	 A vessel traffic services (VTS) tool.

As will be the case for the new LRIT system, the International Convention 
for the Safety of Life at Sea (SOLAS) already requires AIS for certain classes of 
ships (including ships of 300 GT or more7), and IMO has developed performance 
standards for AIS, primarily to help prevent collisions. These standards require 
that ships broadcast their identity, position, speed, and heading and other informa-
tion. The reporting interval depends on ship speed and maneuvering and can be 
as short as 2 sec. Each shipboard AIS system consists of one very high frequency 
(VHF) transmitter, two VHF time division multiple access (TDMA) receivers, 
one VHF digital selective calling (DSC) receiver, and standard marine electronic 
communications links to shipboard display and sensor systems. AIS uses self-
organizing TDMA to handle over 4,500 reports per minute. Range depends on the 
transmitter and receiver antenna height; a typical value at sea is 20 nmi. 

The use of AIS information for other than local collision avoidance purposes 
depends entirely on the existence of, and distance to, equipment that can receive 
the AIS transmissions from the ships and direct the information to processing cen-
ters that can combine it with information from other sources and assess its impli-
cations for security. Many coastal nations are already well along in the installation 

7 The USCG is considering requiring the AIS carriage on vessels smaller than 300 GT, including 
pleasure craft, tugs, barges, and so on.
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of coastal AIS receivers and the integration of the received information with that 
available from coastal radars. The absence of conforming AIS information from 
a large ship being tracked by radar could be considered suspicious. On the other 
hand, analysis of AIS information in areas without radar coverage is much more 
problematic. The NAIS program is concentrating initially on the approaches to 
ports that already have considerable radar surveillance in place or in train.

NAIS Increment 1 is increasing AIS coverage to 55 critical U.S. ports and 9 
U.S. coastal areas. In addition, a storage, correlation, and dissemination capabil-
ity at the USCG Operations Systems Center and a management and monitoring 
capability at the USCG are being established. AIS data are being fed to the USCG 
COP and the Maritime Awareness Global Network (MAGNet) and are available 
to other users via an AIS Web service.

NAIS Increment 2 will provide nationwide coastal AIS receive coverage out 
to 50 nmi and transmit coverage out to 24 nmi. It will implement a service-ori-
ented, network-centric architecture that provides data dissemination services to 
all maritime stakeholders.

NAIS Increment 3 will extend AIS receive coverage out to 2,000 nmi. To 
achieve this capability, the USCG is investigating approaches such as these:

•	 AIS-equipped low-Earth-orbiting satellites,
•	 AIS-equipped offshore platforms and buoys using commercial satellite 

communications, and
•	 AIS-equipped aircraft and ships (USCG, Navy, and commercial).

If the extension of U.S. AIS coverage well beyond the available radar cover-
age is to be operationally useful, it will require the development and employment 
of sophisticated anomaly detection techniques, as described in a later section of 
this chapter.

Regional Maritime awareness Capability Joint Capability  
Technology Demonstration

The Regional Maritime Awareness Capability (RMAC) Joint Capability 
Technology Demonstration (JCTD) is an international program sponsored by 
the U.S. European Command (EUCOM) and the U.S. Office of the Secretary of 
Defense (OSD). The RMAC JCTD provides an MDA capability for the under-
standing of maritime activities that impact regional and international safety, 
security, economics, and environment primarily in the Gulf of Guinea. By inte-
grating off-the-shelf maritime sensors, communications systems, and software, 
the RMAC system will allow detecting, tracking, identifying, displaying, and 
sharing information about surface vessels at least 20 meters long between 10 and 
25 nmi from ports, harbors, and critical assets. 

The RMAC JCTD employs COTS sensors (radar, electro-optical infrared, 
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AIS, binoculars), COTS computers (Windows boxes, Solaris boxes), unclassified 
GOTS software (components of SureTrak, tactically integrated sensors [TISs], 
and TV32), commercial security technology, and TIS service-oriented architec-
ture for publishing and subscribing information. RMAC can communicate using 
Link 11 or Link 16. Designed to provide maritime surveillance capability across 
a spectrum of coalition partners (from simple to sophisticated versions), RMAC 
is now set up in São Tomé and was planned for installation in Nigeria by the end 
of the summer in 2007. This capability will be operated, maintained, and sus-
tained in a manner that fosters local ownership of regionally and internationally 
shared maritime security assets. The Department of State is an important player 
in this effort.

Comprehensi�e Maritime awareness Joint Concept Technology Demonstration 

The objective of the Comprehensive Maritime Awareness (CMA) Joint Con-
cept Technology Demonstration (JCTD)8 is to improve maritime security by 
acquiring, integrating, and exchanging relevant maritime activity information 
on regional threats and focusing limited interdiction and inspection assets on 
the most probable threats. Participants include PACOM, NORTHCOM, and 
EUCOM. Singapore is an international partner. The Naval Research Laboratory 
is the technical manager.

The technical focus of the CMA JCTD includes the development and dem-
onstration of the importance of information sharing for improved maritime 
awareness—both interagency sharing and international sharing—along with dem-
onstrating improved information management techniques, such as application of 
the DOD net-centric data strategy (see Figure 3.3).

In addition, to cope with the large volume of maritime information to be made 
available under MDA intitiatives, the CMA JCTD is developing and integrating 
automatic tools to provide timely and accurate maritime situational awareness, to 
identify and prioritize relevant and actionable information, and to acquire, fuse, 
and manage disparate information.9 The CMA JCTD emphasizes the exchange 
of classified information, offering the requisite operational benefits but also 
introducing information protection requirements that are not fully compatible 
with a keep-it-simple, low-cost-of-entry approach to information sharing with 
nontraditional partners.

The CMA JCTD is being conducted in three spirals, with a demonstration 
at the end of each spiral:

8 A JCTD is a DOD program to rapidly move advanced technology into the hands of warfighters 
in the field.

9 Chris Dwyer, Naval Research Laboratory. 2007. “Comprehensive Maritime Awareness (CMA) 
Joint Capabilities Technology Demonstration (JCTD),” Proceedings of SPIe [Society of Photo-Opti-
cal Instrumentation Engineers], Vol. 6578, Defense Transformation and Net-Centric Systems 2007 
[Conference], Orlando, Fla., April 9-13.
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•	 Demonstration 1. Communications pipe between the regional operating 
centers and selected COCOMs (December 2006). 

•	 Demonstration 2. Common distributed virtual database/information 
extraction (CDVD/IE) and other integrated capabilities and technologies across 
the participating COCOMs; selected U.S. federal, state, and local government 
entities; and coalition partners (fall 2007).

•	 Demonstration 3. Demonstration of a net-centric interagency exchange 
network based on service-oriented architecture technologies (fall 2008).

Long-Range Identification and Tracking System 

The LRIT system (Figure 3.4) is being developed under the auspices of the 
IMO, an agency of the United Nations concerned with safety, environmental con-
cerns, legal matters, technical cooperation, maritime security, and the efficiency 
of shipping. LRIT is being implemented under the authority of the International 
Convention on the Safety of Lives at Sea (SOLAS) for security and search-and-
rescue (SAR) purposes. The SOLAS regulation on LRIT does not create or affirm 
any new rights of states over ships beyond those already existing in international 
law. The transmission of LRIT information is intended to be operational by 
December 31, 2008.

Ships subject to SOLAS (including cargo ships of 300 GT and up on inter-
national voyages as well as several other categories of vessels) will be required to 
transmit their identity, position, and the date and time of the position hourly. This 
information can readily be transmitted using current shipboard Global Maritime 
Distress and Safety System equipment at a cost of about 50 cents per transmis-
sion. Each ship will transmit its information to a data center specified by its flag 
state using services provided by communications service providers—for example, 
the International Maritime Satellite and Applications Service Providers. The 
data centers may be national, regional, cooperative, or international and may 
be associated with a Vessel Monitoring System. Using a data distribution plan 
and international routing rules established under the auspices of the IMO, this 
information will be provided to flag states, port states,10 and coastal states11 and 
for use in SAR. The Internet will be used where available. It should be noted that 
the resulting information, though consolidated and disseminated as shown, is not 
uniformly and freely shared among all using parties.

It should also be noted that LRIT is being developed in parallel with U.S. 
efforts to demonstrate the utility of communications satellites to relay AIS from 
existing ships’ equipment when they are beyond the range of shoreside receiv-

10 A port state has the right to LRIT information for a ship that intends to enter a port facility, at a 
distance or time set by the port state, but not in internal waters of another contracting government.

11 A coastal state has the right to LRIT information for all ships, regardless of flag, within 1,000 
nmi of the coast, but not in internal waters of another contracting government or in the territorial sea 
of the contracting government whose flag the ship is entitled to fly.
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ers. If such AIS global connectivity can be achieved, the need for LRIT would 
logically decline.

Other Related Navy Maritime Domain Awareness Initiatives

The systems described in Table 3.1 are good examples of existing technol-
ogy and systems that are being leveraged to enable maritime information sharing. 
Beyond these systems and demonstration initiatives, the Navy—specifically, the 
Deputy Chief of Naval Operations for Communication Networks (N6) and the 
Program Executive Office (PEO) for Command, Control, Communications, Com-
puters, and Intelligence (C4I)—has undertaken to develop a maritime informa-
tion-sharing architecture that can be applied to sharing public and/or unclassified 
information with nontraditional partners.

The Navy, working with the USCG (CG-6), has taken the lead in require-
ments analysis for maritime domain collaboration and information sharing. 
Functional capabilities have been identified in the areas of (1) connectivity and 
reach-back, (2) interoperability tools, (3) collaboration tools, (4) data aggre-
gation, (5) display/visualization, (6) correlation/fusion, and (7) cross-domain 
information sharing, including multilevel security and multinational information 
sharing. Given these requirements, the N6 and the PEO for C4I have launched 
(as of this writing) an investigation into a large set of MDA-related technologies 
and initiatives with the intent to develop a prototype system that leverages com-
mercial software tools and select DOD research to fill technology gaps. The Navy 
(N6 lead) undertook a short-turnaround (18-month) effort, which will result in a 
prototype solution, demonstrating an architecture that should be considered as a 
starting point for implementing many initiatives. More recently, as noted above, 
the Secretary of the Navy has directed development of a spiral 1 MDA capability 
that builds on the N6 efforts reviewed by this committee.

N6 efforts to leverage the MDA data sharing (DS) community of interest 
(COI) activity and the related prototyping effort deserve particular mention. The 
MDA DS COI aims to transform data discovery and access from stovepiped 
systems to Web services using commercial networking technology and the MDA 
COI data standards. The fundamental issue of data interoperability is being 
addressed in this MDA initiative as part of a broader Office of the Secretary of 
Defense/Networks and Information Integration assault on data interoperability, 
an issue that will become central as the nature and scope of shared information 
content broaden in an MSP context.

Ongoing efforts (as of this writing) focus on the use of commercial technol-
ogy in general and on the use of commercial information protection technology in 
particular to share information. Three information bins implying different levels 
of protection are depicted in Figure 3.5, with the Navy focused on unclassified 
information.
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The thrust of the Navy effort and that of the related MDA DS COI effort—
along with the management steps outlined above—are generally applauded. Note, 
however, that this committee is recommending serious consideration of additional 
capabilities, particularly in the area of promising surveillance options, as elabo-
rated in subsequent sections.

Observations

architectural Commonalities 

Despite differences across the range of architectures described above, one 
can identify common themes and elements that appropriately reflect the pervasive 
adoption of modern, commercially based, Internet-like architectures. These are 
especially important in order to provide inherently low-cost, low-risk interoper-
ability and commonality. Common themes reflect network-centric architectural 
principles and attributes, including these:

•	 Networking based on applying the Internet Protocol as an interoperable 
mechanism for exchanging data; 

•	 Use of commercially based Web technologies and products for exploiting 
the IP-based networking:

 —Web-browser-based access to applications and data, and
 —Development of common MDA COI vocabularies that can be repre-

sented in flexible markup languages like extensible markup language; and
•	 Use of simple viewers for data presentation (sometimes releasable GOTS 

rather than COTS, with CNIES (JIATF-S) and the MSSIS TV32 viewers as cases 
in point).

Tailoring for the Nontraditional Partner Case

The higher-end CENTRIXS architectures provide substantial capability and, 
as elaborated above, are supporting critical coalition operations today. However, 
these architectures have features that violate the low-cost-of-entry and keep-it-
simple principles when starting from scratch to build trust with nontraditional 
partners:

•	 Risk and complexity associated with the sharing of classified information;
•	 Reliance on government-developed software (versus COTS), which may 

also add technology-sharing issues and demand more operator training for the 
partner’s personnel; and

•	 Reliance on U.S.-provided networking infrastructure, which may itself 
engender distrust.
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Positi�e Technical Vectors in e�idence

These considerations are recognized and reflected in both Navy and COCOM 
initiatives. The committee was impressed by the positive steps being taken to 
lay the foundation for and to implement information-sharing architectures and 
coordinated tactical action arrangements with nontraditional partners. More spe-
cifically, both the N6-led MDA connectivity effort and the EUCOM-led Gulf of 
Guinea RMAC Initiative have positive aspects such as the following:

•	 Putting the keep-it-simple principle into action by sharing unclassified 
information (e.g., AIS), adopting the commercial Internet model, exploiting 
COTS products and tools, and so on;

•	 Leveraging various related efforts, as exemplified by the U.S. emphasis on 
interagency information sharing in general and on strengthened MDA, to support 
the NSMS (e.g., the MDA DS COI pilot); and

•	 Investing in available capabilities to facilitate the exchange of information 
between the partners (“fly-away” kits, satellite phones, and so on), as illustrated 
in Figure 3.6.

Additionally, the N6 has developed a multitier (Figure 3.7) graphic as a 
way to look at the direct sharing of unclassified information with foreign part-
ners while backing this exchange up on the national side of the interface with 
selected, often sanitized information that derives from more sensitive or classi-
fied sources. 

This useful DOD-oriented depiction can be generalized as shown in Fig-
ure 3.8, emphasizing the creation of a shared information space based on an 
agreement among partners and supported by partner nations while preserving 
national information sensitivities. Figure 3.8 reflects the fact, noted by a Chilean 
Navy officer during discussions with the committee, that all nations have sensi-
tive information content and sources and attendant information sensitivities that 
must be protected. Accordingly, the reality of information sharing involves some 
combination of human judgment and prearranged safeguarding technology to 
filter information in accordance with the range of potentially complex criteria 
indicated in the figure, including operational sensitivities, capability sensitivi-
ties, legal/statutory constraints, and policy/diplomatic constraints. Despite these 
sensitivities and constraints, it is the committee’s view that the resulting shared 
picture—complemented by trusted person-to-person communication of particu-
larly sensitive information—can provide an adequate basis for cooperative efforts. 
The JIATF-S operations are evidence of this. Figure 3.8 also depicts an interest-
ing, potentially useful paradigm for collecting and disseminating information that 
is deemed unclassified: the use of an information broker. The implementation 
of such a broker concept for MSSIS was discussed above—the accumulation 
and aggregation of reported AIS information and dissemination of the resulting 
product to designated users by the Volpe Center.
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SCI

GENSER

MDA DS COI
CAC                    PKI

“UDOP”

GMII GMSA

MSSIS
Password             Unclassified                 Freely shared

SSL                                           Everybody can play

U.S. DOD

U.S. Interagency

Guinea, Singapore

RM

GCCS-M
CCIS Radiant 

Mercury

Figure 3-7, editable, b&w, broadside
R01141

FIGURE 3.7 N6 multilevel architecture depiction. NOTE: MDA DS COI, maritime do-
main awareness data-sharing community of interest; MSSIS, Maritime Safety and Security 
Information System; CAC, common access card; UDOP, user-defined operational picture; 
PKI, public key infrastructure; GCCS, Global Command and Control System; MCCIS, 
Maritime Command and Control Information System. See also Appendix G. SOURCE: 
RADM Kenneth Deutsch, USN, Director, Warfare Integration, Office of the Chief of Naval 
Operations (N6F/N83), “National Academies Naval Studies Board,” presentation to the 
committee, Washington, D.C., January 10, 2007. 

In the case of commercial sources and databases (e.g., Lloyd’s), this could be 
accomplished in several ways: by the designation of a national node as an agent 
for the partnership, through use of a broker for that class of information, or via 
a commercial node connected directly to the network. The last option, however, 
could insert commercial players too deeply into the maritime security operations 
of partner nations.

IT Architectures for Information Sharing

Based on the foregoing observations, the committee offers the following 
finding and Recommendation 7:

Finding: Effective information-sharing architectures and systems are operating 
today at the classified and unclassified levels. Navy and combatant commander 
(COCOM) efforts with nontraditional partners rely on the Internet model and use 
of commercial products, including for information protection. However, there is 
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no known, concerted effort to ensure that the Navy’s technical efforts are fully 
connected to or fully leveraged by COCOM or other initiatives. This less than 
satisfactory level of effort could lead to interoperability problems or could distract 
COCOM or other operational elements from their mission focus.

Recommendation 7: The Chief of Naval Operations and the Secretary of the 
Navy should jointly charter and fund an activity, led by the Deputy Chief of Naval 
Operations for Communication Networks (N6) and supported by appropriate 
laboratory/system command/program executive office (PEO) expertise, to pro-
vide responsive, dedicated technical support across the full range of interagency 
initiatives for the design, engineering, and fielding of information technology (IT) 
infrastructure that would enable information sharing for maritime security.

The activity called for by this recommendation would support combatant 
commanders, Navy operational elements, other U.S. government organizations, 
and—through them—foreign partners. It would:

•	 Develop information-sharing design templates and a catalog of imple-
menting products (these might be different for partners within the U.S. govern-
ment, those within formal alliances, those in ad hoc coalitions, and those with 
whom information-sharing arrangements are independent of formal alliance or 
coalition agreements);

•	 Assemble and engineer starter kits in support of operational initiatives;
•	 Include available tools for communications, collaboration, and consulta-

tion within the broader design templates, MSP catalogs, and the starter kits effort 
outlined above;

•	 Explore potential value-added upgrades for the future and recommend 
upgrades and backward compatibility approaches; 

•	 Emphasize the sharing of unclassified MDA information, suitably pro-
tected to respect privacy and law enforcement concerns; and

•	 Perform an end-to-end information protection analysis to ensure that 
the protection meets the expectations of the partners for the several networks in 
operation or under development.

These measures would increase coherence among inherently distributed regional 
or subregional initiatives. 

Several factors would determine which entity is responsible for providing the 
technical support called for by the recommendation. These factors would include 
both (1) the emerging MDA responsibilities and mechanisms outlined above 
and (2) the critical leveraging of existing organizational capabilities and ongo-
ing efforts that provide similar support. DISA MNIS JPO has a broad charter, 
along with substantial capability and field presence, albeit focused today on the 
sharing of releasable Secret information with traditional coalition partners. The 
SPAWAR System Center in Charleston, South Carolina, has relevant capability 
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and has been supporting, as the committee understands it, the NAVEUR-led Gulf 
of Guinea JCTD. 

The committee understands that its main effort is to identify the job to be 
done without getting into specific management arrangements. Central to this 
effort is to specify the content and design of a starter kit along with a set of 
implementing technologies to support information-sharing initiatives with foreign 
partners. The discussion up to this point has emphasized the IT infrastructure 
(e.g., networking). However, as will be noted in subsequent sections, the starter 
kits should also include (1) available COTS or releasable GOTS tools that provide 
practical analytical and fusion capability, (2) hardware and software that support 
operational-level consultation/collaboration and tactical-level action coordina-
tion (e.g., satellite phones and chat translators), and (3) commercial information 
protection tools and technologies. 

Regional Information-Sharing Architectures in a global Context

The committee (1) recognizes significant information sharing today among 
coalition partners (e.g., CENTRIXS networks and COCOM and Navy initiatives 
support the multinational coalition in Iraq), (2) then focuses on the adoption of 
Internet-based IT infrastructures to enable sharing of unclassified information 
with nontraditional partners, and (3) in Recommendation 7 proposes a Navy 
effort to strengthen IT-enabling infrastructure architecting, engineering, and field-
ing in support of MSP initiatives.

As was made clear at the beginning of the chapter, the committee believes 
that information sharing will generally be carried out among regional or subre-
gional partners, although the global effect will be a collective one. Put differently, 
the committee does not perceive that MSP success demands global agreements 
on information-sharing content or top-down enabling system architecture. In fact, 
it seems clear that the common interests and the requisite relationships are often 
local. On the other hand, the following also seem to be clear:

•	 Strengthening the international security regime for information sharing as 
well as for cooperative action, with the IMO as the central mechanism, should be 
an objective as MSP efforts proceed.

•	 The combination of transregional operational situations (such as those 
that characterize human trafficking) and the potential for CONOPS to evolve 
as regional MSP matures may lead to more robust information sharing across 
regions if not around the entire globe.

•	 Cross-regional information sharing, in turn, calls for an extensible net-
centric architecture.

Figure 3.9 attempts to depict the resulting broader architecture—regional 
information-sharing networks as the core realization of the MSP concept, but 
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with enabling cross-regional networking to support specific operational needs 
and/or evolving CONOPS.

•	 The top and middle layers of Figure 3.9, depicting information sources 
and regional networks, respectively, are generalizations of Figure 3.8. The dis-
tinction between networks sharing releasable Secret information and those that 
share public/unclassified information is represented in a simplified form.

•	 The lower layer—a cross-regional “backplane”—represents the IP-, Inter-
net-based networking capability offered by modern global technology. It provides 
the potential to reach beyond regions as the international maritime security com-
munity matures and evolves.

The architecture depicted in Figure 3.9 provides for both interoperability (IP-
based networking, common data vocabulary/representations within the COI, and 
the like) and commonality of technology/product building blocks (when doing 
so makes sense). Again, Navy efforts to pursue such an architecture are noted 
and applauded.

The point here is not that information sharing within and beyond regions 
is easy. There are the challenges of achieving agreements that are actionable, 
protecting the legitimate information sources of partner nations and other infor-
mation providers (e.g., commercial shippers), and so on, as discussed throughout 
this report. Rather, the point is that an extensible information system/network-
ing architecture based predominantly on modern commercial technology can be 
practically envisioned, which enables rather than limits progress toward MSP 
objectives.

buILDINg MISSION CAPAbILITy

The discussions above recognize and applaud the ongoing initiatives and 
efforts to advance information sharing and coordinated action capabilities with 
and among nontraditional partners. Much of the Navy and COCOM-related mate-
rial discussed above dealt with architecting and prototyping early instantiations of 
an enabling net-centric information infrastructure and implementing useful, basic 
AIS-oriented information sharing.

However, if the objectives of the MSP initiative are to be realized, it seems 
crucial to move beyond the enabling information infrastructure and the sharing 
of readily available, nonsensitive, unclassified information. More effort is needed 
to strengthen the mission capability that would employ this infrastructure: focus-
ing on information content; enriching information sources and their coverage; 
enhancing information analysis/data fusion capabilities; and exploiting a rich 
menu of available tools to support collaboration and coordination. And, in all of 
these areas, it is important to investigate the role of advancing technology while 
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recognizing that the challenges confronting new and emerging partnerships reside 
first with policy and trust, not with technology.

The systematic exploration of capability enhancements requires some scheme 
for narrowing down the requisite functional building blocks and identifying the 
interactions and trade-offs among these. A generic security engagement chain 
based on an “interdiction continuum” presented to the committee by a JIATF-S 
representative is one such scheme (Figure 3.10). The mission execution process 
involves continuous feedback among the elements of the chain.

For the purposes of this report, the committee adopted a three-part, somewhat 
simplified functional breakdown of the elements of the chain or, more broadly, 
of the classical C2 process:

•	 Sense/collect. Defined to include partner as well as U.S. capabilities, 
ranging from technical surveillance (e.g., radars), through automated electronic 
reporting (e.g., AIS), to human reporting (e.g., local law enforcement);

•	 analyze/fuse. Defined to include the exploitation of multiple sources to 
improve the quality of a single class of information (e.g., vessel tracks) and to 
derive broader information (e.g., connecting multisource dots to detect suspicious 
patterns); and

•	 Decide/act. Defined to include effective mechanisms, including feedback/
monitoring for coordination and consultation during the decision process and for 
the exercise of C2 once a decision has been made.

Sense/Collect

The effectiveness of any maritime security information-sharing regime will 
ultimately be limited by the quality, completeness, and timeliness of the underly-
ing information sources. As shown in Figure 3.11, two broad sources of informa-
tion relevant to improving regional and global maritime security can be identi-
fied—intelligence and surveillance:

•	 Intelligence. Traditional and nontraditional reporting of a broad spectrum 
of information relevant to maritime security includes clandestine human intel-
ligence collection and reporting to overtly accessing a wide range of commer-
cial and law-enforcement-related sensitive but unclassified data. Intelligence is 
defined here to include the information content of intercepted communications, 
as distinct from the possible surveillance value (location) of such intercepts. It 
also includes information gleaned from ship boardings. Intelligence is generally 
not very close to real time, so surveillance assets must often be employed to find 
a vessel of interest on the high seas and to take tactical action.

•	 Sur�eillance. Reporting from all sensors on detection, identification, and 
tracking of ships and craft on the surface of the ocean. Includes a broad spectrum 
of sources, ranging from coastal vessel detection and tracking radar systems 
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to highly classified U.S. “national technical means.” (The notion of surveil-
lance, broadly defined, of course applies to people and cargo as well as ships. 
However, the surveillance of people and cargo results in what is here defined as 
“intelligence.”) 

While the distinction between intelligence and surveillance sources is impor-
tant, it is also important to recognize that the two mechanisms are frequently 
interdependent in the operational arena, such as when surveillance assets are 
required to detect and track a vessel that has been previously reported by intel-
ligence to be of interest to maritime security officials.

Intelligence

The United States and other nations concerned with the many facets of 
maritime security, ranging from the efforts of the Proliferation Security Initiative 

Figure 3-11, bitmapped, b&w
R01141

Intelligence tip received

DECISION MAKERS’
RESPONSE

FIGURE 3.11 Two sources of information: broad-area surveillance and intelligence tips. 
SOURCE: Based on RDML Joseph L. Nimmich, USCG, Assistant Commandant for 
Policy and Planning, COMMANDER, USCG SECTOR KEY WEST, presentation to the 
committee, Washington, D.C., January 9, 2007.
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(PSI) to reduce the threat of weapons of mass destruction (WMD) smuggling to 
the routine interdiction of migrants, are now primarily dependent on intelligence 
cueing for initiating operational responses. Much of this intelligence is from law 
enforcement sources. 

The United States has had considerable experience in the collection and use 
of intelligence/law enforcement information in pursuit of its maritime security 
goals. U.S. expertise is currently located at two operational centers, the JIATF-S 
and the National Maritime Intelligence Center (NMIC).

The organizations charged with preventing the smuggling of drugs into the 
United States by sea, primarily from South and Central America, rely on a robust 
information network, CNIES, to provide information on planned and ongoing 
maritime drug-smuggling activities. The nature and quantity of these inputs tax 
the ability of the available response and interdiction forces to take advantage of 
all such tips. JIATF-S is unique in having established effective procedures for 
routinely and quickly converting classified intelligence and sensitive law enforce-
ment information into a form that can be shared at an unclassified level under 
bilateral agreements with partner nations capable of taking responsive actions. 
The CNIES information-sharing system is described in the section “Systems for 
Sharing Information.”

JIATF-S experience in the Caribbean, as understood by the committee, is 
that broad-area, uncued maritime surveillance is a less important source of infor-
mation about seagoing drug traffic than is intelligence. However, a considerably 
more local, directed surveillance effort is often mounted by response forces 
to convert intelligence tips into actionable ship tracks and identities. It would 
appear that improved broad-area maritime surveillance (BAMS) in the Caribbean 
and Eastern Pacific, for instance, could significantly improve the efficiency of 
intercept and interdiction assets. Understanding that achieving such surveillance 
capability presents its own challenges, the committee is unaware of any existing 
operations analysis that would help identify the most cost-effective combination 
of surveillance and intercept capability, although JIATF-S headquarters is begin-
ning to collect the data that would be essential to such analyses.

The second focus of information collection and use, the NMIC, is now 
under the purview of both the Director of Naval Intelligence and the USCG. This 
major operational intelligence facility has been expanded to keep track not only 
of all information on shipping worldwide (including warships) as traditionally 
reported by intelligence and reconnaissance sources, but also of information on 
the emerging maritime security challenges of particular concern to the United 
States. NMIC’s primary purpose is to provide timely maritime intelligence sup-
port to Navy and USCG elements and to other government agencies needing such 
information. The NMIC has well-established links with traditional U.S. allies, 
and, in addition to the information it obtains from highly classified intelligence 
collection systems, it leverages law enforcement information, as appropriate, and 
increasingly takes advantage of a broad range of commercially available maritime 
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information. However, because the NMIC’s primary sources are so sensitive, it 
is difficult to establish procedures for transferring information in a timely way 
to the nontraditional partners that are the focus of this study. Thus the informa-
tion-sharing architecture postulated by the Navy and generalized in this chapter 
involves filters that reside between national sources (foreign as well as U.S.) 
and the shared information picture or database (see Figures 3.7 and 3.8), and the 
level of information to be shared may differ among the four levels of partners 
mentioned in the terms of reference. 

Vessels of Interest A vessel might be designated “a vessel of interest” to one or 
more agencies responsible for some aspect of maritime security depending on the 
information available on its history, crew, cargo, and movements. Such informa-
tion exists in a variety of forms and locations, ranging from shipping documents 
and including the content of automated reporting systems such as AIS as well as 
specific tips from intercepted communications or direct observation reported by 
the intelligence and law enforcement agencies of one or more cooperating nations 
(e.g., customs analysis of ship manifests). Such information might be sufficient 
in and of itself to arouse interest in a specific ship; alternatively, disparities in 
the information about a specific ship provided by different sources might prompt 
further investigation.

Implications for Information Sharing As noted above, sources of intelligence 
on maritime traffic range from traditional highly classified national intelligence 
collection and reporting systems that were originally developed primarily to 
deal with military ships, through a rich set of law enforcement information, to 
the broad and increasingly important category “commercial and nontraditional.” 
Information from all these sources, when fused with complementary data from a 
surveillance system’s sensors, could, in principle, provide a comprehensive COP 
of all activity on the surface of the ocean, or at least of all activity in an area of 
interest.

In addition to the various human and technical information collection prac-
tices of nations, many of which reside within the various national security and 
military organizations, the various law enforcement communities in most nations 
maintain databases on individuals and vehicles that fall into the general category 
“law-enforcement sensitive.” These include watch lists of known or suspected 
terrorists and long-standing Interpol procedures for exchanging information on 
specific individuals who are formal subjects of arrest or detention warrants. Simi-
lar information collection and sharing arrangements exist and are being expanded 
by the customs officials of several coastal countries. 

The growing exchange of law-enforcement-sensitive information in sup-
port of the MSP initiative could be very productive but is fraught with privacy 
and legal issues. For example, the United States and the European Union have 
engaged in a long-running dispute about the level of detail needed in the infor-
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mation to be exchanged concerning passengers on flights bound for the United 
States. In any case, it is clear that increased sharing of these types of intelligence 
data would make maritime activities more transparent—a central theme of the 
MSP initiative.

Nontraditional Sources of Intelligence In addition to governments (U.S. and 
non-U.S.) as sources of maritime information, there are rich sources of intelli-
gence that are not part of a nation’s formal intelligence and law enforcement col-
lection and reporting systems.12 Increasing reliance on nontraditional sources of 
maritime information will greatly enrich the MSP information-sharing concept, 
and the concept will face fewer bureaucratic and political challenges.

Examples of nontraditional sources of maritime intelligence information that 
could contribute to information sharing among MSP include the following:

•	 The Global Integrated Shipping Information System (GISIS) (operational, 
under IMO, Web-based),

•	 International LRIT Data Centre and Data Exchange (in development by 
IMO),

•	 Port state information exchanges
 —Equasis (operational, Web-based)
 —European Communities: SafeSeaNet (operational, Web-based)
•	 Information on fishing vessels: Fisheries Global Information System 

(FIGIS) (satellite/VMS-based; being fielded by the Food and Agricultural Orga-
nization), and

•	 International Network for Cooperation and Coordination of Fisheries-
Related Monitoring, Control and Surveillance (MCS) activities (operational, 
under the National Oceanic and Atmospheric Administration).

Summary The proper use of intelligence information for either establishing a 
COP or identifying a particular ship as “of interest” is very complex, and many 
protocols have yet to be worked out. Much of the intelligence about ship crews 
and cargoes is law-enforcement-sensitive and subject to disclosure rules that can 
be even more restrictive than national security classification protocols. In addi-
tion, intelligence systems that access proprietary commercial databases are also 
highly circumscribed in their ability to share information widely. Nevertheless, a 
fully effective, shared maritime security information system will need to integrate 
as much intelligence data as possible.

Sensitivities and constraints can often be handled by sharing only the opera-
tionally significant “finding” (e.g., a tactical alert without any trace of sources or 

12 Appendixes C and F discuss international databases as potential sources of such shared 
information.
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methods). This paradigm can support the operational mission while protecting 
the legitimate information concerns of partner nations.

Observations on Intelligence Despite the apparent success of intelligence cue-
ing as a primary source of information that enables maritime security operations, 
there is growing concern about the potential threats posed by vessels that are 
not typically subjected to the type of information reporting currently available. 
Such vessels are generally smaller than the vessels routinely reported on in 
intelligence and commercial shipping circles (except for drug boats), and they 
operate from noncommercial ports, where they are less visible than they would 
be in highly regulated commercial ports. Pirate ships and human traffickers are 
examples of such threats, if not directly to U.S. interests then to the interests of 
many of the nontraditional partners to which the United States seeks to provide 
useful information in order to gain better maritime cooperation. Future threats 
could well include the smuggling of WMD or direct attacks by low-visibility, 
noncommercial vessels.

More broadly, there is a large class of ocean-going ships and craft that are not 
routinely subjected to observation and reporting. These are the myriad unregu-
lated private craft and other vessels that can, if they choose, generally remain 
unobserved by existing reporting and surveillance systems that depend on radio 
frequency emissions. Such vessels are acknowledged to constitute a growing 
source of threats to maritime security from the smuggling of contraband and 
people, the poaching of resources, piracy, and even attacks from the sea.

It is highly doubtful that even planned improvements in traditional intel-
ligence and law enforcement collection and reporting capabilities will provide 
enough information about the existence and location of such threats to preclude 
their deployment. Detection of ships of this type will require better broad ocean 
surveillance capabilities than are available today.

Sur�eillance

As noted in the foregoing section, intelligence currently provides much of 
the information that enables responses to threats to maritime security. This is not 
to suggest that routine, uncued surface surveillance is currently unimportant or 
unproductive. 

Nations concerned about the enforcement of laws designed to protect marine 
fisheries and other resources frequently conduct routine or randomized surveil-
lance patrols of high-value areas employing both ships and aircraft. Known 
smuggler’s routes are also routinely patrolled by ships and/or aircraft to deter 
and interdict if needed. This includes, for example, the USCG patrols in the 
Mona and Windward Passages and the Strait of Florida and the recently expanded 
cooperative patrolling and coastal radar surveillance of the Strait of Malacca by 
the riparian countries. Other examples include the routine employment by the 
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United States of its fixed-site over-the-horizon radars (OTHRs) to detect and 
track aircraft in the Caribbean and the use by many nations of coastal surveil-
lance radars.

Some nations also operate surveillance satellite systems that serve multiple 
purposes,13 including the detection and location of ships at sea—primarily those 
transmitting on various radio frequencies (mainly surface search radar frequen-
cies). Such detection systems help to populate geographical plots (such as those 
at the NMIC) with large numbers of ship locations and, in some cases, identities. 
However, this may do little to enhance maritime security unless mechanisms exist 
for identifying specific ships as being “of interest” on the basis of supplemental 
intelligence information, as discussed above, or on the basis of anomalous behav-
ior, as discussed below in the section “Analyze/Fuse.” 

The fact that the effectiveness of existing, mostly passive, broad ocean sur-
veillance systems is highly dependent on the “cooperative” radiation of ships 
indicates that complementary active systems—primarily radar systems—are 
thought to be needed if truly persistent surveillance of important broad ocean 
areas is to be established, as envisioned by the U.S. NSMS and the associated 
MSP concept.

U.S. Capabilities for Active Maritime Surveillance The USCG is currently 
expanding its radar surveillance of port and harbor approaches, but such efforts 
are inherently restricted to relatively short inshore ranges. At present the U.S. 
ability to actively surveil broad ocean areas is concentrated in its fleets of mari-
time patrol aircraft, operated principally by the Navy but also by the USCG and 
the customs and border patrols. The Navy’s capabilities are focused on protecting 
its forward-deployed military task forces against potential threats. The protection 
capabilities of the Navy’s maritime patrol aircraft fleet are planned to be mod-
ernized—note, in particular, the current competition for a force of long-range, 
unmanned aerial vehicles for BAMS which can sustain five orbits when fully 
fielded. Little naval surveillance capacity is expected to be allocated for routine 
active surveillance in support of national or regional maritime security objec-
tives other than fleet protection. One exception to this general observation is the 
ongoing surveillance support to maritime interdiction operations (MIOs) in the 
Persian Gulf. These operations help to enforce shipping laws and regulations and 
prevent the seaborne introduction of contraband into the Iraq theater of military 
operations.

To date, the Navy has not found the need for more effective BAMS to be 
sufficiently compelling to initiate a major new sensor acquisition program for this 
purpose, such as a space-based radar, a fleet of high-altitude airships, or any one 
of a number of other expensive schemes that have been identified. Any such new 

13 See <http://www.centennialofflight.gov/essay/SPACEFLIGHT/recon/SP38.htm>. Accessed Au-
gust 28, 2007.
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program might come at the expense of other DOD—probably Navy—programs 
now deemed of more immediate importance. 

Instead of focusing on new or improved sensors that would extend the 
nation’s surveillance capability to include uncooperative ships (as detailed in the 
section “Current and Emerging Information Architectures”), the Navy has chosen 
to focus its near-term efforts on making better use of the intelligence and pas-
sive surveillance information that is already available through improved fusion 
and analysis. There is considerable merit in these activities in that, when fully 
implemented, they should permit both greater responsiveness to intelligence cue-
ing and, if it proves to be useful, the employment of anomaly detection concepts 
that could spotlight potential problem ships that are trying to appear legitimate by 
hiding in plain sight (see section “Surveillance,” below). Such anomaly detection 
concepts offer the only known way of identifying apparently compliant ships as 
potential problems if no tip is available—short of a dramatic and unlikely upgrade 
to the regulations for ships at sea that would be comparable to the regulations 
for aircraft operators. 

Potentially Affordable Surveillance Improvements Worth Additional Attention 
Historically the Navy has been the nation’s center of excellence for ocean surveil-
lance, having fielded many innovative concepts over the years, from the airships 
used for coastal surveillance patrols in World War I and World War II, to the Cold 
War’s acoustic and electronic intelligence (ELINT) satellite systems.14 

As suggested above, it appears to the committee that the Navy has taken an 
understandably cautious approach to expanding its maritime surveillance capa-
bilities to meet the surveillance challenges of the National Strategy for Maritime 
Security. While caution is clearly called for before the Navy becomes committed 
to a major new acquisition program and its attendant future operating costs, the 
committee believes that there are several potentially less costly opportunities for 
improved ocean surveillance that warrant technical development and concept 
exploration. It also believes that the U.S. Navy is in the best position both techni-
cally and in terms of its traditional role and mission to pursue such opportunities. 
The next seven sections highlight those concepts that have elicited the greatest 
interest on the part of the committee.

Exploitation of Data from Commercial Remote Sensors/Satellites. The 
committee was impressed with the potential for fusion of data streams from cur-
rent and planned commercial imaging satellites, both electro-optical and radar. A 
demonstration was witnessed at the University of Miami’s Center for Southeast-
ern Tropical Advanced Remote Sensing (CSTARS) facility. While rudimentary, 
it indicated considerable potential for the employment of such data streams in 

14 See <http://www.centennialofflight.gov/essay/SPACEFLIGHT/recon/SP38.htm>. Accessed  
August 28, 2007.
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tracking uncooperative ships. At the time of the CSTARS experiment, feeds from 
only eight satellites were available. As shown in Figure 3.12 and in more detail 
in Appendix E, by the end of this decade there will be 58 commercial optical 
satellites on orbit, up from 31 now, and 13 radar satellites, up from 4 now (all 
foreign).

Open ocean surveillance using commercial space-based imaging appears 
to have considerable potential. The committee performed a notional analysis of 
space-based imagers to assess the potential surveillance regions. It assumed a 50-
nmi radius imaging footprint and a nominal resolution of 1 meter for the purpose 
of reidentification during each orbital pass. This resolution is consistent with 42 
percent of the satellites shown in Figure 3.12. The resulting imaging footprint 
is larger than the individual footprints of these very high resolution systems and 
would represent the total footprints of several such satellites. Assuming a nominal 
1,000-nmi orbital altitude, such an imaging satellite could sweep out 1.1 million 
sq nmi per hour. Of course the orbital trajectory would limit the field of view of 
such a vehicle. Another consideration is the cost of the large amount of data that 
would be needed if the satellite were to provide enough images for large-area 
coverage. 

For a 100 nmi by 100 nmi swath with 1-meter resolution (again, represent-
ing four or more satellites), data reporting and processing rates would probably 
exceed gigabits per second. If the satellites transmitted imagery only when a 
detection was made, the data rate would be much more manageable. For example, 
assuming that the data content of the message, including imagery, is about 1 mil-
lion bits, then for an open ocean density of one ship per 1,000 sq nmi, only 3.3 
Mbps of downlink data would notionally be required. For denser environments, 
this rate would increase considerably. The committee concludes that if automated 
features were in place for reporting on only detected vessels and with cued imag-
ing of limited areas of ocean, satellite downlink data rates should be well within 
existing capacities. 

For such a scheme to be implemented, the satellite design would need to 
include appropriate onboard software to automate the detections-only concept, 
and the nations interested in using such satellites for ocean surveillance in this 
way would need to come together and perhaps subsidize the development of such 
features. 

Potential Upgrade of U.S. Over-the-Horizon Radars (OTHRs). The United 
States has a long history of employing continental United States (CONUS) fixed-
site low-frequency OTHRs for the long-range detection of aircraft that may be 
threatening the United States. However, the use of such bistatic-Doppler radars 
for detecting and tracking surface ships and craft is impeded by the need to deal 
with the high level of clutter returned from sea waves.

The U.S. Navy has taken the lead on behalf of the DOD in responding to a 
Presidential Directive for DOD to improve the detection and interdiction of drug 
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FIGURE 3.12 Number of optical and radar land-imaging satellites. SOURCE: William 
E. Stoney, Mitretek Systems. 2006. “ASPRS Guide to Land Imaging Satellites,” updated 
for the NOAA Commercial Remote Sensing Symposium, Washington, D.C., September 
12-14. Noblis, Inc. ©2007. Reprinted with permission.

traffickers en route to the United States. The Navy retained three relocatable 
OTHR (ROTHR) sites (Texas, Puerto Rico, and Virginia) after the end of the Cold 
War and now operates them in support of the JIATF-S drug interdiction mission, 
as described below. To that end, there have been only modest improvements to 
these systems over the years that have helped in the detection of surface craft, in 
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addition to the main goal of detecting light aircraft (see Figure 3.13 for current 
coverage of the aircraft). 

The committee did not assess the degree to which further improvements 
to these obsolescent radars targeted on surface vessels of a particular size, for 
instance, would be more cost-effective than their replacement with modern equip-
ment. However, the prime contractor for the Navy’s ROTHR program, Raytheon, 
has proposed an expansion of the ROTHR coverage primarily in support of U.S. 
homeland defense/security, as shown in Figure 3.14. This suggests that a body 
of technical expertise is well established and available to the Navy and could be 
offered to other countries in support of the overall goal of improving the per-
sistent ocean surface surveillance capability worldwide as a key to a successful 
MSP initiative.

The Air Force OTH-backscatter radars (FPS-118), whose coverage is shown 
in Figure 3.15, became operational near the end of the Cold War and are now in 
warm storage, although they have undergone some testing by NOAA for observ-
ing ocean surface parameters. Because these radars are owned and managed by 
the Air Force, whose mission does not normally include surveillance of ocean 
surface traffic, there appears to be little information on their prospective utility for 

Figure 3-13, bitmapped, color
R01141

FIGURE 3.13 Existing relocatable over-the-horizon radar (ROTHR) coverage (JIATF-S). 
SOURCE: Joint Interagency Task Force-South, “ROTHR Coverage,” June 25, 2007.
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ocean surface surveillance. However, they may have potential for ocean surface 
surveillance, which could be explored.

Because OTH systems might be able to provide information on surface traffic 
far off each coast of the United States, as well as near other countries, analysis 
of the cost and effectiveness of hardware modernization and improved signal 
processing would appear to be warranted. Because the Navy is the de facto U.S. 
leader in ocean surface surveillance, Navy leadership of such an exploratory 
process would be essential.

Potential for Improved Regional Maritime Surveillance Through Expanded 
Coastal Radar Surveillance Systems and AIS Receivers. The committee has 
been impressed with the efforts of the naval component commanders working 
under the regional COCOMs to encourage and assist other countries in improving 
their maritime surveillance capabilities. EUCOM is devoting considerable effort 
to assisting coastal nations throughout its theater, including particularly the Gulf 

Figure 3-14, bitmapped, color
R01141

FIGURE 3.14 Prospective ROTHR coverage (Raytheon). SOURCE: Reproduced with 
permission from Raytheon Company, ©2004, relocatable over-the-horizon radar (ROTHR) 
for homeland security. See <http://www.raytheon.com/products/stellent/groups/public/
documents/legacy_site/cms01_049201.psf>. Accessed August 28, 2007.
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of Guinea, to improve their maritime surveillance capabilities by installing coastal 
AIS receivers and radars and to provide the resulting information to the MSSIS 
Web-based distribution system. PACOM has been quite successful in encouraging 
cooperation in maritime surveillance and information sharing among the nations 
of Southeast Asia, particularly in the vicinity of the Strait of Malacca.

Given these encouraging activities, it appears that a Navy-led initiative to 
expand such efforts worldwide and to include the cost of such technical assis-
tance efforts in the Navy’s baseline budgets, rather than relying on the ephemeral 
nature of most COCOM direct funding sources, could have a significant payoff. 
To the extent that U.S. Navy expenditures for the technical assistance that other 
countries need to become full partners in the provision of ocean surveillance 
information are modest, such an initiative might be very cost-effective. 

Taking Advantage of Existing Commercial Ship Surface Search Radar 
and AIS Data. In addition to the dedicated active and passive ocean surveil-

Figure 3-15, bitmapped, b&w
R01141

FIGURE 3.15 OTH-B. SOURCE: Federation of American Scientists. 1999. U.S. Air 
Force, over-the-horizon-backscatter (OTH-B) air defense radar system, June 29. See 
<http://www.fas.org/nuke/guide/usa/airdef/an-fps-118.htm>. Accessed August 28, 2007.
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lance systems that are already designed to feed various monitoring, analysis, and 
control centers, most ships and aircraft at sea, military and civilian, operate their 
own radars in the interest of safe navigation and the avoidance of collisions. It 
has been suggested that the local information from such sensors could greatly 
expand the coverage of networked ocean surveillance sensors.

Of particular interest to the committee is the potential harnessing of the local 
radar and AIS displays available on all commercial ships that are already subject 
to IMO agreements. Given the tens of thousands of such ships that are usually 
at sea, this appears to constitute a significant source of surveillance informa-
tion if it can be tapped at reasonable cost. The U.S. Navy is already fielding a 
SureTrak capability for its ships to integrate its own ship radar and AIS receiver 
data. Presumably that integrated picture can be transmitted ashore over military 
communications channels and integrated into the expanding U.S. MDA informa-
tion system. The extent to which such information derived from military sources 
could be routinely shared with prospective MSP nations should be investigated. 
It should be noted here that the number of commercial ships at sea is much larger 
than the number of military ships and could considerably expand coverage. 

Figure 3.16 indicates the relative historical densities of several types of ships 
per square degree of latitude and longitude, including fishing vessels, merchants, 
and tankers. Smaller ships are not included. The maximum density (lightest 
shade) is greater than 25 ships per square degree. At about 50 degrees latitude, 

Figure 3-16, bitmapped, color or b&w (?)
R01141

FIGURE 3.16 Commercial shipping density.
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this corresponds to more than one ship per 110 sq nmi. As a check, the committee 
examined an AIS snapshot near Portsmouth, England, taken on October 8, 2004, 
at 13:03:28 UTC, the area of highest density in the figure. The committee counted 
43 ships per square degree, or one ship per 64 sq mi, which is consistent. 

As shown in Figure 3.16, the average density of commercial ships at sea is 
highest in the approaches to commercial harbors, along coastal routes, and in and 
near well-known choke points, as would be expected. This suggests that commer-
cial shipborne navigation radars offer the potential for sufficiently robust cover-
age in many areas of the world to largely preclude any ship from being able to slip 
through undetected and reported. Even in less frequented areas, ships attempting 
to remain undetected would be greatly challenged to find an evasion route.

For such a concept to be effective, there would have to be an affordable method 
of piping the available surveillance information ashore from operationally sig-
nificant standoff distances. The potential cost to shipowners of using commercial 
satellite telephony for such purposes appears to have inhibited serious exploration 
of this concept to date. Fortunately, modern image/data compression techniques 
promise to reduce the file size of such periodic reports to manageable levels. Such 
techniques, when combined with emerging government-sponsored (and perhaps  
government-subsidized) satellite communications services such as those being 
provided by Increment 3 of the DHS/USCG NAIS program and other systems 
that utilize the Iridium, ORBCOMM, or GlobalStar satellite communications 
constellations, offer considerable promise for providing the needed linkage at 
acceptable cost.

For example, a simplified analysis indicates that in an area from which 1,000 
ships are reporting every ship contact from radar or AIS with a 1,000-bit message 
every 15 to 60 minutes, a ship would require a data rate of no more than about 
11 kilobits per second (kbps) even in areas of extremely dense traffic (such as 
one vessel per square nautical mile). At current International Maritime Satellite 
(INMARSAT-C) rates, this type of reporting incurs a modest price and is well 
within the capacities of commercial satellite communications systems. Assuming 
a radar coverage range of 24 nmi and an AIS range of 50 nmi, 1,000 ships with 
no overlapping coverage could cover 8 million sq nmi for AIS and 2 million sq 
nmi for radar. At an average ship speed of 15 kt (based on a cursory examination 
of vessels described in Jane’s Merchant Ships, June 2007), 1,000 ships would 
sweep out about 1.5 million sq nmi per hour for AIS and 0.75 million sq nmi 
per hour for radar, presuming that coverage separation remained the same. An 
isotropic distribution of ships is of course not likely, so the foregoing estimates 
are upper limits, but real-world performance of even half that amount could be 
very significant. It might, for example, provide nearly solid coverage of the U.S. 
East Coast out to 200 miles.

As with other sources of information on commercial ship location, cargoes, 
and routing that are potentially competition-sensitive, the data handling system 
would have to provide appropriate safeguards. 
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Feeding Routine Offshore Surface Contact Data Generated by Military 
Ships and Aircraft into the Surface Ship Database. As noted above, the Navy 
is already planning to outfit at least some of its ships with the SureTrak feature 
that integrates surface search radar and AIS receiver information. A more general 
and widespread implementation of this concept among all of the navies of the 
MSP nations could further increase active surveillance coverage. If cooperating 
nations were to further expand the concept to include all of their radar-equipped 
government ships and aircraft, additional coverage would become available. 
Again, the U.S. Navy is well positioned to provide technical assistance for such 
an MSP initiative. A first step would be to seriously analyze the potential for 
coverage and its utility, along with cost.

Reactivation and/or Expansion of an Integrated Undersea Acoustic Sur-
veillance System. The U.S. Navy has a long history of successfully employing 
fixed and mobile passive acoustic surveillance systems to detect vessels of inter-
est in key areas of the world. During the Cold War, those vessels of interest were 
almost always Soviet, particularly the submarines and other warships. These 
surveillance systems were generally considered “fleet assets” and were managed 
outside the purview of the intelligence community—an arrangement that has 
certain “optical” benefits in the current international environment.

With the end of the Cold War, the need for such labor-intensive acoustic 
surveillance systems declined appreciably, but the relevant expertise has been 
retained and even extended in the form of experimental distributed underwater 
arrays, towed surveillance arrays, tactical sonar systems, advanced sonar buoys, 
and acoustic capabilities for unmanned underwater vehicles. As with the airborne 
surveillance provided by MPA and BAMS, these acoustic surveillance efforts are 
currently focused largely on fleet protection, not persistent, broad ocean surveil-
lance of the type envisioned by the MPS initiative.

Modern signal processing techniques and automated data handling suggest 
that increased utilization of acoustic surveillance concepts may complement the 
other enhanced surveillance concepts summarized above. As with specific emitter 
identification (SEI) techniques employed in the passive ELINT regime, the acous-
tic signatures of ships can provide considerable useful information in addition to 
the location of the ship. As the nation’s expert in ocean acoustic surveillance, the 
U.S. Navy is well positioned to expand its efforts in this field beyond the protec-
tion of fleet assets to include the broader information collection and sharing goals 
of the MSP initiative.

Again, the promise of integrating such capabilities into a broader maritime 
surveillance regime appears to warrant further investigation.

Enhancements of Existing and Planned National Technical Means/
National Reconnaissance Office (NRO) Satellites. In recent years the main 
threats against which the United States has postured its military capabilities in 
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general and its orbiting surveillance capabilities in particular have been terrestrial. 
Consequently there has been little apparent attempt to extend the capabilities of 
these enormously capable and expensive NRO systems to improved surveillance 
of important ocean areas in ways that would help locate and identify unco-
operative ships. The committee believes that the prospect of large payoffs for 
relatively small enhancements of the functionality of planned new spacecraft are 
sufficiently attractive to warrant a detailed investigation of the cost and probable 
effectiveness of such enhancements.

findings and Recommendations

The U.S. Navy is uniquely qualified to help expand international maritime 
surveillance in support of its and its partners’ maritime security goals. In particu-
lar, as the nation’s primary repository of expertise on broad ocean surveillance, 
the U.S. Navy is best qualified to help improve the surveillance of key areas of 
the ocean surface and to provide the additional surveillance information to other 
nations whose maritime security it would enhance. 

Finding: There is a range of technical options for improved ocean surveillance, 
some of them near term, that should be less costly than fielding large, new sen-
sor systems. Some of them exploit data from a growing inventory of commercial 
remote-imaging sensors and satellites, others entail maritime-directed upgrades 
to existing over-the-horizon radars and/or national reconnaissance systems, and, 
finally, still others involve coastal radar surveillance of the near-in waters of 
partner states.

Finding: In many parts of the world, U.S. naval component commanders are well 
positioned to encourage coastal nations to improve their own maritime surveil-
lance capabilities. To this end there are some relatively low-cost, high-payoff 
improvements for which the Navy could provide not only technical assistance 
(an example would be the selection and siting of coastal radars) but also material 
assistance by such means as the Section 1206 funding mechanism.15 In some 
places such programs are well under way, but many more opportunities could be 
productively pursued.

Recommendation 8: The Chief of Naval Operations (CNO) should direct the 
Director of Naval Intelligence (N2) and the Deputy Chief of Naval Operations 
for Communication Networks (N6), and the Assistant Secretary of the Navy for 
Research, Development, and Acquisition should direct the appropriate laborato-

15 Section 1206 funding, named for the section of the 2006 National Defense Authorization Act that 
authorizes it, is designed to help other countries build capacity within their national military forces. 
The authority allows DOD, in consultation with the State Department, to spend up to $200 million 
a year to help other countries.
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ries, system commands, and program executive offices to increase their efforts 
to investigate, analyze, and help field, if appropriate, the most cost-effective 
combinations of capability across the potentially promising approaches to per-
sistent, improved broad ocean surveillance that are identified in Chapter 3. To 
facilitate this initiative, the CNO should (1) seek a higher level of representation 
at the National Reconnaissance Office, where decisions are made on U.S. sensor 
performance goals, and (2) leverage its newly expanded role in the Office of the 
Director of National Intelligence (ODNI) to encourage the inclusion of maritime 
surveillance features in the next generation of commercial remote sensors from 
which the ODNI expects the agencies, particularly the nongovernmental agencies, 
to contract for products. 

Recommendation 9: The Chief of Naval Operations, in coordination with the 
combatant commanders, should direct the Director of Naval Intelligence (N2) and 
the Deputy Chief of Naval Operations for Communication Networks (N6), and 
the Assistant Secretary of the Navy for Research, Development, and Acquisition 
should direct the appropriate laboratories, system commands, and program execu-
tive offices to ensure that naval component commanders have the appropriate 
expertise and other assets to facilitate an outreach program to coastal states that 
would benefit from improved maritime surveillance capabilities.

Analyze/Fuse

framing the Challenges

Given the variety of current and potential surveillance data and intelligence 
information that can be exploited, it is important to recognize the functions that 
will need to be performed in the analysis and fusion of this multimodal data. As 
depicted in Figure 3.17, there are four such functions required to transform data 
into actionable decision-making information: 

•	 Data conditioning is the development of a common ontology/data 
model.

•	 Data fusion entails combining data at various levels.
•	 Data mining involves the discovery of patterns and associations in large 

static datasets.
•	 Human–systems collaboration environments entail the development of 

visualization and collaborative decision-making tools for maritime security analy-
sis and tasking. 

For reference purposes, the Joint Directors of Laboratories (JDL) data fusion 
group model developed by the U.S. DOD JDL/Data Fusion Subpanel is cited. The 
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five levels of fusion are (1) subobject data association and estimation: pixel/sig-
nal-level data association and characterization at the sensor level (L0), (2) object 
refinement (L1), (3) situation refinement (L2), (4) significance estimation or 
threat refinement (L3), and (5) process refinement: adaptive search and process-
ing resource management (L4).

For the foreseeable future, the technical challenges of data mining and data 
fusion will be heavily concentrated on the U.S. side. Clearly, the multinational 
shared information space—lower volumes from fewer sources of raw data, at 
least to start—will not demand this level of information analysis and exchange. 
However, overall data mining, analysis, and fusion technologies must advance in 
order to create rationalized alerts and actionable information that may then be 
shared with partner nations in sanitized form in accordance with bilateral agree-
ments. As regional communities share information with the global community, 
the amount of multimodal data that will need to be mined, exploited, and shared 
in a timely manner in order to maintain maritime security will pose several tech-
nology challenges in each of the MDA analysis/fusion functional areas.

Data Conditioning Central to the analysis and fusion problem is the need for a 
common language to describe the data in the context of maritime security. Data 
from disparate sources must be translated into a form that can be cross-associated, 
time-stamped, and/or correlated by the fusion and mining components. This data 
alignment challenge grows as the number and variety of data sources increase. 
And, as the data set expands to include internationally gathered information, 
special consideration must be given to language translation technologies such as 
those used in Translingual Instant Messaging (TRIM), employed in the CNIES 
program by JIATF-S, or in the Foreign Language Media Monitoring program 
sponsored by the Defense Advanced Research Projects Agency (DARPA). 

Overall, the committee notes that some good technology work is being done 
in this area; however, most of the efforts are focused on a specific regional MDA 
solution or a unique data conversion challenge. There is no broadly applicable 
maritime domain data model with associated translation technologies. However, 
the efforts of the MDA DS COI are an important first step in the development 
of an overall architecture for information management and dissemination in this 
domain. More specifically, the MDA DS COI effort is working to transform data 
discovery and access from stovepiped systems to Web services using DOD Net-
Centric Enterprise Services and the MDA COI standards. The envisioned capabil-
ity is aimed at full MDA data exposure at unclassified and GENSER levels based 
on the MDA COI schema.

Data Fusion As shown in the diagram, data fusion as defined here involves 
(1) sensor data fusion, (2) anomaly detection, and (3) vessel context association 
(incorporating data such as crew, cargo, financial data, ownership, and so on).
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Sensor Data Fusion. This capability involves correlating available sensor 
information (emitter characteristics, imagery, AIS data, and so on) to positively 
identify a maritime entity and associate that entity with track data. To produce 
known good tracks (i.e., accurate positions and unambiguous updates) and sub-
sequently detect anomalies (i.e., vessel behavior outside the norm), there must 
be enough multisource data to exploit. With the development of more data types 
and data sources to contribute to MDA (as described in the section “Sense/Col-
lect”), and if the above recommendations for analysis and placement of surveil-
lance sources with adequate sensitivity and coverage are exercised and assets 
are directed and utilized appropriately, the availability of data should not be an 
issue in the future. Instead, the challenge will lie in how well all the available 
information can be fused together into high-quality, multisource tracks, prefer-
ably including vessel, crew, and cargo information. Rising to this challenge will 
require resolving competing claims to ownership of the data and the algorithms 
that process the data.

Anomaly Detection. The U.S. maritime security community currently moni-
tors dozens of high-interest vessels at any one time that could be affiliated with 
entities or individuals that could be involved in terrorism or other threatening 
or illicit activity. As noted in an earlier section, the identification of vessels of 
interest is substantially dependent on tips, often from law enforcement sources. 
Information on cargo and crew, for instance, is analyzed as part of the process. 
Such analysis can be quite effective and will continue to be important. However, 
this analysis can involve a substantial amount of cognitive effort by those who 
stand watch and by analysts to infer intention or activity from patterns of motion 
and other observables. The purpose of the various anomaly detection initiatives 
is essentially to automate this manual process and enable early detection of an 
emerging threat. The current focus is on identifying threat vessels from among the 
more than 50,000 vessels over 300 GT that are engaged in international maritime 
commerce. Such an automated capability could then bring vessels of interest to 
an operator’s attention for manual verification and a decision on course of action. 
An essential step for the development of a robust, automated process is the under-
standing of common practices of the maritime community and the representation 
of that understanding in a normalcy database.

DARPA research in programs such as the Fast Connectivity for Coalition 
Agents Program (FASTC2AP) and Predictive Analysis for Naval Deployment 
Activities (PANDA) is advancing the technology used to predict potential threats. 
For example, FASTC2AP is designed to allow users and watch-standers to spec-
ify vessel behaviors and characteristics that drive alerts and prompt operators to 
analyze those vessels further. Essentially a human-interactive, rule-based pro-
gram, FASTC2AP represents a first step toward automated anomaly detection. 
For example, an analyst can specify a set of known suspicious behavior patterns 
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(deviation from sea lane, slow speed in sea lane, close proximity/loitering with 
another ship, and so on) and specify rules that will trigger alerts. 

The PANDA program is aimed at developing a normalcy database for a given 
ship’s motion and using that normal behavior model to automatically identify 
anomalies or potential threats. Detection of potential threats based on analysis of 
vessel motion augmented with emission analysis is within the realm of possibility 
due to the increasing amount of information being collected by port authorities 
(by using human intelligence and law enforcement agencies), by the AIS, by other 
open sources, and by intelligence community sources that provide persistent, 
long-duration tracks on many surface vessels. The problem is highly challenging 
not only because there are so many monitored vessels but also because multiple 
organizations—continental United States (CONUS)-based intelligence centers, 
fleet-level fusion centers, and shipboard situation awareness cells—have separate 
roles, sensor ownership, and data access. Hence, any solution needs (1) to enable 
decentralized analysis; (2) to scale to different data availabilities, data rates, 
and levels of resolution; and (3) to permit efficient exchange of models, tracks, 
predictions, and alerts across organizations and classification levels. Essentially 
a fusion program, PANDA focuses on predicting vessel behavior given known 
good multisource track data, identifying potential threats, and cueing the further 
exploitation of the information (crew, cargo, financials, and so on) that is cor-
related with that vessel. 

Both FASTC2AP and PANDA are research programs that will require a 
transition sponsor should they prove to be effective. FASTC2AP is at a technol-
ogy readiness level (TRL) of 9 and is installed and has been used operationally 
by the Sixth Fleet and by NATO maritime elements. The goal is to harden the 
technologies and transition them to Navy programs of record by FY08-FY09. 
PANDA is in its first year (of four) as a DARPA program. A transition sponsor 
is to be determined.

Moreover, the products of these programs, while valuable to U.S. interests, 
will probably not be available to all the regional partners with which information 
is often shared at the unclassified level. On the other hand, the committee’s view 
is that selected basic capabilities can and should be provided to partner nations to 
advance both trust and capability. A basic analysis/fusion tool set such as might 
be included in a starter kit could allow the examination of more anomalies within 
such regional networks. A first anomaly detection capability might be software 
that can detect a change in reported AIS identification for a given vessel or that 
can detect a vessel traveling in a manner not consistent with its destination. In 
addition, and apparently as was envisioned as part of the noted MDA spiral 1 
effort, selected vessel tracking algorithms can be shared as releasable GOTS.

Although they are well worth pursuing, anomaly detection schemes are likely 
to have only limited ability to identify vessels of interest among the large numbers 
of smaller ships whose historical behavior has been noisy—that is, ships that have 
no stable historical pattern against which current behaviors can be compared.
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Beyond Vessel Information. Clearly, much of maritime security involves 
tracking of people and cargoes. As evidenced in JIATF-S operations, that class 
of information is absolutely crucial to success and requires an extension of inter-
agency relationships to better track the flow of people and cargoes of interest and 
relate them to shipping activity. Similarly, efforts in both the law enforcement 
and intelligence communities involve linking vessel track data with the informa-
tion on a ship’s manifest to identify vessels of interest. To reduce the threat to 
maritime security, emphasis must be placed on analyzing and selectively sharing 
information on crew, cargo, supply chain, financials, ownership, and so on. The 
committee understands that access to this information implies the existence of a 
robust interface with the broad law enforcement community such that relevant 
vessel context information can be fuzed with vessel track and behavior predic-
tions. Linking this context information is automated by the use of tools such as 
those sponsored by the Office of Naval Intelligence (ONI) and investigated as 
part of the N6 MDA activity. For example, one such tool, SeaPort, is establish-
ing a global MIO database. Another tool, Global Trader, is currently focusing 
on foreign-to-foreign transport of shipping containers (60 to 70 percent of all 
global shipping data). Another unclassified module, Cargo Link, is expected to 
provide for research and prediction of cargo data and pattern mapping for cargo 
and manifests.

Data Mining Data mining involves correlating various kinds of information 
from both structured and unstructured databases and evaluating the correlated 
data sets to detect previously unknown patterns. It focuses on the relationships 
between objects in the databases and involves link analysis, which is building 
networks of interconnected objects in order to predict future events. The main 
tasks of link analysis are to extract, discover, and link together sparse evidence 
from vast amounts of data, to represent and evaluate the significance of the related 
evidence, and to learn patterns to guide the extraction, discovery, and linkage of 
entities. The discovered relationships may be transactional, geographical, social, 
or temporal. 

Data mining technologies of this sort have been applied in a number of 
domains—in commerce, stock-market analysis, medical research, and the insur-
ance industry, to name a few. As a result, there are countless commercial tools 
available to help analysts in a variety of fields absorb a vast amount of structured 
and unstructured data, visualize patterns, and predict behavior based on the pat-
terns that the analyst uncovers. 

While there are many commercial and custom tools to perform this pattern 
recognition, few tools exist to perform pattern discovery, specifically in the area 
of maritime security and threat analysis. Advances in automated model generation 
and hypothesis testing are required to reduce the human workload and expedite 
mining through the additional information that is likely to result from data sharing 
with nations in the MSP. The approaches under investigation appear consistent 
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with the Internet search architecture, although perhaps only a subset of such min-
ing tools may be releasable to regional partners for unclassified databases.

Human–Systems Collaboration Environment Visualization and analysis tools 
that allow an analyst to connect the dots (derive vessel intent, postulate threat 
scenarios, and so on) are an essential element in creating an MDA picture. Given 
known good tracks, predicted vessel activity, and maritime behavior models, 
command and control centers should be able to understand where—that is, on 
which vessels of interest—to focus their maritime security operations. However, 
there is a great need here as well for advances in automated model generation and 
hypothesis testing to further reduce the human workload. Current data mining and 
visualization techniques will have difficulty keeping up with increasing amounts 
of MDA-related structured and unstructured information. 

The state of the art in MDA data fusion and data mining requires much 
interaction with humans. Since most technology solutions in use today solve 
the level 0 (data source processing) or level 1 (object refinement) problem, no 
real capability has been implemented to handle fusion for the large amounts 
of diverse, uncertain maritime data at higher fusion levels. Indeed, automated 
fusion tools at JDL levels 2 (situation refinement) and 3 (threat refinement) are 
part of the science and technology (S&T) community research agenda. DARPA’s 
FASTC2AP program, for example, includes development of Web-enabled tools 
for global maritime awareness. FASTC2AP’s human–machine interface allows 
users to create and configure agents and deploy Web portal technology to auto-
mate the currently manual processes. While there is some specific research work 
in this area, efficient and effective integration of humans into the fusion process 
is not yet widely understood. 

Higher-level decision support functions (detecting anomalies, predicting 
behavior, establishing relationships, deriving intent) is, as a result, primarily per-
formed by analysts. To make good use of increasing amounts of diverse maritime-
related data, research (and plans for subsequent technology transition) in human-
guided fusion algorithms and automated fusion technologies must be included in 
an overall MSP strategy. More specifically, research is needed to take maritime 
situation awareness to the next level of data visualization, relationship explora-
tion, and link analysis in order to strengthen maritime intelligence discovery. 

ad�ancing the State of the Practice

Today, the majority of maritime domain information is in stovepiped sys-
tems, and the focus is on tracking vessels of interest. While this manpower-inten-
sive practice is useful in reducing the potential for harm by terrorists or criminals, 
more can be done through increased data collection, analysis, and fusion to 
further reduce this threat. As illustrated in Figure 3.18, future MDA capability 
could further support common maritime security interests, provided that (1) there 
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is a common baseline for situation awareness at the unclassified level and (2) 
current research and demonstration technology aimed at higher levels of fusion 
is successfully transitioned into the operational community. Although the figure 
focuses on the terrorism threat, it depicts principles that apply more broadly. 

Providing Shared Analysis and Fusion Capabilities in the Near Term One way 
to advance the state of the practice is to start with a baseline for a well-under-
stood maritime COP. In other words, we can advance the state of the practice 
by bringing all partner nations up to a base level of situation awareness through 
the dissemination of starter kits that include COTS or releasable GOTS fusion 
tools. These tools for merging AIS, imaging systems, and radar data would cre-
ate an integrated and more reliable situational awareness capability for all MSP 
participants. Candidate starter kit tools can be provided that have been quite well 
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FIGURE 3.18 Strengthening maritime domain threat recognition. SOURCE: Based on 
Chris Dwyer, Naval Research Laboratory, 2007, “Comprehensive Maritime Awareness 
(CMA) Joint Capabilities Technology Demonstration (JCTD),” Proceedings of SPIe [So-
ciety of Photo-Optical Instrumentation Engineers], Vol. 6578, Defense Transformation and 
Net-Centric Systems 2007 [Conference], Orlando, Fla., April 9-13.
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tested in operational implementations; they would be used primarily for vessel 
identification and tracking. Consider, for example, NavAir’s SureTrak, a proven 
MDA system capable of interfacing with existing sensor and C2 systems. Using 
data from a variety of sources (surface and air surveillance radar, video tracking 
systems, GPS, AIS, and so on), SureTrak is used primarily to improve harbor 
surveillance. This computer display system monitors marine harbor traffic, issues 
advisories to vessels in areas elected by the system operators, and provides the 
operators of the system with an early warning of unacceptable traffic conflicts 
in the confined waterways of the harbor. Each system consists of a number of 
remote sites providing radar, camera video, and audio communicated to a central 
vessel traffic center (VTC). VTC data integration and display provide the ability 
to identify and monitor vessel traffic by fusing multiple radars on a single display. 
SureTrak is a sample open-architecture, government-owned, and commercially 
available fusion system. The U.S. Navy should consider sharing some of these 
technologies at the unclassified level with nontraditional partners in order to 
boost rudimentary MDA. SureTrak and other such technologies are already being 
considered as part of the Navy MDA activity. 

Commercial tools for data fusion and data mining might also be of interest 
and should be considered a component that requires the participation of humans. 
Analyst toolkits designed to perform statistical processing would be of little 
value to a Navy operator; however, tools to associate data from disparate sources, 
threat and risk assessment tools, and collaboration and visualization tools could 
certainly augment the overall fusion and analysis capability.

Leveraging Advanced Technology Research The current focus appears to be 
on an evaluation of the available technology (both COTS and emerging GOTS) 
in order to solve first-order MDA problems (vessel tracking, rudimentary anom-
aly detection, threat identification, communications, and collaboration). This 
approach strikes the committee as the right course of action to begin develop-
ment of an integrated MDA capability. However, significant additional system 
design and engineering will be required to develop an intelligent, integrated, and 
automated MDA COP. 

At JDL levels 0 and 1, technologies exist and can be integrated into a pro-
totype solution insofar as they have been developed for incorporation into a net-
centric, service-oriented architecture. On the other hand, technology at higher 
JDL levels is currently a more advanced research problem, as discussed above. 
Higher levels of fusion technology are being developed under various S&T pro-
grams sponsored by research-oriented government agencies. The aforementioned 
DARPA programs (PANDA, FASTC2AP) are examples of the results of such 
fusion research. In addition, the Office of Naval Research (ONR) has taken the 
initiative to leverage commercial technology in such programs as Pattern Analysis 
and Bayesian Link Discovery Tool for Transactional Networks (PALADIN) and 
Cleverset. Through ONR’s Commercial Technology Transition Office, PALADIN 
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was developed to detect threat activity and perform network analysis by effi-
ciently searching massive, noisy data that may be unreliable, incomplete, or 
inconsistent. PALADIN’s anomaly detector, partial pattern matcher, hypothesis 
evaluator, and hypothesis merger can be used for maritime data fusion and 
analysis. They include a data model and database interface specification for 
extracting entities, links, and attributes from new data sources. PALADIN also 
includes a network visualization tool for exploring and discovering networks 
and evaluating threat hypotheses. In another ONR-sponsored example, Cleverset 
was given a small business innovation research award to apply its commercial 
algorithms in the development of improved report-to-track (RTT) fusion, track-
to-track (TTT) fusion, and hybrid RTT/TTT fusion technology. Through both 
 government-sponsored research and commercial technology transition, the gaps 
in MDA can begin to be filled.

In addition to needing funding and transition agency sponsorship, technology 
transition cannot occur efficiently without software engineering for the research 
work products. The DOD vision for net-centric warfare will necessitate a fresh 
view of the software engineering—that is, of the packaging of these emerging 
fusion technologies. For these technologies to fit into a net-centric information 
exchange environment, a common lexicon, software framework, and protocols 
must be developed and leveraged. In some cases, legacy technologies developed 
for closed-environment, stovepiped systems will need to be reengineered to ensure 
that the newly refactored software encapsulating a custom fusion algorithm is 
extensible, modular, portable, and self-describing. Clearly, a strong emphasis on 
software architecture and meta software project management must be considered 
in any large-scale systems integration effort for MSP. This is evidenced in the N6 
MDA prototyping efforts, where the criteria for incorporating a technology into 
the demonstration spirals include not only the technology’s ability to address the 
requirements for MDA but also the ease with which the technology fits into a net-
centric, service-oriented architecture. In short, if the technology is not or cannot 
be packaged correctly to fit, transition will be severely inhibited. 

findings and Recommendation

Finding: Research and demonstration programs sponsored by various agencies 
have produced good work that addresses some of the technology gaps in the cur-
rent analysis and fusion of maritime domain awareness information. Much of the 
technology being developed to analyze and fuse data on maritime entities is in 
the early stage, in prototype form. However, as reflected in Navy efforts ongoing 
as of this writing, there are commercial off-the-shelf and potentially releasable 
government off-the-shelf analysis and fusion tools and software that offer early, 
useful capabilities for maritime security partnerships.

Many ongoing maritime security and domain awareness efforts are currently 
funded under Iraq and Afghanistan supplemental budgets. This situation could 
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result in an unfortunate loss of focus on MDA and a loss of momentum in the 
development of an overall MDA architecture when supplemental budgets for 
these nonmaritime contingencies wind down or stop.

Recommendation 10: To leverage analysis and fusion technology and tools, the 
Chief of Naval Operations should assign the Deputy Chief of Naval Operations 
for Communication Networks (N6) (along with the relevant laboratories and 
systems commands) to take responsibility for maritime domain awareness-related 
analyze-and-fuse technologies, either for their short-term application as part of 
a starter kit (in releasable government or commercial off-the-shelf form) or for 
longer-term advanced research with identification of transition opportunities. 
Given that these efforts are of long-term importance, independent of the purposes 
of current supplementals, the Deputy Chief of Naval Operations for Resources, 
Requirements, and Assessments (N8) should work on funding maritime domain 
awareness efforts in the mainstream of the Navy budget.

Recommendation 10 expands Recommendation 7, which calls for the devel-
opment of IT infrastructure starter kits to facilitate and accelerate operational 
information-sharing initiatives that include analysis/fusion tools.

Decide/Act

As described above, the decide/act function calls for consultation and coor-
dination mechanisms to support the decision process among partners and the 
execution of an action once a decision has been made. There is a very broad range 
of appropriate responses to the detection of suspicious activity and the sharing of 
the information. Such responses range from a simple maritime intercept opera-
tion by the patrol craft of a coastal nation in response to information provided 
by another nation, to highly complex, coordinated multinational use of aircraft, 
ships, and port authorities to deal with a suspected perpetrator.

Realizing the ultimate benefits of new or strengthened partnerships demands 
that such mechanisms exist at both the operational level (among partner nodes 
and centers) and the tactical level (among ships, boats, and aircraft and their com-
mand nodes). Key enablers include the following:

•	 Bilateral or multilateral agreements that specify the allowable scope of 
action, the rules of engagement, and so on. Table 3.2 illustrates some tactical 
actions that are codified in existing bilateral agreements, in this case a template 
of eight possbile actions taken from agreements between the USCG and partner 
nations in the south Atlantic and Caribbean (Coast Guard District 7); 

•	 Supporting procedures—for example, a partnership analogous to the U.S. 
interagency Maritime Operational Threat Response conference procedures devel-
oped in response to the NSMS); and
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•	 Supporting system capabilities, which are the focus of this section, 
“Decide/Act.”

Several building blocks of the supporting system’s technical capabilities can 
be identified. For coordination and consultation, there is a substantial amount 
of readily available COTS tools/functionality—and sometimes even releasable 
GOTS—in areas such as multimedia collaboration and multilingual chat. The 
TRIM tool used by JIATF-S for Spanish translation—but supporting some 13 lan-

TABLE 3.2 Representative Tactical Action Agreements

Tactical Action Tactical Action Agreement

Ship boarding Standing authority or procedures for the USCG to stop, 
board, and search foreign vessels suspected of illicit traffic 
located seaward of the territorial sea of any nation.

Ship riding Standing authority to embark law enforcement (LE) 
officials on platforms of the parties, whom officials may 
then authorize to perform certain law enforcement actions. 

Pursuit Standing authority or procedures for U.S. government 
LE assets to pursue fleeing vessels or aircraft suspected 
of illicit traffic into foreign waters or airspace. May 
also include authority to stop, board, and search pursued 
vessels.

Entry to investigate Standing authority or procedures for U.S. government LE 
assets to enter foreign waters or airspace to investigate 
vessels or aircraft located therein suspected of illicit traffic. 
May also include authority to stop, board, and search such 
vessels. 

Overflight Standing authority or procedures for U.S. government LE 
assets to fly in foreign airspace in support of counterdrug 
operations. 

Relay order to land Standing authority or procedures for U.S. government LE 
assets to relay an order to land in the host nation to aircraft 
suspected of illicit traffic.

International maritime  
interdiction support

Standing authority or procedures for U.S. government LE 
assets to moor or stay at national ports, entry of additional 
U.S. government LE officials (by ship and/or aircraft), 
entry of suspect vessels not flying U.S. or host nation flag, 
escort of persons from suspect vessels through and out 
of host nation (by ship and/or aircraft), and landing and 
temporarily remaining at international airports for logistics.

Third-party platforms Provides for operations from vessels of nations other than 
the parties to the bilateral, usually by LE detachment from 
third-party vessel.
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guages—is an example of releasable GOTS. Such software offers support at both 
the operational and tactical levels and calls for only a modest PC capability.

For the exercise of C2, there is the obvious need for connectivity extending 
to the tactical level. The solutions range from a rudimentary, beyond-the-line-
of-sight radio voice capability to high-bandwidth, satellite-based data capability. 
Here, too, capability building blocks are readily available. For instance, Navy 
plans are leveraging CENTRIXS-provided capabilities and call for providing 
Iridium satellite phones to selected partner nodes as part of a fly-away package 
(see Figure 3.6). As mentioned earlier, DOD makes available a GOTS PC-based 
C2 package suitable for supporting these types of activities.

Technology opportunities exist in this functional domain, too. For example, 
beyond the current technology for video teleconferencing, an emerging so-called 
telepresence technology is beginning to provide realistic and full contextual face-
to-face experience. Further, the section “Analyze/Fuse” touched on the technolo-
gies and decision-support tools in areas such as visualization.

Clearly, the selection of technologies and fielded products must be tailored to 
the supporting infrastructure, defined broadly—for example, bandwidth (the well-
known “disadvantaged user” issue) and sustainment and training capabilities.

Providing collaboration, consultation, and coordination capabilities at the 
operational and tactical levels is not viewed as a complex technological challenge. 
The issues involved in sharing such support with nontraditional partners relate 
to the availability of COTS or releasable GOTS products and tailoring them to 
the situation at hand. The provision of communications and collaboration tools 
and systems should be included within the broader “design template,” “maritime 
security partnerships catalog,” and “starter package” referred to in Recommenda-
tion 7.

PROTECTINg WHILE SHARINg INFORMATION

The concept of MSP requires the collection, storage, and sharing of infor-
mation, but the potential for disruption and compromise exists at each of these 
stages. Depending on a number of factors, including level of trust, potential vul-
nerabilities, and cost and availability of information protection solutions, different 
connectivity architectures will be employed for different partnerships. In addition 
to the concerns inherent in maintaining secure communications and networks, 
there is the issue of protecting the information itself, with concerns ranging from 
revealing sensitive ship positions to giving away a competitive advantage. These 
are concerns for both the United States and the prospective maritime partners.

The approach to assessing potential vulnerabilities when sharing information 
starts with an (open source) assessment for different levels of connectivity among 
the partners and is followed by a generic assessment of the vulnerability of the 
systems architectures envisioned to support these partnerships. This is followed 
by an assessment of residual vulnerabilities and their impact on the sometimes 
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difficult trade-offs between sharing and protecting information within a partner-
ship context.

Figure 4.2 in Chapter 4 lays out a spectrum of maritime security issues, 
from traditional military naval warfare at the high end to law enforcement issues 
such as illegal fishing at the low end of conflict. The issues will be resolved by 
different information security and protection regimes found across this spectrum. 
For example, U.S. ties to its closest allies deal with the entire security spectrum 
and often involve the sharing of Secret information (e.g., CENTRIXS networks), 
while its less mature partnership arrangement might involve sharing unclassified 
information, perhaps including sensitive law enforcement information, at the 
lower end of the spectrum.

general Considerations

Box 3.1 pairs the sources of potential threats to MSP and the tools they use 
to exploit system vulnerabilities. Although MSP does not think of nations per se 
as the only potential adversaries, a nation might be suspected of engaging in a 
hostile act if it were perceived to be behaving counter to its own interests in mat-
ters such as fishing rights, navigational freedom, or environmental restrictions. 

Certain competitor nations have highly sophisticated capabilities in infor-
mation operations, but the risk that they would mount an all-out attack on MSP 
information systems appears to be slight. On the other hand, a national power 
might wish to obtain or compromise MSP data to gain a commercial advantage.

Terrorist and criminal organizations can hack into computer systems to steal 
information, alter databases, and disrupt networks. It is assumed that they would 
use these capabilities sparingly since their principal objective is to avoid detec-
tion. The main concern is their acquisition of privileged information.

The potential exists for nonstate actors to disrupt partnerships for political or 
ideological purposes. Such hackers or activists have demonstrated the ability to 
disrupt major networks with distributed denial-of-service attacks.

BOX 3.1 
Hierarchy of Threats and Vulnerabilities to MSP Connectivity 

and Information Protection

•	 National (e.g., North Korea)—information operations, physical attack
•	 Terrorist organization (e.g., WMD transport)—hacking, deception
•	 Criminal organizations (e.g., drug cartels, piracy)—hacking, deception
•	 Nonstate actors (e.g., hackers and activists)—network attack
• Legal “infringers” (e.g., fishing rights, immigration)—deception 
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At the low end of the threat spectrum are violations of a partner’s laws or 
rights, such as happens with illegal immigration or an encroachment on fishing 
rights. Many countries seek partnerships with the United States because it is in 
their interest to do so. The threat perpetrators pose to connectivity and informa-
tion protection is minimal because, again, their priority is to remain undetected.

The threat from an MSP standpoint is the potential for compromise of 
information that partner nations wish to keep private from nonpartner entities 
for reasons of national security or commercial advantage. If partners feel their 
information is not secure from unauthorized access or intentional data corruption, 
they may decline to share it. While breakdown in connectivity is a possibility that 
cannot be overlooked, it appears to be less of a threat to privacy.

Protection Technology

Table 3.1 listed seven systems that enable maritime information sharing, 
and Figure 3.7 depicted the N6 multilevel sharing architecture from unclassified 
systems such as MSSIS to classified systems such as CENTRIXS. Informa-
tion protection issues exist with the sharing of unclassified as well as classified 
information (e.g., CENTRIXS nets for Joint Task Force-150). For instance, law 
enforcement information related to tips is generally viewed as sensitive even 
though the information has not been classified in a formal sense. Given the range 
of security regimes driven by sharing at different levels of classification and/or 
sensitivity, it is important to identify a corresponding range of readily available 
building blocks for information protection.

The architecture for information sharing between or among nontraditional 
partners will be implemented with COTS products integrated into an open archi-
tecture backbone context and protected by COTS security products. Classes of 
information and network protection technology are listed in Box 3.2.

BOX 3.2 
Classes of Information and Network Protection Technology

• Multiple security levels (not the same as multilevel security)
• Commercial security technology
 —IP Sec (IPv4, IPv6)
 —Secure Sockets Layer, Virtual Private Network
• Multilevel security technology
 —Hardware-enforced security
 —Software-enforced security
 —Radiant Mercury
 —Trusted operating systems
 —Guards
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Multiple security levels are required for protection of classified information 
as opposed to software-imposed multilevel security in an operating system. As 
an alternative to human-intensive “air gaps” to protect information and networks 
on the U.S. side of the interface, automated, filtered interfaces (e.g., Radiant 
Mercury guard) between security levels are needed to ensure capacity and timely 
workflow. Issues exist with current guard technology and products. For example, 
Virtual Private Network (VPN) security via commercial Internet service provider 
connection is blocked by some routers if Network Address Translation is applied 
behind a firewall to increase the number of users at a single IP address. However, 
these issues can be overcome with proper system design.

U.S. policy with respect to protection is driven by the level of protection 
associated with the information. Some national security information can be 
deemed to be classified and possibly also compartmented. Other national security 
information can be deemed to be unclassified, with a wide range of Controlled 
Unclassified Information (CUI) designations, including relevant law enforcement 
information standards. Finally, some unclassified information is not considered 
as national security information but yet may require protection under a particular 
partnership agreement. 

Decisions made with respect to a particular partnership arrangement within 
which various kinds and levels of information are to be shared will dictate policy 
and derivative requirements for certification; acceptable choices among protection 
strategies; and products in areas such as user authentication, access controls, and 
information confidentiality.

In the maritime sharing domain, concerns may arise about aggregate ship 
position information, which might compromise competitiveness, or about the 
potential exposure of law enforcement sources and methods. Therefore, even for 
unclassified information, commercial security such as Type 3 encryption, VPN, 
SSL, and Transport Layer Security (TLS) would be appropriate. Other commer-
cial products for security and control of access to information include ID cards 
with biometrics for user authentication.

Even networks and databases handling unclassified information need consis-
tent application of COTS privacy and security products. DOD policy, although 
apparently not uniformly enforced, is that so-called common-criteria products 
certified by the National Institute of Standards and Technology (NIST; not the 
National Security Agency) are used in such cases. A difficulty with the NIST-
certified products is that it costs vendors time and money to get certified, so the 
number of available building blocks is constrained.

Managing Risks

The application of an open architecture employing commercially available 
security technology basically ensures that there will be some degree of vulner-
ability for system and data integrity. In general, then, the issue here is one of 
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managing risk. It must be assumed that some of the shared maritime information 
will somehow become available to adversaries of the United States and its part-
ners, including terrorists and criminal elements, through insider knowledge if not 
through network penetrations.16

Box 3.3, a listing of residual vulnerabilities assuming the application of com-
mercial security protection, includes vulnerabilities associated with adversarial 
actions but also includes system design-level vulnerabilities that can bring down 
networks and compromise information. The most common forms of computer 
network attack are to overload the network to bring it down (distributed denial of 
service [DDOS] attacks) or to somehow gain access to the system (by hacking) 
to attack the operating system, create zombies, intercept data, or insert false data. 
Since ships require electromagnetic propagation for surveillance and connectiv-
ity, their transmitted signals are subject to interception and jamming. Commercial 
business practice is to release new code early and apply patches as bugs are found 
in the software. Hackers have become very adept at exploiting bugs before the 
patches are applied.

System-level vulnerabilities can also be anticipated if there is no configura-
tion control. This issue can be addressed by U.S.-issued fly-away communication 
kits but would be a potential problem with partner-furnished equipment unless 
common standards for security products and their use are set. Unclassified infor-
mation that provides information to low-end threats and assists them in avoiding 
detection may be broadcast. As a simple example, ship radars provide an early 
warning system for other ships equipped with simple radar detectors. However, 
for all other communications and data storage for unclassified networks, the 
committee foresees the common application of commercially available security 
products and practices.

16 Peter A. Loscocco, Stephen D. Smalley, Patrick A. Muckelbauer, Ruth C. Taylor, S. Jeff Turner, 
and John F. Farrell. 1997. The Ine�itability of failure: The flawed assumption of Security in Modern 
Computing en�ironments, National Security Agency, Fort Meade, Md.

BOX 3.3 
Information and Network Security Vulnerabilities

• Insider threats
• Directed denial-of-service attacks
• Hacking (malicious code, interception of data, insertion of false data)
• Jamming
• System breakdown
• Lack of configuration control (loss of interconnectivity)
• Unintended recipients of information
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Summary

The committee recommends the use of commercial products and network 
principles for information protection when sharing with and among partner 
nations at the unclassified level. Recommendation 7 assumes the Internet poses 
vulnerabilities associated with security. Commercial technologies exist to handle 
lower-end protection and are being extensively used by the Navy. Automated 
means exist to transition information to different levels of security for association 
and fusion, but these are cumbersome and limited. In addition, there is technol-
ogy that allows data to be stored, communicated, and processed by a multilevel 
security approach.

Despite the application of security technology, skilled opponents, design and 
configuration flaws, and equipment breakdowns will allow residual vulnerabili-
ties. In particular, the insider threat is very difficult to prevent. The global busi-
ness communities, such as banking, live in this environment and despite threats 
and occasional compromises continue to operate. Partnerships, particularly those 
dealing at the levels of sensitive but unclassified or controlled and unclassified 
should be able to operate in the face of an occasional compromise of information 
by criminals. Backup connectivity should be considered to maintain a sufficient 
level of trust with partners when the system is disrupted. The bottom line is that 
vulnerabilities will exist but are not seen as showstoppers for the overall concept 
of maritime partnerships. Risk can be managed by carefully selecting the infor-
mation to be shared and adopting adequate protection measures.

The committee strongly endorses the Navy’s adoption of commercial protec-
tion technologies and products, as evidenced in emerging partnership initiatives. 
However, in this area and the area of networking infrastructure, there is a need to 
identify and test solutions and to attend to the devil-in-the-details issues inevita-
bly associated with their integration into a working system. The committee did 
not, however, find any signs of an end-to-end information protection analysis, nor 
did it observe a NIST certificate for any information systems.

Recommendation 7, which called for Deputy Chief of Naval Operations for 
Communication Networks (N6)-led architecting, engineering, and fielding ser-
vice in support of operational initiatives, covers information protection technolo-
gies and products. In addition to developing an MSP catalog of tested products 
and related starter kits, technical efforts should include an end-to-end information 
protection analysis to ensure that the protection meets the expectations of the 
partners for the several networks in operation or under development.
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STRENgTHENINg AND ACCELERATINg PARTNERSHIP 
OPERATIONS AND INITIATIvES—MISSION-DRIvEN SySTEM 

ENgINEERINg AND ANALySIS

The Case for broad-based System Engineering and Operations Analysis

Beyond the technically based efforts to ultimately field the enablers discussed 
in the three functional areas discussed above, there are the system-of-systems or 
enterprise issues associated with (1) maximizing capability and performance 
of existing systems and assets, (2) identifying capability gaps and solutions for 
filling them, and (3) exploring the difficult trade-offs between capability choices 
in a constrained funding environment. For instance, the foregoing discussion of 
intelligence/surveillance identifies options for improving the maritime picture and 
the need to explore these, including, in the end, a prioritization of possible invest-
ments based on their contribution to operational mission outcomes. Further, there 
are choices to be made in all the functional areas. Is the return on a $1 investment 
in additional surveillance capability as high as the return on that same investment 
in better fusion and mining of information from existing sources?

The committee found fertile ground for mission-focused operational analysis 
during its visits and internal discussions. For instance, interactions with JIATF-S 
representatives clearly identified challenges associated with the allocation and 
deployment of scarce maritime surveillance and interdiction assets, a solid rec-
ognition and understanding of these issues on the part of experienced staff, and 
an intent to build a base of operationally oriented data for analysis (an “enterprise 
database”). However, operational imperatives understandably continue to domi-
nate or even preclude substantive, sustained analytic effort. Figure 3.19 illustrates 
a case in point: an analysis of surveillance coverage performance for different 
combinations of assets over a representative search box, noting the broader ques-
tion of allocating assets among the more than 3,000 such search boxes that make 
up the JIATF-S area of interest.

Even though such analytical challenges were not routinely discussed with 
presenters or during visits, they clearly exist wherever surveillance assets are 
being deployed and tactical actions are being taken and can be expected to persist 
as emerging partnerships mature. Furthermore, the pressure of day-to-day opera-
tional imperatives as partnerships mature is not viewed as unique to JIATF-S. 

The idea is that providing operationally oriented analytical support to part-
nership operational elements in a responsive and tailored way would advance the 
cause of maritime security. The committee envisions that combining such analyti-
cal support with support for enterprise-level issues will result in a broadly based 
systems engineering and analysis activity in support of partnership operational 
elements. The systematic execution of such an activity calls for a mission-ori-
ented framework of some kind that encompasses all of the functional elements 
in a mission; Figure 3.10 shows an example. 

This mission-driven systems engineering and analysis would also accommo-
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date planning for the future (“preplanned product improvements”) and enabling 
technology developments and insertions. Examples include automated decision 
aids such as rudimentary anomaly detection. 

A Corollary Effort— 
Strengthening the International Maritime Security Regime

This report envisions the development of a two-pronged strategy for the 
building and strengthening of maritime partnerships—working regional and 
subregional initiatives and, at the same time, longer-term steps to strengthen 
international maritime security. Of particular interest here is the charter of the 
IMO, a central player in improving maritime security, and its successes in areas 
such as AIS and LRIT and in fostering standards for the reporting and exchange 
of relevant maritime information and working out agreements for the reporting 
and exchange procedures and obligations of its member nations. The committee 
believes that there are opportunities to extend and advance information reporting 
and sharing agreements that support maritime security and that the U.S. parties 

A maritime patrol aircraft (MPA) is critical to
success in detecting illicit trafficking.
In a typical 75 × 150 nmi search box; 

—Ship alone: 9% detection rate
—Ship and helicopter: 20% detection rate
—Ship and helicopter and MPA: 70% detection rate

Figure 3-19, type is editable,
background map is bitmapped, 

b&w
R01141

i i

FIGURE 3.19 Allocation of surveillance assets to search boxes: a JIATF-S example. 
SOURCE: Joint Interagency Task Force-South, “The Importance of MPA,” presentation 
to subgroup of the committee, June 12, 2007, Key West, Fla. 
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have opportunities to introduce constructive proposals and to support their further 
definition in an IMO working group. For example, one could conceive of report-
ing and sharing some classes of shipborne radar information, as discussed above, 
a topic that will presumably be addressed in an upcoming (as of this writing) 
IMO-hosted conference on such matters.

Technical analysis and support focused on topics like the relative merits of 
different data representation standards and mechanisms for collecting and sharing 
the reported information would of course be required. Such analysis and support 
is carried out today by the USCG as the U.S. representative to the IMO.

The extension of such efforts, as envisioned here by the committee, is moti-
vated by the view that the United States could be more proactive in tabling pro-
posals and driving them to realization, with technically based recommendations 
as a key element.

The Need for Technical Leadership by the Navy

Finding: There is a need—unsatisfied today—for a systematic, analytical 
approach to optimizing the design of the end-to-end system for the collection 
and analysis of maritime security information and its follow-up. Satisfying this 
need would require a range of technical support from the Department of Defense 
and interagency arena to foreign partners. 

No matter how they are provided, support and advice should focus on system 
engineering for operational initiatives and would encompass related efforts such 
as the strengthening of U.S. technical participation in selected IMO initiatives as 
well as pragmatic, analysis-based advice to foreign partners on the most effective 
way to augment and deploy surveillance assets (e.g., radar siting).

Recommendation 11: The Chief of Naval Operations and the Secretary of the 
Navy should jointly propose a Navy-led and Navy-housed executive agent on 
the technical aspects of an information-sharing system for the U.S. interagency 
maritime security partnerships initiative. This agent would provide systems engi-
neering and operations analysis resources with technical support to International 
Maritime Organization initiatives. This mission-driven, enterprise-level systems 
engineering and analysis capability would be an extension of the Maritime 
Domain Awareness Executive Agent role already assigned to the Navy by the 
Department of Defense. It would support not only the U.S. elements but also, 
under the auspices of ongoing initiatives, its foreign partners.

The enterprise-level systems engineering and analysis activity envisioned by 
the committee would address the following:

•	 Maximizing the capability and performance of existing systems and 
assets,
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•	 Identifying capability gaps and solutions to bridge them,
•	 Exploring difficult cost/capability trade-offs,
•	 Allocating scarce assets to support operations,
•	 Mission-driven planning for future incremental improvements, and
•	 Identifying and planning for enabling technologies. 

These activities would be accomplished from an end-to-end mission flow per-
spective, adopting an explicit framework for analysis (see Figure 3.9). 

In this role, the Navy would be providing technical services to a range of 
customers: personnel at DOD, DHS, and at the Department of State elements 
responsible for leading and orchestrating MSP initiatives from a U.S. stand-
point—for example, COCOMs, the USCG, and Department of State country 
teams as Navy’s customers.

It is understood that the technical efforts envisioned here, to the limited 
extent that they are undertaken today, would be distributed among different ele-
ments across the Navy, DOD, and the federal agencies. However, the committee 
came around to the view that a serious commitment to the MSP concept calls 
for a dedicated system engineering and analysis activity postured to work on all 
the regional and subregional operations and initiatives. A dedicated, centralized 
activity would consider both user responsiveness and a mature center of excel-
lence that serves as a repository for analytical tools used for the kinds of effort 
described here.

The committee understands that once such an effort is further defined and 
sized, it may well call for more funding than has so far been envisioned in MSP-
related planning. At the same time as it realizes that new funding is always an 
issue, the committee also realizes that the funding requirements for the activity 
will probably be modest—a reasonable price for maximizing the mission perfor-
mance of capabilities and assets involving substantially more investment and for 
informing decisions on future deployments and investments.

Looking Forward— 
An Interagency MDA Portfolio to be Defined and Managed

The foregoing sections discussed system architectures and options for 
strengthening MDA information and its sharing in the 1,000-ship Navy context. 
Enabling management activities were called for in 11 recommendations. All of 
this, of course, implies investment. Just defining the options and assigning pri-
orities is complicated by the fact that the MDA portfolio inherently cuts across 
multiple federal organizations and other systems (e.g., DOD, DHS, broader law 
enforcement, broader intelligence) and interfaces with international partner enti-
ties. The creation of the Director of GMSA position and the charter for GMII is 
of course designed to address the horizontal nature of the MDA challenge. The 
committee believes it would be highly desirable for the GMSA and GMII—with 
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substantive support from the Navy as executive agent for the DOD—to take on 
the task of defining and establishing a management mechanism for the MDA 
portfolio.

Turning to the capabilities of interest and the Navy’s investment therein, it 
seemed to the committee during its initial work that the Navy’s focus was on 
exploiting the available information as much as possible (current dots) rather 
than, for instance, on seriously investigating potential new or enhanced surveil-
lance capabilities, as outlined in this chapter (new dots). This focus and the 
resulting prioritization of modest resources seemed reasonable, and the reluctance 
to make potentially large investments in new surveillance systems without any 
clear and commensurate signs that they constituted a national security priority 
was understood.

Later on, as the committee was finishing its deliberations, the issuance of 
Navy guidance and the Navy’s strong opposition to spiral 1 of MDA capability 
(the investment was apparently about $300 million) began to focus on and accel-
erate cross-community sharing and exploitation of information. Although the 
sharing was mainly with federal agencies as opposed to international partners, 
the committee viewed it as a very positive move.

Nonetheless, the committee remains concerned about the apparent lack of 
attention to strengthening maritime vessel surveillance. The idea here, reflected 
in recommendations in this chapter, is not that a large investment should be 
made in a particular system or capability but that a modest investment should be 
made now to explore in depth the full range of options, both those laid out here 
and others that will undoubtedly be identified. Known and potentially serious 
gaps exist in the technologies for active, assured surveillance. Clearly, promising 
options requiring significant investment would have to compete with other Navy 
and DOD needs.

In any event, the notion of a well-defined and actively managed MDA port-
folio at both the interagency level and within the Navy is strongly endorsed by 
the committee.
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4

Implementation Strategy for  
Maritime Security Partnerships

A clear understanding of the functions that must be performed to implement 
maritime security partnerships (MSP) and for which U.S. government executive 
departments or agencies have the responsibility and authority will facilitate that 
implementation. The functions are as follows:

•	 Creation of policy and strategic guidance that sets objectives, establishes 
regulations, and assigns roles, responsibilities, and authorities for conducting 
operations; 

•	 Strategic and operational planning; 
•	 Resource allocation; 
•	 Development, management, and employment of the military and law 

enforcement forces; and
•	 Performance assessment and feedback. 

THE NATIONAL STRATEgy FOR MARITIME SECuRITy

The National Strategy for Maritime Security (NSMS)1 provides broad strate-
gic guidance for the development and coordination of MSP. It states as follows:

The infrastructure and systems that span the maritime domain, owned largely 
by the private sector, have increasingly become both targets of and potential 
conveyances for dangerous and illicit activities. Moreover, much of what occurs 
in the maritime domain with respect to vessel movements, activities, cargoes, 

1 White House (George W. Bush). 2005. The National Strategy for Maritime Security, Washington, 
D.C., September.
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intentions, or ownership is often difficult to discern. The oceans are increas-
ingly threatened by illegal exploitation of living marine resources and increased 
competition over nonliving marine resources.2

Unlike traditional military scenarios in which adversaries and theaters of action 
are clearly defined, these nonmilitary, transnational threats often demand more 
than purely military undertakings to be defeated.3

It also calls for assisting partners to maintain their maritime sovereignty 
and jurisdiction over the seas. Along with safety at sea, the activities associated 
with NSMS reflect the activities for MSP. The NSMS calls for building partner 
capabilities. Moreover, it states as follows:

Preventing unlawful or hostile exploitation of the maritime domain requires that 
nations collectively improve their capability to monitor activity throughout the 
domain, establish responsive decision-making architectures, enhance maritime 
interdiction capacity, develop effective policing protocols, and build intergovern-
mental cooperation. The United States, in cooperation with its allies, will lead an 
international effort to improve monitoring and enforcement capabilities through 
enhanced cooperation at the bilateral, regional, and global level, [by]: 

•	 Offering maritime and port security assistance, training, and consultation; 
•	 Coordinating and prioritizing maritime security assistance and liaison with-
in regions; 
•	 Allocating economic assistance to developing nations for maritime security 
to enhance security and prosperity; 
•	 Promoting implementation of the Convention for the Suppression of Un-
lawful Acts against the Safety of Maritime Navigation and its amendments and 
other international agreements; and 
•	 Expanding the International Port Security and Maritime Liaison Officer 
Programs, and the number of agency attachés.4

The NSMS calls for new diplomatic initiatives through international orga-
nizations, coordinated by the Department of State, to include activities such as 
the following: 

•	 Implementing standardized international security and World Customs Or-
ganization frameworks for customs practices and standards to ensure that goods 
and people entering a country do not pose a threat; 
•	 Expanding the use of modernized and automated systems, processes, and 
trade data to make vessel registration, ownership, and operation, as well as 

2 White House (George W. Bush). 2005. The National Strategy for Maritime Security, Washington, 
D.C., September, p. 2.

3 White House (George W. Bush). 2005. The National Strategy for Maritime Security, Washington, 
D.C., September, p. 3.

4 White House (George W. Bush). 2005. The National Strategy for Maritime Security, Washington, 
D.C., September, p. 12 and p. 15.
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crew and cargo identification, more transparent and readily available in a timely 
manner; 
•	 Developing, funding, and implementing effective measures for interdicting 
suspected terrorists or criminals; 
•	 Developing and expanding means for rapid exchanges among governments 
of relevant intelligence and law enforcement information concerning suspected 
terrorist or criminal activity in the maritime domain; 
•	 Adopting streamlined procedures to verify nationality and take appropriate 
and verifiable enforcement action against vessels in a timely manner consistent 
with the well-established doctrine of exclusive flag state jurisdiction; 
•	 Expanding the U.S. government’s abilities to prescreen international cargo 
bound for the United States prior to lading; 
•	 Adopting procedures for enforcement action against vessels entering or 
leaving a nation’s ports, internal waters, or territorial seas when they are rea-
sonably suspected of carrying terrorists or criminals or supporting a terrorist or 
criminal endeavor; and 
•	 Adopting streamlined procedures for inspecting vessels reasonably sus-
pected of carrying suspicious cargo and seizing such cargo when it is identified 
as subject to confiscation.5

The NSMS does not alter the existing authorities or responsibilities of U.S. 
government department and agency heads or the chain of command for military 
forces.

Interagency Supporting Plans

In conjunction with the development of the NSMS, the departments of the 
U.S. executive branch developed specific supporting plans. Those most relevant 
to MSP include the following:

•	 National Plan to Achieve Maritime Domain Awareness,6 
•	 Global Maritime Intelligence Integration (GMII) plan,7 
•	 Maritime Operational Threat Response (MOTR) Plan,8 and 
•	 International Outreach and Coordination Strategy.9

5 White House (George W. Bush). 2005. The National Strategy for Maritime Security, Washington, 
D.C., September, p. 15.

6 Department of Homeland Security. 2005. National Plan to achie�e Maritime Domain awareness 
for the National Strategy for Maritime Security, Washington, D.C., October.

7 See <http://www.whitehouse.gov/homeland/maritime-security.html>. Accessed September 26, 
2007.

8 See <http://www.whitehouse.gov/homeland/maritime-security.html>. Accessed September 26, 
2007.

9 U.S. Department of State (Condoleeza Rice). 2005. International Outreach and Coordination 
Strategy for the National Strategy for Maritime Security, Washington, D.C., November.
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Of the lead organizations involved in MSP, the Department of Defense 
(DOD) and the U.S. Coast Guard (USCG) have the largest forces and manage the 
largest resources. Their operational responsibilities have motivated sophisticated 
planning, resource allocation, and force development, management, and employ-
ment processes.

Current Directives and guidance

National Security Presidential Directive (NSPD) 41 mandates the “coordi-
nation of United States Government maritime security programs and initiatives 
to achieve a comprehensive and cohesive national effort involving appropriate 
Federal, State, local, and private sector entities . . . ensuring seamless, coordi-
nated implementation of authorities and responsibilities relating to the security 
of the Maritime Domain by and among Federal departments and agencies.”10 
It established the Maritime Security Policy Coordinating Committee (MSPCC) 
to “review existing interagency practices, coordination, and execution of U.S. 
policies and strategies relating to maritime security, and recommend specific 
improvements to all of them as warranted.” It states that the “MSPCC, in consul-
tation with the relevant regional and functional policy coordinating committees 
of the federal government, and without exercising operational oversight, shall 
act as the primary forum for interagency coordination of the implementation of 
this directive.”

NSPD 41 also directed the secretaries of Defense and Homeland Security to 
draft the NSMS, which was promulgated by the President in September 2005,11 
and to prepare supporting plans. Neither NSPD 41 nor the NSMS alters existing 
authorities or responsibilities of the department and agency heads to carry out 
operational activities or to provide or receive information. 

The agencies involved are responsible for conducting their individual opera-
tions to implement the policies in the national strategy and plans. Implementing 
the visions represented in the NSMS and the supporting plans is a complex 
undertaking. NSPD 41 identifies the scope of participation to address domestic, 
international, public, and private components. 

The NSMS identifies the threats to maritime security as follows:

•	 Countries that “provide safe havens for criminals and terrorists, who use 
these countries as bases of operations to export illicit activities into the maritime 

10 National Security Presidential Directive NSPD-41/Homeland Security Policy Directive HSPD-
13, December 21, 2004. Available at <http://www.fas.org/irp/offdocs/nspd/nspd41.pdf>. Accessed 
June 26, 2007.

11 White House (George W. Bush). 2005. The National Strategy for Maritime Security, Washington, 
D.C., September. See <http://www.dhs.gov/xlibrary/assets/HSPD13_MaritimeSecurityStrategy.pdf>. 
Accessed June 26, 2007.
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domain and into other areas of the globe.”12 For the purposes of this study, this 
includes states that lack the ability to enforce national and international laws in 
areas over which they have jurisdiction (recognizing that all criminal activities 
occur in all states).

•	 Proliferation of weapons of mass destruction (WMD) and their means 
of delivery, with particular concern that those weapons will become available to 
organizations that use terrorism to pursue their objectives.

•	 Terrorist attacks from or in the maritime domain (including ports and 
offshore facilities) or that use the maritime domain to foster and support their 
activities.

•	 Cyberattacks on information systems that are integral to maritime 
operations.

•	 Criminal activities, including smuggling people, drugs, weapons, and 
other contraband, as well as piracy and armed robbery against vessels, particu-
larly in the pay of terrorists and in regions where there is little or no maritime 
law enforcement capacity.

•	 Environmental destruction and management of maritime resources that 
contribute to aggressive actions.

•	 Illegal seaborne migration, which tactic also may be used by terrorists to 
enter a target country.

The NSMS also calls for minimizing damage and expediting recovery in the 
case of a natural disaster such as Hurricane Katrina and assisting the partners to 
maintain sovereignty of the seas over which they have jurisdiction.

Finding: Extensive coordination among essentially all U.S. government agencies 
is required to implement the National Strategy for Maritime Security and associ-
ated plans. However, the committee found little evidence of any broad coordina-
tion of activities by these agencies following the introduction of the NSMS.

u.S. PARTICIPATION IN MSP

The NSMS provides a basis for bringing together all of the federal govern-
ment’s relevant departments and agencies in order to meet the maritime security 
challenges described above. It can also provide a framework for coordinating all 
maritime security initiatives with foreign governments and international organiza-
tions as well as soliciting international support for enhanced maritime security. 
Under the MSP concept, the United States will be able to work with its partners in 
developing regional maritime security capabilities based on the needs and expec-
tations of countries in various regions of the world. The MSP concept provides 

12 White House (George W. Bush). 2005. The National Strategy for Maritime Security, Washington, 
D.C., September, p. 3.
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regional maritime security frameworks based principally on bilateral agreements 
and consistent with international law and United Nations conventions.

The Spectrum of Maritime Security and the u.S. Navy

Maritime security for the Navy today has evolved from conventional mari-
time operations against a peer competitor to dealing with an environment rife 
with asymmetric threats and supporting law enforcement functions in the mari-
time domain. The recognition that nations have common interests in maritime 
security and can work together to develop peaceful change has led to the Chief 
of Naval Operations’ (CNO’s) concept of the “1,000-ship Navy,” whereby the 
United States enters into some form of maritime partnership with willing seafar-
ing nations across the world. Only by working together can countries protect their 
interests in the maritime domain from the complex challenges they face today. 
Although this idea represents a cultural change from its classical warfighting 
missions, the Navy has a rich tradition of operating in green and brown waters 
all over the world. The variety of Navy missions with the potential to achieve 
maritime security is illustrated in Figure 4.1.

The Navy, the uSCg, and Law Enforcement

Increasingly the Navy is involved in a variety of joint operations with the 
USCG and law enforcement agencies of the U.S. government. In many instances 
the Navy finds itself supporting the USCG units as well as other agencies, 
because the USCG has better access in many parts of the world and possesses 
law enforcement authorities. White hulls are accepted where gray hulls are not in 
some parts of the maritime domain, allowing the USCG to take the lead in a vari-
ety of initiatives in support of maritime security requirements. The employment 
of USCG units in conjunction with other law enforcement agencies and foreign 
maritime partners can provide a significant capability in some maritime environ-
ments. For the USCG the spectrum of maritime security activities will provide 
operational challenges across the law enforcement domain (see Figure 4.1).

The International Impact of MSP

MSP is an international association of maritime nations that participate in 
international commerce and have a stake in security and freedom of the seas. 
Such partnerships are necessary in today’s world to confront the complex shared 
challenges and to maintain stability. Partners in the maritime domain would assist 
all countries in using the sea for lawful purposes as well as legitimate commerce. 
A partnership would not be led by any one country and membership would be 
voluntary, with the goal of building partner capacity through shared maritime 
security, situational awareness, and information.



Copyright © National Academy of Sciences. All rights reserved.

Maritime Security Partnerships 
http://www.nap.edu/catalog/12029.html

129

N
av

al
 W

ar
fa

re

K
in

et
ic

B
lo

ck
ad

e

D
ef

en
se

 o
f 

U
.S

. P
er

so
ns

 
an

d 
A

ss
et

s 
at

 
S

ea

M
IO

U
N

 S
an

ct
io

ns

W
M

D

E
M

IO
/G

W
O

T
In

te
rn

at
io

na
l 

C
rim

es

P
ira

cy

S
la

ve
 T

ra
deC
ou

nt
er

dr
ug

M
ig

ra
nt

 In
te

rd
ic

tio
n

Ill
eg

al
 Im

m
ig

ra
tio

n

Ill
eg

al
 F

is
hi

ng

M
ar

iti
m

e 
C

rim
es

E
nv

iro
nm

en
ta

l/
O

il 
S

pi
ll

C
us

to
m

s/
S

m
ug

gl
in

g/
O

il
B

un
ke

rin
g

S
af

et
y/

N
av

ig
at

io
n

P
or

t S
ec

ur
ity

M
ili

ta
ry

D
O

D
 S

up
po

rt
 to

 L
E

A
U

S
C

G
, D

E
A

, C
us

to
m

s,
 

D
O

T
, D

O
E

, F
B

I, 
an

d 
so

 
on

T
ra

di
tio

na
l D

O
D

 F
oc

us
La

w
 E

nf
or

ce
m

en
t 

A
ge

nc
ie

s

F
ig

ur
e 

4-
1,

 e
di

ta
bl

e,
 b

&
w

, b
ro

ad
si

de
R

01
14

1

FI
G

U
R

E
 4

.1
 S

pe
ct

ru
m

 o
f 

ac
tiv

it
ie

s 
fo

r 
m

ar
it

im
e 

se
cu

ri
ty

. N
O

T
E

: D
E

A
, D

ru
g 

E
nf

or
ce

m
en

t A
ge

nc
y;

 D
O

E
, D

ep
ar

tm
en

t o
f 

E
ne

rg
y;

 F
B

I,
 F

ed
er

al
 

B
ur

ea
u 

of
 I

nv
es

ti
ga

ti
on

; E
M

IO
, E

xp
an

de
d 

M
ar

it
im

e 
In

te
rc

ep
t O

pe
ra

ti
on

. F
or

 a
dd

it
io

na
l d

efi
ni

ti
on

s,
 s

ee
 A

pp
en

di
x 

G
.



Copyright © National Academy of Sciences. All rights reserved.

Maritime Security Partnerships 
http://www.nap.edu/catalog/12029.html

130 MaRITIMe SeCURITY PaRTNeRSHIPS

Partners should recognize and support the vital role of international orga-
nizations that engage in maritime security and law enforcement issues. As well, 
maritime nations will more readily accept the United States as a partner in main-
taining free and open use of the maritime domain when the U.S. Senate ratifies 
the United Nations Convention on the Law of the Sea (UNCLOS). This topic is 
discussed in greater detail in Appendix C. Our nation’s stature with organizations 
such as the International Maritime Organization (IMO), the International Labor 
Organization (ILO), Interpol, and Lloyd’s would also be enhanced. The World 
Meteorological Organization with its 180 member nations is another place where 
there are already international agreements in place for navigation, hydrographic 
surveys, and foreign student educational exchange programs. In the private sec-
tor, nongovernmental organizations, shipping companies, and other commercial 
assets could all support the role of the international community. If the vision of 
MSP is to be realized, the efforts of many will have to be combined.

The International Reaction to the “1,000-Ship Navy” Idea

The concept of a 1,000-ship Navy gained widespread attention from the 
attendees at the 2006 International Sea Power Symposium hosted by the CNO.13 
Since then, leaders of maritime forces from around the world have reacted 
favorably to this concept and have crafted their comments based on a regional 
perspective as well as on the contribution that MSP can achieve in the maritime 
commons. The comments tend to follow certain themes depending on the particu-
lar challenges that confront naval leaders today. Many of the leaders indicate that 
terrorism, the proliferation of WMD, transnational criminal and piracy threats, 
globalization, competition for resources, demographic shifts, and the impact of 
climate change are all concerns that they face. They generally support appropri-
ate information exchange and the ability to work more closely in peacekeeping 
and stability operations while maintaining the capability to respond to regional 
challenges as they arise. The need to respect national characteristics and cultures 
as well as regional desires was commented on. The point was made that the 
sea cannot be commanded. Also, there needs to be an interagency approach to 
maritime security at the international level to get the proper support for elements 
operating in the regional maritime domains. 

While many world naval leaders have expressed support for the 1,000-ship 
Navy, there is no assurance that their governments are committed to active par-
ticipation. Personal relationships at the diplomatic, military, and law enforcement 
levels are essential to building trust. Knowledgeable and trusted foreign area 
officers (FAOs) will prove invaluable in convincing regional navies that they must 
work to guide their countries toward participation in the now regional and later 

13 Chief of Naval Operations (ADM Michael G. Mullen, USN) in remarks delivered at the 17th 
International Seapower Symposium, Naval War College, Newport, R.I., September 21, 2005.
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global sharing of maritime information. Therefore, it seems prudent for the CNO, 
CMC, and CCG to ensure that the cadre of service foreign area officers becomes 
expert on the governance of the maritime domain.

DOD and DHS Force Planning for MSP

DOD planning to support operations for MSP would start when requests for 
assistance are received from the combatant commanders (COCOMs), through 
their naval component commanders, to support their theater engagement plans. 
DOD, as well as the Department of Homeland Security (DHS) and the USCG, 
would also provide assistance to the State Department and the various federal 
agencies and departments, as appropriate, in support of the national maritime 
strategy. Navy assets are routinely provided to the COCOMs in response to 
requests for contingency planning, exercises with allies, and forward presence 
deployments. Ships that are out on normal deployments could be tasked to sup-
port maritime security missions, respond to humanitarian disasters, or take part in 
stability operations in the littorals. Any of these could be carried out in response 
to a request for assistance from the U.S. ambassador in a given country. USCG 
assets could also be assigned similar missions. One of the best examples of 
this would be the deployment of one USCG cutter to the Gulf of Guinea for an 
extended period of time to support the U.S. European Command (EUCOM) activ-
ities in that region. The key questions are these: What assets are available to carry 
out the tasking? What capabilities are needed? Are there ships available with the 
necessary equipment? An available Aegis cruiser, for example, has a tremendous 
warfighting capability but may be totally unsuited for that specific mission. The 
need for advance planning for such missions is obvious if DOD and the COCOMs 
want to maximize the impact of their maritime security operations.

Optional Capabilities for Maritime Security Operations

In addition to normal deployments, where ships may be tasked to carry out 
specific missions, other emerging deployment concepts could fit into the MSP 
effectively. Such deployments could be coordinated through the naval component 
commander in the U.S. Pacific Command (PACOM), the U.S. Southern Com-
mand (SOUTHCOM), EUCOM, and the U.S. Central Command (CENTCOM).

Hospital Ships

Two U.S. hospital ships had a tremendous impact in the regions where 
they were recently deployed. Such deployments improve relationships with the 
countries where the visits take place and build trust. The USNS Mercy, which 
deployed to Southeast Asia and the Indian Ocean in 2006, had a mixed crew made 
up of U.S Navy and security personnel. Also part of the crew were members of 
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nongovernmental organizations (NGOs), U.S. medical staff, and medical teams 
from other countries trained to carry out medical and dental tasks in the host 
country. This was a first time for many NGOs onboard a U.S. ship. The results of 
this effort were extremely positive in the countries where the Mercy visited. The 
second deployment was that of the USNS Comfort, which operated in countries 
around the Caribbean and South America for 4 months during 2007. The crew 
consisted of Navy, Air Force, and Air Guard personnel, as well as NGOs, Public 
Health Service specialists, a band, and linguists. Of note here is the extensive 
planning before each deployment by the Navy, the other federal agencies, the 
COCOMs, and the country teams in each country that hosted the visit. The suc-
cess of the hospital ship deployments could be repeated by assigning a similar 
mission to hospital-configured amphibious ships such as the LHA (amphibious 
assault ship, general purpose), the LHD (amphibious assault ship, multipurpose), 
and the LPD (amphibious transport dock). The ability to conduct Phase Zero 
Stability Operations with these kinds of assets will do a lot to strengthen relations 
with other countries, but they have to be carefully planned and coordinated to suit 
the regions where they will operate.

The Global fleet Station Concept

This new CNO initiative, still under development, has the potential for provid-
ing excellent service in support of partnership and enabling activities in different 
parts of the world. Global Fleet Station is a persistent sea base of operations from 
which to coordinate and employ adaptive force packages in an area of interest. 
Global Fleet Station offers a means to improve regional maritime security through 
bilateral and multilateral cooperative efforts and efforts with NGOs. Two early 
applications of this concept have had positive results. The first deployment was to 
the Caribbean in support of SOUTHCOM requirements and to try out the concept. 
The results were very encouraging. At the same time the USCG had a support ten-
der on station in the Caribbean that carried out a variety of maintenance tasks in 
support of host countries in the region. The second deployment under this concept 
will be a landing ship dock that will go to the Gulf of Guinea to replace a USCG 
cutter for an extended period of time. This deployment has been planned carefully 
by host nations in the region, EUCOM, the various agencies, the State Department, 
and the Navy. It will have another mixed crew comprising Navy personnel, training 
teams, medical personnel, and other experts who will work in various countries in 
the region. These kinds of deployments will play a significant role in support of 
regional initiatives within the MSP.

SHORTFALLS IN OPERATIONAL FuNCTIONS

NSPD 41 and the associated strategies and plans address only policy formu-
lation and coordination, but MSP also involves operational functions:
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•	 Strategic and operational planning; 
•	 Resource allocation; 
•	 Development, management, and employment of the military and law 

enforcement forces and other capabilities needed to provide maritime security;14 
and 

•	 Performance assessment and feedback.

Table 4.1 indicates the organizational leads for these functions, where they have 
been clearly identified, for each activity of the MSP. As the table shows, respon-
sibilities for setting the policies for the various activities to be conducted under 
MSP are spread widely across the U.S. government. Moreover, no agency has 
been designated to conduct strategic and operational planning for MSP, to iden-
tify the resources needed and develop the capabilities to implement them, or 
to conduct the force management to schedule and employ the military and law 
enforcement forces involved. 

Finding: Major gaps in roles and responsibilities exist between, on the one 
hand, the agencies with responsibilities and authorities for setting policy and 
establishing regulations and, on the other hand, the maritime forces responsible 
for enforcing these regulations.

The current roles and responsibilities for various maritime security activities 
include the following:

•	 Countering the proliferation of WMD. A separate Policy Coordinating 
Committee is responsible for policy on the proliferation of WMD. Also, within 
the DOD, the commander of the U.S. Strategic Command is assigned principal 
responsibility for this mission by the President in the Unified Command Plan; the 
Special Forces Command has the forces trained for sophisticated operations to 
recover WMD, and the regional COCOMs are allocated the naval and, occasion-
ally, the USCG forces that would be involved in interdicting WMD at sea.

•	 Countering terrorism. The National Counter Terrorism Center is respon-
sible for “leading the USG [U.S. government] in Counterterrorism Intelligence 
and Strategic Operational Planning in order to combat the terrorist threat to the 
US and its interests.”15

•	 Countering cyberattacks. Like the maritime domain, the vast majority of 
cyberspace is privately owned. DHS is leading U.S. government efforts to secure 

14 Force development, management, and employment are used by DOD to describe the capabilities 
needed for the forces to conduct assigned missions from current to anticipated missions decades in 
the future, the management of current forces over the next several years with respect to personnel 
and unit rotation policies, and the actual employment of forces in operations and training for future 
operations.

15 Mission statement of the National Counterterrorism Center, see <http://www.nctc.gov/>. Ac-
cessed August 29, 2007.
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critical infrastructure, monitor the health of cyberspace, and respond to major 
incidents and attacks.16

•	 Countering smuggling, piracy, and armed robbery at sea. The Department 
of State (DoS), working with the USCG, represents the United States in the IMO 
and in developing agreements with other nations regarding responsibilities and 
authorities for countering smuggling, piracy, and armed robbery at sea (see Chap-
ter 3). Most of the effort to counter smuggling has been focused on interdicting 
illegal drugs. Appendix C discusses joint interagency task forces that have been 
created to address this problem. NSPD 22 established a Cabinet-level Interagency 
Task Force to Monitor and Combat Trafficking in Persons, which involves the 
DoS and the Departments of Justice (DOJ) and Labor (DoL).17 

•	 Countering en�ironmental destruction. The Environmental Protection 
Agency (EPA) sets regulations to implement U.S. environmental law; some of 
the regulations directly relate to coastal zones, marine protection, and ocean 
dumping.18 The DoS, with strong USCG participation, leads U.S. interactions 
with other nations to harmonize national and international environmental laws 
and conventions, including the international conventions for

 — The Prevention of Pollution from Ships, 1973/1978;
 — Intervention on the High Seas in Cases of Oil Pollution Casualties, 

1969;
 — Prevention of Maritime Pollution by Dumping of Wastes and Other 

Matter, 1972;
 —Oil Pollution Preparedness, Response, and Cooperation, 1990;
 — Preparedness, Response, and Co-operation to Pollution Incidents by 

Hazardous and Noxious Substances, 2000;
 —Control of Harmful Anti-fouling Systems on Ships, 2001; and
 — Control and Management of Ship’s Ballast Water and Sediments, 

2004.
•	 fisheries protection. U.S. Code Title 50, Chapter VI, specifies the pro-

cedures for fishery conservation and management and associated responsibilities 
of the Department of Commerce and NOAA.19 The law provides for regional 
fisheries management councils that prepare statements of organization, practices, 
and procedures and are funded by federal grants. Enforcing these procedures falls 
principally to the USCG. The decentralized approach, which extends from the 

16 The guidance includes White House (George W. Bush), 2003, National Strategy to Secure Cyber-
space, February. Available at <http://www.whitehouse.gov/pcipb/cyberspace_strategy.pdf>. Accessed 
August 28, 2007.

17 See <http://www.fas.org/irp/offdocs/nspd/trafpers.html>. Accessed August 28, 2007.
18 See <http://www.epa.gov/epahome/lawintro.htm>. Accessed August 28, 2007.
19 See <http://ecfr.gpoaccess.gov/cgi/t/text/textidx?c=ecfr&sid=67c522ccd6dd3464c7455787c234c

21a&rgn=div8&view=text&node=50:8.0.1.1.1.2.1.5&idno=50>. Accessed June 27, 2007.
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United States into the international arena, presents many challenges to effective 
fisheries management.20 

•	 Pre�enting illegal seaborne migration. The U.S. Immigration and Cus-
toms Enforcement (ICE) agency within the DHS has primary responsibilities for 
preventing illegal migration across U.S. land and sea borders: 

ICE investigates a wide range of national security, financial and smuggling 
violations including drug smuggling, human trafficking, illegal arms exports, 
financial crimes, commercial fraud, human smuggling, document fraud, money 
laundering, child pornography/exploitation and immigration fraud.21

•	 Humanitarian assistance and disaster relief. Congress appropriates 

. . . overseas Humanitarian, Disaster, and Civic Aid (OHDACA) funds to aug-
ment combatant commander capabilities to respond rapidly and effectively to 
humanitarian crises, thereby allowing U.S. military forces to obtain substantial 
training and access benefits by participating in OHDACA activities enhancing 
readiness across a number of operational areas—including C3I [command, con-
trol, communications and intelligence], civil affairs, civil and combat engineer-
ing, explosive ordnance disposal, logistics, medical, and special operations.22 

Combatant commanders allocate these funds in close coordination with the 
U.S. ambassador of the affected country. The Federal Emergency Management 
Agency (FEMA), within the DHS, is responsible for federal assistance in the 
event of domestic disasters.

•	 Building partnership capacity. Interest in and efforts to build partner-
ship capacity have grown with experiences in operations in Iraq, Afghanistan, 
and the global war on terrorism. DOD published the directive “Military Support 
for Stability, Security, Transition, and Reconstruction (SSTR) Operations” 23 in 
November 2005 and developed a roadmap for building partnership capacity in 
conjunction with the 2006 Quadrennial Defense Review (QDR). The roadmap 
outlines options to improve the collective capabilities and performance of DOD 
and its partners at home and abroad. It identifies ways to enhance international 
unity of effort by improving the capacity and capability of international part-
ners and international cooperation on homeland defense matters.24 The Under 
Secretary of Defense for Policy established a new office (Assistant Secretary of 

20 Patricia Lee Devaney, “Regional Fisheries Management Organizations: Bringing Order to Dis-
order.” Available at <http://www.pon.org/downloads/ien14_4Devaney.pdf>. Accessed August 29, 
2007.

21 See <http://www.ice.gov/about/faq.htm>. Accessed July 1, 2007.
22 See <http://www.dsca.osd.mil/programs/HA/OVERSEAS%20HUMANITARIAN%20DISAST

ER%20AND%20CIVIC%20AID.pdf>. Accessed July 1, 2007.
23 Department of Defense Directive 3000.05, “Military Support for Stability, Security, Transition, 

and Reconstruction (SSTR) Operations,” November 28, 2005. Available at <http://www.fas.org/irp/
doddir/dod/d3000_05.pdf>. Accessed July 28, 2007.

24 Deputy Secretary of Defense (Gordon England). 2007. Second Quarterly Report to Congress on 
Implementation of the 2006 Quadrennial Defense Re�iew, April 30, p. 2.
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Defense for Global Security Affairs and Deputy Assistant Secretary for Building 
Partnership Capacity) charged with providing focus on the security cooperation 
assessment process. The 2006 National Defense Authorization Act, Section 1206, 
authorized funding for DOD to train and equip foreign military forces to conduct 
counterterrorism and stability operations. This effort led the DOD to propose 
an act on building global partnership.25 The Office of Management and Budget 
(OMB) requested that the Senate include support for local populations related to 
humanitarian relief and reconstruction in FY07 in its appropriations to extend the 
activities related to Section 1206.26 The proposed National Defense Authoriza-
tion Act for Fiscal Year 2008, Section 1202, “extends for one year the authority 
granted to the Department by Section 1207 of the FY06 Defense Authorization 
Act to provide the Secretary of State with services, defense articles, or funding 
to facilitate the State Department’s efforts to provide reconstruction, security, or 
stabilization assistance to a foreign country.” This provision increases the aggre-
gate amount of support that may be provided by the DOD to the DoS in FY08 
to $200 million. Section 1207 authority may, among other things, be used to 
support DoS programs and authorities to train and equip foreign police, gendar-
merie, constabulary, and internal defense forces to enhance security and stability. 
This authority differs from, but complements, the authority granted by Section 
1206 of the FY06 Defense Authorization Act, which authorizes the Secretary of 
Defense (with the concurrence of the Secretary of State) to build the capacity of 
a foreign nation’s military forces in order for that nation to conduct counterterror-
ist operations and to participate in or support military and stability operations in 
which the United States is a participant. So-called Section 1206 authority remains 
authorized at the level of $300 million for FY08.27 The proposed Building Global 
Partnership Act would permanently authorize such activities. Portions of the 
proposed act related to increased funding for OHDACA and a permanent global 
Commander’s Emergency Response Program (CERP), currently authorized only 
for operations in Iraq and Afghanistan, were removed and are being coordinated 
with Congress.28 The Defense Security Cooperation Agency within the DOD was 
established to better coordinate the ability of DOD and the Department of State 
to provide security assistance across the wide variety of programs that exist.29 

25 Deputy Secretary of Defense (Gordon England). 2007. Second Quarterly Report to Congress on 
Implementation of the 2006 Quadrennial Defense Re�iew, April 30, Appendix 3, p. 4.

26 See <http://www.whitehouse.gov/omb/legislative/sap/109-2/s2766sap-s.pdf>. Accessed July 28, 
2007.

27 See <http://rpc.senate.gov/_files/L260DefAuthS1547070907MS.pdf>. Accessed July 28, 2007.
28 Deputy Secretary of Defense (Gordon England). 2007. Second Quarterly Report to Congress on 

Implementation of the 2006 Quadrennial Defense Re�iew, April 30, Appendix 3, p. 6.
29 The Defense Security Cooperation Agency (DSCA) administers the Foreign Military Sales 

program and the associated Foreign Military Financing program as well as the International Military 
Education and Training program, which mostly brings foreign military students to schools in the 
United States but also finances some mobile training teams to train in the countries themselves. The 
Services contract for equipment and other services with U.S. companies. Since the law mandates that 
the business be conducted on a no-profit/no-loss basis, DSCA charges the country customers 3 percent 
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Coordinating such assistance across the involved agencies to address strategic 
objectives for even one foreign country remains a daunting task.

Of the lead organizations involved in MSP, the DOD and the USCG have the 
largest forces and manage the largest resources. Their operational responsibilities 
have motivated sophisticated planning, resource allocation, and force develop-
ment, management, and employment processes.

FOuNDATIONS OF MARITIME SECuRITy PARTNERSHIPS

The DOD’s theater security cooperation (TSC) plans address the set of 
operational functions needed for DOD’s participation in MSP.

The concepts and implementation of TSC have evolved over the last decade. 
With the end of the Cold War, government and academic institutions sought to 
understand and adapt to the new security environment. At the National Defense 
University Pacific Symposium in 1991, the Assistant Secretary of Defense for 
International Security Affairs introduced the notion of cooperative vigilance as 
one approach to Asia-Pacific security.30 The notion was an adaptation of coop-
erative vigilance among animal herds and flocks of birds, whereby members 
alternate their watch duties for the group. A conference of some of the nation’s 
most prominent foreign policy and arms control scholars at Stanford University 
in April 1992 proposed that cooperative engagement to achieve multinational 
security should replace Cold War concepts of national security.31 ADM Charles 
R. Larson, USN, the Commander in Chief of PACOM, began institutionalizing 
cooperative engagement within his command. This approach applied “military 
assets, funds, and programs to achieve three objectives: forward presence, strong 
alliances, and crisis response. . . . The forward deployment of the U.S. forces 
in the region contributes significantly to maintaining stability, enhances our 
diplomatic influence, and promotes an environment conducive to the growth of 
our economic interests there.” The intent was to “seize the opportunity offered 
in this new era to shape a better world—one built on shared ideas, interests, and 
responsibilities” and “engenders [the building of] coalitions for collective action 
in time of crisis.”32

This approach became a national strategy with the publication of the 1996 

on each sale (even if financed by the United States) to cover the Services’ costs of administering each 
case, as well as DSCA’s own costs. DSCA and its Defense Cooperation Offices in the countries need 
to urge the countries, the U.S. Navy, the selling American companies, and the COCOMs to make sure 
the equipment and information capabilities sold to the countries are interoperable with United States 
and other international systems.

30 See Seng Tan and Amitay Acharya. 2004. asia-Pacific Security Cooperation: National Interests 
and Regional Order, M.E. Sharpe, Armonk, N.Y., p. 227.

31 See <http://news-service.stanford.edu/pr/92/920408Arc2318.html>. Accessed August 28, 2007.
32 Charles Larson. 1993. “Cooperative Engagement,” Joint force Quarterly, Issue 2 (Autumn), 

p. 82. 



Copyright © National Academy of Sciences. All rights reserved.

Maritime Security Partnerships 
http://www.nap.edu/catalog/12029.html

IMPLeMeNTaTION STRaTeGY fOR MaRITIMe SeCURITY PaRTNeRSHIPS 139

national security strategy “Engagement and Enlargement.”33 In conjunction with 
this strategy, the Chairman of the Joint Chiefs and the COCOMs began formal-
izing their theater engagement plans. In 2001, the new administration put a 
somewhat different emphasis on this effort, changing “theater engagement plans” 
to “theater security cooperation plans,” which initially emphasized the more tra-
ditional aspects of international military-to-military interactions. However, the 
global war on terrorism restored the emphasis on interactions involving nontra-
ditional security challenges and the perceived value of humanitarian assistance 
in promoting the U.S. image and values. 

The COCOMs prepare TSC plans to carry out the missions assigned in the 
Security Cooperation Guidance provided by the Secretary of Defense. According 
to the 2006 Quadrennial Defense Review, the Security Cooperation Guidance will 
be incorporated into the Contingency Planning Guidance, signed by the President, 
which directs COCOM planning. As with the previous theater engagement plans, 
TSC plans are carefully coordinated with mission performance plans of the U.S. 
ambassador in each country and between the policy organizations within DOD 
and DoS. Each subordinate military service and functional component com-
mander recommends to the COCOM which interactions with foreign nations, 
from leader and ship visits, to medical, dental, and other humanitarian visits, 
to major military exercises, should be included in the theater plan. In practice, 
the Navy component commanders (the four-star area fleet commanders) have 
received approval for their proposed uses of assigned and allocated Navy forces 
approved within the TSC plans. Such plans guide DOD’s authorized activities in 
connection with MSP, including the new emphasis on working with the maritime 
industries.

Obtaining u.S. Forces for MSP Activities

The main thrust of this report is to support the establishment of mechanisms 
by which the U.S. government in general and the U.S. Navy in particular can help 
other nations improve their own maritime security situation. The vehicle for this 
support is the greatly increased collection and distribution of MDA information. 
Responsibility for an adequate response to emerging threats to U.S. maritime 
interests rests primarily with the naval forces. This section addresses the impact 
of the MSP initiative on U.S. naval force planning.

By law, all military combat forces must be assigned to a COCOM. Naval 
forces are assigned principally to U.S. Joint Forces Command and PACOM. 
Though forces are assigned to COCOMs, they are also apportioned for major 
contingency plans and allocated to COCOMs to conduct exercises and operations 
and to respond to humanitarian crises as required.34

33 See <http://www.fas.org/spp/military/docops/national/1996stra.htm>. Accessed July 28, 2007.
34 Adaptive Planning Overview, see <http://www.mors.org/meetings/cbp/presentations/Hoffman-

Mon.pdf>. Accessed August 5, 2007.
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COCOMs request forces to support joint training and TSC plans. The U.S. 
Joint Forces Command recommends the forces to be allocated for the proposed 
deployments and exercises, the Global Force Management Board reviews and 
coordinates these recommendations, the Chairman of the Joint Chiefs of Staff 
then recommends the forces to be deployed to the Secretary of Defense, who then 
signs deployment orders for those forces not assigned to the COCOM. COCOMs 
can deploy assigned forces within their area of operations without the Secretary 
of Defense signing deployment orders.

To support adaptive planning and global force management, the DOD has 
issued an instruction that “establishes policy and assigns responsibility under Ref-
erence (a) [Strategic Planning Guidance (SPG) FY 2006-2011, March 1, 2004] 
for developing standardized force structure data that will provide on-demand 
information in a net-centric environment.”35 As agreed with the DHS, the USCG 
will make data on the readiness of its forces available to support global force 
management.

Finding: COCOM Theater Security Cooperation plans provide the foundation 
for conducting the operational functions that are not incorporated into NSPD 41 
or its supporting plans. However, no similar procedures exist across the other 
government agencies that have authority or responsibilities for MSP activities 
that go beyond the DOD.

u.S. Navy Role

The concept originally called the 1,000-ship Navy has gained support from 
some 24 other chiefs of navies, a sign that the U.S. Navy can lead the U.S. 
participation in this maritime security effort. However, the CNO’s concept of 
the 1,000-ship Navy addresses a litany of problems that beg for solutions. The 
problems go well beyond the interests of the Navy—in fact, they affect every 
cabinet-level department in the U.S. government. MSP must be an international 
initiative whereby countries participate on the basis of their national interests as 
well as regional policy agreements and maritime law. There is currently no single 
agency or department that can effectively speak for the President and the nation’s 
maritime concerns. Responsibilities are fragmented. Authority is often exercised 
but decisions are not coordinated, so the result is less than optimal. If there is 
to be a professional, comprehensive, internationally respected entity of the U.S. 
government dealing with maritime affairs, it needs to be able to undertake many 
responsibilities:

•	 Foster maritime commerce,

35 DODI 8260.03, “Organizational and Force Structure Construct (OFSC) for Global Force Man-
agement (GFM),” August 23, 2006, p. 1. Available at <http://www.dtic.mil/whs/directives/corres/
html/826003.htm>. Accessed August 5, 2007.
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•	 Represent the United States to all international and regional maritime 
organizations, 

•	 Establish maritime agreements on behalf of the United States,
•	 Represent the U.S. interest in all matters pertaining to the UNCLOS and 

maritime law enforcement,
•	 Develop and field systems to give the United States effective MDA,
•	 Formulate top-level policy for the establishment and sustainment of mari-

time aids to navigation,
•	 Set policy for maritime traffic rules and systems,
•	 Establish and maintain a uniform national policy for U.S. access to other 

countries’ ports and for U.S. port security,
•	 Provide policy oversight for the safe operation and security of U.S. flag 

vessels,
•	 Establish and maintain uniform standards for training and certification of 

mariners,
•	 Provide oversight of standards for maritime vessel construction, and
•	 Enforce maritime environmental standards.

The policy pronounced by the President in December 2004 for the imple-
mentation of a comprehensive NSMS called for the creation of the MSPCC at 
the National Security Council (NSC).

Finding: The MSPCC and its parent, the NSC, have not yet met the requirements 
of the 2004 mandate, as the discussion above indicates, nor have they developed 
even short-term initiatives to give the nation a robust capability for MDA. A new, 
invigorated approach must be undertaken to meet national maritime needs. 

STRATEgIC INTERACTION WITH INTERAgENCy INITIATIvES

Interagency support for U.S. participation in the MSP is crucial if the con-
cept is to work; however, the support has been sporadic so far. Initiatives within 
the NSC and DoS are being coordinated but have to be resolved if the Navy, the 
USCG, and law enforcement agencies are to be effective when operating in the 
maritime domain in support of the NSMS requirements in different regions of 
the world. Several interagency initiatives and programs are part of this effort, but 
they work independently rather than together at the moment. Several of the more 
important interagency initiatives present obvious coordination challenges (also 
see Figure 4.2):

•	 Proliferation Security Initiati�e (PSI). This initiative seeks to stop the 
shipments of WMD to and from states and nonstate actors worldwide. Seventy 
countries have indicated support for PSI, while 20 are actively participating in 
this effort.
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•	 antiterrorism assistance (aTa). This initiative is located in the Diplomatic 
Security Services Training Directorate of DoS. ATA provides training and equip-
ment based on onsite needs assessments for foreign law enforcement and civilian 
security organizations.

•	 Regional Maritime Security Program (RMSP). This program is jointly 
coordinated by PACOM and DoS. It is a capacity-building program that is focus-
ing on enhancing cooperative security and maritime law enforcement capabilities 
in the East Asia and Pacific regions.

•	 export Control and Border Security (eXBS) assistance. This initiative 
is a key tool in stemming the proliferation of WMD and related weapons and 
technologies. It works to ensure that the manufacturers and suppliers have proper 
control over the export of munitions, dual-use goods, and related technologies. 
It also tries to ensure that transit and transshipment countries have the tools to 
interdict illicit shipments across their territories.

•	 Group of eight. The G-8 Lyon-Roma Group has devised methodology 
and a checklist for auditing port and maritime security. The procedure has been 
adopted by the IMO as an international self-assessment checklist.

•	 Model Maritime agency/Code. This model maritime service code can 
identify the legal authority that a multimission maritime service needs to function 
effectively. Developed by the USCG, it has been presented to over 20 countries.

•	 International Training Program (ITP). Provides training programs at 
USCG schools as well as mobile training teams for members of the international 
maritime community.

•	 Container Security Initiati�e (CSI). This initiative proposes a security 
regime to ensure that all containers that pose a risk for terrorism are identified 
and inspected at foreign ports before they are loaded on vessels destined for the 
United States.

•	 Organization of american States (OaS) port security assistance. U.S. 
missions to the OAS and working with the OAS, the Inter-American Committee 
Against Terrorism (CICTE), the Inter-American Committee on Ports (CIP), and 
the Maritime Administration (MARAD) offer assistance to OAS member states to 
enhance security at their ports in order to comply with the dictates of the IMO. 

•	 Megaports Initiati�e. This initiative helps countries with major interna-
tional ports to enhance their ability to screen cargo at those ports. It also works 
to improve radiation detection equipment as well as train personnel in the use of 
such equipment.

•	 fBI legal attachés. Legal personnel are located in over 50 key cities 
worldwide and are providing coverage for over 200 countries, territories, and 
islands. Each office is established through an agreement with the host nation and 
is normally located in the U.S. embassy in that nation.

•	 International Ship and Port facility Security (ISPS) Code. ISPS is another 
IMO initiative implemented in the United States by the USCG, which encourages 
bilateral or multilateral discussions with other nations to exchange information 
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on enforcement requirements for international maritime security standards. The 
USCG works closely with U.S. trade partners to promote reasonable implemen-
tation and enforcement of the ISPS Code for enhanced maritime security (see 
Figure 4.2).

•	 automatic Identification System (aIS). This is another IMO initiative that 
allows for ship tracking and monitoring for the Vessel Tracking System (VTS). 
The International Convention for the Safety of Life at Sea (SOLAS) agreements 
now require AIS on all ships of 300 GT and over engaged in international voyages 
as well as all passenger ships regardless of size. The Navy is putting AIS on all 
of its ships.

•	 faO expertise. The special skills required of foreign area officers (FAOs) 
are put to use working with the many programs related to MDA. A career FAO, 
whether or not he or she comes from one of the sea services, is expected to have 
assignments in headquarters offices both stateside and abroad. Demonstrated 
excellence in the leadership of maritime operations should ultimately allow the 
FAO to be assigned at the three-star level as director of any office or agency 
tasked with establishing maritime partnerships.

Potential Solutions to the Poor Outlook

A review of the diverse interagency/interdepartment programs, plans, needs, 
and initiatives described above predicts that it will be very difficult to find a 
common basis for achieving MSP. Furthermore, a detailed analysis of the require-
ments to implement any maritime security partnership by the U.S. government 
turns up a quagmire of bureaucratic and political hurdles that cannot be overcome 
using traditional organizational tools. This makes it unlikely that the departments 
and agencies of the U.S. government will be able to execute the President’s 
NSMS.

Several alternatives could be pursued to implement and strengthen MSP both 
domestically and internationally, among them the following:

•	 Maintain the current roles and responsibilities for maritime security within 
the various agencies and departments of the government but improve on inter-
agency coordination mechanisms. Coordination could begin without bureaucratic 
delay if the NSC would put into effect the already established maritime security 
coordinating policy. This could be expedited by making the NSC responsible, in 
accordance with its charter, for an up-to-date report on the implementation status 
of NSPD 41.

•	 Assign one agency as the lead for maritime security and increase its role, 
responsibility, and authority for interagency coordination for maritime security. 
The lead agency could be the DoS, the USCG within the DHS, or the Navy 
within the DOD. Because of the broad scope of the maritime problem and the 
need for consistent national policies, only DoS has the breadth of experience to 
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be assigned as lead agency; however; it lacks operational resources. The USCG 
also has broad experience and acceptance and could satisfy many of the needs of 
the partnerships. The Navy has ownership of the MSP concept but, along with 
DOD, presents a military front, which may be undesirable. DOD and the Navy 
also lack law enforcement authority.

•	 Establish a new agency for maritime security as a standalone agency 
or within one of the departments. A new agency speaking as a single voice on 
maritime matters would have a broader mandate on maritime security, including 
commercial and environmental aspects. It might not, however, fit well under 
DHS. A new agency would have the advantage of attracting new leadership. The 
analogy to the establishment of the FAA should be looked at carefully because 
at that time the air was the new domain.

While each of the above alternatives has advantages and disadvantages, the 
committee believes the optimal approach would be to find a body of leaders who 
can cut across bureaucratic lines. The 1,000-ship Navy concept espoused by the 
CNO is based on many of the ideas required for a successful NSMS. The 1,000-
ship Navy is the core from which that strategy will grow. However, the Navy 
with its vast network of international contacts and linkages still falls short in 
its ability to mount the necessary effort. A novel and extraordinary approach is 
needed to break through the international barriers abroad and interagency barriers 
at home. The deficiencies that exist across U.S. government entities mean that 
no single individual short of the President could coordinate and, especially, com-
mand across all the agencies involved, and he or she could not keep up with the 
effort nor could one or two subordinates. The committee’s inclination is to urge 
that there be an independent, third-party study of the maritime problem focusing 
on security and probably on other aspects of the maritime domain, including the 
alternatives just outlined above. Hence, the CNO should exploit his access to the 
Commander in Chief by asking him to appoint a body of leaders with authority 
to find a solution that accords with his NSMS.

A Presidential Commission

Previously, when significant changes in government structure were needed, a 
Presidential Commission with appropriate terms of reference was set up.36 Such a 
commission must draw heavily on the expertise found in several places. Govern-

36 The historical precedent is the 1955-1957 Presidential Committee, which recommended the 
establishment of the Federal Aviation Administration (FAA) so as to “consolidate all the essential 
management functions necessary to support the common needs of the military and civil aviation of the 
United States.” The rationale for the FAA was similar organizationally and functionally to the current 
need to remedy the shortfalls in roles, responsibilities, and authority for maritime security. Back then, 
after some years of start-up problems and trial and error, the consolidation of organizational and func-
tional responsibility in a single agency worked very well for the nation and indeed for the world.
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ment, industry, trade organizations, labor unions, and academia all are potential 
contributors. There needs to be international representation or, at a minimum, 
consultation with other countries, especially in view of the anticipated interac-
tions with the Law of the Sea.

Coordination at the Strategic Level

There is a critical need for coordination at the strategic level for all programs 
and initiatives that come under the umbrella of U.S. programs supporting the 
partnerships and maritime security. Neither the Navy nor the USCG can operate 
effectively within the MSP without support from other U.S. agencies and depart-
ments that provide the policy framework from which to execute assignments 
across the spectrum of maritime security (see Figure 4.2). There is a need to 
identify and establish various levels of support and coordination for individual 
countries as well as entire regions based on different levels of partnership and 
needs.

Operational and Tactical Support

To effectively translate strategic decisions in Washington it will be necessary 
to designate the level of support to a specific country or region. It will require 
the coordination of domestic partners and resources. At the local level the U.S. 
ambassador and his country team would coordinate all the U.S. programs related 
to maritime security and safety in that country. If either the Navy or the USCG 
deploys units to work on maritime security missions in a specific region, those 
units must coordinate their activities with those of the country teams to ensure 
that they are supporting the local requirements as well as the COCOM’s Theater 
Engagement Plan.

FINDINg AND RECOMMENDATION

The trend during the past two decades toward globalization in the exploita-
tion of natural resources and in the manufacturing sector has meant an increasing 
need for maritime transport. This need in turn results in growing coastal trade, 
transoceanic commerce, shipbuilding, port expansion, fuel consumption, and 
competition for offshore resources—including fish stocks—all of which have 
significant impact on national and international governance related to maritime 
safety, control, and security. The governance burden, especially as regards secu-
rity, is already straining U.S. resources for protecting the country’s own waters 
and ports. It is time to act on this understanding and prepare the nation and its 
prospective partners to deal with the growing task of maritime governance. 

Establishing a regime such as that implied for MSP is an extensive and 
exceedingly complex task that needs to involve departments and agencies across 
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the U.S. government. It needs to engage other participants in ways that tran-
scend formal military and political alliances, and it needs to be seen by other 
countries not as a U.S. military initiative but as a way of fostering law and order 
at sea and thus the security of all participants. It is not clear that the existing 
MSPCC—despite some positive steps at the policy level—has adequate authority 
or mechanisms to fully realize MSP objectives as part of the national strategy. 
The situation bears a strong resemblance to the situation that faced the nation 
with respect to air transportation before the establishment of the FAA and the 
International Civil Aviation Organization.

Finding: The Chief of Naval Operations’ initial 1,000-ship Navy concept has 
become a much larger concept of maritime security partnerships, attracting much 
international recognition and interest. It has grown beyond a U.S. Navy initia-
tive into a critical matter for all agencies of the U.S. government that deal with 
international maritime relationships and trade.

Recommendation 12: The Chief of Naval Operations should recommend the 
appointment of an independent third party such as a presidential commission 
on maritime security governance tasked to recommend ways of strengthening 
the nation’s maritime security policy, to define the roles and responsibilities of 
various U.S. government agencies and departments to better implement maritime 
security partnerships both domestically and internationally, and to move forward 
as suggested in the 11 other recommendations of this report.
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Livermore National Laboratory and as one of four lead engineers assigned for the 
design and development of the B-2 Stealth Bomber Program at Northrop Grum-
man. He has served on numerous scientific boards and advisory committees, such 
as the Defense Science Board and the Air Force Scientific Advisory Board, and is 
a member of the Naval Studies Board of the National Research Council (NRC).
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department, port pilot services, homeland security, and emergency management 
divisions. Mr. Cunningham’s background includes a career in law enforcement as 
a command officer in the Los Angeles Police Department; extensive experience 
in maritime and homeland defense and risk assessment; and experience with fed-
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control, and drug interdiction. He was formerly the chief of police for the Port 
of Los Angeles and was a member of the NRC Committee on the Role of Naval 
Forces in the Global War on Terror.

Henry H. gaffney is director of the Strategy and Concepts Group in the Center 
for Strategic Studies at the Center for Naval Analyses Corporation (CNAC). 
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through 2020, energy security, and global climate change. Prior to joining CNAC, 
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gunther Handl is Eberhard Deutsch Professor of Public International Law at 
Tulane University. His expertise includes law of the sea, comparative law, inter-
national environmental law, transnational litigation, and the intersection of law, 
science, and technology. Professor Handl has served as a consultant to various 
international organizations and governmental agencies and as a special advisor 
in the legal advisor’s office at the Austrian Ministry of Foreign Affairs. He also 
served as a professor of law at Wayne State University and as an associate profes-
sor of law at the University of Tulsa.

Thom J. Hodgson (NAE) is distinguished university professor in the Industrial 
and Systems Engineering Department at North Carolina State University. His 
expertise includes scheduling and logistics as well as modeling and optimization 
approaches, classic job shop and industrial scheduling, supply chain manage-
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lery System. 

James D. Hull retired from the U.S. Coast Guard with the rank of vice admiral 
and currently serves as a principal advisor on homeland security for the Security 
Strategies and Operations Group at Anteon Corporation. His background includes 
Coast Guard and interagency operations and capabilities, as well as maritime 
security and intercept operations. During his Coast Guard career, Admiral Hull 
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Defense Zone Atlantic. He has served on numerous scientific boards and advi-
sory committees and was a member of the NRC Committee on the Role of Naval 
Forces in the Global War on Terror.

Harry W. Jenkins Jr. retired from the U.S. Marine Corps with the rank of major 
general and is currently an independent consultant. General Jenkins’s background 
includes naval operations, mine countermeasures, and Marine Corps intelligence 
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as director of business development and congressional liaison at ITT Industries-
Defense, where he was responsible for activities in support of tactical commu-
nications systems and airborne electronic warfare between the Navy, the Marine 
Corps, the Coast Guard, and the National Guard. During Operation Desert Storm, 
General Jenkins served as commanding general of the Fourth Marine Expedi-
tionary Brigade. He is a member of the board of governors of the Marine Corps 
Association and a member of the Naval Studies Board.

Catherine M. kelleher is a professor of public policy at the University of 
Maryland and a senior faculty associate at Brown University’s Watson Institute. 
Her research interests include cooperative European defense and security poli-
cies, NATO relations, and international security and arms control. Dr. Kelleher 
served in the Clinton administration as the personal representative of the secretary 
of defense in Europe and as deputy assistant secretary of defense for Russia, 
Ukraine, and Eurasia. She has served on numerous scientific boards and advisory 
committees, including as vice chair, co-vice chair, and member of the Committee 
on International Security and Arms Control.

Jerry A. krill is assistant director of programs at the Johns Hopkins University 
Applied Physics Laboratory (JHU/APL), where he oversees more than 400 pro-
grams and is also the laboratory’s chief quality officer. His expertise includes 
weapons systems engineering, sensor and weapons networks, precision engage-
ment and information-centric operations, missile defense, over-the-horizon mis-
sile command-and-control systems, and microwave technology. Previously, he 
served as head of the Power Projection Systems Department, program manager 
for the Air and Missile Defense Area, and supervisor of the Weapon Systems 
Engineering Branch. He has served on numerous scientific boards and advisory 
committees, including as a member of the NRC Committee on C4ISR for Future 
Naval Strike Groups.

Thomas v. McNamara is senior vice president of the Advanced Solutions Center 
at Textron Systems. His expertise includes intelligent autonomous systems, pre-
cision weapons delivery command and control, microelectromechanical systems 
development, guided munitions and missile technologies, Global Positioning 



Copyright © National Academy of Sciences. All rights reserved.

Maritime Security Partnerships 
http://www.nap.edu/catalog/12029.html

154 MaRITIMe SeCURITY PaRTNeRSHIPS

System antijam and ground control, and systems development and integration 
efforts for naval submersible and aircraft platforms. He served as a member of 
the NRC Committee on Distributed Remote Sensing for Naval Undersea Warfare; 
he is also a member of the Naval Studies Board.

Heidi C. Perry is division leader of mission systems at the Charles Stark Draper 
Laboratory. Her expertise includes guidance, navigation, and control; Global 
Positioning System antijam and ground control; precision weapons delivery 
command and control; guided munitions and missile technologies. Previously, 
Ms. Perry served as software engineering division leader and principal member 
of the technical staff at Draper.

gene H. Porter is an independent consultant. His areas of expertise include 
national security planning and weapons systems development and defining the 
defense planning scenarios that are intended to guide the development of the U.S. 
military force structure. Mr. Porter formerly served as the director of acquisition 
policy and program integration at the Office of the Under Secretary of Defense 
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Mr. Porter is a member of the Naval Studies Board.
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Federally Funded Research and Development Center at the MITRE Corporation. 
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Studies Board.

J. Paul Reason retired from the U.S. Navy with the rank of admiral after 34 years 
of service and is currently an independent consultant. His background includes 
naval and joint operations, as well as DOD planning, programming, and opera-
tions. In his last position, he served as commander in chief, U.S. Atlantic Fleet, 
where his responsibilities included the training, maintenance, and readiness of 
naval forces deployed to the Mediterranean and Caribbean seas, South America, 
and the Persian Gulf. He was also responsible for the operations of most U.S. 
Navy bases and facilities along the East and Gulf coasts of the United States, 
and in Puerto Rico, Cuba, and Iceland. ADM Reason is a member of the Naval 
Studies Board.
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Nils R. Sandell Jr. is vice president and general manager of BAE Systems 
Advanced Information Technologies. His expertise includes automatic target 
recognition; sensor fusion; sensor resource management; battle management; and 
command, control, and communications. He formerly served as an associate pro-
fessor at the Massachusetts Institute of Technology, where he lectured in the areas 
of estimation and control theory, stochastic processes, and computer systems. 
Dr. Sandell has served on numerous scientific boards and advisory committees, 
including as co-chair of the NRC Committee on C4ISR for Future Naval Strike 
Groups. He is a member of the Naval Studies Board.

H. Eugene Stanley (NAS) is university professor, professor of physics, and 
director of the Center for Polymer Studies at Boston University. His expertise 
includes sensors and polymeric materials; theory of phase transitions and critical 
phenomena for a wide range of systems, including polymers; and applications 
of statistical mechanics to biology, economics, and medicine. Dr. Stanley was a 
member of the NRC Panel on Nonlinear Science. 

John P. Stenbit (NAE) is an independent consultant whose expertise includes 
system architectures for complex military and communication systems and sys-
tems engineering of information systems. Mr. Stenbit formerly served as assistant 
secretary of defense for networks and information integration and DOD chief 
information officer. Prior to serving in the DOD, he served as executive vice 
president at TRW, Incorporated. Mr. Stenbit has served on numerous scientific 
boards and advisory committees, including as a member of the NRC Commit-
tee on C4ISR for Future Naval Strike Groups. He is also a member of the Naval 
Studies Board.

Elihu zimet is a distinguished research professor in the Center for Technol-
ogy and National Security Policy at the National Defense University (NDU). 
His background includes naval science and technology, including kinetic 
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nologies. Prior to joining NDU, he served as head of the expeditionary war-
fare science and technology department at the Office of Naval Research.  
Dr. Zimet served on the NRC Committee on the Role of Naval Forces in the 
Global War on Terror; he is also a member of the Naval Studies Board.
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Charles F. Draper is director of the NRC’s Naval Studies Board. Before joining 
the NRC in 1997, Dr. Draper was the lead mechanical engineer at S.T. Research 
Corporation, where he provided technical and program management support 
for satellite Earth stations and small satellite design. He received his Ph.D. in 
mechanical engineering from Vanderbilt University in 1995; his doctoral research 
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was conducted at the Naval Research Laboratory (NRL), where he used an 
atomic-force microscope to measure the nanomechanical properties of thin-film 
materials. In parallel with his graduate student duties, Dr. Draper was a mechani-
cal engineer with Geo-Centers, Inc., working on-site at NRL on the development 
of an underwater X-ray backscattering tomography system used for the nonde-
structive evaluation of U.S. Navy sonar domes on surface ships.

Arul Mozhi is senior program officer at the NRC’s Division of Engineering and 
Physical Sciences. Prior to joining the NRC in 1999, Dr. Mozhi was senior sci-
entist and program manager at UTRON, Inc., a high-tech company in the Wash-
ington, D.C., area, working on pulsed electrical and chemical energy technologies 
applied to materials processing. From 1989 to 1996, Dr. Mozhi was a senior 
engineer and task leader at Roy F. Weston, Inc., a leading environmental con-
sulting company, working on long-term nuclear materials behavior and systems 
engineering related to nuclear waste transport, storage, and disposal in support of 
the U.S. Department of Energy. Before 1989 he was a materials scientist at Marko 
Materials, Inc., a high-tech firm in the Boston area, working on rapidly solidified 
materials. He received his M.S. and Ph.D. degrees (the latter in 1986) in materi-
als engineering from the Ohio State University and then served as a postdoctoral 
research associate there. He received his B.S. in metallurgical engineering from 
the Indian Institute of Technology in 1982.
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B

Sea Lanes of Commerce in the  
Various Regions of the World

Globalization in the 21st century has forced into keen focus the absolute 
imperative for an ability to assure free and peaceful access to the sea. The U.S. 
economy—in fact, all economies of all developed and developing nations and 
multinational corporations—are more reliant than ever before on global trade 
for their prosperity. The exchange of raw materials, product components, and 
finished goods by sea conveyance has paralleled the expanding global economy. 
But this exchange requires free and uninterrupted use of the seas, which has 
seen a largely peaceful environment for the past 50 years due in large part to the 
maritime dominance of the United States and its allies and friends.

Maritime security partnerships (MSP) may become the means by which all 
nations contribute to maintaining the freedom of the seas at the same time as they 
protect their homelands.1

Without assured freedom of the seas, global trade and global economies 
could be hindered. Consequently, all users of the sea for commerce should 
embrace and support such initiatives that will protect the seas from criminal 
activity and disruption.

In stable regions of the world, where maritime trade is mature and follows 
established routes, commodities, and even schedules, evolving technologies have 
been applied to optimize the generation of data that immediately highlight any 
disruption to normal commerce. 

Multinational corporations, shipping lines, coast guards, port authorities, 
and any number of government entities should find it in their interest to invest 

1 ADM J. Paul Reason, Commander in Chief, U.S. Atlantic Fleet, with David G. Freymann. 1998. 
Sailing New Seas, The Newport Papers, Thirteenth in the Series, Naval War College, Newport, R.I.
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their resources to curb illegal and disruptive activity, ensuring the free conduct of 
maritime trade. However, in particular areas of the world, usually coastal, illicit 
maritime trade may be violating the 2005 Protocols to the 1988 Suppression of 
Unlawful Acts (SUA) Convention and its Protocol.2

The list of shared, complex challenges is long; such challenges usually grow 
out of conditions whereby regions featuring stable governments, rising standards 
of living, increased trade, and network connectivity are pulling away from regions 
of the world where nations are plagued by politically repressive regimes, weak 
economies, widespread poverty, disease, and a lack of adequate medical care. 
The challenges include but are not limited to terrorism, weapons proliferation, 
trade disruption, piracy, the drug trade, human smuggling, illegal immigration, 
and organized crime. They could also include environmental attacks, illegal fish-
ing, competition for natural resources such as oil for developing countries or, in 
some areas, the growing shortage of water, which can lead to famine. The natural 
disasters that occur regularly around the world are another challenge to which 
maritime forces have to react because only they may be able to reach hard-hit 
areas to deliver assistance. The most recent example of this was the tsunami that 
devastated large parts of Indonesia, Thailand, and the island chains in the Indian 
Ocean and Andaman Sea. Just as graphic was the maritime support in response 
to Hurricane Katrina on the Gulf Coast of the United States.

The shared complex challenges chart (Figure B.1) is a 30-day picture of the 
ocean-going traffic that moves on the high seas as well as in the sea lanes of com-
merce (SLOCs) and choke points around the world. Each dot on that figure rep-
resents one ship, and the trade routes are very clear from the density of shipping 
around the major continents. Many of the choke points through which much of 
the trade flows are in regions where countries are in various states of development 
or have tenuous relations with each other or with the more developed countries.

Open SLOCs are critical for world trade and for global maritime security. 
What follows is a general description of the key SLOCs by region.

THE PACIFIC AND SOuTHEAST ASIA

SLOCs in the Indonesian archipelago and the South China Sea remain criti-
cal choke points in that almost half of the world’s shipping passes through these 
waters. They include the Strait of Malacca, the Strait of Sunda, and the Strait of 
Lombok. All three provide entrances from the south to the South China Sea. The 
Strait of Makassar could also be considered a choke point. Each is important to 
the world trade system (see Figure B.1).

•	  From an economic and strategic prospective, the Strait of Malacca is one 

2 Protocol 2005 to the Convention for the Suppression of Unlawful Acts against the Safety of Mari-
time Navigation, and Protocol of 2005 to the Protocol for the Suppression of Unlawful Acts against 
the Safety of Fixed Platforms Located on the Continental Shelf. 
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of the most important SLOCs in the world. Over 50,000 vessels of all sizes pass 
through here annually between the Indian Ocean and the Pacific. Over a quarter 
of all oil carried by sea moves through this strait. A terrorist attack or increased 
piracy in this waterway could have a large-scale economic impact on the region 
as well as the world. Any successful attack or blockage could dramatically raise 
insurance rates for ships transiting this area or could force ships to detour well 
out of their way, causing major shortages of crude oil or dry bulk cargoes like 
iron ore or coal. The result could be higher freight rates as well as a disruption 
of world markets.

•	 The Sunda Strait passes between the Indonesian islands of Java and 
Sumatra. It connects the Java Sea with the Indian Ocean. Sunda could be used as 
an alternative if the Strait of Malacca were closed for some reason; however, its 
narrowness at points as well as oil rigs off the Java coast could make it unsuitable 
for large commercial vessels.

•	 The Lombak Strait connects the Java Sea to the Indian Ocean and is 
located between the islands of Bali and Lombak in Indonesia. The Makassar 
Strait runs between the islands of Borneo and Sulawesi. Much of Australia’s 
export trade carried in ships to northeast Asia goes through both of these two 
deepwater passages in Indonesia. Depending on a ship’s destination, it branches 
off toward the Philippine Sea or into the South China Sea. Many other countries 
use these waterways as well.

•	 Many nations in Southeast Asia are islands or have extended coastlines. 
Their land transport infrastructure is not well developed, although seaborne 
imports are growing and thereby increasing the use of SLOCs for interisland 
trade. A key point here is that the myriad of islands in this region make it 
extremely difficult to provide adequate coverage for situational awareness in sup-
port of maritime security requirements. The current exception is the “electronic 
highway” in the Malacca Strait.

THE MIDDLE EAST, THE INDIAN OCEAN, AND AFRICA

This large expanse of ocean features some of most critical SLOCs and choke 
points in the world. Shipping traffic is generally secure in the open ocean but not 
in some of the coastal areas. Several choke points are bordered by states ruled by 
regimes that are weak politically, corrupt, and more or less hostile to the United 
States and other nations. Many are threatened by terrorism, piracy, the drug trade, 
or smuggling (see Figure B.1).

•	 The Strait of Hormuz is a strategically important, very narrow channel 
between the Persian Gulf, the Gulf of Oman, and the Indian Ocean. It is a vital 
shipping lane for petroleum tankers traveling to or from the Far East, Africa, or 
Europe. Over 25 percent of the world’s oil supply passes through this strait, which 
is bordered by Iran to the east and Oman and the United Arab Emirates to the 
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west and south. Transit problems in this waterway would lead to widespread trade 
disruption in the oil markets as well as potentially severe economic consequences 
in the countries that depend on oil from that region.

•	 Bab El-Mandeb at the entrance to the Red Sea, a vital SLOC and choke 
point, is bordered by Yemen and Saudi Arabia to the east; Djibouti, Ethiopia, and 
the Sudan to the west; and Somalia to the south. The countries in this area are 
all emerging and are havens for terrorism, weapons smuggling, the drug trade, 
and piracy. All commercial shipping, including petroleum tankers, moving from 
the Indian Ocean to the Mediterranean and Europe must pass through the Bab 
El-Mandeb and the Red Sea to the Suez Canal. Likewise, most shipping coming 
from Europe to the Middle East, India, and the Pacific must pass through this 
waterway. Disruption at any point along this SLOC could force shipping com-
panies to move their cargoes by sea from Europe to Asia around South Africa, 
causing major trade disruptions, economic chaos, and drastic increases in insur-
ance premiums for the shippers.

•	 The Mozambique Channel lies between Madagascar to the east and 
Mozambique to the west, along the East African coast. It is an important ship-
ping route for countries bordering the Indian Ocean to and around the southern tip 
of Africa and into the South Atlantic. The channel is wide and deep and consists 
of island groups that are considered strategically important from the standpoint 
of maritime security. Piracy, the drug trade, illegal fishing, human smuggling, 
and terrorism are all problems in this area. All of the countries in this region are 
fragile and have weak economies and poor maritime security.

•	 The area along the western coast of Africa, known as the Gulf of Guinea, 
is rich in natural resources (sweet crude oil) and bordered by several countries 
with weak governments, corruption, struggling economies, and large ungoverned 
areas. It is plagued by militant violence, illegal fishing, piracy, and poverty. The 
Gulf of Guinea is currently the third largest source of oil imports to the United 
States, and it is projected to be one of the world’s top four oil producers by 2020. 
The legal framework for maritime law is inadequate or nonexistent, and few of 
the countries bordering the Gulf have the capacity to provide maritime security. 
Ships moving along the west coast of Africa pass through the Gulf of Guinea.

EuROPE AND THE bLACk SEA

This region is characterized by stable countries with viable economies that 
stretch from the Mediterranean to the Baltic and the Scandinavian countries. To 
the east of the Mediterranean and the Black Sea are some stable countries as well 
as others in varying stages of development. Trade in the SLOCs of the Mediter-
ranean, the English Channel, and the Baltic is relatively normal; however, the 
drug trade, the potential for terrorism, illegal immigration, and smuggling are 
concerns for maritime security. Choke points in this region could be the Bospo-
rus, the Strait of Gibraltar, and the Skagerrak and Kattegat, which lie between 
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the North Sea and the Baltic. Of the three, the Bosporus, which sits between the 
Mediterranean and the Black Sea, may be the most critical as it is the only water 
route from the Black Sea countries to the Sea of Marmora, the Dardanelles, and 
the Aegean Sea (see Figure B.1). Much of the oil coming from the Caspian Sea 
region passes through this waterway. The Bosporus is the world’s narrowest strait 
that is used for international navigation, and there have been many conflicts over 
it in modern times. However, there are international treaties in place that govern 
the use of the waterway. By treaty, Turkey controls the Bosporus as well as the 
Dardanelles to the west.

THE WESTERN HEMISPHERE AND THE CARIbbEAN

The SLOCs between the Pacific and Atlantic and both North and South 
America are open, and commercial shipping moves freely with a minimum 
of interference. Maritime security concerns center on the threats of terrorism, 
smuggling, weapons proliferation, and the drug trade. In the Caribbean the pri-
mary concerns are the drug trade and illegal immigration. The countries of Latin 
America are mainly stable, and the maritime commerce there depends heavily on 
the Panama Canal, the quickest route from the Atlantic to the Pacific for world 
trade.

The Panama Canal crosses the Isthmus of Panama in Central America. It is 
a key conduit for international shipping: More than 14,000 ships pass through it 
annually over the 70-mile route. If the Panama Canal were ever closed to com-
mercial shippers, it would mean a long voyage around South America that would 
disrupt trade, slow down economies, and drive up insurance premiums for the 
shipping companies (see Figure B.1).

While the Panama Canal has enjoyed considerable success, there could be 
problems in the future. The volume of imports from Asia now moving through the 
canal for ports on the East Coast of the United States and other ports in the hemi-
sphere is increasing. The number of transits is down; however, the total tonnage 
capacity has gone up, from 227 million tons in FY1996 to almost 296 million tons 
in 2006. Canal authorities have widened and modernized portions of the water-
way, which has increased efficiency, but it is expected to soon reach its maximum 
capacity. With larger and larger ships lining up in the assembly areas at both ends 
of the canal, the potential for accidents and terrorism goes up. Destruction of one 
of the critical locks along the route by terrorists would present a major challenge 
for the authorities responsible for security in and around this waterway.

* * * * * * * *

SLOCs in all regions of the world are critical for the free movement of com-
mercial shipping and for world trade. Today these lanes are not threatened by 
wars between countries, but the potential for disruption of commerce is nonethe-
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less significant if maritime security frameworks are not in place in certain regions 
of the world. Individuals or groups that want to disrupt trade along any of these 
routes could do so at many points in the maritime domain. Covering all of the 
critical SLOCs as well as the choke points with adequate surveillance systems 
having links to maritime security forces is an onerous responsibility and very 
expensive. The question becomes who will pay for the costs of such systems and 
who will create and coordinate the policies that will be the legal foundation for 
the surveillance plans. Achieving maritime domain awareness (MDA)3 has to be 
the first step following regional partnerships and collaboration.

3 Department of Homeland Security, 2005, The National Plan to achie�e Maritime awareness 
for the National Strategy for Maritime Security (Washington, D.C.), October, p. 1, defines MDA as 
“the effective understanding of anything associated with the maritime domain that could impact the 
security, safety, economy or the environment of the United States.”
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The International Legal Framework 

Chapter 2 briefly discussed the need for an international legal framework for 
maritime security partnerships (MSP). This appendix provides more details and 
the committee’s observations on such a framework.

THE STRuCTuRE OF MARITIME gOvERNANCE:  
RESTRAINTS OR EMPOWERMENT?

A stark reminder of the crucial significance of the legal parameters appli-
cable to MSP is provided by a United Nations report that notes, succinctly, “any 
measures taken to prevent terrorist acts against shipping, offshore installations 
and other maritime interests must be in conformity with international law, includ-
ing UNCLOS.”1 Considering the importance that states in general ascribe to the 
United Nations Convention on the Law of the Sea (UNCLOS) as having a “uni-
versal and unified character” whose “integrity needs to be maintained,”2 it follows 
that activities affecting the oceans not only will have to pass muster in accordance 
with relevant substantive rules and standards of UNCLOS but also will need to 
comply with the general understanding among states of how UNCLOS should be 
adapted, if it becomes necessary. This understanding suggests a process that is 

1 United Nations, Report of the Secretary-General on Oceans and the Law of the Sea, New York, 
A/62/66, Paragraph 81, March 12, 2007, p. 28. Thus, it is generally agreed that UNCLOS “sets out 
the legal framework within which all activities in the oceans and the seas must be carried out and 
is of strategic importance as the basis for national, regional and global action and cooperation in 
the marine sector. . . . ” United Nations, Oceans and the Law of the Sea, New York, Resolution No. 
A/RES/61/222, Preamble, March 16, 2007, p. 1.

2 See, for example, United Nations Resolution No. A/RES/61/222, Preamble, March 16, 2007. 
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centered, first and foremost, on the states that are themselves parties to UNCLOS 
or, exceptionally, on an equally broad-based multilateral approach that is inclu-
sive as well as transparent.

UNCLOS itself does not comprehensively or even specifically address the 
matter of maritime security. Instead, it features a number of limited rules that 
speak directly to issues of maritime security, such as those in Arts. 101-105 (on 
piracy), Art. 110 (on boarding of foreign flag vessels on the high seas without 
the consent of the flag states), and Art. 111 (on hot pursuit). More importantly, 
however, in restating the all-important customary international legal principles of 
jurisdiction over ocean spaces, it determines the allocation of rights and obliga-
tions between flag states on the one hand and coastal and port states on the other 
regarding security-related activities in these maritime zones. 

A second tier of relevant normative standards, either in place today or about 
to emerge, specifically addresses security-related activities on the oceans. It 
includes key post-9/11 international legal developments: the various amendments 
to the International Convention for the Safety of Life at Sea (SOLAS), including, 
in particular, Chapter XI-2 on “special measures to enhance maritime security”; 
the adoption of the International Ship and Port Facility Security (ISPS) Code; UN 
Security Council resolution 1540; and some international agreements that have 
yet to enter into force, namely, the 2005 Protocols to the 1988 SUA Convention 
and its Protocol3 and the International Convention on the Suppression of Acts of 
Nuclear Terrorism.4 Other global international legal instruments—the 1988 UN 
(Vienna) Convention against Illicit Traffic in Narcotic Drugs and Psychotropic 
Substances; the 2000 UN Convention against Transnational Organized Crime;5 
the Protocol against the Smuggling of Migrants by Land, Sea and Air supple-
menting the UN Convention against Transnational Organized Crime;6 and the 
UN Convention against Corruption7—represent additional building blocks of a 
maritime-security-specific global legal architecture, yet to be completed.

The aggregate effect of these legal agreements and instruments, whether in 
force or not, is to lend political support to the concept of MSP. As the embodi-
ment of specific international legal authority bearing on MSP, they cover some of 
the activities that directly promote maritime domain awareness (MDA) and asso-
ciated responses. At the same time, however, they also signal clearly the limits of 
states’ authority to take action on their own or on a limited regional basis in order 
to maximize MDA and related response options. Regional-security-related agree-

3 Protocol of 2005 to the Convention for the Suppression of Unlawful Acts against the Safety of 
Maritime Navigation, and Protocol of 2005 to the Protocol for the Suppression of Unlawful Acts 
against the Safety of Fixed Platforms Located on the Continental Shelf. 

4 United Nations, International Convention for the Suppression of Acts of Nuclear Terrorism, New 
York, Resolution No. A/RES/59/290, Annex, April 15, 2005, pp. 1-13.

5 United Nations, Resolution No. A/RES/55/25, Annex I, January 8, 2001.
6 United Nations, Resolution No. A/RES/55/25, Annex III, January 8, 2001.
7 United Nations, Resolution No. A/58/422, October 7, 2003.
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ments, such as the recently concluded ASEAN Convention on Counterterrorism,8 
play a similar dualistic role: While aiming at fostering cooperation on interna-
tional security by participating states, they do not seek to create new international 
legal authority for security measures among the states concerned.9 Instead, the 
agreements tend to remain faithful to the traditional multilateral/global allocation 
of rights and obligations of states. They thereby confirm indirectly the existing 
global governance structure, pursuant to which international legal change of a 
general nature requires the general participation of states, if not their general 
consensus on the outcome.

Finally, bilateral arrangements, such as the counterdrug agreements the 
United States has entered into with, for example, Caribbean and Latin American 
nations,10 admittedly often do change—bilaterally, or inter partes—the general 
rules of law that might apply to maritime security operations. However, these 
agreements cannot be considered in isolation from the multilateral legal plat-
forms on which they are based and that provide the specific enabling authority 
or political coverage for individual states to enter into these bilateral agreements 
in the first place.11 Thus, the “bilaterals” do not in and of themselves provide a 
legal basis for expanded general maritime security cooperation among the states 
concerned, nor do they necessarily represent a model that could be readily emu-
lated elsewhere in the world. By the same token, various informal understandings 
and non-law-based practical cooperative arrangements, such as the Proliferation 
Security Initiative (PSI),12 are undoubtedly useful in facilitating and promoting 
maritime security cooperation in general. However, they have not created new 
international legal authority where previously none existed.13 These kinds of 
arrangements, therefore, should not be mistaken for representing suitable substi-
tutes for the type of explicit international legal authority, multilaterally agreed 
upon, that some MSP-related activities unquestionably require.

8 Done at Cebu, Philippines, January 13, 2007.
9 Note, e.g., Articles III-V of the Convention.
10 See infra note 87.
11 For example, the cooperative counterdrug agreements and arrangements that JIATF-S relies on 

are in turn embedded in the 1988 UN (Vienna) Convention against Illicit Traffic in Narcotic Drugs 
and Psychotropic Substances and the 2000 UN Convention against Organized Crime. Similarly, the 
Cooperating Nations Information Exchange System (CNIES) also derives support from the Inter-
American Convention on Mutual Assistance in Criminal Matters, the UN Convention against Cor-
ruption, and so on.

12 Or, the Global Initiative to Combat Nuclear Terrorism: See Statement of Principles by Par-
ticipants in the Global Initiative to Combat Nuclear Terrorism, at <http://www.state.gov/r/pa/prs/
ps/2006/75405.htm>. Accessed on April 17, 2008.

13 Indeed, as a rule, they are not intended to change applicable international legal rules, nor have 
they incidentally brought about such changes. See, for example, the preambular sentence of Principle 
4 of PSI Statement of Interdiction Principles, which expressly requires that interdiction efforts be 
consistent with participating states’ “obligations under international law and frameworks.”
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Specific Observations on Structure-of-Maritime-governance Issues

To date there exists no overarching, comprehensive legal basis for maritime-
security-specific measures. International law continues to provide only a partial or 
fragmented basis for the specific measures that might be indispensable for launch-
ing a system of effective MSP. This situation represents both an opportunity and 
a handicap. It is an opportunity because it permits participants to engage in incre-
mental steps toward implementing MSP with all the attendant political benefits 
of a “small steps, deliberate speed” approach. At the same time, it is a handicap 
because specific changes in the applicable rules of international law, whenever 
necessary, cannot readily be justified as mere “measures of implementation” by 
reference to a preexisting generic legal framework document or instrument on 
maritime security. Instead, proposed changes will have to be vetted individually 
as to their international legal acceptability, the existence of international author-
ity, and, in particular, their compatibility with UNCLOS.

As the constitution of the oceans, UNCLOS provides the fundamental legal 
framework for MSP. Thus any MSP-related proposals that imply changes in the 
maritime rules of the game bring into play UNCLOS. However, as the chief 
proponent of the MSP initiative, the United States is not at present a party to 
UNCLOS. 

The utility of bilateral legal understandings and formal agreements—as, for 
example, between the United States and Caribbean and Latin American nations—
in fostering a web of single- or multiple-issue-focused security partnerships is 
self-evident. Operationally, bilateral or (limited) regional MSP is likely to be the 
most effective model of security cooperation. But, such arrangements will nor-
mally not be feasible unless they are founded on a solid multilateral legal basis. 

The coalition-of-the-willing model à la PSI (which, for example, expressly 
disavows any intention to change traditional international law regarding the 
boarding of foreign flag vessels) does not obviate the need for recourse to proper 
multilateral processes and settings to effect legal change. 

It should be clearly understood, finally, that the scope of existing, emerging, 
or even proposed maritime-security-related international legal measures tends to 
be limited by two factors. First, generally speaking, public vessels—that is, war-
ships and other vessels owned or operated by the government of a country and 
that are not engaged in commercial service14—will be either exempt from MDA-
enhancing international rules and regulations or, if such rules do apply, will not 
be subject to the enforcement jurisdiction of any state other than their own flag 
state. Second, this restricted focus on commercial vessels, barges, and so on is 

14 Under U.S. federal law, the distinction between commercial and noncommercial vessels tends 
to turn on the commercial vs. governmental nature of the activity the vessel is engaged in. See, for 
example, the definition in 33 CFR §160.24 and the by now traditional test for immunity under the 
Foreign Sovereign Immunities Act. By contrast, under UNCLOS itself the purpose of the activity will 
be the decisive criterion. See, for example, Arts. 31-32 in UNCLOS and the United Nations Conven-
tion on Jurisdictional Immunities of States and Their Property, Article 16. 
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exacerbated by the fact that most international legal measures target vessels of a 
minimum size only—usually above 300 GT. As a result, the very large number of 
vessels that could be of concern from a maritime security perspective will not be 
covered by relevant applicable international standards or regulations or by some 
of the important standards that are about to become operational.15

Since MSP would benefit from a generic, maritime-security-specific legal 
endorsement or declaration by states of basic principles and objectives and the 
designation of a lead international agency or organization, the Department of 
State (DoS) and the Department of Homeland Security (DHS)—of which the 
U.S. Coast Guard (USCG) is a part—need to support a broad-based diplomatic 
effort to this end. Such an effort might aim at the adoption of a resolution by the 
United Nations General Assembly or the Security Council.

While it is generally accepted today that most of the provisions of UNCLOS 
are part of customary international law, and as such binding upon and benefiting 
the United States, U.S. ratification of UNCLOS would be an important step in 
support of MSP and would give the United States a place at the table in UNCLOS-
based decision-making bodies and related processes. Thus the committee concurs 
with the President, the Secretary of Defense, the Chairman of the Joint Chiefs of 
Staff, the Secretary of the Navy, the Chief of Naval Operations (CNO), the Com-
mandant of the Marine Corps (CMC), and the Commandant of the Coast Guard 
(CCG) regarding ratification of UNCLOS at the earliest possible time.

The United States would benefit from addressing other states’ concerns 
about the legitimacy of MSP by taking steps to bolster its multilateral and global 
credentials, by acknowledging the essentially multilateral nature of many of the 
tasks to be addressed, and by supporting the choice of multilateral and formal 
legal settings and forums, as appropriate, to ensure a transparent and inclusive 
process of review of the law of the sea and its adjustment if necessary.

Various international organizations already have extensive security-related 
portfolios that bear on MSP activities. This is true in particular of the Interna-
tional Maritime Organization (IMO), the United Nations Food and Agriculture 
Organization in relation to fisheries conservation and management (monitoring of 
fishing vessels), the World Customs Organization (WCO) in relation to container 
security, and Interpol. MSP-related efforts by U.S. stakeholders and agencies 
need to be tightly coordinated with the efforts of these organizations; indeed, the 
United States must secure their active involvement and draw on their relevant 
expertise and capacity.

All U.S. stakeholders in MSP would benefit by fully supporting the DHS 
(that is, the USCG) efforts to address the issue of security for small vessels by 
working with other states toward reducing, within the ambit of the IMO and FAO, 
the threshold for applicability of the relevant international maritime-security-
related standards and regulations. Particularly important are efforts to lower the 

15 A case in point is the new Long-Range Identification and Tracking (LRIT) system.
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threshold to below 300 GT (or appropriate units of length16) in any new maritime-
security-related international legal instruments. 

INTERNATIONAL LEgAL IMPLICATIONS OF THE 
IMPLEMENTATION OF kEy MDA-RELATED ObJECTIvES

The implementation or operationalization of specific MDA-related objec-
tives essential to making MSP effective will raise a number of international legal 
issues. This is notably true for proposals to enhance cargo and container security; 
to raise the situational awareness of port and coastal states regarding vessels of 
interest by improving global vessel tracking capabilities; to expand port and 
coastal states’ rights to access or right to vessel-related information; and to facili-
tate the sharing of maritime information, assisted by global vessel/port databases, 
and so on. It is equally true of measures to facilitate the boarding, including the 
nonconsensual boarding, of foreign flag vessels in areas or situations not subject 
to national jurisdiction and control as a means to acquire or verify relevant infor-
mation about vessels of interest.

Cargo and Container Security—Off-shoring of Security Measures

With more than 11 million containers estimated to enter the United States 
annually, incoming ships and their foreign-origin cargo and containers pose a 
very significant security threat to the country. Recognizing this threat and that 
national security would best be served by addressing it at the point of loading in 
foreign ports, Customs and Border Protection (CBP), an arm of DHS—in direct 
response to the terrorist attacks of 9/11—launched the Container Security Initia-
tive (CSI) in 2002. Its objective is to place U.S. customs agents at foreign ports 
for the purpose of identifiying and prescreening U.S.-bound high-risk contain-
ers before they are shipped to the United States. To date, the United States has 
entered into bilateral agreements to cooperate on customs and container security, 
with at least 50 foreign ports now involved in a CSI regime.17 

CSI was initially conceived as, and thus far has been operated as, a program 
for the selective screening of U.S.-bound containers identified as a potential threat. 
However, full screening of all cargo destined for the United States through nonin-

16 Note, for example, that some regulations of the European Community, such as those that apply 
to systems for monitoring fishing vessels, use a minimum (vessel) length metric.

17 CSI is a reciprocal program, offering participating countries the opportunity to send their cus-
toms officers to major U.S. ports to inspect oceangoing, containerized cargo to be exported to their 
countries. Japan and Canada currently station their customs personnel in some U.S. ports as part of 
the CSI program. Likewise, CBP shares information on a bilateral basis with its CSI partners. The 
most recent addition to this growing list of CSI ports is Jawaharlal Nehru Port in India, which signed 
on to CSI in July 2007.
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vasive inspection is now set to become the modus operandi18 even though critics 
have raised legitimate doubts about the operational and/or economic feasibility 
of such an approach.19 A parallel program, the Department of Energy’s (DOE’s) 
Megaport Initiative,20 aims to deter, detect, and interdict trafficking in special 
nuclear materials and other radioactive materials by providing foreign commer-
cial ports with U.S.-supplied and jointly operated technology and equipment.21 
Finally, an initiative complementary to CSI is the voluntary government-private 
sector program, the Customs-Trade Partnership Against Terrorism (C-TPAT).22 
It aims at securing the supply chain while expediting the cargo by establishing a 
system of trusted (or certified) agents in the international supply chain, such as 
importers, brokers, freight forwarders, and carriers, who would benefit from fast-
tracking through stateside customs and security checks. A similar system based 
on the concept of an “authorized economic operator”23 is scheduled to enter into 
force on a European-Community-wide basis next year.24 

One of the by-products of CSI is the 24-hour cargo rule,25 which requires sea 
carriers and nonvessel operating common carriers to provide CBP with a detailed 
description of the contents of a sea container bound for the United States 24 hours 

18 Following the recommendation of the 9/11 Commission, the Improving America’s Security Act 
of 2007 will require the screening of all vessels and their cargo destined for the United States by 2014. 
Additionally, the SAFE Port Act, § 121(a), already imposes a requirement to scan for radiation—albeit 
in U.S. ports—all containers entering the country.

19 See, for example, “Bill to Scan All Containers Entering the U.S. Will Cause Chaos, Say Import-
ers,” financial Times, July 26, 2007, p. 1. Additionally, the European Community has attacked the bill 
as not cost-effective. See “Brussels Attacks American Plan to Scan Shipping Containers,” financial 
Times, August 3, 2007, p. 4.

20 It is being administered by the U.S. National Nuclear Security Administration. 
21 A first such arrangement was entered into with the Bahamas in 2005. Since then several 

other countries have joined this initiative, including China, Jamaica, the Netherlands, Oman, and 
Singapore.

22 See the Security and Accountability for Every Port Act of 2006, Public Law 109-374 [SAFE 
Port Act], § 211. The CBP’s Customs–Trade Partnerships Against Terrorism (C-TPAT) program has 
a counterpart in the European Union’s “authorized economic operator” program, with both programs 
aiming at eventual mutual recognition of nationally certified measures for security and facilitation of 
trade. Note also complementary industry efforts by companies like Siemens and General Electric to 
prevent tampering with shipping containers. 

23 The EC regulation implements the World Customs Organization’s (WCO’s) Framework of Stan-
dards to Secure and Facilitate Global Trade; § 2.3 (in footnote 1 on p. 6) defines “authorized economic 
operator” as “a party involved in the international movement of goods in whatever function that has 
been approved by or on behalf of the national Customs administration as complying with WCO or 
equivalent supply chain security standards.” 

24 See Art. 14 of the Commission Regulation (EC) No. 1875/2006 of December 18, 2006, amending 
Regulation (EEC) No. 2454/93 laying down provisions for the implementation of Council Regulation 
(EEC) No. 2913/92 establishing the Community Customs Code.

25 See 2005 CFR Title 19, Part 4—Vessels in Foreign and Domestic Trade, § 4.7 (2), according to 
which the incoming carrier must file on behalf of any vessel subject to a cargo declaration requirement 
as a condition for entry into a U.S. port the CBP-approved electronic equivalent of the vessel’s cargo 
declaration 24 hours before the cargo is laden aboard the vessel at the foreign port.
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before the container is loaded on board a vessel. The rule allows CBP officers 
to analyze the information on container contents and identify potential terrorist 
threats before the U.S.-bound container is loaded at the foreign seaport, not after 
it arrives in a U.S. port. 

On a global, multilateral level, the December 2002 SOLAS Conference 
expressly recognized that maritime security was intrinsically tied to container 
security. Emphasizing that the intermodal and international nature of container 
movements necessitated ensuring the security of the entire supply chain, the 
Conference called on the WCO to address container security as a matter of 
urgency.26 WCO, as the international organization with primary responsibility 
for supply chain security,27 has since adopted the Framework of Standards to 
Secure and Facilitate Global Trade,28 which promotes customs-to-customs and 
customs-to-business networks to improve the security of closed transport units.29 
Its core elements include the harmonization among participating states of advance 
electronic cargo information requirements and a commitment by countries join-
ing the Framework to accede to requests by authorities of the destination state to 
perform an outbound inspection of high-risk containers and cargo.30 

Specific Observations

Cargo and container security measures might be perceived as disproportion-
ately benefiting the United States, and their propagation in the context of mari-
time security partnerships is therefore regarded as impolitic. But the very fact that 
the IMO, the WCO, other international organizations, and the European Com-
munity31 have begun to address the issue demonstrates the wider international, 
indeed global, significance of container security: A serious security incident 
involving cargo or containers anywhere might have catastrophic consequences 
for maritime trade everywhere. 

Cargo and container security is also apt to raise an issue of delimitation, 
namely, the question of which aspects of container security come properly within 
the ambit of MSP. Many security-sensitive cargo operations take place outside 
ports—that is, they involve shoreside segments of the supply chain, such as 

26 See Conference Resolution 9 on “Enhancement of Security Cooperation with the World Customs 
Organization (Closed Cargo Transport Units), Doc. SOLAS/CONF.5/34, Annex 2, 13.

27 In 2007 a joint IMO Maritime Safety Committee/Facilitation Committee working group agreed 
that the WCO, rather than IMO, had primary responsibility for “supply chain security.” 

28 WCO, Framework of Standards 6; see also WCO, Customs Guidelines on Integrated Supply 
Chain Management, June 2004. 

29 ILO/IMO Code of Practice on Security in Ports supplements WCO work and ISPS Code require-
ments on port security.

30 WCO, Framework of Standards, § 1.3.
31 The European Community’s Customs Security Program, whose main element is the “authorized 

economic operator” concept, simply underlines that legitimate concern about container security on 
the part of all major trading nations.
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manufacture and initial loading and forwarding. Applying the broad definition of 
MDA that underpins the National Strategy for Maritime Security (NSMS),32 the 
complete supply chain might well be viewed as properly within the MDA focus. 
Of course, such a comprehensive approach raises questions about the allocation 
of responsibilities among competing organizations or agencies entrusted with 
maritime security—in short, functional specialization. Given that the present 
study’s focus is MSP involving the traditional international maritime commu-
nity—that is, navies, the maritime law enforcement community, and the ship-
ping and fishing industries—and consistent with the emerging division of labor 
among international organizations,33 only those shoreside segments of supply 
chain security that are located within or tied to the port of departure itself34 are 
discussed in this appendix.

In sum, two cargo and container security measures are directly and to a large 
degree associated with MDA, yet also best handled by agencies traditionally 
concerned with the security of vessels and ports: 

•	 The routine provision of cargo/container information to the destination 
state before the cargo or container is loaded on the vessel in the foreign port 
and

•	 Outbound security inspections of cargo and containers at the request of 
the destination state.

In imposing a 24-hour-in-advance electronic notification rule in 2002, the 
United States triggered the emergence of similar international normative expecta-
tions. Thus Standard 6 of the WCO’s Framework of Standards recommends that 
customs administrations “require advance electronic information on cargo and 
container shipments in time for adequate risk assessment to take place.”35 Fol-
lowing this lead, the European Community now mandates a prearrival summary 

32 See supra note 1.
33 The issue has been a matter of concern for the IMO. At its 34th session in March 2007, IMO’s 

Facilitation Committee (FAL) approved a draft Joint Maritime Safety Committee/FAL circular on 
securing and facilitating international trade, which notes that the WCO has primacy over supply chain 
security, with IMO’s role being limited to those container security aspects related to ships and port 
facilities. Similarly, on the domestic front, CBP has taken the lead role in cargo security. Only when 
cargo is moved on the waterborne leg of the trade route does USCG have oversight of the cargo’s 
carriage requirements and the care needed for that cargo while on the vessel and at the port facility.

34 The security screening and certification of cargo inland, that is, during its manufacture, loading, 
and transport into port, as well as of the parties involved in this process directly or indirectly—brokers, 
manufacturers, warehouse operators and carriers—represents a security function on the landward side 
of shipping operations. 

35 WCO Framework of Standards. 
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declaration for containerized cargo “at least 24 hours before loading at the port 
of departure.”36 

Similarly, the CSI has paved the way for the adoption by the WCO of 
Standard 11 of the Framework of Standards, which recommends that a state’s 
“customs administration should conduct outbound security inspection of high-
risk containers and cargo at the reasonable request of the importing country.” 
Although the standard is formulated as a mere recommendation, requested states 
might legally be required to respond pursuant to the terms of any applicable 
bilateral customs mutual assistance agreement.37 

Considering the worldwide interdependence of maritime cargo operations, 
their potential vulnerability to acts of terrorism, and the likely worldwide reper-
cussions of a major breach of container security, it would seem prudent for the 
DHS (that is, for the CBP and USCG) and the DoS to support efforts to make 
advance electronic cargo reporting a general international legal requirement. Spe-
cifically, the 24-hour rule ought to become the binding legal standard applicable 
globally to international movements of closed cargo units.

Similarly, accession by the authorities at the port of departure to a request by 
the destination state for an outbound security inspection can be made mandatory 
as a matter of general international law and subject to safeguards regarding the 
reasonableness of such a request and legitimate expectations of privacy. 

In parallel with these efforts, it would seem practical for CBP and other rel-
evant agencies to extend the existing CSI program beyond its present geographic 
scope to additional foreign ports of interest. 

Port and Coastal States’ Maritime Domain Awareness

“An effective understanding of anything associated with the maritime domain” 
that carries national security implications38 suggests an adequate, accurate, and 
timely flow of information to the actor(s) concerned. Viewed from an interna-
tional legal perspective, MDA could be improved by expanding the present rights 
of port and coastal states to information about vessel movements; by improving 
general vessel tracking capabilities; and by strengthening maritime information 
exchanges through the expansion and better integration of global databases on 

36 This requirement is effective from July 1, 2009, and applies to containerized cargo only. See 
Art. 184a, § 1(a), of Commission Regulation (EC) No. 1875/2006 of December 18, 2006, amending 
Regulation (EEC) No. 2454/93 laying down provisions for the implementation of Council Regulation 
(EEC) No. 2913/92 establishing the Community Customs Code.

37 For example, as of May 2007, the United States had entered into customs mutual assistance 
agreements with 60 countries and Taiwan. These agreements follow the WCO’s model bilateral as-
sistance agreement. The (multilateral) International Convention on Mutual Administrative Assistance 
in Customs Matters, the Johannesburg Convention, which was adopted in June 2003 but is not yet in 
force, expressly encourages such binding arrangements. See Arts. 10 and 48(2) of the Convention. 

38 See supra note 1.
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vessels and ports. Some of these improvements, however, might involve changes 
in international law, a few of which might be sensitive.

Port State’s Rights to Information

Since, generally speaking, access to a state’s port is a privilege rather than 
a right, the port state39 is entitled to set conditions for the entry of an incoming 
vessel, including the provision of information. Leaving aside situations covered 
by special agreement40—bilateral, regional, or global—pursuant to which a for-
eign flag vessel is granted the right of entry, a port state’s freedom to regulate 
access to its ports will in theory thus be limited only by considerations of reci-
procity and the state’s obligation to provide international notification of any such 
requirements. 

Apart from the 24-hour container rule, commercial vessels are at present 
also subject to port state requirements regarding notification of their arrival. Thus 
the United States has adopted a 96-hour notice of arrival (NOA) requirement.41 
Among member states of the EC, a somewhat less stringent standard of notifica-
tion in advance of arrival applies: Incoming vessels must report either (1) at least 
24 hours prior to arrival or (2) upon leaving the previous port, if the voyage is less 
than 24 hours or if the port of call is not known or changes during the voyage, as 
soon as this information becomes available.42 More stringent reporting obliga-
tions apply to vessels coming from ports outside the EC and carrying dangerous 
or polluting goods.43 The information to be communicated to the port state is of 

39 In an international legal sense, “port state” connotes a state that may have international jurisdic-
tion over a foreign flag vessel on account of the vessel’s declared intention to (voluntarily) visit that 
state’s port. Reference to “coastal state” denotes a state that may have jurisdiction over a vessel with 
no intention to put into a port of that state on account of the fact that it transits the territorial sea (out 
to a distance of 12 miles from shore) or the exclusive economic zone (out to 200 miles) of that state. 
The flag state, finally, is the vessel’s national state—i.e., the state whose flag the ship is entitled to fly. 
As a general rule, the flag state has primary jurisdiction over its vessel; however, in certain situations 
its jurisdiction may be concurrent only with that of the port or coastal state.

40 Indeed, states frequently enter into bilateral or multilateral agreements as a result of which they 
are legally bound to open their ports to vessels flying the flag of a treaty party. 

41 See 33 CFR §160.212. 
42 See Art. 4, para.1, of Directive 2002/59/EC of the European Parliament and the Council of June 

27, 2002, establishing a Community vessel traffic monitoring and information system and repealing 
Council Directive 93/75/EEC, OJ L 208/10, August 5, 2002. 

43 See Art. 4, para. 2, and Art. 13.
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a general nature;44 it is not security-specific as such but obviously will have some 
security implications.45

On top of the general prearrival notification, port states today are specifi-
cally authorized to obtain notification of certain security information prior to the 
vessel’s entry into port.46 These states are entitled to information on the vessel’s 
security status pursuant to SOLAS Chapter XI-2 and the ISPS Code, specifi-
cally on whether the vessel carries a valid International Security Certificate, as 
required; the security level at which the vessel operates; the security level at 
which the vessel operated in any previous port where the vessel has conducted 
a ship/port interface; and so on.47 Importantly, the vessel must keep a record of 
this information for the last 10 calls at port facilities,48 which would be accessible 
to port authorities before the vessel’s arrival in port, allowing the authorities to 
acquire a better picture of the security risks, if any, associated with the vessel.

Coastal State’s Rights to Information and general vessel Tracking

General international law, both customary law and UNCLOS, severely cir-
cumscribe a coastal state’s informational rights regarding a vessel that—without 
intending to call at a port of that state—simply passes through its territorial sea 
or transits its exclusive economic zone (EEZ).49 Thus it is generally agreed that 
a foreign flag vessel entering the territorial sea to exercise its right of innocent 
passage through these waters is not required to report its arrival to the coastal 
state or to provide other information such as its cargo. This is true, though the 
subject of some controversy, even for ships carrying “nuclear or inherently dan-
gerous or noxious substances,” which must carry documents and observe special 

44 Pursuant to 33 CFR §160.206, a notice of arrival must include information regarding vessel, 
voyage, cargo, crew, and persons on board, as well as vessel safety. The European Community law 
also prescribes submission of information on the vessel, voyage, cargo, crew, and any other person 
on board. See Annex I to Directive 2002/59/EC.

45 For example, U.S. regulations require all vessels on an international voyage to provide infor-
mation on their last five ports of call. Information-submitting parties must also provide a vessel’s 
estimated time of departure and the name of the vessel charterer, if applicable.

46 For the corresponding domestic regulations in the United States and the European Community, 
see 33 CFR, Part 104, and Art. 6 of Regulation (EC) No. 725/2004 of the European Parliament and 
the Council of March 31, 2004, on enhancing ship and port facility security, OJ L 129/6, April 29, 
2004, respectively. 

47 See SOLAS Chapter XI-2; Special measures to enhance maritime security, Regulation 9, para. 
2.1.

48 See SOLAS Chapter XI-2; Special measures to enhance maritime security, Regulation 9, para. 
2.3.

49 Of course, to the extent that foreign flag vessels intend to engage in activities in the territorial 
sea or in the EEZ over which the coastal state has regulatory jurisdiction under UNCLOS, the vessel 
may be required to obtain permission from UNCLOS and a fortiori to notify the state of its intentions, 
including its arrival in the maritime zone concerned. 
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precautions established for such ships by international agreement.50 Similarly, 
vessels navigating in the EEZ have no informational obligations to the coastal 
state. This appears, for example, to be true also of a fishing vessel entering the 
EEZ for the purpose of transiting the waters, not fishing therein, despite the fact 
that the coastal state enjoys sovereign rights to its EEZ’s natural resources and 
therefore might be deemed to have a legitimate interest in being notified of the 
arrival or presence of foreign fishing vessels. 

On the other hand, coastal states may be entitled to information bearing 
in particular on navigational safety, search and rescue (SAR), marine pollution 
prevention and control, and thereby also, albeit indirectly, on maritime security. 
For example, upon entry into areas of the sea subject to a mandatory Ship Report-
ing System (SRS),51 a vessel must report to the appropriate coastal authority all 
required information in accordance with the provisions of the system. In general, 
the information to be supplied will be limited to the ship’s name, call sign, IMO 
identification number, and position. However, information on any operational 
defects of the ship and the nature of its cargo, if hazardous, might have to be 
communicated as well to the coastal state authorities.52 By the same token, ves-
sels entering an area of vessel traffic services (Vessel Tracking System [VTS])53 
within a coastal state’s territorial sea will generally be required to report to the 
coastal state authorities, usually by radio, and may be tracked by the VTS control 
center. The use of VTS may be mandated only in sea areas within the territorial 
sea of a coastal state.54

Similarly, IMO-approved mandatory ship routing systems,55 including traffic 
separation schemes, deepwater routes, areas to be avoided, and the like, entail 
restrictions on vessel navigation, anchoring, and so on. These systems aim at 
enhancing maritime traffic safety and protecting the marine environment. A ves-

50 See Art. 23 of UNCLOS.
51 See SOLAS, Chapter V, Regulation 11 (mandatory if and when approved as such by IMO’s 

MSC).
52 See Guidance Note on the Preparation of Proposals on Ships’ Routing Systems and Ship Report-

ing Systems for Submission to the Sub-Committee on Safety of Navigation, IMO Doc. Maritime 
Safety Committee Circ.1060, January 6, 2003, Annex, p. 5, para. 6.2.2.

53 The purpose of a VTS is to provide active monitoring and navigational advice for vessels in 
particularly confined and busy waterways. There are two main applications of VTS: (1) systems 
subject to surveillance that involve one or more land-based sensors (radar, AIS, and closed circuit 
television sites) and (2) systems that output their signals to a central location where operators moni-
tor and manage vessel traffic movement. Systems not subject to surveillance involve one or more 
reporting points at which ships are required to report their identity, course, speed, and other data to 
the monitoring authority.

54 See SOLAS, Chapter V, Regulation 12, para. 3.
55 See SOLAS, Chapter V, Regulation 10. Ship routing measures become mandatory if and when 

approved as such by IMO’s Maritime Safety Committee.
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sel that enters any such area must comply with applicable routing measures56 and 
thus may be subject to monitoring by the coastal state(s) concerned.57 

Limited though a coastal state’s legal authority might be in obtaining infor-
mation on or monitoring foreign flag vessels in the waters off its coast, this 
lack of authority is being offset by legal developments that have created or will 
create new vessel tracking capabilities. The first of these is the emergence of a 
general legal requirement that vessels be equipped with an Automatic Identifica-
tion System (AIS).58 The system,59 which transmits a vessel’s identifying signal 
and other relevant information,60 could obviously be a potent tool for improving 
coastal states’ MDA. However, AIS suffers from several drawbacks, including the 
distance range or frequency range over which its transmission can be received, 
the need for coastal state infrastructure, and the potential security and safety risks 
associated with open broadcasting of vessel data. 

Effective January 1, 2008, a new IMO regulation on LRIT will enter into 
force as part of a revised SOLAS Chapter V: Safety of Navigation. It requires ves-
sels subject to the regulation61 to be fitted with LRIT equipment to automatically 
transmit information that will allow LRIT, both for security and SAR purposes, 
without unduly impacting the security of the transmitting vessel itself. For this 
reason, and unlike the fairly comprehensive vessel data made available through 
AIS, LRIT will divulge only the ship’s identity, location, and date and time of its 
position. Moreover, there will be no interface between AIS and LRIT. Whereas 
AIS information is broadcast, hence potentially available to anyone, LRIT infor-
mation will be available only to the flag state, the port state (if the vessel plans to 
call at its port(s)), governments conducting SAR operations and enquiring about 
ships in the area, and coastal states. The latter will be entitled to tracking informa-

56 The Convention on the International Regulations for Preventing Collisions at Sea (COLREG), 
Regulation 10, also regulates the navigation of ships in or near traffic separation schemes established 
pursuant to SOLAS V/10. 

57 Ibid., Regulation 10, paras. 6 and 7.
58 The AIS requirement is one of the results of the 2002 SOLAS Conference amending SOLAS 

Chapter V, Regulation 19. It applies to all ships of 300 GT or more engaged in international voyages 
and to ships of 500 GT or more not on international voyages, as well as all passenger ships irrespective 
of size. Although ostensibly a safety-related standard—AIS is part of SOLAS Chapter V focusing on 
navigational safety rather than of Chapter XI-2 dealing with special maritime security measures—it 
clearly has major security implications. 

59 For a full discussion of AIS’s technical specifications and capabilities, see Chapter 3.
60 The required data inputs, specified in IMO guidelines for the installation of shipborne automatic 

identification systems, include, inter alia, the vessel’s position, heading, rate of turn, and navigational 
status. Additionally, information to be entered at initial installation of an AIS includes the maritime 
mobile service identity (MMSI) number, an IMO vessel number, the ship’s name, its dimensions, 
and its type. 

61 The LRIT regulation applies to ships on international voyages: passenger ships, including high-
speed craft; cargo ships, including high-speed craft, of 300 GT or more; and mobile offshore drilling 
units. The requirement will be gradually phased in after December 31, 2008. 



Copyright © National Academy of Sciences. All rights reserved.

Maritime Security Partnerships 
http://www.nap.edu/catalog/12029.html

17� MaRITIMe SeCURITY PaRTNeRSHIPS

tion from ships within 1,000 miles of their coasts, irrespective of whether or not 
the vessel intends to call at a port in the state concerned.62

Finally, fishing vessels are increasingly required to carry transmitters—vessel 
monitoring systems (VMSs)—that automatically report via satellite their posi-
tions at predetermined intervals or when requested. Moreover, VMS can deliver 
in near real time supplementary data on the vessel’s catch, fishing activities, and 
so on. This growing mandatory use of VMS is explained by two developments: 
(1) a great portion of the high seas is now subject to a Regional Fisheries Man-
agement Organization (RFMO) scheme that may require fishing vessels to carry 
VMS as a condition of entry into that fishing area63 and (2) a growing trend in the 
United States and EC countries64 to stipulate that fishing vessels flying their flag 
be equipped with VMS, irrespective of where they fish.65 This latter development 
has encouraged the expectation that in the near future the use of VMS on fishing 
vessels might become mandatory worldwide.66 Clearly, a requirement for VMS 
on fishing vessels worldwide would significantly enhance MDA.

Enhanced Maritime Information Exchanges

Considering the importance of oceans for humankind as a whole,67 it is not 
surprising that nowadays data are routinely being collected on every aspect of the 
state of the oceans, in particular the impact of human activities on it, including 
the operations of the vessels. In this vein, states have established several central-

62 IMO’s Web site claims that “the SOLAS regulation on LRIT does not create or affirm any new 
rights of States over ships beyond those existing in international law, particularly, the United Nations 
Convention on the Law of the Sea (UNCLOS), nor does it alter or affect the rights, jurisdiction, du-
ties and obligations of States in connection with UNCLOS.” Nevertheless, a coastal state’s access to 
information on vessels outside its traditional jurisdictional reach is unprecedented. 

63 For example, Art. 11 of the North-East Atlantic Fisheries Commission’s (NEAFC’s) Scheme of 
Control and Enforcement (2007) requires each NEAFC contracting party to ensure that fishing vessels 
flying its flag carry VMS in the RFMO area for purposes of tracking the vessel and its catch. 

64 According to Commission Regulation (EC) No. 2244/2003 of December 18, 2003, which sets 
forth detailed provisions regarding satellite-based VMSs, all EC fishing vessels subject to VMS must 
have a satellite-tracking device installed on board to ensure automatic transmission to the Fishing 
Monitoring Center of the flag member state, at all times, of data relating to the fishing vessel’s iden-
tification, its most recent geographical position, the date and time of the said position, and, effective 
January 1, 2006, its speed and course.

65 A list of VMS programs worldwide can be found at <http://www.fao.org/fishery/vms/3>. Ac-
cessed on April 17, 2008.

66 Note that the Magnuson-Stevens Fishery Conservation and Management Reauthorization Act, 
2006, authorizes the Secretary of Commerce to support coordinated international efforts to ensure that 
all large-scale fishing vessels on the high seas be equipped with monitoring systems by December 
31, 2008.

67 For example, the U.S. Commission on Ocean Policy, in an Ocean Blueprint for the 21st Century: 
final Report 1-2 (2004), points to the ocean as a highway for transporting goods and people; as a 
source of food, energy, and, potentially, life-saving drugs; as a venue for recreation and tourism; as a 
regulator of global climate; and as a cultural asset and source of aesthetic pleasure. 
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ized international databases to track compliance by flag states, vessel operators 
and owners, and other relevant actors with applicable international regulatory 
standards related to the environment, fisheries protection, navigational safety, 
or maritime security. Most of these maritime information exchange systems, 
listed in Appendix F, are at least potentially useful for MDA. If these informa-
tion exchanges were to cooperate by sharing information on vessels, cargoes, 
and operators of interest, their aggregate value to maritime security could be 
considerable. 

Among security-specific databases, mention must be made of the Global 
Integrated Shipping Information System (GISIS), a Web-based data system 
that permits verification of compliance with the maritime security provisions of 
SOLAS Chapter XI-2 and the ISPS Code. However, the GISIS security-related 
information is limited and includes only data that SOLAS contracting states must 
provide pursuant to SOLAS Chapter XI-2/13.68 On the other hand, detailed data 
on vessels are being collected by port state information exchanges, the premier 
example of which is the Equasis database. This database involves all states par-
ticipating in the Paris and Tokyo Memorandum of Understanding on Port State 
Control, the European Maritime Safety Agency, the USCG, and other maritime 
organizations and entities. GISIS offers a compilation of information on merchant 
vessels over 100 GT, which is generated in the course of port state inspections 
typically checking on vessel compliance with international standards on marine 
environmental protection, maritime safety, seafarers’ well-being, fisheries pro-
tection, and maritime security. There is additional input from various private 
data providers, including classification societies, the P&I Clubs, and Lloyd’s 
of London. The EC maintains a similar system for exchanging information, 
 SafeSeaNet. However, that database is primarily geared to tracking vessel opera-
tions in European waters from a safety and pollution prevention perspective.

Other maritime-security-relevant multilateral databases include the proposed 
Central Automated (Cargo/Customs) Information System, which would facili-
tate information exchanges between national customs authorities on container 
security. Additionally, there exist some regional arrangements, a prime example 
of which is the Cooperating Nations Information Exchange System (CNIES), 
described in greater detail in Chapter 3.

One of the major blemishes on the global maritime information picture is 
the fact that there is still no centralized, comprehensive, and reliable database on 
high-seas fishing vessels, let alone a database that covers all fishing vessels above 
a certain minimum size. FAO maintains a database, the High Seas Vessel Autho-
rization Record. However, not only is input into that data system incomplete and 

68 This includes, inter alia, national contact details, approved port facility security plans, and any 
changes thereto.
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sporadic because only a limited number of states participate, but it is exclusively 
flag-state-based and therefore suffers from a critical systemic flaw.69 

Specific Observations on the Port and Coastal States’ Informational 
Rights, vessel Tracking, and Maritime Exchanges

Like port states, states in general make access to port contingent on a vessel’s 
prior notification of its arrival. Notice-of-arrival (NOA) requirements tend to vary 
from country to country, although the EC has established a common 24-hour rule 
for the ports of its member states. The United States subjects incoming vessels to 
a more stringent 96-hour standard. A port state’s ultimate sanction for noncompli-
ance with its NOA requirement is denial of entry into port.

By virtue of general international law as well as maritime-security-specific 
special legislation—namely, SOLAS Chapter XI-2—port states are legally in a 
position to demand security-relevant information from any vessel in advance of 
its arrival in port. Once a vessel is in port, the port state may be able to secure 
additional security-relevant information:

•	 Since pursuant to SOLAS Chapter XI-1, on special measures to enhance 
maritime safety, any foreign flag vessel is subject to port state control on opera-
tional requirements, port authorities will have access to the vessel’s continuous 
synopsis record (CSR). The CSR lists details of the history of the ship, such as 
its registration, ownership, charter status (if applicable), classification, and so 
on70—in short, information with significant security implications.

•	 Exceptionally, a port state might be able to also gain access to the voyage 
data recorder (VDR) that passenger ships and ships other than passenger ships 
of 3,000 GT or more installed on or after July 1, 2002. Although the primary 
purpose of a VDR is to assist in accident investigations, it could help in recon-
structing a suspect vessel’s operational status and movements prior to its arrival 
at the port.71 

Under the general law of the sea, a coastal state’s right to information on 
vessels that merely pass through or transit its offshore waters (the territorial sea 
and the EEZ) are limited. However, to the extent that any portion of its territorial 
sea is subject to a special IMO-approved mandatory regime for the purpose of 

69 The critical weakness is that a system such as HSVAR relies on “the authenticity of information 
provided by or through the flag State of the vessel concerned.” (See High Seas Task Force, “How to 
Get Better Information about High Seas Fishing Vessels,” HSTF/05, February 25, 2005, p. 2.)

70 See SOLAS Chapter XI-1, Regulation 5, para. 3.
71 In December 2004, IMO’s Maritime Safety Committee adopted amendments to SOLAS Chapter 

V, Regulation 20, on a phased-in carriage requirement for a shipborne simplified voyage data recorder 
(S-VDR). The amendments entered into force on July 1, 2006. This S-VDR still requires secure and 
retrievable storage of information concerning the position, movement, physical status, and command 
and control of a vessel during the period leading up to and following an incident.
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vessel traffic management or marine environmental protection, such as the VTS, 
the SRS, or a ship-routing system, the coastal state will be legally entitled to 
information on vessels traversing these waters, information that may also have 
value from a security perspective. 

Additionally, a coastal state may have the right to obtain information from 
vessels physically present in the territorial sea, the contiguous zone,72 or the EEZ 
in the course of enforcing its laws vis-à-vis a vessel suspected of an infraction. 
However, this right presupposes that, as a matter of international law as set out 
in various provisions of UNCLOS, the coastal state’s law and regulations on 
customs, fiscal, sanitary, and immigration matters; fisheries; and marine environ-
mental protection actually do apply to the maritime zone in which the alleged 
infraction occurred and are enforceable given the location of the vessel when 
challenged by the coastal state’s law enforcement agency.73 Although the infor-
mation a vessel would have to provide in these circumstances74 would be directly 
related to the suspected infraction (and there is, generally speaking, no coastal 
state jurisdiction regarding maritime security offenses75), it stands to reason that 
such information might also be useful from a security perspective.

Finally, coastal states’ MDA is being given a potentially substantial boost 
by the improvement of global vessel tracking capabilities, based on current AIS 
carriage requirements and the soon-to-be-operational LRIT information system. 

•	 One of the acknowledged shortcomings of both AIS and LRIT is that their 
threshold of application—vessels of 300 GT or above—is relatively high and 
tends to exclude many vessels of interest from a maritime security standpoint. 

•	 The utility of AIS data and LRIT information could be maximized if they 
were collated and more widely distributed among maritime security decision 
makers. However, at present any proposal for integrating tracking data acquired 

72 States may claim a zone contiguous to the territorial sea, which usually extends to 12 miles from 
the shore, out to a maximum distance of 24 miles. In this zone the coastal state may exercise limited 
jurisdictional powers in relation to the infringement of customs, fiscal, immigration and sanitary laws, 
and regulations that apply to its territory and territorial sea.

73 Without going into unnecessary details, UNCLOS regulates in complex fashion a coastal state’s 
jurisdiction, an example of which is Art. 220, paras. 2-6, bearing on the enforcement by the coastal 
state of its laws for the prevention and control of marine pollution. 

74 Note, for example, UNCLOS, Art. 220, para. 3, which provides as follows: “Where there are clear 
grounds for believing that a vessel navigating in the exclusive economic zone or the territorial sea of a 
State has, in the exclusive economic zone, committed a violation of applicable international rules and 
standards for the prevention, reduction and control of pollution from vessels or laws and regulations of 
that State conforming and giving effect to such rules and standards, that State may require the �essel 
to gi�e information regarding its identity and port of registry, its last and its next port of call and other 
relevant information required to establish whether a violation has occurred” (emphasis added).

75 Except perhaps for certain violations of the coastal state’s criminal law by a vessel in that state’s 
territorial sea, as discussed below in the section “Vessel Boarding.”
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through AIS or LRIT runs afoul of concerns about access to data, privacy, and 
so on.76

Today there are a number of international, multilateral maritime informa-
tion exchange systems (see Appendix D) of differing quality and relevance to 
maritime security, the most promising being the Equasis database. Some of 
these systems are up and running, and others are still being set up. All of them, 
whether specifically dedicated to maritime security or not, presently do collect 
or eventually will collect, collate, and store data of potentially significant value 
from a security perspective. 

These information systems could provide an integrated data platform, which 
from the perspective of enhancing maritime security would be more valuable than 
the sum of its parts. The political challenge therefore will be to persuade states, 
the maritime community, and civil society that it might be possible to improve 
security through data sharing across these systems without sacrificing legitimate 
privacy interests or abandoning other safeguards against potential abuse. 

It would seem prudent for the DHS (the USCG), the DoS, and other U.S. 
stakeholders to support efforts to explore, within the IMO, the possibility of low-
ering the present 300 GT threshold for vessels subject to the AIS and the LRIT 
requirements. Also, it would be prudent for them to support the adoption of a 
global international legal requirement for electronic monitoring systems, such as 
the VMS, for fishing vessels.

All U.S. stakeholders, including the DOC’s National Oceanic and Atmo-
spheric Administration (NOAA), would benefit from a reliable system for moni-
toring fishing vessels worldwide, preferably as a stand-alone arrangement; the 
expansion of existing bilateral and multilateral cooperation based at the RFMO; 
and the integration of these databases into a global information system for fishing 
vessels. To this end, Equasis might serve as a model for an independent, multi-
sourced, cost-effective international information system.

The United States has an interest in the wider sharing of maritime-secu-
rity-relevant information presently held by international maritime information 
exchanges. All U.S. stakeholders would benefit by supporting the following 
efforts:

•	 Expansion of the reach of the Equasis database so that port state data 
from other regional port state control regimes that do not at present participate in 
Equasis could be fed into the system; 

•	 Harmonization of international reporting formats and procedures to per-

76 Note in this context that at its 79th session in December 2004, IMO’s Maritime Safety Committee 
warned “that the publication on the world-wide web or elsewhere of AIS data transmitted by ships 
could be detrimental to the safety and security of ships and port facilities and was undermining the 
efforts of the Organization and its Member States to enhance the safety of navigation and security in 
the international maritime transport sector.”
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mit the sharing of information on vessels, operators, and cargo among existing 
international (and national) maritime information exchanges; and

•	 Clarification and redress of legitimate concerns about data protection 
and privacy, concerns that invariably arise in the context of sharing information 
because some countries are more sensitive than others about these issues.

vessel boarding: Interdiction

The right to board foreign flag77 merchant ships78 is a critical component of 
any MDA-enhancing regime, because boarding directly serves the acquisition 
and verification of maritime-security-related information. From an international 
legal perspective, the boarding of foreign flag vessels that are in, bound for, or 
departing from a port or the internal waters of the boarding state is relatively 
unproblematic: A state’s jurisdiction over foreign vessels in port or in its internal 
waters is, after all, “necessarily exclusive and absolute.”79 The situation is differ-
ent, however, when the vessel is simply passing through the state’s territorial sea, 
transiting that or another state’s EEZ, or navigating on the high seas proper.80 In 
these circumstances a state’s right to board the foreign flag vessel will generally 
depend on the flag state’s consent or on specific boarding authority derived from 
UNCLOS or customary international law. 

If the authorities of one state would like to board the vessel of another state 
to respond to security-related concerns about that vessel, most flag states would 
likely accede to any reasonable boarding request. Permission to board could be 
granted ad hoc or may have been given in advance by way of special agreement 
between the flag state and the requesting state. Today, a large number of states 
have concluded bilateral agreements that facilitate, if not authorize in advance, 
the boarding of foreign flag vessels. The United States, in particular, has suc-
cessfully established a network of cooperative arrangements, such as the mari-
time counterdrug agreements with Caribbean and Central and South American 
states81 and ship boarding agreements to interdict weapons of mass destruction 

77 Of course under international law and in international waters, states have an indisputable right 
to exert jurisdiction over their nationals—that is, over vessels flying their flag.

78 Warships and government vessels operated for noncommercial purposes enjoy immunity from 
other states’ exercise of jurisdiction, including immunity from being boarded anywhere. In conse-
quence, the following comments will address issues exclusively related to the boarding of foreign flag 
merchant or government vessels operated for commercial purposes.

79 C.J. Marshall, in The Schooner exchange �. Mcfadden, Supreme Court of the United States, 
1812; 11 U.S. (7 Cranch) 116, 3 Led. 287.

80 Thus Art. 86 of UNCLOS provides that its high seas provisions specifically apply to “all parts 
of the sea that are not included in the exclusive economic zone, in the territorial sea or the internal 
waters of a State, or in the archipelagic waters of an archipelagic State.”

81 The State Department’s Bureau of International Narcotics and Law Enforcement Affairs lists 26 
bilateral maritime counterdrug agreements between the U.S. and Caribbean and Central and South 
American nations. See <http://www.state.gov/p/inl/rls/nrcrpt/2007/vol1/html/80853.htm>. Accessed 
on April 17, 2008.
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(WMD),82 which give to varying degrees in advance (maybe 24 hours, maybe a 
month) permission for law enforcement agencies of the other cooperating party 
to board their flag vessels. 

Such special treaty-based authorizations do not, of course, cover vessels of 
all nations of potential interest, nor do they always provide clear or unrestricted 
authority to the boarding state. Indeed, many flag states remain reluctant to enter 
into such arrangements or, if they do, will often make their consent to boarding 
subject to various conditions. As a result, boarding of foreign flag vessels sus-
pected of posing a security risk may be legally difficult if not impossible, unless, 
of course, the risk is such that boarding and other action against the vessel would 
be justifiable under the doctrine of self-defense,83 a situation not discussed fur-
ther in this appendix. Instead, the focus here is on the limits of existing boarding 
authority under UNCLOS and customary international law, the absence thereof in 
other relevant maritime-security-related multilateral agreements, and the negative 
implications of this state of affairs for maximizing MDA.

Under general international law, a state’s right to visit a foreign flag vessel 
without the consent of the flag state is generally a function of the location of 
the vessel or the maritime zone in which the vessel is being approached;84 its 
status—stateless vessel, merchant vessel, or warship; and the specific activity 
the vessel is suspected of engaging in. Leaving aside a state’s boarding author-
ity derived from its status as a port state,85 a coastal state has limited boarding 
authority over vessels passing through its territorial sea or archipelagic waters.86 
It may, of course, take action, including boarding foreign flag vessels, to prevent 
passage that is not innocent. Art. 19, para. 1, of UNCLOS defines passage as 
innocent as long as it is not prejudicial to the peace, good order, or security of 
the coastal state. However, it has been the long-standing position of the United 

82 Thus far the United States has concluded seven ship-boarding agreements modeled after its coun-
terdrug agreements with various Caribbean and Latin American countries to “operationalize” PSI. The 
seven countries are Belize, Croatia, Cyprus, Liberia, Malta, the Marshall Islands, and Panama. 

83 Conservatively speaking, boarding would have to meet the classic test annunciated in the context 
of the Caroline incident—namely, that the necessity giving rise to the claim of self-defense is “in-
stant, overwhelming, and leaving no choice of means, and no moment for deliberation.” See Letter of 
Secretary of State Daniel Webster to Lord Ashburton, dated August 6, 1842; reproduced at the Avalon 
Project, Yale Law School. Available at <http://www.yale.edu/lawweb/avalon/diplomacy/britain/br-
1842d.htm#ash1>. Accessed on April 17, 2008.

84 The right of approach on the part of a warship (or other properly marked government vessel 
authorized to carry out law enforcement functions) implies the right to request information about a 
foreign vessel’s identity, especially its nationality. This right does not per se imply also the right to 
visit or board (search, and so on) the foreign flag vessel. The right of approach can be exercised by 
a state’s warship and analogous government vessels on the high seas (including, for these purposes, 
other states’ EEZs) and the state’s territorial sea and EEZ. 

85 This authority can be invoked not only in respect of a vessel in port or the internal waters, but 
also in respect of inbound or outbound vessels in the state’s territorial sea. See UNCLOS, Art. 25, 
para. 2, and Art. 27, para. 2.

86 Foreign flag vessels transiting archipelagic waters—except for specifically designated “archipe-
lagic sea lanes” to which the transit passage regime applies—are subject to the same innocent passage 
regime that applies to the territorial sea. 
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States and other countries that “any determination of non-innocence of passage 
by a transiting ship must be made on the basis of the acts it commits while in 
the territorial sea,”87 as specified in the all-inclusive list of Art. 19, para. 2. Thus 
a foreign flag vessel’s mere carriage of controversial cargo (say, of components 
of WMD) will not, without the commission of an act, permit the coastal state to 
characterize the vessel’s passage as noninnocent. Nor should the vessel’s means 
of propulsion, flag, origin, destination, or purpose of voyage provide legitimate 
grounds for determining passage as noninnocent.88 On the other hand, the coastal 
state is entitled to apply—indeed, may be required to enforce—its criminal laws 
regarding activities in its territorial sea. Thus in accordance with the require-
ments of United Nations Security Council Resolution 1540, states must adopt 
and enforce laws that prohibit any nonstate actor from manufacturing, acquiring, 
possessing, developing, transporting, transferring, or using WMD or that prohibit 
their means of delivery, and so on. To the extent that a coastal state’s criminal law 
implementing Security Council Resolution 1540 covers the maritime transport 
of WMD and their components through its territorial sea,89 a foreign flag carrier 
would be deemed to violate that state’s laws, which might trigger the latter’s 
enforcement jurisdiction, including the right to board.90 

A coastal state’s jurisdiction over foreign vessels further offshore—that 
is, within the contiguous zone (CZ) (up to 24 miles) or the EEZ (out to 200 
miles)—is more attenuated still. The state’s boarding authority is correspond-
ingly limited, in the sense of being functionally restricted, to the enforcement 
of applicable laws bearing on certain coastal states’ interests for the protection 
of which the respective maritime zones were established in the first place. Thus 
within the CZ a coastal state will be authorized to board a foreign flag vessel 
as part of its right to prevent violations of its customs, fiscal, immigration, and 
sanitary laws and regulations.91 In the EEZ, the coastal state has the right to board 
foreign fishing vessels as one of a number of specifically authorized measures 
to ensure compliance with its natural resource management/fisheries protection 
laws.92 Since the coastal state enjoys at least equivalent, if not stronger, rights 
regarding the management of natural resources or fisheries protection in its ter-

87 See Message from the President of the United States Transmitting the United Nations Convention 
on the Law of the Sea, Senate Doc. 103-39, 103rd Congress, 2d Sess. (1994), p. 15.

88 Ibid.
89 For example, under U.S. law, trafficking in WMD is a criminal offense if committed in the 

United States or the special maritime and territorial jurisdiction of the United States (see 18 USC 
39, § 831(c)). For purposes of federal criminal jurisdiction, the territorial sea of the United States 
(extending out to 12 miles offshore) is within the “special maritime and territorial jurisdiction of the 
U.S.” within the meaning of title 18, USC. 

90 Thus Art. 27, para. 1(b), of UNCLOS specifically recognizes a coastal state’s right to board a 
foreign flag vessel “in connection with a crime committed during its passage” provided “the crime is 
of a kind to disturb the peace of the country or the good order of the territorial sea. . . .”

91 See UNCLOS, Art. 33. By the same token, the coastal state has the right to punish infringements 
of these laws and regulations as may have occurred in its territory or the territorial sea.

92 UNCLOS, Art. 73, para. 1.
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ritorial sea, fisheries-enforcement-related boarding authority exists a fortiori also 
in the territorial sea. UNCLOS bestows significantly more circumscribed board-
ing authority in relation to vessels navigating in the EEZ or territorial sea and 
suspected of having committed a violation—in the EEZ—of applicable pollution 
laws resulting in a substantial discharge.93 Again, in relation to vessels closer to 
the coast—namely, navigating in the territorial sea and suspected of having vio-
lated therein applicable pollution laws—the coastal state has somewhat broader 
authority to board the vessel for the purpose of verifying the violation, securing 
evidence, and so on.94

Because ships on the high seas are subject to the exclusive jurisdiction of the 
flag state, they are not subject to boarding by any other state without the consent 
of the former, except in limited circumstances that have traditionally been recog-
nized as entailing a right of visit or of boarding—that is, where there are reason-
able grounds for suspecting the vessel to be engaged in piracy, the slave trade, or 
unauthorized radio broadcasting or to be a vessel without nationality.95 The latter 
is directly related to the right of approach, which refers to a warship’s general 
authority to request information from any foreign vessel anywhere at sea except 
in another state’s territorial sea, for the purpose of verifying the vessel’s identity 
(registration and nationality). If suspicions about the vessel’s identity cannot be 
resolved by way of radio communications or, for example, the transmission by 
fax of relevant documentation or other such, the right of approach gives way to a 
right of visit, and the warship can proceed to a physical inspection on board.96 If, 
at the end of this process, the vessel turns out to be stateless97or can be assimi-
lated to being a stateless vessel,98 it will be subject to the boarding state’s laws 
and regulations as if it were a national vessel of that state. 

Beyond these traditional legal bases, there exists no equivalent boarding 
authority under general international law 99 vis-à-vis vessels suspected of engag-

93 See UNCLOS, Art. 220, paras. 5-6. Additional conditions related to, for example, the associated 
environmental threat and the evidentiary threshold must be met before boarding will be permitted. 

94 UNCLOS, Art. 220, para. 2.
95 UNCLOS, Art. 110, para. 1.
96 UNCLOS, Art. 110, para. 2.
97 For example, the U.S. Maritime Drug Law Enforcement Act, 46a USC 1903, para. 2, defines 

a vessel without nationality as including (a) a vessel aboard which the master or person in charge 
makes a claim of registry, which claim is denied by the flag nation whose registry is claimed; (b) any 
vessel aboard which the master or person in charge fails, upon request of an officer of the United 
States empowered to enforce applicable provisions of U.S. law, to make a claim of nationality or 
registry for that vessel; and (c) a vessel aboard which the master or person in charge makes a claim 
of registry and the claimed nation of registry does not affirmatively and unequivocally assert that the 
vessel is of its nationality. 

98 Thus in accordance with UNCLOS, Art. 92, para. 2, “[a] ship which sails under the flags of two or 
more States, using them according to convenience, may not claim any of the nationalities in question 
with respect to any other State, and may be assimilated to a ship without nationality.”

99 As regards boarding on the high seas, the provisions of UNCLOS simply reflect customary 
international law. 
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ing in the trafficking of drugs,100 people, or weapons, including WMD. Nor 
is there as yet similar authority to board a foreign flag vessel on the high seas 
suspected of causing pollution of the marine environment or violating applicable 
fisheries laws.101 In short, general international law does not offer boarding 
authority specifically couched in maritime-security terms. It is true, of course, 
that existing, mostly functionally defined boarding rights carry weight from a 
security perspective. Information that might be lawfully gathered in the course 
of a vessel boarding related to a coastal state’s enforcement of pollution laws 
and regulations might well turn out to be useful also from a maritime-security 
perspective. Still, when it comes to maximizing MDA and enabling action based 
thereon, the international legal basis must be adjudged to be deficient. It has 
remained so despite various international legislative efforts to change the rules 
of the game by facilitating boarding, if not outright nonconsensual boarding, of 
foreign flag vessels to redress recognizable security risks associated with the 
vessels concerned. 

The most concerted effort in this respect was the review of the 1988 Sup-
pression of Unlawful Acts (SUA) Convention and its Protocol, which resulted in 
the adoption, in 2005, of a new Protocol that fundamentally revises the original 
instruments. Although maritime interdiction of WMD and, associated therewith, 
the easing of traditional restrictions on the boarding, inspection, and further “pro-
cessing” of vessels, their crew, and cargo were key objectives of this amendment 
process, in the end, the states negotiating these revisions could not move beyond 
flag state consent as the fundamental organizing principle for handling boarding 
issues under the 2005 Protocol. Thus Article 8bis emphatically underlines that 
the boarding of a ship navigating “seaward of any State’s territorial sea” is imper-
missible “without the express authorization of the flag state,” even if that vessel 
or a person onboard is reasonably suspected of having been, being, or about to 
be involved in an act of terrorism involving WMDs.102 The same article sets out 
certain options for the flag state that might be viewed as mitigating somewhat the 
harshness of the article’s rejection of nonconsensual boarding in such dire cir-
cumstances: Upon becoming a party to the 2005 Protocol, any state may declare 
that with respect to vessels flying its flag it accepts the principle of presumptive 

100 Thus Art. 17 of the 1988 Vienna Convention, supra note 14, which provides the basic multilateral 
legal framework for interdiction of drug trafficking at sea, simply reflects recognition of the traditional 
of the principle of flag state consent. 

101 Some fishing vessels may, of course, be subject to boarding on the high seas under applicable 
regional or subregional fisheries management regimes or arrangements. But this authority can be 
invoked only between participating states and their fishing vessels or, more specifically, is premised 
on the flag state either (1) being a party to the RFMO concerned or to the 1995 United Nations 
Agreement for the Implementation of the Provisions of the United Nations Convention on the Law 
of the Sea of 10 December 1982 relating to the Conservation and Management of Straddling Fish 
Stocks and Highly Migratory Fish Stocks Agreement [“FSA”] or (2) otherwise accepting the terms 
of the RFMO. 

102 See Article 8bis, para. 5.
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authorization if its authorities do not respond in timely fashion to another party’s 
request for boarding.103 Alternatively, it may give notice in advance of its authori-
zation to board and search its vessel to determine whether a WMD-related offense 
has been, is being, or is about to be committed.104 Evidently, these optional decla-
rations by states are a far cry from specific and mandatory language that, coupled 
with necessary safeguards against abuse, either eliminates altogether the need to 
obtain the flag state’s consent or establishes a legal presumption that boarding, 
search, seizure, and so on are authorized. Similarly, negotiations on Security 
Council Resolution 1540 may initially have aimed at changing the international 
rules on vessel boarding. However, once again, the U.S.-led effort fell short of 
moving states toward acceptance of the principle of nonconsensual boarding 
in situations involving the maritime trafficking of WMD by nonstate actors.105 
Finally, the PSI—which, unlike the 2005 SUA revisions and Security Council 
Resolution 1540, is not per se an international legislative initiative, nor as such 
capable of effecting international legal change—expressly commits participating 
states to ensure that their interdiction efforts be “consistent with their obligations 
under international law and frameworks.”106

The physical act of boarding is, of course, only a first step in the exercise by 
the boarding state of jurisdiction over the foreign flag vessel. The international 
lawfulness of boarding as such does not automatically also permit any conclu-
sions about what additional steps the boarding state might be permitted to take 
in relation to the foreign vessel, its cargo, crew, or passengers. Rather, if there 
is boarding authority under general international law—say, on the grounds of 
reasonable suspicion that the vessel concerned is a pirate ship—the lawfulness of 
additional enforcement steps, such as search, seizure, arrest, and detention, will 
be a function of the specific reasons for which international law recognizes this 
exception to the flag state’s exclusive jurisdiction: As a hostis humani generis, 
any pirate will be deemed fair game, hence legally subject to the full jurisdictional 
authority of the boarding state. Similarly, if boarding appears justified on account 
of reasonable suspicions about a vessel’s identity, boarding will be strictly limited 
to permit a document check—i.e., to verify the vessel’s true identity. By the same 
token, when a flag state consents to the boarding of its flag vessel by another 
state, whether by special agreement in advance or ad hoc, its permission may be 
limited to just that and not necessarily include also authorization to investigate or 

103 “Timely fashion” was elsewhere defined as 4 hours from the flag state’s acknowledgment of the 
receipt of a request to confirm the vessel’s nationality. See Art. 8bis, para. 5(d).

104 Art. 8bis, para. 5(e).
105 As Lars Olberg explains, one reason was “widespread concern about the resolution’s origins in 

the U.S. desire to pull in support for the Proliferation Security Initiative (PSI) . . . [with] China, Rus-
sia, and many others making clear that this provision should not be understood as an authorization 
for interdictions not otherwise permitted by international law.” See L. Olberg, 2006, “Implementing 
Resolution 1540: What the National Reports Indicate,” Disarmament Diplomacy, 82, Spring, The 
Acronym Institute. Available at <http://www.acronym.org.uk/dd/dd82/82lo.htm>. Accessed on April 
17, 2008.

106 PSI, Principle 4.
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to further “process” the vessel. Indeed, all multilateral and most bilateral boarding 
arrangements carefully spell out steps requiring matching flag state authorization, 
vessel boarding, search, and seizure.107 Moreover, flag states may subject any or 
all of such segmented authorizations to conditions.

From the MSP perspective, facilitation of the boarding of foreign flag vessels 
in maritime areas beyond national jurisdiction or control, including establishment 
of a special security-related exception to nonconsensual boarding, might not be 
a panacea but would certainly be useful. Vessel boarding permits the acquisition 
and/or verification of relevant information and, equally important, represents a 
first step in the enforcement action continuum. An easing of existing international 
legal restrictions on foreign flag vessel boarding would serve as a deterrent.

Moreover, it is not clear to what extent a coastal state can exercise criminal 
jurisdiction over a foreign flag vessel during innocent passage simply on the 
grounds that the vessel carries WMD materials, components, and so on, and 
thereby violates the coastal state’s laws. It is also not clear to what extent a state 
is entitled not only to stop and search such a vessel navigating in the contiguous 
zone but also to seize its WMD-related cargo, as the PSI Statement of Interdiction 
Principles108 suggests.

Specific Observations 

Thus far, the principle of exclusive flag state jurisdiction has survived all 
recent international legislative attempts to establish a separate exception for 
security-related boarding on the high seas. On the other hand, international 
treaty practice, in particular the bilateral practice of the United States, indicates 
an emerging trend toward facilitating boarding. There are several strands of this 
development. First, there is evidence of a progressive tightening of the deadline 
for flag states to respond to requests for boarding in international waters. Second, 
if by the end of this time period—usually 2 to 4 hours—the flag state cannot or 
will not respond to the request, its consent to boarding for purposes of document 
verification and/or search of the vessel will be presumed. Third, some treaties 
specifically require the flag state to “contract out” of the operating presumption 
of flag state consent. Finally, a number of agreements envisage the flag state’s 
assignment to third states of all its rights under the agreement concerning suspect 

107  For example, Art. 17, para. 4, of the 1988 UN Convention Against Illicit Traffic in Narcotic 
Drugs and Psychotropic Substances differentiates carefully between flag state permission to stop and 
board the vessel, search the vessel, and—if evidence of involvement in illicit traffic is found—take 
appropriate action with respect to the vessel, persons, and cargo on board. Art. 9 of the Council of 
Europe Agreement on Illicit Traffic by Sea, Implementing Article 17 of the United Nations Conven-
tion Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances, ETS No. 156, establishes 
various subcategories of permitted conduct, thereby further segmenting the boarding state’s authority 
for “processing” the vessel, the cargo, and persons onboard.

108 Principle 4(d) PSI Statement of Interdiction Principles. Signed on September 4, 2003, by Aus-
tralia, France, Germany, Italy, Japan, The Netherlands, Poland, Portugal, Spain, the United Kingdom, 
and the United States. 
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vessels claiming the flag state’s nationality.109 By contrast, the 2005 revisions of 
the SUA Convention and Protocol retain flag state consent as the basic operat-
ing principle but permit states to declare in advance their consent to requests 
of boarding or their acceptance that in case of their failure to respond in timely 
fashion their consent may be presumed.110 In the aggregate, then, the picture that 
emerges differs from agreement to agreement, with U.S. treaty practice itself 
showing considerable variation in the specific boarding rights the United States 
has obtained.

According to Art. 110 of UNCLOS, a vessel that fails to display a flag may 
be treated as a suspect vessel and boarded for purposes of verifiying documents 
bearing on its identity (nationality and registration). In practice, states in general 
may not be willing to authorize their warships or law enforcement vessels to 
board a foreign-flag vessel on the high seas (or, equivalently, exercising its free-
dom of navigation elsewhere) simply to verify the vessel’s identity. This may be 
due to concern about interfering with legitimate maritime trade and commerce 
or over potential liability for any loss or damage resulting from the boarding. In 
consequence, many countries insist that boarding for documentation verification 
be preceded by an attempt to contact the (alleged) flag state to obtain its express 
consent. Some countries, however, do permit boarding without requiring an initial 
attempt to contact the purported flag state.111 Functionally, today the electronic 
signals a vessel must broadcast—the AIS and, soon, the LRIT system—are equiv-
alent to physically displaying the flag of the national state. Therefore, the absence 
of such identifying transmissions, like the absence of a properly displayed flag, 
could be deemed prima facie evidence of a suspect vessel and could bring the 
vessel concerned within the ambit of UNCLOS, Art. 110, para. 2, which expressly 
authorizes warships to proceed to verify the vessel’s identify by boarding and 
checking its documentation.

There does not appear to be an easing of existing international legal restric-
tions on foreign flag vessel boarding.

Boarding of foreign flag vessels in areas subject to limited or partial coastal 

109 See, for example, Art. II of the 2004 Amendment to the Supplementary Arrangement Between 
the Government of the United States of America and the Government of the Republic of Panama to 
the Arrangement Between the Government of the United States of America and the Government of 
Panama for Support and Assistance from the United States Coast Guard for the National Maritime 
Service of the Ministry of Government and Justice. 

110 See Art. 8bis, paras. 5(d) and 5(e), of the 2005 Protocol to the SUA Convention.
111 See, for example, Australia’s Customs Act 1901, sections 184A(9) and 185A. Similarly, some bi-

lateral agreements permit boarding, without initial attempts at contacting the flag state, for purposes of 
document verification aboard a vessel claiming the nationality of one of the agreement states but not 
displaying the national flag, not displaying any marks of its registration or nationality, and claiming 
to have no documentation on board the ship. See Art. 4, para. 4, of the 2005 Agreement Between the 
Government of the United States of America and the Government of Belize Concerning Cooperation 
to Suppress the Proliferation of Weapons of Mass Destruction, Their Delivery Systems, and Related 
Materials by Sea; see also identical provisions in other counterproliferation ship-boarding agreements 
between the United States on the one hand and Liberia and the Marshall Islands on the other.
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state jurisdiction, such as the EEZ, the CZ, or the territorial sea, raises several 
conceptual issues as a result of the adoption of Security Council Resolution 1540, 
which could reshape the traditional understanding of the import of some key 
provisions of UNCLOS. 

The Chief of Naval Operations needs to encourage the DoS, DOJ, and 
DHS, among others, to strengthen bilateral and multilateral efforts to facilitate 
the boarding of foreign-flag vessels in international waters by shortening the 
requested flag state’s response time, establishing presumptive consent, and del-
egation of bilaterally granted boarding authority to third states, among others.

It would seem prudent to seek legal clarifications through consultations, in 
particular with the states that are parties to UNCLOS, as to whether:

•	 A foreign flag vessel that does not have an AIS or an LRIT system on 
board provides reasonable grounds for questioning the vessel’s ostensible or 
claimed nationality and registration and would therefore be subject to boarding 
on the high seas for the purpose of checking the vessel’s documents;

•	 A coastal state can exercise criminal jurisdiction on board a foreign flag 
vessel exercising innocent passage through the state’s territorial sea112 if it carries 
WMD-related materials, people, etc. whose maritime transportation is subject to 
criminal sanctions in accordance with the Security Council resolution 1540;

•	 A flag state whose vessel is reasonably suspected of engaging in or being 
part of a terrorist plot or otherwise being used or guided by terrorists must give 
its consent to boarding or, conversely, can be presumed to give its consent; or

•	 A vessel navigating in the contiguous zone and suspected of trafficking 
in, for example, WMD components could be considered as violating the coastal 
state’s customs laws within the meaning of UNCLOS, Art. 33. 

The Chief of Naval Operations needs to work with the Secretary of the Navy 
to ensure that the DOD and DHS reaffirm the rules of engagement along the lines 
of internationally established and commonly used law enforcement concepts 
regarding the right to board, investigate, seize, arrest, detain, and prosecute and 
to use reasonable force against resisting vessels or crews.

Finally, in the long term, it would benefit the United States (and, in turn, DoS 
and DHS) to seek international support for a new maritime-security-related excep-
tion to exclusive flag state jurisdiction over vessels on the high seas or exercising 
freedom of navigation elsewhere. Such a result is unlikely to be accomplished 
by amending the 2005 revisions of the Suppression of Unlawful Acts Convention 
and Protocol; at present the only conceivable, though still controversial, option 
might be to secure a binding Security Council resolution to this effect. 

112 In accordance with UNCLOS, Art. 27, para. 1( b), on the ground that the crime concerned “is 
of a kind to disturb the peace of the country or the good order of the territorial sea.”
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Specific Reference Information 

INTERPOL

Interpol is the world’s largest international police organization, with a mem-
bership of most of the world’s countries. It was founded in 1923 to facilitate 
cross-border police cooperation and to support organizations (both governmen-
tal and nongovernmental) whose mission is to prevent or combat international 
crime. Its objective is to facilitate international police cooperation even where 
diplomatic relations do not exist between particular countries.

Interpol, operating through each country’s national crime bureau (FBI for the 
United States), gives law enforcement entities around the world instant access to 
its databases. Each Interpol member can in turn offer access to its databases on 
a consultative basis to groups such as border patrols or customs authorities by 
expanding existing multilateral agreements.

Interpol ensures its continuing existence by developing services and training 
at all levels of technical sophistication for its membership, using an established 
global operation in over 200 sites around the world. Interpol’s databases and ser-
vices ensure that police worldwide have access to the information and consulta-
tive and field support services they need to prevent and investigate crime.

THE IMO AND ITS AuTOMATED IDENTIFICATION SySTEM AND 
LONg-RANgE IDENTIFICATION AND TRACkINg SySTEM

The International Maritime Organization (IMO) is a permanent global orga-
nization founded in 1948 and having members in approximately 167 countries. 
Members include all of the major coastal states and ship-owning nations. It 
also has as members governments and NGOs that recognize and adhere to the 
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agreements of the IMO. The Automated Identification System (AIS) and the 
Long-Range Identification and Tracking (LRIT) system are two examples of the 
multilateral agreements facilitated by the IMO. The AIS (line of sight, 25 nmi) 
and the LRIT (out to 1,000 nmi from shore) system provide a global capability for 
monitoring the identification, location, track, and contents of ships on the seas.

IMO has established global multilateral agreements that all parties comply 
with if they wish to use the AIS and LRIT ship tracking systems. Under the IMO 
charter, once a majority of the membership has agreed to the terms and condi-
tions of an agreement, all IMO members must abide by it. In this way, the IMO 
organizing body relied on the desire of member nations to maintain their member-
ship to persuade them to ratify the agreement. This condition of membership has 
streamlined the review process for a number of international agreements, thereby 
benefiting the organization as a whole rather than getting caught up in an endless 
list of the concerns of individual members.

Finally, in its international role, the IMO commits itself to offer consultative 
services on demand to member nations. These services include, but are not lim-
ited to, data collection, the development of data standards, limited data sharing, 
support services, and rules enforcement.

LLOyD’S OF LONDON

For over 300 years Lloyd’s of London has been managing risk for its clients 
in a number of markets, including maritime matters. It is a commercial organi-
zation that continues to find innovative ways of recognizing, quantifying, and 
managing business and environmental risks. Information collection and selective 
sharing are at the core of its business.

It does this through various contracts, or bilateral agreements, with its cus-
tomers that quantify the terms and conditions of the particular situation. Its orga-
nization consists of more than 225 syndicates and brokers working cooperatively 
and continuously with clients to assess their risks and place the appropriate 
information and management tools in the marketplace to counteract unexpected 
circumstances.

Lloyd’s has contract partners in nearly every country in the world and in 
more than 85 percent of the companies on the Dow Jones and Fortune 500. It is 
regarded as a commercial entity that has ties and operations with both government 
and commercial interests.

The involvement of Lloyd’s in the Malacca Strait incident of 2005 is an 
example of the critical role of the Lloyd’s network and other commercial mari-
time players in cooperative solutions to issues of maritime safety and security. 
It was the raising of insurance rates for shipping in the region due to piracy and 
terrorist activities that brought the security issue to the boiling point and led to 
sharpened interest among shippers and insurers acting with and pressuring the 
coastal states to improve regional cooperation in dealing with the security of 
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the vessels at sea. That incident also stimulated investment from countries such 
as the United States, Australia, and Japan that allowed the infrastructure to be 
developed.

uSNS COMFORT DEPLOyMENT

The deployment of the USNS Comfort to the Caribbean during the summer 
and fall of 2007 is an excellent example of cooperation and good will leading to 
bilateral agreements between nations that could improve maritime security. The 
deployment of Comfort for 4 months to 13 countries throughout the Caribbean 
basin was intended to provide medical, dental, and engineering assistance to the 
local populations as well as to train and share information with the health min-
istries in those countries. It followed on the heels of a similar highly successful 
deployment of the USNS Mercy to the Indonesian archipelago in 2006 with the 
same basic missions. It falls within the initial cooperation and bilateral agreement 
quadrant of the model (see Figure 2.1 in Chapter 2 of this report) and has great 
potential for increasing cooperation and information sharing in the future.

Planning conferences were held for agencies in Washington, D.C., and 
SOUTHCOM and for the appropriate government ministries and their militaries 
in the host nations. Details were coordinated, dates and locations were estab-
lished, and levels of support, training, and involvement were offered to those 
countries based on local requirements and desires. The USNS Comfort was able 
to deal with the basic medical and dental problems faced by the people of the 
region. The ship’s crew consisted of Navy, USCG, Air Force, and Air Guard 
medical personnel as well as representatives of the U.S. Public Health Service 
and NGOs.

Such deployments can strengthen existing relationships with people and 
can serve as building blocks for better cooperation and information sharing with 
the respective governments, improving the maritime security situation in the 
region.

PROLIFERATION SECuRITy INITIATIvE

The Proliferation Security Initiative (PSI), established in 2003 in response to 
the fear that WMD might be spreading through covert transport of materials and 
delivery systems, represents a mixed form of intensive multilateral information 
sharing. PSI has no formal organizational structure or legal basis in an interna-
tional treaty or UN convention. It relies on bilateral and multilateral agreements 
among a group of 15 to 20 core supporters and some broad declarations of sup-
port informally (and mainly secretly) pledged by a larger group of states, involv-
ing, in all, nearly 80 states. The core supporters subscribe to a Statement of PSI 
Principles, which includes a commitment to improve constraints at borders, ports, 
in the air, on land, and at sea by exploiting national legislation and an implied 
willingness to take action such as interdiction, in port or on the sea. PSI exercises 
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have been held with groups of countries throughout the maritime commons; 
regular meetings and gaming among the core countries represent ongoing efforts 
at further consultation and the convergence of legislation and action. There also 
have been a number of (largely unpublicized) actions under PSI.

PSI is reinforced by bilateral arrangements on specific issues. The United 
States, for example, has concluded agreements with seven flag states supporting 
the U.S. right, after a formal request, to board ships on the high seas. Together 
with the fleets of the core states, the fleets of these seven account for more than 
70 percent of the world’s total. PSI is now an agreement within (although not 
referenced by) two broad UN Security Council resolutions: 1540 (against nuclear 
terrorism and proliferation) and 1718 (action against nuclear developments in 
North Korea). PSI also will gain status as support grows for relevant amendments 
to the IMO Convention for the Suppression of Unlawful Acts Against the Safety 
of Maritime Navigation.

PSI’s information sharing is specific and purpose driven, and it generally 
takes place in limited bilateral or multilateral channels suitable for intelligence 
data. Actions are often military and involve a range of government agencies, 
including the military. States can agree to take action or not, depending on their 
own national laws and interests. A number of key countries (India, China, Indo-
nesia, and South Korea) remain outside PSI.

guLF OF guINEA INITIATIvE

The Gulf of Guinea (GoG) Initiative currently falls within the bilateral 
cooperation quadrant of the model (see Figure 2.1); however, the increased U.S. 
presence is leading to more cooperation and information sharing among 13 
regional states and their European and U.S. partners. The GoG Initiative grew 
out of increased concern on the part of Africa, but also of the United States, 
NATO, and the European Union, about the violence and political, economic, 
and military instability resulting from the area’s emerging status as a major oil 
exporter. Based largely on an intersecting set of military-to-military relationships 
and the proactive programs of EUCOM, the initiative includes various strategies 
to improve information and situational awareness but is principally aimed at 
developing national military and nonmilitary capacities to ensure maritime safety 
and security.

This geographical area features nations with immature governments, large 
ungoverned spaces, tremendous natural resources, militant violence and piracy, 
and limited ability to deal with the issues of maritime security. The legal frame-
work for maritime law enforcement is inadequate or nonexistent in many of the 
countries, and pervasive corruption and weak governance detract from efforts to 
build and sustain security.

The underlying assumptions are that the countries in the region will com-
mit to reducing corruption and graft, embrace a regional approach to maritime 
security, work on a legal framework for maritime law enforcement, and commit 
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to improved maritime security. For the U.S. side of the GoG partnership, the 
assumptions are that U.S. agencies and departments (DoS, DOJ, DOC, USAID, 
FBI, and CDC) will engage in support of U.S. policy for Africa and this initiative. 
In addition, it is assumed that NGOs and industry (especially the oil producers) 
will eventually participate and partner in this effort.

Conferences, coordination sessions, and high-level visits to the countries 
have been part of the effort to bring various parties together. A GoG workshop 
on maritime safety and security was held in Ghana (March 2006) to address 
threats and vulnerabilities in the maritime domain. Conferences later in 2006 
were attended by the ministers of 11 GoG nations as well as representatives from 
5 EU members, government and military representatives from the United States, 
and members of regional and international organizations. The 11 GoG nations 
committed themselves to improving maritime awareness and enhancing regional 
cooperation through national, subregional, and international legal and regulatory 
frameworks. An action plan was developed with objectives to be met in the near 
term (12 months), the medium term (2 to 3 years), and the long term (more than 
3 years) for improving MDA, regulatory frameworks, regional cooperation, and 
public awareness. In addition a commitment was made to strengthen regional and 
political will by establishing strategies for maritime safety and security (e.g., for 
individual and collective state access to AIS data) as well as linked national-level 
commissions for coordinating activities at sea and in ports.

These initiatives were linked to the current EUCOM strategy for mitigating 
the conditions that foster extremism, increasing partnerships for regional stability, 
and creating an environment favorable to the expansion of free market economies. 
The emphasis is on capacity building, with provisions for training, exercises, and 
the provision of needed equipment, infrastructure, and software support. On-site 
activities in the region are being carried out by EUCOM’s proactive Naval Com-
ponent Commander (C6F/CNE) and supported by Navy and USCG elements and 
other coalition naval units.

The GoG Initiative is a reminder of the difficulty of achieving objectives over 
time and reinforces the point that DoS and interagencies should lead the effort 
through EUCOM in accordance with the Theater Engagement Plan for the near 
term, transitioning to the new AFRICOM when the time is right. The Navy or the 
USCG may be tasked to execute elements of the plan through the naval compo-
nent commander. This model might well be followed in varying degrees with the 
other COCOMs based on their own theater engagement plans and bilateral and 
multinational relationships with coalition partners.

MALACCA STRAIT SECuRITy INITIATIvE 

A growing number of Southeast Asian nations have formed a multilateral 
organization to develop and maintain a “comprehensive real-time regional sea 
situation picture” focused mainly on the Strait of Malacca and the Strait of Sin-
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gapore. Headquartered in Singapore, they have dealt with information gathering 
(and sharing) and the technologies required, the issues of interdiction, and the 
national laws needed to support the effort. Like JIATF-S, the Malacca Strait 
Security Initiative (MSSI) stands as a model for what can and should be done 
worldwide. 

The MSSI started with coordinated patrols by Singapore and Malaysia in 
1992. It expanded to Indonesia (July 2004) and then Thailand (September 2005). 
As of September 2006, it had been expanded to eight countries (Cambodia, Japan, 
Laos, Singapore, Thailand, Philippines, Myanmar, and South Korea).

Out of these efforts, a supporting information infrastructure has emerged. 
There is the Vessel Traffic Information System, which receives inputs from the 
closed circuit television surveillance system, AIS transponders, and the Singapore 
Port Traffic Management System. Since January 1, 2007, all licensed powered 
harbor and pleasure craft are required to have the Harbour Craft Transponder Sys-
tem (HARTS), which feeds into the Port Operations Control Center. The Regional 
Maritime Information Exchange (ReMIX) is targeted at the WPNS Ops commu-
nity. Information is exchanged on sea robberies and piracy incidents, missing or 
hijacked ships, vessels in distress, and other maritime incidents. It is an Internet, 
Web-browser-based platform. Access is via user ID and password. Once logged 
in, navies are free to upload or download any information they need. Information 
is shared with the Combined Enterprise Regional Information Exchange System 
(CENTRIXS), which operates in nearly 30 other countries throughout the world, 
including in the United States.

TSuNAMI RELIEF

An example of a multilateral emergency response is the ad hoc organization 
that grew out of the end-of-2006 tsunami in the Indian Ocean. Because the Navy 
had assets in the general area it was able to move quickly into the affected area 
(including areas of Thailand and Indonesia). Initially, transportation into the area 
was by U.S. Navy helicopters, which delivered medical supplies, water, food, 
personnel, and so on. Quickly Australia, India, and a number of other countries 
responded and an ad hoc organization developed.

In the organization that developed, Australia apparently volunteered to act 
as traffic cop to ensure the most effective allocation of available assets. One of 
the most important side benefits of the tsunami relief effort for the United States 
has been the increasingly favorable way that the United States is viewed by the 
citizens of the countries that were helped. That success resulted in the recent 
deployment of the USNS Comfort to the area. Participants include five countries 
and nongovernmental organizations.
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uNITAS

United States–South American Allied Exercise (UNITAS) is a navy-to-navy 
(military-to-military)-generated exercise and training maritime program. This 
program started over 45 years ago as a bilateral engagement around the Caribbean 
and Latin America. The planning and engagement was at the direction of the U.S. 
Navy. As time passed the Marines and the USCG became regular participants, 
making this a truly maritime-centered event. At first, engagement consisted of 
Navy vessels making port calls, conducting onshore and underway training, and 
progressing from country to participating country. In the early 1990s, the orga-
nization became more multilateral. It is no longer expected or required that the 
United States lead or even plan all of the events. For instance, the Colombian 
Navy could lead a multination maritime event.

In the late 1990s, SOUTHCOM moved from Panama to Miami, Florida. The 
move included the setting up of a naval component for SOUTHCOM, and more 
structured and dedicated UNITAS engagements ensued. Engagements are now 
conducted regionally and are not necessarily run by the U.S. Navy, although they 
are planned by the U.S. naval component of SOUTHCOM.

The long-term commitment of U.S. maritime forces to the program has led to 
increased international cooperation and understanding. The U.S. Navy recognized 
that some USCG and Marine Corps competencies are critical for an integrated 
engagement program. UNITAS operations are now bilaterally initiated but act 
multilaterally in specific geographic areas.

RIMPAC

Rim of the Pacific (RIMPAC) is a bilaterally initiated training and exercise 
program in the Pacific, planned and led by the Navy. Countries are invited to 
participate off Pearl Harbor in multicountry task forces and exercises. Participa-
tion varies but has included Japan, Korea, Taiwan, Australia, New Zealand, the 
Philippines, and others. It remains U.S.-led and planned but fosters close working 
relationships and mutual understanding.

COOPERATION AND AFLOAT READINESS AND TRAININg

Pacific bilateral exercises outside Hawaii are conducted with the maritime 
forces of Pacific countries. The Cooperation and Afloat Readiness and Training 
(CARAT) exercise series believes that it is making the “1,000-ship Navy” vision 
a reality.1 CARAT is now in its 13th year and has had partners such as Brunei, 
Malaysia, the Philippines, Singapore, and Thailand. It is a military-to-military, 
navy-to-navy engagement process. The 2007 exercise began in the Philippines 

1 LT Ed Early, USN. 2007. “CNO’s Vision of 1,000-ship Navy Tested by CARAT Exercise,” Na�y 
Newsstand, June 26.
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and ended in Thailand. While cooperation between the U.S. and host-nation ship 
and aircraft crews is crucial for CARAT, the exercise also involves Marine Corps 
and USCG personnel. The exercises are free-form. If a country wants to focus on 
maritime security, then that is what is done.

Information sharing is a central premise of the 1,000-ship Navy, and in 
this exercise (CENTRIX) it is used extensively to communicate quickly and 
effectively at sea and ashore. Vietnam was an observer during two phases of the 
exercise and is expected to become a full member in the years ahead. The goal 
is to see CARAT become more multinational because transnational problems are 
multinational in nature.

CONTAINER SECuRITy INITIATIvE

The Container Security Initiative (CSI) is a post-9/11, bilateral cooperative 
initiative that began with Canada, Singapore, and the Netherlands. The initiative 
stations U.S. Customs personnel overseas to help ensure that containers loaded 
in overseas ports and destined for the United States are not tampered with. Load-
ing can mean two things: cargo loaded into a container while in a port or, more 
often, containers sent to a port for further transfer. U.S. Customs inspectors carry 
out, in cooperation with their host country counterparts, preloading inspections 
in the foreign port.

The desire is for worldwide participation, resulting in more secure cargo 
shipment, reduced losses in the port, and increased integrity of the global supply 
chain. To date, 49 agreements have been entered into, with more anticipated in the 
future. Although the agreements are bilateral, when 49 countries are signatories 
the effect is a multilateral system of cargo security.

JOINT INTERAgENCy TASk FORCE-SOuTH

JIATF-S is an interesting hybrid organization. From the U.S. perspective it 
is a military command and a joint interagency task force that reports to SOUTH-
COM. It has both homeland security and homeland defense responsibilities. This 
DOD command is uniquely led by a USCG officer, underlining the law enforce-
ment nature of the command. It is staffed by all of the U.S. military services and 
many U.S. federal law enforcement agencies. It is also supported by a number of 
U.S. intelligence agencies.

The mission is to counter illicit trafficking, to promote cooperation on secu-
rity, and to coordinate country team and partner nation initiatives. Since 9/11, 
the scope of the mission has been expanded to include other security concerns. 
Drug traffickers are now categorized as narcoterrorists. JIATF-S is in reality a 
joint international interagency task force. Twelve countries have posted liaison 
officers to JIATF-S. Specific rules for information sharing protect sensitive and 
classified information.
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Bilateral agreements, ratified by the nations involved, now exist between 
numerous countries. These bilateral agreements were negotiated by DoS. Nego-
tiation begins with an eight-part model counterdrug bilateral agreement. Most 
agreements differ one from the other because of the different viewpoints of the 
countries involved. These differences, combined with the particular require-
ments for information and intelligence sharing, create a complicated operational 
response structure that over time has become very successful. In the aggre-
gate, JIATF-S operates multilaterally as it prosecutes counternarcotics cases and 
searches across the different national capacities for the right tools to deal with 
specific incidents.

The success of JIATF-S has increased steadily over time by strengthening 
intelligence and information gathering. At the same time the assets dedicated to 
the mission have steadily decreased. The single law-enforcement-centric mission 
made it easy for many nations to participate. The recent expansion of the mission 
scope of JIATF-S has raised concerns on the part of some partner nations, but 
to date has caused no adverse reaction. The significant trust that exists between 
partner nations did not occur overnight. Attention to national concerns and infor-
mation sharing opened the doors to increased cooperation. Every contributor is a 
valued partner in the process, and information sharing is the goal.
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Land Imaging Satellites

The five tables on pages 202-211 are reprinted as received, with permission 
from Noblis, Inc. ©2007, from “ASPRS Guide to Land Imaging Satellites,” by 
W.E. Stoney of Mitretek Systems, updated for the NOAA Commercial Remote 
Sensing Symposium, “Key Trends and Challenges in the Global Marketplace,” 
Washington, D.C., September 12-14, 2006. See <http://www.asprs.org/news/
satellites/>. Accessed on October 25, 2007.

The two unnumbered graphs on pages 212 and 213 are reprinted as received, 
with permission from Noblis, Inc. ©2007, from “The Evolving World of Land 
Imaging Satellites: A GEOSS Opportunity,” by W.E. Stoney of Mitretek Systems, 
presented to the GEOSS [Global Earth Observation System of Systems] Chal-
lenges and Opportunities Session at the IEEE IGARSS [International Geoscience 
and Remote Sensing Symposium], Barcelona, Spain, September 23, 2007.
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NUMBER OF OPTICAL SATELLITES IN ORBIT AT YEAR'S END
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SOURCE: William E. Stoney, Mitretek Systems. 2007. “The Evolving World of Land Imaging 
Satellites: A GEOSS Opportunity,” presented to the GEOSS [Global Earth Observation System of 
Systems] Challenges and Opportunities Session at the IEEE IGARSS [International Geoscience and 
Remote Sensing Symposium], Barcelona, Spain, September 23. Noblis, Inc. ©2007. Reprinted with 
permission.
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NUMBER OF RADAR SATELLITES IN ORBIT AT YEAR'S END
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SOURCE: William E. Stoney, Mitretek Systems. 2007. “The Evolving World of Land Imaging 
Satellites: A GEOSS Opportunity,” presented to the GEOSS [Global Earth Observation System of 
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Remote Sensing Symposium], Barcelona, Spain, September 23. Noblis, Inc. ©2007. Reprinted with 
permission.
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International Databases as Potential Sources 
of Shared Information

gLObAL INTEgRATED SHIPPINg INFORMATION SySTEM (gISIS)

•	 Status: Operational
•	 administration: IMO, Web-based data system
•	 Nature of information: Maritime security-related. To permit verification 

of compliance with the maritime security provisions of SOLAS Chapter XI-2 and 
the ISPS Code

•	 Scope of operation: Covers all states parties to SOLAS
•	 Legal basis: Communication of information is legally required pursuant 

to SOLAS Regulation XI-2/13 

PORT STATE INFORMATION ExCHANgES

Equasis

•	  Status: Operational
•	  administration: Multilateral, public Web-based data system 
•	 Nature of information: Primarily safety-related, port-state-relevant infor-

mation provided by the following:
 —States parties to the Paris and Tokyo Memorandum of Understanding 

on Port State Control and the USCG
 —Classification societies
 —P&I Clubs
 —Lloyd’s of London
 —International Association of Independent Tanker Owners
 —IMO
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 —European Maritime Safety Agency (EMSA) 
 —International Transport Forum 
 —Oil Companies International Marine Forum
•	 Scope of operation: Participation by the maritime administrations of 

Australia, France, Japan, Norway, Spain, the United Kingdom, and EMSA as full 
partners; IMO and USCG as observers 

•	 Legal basis: (new) Memorandum of Understanding of 2007 (port state 
information itself is being gathered on the basis of various provisions of UNCLOS 
and other maritime conventions, such as SOLAS, ILO Convention No. 147, and 
the STCW Convention)

European Communities: SafeSeaNet

•	  Status: Operational
•	  administration: Internet-based data exchange platform between the mari-

time administrations of EC member states
•	  Nature of information: Primarily safety- and pollution-prevention-related 

information on vessels in Europeans waters1

•	  Scope of operation: All EC states participate, as well as some non-EC 
states such as Norway

•	  Legal basis: EC Directive 2002/59/EC

INFORMATION ON FISHINg vESSELS

High Seas vessels Authorization Record (HSvAR)

•	 Status: Operational
•	 administration: Food and Agriculture Organization of the United 

Nations
•	 Nature of information: Data on individual vessels authorized to fish on 

the high seas as means to counter illegal, unreported, and unregulated fishing 
•	 Scope of operation: Global, applies to all fishing vessels on the high 

seas
•	 Legal basis: Article VI of the 1993 Agreement to Promote Compliance 

with International Conservation and Management Measures by Fishing Vessels 
on the High Seas (not yet in force)

1 Covers ships of 300 GT and upward, unless stated otherwise; fishing vessels, traditional ships, 
and recreational crafts with a length of 45 meters or more; ships with bunkers of 5,000 tons or more; 
and any ship, irrespective of size, carrying dangerous or polluting goods. 
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International Network for Cooperation and Coordination of Fisheries-
Related Monitoring, Control and Surveillance Activities (MCS)

•	 Status: Operational 
•	 administration: Loose network of governmental MCS organizations and 

others, currently based at NOAA 
•	 Nature of information: Serves to improve information collection and 

exchange among national organizations and institutions responsible for fisheries-
related MCS 

•	 Scope of operation: Potentially global; to date 40 countries and the Euro-
pean Commission are represented 

•	 Legal basis: Voluntary arrangement

INFORMATION ON CONTAINER SECuRITy

Central Automated (Cargo/Customs) Information System

•	 Status: Not yet operational; part of the administrative arrangements under 
the International Convention on Mutual Administrative Assistance in Customs 
Matters, 2003 (not yet in force) 

•	 administration: WCO Council 
•	 Nature of information: Customs-relevant information, including “any 

other information that may be relevant . . . for ensuring the security of the inter-
national trade supply chain” (Art. 30, 27)

•	 Scope of operation: Dependent on the scope of country’s participation in 
the Convention

•	 Legal basis: International Convention on Mutual Administrative Assis-
tance in Customs Matters, 2003, Arts. 27-41

OTHER

There exist other regional maritime information exchange systems that 
directly bear on maritime security. Mention will be made here of only one—the 
SOUTHCOM Information Exchange System, based on the DoS Cooperating 
Nations Information Exchange System,2 which includes the following: 

•	 The Caribbean Information Sharing Network (CISN) program assists mil-
itaries and law enforcement agencies within the Caribbean basin in establishing 
a community of interest information-sharing network that will enhance bilateral 

2 All the following details are taken directly from <http://68.166.42.251/southcom/Conferences  
AndWorkshops/Bahamas23-27Jun,2003/Presentations/C_-_Caribbean_Information_Sharing_ 
Network_(CISN).pdf=>. Accessed on June 25, 2007.
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and multilateral cooperation in combating transnational threats and addressing 
issues of common concern.

•	 The South American Information Sharing Network (SURNET) provides 
a community of interest or a regional sensitive-but-unclassified (SBU) protected- 
information-sharing capability that permits a collaborative approach for address-
ing transnational threats and other issues of common interest to the South Ameri-
can Military Joint Staff Intelligence Directors.

•	 REDICA (Central American Network), also known as CENTAM Net, 
is a community-of-interest initiative to share SBU information in a protected 
environment among nations in Central America to enhance communication and 
increase regional cooperation for the purpose of combating common threats and 
addressing issues of common concern.
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Acronyms and Abbreviations

AFRICOM U.S. Africa Command
AIS  Automatic Identification System 
AOR  area of responsibility 
ASEAN  Association of Southeast Asian Nations 
ASP  application service provider 
ATA  antiterrorism assistance
 
BAMS broad area maritime surveillance
 
C2  command and control 
C2PC  command and control personal computer
CARAT  Cooperation and Afloat Readiness and Training 
CBP  Customs and Border Protection
CCG Commandant of the Coast Guard
CDC Centers for Disease Control and Prevention
CDVD/IE  Common Distributed Virtual Database/Information Extraction
CENTCOM U.S. Central Command 
CENTRIXS  Combined Enterprise Regional Information Exchange System 
CIP Inter-American Committee on Ports 
CISN  Caribbean Information Sharing Network 
CMA Comprehensive Maritime Awareness
CMC Commandant of the Marine Corps 
CNIES Cooperating Nations Information Exchange System
CNO Chief of Naval Operations 
COCOM  combatant commander 
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COI  community of interest 
COLREG  Convention on the International Regulations for Preventing   

Collisions at Sea
CONOPS Concept of Operations 
CONUS  continental United States 
COP  common operational picture 
COTS  commercial off-the-shelf 
CSI  Container Security Initiative 
CSP  communications service provider 
CSR  continuous synopsis record
CST Caribbean support tender 
CSTARS  Center for Southeastern Tropical Advanced Remote Sensing
CTF Combined Task Force 
C–TPAT  Customs–Trade Partnership Against Terrorism
CUI Controlled Unclassified Information 
CZ  contiguous zone
 
DARPA  Defense Advanced Research Projects Agency
D/B database
DC data center 
DDOS  distributed denial of service
DEA  Drug Enforcement Administration
DECC  Defense Enterprise Computing Center 
DHS  Department of Homeland Security
DMC disaster monitoring constellation
DOC Department of Commerce 
DOD Department of Defense
DOE Department of Energy
DOJ Department of Justice
DoS  Department of State 
DOT  Department of Transportation
DS  data sharing 
DSC  digital selective calling 
DSCA  Defense Security Cooperation Agency
 
EEZ  exclusive economic zone 
ELINT  electronic intelligence
EPA Environmental Protection Agency
ESA European Space Agency 
EUCOM  U.S. European Command 
EXBS  Export Control and Border Security

FAA Federal Aviation Administration 



Copyright © National Academy of Sciences. All rights reserved.

Maritime Security Partnerships 
http://www.nap.edu/catalog/12029.html

220 MaRITIMe SeCURITY PaRTNeRSHIPS

FAO  foreign area officer; Food and Agriculture Organization (UN) 
FASTC2AP  Fast Connectivity for Coalition Agents Program
FBI Federal Bureau of Investigation 
FIGIS  Fisheries Global Information System
FOC final operational capability
FSA Formal Safety Assessment

GENSER General Service 
GISIS  Global Integrated Shipping Information System 
GMDSS  Global Maritime Distress and Safety System 
GMII  Global Maritime Intelligence Integration 
GMP  global maritime partnerships 
GMSA  global maritime situation awareness 
GOTS  government off-the-shelf
GT gross ton 
GWOT  global war on terror
 
HARTS  Harbor Craft Transponder System
HHS Health and Human Services, Department of 
HLS  homeland security
HSV high-speed vessel 
HSVAR  High Seas Vessel Authorization Record
 
ICAO International Civil Aviation Organization 
ICE  Immigration and Customs Enforcement 
ILO International Labor Organization 
IMET international military education and training 
IMO  International Maritime Organization 
INMARSAT  International Maritime Satellite 
IOC  initial operational capability 
IP  Internet Protocol 
ISPS  International Ship and Port Facility Security 
IT  information technology 
ITP  International Training Program
 
JCTD  Joint Concept (Capability) Technology Demonstration
JDL Joint Directors of Laboratories 
JIATF-S  Joint Interagency Task Force-South 
JTD  Joint Tactical Demonstration

LE law enforcement 
LEA  law enforcement agencies 
LEDET  law enforcement detachment (USCG) 
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LRIT  Long-Range Identification and Tracking (system)
 
MAGNet  Maritime Awareness Global Network 
MALSINDO  Malaysia, Singapore, and Indonesia 
MARAD  Maritime Administration 
MDA  maritime domain awareness 
MDA DS COI  MDA data-sharing community of interest 
MIO  multinational interception operation; maritime interdiction 

operation 
MOS  military occupation specialty 
MOTR  Marine Operational Threat Response 
MPA  maritime patrol aircraft 
MSP  maritime security partnerships 
MSPCC  Maritime Security Policy Coordinating Committee 
MSSI  Malacca Strait Security Initiative
MSSIS Maritime Safety and Security Information System
 
NAIS  Nationwide Automatic Identification System 
NATO  North Atlantic Treaty Organization 
NAVEUR  U.S. Naval Forces, Europe 
NCES  Net-Centric Enterprise Services 
NCIS  Naval Criminal Investigative Service 
NGO  nongovernmental organization
NMIC  National Maritime Intelligence Center 
NOA  notice of arrival 
NOAA  National Oceanic and Atmospheric Administration 
NORTHCOM  U.S. Northern Command 
NRO  National Reconnaissance Office 
NSC National Security Council 
NSMS  National Strategy for Maritime Security 
NSPD  National Security Presidential Directive 
NVOCC  nonvessel operating common carrier

OAE  Operation Active Endeavor 
OAS  Organization of American States
ODNI Office of the Director of National Intelligence 
OMP  Office of Manpower and Personnel 
ONI  Office of Naval Intelligence 
OSD  Office of the Secretary of Defense 
ONR  Office of Naval Research 
OTH  over the horizon 
OTH-B  over-the-horizon-backscatter 
OTHR  over-the-horizon radar
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P&I  protection and indemnity 
PACOM  U.S. Pacific Command 
PANDA  Predictive Analysis for Naval Deployment Activities 
PCL  printer control language 
PEO  program executive office 
PFP  Partnership for Peace 
PSI  Proliferation Security Initiative

QoS quality of service
 
RDT&E  research, development, test, and evaluation 
ReCAAP  Regional Cooperation Agreement on Combating Piracy and 

Armed Robbery against Ships in Asia 
REDICA  Central American Information Sharing Network 
ReMIX  Regional Maritime Information Exchange 
RF  radio frequency 
RFMO  Regional Fisheries Management Organization 
RIMPAC  Rim of the Pacific 
RMAC  Regional Maritime Awareness Capability 
RMP  Regional Maritime Partnership 
RMSP  Regional Maritime Security Program 
ROEs  rules of engagement
ROTHR  relocatable over-the-horizon radar
 
SA situational awareness 
SAR  search and rescue 
SBU/CUI  Sensitive But Unclassified/Controlled Unclassified Information 
SCI  sensitive compartmented information 
SEI  specific emitter identification 
SLOC  sea lane of commerce 
SOA  service-oriented architecture 
SOLAS  International Convention for the Safety of Life at Sea 
SOUTHCOM  U.S. Southern Command 
SRS  Ship Reporting System 
SSL  Secure Sockets Layer 
SSP  sea situation picture 
SUA  Suppression of Unlawful Acts (Convention) 
SURNET  South American Information Sharing Network
 
TDMA  time division multiple access 
TLS  Transport Layer Security 
TRIM  Translingual Instant Messaging 
TSC  theater security cooperation
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UAV  unmanned aerial vehicle
UN United Nations 
UNCLOS  United Nations Convention on the Law of the Sea 
UNITAS  United States–South American Allied Exercise
USAID U.S. Agency for International Development
USCG U.S. Coast Guard
USCOM U.S. Communications Board
USG U.S. government
USNS U.S. Naval Ship (civilian-manned) 

VHF  very high frequency 
VMS  Vessel Monitoring System 
VPN  Virtual Private Network 
VTC  vessel traffic center 
VTS  vessel traffic services; Vessel Tracking System
 
WCO  World Customs Organization 
WMD  weapons of mass destruction
WPNS Western Pacific Naval Symposium 
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