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Institute of Medicine  
Roundtable on Value & Science-Driven Health Care1 

Charter and Vision Statement

The Institute of Medicine’s Roundtable on Value & Science-Driven Health 
Care has been convened to help transform the way evidence on clinical effec-
tiveness is generated and used to improve health and health care. Participants 
have set a goal that, by the year 2020, 90 percent of clinical decisions will be 
supported by accurate, timely, and up-to-date clinical information, and will 
reflect the best available evidence. Roundtable members will work with their 
colleagues to identify the issues not being adequately addressed, the nature 
of the barriers and possible solutions, and the priorities for action, and will 
marshal the resources of the sectors represented on the Roundtable to work 
for sustained public-private cooperation for change.

******************************************

	 The Institute of Medicine’s Roundtable on Value & Science-Driven Health 
Care has been convened to help transform the way evidence on clinical effec-
tiveness is generated and used to improve health and health care. We seek the 
development of a learning health system that is designed to generate and apply 
the best evidence for the collaborative healthcare choices of each patient and 
provider; to drive the process of discovery as a natural outgrowth of patient care, 
and to ensure innovation, quality, safety, and value in health care.
	 Vision: Our vision is for a healthcare system that draws on the best evi-
dence to provide the care most appropriate to each patient, emphasizes preven-
tion and health promotion, delivers the most value, adds to learning throughout 
the delivery of care, and leads to improvements in the nation’s health. 
	 Goal:  By the year 2020, 90 percent of clinical decisions will be supported 
by accurate, timely, and up-to-date clinical information, and will reflect the 
best available evidence. We feel that this presents a tangible focus for progress 
toward our vision, that Americans ought to expect at least this level of perfor-
mance, that it should be feasible with existing resources and emerging tools, 
and that measures can be developed to track and stimulate progress. 
	 Context:  As unprecedented developments in the diagnosis, treatment, 
and long-term management of disease bring Americans closer than ever to the 
promise of personalized health care, we are faced with similarly unprecedented 
challenges to identify and deliver the care most appropriate for individual 
needs and conditions. Care that is important is often not delivered. Care that 
is delivered is often not important. In part, this is due to our failure to apply 
the evidence we have about the medical care that is most effective—a failure 
related to shortfalls in provider knowledge and accountability, inadequate care 
coordination and support, lack of insurance, poorly aligned payment incen-
tives, and misplaced patient expectations. Increasingly, it is also a result of our 

1 Formerly the Roundtable on Evidence-Based Medicine.
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limited capacity for timely generation of evidence on the relative effectiveness, 
efficiency, and safety of available and emerging interventions. Improving the 
value of the return on our healthcare investment is a vital imperative that will 
require much greater capacity to evaluate high priority clinical interventions, 
stronger links between clinical research and practice, and reorientation of the 
incentives to apply new insights. We must quicken our efforts to position evi-
dence development and application as natural outgrowths of clinical care—to 
foster health care that learns. 
	 Approach:  The IOM Roundtable on Value & Science-Driven Health Care 
serves as a forum to facilitate the collaborative assessment and action around 
issues central to achieving the vision and goal stated. The challenges are myriad 
and include issues that must be addressed to improve evidence development, 
evidence application, and the capacity to advance progress on both dimensions. 
To address these challenges, as leaders in their fields, Roundtable members 
will work with their colleagues to identify the issues not being adequately 
addressed, the nature of the barriers and possible solutions, and the priorities 
for action, and will marshal the resources of the sectors represented on the 
Roundtable to work for sustained public-private cooperation for change. 
	 Activities include collaborative exploration of new and expedited approaches 
to assessing the effectiveness of diagnostic and treatment interventions, better use 
of the patient care experience to generate evidence on effectiveness, identification 
of assessment priorities, and communication strategies to enhance provider and 
patient understanding and support for interventions proven to work best and 
deliver value in health care.
	 Core concepts and principles:  For the purpose of the Roundtable activi-
ties, we define science-driven health care broadly to mean that, to the great-
est extent possible, the decisions that shape the health and health care of 
Americans—by patients, providers, payers, and policymakers alike—will be 
grounded on a reliable evidence base, will account appropriately for individ-
ual variation in patient needs, and will support the generation of new insights 
on clinical effectiveness. Evidence is generally considered to be information 
from clinical experience that has met some established test of validity, and 
the appropriate standard is determined according to the requirements of the 
intervention and clinical circumstance. Processes that involve the development 
and use of evidence should be accessible and transparent to all stakeholders.
	 A common commitment to certain principles and priorities guides the 
activities of the Roundtable and its members, including the commitment to: 
the right health care for each person; putting the best evidence into practice; 
establishing the effectiveness, efficiency, and safety of medical care delivered; 
building constant measurement into our healthcare investments; the estab-
lishment of healthcare data as a public good; shared responsibility distrib-
uted equitably across stakeholders, both public and private; collaborative 
stakeholder involvement in priority setting; transparency in the execution of 
activities and reporting of results; and subjugation of individual political or 
stakeholder perspectives in favor of the common good.
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The Institute of Medicine (IOM) was established in 1970 as part of the 
National Academies to serve as the foremost adviser to the nation on issues 
related to medicine, health, and the biomedical sciences. Essential to fulfill-
ing this role is a commitment to drawing upon the best evidence to guide 
policy development. Indeed, the capacity to excel, innovate, and advance in 
any field of inquiry is predicated upon the quality and availability of infor-
mation—whether to guide decision making, suggest new areas of research, 
or confirm hypotheses. Clinical data represent an enormous opportunity 
to improve the quality and efficiency of the nation’s healthcare system. 
Whether captured as part of research, through delivery processes, or at the 
point of care, these data will be central to advance our understanding of 
which medical practices and treatments work best for different patients, 
and drive continual improvements in the delivery of health care. This 
potential will only be enhanced as health information technology enables 
the capture and analysis of vastly larger quantities of data. 

While important data are currently collected by a number of healthcare 
organizations and sectors, their capture and use reflect the fragmentation 
of the healthcare system, with much of this information siloed in different 
databases and repositories. In addition, broader sharing, aggregation, and 
use of these data are often restricted due to proprietary or privacy concerns. 
Taking better advantage of these resources, while maintaining appropriate 
privacy protections, requires the engagement of all healthcare sectors in dis-
cussions of key challenges and opportunities in a neutral and trusted forum, 
such as that provided by the IOM Roundtable on Value & Science-Driven 
Health Care. Established in 2006 as the Roundtable on Evidence-Based 

Foreword



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

xiv	 FOREWORD

Medicine, the IOM Roundtable is composed of the nation’s top leaders in 
the public and private sectors who have a keen interest in transforming our 
nation’s healthcare system. Roundtable members have established a com-
mon vision for a learning health system and a goal that by the year 2020, 
90 percent of clinical decisions will be supported by accurate, timely, and 
up-to-date clinical information and will reflect the best available evidence. 
Since its inception, the Roundtable has convened a series of workshops and 
publications, as well as initiated a variety of projects and activities to help 
accelerate progress toward a learning health system.

This publication represents the sixth in the Learning Health System 
series and summarizes the discussions at the Roundtable’s 2-day workshop 
titled Clinical Data as the Basic Staple of Health Learning: Creating and 
Protecting a Public Good. The workshop explored the range of activities 
that constitute the system of healthcare data in the United States, as well 
as the challenges and opportunities associated with efficiently leveraging 
data. Discussion identified many challenges, barriers, and policy issues that 
must be engaged to move to the next generation of data utility. As reflected 
by participants’ comments, broader use of health information technology 
for knowledge development, particularly electronic health records, holds 
significant potential for healthcare advancement through collaborative data 
mining and improving transparency of and access to data. Also evident is 
the central importance of stakeholder leadership, such as that provided 
by the Roundtable, for maximizing the use of clinical data for continuous 
learning and improvement in health care.

I would like to offer my personal thanks to the Roundtable members 
for the leadership that they bring to these important issues, to the Round-
table staff for their skill and dedication in coordinating and facilitating 
the activities, and importantly, to the sponsors who make this work pos-
sible: Agency for Healthcare Research and Quality, America’s Health Insur-
ance Plans, AstraZeneca, Blue Shield of California Foundation, Burroughs 
Wellcome Fund, California Health Care Foundation, Centers for Medicare 
& Medicaid Services, Charina Endowment Fund, Department of Veterans 
Affairs, Food and Drug Administration, Johnson & Johnson, Moore Foun-
dation, National Institutes of Health, The Peter G. Peterson Foundation, 
sanofi-aventis, and Stryker.

Harvey V. Fineberg, M.D., Ph.D. 
President, Institute of Medicine



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

xv

The Institute of Medicine convened the Roundtable on Value & 
Science-Driven Health Care (formerly the Roundtable on Evidence-Based 
Medicine) in 2006 to provide a trusted forum in which multiple healthcare 
sectors—including patients, health providers, payers, employees, health 
product manufacturers, information technology companies, policy mak-
ers, and researchers—could share perspectives on key opportunities to 
help transform how evidence is generated and applied to drive improve-
ments in the efficiency and effectiveness of health care, to guide healthcare 
decisions, and to improve the nation’s health. An early outcome of the 
Roundtable activities is a shared vision of a healthcare system that draws 
on the best available evidence to appropriately tailor care to individual 
patients and to continuously add to the healthcare knowledge base. Salient 
topics, addressed through public workshops and collaborative groups, 
engage critical aspects of concepts essential to achieving this vision and 
the Roundtable’s goal that by 2020, 90 percent of clinical decisions will be 
supported by accurate, timely, and up-to date clinical information, and will 
reflect the best available evidence. 

The perspectives, themes, and insights from each workshop are dis-
seminated through the Learning Health System series of publications. The 
Clinical Data as a Basic Staple of Health Learning: Creating and Protecting 
a Public Good publication is a summary of the proceedings of the sixth 
workshop in the Learning Health System series. Held on February 12–13, 
2008, this workshop was designed to explore leading perspectives on clini-
cal data as a transformative agent in health care, as well as possible strate-
gies for their implementation in the delivery of evidence-based care. Issues 
motivating the discussion include: 

Preface
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xvi	 PREFACE

1.	 Discovering what works best in medical care—including for whom 
and under what circumstances—requires that clinical data be care-
fully nurtured as a resource for continuous learning. 

2.	 Transformational opportunities are presented by evolving large and 
potentially interoperable clinical and administrative datasets. 

3.	 Clinical data are recorded and held in multiple activities and many 
institutions, including medical records, administrative and claims 
records, and research studies. 

4.	 Public policy and public awareness lag behind the technical, orga-
nizational, and legal capacity for reliable safeguarding of indi-
vidual privacy and data security in mining clinical data for new 
knowledge. 

5.	 A significant challenge to progress resides in the barriers and 
restrictions that derive from the treatment of medical care data as 
a proprietary commodity by the organizations involved. 

6.	 Even clinical research and medical care data developed with public 
funds are often not available for broader analysis and insights. 

7.	 Broader access and use of healthcare data for new insights require  
not only fostering data system reliability and interoperability but 
also addressing the matter of individual data ownership and the 
extent to which data central to progress in health and health care 
should constitute a public good. 

During the 2-day workshop, participants explored a variety of relevant 
technical, economic, legal, and policy issues important to addressing these 
issues. Invited speakers and panelists highlighted opportunities to advance 
elements of clinical data and identified areas in need of greater attention 
and focus. The following pages summarize the workshop discussion, includ-
ing the review of characteristics of clinical data, the marketplace for health-
care data, legal issues related to data access and use, and the role of privacy 
and security concerns. Throughout the workshop, participants identified 
specific policy issues in need of engagement to move to the next generation 
of data utility. The need for broader public engagement was also discussed, 
as participants noted that public policy and awareness often lag behind the 
technical, organizational, and legal capacity for reliable safeguarding of 
individual privacy and data security. Key opportunities identified included 
realigning incentives to promote real-time use of clinical data in evidence 
development, correcting the market failure for expanding electronic health 
records, and greater engagement of the public in shaping evidence develop-
ment strategies.

We wish to acknowledge the individuals and organizations who offered 
their time and guidance in the development and execution of the work-
shop and summary. Individuals presenting at the workshop and authoring 
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manuscripts for the summary are acknowledged in particular. Also vital to 
the success of the workshop were the planning committee members, repre-
senting a cross-section of stakeholders and thought leaders in clinical data 
issues: David Blumenthal (Massachusetts General Hospital), Mary Durham 
(Kaiser Permanente), Lynn Etheredge (George Washington University), 
George Isham (HealthPartners, Inc.), Peter Juhn (Johnson & Johnson), and 
Alexander Walker (Harvard University). Roundtable staff members, includ-
ing Katharine Bothner, Alexander Goolsby, Claudia Grossmann, Kiran 
Gupta, LeighAnne Olsen, Daniel O’Neill, Kate Vasconi, Pierre Yong, and 
Catherine Zweig, were instrumental to workshop coordination and sum-
mary production. We also wish to acknowledge the Roundtable members 
for their guidance and the sponsors of Roundtable activities: Agency for 
Healthcare Research and Quality, America’s Health Insurance Plans, Astra-
Zeneca, Blue Shield of California Foundation, Burroughs Wellcome Fund, 
California Health Care Foundation, Centers for Medicare & Medicaid Ser-
vices, Charina Endowment Fund, Department of Veterans Affairs, Food and 
Drug Administration, Johnson & Johnson, Moore Foundation, National 
Institutes of Health, The Peter G. Peterson Foundation, sanofi-aventis, and 
Stryker. 

Denis A. Cortese, M.D.
Chair,  
Roundtable on Value & Science-Driven Health Care 

J. Michael McGinnis, M.D., M.P.P.
Executive Director,  
Roundtable on Value & Science-Driven Health Care
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Introduction and Overview

Because of their potential to enable the development of new knowledge 
and to guide the development of best practices from the growing sum of 
individual clinical experiences, clinical data represent the resource most 
central to healthcare progress (Arrow et al., 2009; Detmer, 2003). Whether 
captured during product development activities such as clinical research 
trials and studies, or as a part of the care delivery process, these data are 
fundamental to the delivery of timely, appropriate care of value to indi-
vidual patients—and essential to building a system that continually learns 
from and improves upon care delivered. The opportunities for learning 
from practice are substantial, from improved understanding of the effects 
of different treatments and therapies in specific patient subpopulations, 
to developing and refining practices to streamline or tailor care processes 
for complex patients, to the development of a delivery system that can 
advance the evidence base on novel diagnostic and therapeutic techniques 
(Hrynaszkiewicz and Altman, 2009; Nass et al., 2009; NRC, 2009; Safran, 
2007). Furthermore, U.S. per capita healthcare costs are now nearly double 
that of comparable nations (Health care spending in the United States and 
OECD countries, 2007), and broader access and use of existing and future 
clinical data may be a key opportunity to better understand and address 
system-wide factors—such as waste and inefficiencies—that contribute to 
rising healthcare expenditures. 

Clinical data now reside in many often unconnected and inaccessible 
repositories, making linkage, analysis, and interpretation of these data 

Summary
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challenging on an individual or population level. The increase in poten-
tially interoperable electronic and personal health datasets—integrated with 
laboratory values, diagnostic images, and patient demographic information 
and preferences—and development of approaches to link and network these 
data offer even greater opportunity to create and use rich data resources 
to help transform healthcare delivery and improve the public’s health. 
Concerns about privacy of health data, as well as the treatment of medical 
data—even those generated with public funds—as proprietary goods pose 
additional challenges to data use (Blumenthal, 2006; Nass et al., 2009, edi-
tors, Nature 2005, Ness, 2007; Piwowar et al., 2008).

The utility of clinical data as a transformative agent in the U.S. health-
care system was the focus of the February 2008 Institute of Medicine (IOM) 
workshop, Clinical Data as the Basic Staple of Health Learning: Creating 
and Protecting a Public Good. Issues motivating discussion include the 
potential for clinical data as a resource for continuous learning and key 
component of an efficient healthcare system; the opportunities presented 
by vastly larger and potentially interoperable data resources—particularly 
those developed with public funds; the challenges and barriers to more 
appropriate use of these resources (e.g., related to the fragmentation of 
data, proprietary nature of data, and privacy concerns); the lag of public 
policy development and public awareness of and attention to these issues; 
and the need to address key issues, including the extent to which data con-
stitute a public good (Box S-1). 

During the 2-day workshop, participants representing a variety of 
healthcare perspectives, reviewed current use of data for benchmarking and 
generating new clinical and operational insights, and discussed a sampling 
of innovative efforts to aggregate data for greater insights. In evaluating the 
current marketplace for care data, participants presented opportunities to 
increase access to and sharing of health information as private and public 
goods, while devoting particular attention to legal and social aspects of 
privacy and security of healthcare data. The workshop addressed multiple 
health-sector perspectives in the identification of specific policy areas for 
developing strategies and next-generation health data systems. Engaging the 
public in the advances necessary to develop a learning health system was 
viewed as a particularly important area for further discussion.

The IOM Roundtable and the Clinical Data Utility

Convened by the IOM in 2006, the Roundtable on Value & Science-
Driven Health Care (formerly the Roundtable on Evidence-Based Medicine) 
serves as a mechanism for bringing stakeholders from multiple sectors 
together to evaluate means through which improving the generation and 
application of evidence will accelerate progress toward an efficient, effective 
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BOX S-1  
Issues Motivating Discussion

1.	 �Discovering what works best in medical care—including for whom and 
under what circumstances—requires that clinical data be carefully 
nurtured as a resource for continuous learning. 

2.	 �Transformational opportunities are presented by evolving large and 
potentially interoperable clinical and administrative datasets. 

3.	 �Clinical data are recorded and held in multiple activities and many 
institutions, including medical records, administrative and claims 
records, and research studies. 

4.	 �Public policy and public awareness lag behind the technical, organiza-
tional, and legal capacity for reliable safeguarding of individual privacy 
and data security in mining clinical data for new knowledge. 

5.	 �A significant challenge to progress resides in the barriers and restric-
tions that derive from the treatment of medical care data as a propri-
etary commodity by the organizations involved. 

6.	 �Even clinical research and medical care data developed with public 
funds are often not available for broader analysis and insights. 

7.	 �Broader access and use of healthcare data for new insights requires 
not only fostering data system reliability and interoperability but also 
addressing the matter of individual data ownership and the extent to 
which data central to progress in health and health care should con-
stitute a public good. 

U.S. medical care system. These stakeholders span the realm of health care, 
and include patients, employers, health product manufacturers, payers, 
policy makers, providers, and researchers. As a guiding principle for the 
Roundtable, decisions shaping American health and health care will draw 
from a proven evidence base, appropriately accommodate patient variation, 
and simultaneously generate additional insight into clinical effectiveness. 

Roundtable participants established a goal that, by the year 2020, 
90 percent of clinical decisions will be supported by accurate, timely, and 
up-to-date clinical information and will reflect the best available evidence. 
Central to this goal is the development of a learning health system designed 
to generate the best evidence for the collaborative healthcare choices of each 
patient and each provider; to drive the process of discovery as a natural 
outgrowth of patient care; and to ensure innovation, quality, safety, and 
value in health care. The broader availability and use of clinical data is an 
essential component of a learning system given the large potential for gains 
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in the efficiency, quality, and safety of the care delivered; however, such a 
shift will have systemwide implications: drawing upon resources in each 
sector, and requiring cross-sector cooperation and discussion to ensure the 
appropriate development, support, and use of these resources.

The Roundtable’s Learning Health System series of workshops and 
publications are opportunities to foster the broad cross-sector discussions 
needed to better characterize the key elements, barriers, and needs of a 
transformed healthcare system. Each workshop is summarized in a pub-
lication available through the National Academies Press. Workshops and 
publications in this series since 2006 include:

•	 The Learning Healthcare System
•	 Judging the Evidence: Standards for Determining Clinical 

Effectiveness
•	 Leadership Commitments to Improve Value in Health Care: Find-

ing Common Ground
•	 Redesigning the Clinical Effectiveness Research Paradigm: Innova-

tion and Practice-Based Approaches
•	 Clinical Data as the Basic Staple of Health Learning: Creating and 

Protecting a Public Good
•	 Engineering a Learning Healthcare System: A Look at the Future
•	 Learning What Works: Infrastructure Required to Learn Which 

Care Is Best
•	 Value in Health Care: Accounting for Cost, Quality, Safety, Out-

comes, and Innovation
•	 The Healthcare Imperative: Lowering Costs and Improving 

Outcomes—A Four-Part Workshop Series

This publication summarizes the proceedings of the sixth workshop 
in the series, Clinical Data as the Basic Staple of Health Learning: Creat-
ing and Protecting a Public Good. A summary chapter includes highlights 
from each workshop session; manuscripts submitted by each speaker and 
panel discussion summaries can be found in the subsequent chapters. Two 
keynote presentations, included in Chapter 1, titled “Clinical Data as the 
Basic Staple of the Learning Health System” and “Creating a Public Good 
for the Public’s Health,” offered critical context for the workshop. The 
first day of the 2-day workshop also featured presentations that profiled 
data in the current healthcare system (Chapter 2), provided an overview 
of innovative efforts to use data (Chapter 3), evaluated the public and 
private natures of healthcare data (Chapter 4), and discussed issues related 
to privacy and security (Chapter 5). The second day featured a panel dis-
cussion on policy opportunities (also in Chapter 5) and presentations and 
discussions that identified next-generation data utilities (Chapter 6). The 
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workshop concluded with a focus on engaging the public in efforts to use 
clinical data for insights (Chapter 7) and some final observations on meet-
ing themes and potential follow-on activities (Chapter 8). The workshop 
agenda, biographical sketches, and a list of participants are located in the 
appendixes. 

COMMON THEMES 

Apart from shedding light on the issues that impede or challenge 
improved data utility, the discussion identified a rich array of ideas for 
accelerating progress toward better application of data. Across the 2 days 
of presentations and discussion, a compelling set of reoccurring themes 
emerged for follow-on attention.

BOX S-2 
Workshop Common Themes

•	 Clarity on the basic principles of clinical data stewardship. 
•	 Incentives for real-time use of clinical data in evidence development.
•	 Transparency to the patient when data are applied for research.
•	 Addressing the market failure for expanding EHRs.
•	 �Personal records and portals that center patients in the learning 

process.
•	 Coordinated EHR user organization evidence development work.
•	 �The business case for expanded data sharing in a distributed network.
•	 Assuring publicly funded data are used for the public benefit.
•	 Broader semantic strategies for data mining.
•	 Public engagement in evidence development strategies.

•	 Clarity on the basic principles of clinical data stewardship. The 
starting point for expanded access and use of clinical data for 
knowledge development is agreement on some of the fundamental 
notions to guide the activities for all individuals and organizations 
with responsibility for managing clinical data. Workshop partici-
pants repeatedly mentioned the need for consensus on approaches 
to such issues as data structure, standards, reporting requirements, 
quality assurance, timeliness, deidentification or security measures, 
and access and use procedures—all of which will determine the 
pace and nature of evidence development.
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•	 Incentives for real-time use of clinical data in evidence devel-
opment. Current barriers to the real-time use of clinical data for 
new knowledge discussed at the workshop ranged from regulatory 
and commercial issues to cost and quality issues. Participants sug-
gested the need for a dedicated program of activities, incentives, 
and strategies to improve the methods and approaches, their test-
ing and demonstration, the cooperative decision making on priorities 
and programs, and the collective approach to regulatory barriers.

•	 Transparency to the patient when data are applied for research. 
Patient acceptance is key to use of clinical data for knowledge 
development, and patient engagement and control are key to accep-
tance. In this respect, clarity to individual patients on the structure, 
risks, and benefits of access to data for knowledge development was 
noted by participants as particularly important. Patient confidence 
and system accountability may be enhanced through transparent 
notification and audit processes in which patients are informed of 
when and by whom their information has been accessed for knowl-
edge development.

•	 Addressing the market failure for expanding electronic health 
records. Currently, market incentives are not enough to bring about 
the expansion of use of electronic health records necessary to make 
the point of care a locus for the development, sharing, and applica-
tion of knowledge about what works best for individual patients. 
Shortfalls noted by participants included demand by providers 
or patients that is not sufficient to counter the expense to small 
organizations, competing platforms, and asynchronous reporting 
requirements that work against their utility for broad quality and 
outcome determinations, and that even the larger payers—apart 
from government—do not possess the critical mass necessary to 
drive broader scale applicability and complementarity. Deeper, 
more directed, and coordinated strategy involving Medicare lead-
ership will likely be needed to foster such changes.

•	 Personal records and portals that center patients in the learn-
ing process. Patient demand could be instrumental in spreading 
the availability of electronic health records for improving patient 
care and knowledge development. Such demand will depend on 
much greater patient access to, comfort with, and regular use of 
programs that allow either the maintenance of personal electronic 
health records or access through a dedicated portal to their pro-
vider-maintained electronic medical record. As noted during the 
workshop, many consumer-oriented products under development 
give patients and consumers more active roles in managing per-
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sonal clinical information. These may help to demonstrate value 
in the speed and ease of personal access to the information, better 
accommodate patient preference in care, and foster a partnership 
spirit conducive to the broader electronic health records (EHRs) 
application.

•	 Coordinated EHR user organization evidence development work. 
The development of a vehicle to enhance collaboration among larger 
EHR users of different vendors was raised during the workshop as a 
means to accelerate the emergence of more standardized agreements 
and approaches to integrating and sharing data across multiple plat-
forms, common query strategies, virtual data warehousing rules and 
strategies, relational standards, and engagement of ways to reduce 
misperceptions on regulatory compliance issues.

•	 The business case for expanded data sharing in a distributed 
network. Demonstrating the net benefits of data sharing could 
promote its use. Benefits suggested by participants included cost 
savings or avoidance from facilitated feedback to providers on 
quality and outcomes; quick, continuous improvement informa-
tion; and improved management, coordination, and assessment of 
patient care.

•	 Assuring publicly funded data for the public benefit. Federal and 
state funds that support medical care and support insights into 
medical care through clinical research grant funding are the source 
of substantial clinical data, yet many participants observed that 
these resources are not yet effectively applied to the generation of 
new knowledge for the common good.

•	 Broader semantic strategies for data mining. Platform incompat-
ibilities for clinical data substantially limit the spread of electronic 
health records and their use for knowledge development. Yet dis-
cussion identified strategies using alternative semantic approaches 
for mining clinical data for health insights, which may warrant 
dedicated cooperative efforts to develop and apply them.

•	 Public engagement in evidence development strategies. Generat-
ing a base of support for and shared emphasis on developing a 
healthcare ecosystem in which all stakeholders play a contributory 
role was noted by many participants as important for progress. 
Ultimately, the public will determine the broad acceptance and 
applicability of clinical data for knowledge development, under-
scoring the importance of keeping the public closely involved and 
informed on all relevant activities to use clinical data to generate 
new knowledge.
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PRESENTATION AND DISCUSSION SUMMARIES

Presentations at the Clinical Data as the Basic Staple of Health Learn-
ing: Creating and Protecting a Public Good included perspectives from 
healthcare sectors and beyond on the current state of clinical data and data 
systems, the implications of healthcare data as a public good, and potential 
opportunities for improving their collection and use. These workshop pre-
sentations served as the genesis of the papers that constitute the chapters 
that follow, and are summarized below.

Clinical Data as the Basic Staple of Health Learning

Clinical data consist of information ranging from determinants of 
health and measures of health and health status to documentation of care 
delivery. These data are captured for a variety of purposes and stored in 
numerous databases across the healthcare system. Advances in health infor-
mation technology (HIT) and analytics raise the potential for these data to 
be used to fill substantial knowledge gaps in health care, but complicating 
the needed aggregation and use of these data are technical, cultural, and 
legal barriers. Although efforts are underway to address technical barriers 
and privacy concerns, many have suggested that a shift is needed to a data- 
sharing culture in which clinical data are considered a basic staple of health 
learning. Chapter 1 provides a brief overview of these issues and includes 
summaries of the context setting remarks of the workshop’s two keynote 
speakers. David Brailer’s presentation profiled current clinical data collec-
tion and use, and offered his perspective on future applications that would 
improve care delivery, research, and health outcomes; and Carol Diamond 
offered her perspective on what might be possible if data were treated as a 
public good and identified several policy and technical issues important to 
achieving this vision.

Clinical Data as the Basic Staple of the Learning Health System

Brailer, Chair of Health Evolution Partners, was appointed in 2004 as 
the first national coordinator for health information technology. He served 
in that position until 2006. He described the potential of clinical data as 
a key building block for a learning health system by profiling the utility 
of clinical data currently available, as well as what might be possible if all 
data sources could be readily and reliably drawn upon for new insights 
into healthcare effectiveness. A significant gap exists between the potential 
utility of clinical data and how data are treated in the current healthcare 
market—where clinical information is proprietary and used for strategic 
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benefit. A question important for progress is whether clinical data are a 
public or private good. 

Brailer noted that significant progress has been made in the past few 
years to broaden adoption of HIT. Advances in HIT certification and stan-
dardization efforts have produced portable health information and enabled 
exchange of significant volumes of information. Moreover, many hospitals 
have made progress in implementing electronic records, as have many phy-
sicians, especially those in large group practices. Emphasizing the important 
role of engaging the public, Brailer discussed opportunities for HIT compa-
nies such as Microsoft and Google to interact with the public and to raise 
the potential for data access and use for health improvement. 

Yet, misaligned incentives, based on current systems of reimbursement, 
and an outdated privacy paradigm currently hinder progress. Brailer sug-
gested that the development of a framework for privacy that recognizes the 
dynamic, portable, and compounding nature of health information assets is 
a necessary first step to facilitating greater data sharing and use. A second 
major challenge is ensuring that information developed via data sharing 
efforts are truly useful to clinical care—and in this respect, there is a major 
tension between adoption and interoperability. Interoperability—or the 
capacity to share, integrate, and apply health information from disparate 
sources—has been the principal priority of the nation’s health informa-
tion agenda. However, as the push for adoption gains momentum, there 
is potential for moving health information tools into broad use. This may 
not be best suited to also support the interoperability needed for a learning 
health system. 

Many aspects of the data and data systems essential for the develop-
ment and assembly of coherent, representative, timely, and valid information 
that can inform decisions at patient or population levels are understood. 
However, leadership is needed to help maintain a focus on developing and 
using data to make health care smarter in the face of competing near-term 
priorities—especially given the many challenges faced by providers, pay-
ers, and consumers in term of access and cost. Progress in efforts to make 
clinical data structured, intelligent, useful, assembled, and applied in a way 
that makes care better requires a sharper focus on data stewardship. Under 
one scenario, health information could become a true public good that is 
not proprietary; alternatively, clinical information could become a private 
good, used differentially for comparative advantage. 

Nothing in federal or state statutes, regulations, or other guidance 
confers control of health information to any data originator (e.g., pro-
vider, hospital, manufacturers); yet, in practice, clinical information today 
is largely a private good, controlled by data producers. Brailer observed 
that the Health Information Portability and Accountability Act (HIPAA) 
enables de facto provider control over health information as patients can-



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

10	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

not direct that their information be sent to a third party, nor are providers 
obligated to make data available in a timely or convenient format. Other 
regulations also create barriers to portable, available, and acceptable health 
information. Brailer described the potential implications of proprietary use 
versus transparency of health information for health system stakeholders, 
and noted that it should be feasible to create a system in which providers 
can gain advantage from being performance driven, yet not gain advantage 
from exclusive use of health information as a private good. 

Ultimately, advancing the notion of clinical data as a public good is 
essential to a healthcare system that learns. Such efforts also offer the 
potential to extend the benefits of the information revolution—already 
experienced by many other industries—to health care by providing the 
power of choice to consumers. Brailer contended there is a limited window 
of opportunity available to achieve this end through technical and policy 
advances that make data more useful and valuable while also ensuring 
equitable access and maintaining a competitive marketplace. Clarification 
of data stewardship is needed to promote a shared understanding and trans-
parency with respect to data control, ownership, and access. 

Vision for the Future: Creating a Public Good for the Public’s Health

Carol Diamond, managing director of the Markle Foundation’s Health 
Program, delivered the keynote address on the second day of the workshop. 
She outlined a vision for clinical data positioned as a public good and 
provided guidance on the technical and policy issues required to build the 
public trust necessary to achieve this vision. The work of the public–private 
collaborative, Connecting for Health (CFH), was discussed to illustrate key 
opportunities to develop a health information sharing environment that 
seeks to improve the quality and cost effectiveness of health care. The work 
of CFH to improve how information is used to address research, public 
health, and quality measurement was emphasized. 

Achieving population health goals requires analysis, decision sup-
port, and feedback loops embedded throughout the system. However, as 
revealed by the significant challenges of collecting, cleaning, and analyzing 
health data for existing data reporting demands, progress will require a 
new approach to collecting, accessing, and using health information. To 
guide system development, Diamond suggested the need to consider three 
central requirements for responsible information policies: fulfilling seven 
core privacy principles (openness and transparency, purpose specification, 
collection and use limitation, individual participation and control, data 
integrity and quality, and security safeguards and controls); ensuring sound 
network design; and enabling accountability and oversight. As the needs of 
information users constantly evolve, Diamond also raised the importance 
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of developing a flexible information technology architecture that is adapt-
able to different users, data sources, and research methods. A vision for a 
21st-century approach to information sharing for public health was illus-
trated through nine “First Principles for Population Health”: (1) designed 
for decisions; (2) designed for many; (3) shaped by public policy goals and 
values; (4) boldly led, broadly implemented; (5) possible, responsive, and 
effective; (6) distributed, but queriable; (7) trusted through safeguards and 
transparency; (8) layers of protection; and (9) accountability and enforce-
ment of good networking citizenship. 

To convey the potential impact of a 21st-century vision for data, 
Diamond offered three scenarios for how decision making by providers, 
consumers, and policy makers might be enhanced by broader access to 
information grounded in reliable evidence. Realizing this vision will require 
moving to a new paradigm for health information in which, instead of col-
lecting data in centralized databases for research, questions are brought to 
the data. Such an approach would emphasize the specific information needs 
of decision makers; a networked approach that supports efficient research 
analyses and allows data to remain distributed; and greater involvement of 
consumers as participants and producers of information. 

U.S. Healthcare Data Today: Current State of Play

The first set of workshop sessions provided an overview of existing 
healthcare data—the sources, types, accessibility, and uses in the United 
States. In an exploration of example initiatives in the current healthcare 
marketplace that collect and use these data, presentations considered fac-
tors motivating the work and profiled elements of the system from different 
perspectives. Issues considered included the accessibility of data for new 
clinical insights, the extent of current uses of clinical data, and barriers to 
the advancement of next-generation data applications. The manuscripts 
in Chapter 2 reflect opportunities present within the current healthcare 
data profile to assess and manage clinical outcomes, as well as to glean 
new healthcare insights through the use of data from public and private 
sources. 

Current Healthcare Data Profile

When discussing elements associated with evidence-based medicine or 
when defining the data or the taxonomies regarding health and health care, 
the healthcare community does not always consider all of the potential 
effects on health. As evidence-based medicine is more fully adopted, it will 
be important to evaluate all facets of evidence development and application 
necessary to transform health care. Simon P. Cohn, chair of the National 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

12	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

Committee on Vital and Health Statistics (NCVHS) and associate execu-
tive director of the Permanente Federation at Kaiser Permanente, provided 
an overview of the current state of healthcare data. At the broadest levels, 
available data inputs include biomedical and genetic factors, individual 
health status and health behaviors, and socioeconomic and environmental 
factors, along with information about health resources, healthcare use, 
healthcare financing and expenditures, and healthcare outcomes. In aggre-
gate, the scope and variety of healthcare data have the possibility to signifi-
cantly shape the future of research and care delivery.

Clinical data today tend to be distributed widely across healthcare sys-
tems, patients, manufacturers, and researchers. Data are fragmented rather 
than integrated. To achieve the goal of using data to draw on evidence for 
patient and provider decisions and to promote increased comparability, 
interoperability, and standardization of data, improved terminologies and 
classifications of available and future data are required. Better analyti-
cal tools, networking, and data sharing are needed to leverage access to 
administrative and clinical data. In addition, better means of providing 
meaningful data to clinicians on demand for increased integration into 
practice for clinical decision support will accelerate adoption. Overall, 
Cohn suggested that a national strategy, supported by adequate funding, is 
needed to address these problems and fill gaps in data use.

Recommendations made through the NCVHS are relevant to these 
goals. In the area of health data stewardship, for example, the NCVHS 
suggested that covered entities be more specific about what data will be 
used, how, and by whom. Recognizing that transparency is very important 
to consumers, the NCVHS recommends that individuals should be able to 
request and be given information about the specific uses and users of their 
data. The NCVHS also suggests that data stewardship principles should be 
extended to include personal health data held by non-covered entities in 
personal health records (PHRs) and similar instruments. 

Data Used as Indicators for Assessing, Managing, and  
Improving Health Care 

Massachusetts Health Quality Partners (MHQP) is a multistakeholder 
coalition that measures and reports on physician performance using health 
plan claims data. Speaking to the benefits and challenges of using large 
aggregated databases for performance measurement, MHQP Executive 
Director Barbra Rabson shared some of the organization’s experiences 
using data to assess, manage, and improve health care. 

MHQP aggregates healthcare data to enhance transparency in measur-
ing and reporting on physician performance. The organization develops 
reports for both doctors and consumers on provider performance at the 
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physician network, medical group, practice site, and individual physician 
levels. On MHQP’s website, for example, consumers can compare primary 
care physicians and medical groups in the state on preventive care service 
and chronic disease management measures. The organization also provides 
information for consumers on conditions, measurement, and suggestions 
for what both patients and clinicians might do to improve care and out-
comes. Rabson observed that to date, MHQP data reporting has had greater 
impact on physician behavior than on consumer behavior. Massachusetts 
physicians have improved over the past 4 years on eight of nine measures. 
The public release of the data has influenced physician organizations’ invest-
ments in information systems, and MHQP continues to develop strategies 
to engage consumers with the measures to support quality and incentives 
for individual physicians. Although consumers access MHQP’s website, 
the overall impact on consumer behavior is unclear. Information gathered 
in consumer focus groups indicates that perhaps consumers do not always 
value the information made available—for example, one woman preferred 
to know whether a physician would be likely to deliver treatment in a 
patient-centered, respectful way rather than how well physicians provided 
breast cancer screening. Rabson noted that this suggested the need for new 
types of measures and data sources that provide more meaningful informa-
tion to consumers. 

Based on the experience of MHQP, Rabson cited some of the chal-
lenges associated with creating quality measures from electronic clinical 
information, including the difficult trade-offs and tensions between offering 
physicians flexibility to enter data and standardization of data for easier 
data capture; the lack of standards in data definitions and terms; the lack 
of standardization across vendors; and the absence of required elements 
from EHR data. Encrypted patient identifiers, mechanisms for facilitating 
patient privacy, make it difficult to provide patient-specific feedback to 
physicians. Ideally, clinical claims and personal data would be integrated 
for quality improvement; Rabson cited important work at the national 
level by the American Health Information Community toward this goal to 
define how health information technology can effectively support quality 
improvement. At the local level, MHQP and the Massachusetts eHealth 
Collaborative have been designated as the Massachusetts Chartered Value 
Exchange with a goal to integrate quality and HIT. Additionally, MHQP 
is one of six organizations selected to be part of the Centers for Medicare 
& Medicaid Services-funded Better Quality Information project, which 
involves the aggregation of claims and other clinical data from commercial 
payers and Medicare. MHQP is also a lead partner in a project to imple-
ment and measure the impact of EHRs in three Massachusetts communities, 
and to use EHRs as a data source for clinical quality measurement.
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Data Primarily Collected for New Insights

Clinical researchers and epidemiologists attribute success in under-
standing and discovering advances in health care to the ability to collect, 
sort, and analyze increasingly vast amounts of numerical data. Currently, 
clinical and public health scientists have at least three major types of data 
available to them: 

•	 Data based on clinical care that come from electronic health records, 
clinic-based administrative datasets, and government payer datasets; 

•	 Large-scale registries generated and maintained by government 
entities, professional societies, and the private sector; and 

•	 Clinical trials, both publicly and privately funded.

Despite the wealth of data available to researchers and policy makers, 
a number of major limitations hinder researchers’ use of data, observed 
Michael S. Lauer, director of the Division of Prevention and Population 
Sciences at the National Heart, Lung, and Blood Institute. Although soon 
to change, currently relatively few American clinicians use computers to 
document care, and even when they do, much of the imported data are 
unstructured narrative text that is challenging to analyze. Most data gen-
erated today are based on nonrandomized observations drawing from the 
care delivery experience. Although some examples demonstrate that it is 
possible to incorporate rigorous and prospective data collection into rou-
tine clinical care, most clinical data are not collected at the point of care in 
a manner that is easily retrievable later. Access to data varies. Some datasets 
are widely available, while others are only available to personnel working 
at specific clinical sites or for specific sponsors.

As Lauer noted, the Roundtable’s goal of integrating evidence-based 
medicine into the routine clinical practice depends on the use of data as a 
staple for developing scientifically sound guidelines. If the Roundtable’s goal 
is to be realized, Lauer suggested, clinical data must be recognized as a staple 
that should be widely available and integrated across sites and practices. 
As a caution, even if a “data paradise” could be achieved with universally 
obtained and available clinical data, policy leaders should use care in placing 
too much reliability on these largely observational datasets for generating 
evidence-based recommendations. Even though modern statistical techniques 
and collection of more data elements may reduce biases, observational anal-
yses of treatments must be recognized as inherently biased because of failure 
to take into account selection biases and unmeasured confounders. Lauer 
also emphasized the importance of well-designed experiments for building 
a scientific base to support evidence-based medicine. 
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Health Product Marketing Data

Significant amounts of data are available and used by public and private 
organizations to better understand public attitudes and consumer trends in 
the healthcare marketplace. William D. Marder from Thomson Healthcare 
Administrative identified three major types of data used by public and pri-
vate entities to market healthcare products and services: health survey data, 
information about general consumption patterns, and administrative data 
generated by the healthcare delivery system. Much of the information about 
patient/consumer attitudes comes from health survey data (private and pub-
lic) combined with general consumption pattern and market segmentation 
data. Administrative data are often used in retrospective database studies 
to examine the cost effectiveness of interventions in the general population. 
Marder described how these data comprise an information base that orga-
nizations often use to develop effective communications with the public and 
the business models that support collection of the data. 

A number of healthcare entities engage in marketing (e.g., hospitals, 
pharmaceutical companies, device suppliers, government agencies, physi-
cians) that relies heavily on information that helps target marketing to spe-
cific consumers. One example is the Thomson PULSE Survey that models 
healthcare use as a function of household and neighborhood characteristics. 
Surveying 100,000 random households per year, PULSE results are identifi-
able by respondents’ Census tracts and linkable to other Census tract data, 
including socioeconomic characteristics of a particular area and lifestyle 
modeling done by general marketing firms. These models can be used 
to drive healthcare marketing and planning decisions. Marder illustrated 
how these resources might be used to find the best groups for clinical trial 
participation. 

Resources that provide retail store sales, billing services, health plans, 
and employer-based data are sometimes incomplete, but can be useful for 
marketing data analyses. Claims data can be applied tactically to identify 
the effect of marketing campaigns and measure sales-force effectiveness. At 
a more strategic level, claims data can offer insights for evaluating unmet 
medical needs, understanding the cost of acquiring a drug in a broader 
context, pricing new products, gaining a favorable formulary position, and 
convincing prescribers about the value of a drug.

However, data collection is often expensive. For surveys such as PULSE, 
revenue streams to offset data collection costs come from use of the data in 
marketing and planning tools sold to providers and suppliers. Revenue also 
covers licensing of general marketing information. As for the funding of 
administrative data, the costs of retail and product-switch data are largely 
covered by pharma. Health plan and employer data are largely covered by 
the operations of payer organizations, with additional support from consul-
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tants serving many organizations, including pharma, government, benefits 
consultants, and reinsurance companies.

Licensing data in a for-profit setting has certain benefits. Licensing 
helps customers achieve their goals by making data easy to use and to be 
sorted based on their interests. For license holders, the process of licensing 
offers the capability to recoup some costs of developing the data. A key 
consideration is how to best manage the intersection and interaction of 
private data assets and academic research. Despite the challenge of balanc-
ing the costs and benefits of making data available to researchers, Marder 
suggested it is essential that channels be maintained to make data available 
at no charge to academic audiences and to ensure access to data for repli-
cation of results.

In sum, marketing data can be seen as a synergy of inputs and interests 
from a variety of entities. The public sector provides raw material and 
models of data collection, at minimal cost. The private sector builds data-
bases with clear commercial value that fill needs suggested by, but not cov-
ered by, public sources. As electronic medical record systems become more 
common, a blend of databases can be envisioned to draw on both public 
and private data sources—the mix will depend on government willingness 
to fund aggregation. 

Changing the Terms: Data System Transformation in Progress

Building on workshop discussion that described the current landscape 
of clinical data, several presentations explored the evolution of the national 
data utility by highlighting efforts to coordinate clinical data—through 
large linked sets, aggregated data, and registries—and to make medical 
care data more readily available and usable. Speakers described incentives 
and drivers that push this evolution—including integration dynamics and 
disincentives, including shortfalls, limitations, and challenges of various 
approaches to organizing and aggregating data. 

Emerging Large-Scale Linked Data Systems and Tools:  
The Example of caBIG

The complexity of cancer research is reflected by the many, widely 
differing diseases categorized as cancer. Understanding the molecular 
mechanisms behind these diseases is an endeavor that must involve many 
individuals, laboratories, and institutions across an array of specialties and 
subspecialties and on an international scale. The Cancer Biomedical Infor-
matics Grid (caBIGTM) aims to help provide the resources needed for such 
research. It was developed in response to demand at the National Cancer 
Institute (NCI) for a more highly coordinated approach to informatics 
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resource development and management. As described by Peter Covitz of 
the NCI, caBIG is a voluntary network of infrastructure, tools, and ideas 
that enables the collection, analysis, and sharing of data and knowledge 
along the entire research pathway—from laboratory bench to patient bed-
side. It was designed to speed research discoveries and improve patient 
outcomes by linking researchers, physicians, and patients throughout the 
cancer community. The program was designed intentionally to identify gov-
ernance structures, organizations, and technologies that can move cancer 
research forward and, ultimately, have a much bigger impact on patient 
health then we have been able to see thus far. In its first year, for example, 
caBIG defined high-level interoperability and compatibility requirements for 
information models, common data elements, vocabularies, and program-
ming interfaces.

The caBIG vision is to connect the cancer research community through 
a sharable, interoperable structure; to employ and extend standard rules 
in a common language; to more easily share information, and to build or 
adapt tools for collection, analysis, integration, and dissemination. caBIG 
is seen as an essential resource to fulfill the NCI’s goal of eliminating suf-
fering and death due to cancer. Moreover, Covitz suggested, the experience 
of designing a governance structure for caBIG as well as the nuances of the 
initiative’s internal architecture can be instructive for healthcare data as a 
whole. In short, caBIG is a possible model or prototype for the broader 
challenge of creating an interoperable health information network across 
the nation. 

Networked Data Sharing and Standardized Reporting Initiatives

Research questions today are more complex and data more compli-
cated. At the same time, low-frequency events of interest demand larger 
pools of data, and greater geographic and demographic diversity is needed. 
Translational research uses institutional entities as the unit of analysis so 
researchers can compare outcome differences and patterns of practice. 
Data from single entities are insufficient, and thus the need for sharing data 
across research entities and collaborators continues to grow. Solutions must 
be tailored that are fast, inexpensive, sustainable, safe, and high quality 
with understood meanings. As described by Pierre-André La Chance, chief 
information officer at the Kaiser Permanente Center for Health Research, 
the Center and its research collaborators address these criteria in their data 
sharing efforts. 

The chosen approach involves constructing research-friendly, secure, 
locally controlled data warehouses, as well as secure networks of local 
interoperable data warehouses. With controlled access to data warehouses 
with such characteristics, researchers can use available internal data quickly, 
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cheaply, and expertly. Warehoused data are of sufficiently high quality to 
have credibility for decisions that affect both treatment and policy. The 
system is able to show data quickly for more than 10 million members per 
month. Developers are working to create sharable versions of data that 
include enrollment, demographics, a tumor registry, pharmacy, vital signs, 
procedures, diagnosis, and laboratory values. Also in development is a 
biolibrary that will allow people from multiple institutions to access Kaiser 
Permanente tumor registries and histology data and to electronic invento-
ries of slides that expedite the identification of appropriate participants for 
research studies. Developers have also focused on a specific aspect of data 
warehousing, creating counters or specific data marts to share deidentified 
data quickly; this is especially valuable for preparatory research purposes. 
These models are seen as valuable tactical tools that are available now to 
advance clinical data sharing. 

Large Health Database Aggregation

Steven Waldren, director of the Center for Health Information Technol-
ogy at the American Academy of Family Physicians (AAFP), provided an 
overview of AAFP’s work to provide valued services and lower the costs for 
the technology. The holy grail of HIT is the ability to drive rapid improve-
ment in the quality and safety of healthcare delivery. Yet, current financing 
of health care rewards high-cost, high-volume care, not low-cost, high-
quality care. This disconnect creates potential conflict of interests between 
those who need the technology and those who will financially benefit from 
the technology. 

As a central tool in data aggregation, the EHR can drive and support 
quality improvement, public reporting, health services research, clinical 
research, healthcare value analysis, biosurveillance, population manage-
ment, and public health. In practice, however, the AAFP has found that 
physicians are adopting the EHR and other technologies not in the interest 
of data aggregation, but primarily for business support, suggesting that a 
paradigm shift must occur to achieve data aggregation at any level other 
than administrative data. Also important is the need to clarify the value 
proposition for those who collect clinical data. Data codification, structure, 
standardization, and input into systems present barriers to data aggrega-
tion; confidentiality and data privacy concerns also impede progress. These 
issues must be addressed to foster greater willingness to share data. 

In support of data aggregation, the AAFP has worked to establish and 
promote HIT standards focused on clinical data, such as the American 
Society for Testing and Materials Continuity of Care Record standard, 
as well as to map individual data to a common data structure. The AAFP 
continues to advocate for payment reform to incentivize quality of care, 
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not volume of care, and works with the Ambulatory Care Quality Alliance 
to articulate the concept of a National Health Data Stewardship Entity. In 
addressing privacy and confidentiality issues, Waldren discussed AAFP’s 
work to clarify members’ misconceptions about the Health Insurance Por-
tability and Accountability Act (HIPAA), which can be an unnecessary 
barrier to the sharing of data. Future uses for aggregated data that are of 
highest priority to AAFP members include quality improvement and clinical 
research efforts. 

Registries and Care with Evidence Development

The challenges faced in data collection and knowledge dispersion to 
the point of care includes standardization of the language of medicine, 
individual confidentiality, and cooperation among professional societies. 
In addition, the methodology associated with information point-of-care 
decisions must be improved. Initiatives are needed to advance observa-
tional data adjustment techniques and to ensure that analysis of the data is 
unbiased because sharing of the data requires establishing trust and a com-
mon understanding between patients and providers on data issues. Finally, 
this is an expensive process, and allocating the expense of this to Medicare 
Part A or getting a fundamental base payment will be essential. 

As described by Peter Smith, professor and chief of thoracic surgery 
at Duke University, one promising model that is impacting cardiac sur-
gery outcomes is the Society of Thoracic Surgeons’ (STS’) Adult Cardiac 
Surgery Database (ACSD). The largest of three distinct databases that 
comprise the STS National Database, the ASCD is a voluntary clinical 
registry developed for the purpose of continuous quality improvement in 
cardiac surgery. It contains more than 3 million surgical procedure records 
from 850 participant groups, representing approximately 80 percent of 
adult cardiac surgical procedures performed nationally. Data are har-
vested quarterly, risk adjustment algorithms are updated, and each site is 
then provided with its raw and risk-adjusted outcomes compared to simi-
lar groups and national benchmarks. The publicly available, individual-
patient STS risk calculator, based on the most recent risk adjustment 
algorithms, is a tool to rapidly disseminate knowledge to the bedside. 

The ACSD is a clinical database that has been studied extensively 
and been shown to be more accurate than administrative databases. It 
has been selectively audited and endorsed for public use in several states. 
ASCD data have been linked to administrative data to demonstrate cost 
effectiveness of continuous improvement, and have been used to improve 
the accuracy of the Medicare Physician Fee Schedule nationally. In addi-
tion, over the past 7 years, STS/Agency for Healthcare Research and 
Quality grant programs have demonstrated that the use of a clinical data 
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repository and feedback can rapidly change physician behavior on a 
national scale. Smith noted that ultimately, the experience and success of 
the ASCD can be exported to inform the development of shared data in 
other medical specialties.

Healthcare Data: Public Good or Private Property?

Despite the potential for accelerated and expanded research offered 
by existing data systems and efforts to enhance their linkage and use, 
broader access to critical data hinge on whether healthcare data constitute 
a public good. As reviewed in Chapter 4, one workshop session explored 
this question from several perspectives. Examining the clinical data utility 
from a conceptual standpoint as well as from the perspectives of the mar-
ketplace and the legal system, presenters considered how the structure of 
the medical care data marketplace can affect research priorities, gaps, and 
possibilities. Questions of whether important distinctions should be made 
within the spectrum of data types or sources, and how a case might be made 
for improved access and sharing of medical data, were addressed. Several 
options were suggested for how to think about basic concepts related to 
shared data and guide their use through policy and legislation.

Characteristics of a Public Good and How They Are Applied to 
Healthcare Data

As understanding theoretical principles can help guide the development 
of practical policy and action, David Blumenthal, director of the Institute 
for Health Policy at Massachusetts General Hospital/Partners Health Sys-
tem, reviewed the classic definition of a public good and discussed how this 
definition applies to health information under varying circumstances. Pure 
public goods cannot be traded efficiently in the marketplace, he suggested, 
because they are both nonrival, meaning that using this good does not 
preclude others from using it, and nonexcludable, meaning that, even if a 
good is wholly owned and paid for, its use and benefit by others cannot be 
prevented. As an example, basic research is widely accepted in the United 
States—across the spectrum of ideological opinions about markets—as a 
public good. Basic research is considered both nonrival and nonexcludable; 
its support is an an appropriate and necessary role of government. In addi-
tion, Blumenthal described quasi-public goods, which he considered more 
relevant to discussion of healthcare data. Such goods may be relevant to 
the public and nonrival, but not nonexcludable or vice versa. Particularly 
emphasized, however, were quasi-public goods for which production or 
consumption generates or might generate effects (positive or negative exter-
nalities) on third parties not involved in the private purchase or sale of such 
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goods. Applied biomedical research has aspects of both a public good and 
a quasi-public good. It is excludable and rival within limits. For example, 
knowledge underlying a particular drug or device can be appropriated up 
to a point, but important information can also be kept secret and lead to 
benefit in the marketplace. Keeping knowledge private causes a potential 
loss of efficiency in the advancement of other knowledge, but Blumenthal 
notes that this loss is tolerated to incentivize innovation driven by oppor-
tunity for economic gain. Patent law seeks to mitigate this loss of efficiency 
enabling scientific progress based on protected information. 

The principal questions relevant to workshop discussion concerned 
what to do with privately maintained databases, which are arguably quasi-
public goods because they have private costs and value that given parties 
will not likely construct nor share out of altruism, but for which large 
externalities exist (i.e., if available, these data could generate significant 
social benefits). To realize these benefits, an approach is needed that does 
not eliminate losing the incentive to assemble such databases. Also relevant 
is another kind of informational public good. For example, data found at 
the National Institutes of Health (NIH) or developed through the National 
Health Interview Survey or National Census represent situations in which 
the taxpayer has paid for the information to be collected. Efforts are needed 
to ensure these data are efficiently made available and used. 

Rationales for making data publicly available, even when not meeting 
the definition of a public good, apply in situations in which government has 
supported—through financial or other means—the development or enrich-
ment of data or in which making the data publicly available has significant 
benefits not captured in traditional market transactions. Blumenthal high-
lighted two solutions to contending with this quasi-public good or public 
good nature of information. The first is to increase the appropriateness or 
excludability of information. Traditionally we have used patents and copy-
rights to accomplish this by granting a period of exclusivity on the condi-
tion of revealing the science and practice that led to the patent. The second 
is to have the government produce the good in question. The NIH and the 
National Science Foundation are examples of this approach. Blumenthal 
concluded that the question of data is complex, and that nuanced informa-
tion uses will arise that require public guidance, perhaps on a case by case 
basis.

Characteristics of the Marketplace for Medical Care Data

Various sources of medical and prescription drug data are available 
to support safety surveillance and generation of evidence for healthcare 
decision makers. Repositories are constructed as potential mechanisms for 
research and commercial application. Data linking drug information with 
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medical claims data provide an opportunity to view treatments, whether by 
procedure or pharmaceuticals, and capture elements of the other healthcare 
use patterns of those patients. 

Claims aggregators commonly create deidentified research databases to 
license to third parties, including the federal government. These databases 
are also licensed to academic researchers if they can afford to pay (and if 
they cannot, they are often given access in a spirit of good will). The largest 
market for these commercially licensed databases is the pharmaceutical sec-
tor, which uses them for a variety of purposes. William H. Crown, president 
of i3 Innovus, detailed the planning involved in the construction of large, 
complex datasets. Documenting many potential sources of data that can 
be compiled for such a purpose, Crown outlined potential barriers to data 
aggregation, such as adjusting and standardizing data pooled from mul-
tiple sources, protecting patient privacy, and monitoring cautions required 
when using data for a purpose other than the one for which the data were 
originally collected.

In terms of the trade-offs between a pooled mega-database and pulling 
data from different data aggregators, Crown indicated a growing need for a 
mega-database that could house data from multiple health plans, government 
providers and payers, as well as other sources to promote standardization and 
create a public good available for research, for cost-effectiveness studies, for 
real-world drug safety, and for guiding compliance of physician practice. 

Legal Issues Related to Data Access, Pooling, and Use

The legal system enters the public good debate because it reflects and 
so perpetuates the current excludability state of clinical data with property 
and intellectual property models. Furthermore, market exchanges or shifts 
to public good nonexcludability face legal barriers (e.g., privacy, confi-
dentiality, and security) that are designed to reduce or eliminate negative 
externalities—effects that negatively impact individuals not directly involved 
in the collection or use of data—suffered by data subjects. Nicolas P. 
Terry, Chester A. Myers Professor of Law and codirector of the Center 
for Health Law Studies at Saint Louis University School of Law, offered 
some observations on aspects of the legal system relevant to the debate of 
whether clinical data should be treated as a public good. These include the 
perceived mandate to create or support structures that treat clinical data as 
a private good; the design of data protection laws to eliminate or reduce 
potential negative externalities of data sharing on the data subjects; and 
the uncertainty inherent in the legal system—an indeterminacy increased 
by the legion of “legacy laws,” such as records laws predating electronic 
clinical data collection and the potential for data mining of records to 
improve outcomes and effectiveness. Three major clusters of legal rules that 
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create barriers to clinical data evolving into a public good were reviewed: 
property or inalienability rules (ownership of medical records, and IP and 
trade secret protections); federal–state vectors (state restrictions on data 
collection, processing, or security, and state initiatives on HIT and Health 
Information Exchange policy); and changing data protection models (the 
HIPAA privacy model, and personal health records and consumer-directed 
health care). 

Ongoing work toward solutions to challenges related to IP and data 
protection models were reviewed, including the notion of balancing pro-
prietary rights in information property with public duties such as obliga-
tions of accuracy and confidentiality, and the need to to facilitate scientific, 
technical and educational uses of information. Terry argued that a more 
rigorous data protection model will be required as a predicate for greater 
access to patient data, noting that, as stated by NCVHS, “erosion of trust 
in the healthcare system may occur when there is divergence between what 
individuals reasonably expect health data to be used for and when uses 
are made for other purposes without their knowledge and permission.” 
Examples of efforts to confront what he described as “a tension between 
data protection and public utility” include the National Center for Health 
Statistics’ stewardship framework report and the European data directive. 

Healthcare Data as a Public Good: Privacy and Security

In addition to proprietary issues, concerns related to privacy and secu-
rity restrict the use of healthcare data. Maintaining confidential and secure 
data records is of paramount importance to ensuring public trust in the 
healthcare system, and is an important factor in discussions about sharing 
of health data. As presented in Chapter 5 and summarized below, four 
speakers considered key legal and social challenges to privacy and secu-
rity issues from a variety of perspectives—including insights gained from 
prevailing public opinion, implications of HIPAA as a means of ensuring 
privacy, experiences of organizations outside health care, and the privacy 
and security practices of healthcare delivery organizations. 

Public Views

Privacy is all-pervasive in terms of the future of HIT. Public beliefs 
about privacy issues link directly to the trust level that individuals have in 
the entire healthcare establishment, and factors significantly in the move 
to electronic health records, personal health records, and interoperability 
exchanges. Alan Westin, professor emeritus of public law and government 
at Columbia University and principal of the Privacy Consulting Group, 
presented results of a 2007 national Harris/Westin survey that measured 
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public attitudes toward the current state of health information privacy and 
security protection, health provider handling of patient information, health 
research activities, and trust in health researchers.

Westin’s study indicates that 83 percent trusted their own healthcare 
providers to protect the privacy and confidentiality of personal medical 
records and health information. Sixty-nine percent believed researchers can 
be trusted to protect the privacy and confidentiality of medical records and 
health information on research participants. Fifty-eight percent said they do 
not believe there is adequate protection today for their health information 
when asked whether privacy of personal medical records and health infor-
mation is protected enough by federal and state laws and organizational 
practices. 

The results of Westin’s survey confirm that the public has strong pri-
vacy concerns regarding the handling and protection of their personal 
health information, especially concerning uses of data not directly used for 
providing care. According to Westin, privacy is a matter of balance and 
judgment, and it is contextual. The results also suggest that a new code of 
privacy confidentiality and security written into legislation might support 
new health information technology and the adoption of EHR systems. 
In addition to encouraging models of voluntary patient control privacy 
policies offered through repositories of personal health records such as 
Microsoft’s HealthVault and Google Health, Westin suggested the need 
for an independent health privacy audit of the verification process. New, 
easy-to-use technologies for implementing patient notice and choice could 
revolutionize the role of individuals in the process of how their personal 
information is used. Conducting additional field research into privacy in 
the EHR programs and sponsoring a national educational campaign to 
promote privacy-compliant, evidence-based health research might advance 
the public perception of data.

HIPAA Implications and Issues

As the healthcare system and HIT systems evolve, experience suggests 
that modifications are needed in the HIPAA Privacy Rule to strike the 
proper balance between protecting patient privacy and making data avail-
able for research necessary to improve healthcare quality and lower costs. 
Early changes to HIPAA allowed the disclosure of limited datasets and 
lightened administrative burdens on healthcare providers and plans that 
made data available for research purposes. Marcy Wilder, a partner at the 
law firm of Hogan and Hartson, LLP, and former deputy general counsel 
at the Department of Health and Human Services (HHS), served as the 
lead attorney in the development of HIPAA. She asserted that identifying 
the most significant barriers that remain, including those related to future 
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unspecified research and data deidentification, and clearly defining policy 
alternatives will be essential to promoting the research enterprise. 

HIPAA rules can be confusing and require administrative recordkeep-
ing that challenges many covered entities—in particular, smaller hospitals. 
There are also liability concerns on the part of the covered entities. For 
these reasons, researchers who seek clinical data for evidence development 
and application find that such data are hard to obtain. Because HIPAA is 
so often used as a smokescreen to preclude the sharing of data, a more 
difficult challenge in policy discussions will be separating out and defining 
for the regulators and legislators what the real problems are regarding data 
sharing. Wilder suggested that HIPAA as it stands today may be somewhat 
outdated. Advisory committees, Congress, and agencies within HHS itself 
have recognized that the research provisions need improvement to encour-
age the use of data for research and innovation. Discussions in this regard 
will prompt important conversations with both regulators and legislators. 

Wilder identified several areas for consideration. Under HIPAA, indi-
viduals are not permitted to give their consent for the use of data for future 
unspecified research, which prompts an important policy discussion. In light 
of developments in HIT and other technology, another issue is deidentifica-
tion and safe harbor standards. Another topic for discussion concerns liabil-
ity burdens distributed across covered and noncovered entities.

Examples from Other Sectors

Greater openness about data can be seen in the collaborative research 
of the Human Genome Project, the public registration of clinical trials, and 
the growth of new models of disclosure/publication of research results in 
open-access journals and digital repositories. As the basis for the creation of 
new datasets underlying evidence-based medicine, greater openness is trans-
forming the relationship between doctors and patients, increasing market 
incentives for improved health care, and providing new means for detecting 
emerging diseases. The challenge, as with privacy and clinical records, is to 
determine what level of openness is most appropriate for the particular pur-
pose to be accomplished. To provide perspective on these issues, Elliot E. 
Maxwell, a consultant, Fellow in the communications program at Johns 
Hopkins University, and Distinguished Research Fellow at Pennsylvania 
State University, presented an overview of the adjudication of information 
in the context of the report, Harnessing Openness to Transform American 
Health Care, from the Committee for Economic Development. 

Among other recommendations, the report suggests that the Food and 
Drug Administration (FDA) should review existing requirements on patient 
consent to participate in clinical trials and make changes as appropriate. 
The report also suggests that the FDA should require electronic filing for 
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all drug and device approvals and should set standards for, and require 
the filing of, underlying clinical data, upon approval, in a form that allows 
subsequent machine aggregation, search, and manipulation. 

Regarding EHRs, the report recommends that individuals and groups 
providing and funding health care should institute appropriate incentives 
for the adoption of information and communication technologies (includ-
ing EHRs) to reduce health care’s burdensome administrative costs. Max-
well suggested that federal research agencies should increase their support 
for the development of the large databases necessary for progress toward 
evidence-based medicine, including development of the necessary data stan-
dards. They should also evaluate and amend HIPAA to require that those 
parties who hold a patient’s medical records provide the patient with the 
opportunity to receive copies of those records in digital form pursuant to 
HIPAA.

Institutional and Technical Approaches to Ensuring Privacy and Security 
of Clinical Data

Healthcare providers view the protection and security of patient health 
information as essential to maintaining the trust and confidence of their 
patients and as an important element of patient satisfaction. At the same 
time, healthcare providers are rich sources of data, which have the poten-
tial to enhance the quality of clinical care and may result in better clinical 
outcomes, improved efficiencies, cost savings, and other medical advances. 
Alexander Eremia, associate general counsel and corporate privacy officer 
at MedStar Health, Inc., discussed the implications of these tensions from 
the standpoint of a major healthcare provider organization. He reflected on 
the institutional challenges inherent in balancing patient privacy interests 
with providing access for research purposes. In particular, Eremia indicated 
that providers must address perceived and actual privacy or security hur-
dles, patient trust considerations, potential legal consequences, and actual 
costs associated with retrieval of data; all of these pose barriers to releasing 
data for research purposes. 

Healthcare providers may find HIPAA privacy and security require-
ments confusing, and health information data custodians and researchers 
may have limited awareness of HIPAA’s data access and disclosure require-
ments. Furthermore, even when access and disclosure are permitted under 
HIPAA, the willingness to make certain disclosures of identifiable informa-
tion may be impeded by physician concerns related to violating the trust 
of their patients, minimum necessary standards, accounting for disclosure 
obligations, and even concern about losing patients to physician/researchers. 
In addition, it is often costly for healthcare providers to divert resources and 
personnel away from clinical care activities to attend to system and records 
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access activities. As a result, healthcare providers are often more motivated 
to protect patient privacy, respect physician–patient relationships, minimize 
the administrative impact on data retrieval, and minimize legal risks and 
customer complaints. According to Eremia, without adequate financial or 
strategic incentives, regulatory amendment, and greater appreciation of 
the public benefits of research, access to identifiable data for research will 
remain a challenge.

Creating the Next-Generation Data Utility: 
Building Blocks and Action Agenda

The development of new data utility builds on the considerable past 
progress in health care. As summarized in Chapter 6, both theoretical per-
spectives and specific ideas for practice were presented at the workshop. 
Reviewed first are workshop presentations that identified lessons learned 
on important components or building blocks for a next-generation data 
utility. The chapter concludes with a summary of comments on emerging, 
practical opportunities to align policy developments with improved data 
access and evidence development offered by a discussion panel of key 
policy makers. 

Building Blocks for the Next-Generation Public Agenda

Important strategic priorities for the development of an architecture for 
a next-generation data utility emerged from workshop discussion of col-
laborative models that offered insights into collaborative clinical data sys-
tem management, and suggested a framework for expectations, purposes, 
incentives, priorities, structures, roles and responsibilities, and principles 
for data entry, access, linkage, and use. Similarly, presentation of efforts to 
aggregate clinical data from multiple institutions raised considerable techni-
cal, organizational, and operational challenges that need to be addressed. 
Finally, economic incentives and legal issues were considered as important 
levers to realize the full potential of health data. 

Building on collaborative models. The Institute to Transform and Advance 
Children’s Healthcare at Children’s Hospital of Philadelphia (CHOP) is 
spearheading a novel effort to harness clinical and business information to 
improve children’s health, make their health care more efficient, and trans-
form the delivery system. The Institute has developed a data system that 
links the full spectrum of information about a child’s health needs, from 
genomics to clinical to environmental data, in order to build out a vision 
of personalized pediatrics. Christopher Forrest, professor of pediatrics and 
senior vice president and chief transformation officer at CHOP, described 
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the hospital’s approach to data. He discusses issues related to collaborative 
relationships needed to realize a vision of personalized pediatrics, including 
forming linkages with multiple pediatric institutions, giving patients and 
families access to their data, obtaining information from them, and creating 
provider–payer collaborations.

CHOP’s model is predicated on giving care at the right time by the right 
person in the right setting, minimizing waste, and shifting services from 
specialty care to primary care. In evolving into a data-driven organization, 
CHOP developed a concept of personalized pediatrics, which relies on 
collaborations with other pediatric institutions, public institutions, payers, 
patients, and families. The concept of personalized pediatrics focuses on 
outcomes, changes in health, and reductions in costs, both financial and 
nonfinancial. Apart from issues related to establishing and then sustain-
ing strong collaborations with CHOP’s partners, other challenges include 
communications and changing cultural assumptions. Changing the culture 
of providers to collect data in a high-quality way is dramatically difficult: 
providers can be added to an EHR, but getting them to change what they 
do with the EHR requires education and time. Communication across the 
board is important, according to Forrest, especially in regard to engaging 
families in a dialogue about how they can partner in personalized pediat-
rics. CHOP’s model of care is family centered and designed in partnership 
with families. Forrest also suggested that none of the programs will work 
without the support and participation of families.

Technical and operational challenges. Efforts to aggregate clinical data 
from multiple institutions for the purposes of gaining insights on clinical 
effectiveness or drug/device safety face many technical, operational, and 
organizational challenges. Drawing on experiences from previous pilot 
projects and other work in this area, Brian J. Kelly, the executive director 
of the Health & Sciences Division at Accenture, provided an on-the-ground, 
real-life implementation perspective on the challenges with aggregating data 
from multiple sources for secondary use. He also discussed the impact of 
current privacy regulations, based on work to prototype the Nationwide 
Health Information Network, in which researchers aimed to aggregate data 
from 15 completely separate organizations in four states. 

Among the challenges to optimizing the use of data, both in patient care 
and for secondary uses, is getting the data into equivalent standards and 
terms, and finding ways to draw data into one repository from multiple sys-
tems. Systems for such data are in place and to some extent entrenched, and 
changing those systems will be incremental. Kelly drew from experiences in 
the area to suggest that a sophisticated approach to information governance 
is needed. Another consideration focuses on ownership of the data—by 
patients or the entity that enters the data into a database. Approaches to 
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addressing technological and architectural challenges are needed to best 
support envisioned goals for the data. Because states can place restrictions 
on data sharing in addition to HIPAA rules, the standard notification of 
privacy practices is changed to say data can be used if they are deidentified 
for secondary use in clinical research, but there will be continued trouble 
aggregating data among various institutions. To share data among delivery 
organizations, there could be a different approach to notification for pri-
vacy purposes, which Kelly indicated is one of the biggest policy areas that 
must be addressed. 

There is a growing need for advocacy for using data as a public utility. 
Many organizations have started marketing campaigns to educate patients 
and their families on the importance of participation in clinical trials and 
related research endeavors. Kelly pointed out that we need to do the same 
thing to educate people on how important it is to be able to use data for 
secondary purposes. Such efforts would have to contend with security and 
privacy issues, but those factors can be addressed.

Economic incentives and legal issues. If we wish to change behavior, then 
we must directly address incentives, argues Eugene Steuerle, senior fellow 
at the Urban Institute. Steuerle suggested that existing incentive structures 
discourage information sharing, giving great weight to possible errors in 
protecting privacy relative to errors deriving from failing to take advantage 
of ways to improve public and often individual health. In addition, incen-
tives internal to the bureaucracy also discourage optimal use of informa-
tion, even functions such as merging already existing datasets. Because 
government now controls nearly three fifths of the health budget, including 
tax subsidies, it bears substantial responsibility to improve these incentives. 
Some incentive changes are possible now, through reimbursement and pay-
ment systems. Others require examining the reward structure internal to 
the bureaucracy. In the end, however, the primary incentive needs to come 
from consumer demand, operating either directly on providers and insurers  
or on the voters’ elected representatives. 

In many cases the benefits of clinical data are shared by all, but in 
fact the benefits to the individual come from clinical data treated as a 
public good. Accordingly, data-sharing solutions should examine and 
change the incentive structure and manage the tensions between privacy 
and confidentiality of data used to improve well-being. Steuerle also high-
lighted the failure to improve the public good when and noted evidence 
to the contrary. We lack data sharing for individual care; we lack data 
sharing for an early warning system (e.g., through the Centers for Disease 
Control and Prevention [CDC] or other organizations); and we lack data 
sharing for basically solving problems and finding cures or better treat-
ments for various health problems. In the end, however, Steuerle encour-
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aged engaging the public to support data initiatives. Another incentive 
problem is the lack of bureaucratic incentives to share datasets or allow 
datasets under an agency’s purview to be shared. Notwithstanding good 
will among many public servants, there are strong disincentives in the 
bureaucracy to share data; consideration is needed on how to introduce 
incentives into the bureaucracy to reward people for enabling the shar-
ing of data. 

For solutions to some of these issues, Steuerle outlined several opportu-
nities through which the government can leverage its position, for example, 
higher reimbursement of drugs prescribed electronically instead of through 
traditional methods. It could differentially pay for lab tests put into elec-
tronic form for sharing with patients or the CDC. It could pay for electronic 
filing of information on diagnoses and treatment. Government could also 
provide more incentives for participation in clinical trials. Steuerle also sug-
gested that people working in the public sector need incentives to encourage 
data sharing. 

The Action Agenda

Also summarized in Chapter 6 are discussions of a stakeholder panel 
charged with moving the conversation about data utility to an action 
agenda, by offering practical ideas on strategies or incentives that advance 
the development of an improved data utility, and what strategies or incen-
tives might be necessary to make that happen. As session chair David 
Blumenthal observed, the environment for clinical data is much more dis-
tributive than ever, a phenomenon that overrides traditional instincts of 
policy makers to develop solutions by identifying roles and responsibilities 
for local, state, and federal governments. In a distributed environment, such 
an approach is too narrowly framed. For example, the conversation that 
engages consumers directly, and focuses on the personal health record, is a 
very different policy environment from one that could be addressed through 
a centralized authority. At the same time, the federal government is a big 
stakeholder and player in the collection of health-related data. However, 
the environment surrounding data differ from one part of the government 
to the other—the NIH, for example, has the capacity to focus on promot-
ing sharing of data and has a broad mandate for data collection sharing, 
whereas Medicare operates in a much more restrictive environment. With 
these observations as context, panelists offered comments on decisions and 
actions that could best enable access to and use of clinical data as a means 
of advancing learning and improving the value delivered in health care.

Government-sponsored clinical and claims data. Steve E. Phurrough, direc-
tor of coverage and analysis at the Centers for Medicare & Medicaid 
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Services, provided an inventory of the data that Medicare collects, what it 
does with the data it collects, and what some of its challenges are in data 
utility. Medicare currently collects data in each of the four parts of the 
program: A, B, C, and D. Collected data are used as the basis of paying 
claims. Different data collection programs look at how different payment 
systems may affect outcomes versus clinical issues. Data are collected to 
help improve quality of health care, for payment purposes, and to develop 
pay-for-performance qualitative information. Another set of data collection 
programs is in Medicare demonstration projects, which look at a variety of 
issues and, generally, examine how different payment systems may affect 
outcomes versus clinical issues. Data are also collected in the interest of 
evidence development.

Given the limits of its authority, Medicare has had to be somewhat 
innovative. One example is linking some clinical data to collections to 
coverage of particular technologies. One carrot Medicare has developed is 
that it has required the delivery of clinical data beyond the typical claims 
data as a provision for payment for certain services; a few years ago, the 
system required, for example, additional clinical information for the inser-
tion of implantable defibrillators. Such an approach has the potential to 
provide significant amounts of information if, in fact, we can learn how to 
meet the challenge of what we can do with data that have been collected, 
and merge those data with other sources of data so that data collection can 
inform clinical practice.

Government-sponsored research data. The molecular biology revolution 
was founded on the commonality of DNA and the genetic code among liv-
ing things. Discoveries at the molecular level provide unprecedented insight 
into the mechanisms of human disease. This understanding has developed 
into an expectation of wide data sharing in molecular biology and molecu-
lar genetics. Now that powerful genomewide molecular methods are being 
applied to populations of individuals, the necessity of broad data sharing 
is being brought to clinical and large cohort studies. This has prompted 
considerable discussion at the NIH that have resulted in the NIH Genome 
Wide Association Study Policy for data sharing, and a new database at the 
NIH’s National Center for Biotechnology Information (NCBI) called the 
Database of Genotypes and Phenotypes (dbGaP). 

James M. Ostell, chief of the NCBI Information Engineering Branch, 
heads the group that provides resources such as PubMed and GenBank, an 
annotated collection of all publicly available DNA sequences. He observed 
that in the course of collecting and distributing terabytes of data, the branch 
has wrestled with questions concerning which data are worth centralizing 
versus which should be kept distributed. Although technical and policy 
requirements sometimes dictate answers to those questions, nature some-
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times directs information engineers to pursue certain tactics. For example, 
the commonality of molecular data might drive the desire to have all 
related information in one data pool, so that a researcher could search all 
the data comprehensively, perhaps not even with a specific goal in mind. 
This could lead to the kind of serendipitous connection that is fundamen-
tal to the nature of discovery. At the same time, however, there must be 
a balance toward collecting only those pieces of data that make sense in 
a universal way.

The NIH has required researchers to pool data collected under NIH 
grants so that other investigators might benefit from those data. NIH cre-
ated dbGaP to archive and distribute the results of studies that have inves-
tigated the interaction of genotype and phenotype. Such studies include 
genome-wide association studies, medical sequencing, and molecular diag-
nostic assays, as well as association between genotype and nonclinical traits. 
The advent of high-throughput, cost-effective methods for genotyping and 
sequencing has provided powerful tools that allow for the generation of 
the massive amounts of genotypic data required to make these analyses 
possible. dbGaP incorporates phenotype data collected in different studies 
into a single common pool so the data can be available to all researchers. 
Dozens of studies are now in the database, and by the end of 2008, the 
database was expected to hold data on more than 100,000 individuals and 
tens of thousands of measured attributes. 

Hundreds of researchers have already begun using the resource. There 
is also a movement on the part of the major scientific and medical journals 
to require deposition accession numbers when they publish the types of 
studies alluded to above, the same as required for DNA sequence data. The 
publications recognize the importance of other people being able to confirm 
or deny a paper’s conclusions, which requires investigators to review the 
data that informed the paper. To further encourage secondary use of data, 
other accession numbers are used when people take data out of a database, 
reanalyze the data, and then publish their analysis.

Professional organization-sponsored data. Guidelines and performance 
measures in cardiology developed by the American College of Cardiology 
(ACC), often in association with the American Heart Association, typically 
are adopted worldwide. ACC Chief Executive Officer Jack Lewin described 
ongoing efforts to ensure that ACC guidelines, performance measures, and 
technology appropriateness criteria are adopted in clinical care, where they 
can benefit individual patients. Although most guidelines are currently 
available on paper, the vision is to have clinical decision support integrated 
into EHRs.

The ACC’s National Cardiovascular Data Registry (NCDR) was 
designed to improve the quality of cardiovascular patient care by providing 
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information, knowledge, and tools; benchmarks for quality improvement; 
updated programs for quality assurance; platforms for outcomes research; 
and solutions for postmarket surveillance. The NCDR strives to standardize 
data and to provide data that are relevant, credible, timely, and actionable, 
and to represent real-life outcomes that help providers improve care and 
that help participants meet consumer, payer, and regulator demands for 
quality care. The NCDR’s flagship registry, the national CathPCI Registry, 
is considered the gold standard for measuring quality in the catheteriza-
tion laboratory. Other NCDR registries collect data on acute coronary 
syndrome, percutaneous coronary interventions, implantable cardioverter 
defibrillators, and carotid artery revascularizations. The ACC is currently 
working to standardize registry data to be able to measure gaps in perfor-
mance and adherence to guidelines, with an ultimate goal of being able to 
teach how to fill those gaps and thus create a cycle of continuous quality 
improvement. 

Mandates from Medicare and states have pushed hospitals to use the 
ACC registries, but there is room for wider adoption. The ACC is working 
to alleviate barriers such as the need for standardization, the expense of 
collecting needed data, and the lack of clinical decision support processes 
built into EHRs. The ACC would also like to see a national patient identi-
fier that would enable the tracking of an individual’s overall health con-
tinuum while preserving patient privacy; such an identifier would bolster 
longitudinal studies. The ACC believes wider adoption of data sharing via 
registries is within reach, should be encouraged, and would ultimately result 
in better health care overall, but that strategies need to be developed and 
implemented that foster systems of care versus development of data collec-
tion mechanisms specific to a single hospital. Toward the development of 
business strategies needed to develop the clinical decision support capac-
ity, standardization, and interoperability, the ACC wants to collaborate 
with other medical specialties, EHR vendors, the government, insurers, 
employers, and other interested parties. Going forward, the ACC supports 
investment in rigorous measurement programs, advocating for government 
endorsements of a limited number of data collection programs, allowing 
professional societies to help providers meet mandated reporting require-
ments, and implementing systematic change designed to engage physicians 
and track meaningful measures.

Product development and testing data. The pharmaceutical industry col-
lects and shares a great deal of clinical data. Because the industry is heavily 
regulated, the data it collects are voluminous and made available publicly 
under strict regulations that, it is hoped, ensure their accuracy and the 
accuracy of their interpretations. Eve Slater, senior vice president for world-
wide policy at Pfizer, noted that the pharmaceutical industry is interested 
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in ensuring the widespread availability of data to support research at the 
point of patient care and care at the point of research. In the pursuit of that 
goal, the industry is interested in pursuing the alignment of data quality, 
accessibility, integrity, and comprehensiveness. An influx of regulations and 
an acknowledged need for transparency are prompting the appearance of 
product development and testing data in the public domain. Nonetheless, 
attention is needed to ensure data standards, integrity, and appropriate, 
individualized interpretation.

Although significant amounts of product development data are required 
by law to be in the public domain, roadblocks prevent the effective sharing 
of clinical data. In the area of clinical trials posted on www.clinicaltrials.
gov, for example, shared information can be incomplete, duplicative, and 
hard to search, and nomenclature is not always standardized. The infor-
mation also needs to be translated into language that patients can under-
stand. The lack of an acceptable format for providing data summaries for 
the public is linked to concerns about disseminating data in the absence 
of independent scientific oversight; once data are in the public domain, 
controlling quality assurance and the accuracy with which the information 
is translated to patients become difficult. Policies to address some of these 
issues lag behind the actual availability of data. 

These issues argue in support of the data-sharing and standardization 
principles that the IOM has articulated. The Clinical Data Interchange Stan-
dards Consortium (CDISC) and other organizations are currently focused 
on the issues of standardizing electronic data. 

Regulatory policies to promote sharing. Although large repositories now exist 
for controlled clinical trial data, including primary data, Janet Woodcock, 
deputy commissioner and chief medical officer at the FDA, observed that 
much of that information unfortunately resides on paper in various archives, 
not in an electronic form that would readily enable sharing. The FDA’s 
Critical Path Initiative is an aggressive attempt to be able to combine research 
data from the various clinical trials in different ways and to extend learning 
beyond a particular research program. The FDA has been working with the 
CDISC to try to standardize as many data elements as possible.

Several years ago, the FDA established the ECG Warehouse, an anno-
tated electrocardiogram (ECG) waveform data storage and review system, 
for which a standard was established for a digital ECG. The FDA asked 
companies engaged in cardiac safety trials to use that standard. Today the 
ECG Warehouse holds more than 500,000 digital ECGs along with the 
clinical data, and the FDA is collaborating with the academic community 
to analyze those data to learn new knowledge that would not have been 
accessible before the development of a standardized dataset. 

The FDA is constructing quantitative disease models from clinical trials 
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data, building electronic models that incorporate the natural history of 
the disease, performance of all the different biomarkers about the disease 
over time, and results from interventions. Given multiple interventions, 
the approach allows researchers to model quantitatively. The FDA expects 
more of these models to evolve in the future.

Within the Critical Path Initiative, the FDA worked with various phar-
maceutical companies to pool all their animal data for different drug-induced 
toxicities, before the drugs are given to people. This groundbreaking con-
sortium worked to cross-validate all the relevant biomarkers in each other’s 
laboratories. The first dataset, on drug-induced kidney toxicity in animals, 
has been submitted to the FDA and is under review. Similar approaches 
could be undertaken with humans; pooling those data from various sources 
could lead to new knowledge. 

The FDA also plans to build a distributed network for pharmaco-
vigilance. The Sentinel Network seeks to integrate, collect, analyze, and 
disseminate medical product (e.g., human drugs, biologics, and medical 
devices) safety information to healthcare practitioners and patients at the 
point of care. Required under the 2007 Food and Drug Administration 
Amendments Act (FDAAA), the Sentinel Network is currently the focus 
of discussions by many stakeholders about how best to proceed. One 
approach is to build a secure distributed network in which data stay with 
the data owners, but are accessible to others. 

Legislative change to allow sharing. The Center for Medical Consumers, a 
nonprofit advocacy organization, was founded in 1976 to provide access 
to accurate, science-based information so that consumers could participate 
more meaningfully in medical decisions that often have profound effects 
on their health. Arthur Levin, the center’s cofounder and director, believes 
government has a role to play in regulating the healthcare sector; key ques-
tions in this arena concern what government can and cannot do, and what 
it should and should not do. 

Legislatively, most of the action concerning data sharing is currently 
in the states. Levin noted that we may face a scenario similar to that with 
managed care legislation, where in the absence of federal legislation, states 
moved ahead on their own, for better or worse. Currently states are moving 
ahead rapidly with HIT and health information exchange. Issues of privacy 
and confidentiality are very much in the forefront and driving state legisla-
tion. In terms of legislation covering data sharing, we need to make sure 
that whatever policy is developed moves things in an agreed-upon direc-
tion that does not create new obstacles and barriers. A first step will be to 
develop a much better understanding of what barriers exist in the states and 
federal government to aggregating data for research, quality improvement, 
and similar goals. 
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Another issue is that data sharing is, in essence, a social contract between 
individuals and researchers who want to use their data. Patients are told there 
will be some payoff from sharing data, but perhaps patients do not hear 
enough about how that is supposed to happen. Where does the payoff come? 
How does the other side of that contract deliver? What are the deliverables? 
Is there a time line for those deliverables? Is there accountability for those 
deliverables? As part of the social contract, there should be a burden on col-
lecting data, a requirement that the collector do something specific with the 
data being collected. Privacy and confidentiality rules and remedies can be 
legislated; however, trust must be built. All who believe that data represent 
a public good—and that data sharing is a public responsibility to advance 
the public interest in improving healthcare quality, safety, and efficacy—also 
understand that such a message may not resonate so readily with the public. 
The public has not yet been brought up to that level, and more is needed to 
engage consumers in this enterprise.

Engaging the Public

The final session of the workshop examined the public’s role in improv-
ing the clinical data utility, considering how the public currently views the 
use of clinical care data for research, what types of information the public 
is interested in deriving from such research, and how that interest might 
influence public response to future developments in the use of health infor-
mation. The session further considered what technical, communication, 
and demonstration-of-value advances might help address the concerns of 
healthcare consumers. As summarized in Chapter 7, participants provided 
an overview of public knowledge, issues, concerns, and discussion of strat-
egies on public understanding, engagement, and support for the changes 
necessary to create the next-generation public data utility. Also discussed 
were the design and implementation of tools that would be enhanced by 
wider availability of clinical data—such as those that help improve patient 
access and use of information from, about, and by those who are dealing 
with similar circumstances. Finally, the nature and potential use of personal 
health records, safeguards for data access and entry, and possible influence 
on public perceptions about privacy and data use were considered.

Generating Public Interest in a Public Good

In many respects, the greatest challenge associated with establishing 
a medical care data system to serve the public interest lies in the fact that 
such data largely reside in the private sector, where commercial interests 
and other factors inhibit sharing. This paradigm has benefited discrete 
entities, but it has failed to serve the public health interests of the broader 
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U.S. population or to promote awareness of how such information can be 
used to improve clinical decision making at the individual level. Though the 
public should have considerable interest in this information, the limitations 
of the data system as currently structured severely inhibit demonstration 
of the value proposition for consumers, both individually and collectively. 
Alison Rein, senior manager at AcademyHealth, identified key issues to be 
addressed to develop public awareness and perception of medical care data 
use for public good applications. She provided an overview of what little 
is known about this domain from the public’s perspective; discussed some 
assumptions and attitudes that may impede progress in this direction; and 
highlighted examples from which we might learn and share strategies for 
generating public interest. 

Rein discussed the public’s limited understanding of how their clini-
cal data move within or outside our fragmented system and the conse-
quences for discussions about data access and data protection and security. 
Although lessons might be learned from other industries’ transition to 
electronic systems for data management, the public expectation of trust 
and privacy between providers and patients, as well as the potential for 
irrevocable harm inherent to health care, enhance the challenge. Progress 
will require public education, outreach, and the demonstration of value in 
the use of health data. 

Generating interest in electronic access to personal health information 
might help overcome market obstacles related to sequestering data for pro-
prietary interests. However, Rein suggested that until greater regulation is 
put in place to compel providers and healthcare institutions to share data 
appropriately, use of clinical data for the public good will remain con-
strained. Efforts should also be made to align public and research interests 
toward pursuing common goals and helping the public develop a deeper 
appreciation for research as a public good. Public demonstration of the 
value of data sharing might help in this regard—showing, for example, the 
potential impact of clinical data on personal lifestyle, the bottom line, or 
other endpoints of interest to the public. Possible approaches to demon-
strating the value of research as a public good included expanded reporting 
of limited, but meaningful, clinical health data to public health entities; the 
enhancement and expansion of clinical data registries; and the development 
of a nationwide health tracking network that could yield information of 
value to researchers, the public health community, providers, policy makers, 
and consumers. 

Implications of “Patients Like Me” Databases 

The longstanding tension between an individual’s desire for personal-
ized information and the population’s interest in healthcare research is 
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exacerbated by scientific advances such as molecular profiling, information 
sharing on the web, and modern data management tools. Both the public 
and private sectors are struggling to navigate this logistically challenging 
landscape to gain medical insights and occasionally to monetize these 
insights. Patient-focused clinical trial information services created in the 
past decade provide a unique view of how patients feel about healthcare 
research at both the individual and the population level. Courtney Hudson, 
chief executive officer and founder of EmergingMed, provided an over-
view of EmergingMed, a company that helps cancer patients gain access 
to clinical trials and search for treatment options. Hudson discussed how 
this service addresses the intersection of an individual’s need for informa-
tion, access, and transparency with the U.S. healthcare system’s desire for 
population-based research and data sharing in light of modern data man-
agement and data-sharing capabilities.

Patients in this country support mining clinical databases for the good 
of public health and for learning, and they believe overwhelmingly that it 
already happens. Patients seek information to inform treatment decisions, 
and Hudson indicated it would be unconscionable to not provide as much 
information as we have available in the public domain to possibly help 
each patient. As ways to use and aggregate public datasets are developed, 
it would be extremely difficult ethically to justify any decision to withhold 
information from patients. Similarly, Hudson highlighted the concept of 
promoting evidence-based medicine and garnering public approval and 
cooperation in terms of the potential benefit to the public, rather than the 
public understanding of research. Transparency and trust were also empha-
sized. The more transparent the system, the more likely patients’ trust is 
gained. Regarding the informed consent process, a basic ethical concern is 
that the clinical trials system as it stands today has a narrow definition of 
informed consent. Hudson encouraged workshop participants to consider 
ways to provide context, full disclosure, or transparency to patients or to 
inform them about the larger process. A key distinction in considering the 
patient’s point of view might be to view clinical data utilities in terms of 
patient-driven solutions versus system-driven solutions.

Implications of Personal Health Records

Dramatic increases in medical information and increases in consumer 
access to information via the Internet, are making health care one of the 
most significant hot spots for technology innovation today. Currently the 
practice of medicine suffers from an information management problem. 
Control will eventually shift, moving the current top-down doctor-patient 
relationship to one that is characterized by mutual control. For physicians, 
the issue is about aggregating data within and across provider organiza-
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tions, and for consumers it is about aggregating health data across all of 
their sources. Ultimately, these views will connect to enable informed health 
decisions and better clinical outcomes. Today, we have more personal health 
data than ever; however, the data are dispersed over a variety of facilities, 
providers, and even our own monitoring devices and home computers. 

As described by Jim Karkanias, partner and senior director of applied 
research and technology at Microsoft Corporation, Microsoft is working 
to address gaps in the healthcare data management system, both from 
an enterprise and a consumer standpoint, to enable a more connected, 
informed, and collaborative healthcare ecosystem. Microsoft HealthVault, a 
consumer health platform with specialized health search capabilities, deliv-
ers a platform that puts users in control of their information so they can 
access, store, and recall it on demand. Karkanias indicated that such a level 
of access and control contributes to the ability to make good decisions. The 
platform is built on the premise that the consumer is at the center of health 
care, so patients are the logical aggregators of this information. 

HealthVault seeks to help patients to proactively manage their own 
health care—substituting, for example, costly visits to a doctor’s office 
with daily in-home monitoring to allow for proactive measures to be taken 
as they can be detected. Chronic conditions and more serious illnesses 
could be handled proactively. With appropriate privacy consents, a care-
giver could have a full view of a patient’s underlying data; others could be 
granted access to different parts of that same data—an approach useful, for 
example, to adult children caring for their parents from afar.

clinical data as the basic staple of health learning:  
ideas for action

The availability of timely and reliable evidence to guide healthcare 
decisions depends substantially on the quality and accessibility of the data 
used to produce the evidence. Important information about the results of 
different diagnostic and treatment interventions is collected in multiple 
forms by many institutions for different reasons and audiences—providers, 
patients, insurers, manufacturers, health researchers, and public agencies. 
Medical care data represent a vital resource for improving insight and 
action for more effective treatment. With the increasing potential of 
technical capacity for aggregation and sharing of data while ensuring 
confidentiality, the prospects are at hand for powerful and unprecedented 
tools to determine the circumstances under which medical interventions 
work best, and for whom. However, these data are usually held in a 
proprietary manner instead of being considered a public good that can 
be pooled and mined for new research and, ultimately, better patient 
care and outcomes. There are a number of challenges to the use of such 
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data—coding discrepancies, platform incompatibilities, patient protec-
tion tools—yet practical approaches are and can be developed to contend 
with these issues. The most significant challenge may be the barriers and 
restrictions to data access inherent in treating clinical outcome data as a 
proprietary commodity. 

Chapter 8 summarizes the themes emerging from workshop discussion 
and opportunities for follow-up action by the Roundtable. Key issues dis-
cussed include clarifying basic principles of data stewardship; creating next-
generation data utilities and models; creating next-generation data policy; 
and engaging the public. Potential opportunities for follow-up attention by 
the members of the IOM Roundtable on Value & Science-Driven Health 
Care include those noted below—Roundtable Innovation Collaboratives 
already engaged in related follow-on work are indicated in parentheses.

1.	 Principles: Foster the development, review, and implementation of 
basic principles for data stewardship.

2.	 Use of electronic health records for knowledge development: Con-
vene an affinity group of EHR users and vendors to consider 
approaches to cooperative work on knowledge development, 
including issues related to standards and rules for governed data 
query and application (EHR Innovation Collaborative).

3.	 Collaborative data mining: Organize exploratory efforts to inves-
tigate cutting-edge data-mining techniques for generating evidence 
on care practices and research (EHR Innovation Collaborative).

4.	 Incentives: Convene an employer–payer workgroup to explore 
the use of economic incentives to reward providers/groups work-
ing to improve knowledge generation and application in the care 
process.

5.	 Privacy and security: At the conclusion of a current IOM study 
on HIPAA and privacy protection regulations, convene a series of 
meetings to explore and clarify definitions as well as reduce the ten-
dency toward unnecessarily restrictive interpretations, in particular 
as they relate to data sharing and secondary uses.

6.	 Transparency and access to federal data: Explore the marketplace 
for data, opportunities to enhance data sharing, governance/
stewardship issues, and ways to make federally sponsored clinical 
data widely available for secondary analysis. This includes not only 
data from federally supported research but also Medicare-related 
data, including from Part D (pharmaceutical) use.

7.	 Public involvement in the evidence process: Engage the public 
through communication efforts aimed at increasing public under-
standing and involvement in evidence-based medicine (Evidence 
Communication Innovation Collaborative).
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1

Clinical Data as the Basic Staple 
of the Learning Health System

Introduction

A modern evidence and value-driven healthcare system must have the 
capacity to learn and adapt—to track performance in real-time and generate 
and apply information for future improvements in safety, quality, and value 
of care received. As information technologies supporting clinical documen-
tation continue to advance, the volume of clinical data generated in the 
natural course of care rapidly grows. Understanding, accessing, managing, 
and interpreting the widening variety of healthcare data available requires 
coordination of resources, efforts, and incentives to ensure that researchers, 
clinicians, and patients have access to the right data, in the right context, at 
the right time (Detmer, 2003; Kawamoto and Ginsburg, 2009; NRC, 2009). 
Integrated datasets and other approaches to link data and broaden or share 
findings only extend the potential to use these data to learn what works in 
health care. Fostering broader access to and appropriate use of these data 
will be key to progress—and will require both cross-sector discussions to 
better characterize the technical, organizational, and legal barriers that 
currently limit the use of existing and emerging data resources and coopera-
tive action to address these challenges (Arrow et al., 2009; Piwowar et al., 
2008). These and other issues were the focus of discussion at the Institute 
of Medicine (IOM) Roundtable on Value & Science-Driven Health Care’s 
February 2008 workshop, Clinical Data as the Basic Staple of Health 
Learning: Creating and Protecting a Public Good (Box 1-1). 
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BOX 1-1  
Issues Motivating Discussion

1.	 �Discovering what works best in medical care—including for whom and 
under what circumstances—requires that clinical data be carefully 
nurtured as a resource for continuous learning. 

2.	 �Transformational opportunities are presented by evolving large and 
potentially interoperable clinical and administrative datasets. 

3.	 �Clinical data are recorded and held in multiple activities and many 
institutions, including medical records, administrative and claims 
records, and research studies. 

4.	 �Public policy and public awareness lag behind the technical, organiza-
tional, and legal capacity for reliable safeguarding of individual privacy 
and data security in mining clinical data for new knowledge. 

5.	 �A significant challenge to progress resides in the barriers and restric-
tions that derive from the treatment of medical care data as a propri-
etary commodity by the organizations involved. 

6.	 �Even clinical research and medical care data developed with public 
funds are often not available for broader analysis and insights. 

7.	 �Broader access and use of healthcare data for new insights require 
not only fostering data system reliability and interoperability but also 
addressing the matter of individual data ownership and the extent to 
which data central to progress in health and health care should con-
stitute a public good. 

The Roundtable and Clinical Data 

The IOM’s Roundtable on Value & Science-Driven Health Care pro-
vides a trusted venue for key stakeholders—patients, health providers, pay-
ers, employers, manufacturers, health information technology, researchers, 
and policy makers—to work cooperatively on innovative approaches to 
generating and applying evidence to drive improvements in the effective-
ness and efficiency of medical care in the United States. Participants seek 
the development of a learning health system that is designed to generate 
and apply the best evidence for the collaborative healthcare choices of 
each patient and provider; to drive the process of discovery as a natural 
outgrowth of patient care; and to ensure innovation, quality, safety, and 
value in health care. They have set a goal that, by the year 2020, 90 percent 
of clinical decisions will be supported by accurate, timely, and up-to-date 
clinical information, and will reflect the best available evidence. 
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Central to fulfilling the Roundtable’s goal is a change in how the 
healthcare system is structured to capture and apply the results of clinical 
experience. This publication, Clinical Data as the Basic Staple of Health 
Learning, summarizes the workshop’s examination of the current national 
profile of healthcare data sources; the tools and datasets employed to 
transform data linkage and application; the notion of clinical data as a 
public good; and the legal and social elements of data privacy and security. 
Through invited presentations, workshop participants explored these issues 
and discussed possible next steps in the creation and maintenance of the 
next generation of data utility. 

Overview and State of Play

Composed of information ranging from determinants of health (e.g., 
biomedical, demographic, and genetic factors; health behaviors; socio
economic factors and environmental factors) and measures of health and 
health status (e.g., laboratory data, physical exam findings, imaging studies, 
diagnoses, treatments prescribed, responses to interventions applied) to 
documentation of care delivery, healthcare data in the United States are 
distributed widely across the healthcare system. These data are captured 
as part of the delivery of clinical care, administration and claims pro-
cesses, and research. Stored across the country—in personal and electronic 
health records, paper charts, claims receipts, and research registries in office 
practices, hospitals, academic medical facilities, insurance companies, and 
research labs—these data may represent discrete test results or information 
from handwritten notes about the interaction between a healthcare provider 
and a patient. They are collected and maintained by organizations support-
ing these activities in numerous databases (NRC, 2009). 

Healthcare data and databases are used for many purposes. Patients, 
providers, payers, researchers, and government registries collect health 
information with the goal to assess and improve care provision and treat-
ment, advance discovery and research, direct reimbursement, develop the 
evidence base for medical practice, and inform public health and health 
reform policy development. Progress in health information technology and 
analytic tools have dramatically expanded our capacity to capture and use 
these data. However, few sources, taken individually, provide comprehen-
sive, longitudinal views about individual patients or have data in sufficient 
numbers to adequately power studies of safety and effectiveness. Instead, 
data that collectively could provide a picture of individual and population 
health, advance our understanding of what works in practice, and improve 
health outcomes are fragmented across a complex system of collection and 
storage. Potential exists for these data to be used to fill substantial knowl-
edge gaps in health care, including research on best practices, reducing costs, 
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increasing quality, and on effectiveness of medical interventions in clinical 
practice (Hrynaszkiewicz and Altman, 2009; IOM, 2009; Kawamoto and 
Ginsburg, 2009; Safran, 2007).

As detailed in the chapters that follow and briefly summarized here, 
complicating the use of these data are technical, cultural, and legal barriers. 
Terminology used for data collection in different organizations and sec-
tors are not standardized and numerous systems of electronic data collec-
tion lack interoperability, making synthesis and comprehensive analysis of 
pooled data a tremendous challenge (NRC, 2009). While such technical 
barriers will require collaboration by the stakeholders involved in issues 
relating to clinical data, issues around data ownership (including societal 
concerns about privacy or the treatment of data as a proprietary commod-
ity) pose significant challenges to realizing the full potential of clinical data 
as the basic staple of a learning health system (Piwowar et al., 2008). 

The advent of electronic health information technology as a means 
for collecting, housing, and analyzing clinical data has prompted concern 
about who has access to what data and for what purpose. With the goal 
of ensuring the protection of an individual’s privacy while still permitting 
information exchange necessary for providing appropriate clinical care and 
research, the Department of Health and Human Services (HHS) developed 
a set of federal standards for protecting the privacy of personal health 
information under the 1996 Health Insurance Portability and Accountabil-
ity Act (HIPAA) (IOM, 2009). Certain provisions raised concerns among 
healthcare institutions, research entities, and providers about compliance 
and among patients about privacy and security of these data. The HIPAA 
Privacy Rule in particular has been the focus of much discussion about 
data sharing for both clinical and research endeavors, and some have sug-
gested variable interpretations of this rule have hampered important health 
research (IOM, 2009; Ness, 2007).

In February 2009, the IOM released a report, Beyond the HIPAA 
Privacy Rule: Enhancing Privacy, Improving Health Through Research, 
authored by an IOM consensus committee charged in part with propos-
ing “recommendations to facilitate the efficient and effective conduct of 
important health research while maintaining or strengthening the privacy 
protection of personally identifiable health information” (IOM, 2009). The 
report characterizes the tension between individual privacy concerns and 
potential societal benefits reaped from sharing of clinical data as follows: 
“The primary justification for protecting personal privacy is to protect the 
interests of individuals. In contrast, the primary justification for collecting 
personally identifiable health information for health research is to benefit 
society. But it is important to stress that privacy also has value at the 
societal level because it permits complex activities, including research and 
public health activities, to be carried out in ways that protect individuals’ 
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dignity” (Ness, 2009). The report notes several examples of important 
findings derived from medical research databases (Box 1-2), and suggests 
that the opportunities will only expand with health information technology 
advancement. The committee’s recommendations aimed at promoting both 
enhanced privacy and research are presented in Appendix D. 

While technical issues such as interoperability and standards as well 
as privacy concerns have hampered efforts to share and utilize clinical 
data, many have observed that the needed shift to a data sharing culture—
among scientists, clinical researchers, and health organizations—might pose 
a greater challenge (Altman, 2009; Blumenthal et al., 2006; Nature, 2005; 
Piwowar et al., 2008). Critical to promoting such a culture are clarification 
on roles and responsibilities with respect to clinical data; viewing the devel-
opment of incentives, guidance, and appropriate requirements as critical to 
promote such a culture; and leadership from all sectors in health care. 

The aims of the workshop and this publication are to provide an over-
view of these issues; to survey some of the current, potentially transforma-
tive research and clinical data initiatives under way; to discuss the notion of 
public and private goods; to consider implications of privacy, security, and 
proprietary concerns; and to suggest some possible opportunities to encour-
age a data sharing culture and the engagement of the public in advancing 
progress to the next generation of clinical data resources. 

Perspectives on Clinical Data and Health Learning

To build a foundation for the presentations that would follow, each of 
the two days of the workshop began with a keynote address designed to 
take a broad look at relevant issues. The first day’s keynote speaker was 
David Brailer, chairman of Health Evolution Partners. As the nation’s first 
national coordinator for health information technology, Brailer led federal 
and private-sector efforts to improve healthcare quality, accountability, and 
efficiency through health information technology (HIT) and create a strong 
foundation for the adoption of digitalized medicine in the United States. 
His keynote presentation profiled current collection and use of clinical data 
and reflected on how these data might be used in the near future in terms 
of care delivery, research, and health outcomes. The second day’s keynote 
speaker, Carol Diamond, managing director of health programs from the 
Markle Foundation, presented a vision for future health care in which clini-
cal data are treated as a public good as a way to illustrate current technical 
and policy challenges. Her remarks explored three key questions: What 
might be achieved if clinical data could be positioned as a public good? 
How would such a system work, and what are the technical and policy 
issues to engage in fostering its evolution? Do we want to define integrated 
data as a public good? 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

48	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

BOX 1-2 
Examples of Important Findings from Medical Database Research 

(adapted from IOM, 2009)

Herceptin and breast cancer: Data were collected from a cohort of more 
than 9,000 breast cancer patients whose tumor specimens were consecu-
tively received at the University of San Antonio (1974–1992) from across the 
United States. Results showed that amplification of the HER-2 oncogene was 
a significant predictor of both overall survival and time to relapse in patients 
with breast cancer. This information subsequently led to the development of 
Herceptin (trastuzumab), a targeted therapy that is effective for many women 
with HER-2–positive breast cancer.

Folic acid and birth defects: Medical records research led to the discovery 
that supplementing folic acid during pregnancy can prevent neural tube birth 
defects (NTDs). Studies in the 1970s found that vitamin (folate) deficiency and 
use of anticonvulsive drugs that deplete folate were associated with higher 
rates of NTDs, and studies in the 1980s found that use of folate supplements 
was associated with decreased rates. Population-based surveillance systems 
showed that the number of NTDs decreased 31 percent after mandatory 
fortification of cereal grain products.

Effects of intrauterine DES exposure: Starting in the 1940s, diethylstilbestrol 
(DES) was used by millions of pregnant women to prevent miscarriages and 
other disorders in pregnancy. In the 1970s, retrospective studies of medical 
records began to show that infants exposed to DES during the first trimester 
of pregnancy had an increased risk as adults of breast, vaginal, and cervical 
cancer as well as reproductive anomalies. In November 1971, the Food and 
Drug Administration (FDA) sent a FDA Drug Bulletin to all U.S. physicians 
advising them to stop prescribing DES to pregnant women. 

Patient safety: Health services research estimated that tens of thousands of 
Americans die each year from medical errors in the hospital. A 1998 study led 
by David Bates (Brigham & Women’s Hospital) found that computerized order 
entry of prescriptions at Brigham & Women’s Hospital reduced medical error 
rates by 55 percent; rates of serious errors fell by 86 percent. In response 
to this groundbreaking work, hospitals around the country are installing their 
own computerized physician order entry systems. 

Mortality risks of antipsychotic drugs in the elderly: In 2005 the FDA 
issued a public health advisory stating that the atypical (second generation) 
antipsychotic medications increase mortality among elderly patients. This 
decision was based on the results of 17 placebo-controlled trials with such 
drugs that enrolled a total of 5,106 elderly patients with dementia who had 
behavioral disorders. Risk of death with older, conventional agents was not 
known. Results from two subsequent retrospective reviews of 27,000 and 
37,000 medical records of elderly patients indicated that conventional an-
tipsychotic medications are at least as likely as atypical agents to increase 

the risk of death among those patients. As a result, the FDA now requires 
that the prescribing information for all antipsychotic drugs contain the same 
information about risks found in the Warnings section. 

Child safety: Using the Partners for Child Passenger Safety (PCPS)—an 
ongoing child-focused, real-time, crash surveillance system established with 
the State Farm Insurance Companies in 1997—Flaura Winston (Children’s 
Hospital of Pennsylvania) found that only 25 percent of children between 
3 and 7 years of age were appropriately restrained in crashes; children in 
seat belts alone were at a 3.5-fold increased risk of serious injury. Winston’s 
analysis of PCPS data led to the rapid adoption of belt-positioning boosters 
as the appropriate form of restraint for children once they have outgrown car 
seats. Appropriate restraint by children in this age group has doubled, and 
child fatality from crashes is at its lowest level ever.

Obesity: Eric Finkelstein (RTI International) used data from the late 1990s to 
find that obesity is responsible for up to $92.6 billion in medical expenditures 
each year; approximately half of obesity-related healthcare costs are borne by 
Medicare and Medicaid. A 2002 study by Roland Sturm (RAND) found that the 
effects of obesity on a number of chronic conditions were larger than those of 
smoking or problem drinking. Since then, obesity has been escalated to the 
top of the list of health care priorities, and policy makers have appropriated 
funds for federal agencies to fund health services research that encourages 
people to understand the effects of diet and exercise on their health.

Rural health: Stephen Mick (Virginia Commonwealth University) and col-
leagues examined rural hospital performance in the late 1980s and early 
1990s. They found that activity typical of urban hospitals is beyond the ca-
pacity of most rural facilities and recommended that a new federal approach 
would be required to preserve rural acute-care services. This work helped 
form the intellectual basis for Medicare’s highly successful Critical Access 
Hospital program, which was designed to improve rural healthcare access 
and reduce closures of hospitals that provide essential community services.

Workforce and health outcomes: In 1997, Jack Needleman (University of 
California–Los Angeles) and Peter Buerhaus (Vanderbilt University) analyzed 
more than 6 million patient discharge records from 799 hospitals in 11 states. 
They found that patients in hospitals with fewer registered nurses stay hos-
pitalized longer and are more likely to suffer complications, such as urinary 
tract infections and upper gastrointestinal bleeding. This research established 
a causal link between the nursing shortage and outcomes, and helped move 
the nursing shortage into the public’s eye.

SOURCES: Bates et al. (1998); FDA (1971, 2005, 2008); Finkelstein et al. 
(2003); Gill et al. (2007); Herbst et al. (1971); IOM (2000b); Mick et al. (1994); 
Needleman et al. (2002); Pitkin (2007); Schneeweiss et al. (2007); Slamon et 
al. (1987); Thorpe et al. (2004); Veurink et al. (2005); Winston et al. (2000).
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BOX 1-2 
Examples of Important Findings from Medical Database Research 

(adapted from IOM, 2009)

Herceptin and breast cancer: Data were collected from a cohort of more 
than 9,000 breast cancer patients whose tumor specimens were consecu-
tively received at the University of San Antonio (1974–1992) from across the 
United States. Results showed that amplification of the HER-2 oncogene was 
a significant predictor of both overall survival and time to relapse in patients 
with breast cancer. This information subsequently led to the development of 
Herceptin (trastuzumab), a targeted therapy that is effective for many women 
with HER-2–positive breast cancer.

Folic acid and birth defects: Medical records research led to the discovery 
that supplementing folic acid during pregnancy can prevent neural tube birth 
defects (NTDs). Studies in the 1970s found that vitamin (folate) deficiency and 
use of anticonvulsive drugs that deplete folate were associated with higher 
rates of NTDs, and studies in the 1980s found that use of folate supplements 
was associated with decreased rates. Population-based surveillance systems 
showed that the number of NTDs decreased 31 percent after mandatory 
fortification of cereal grain products.

Effects of intrauterine DES exposure: Starting in the 1940s, diethylstilbestrol 
(DES) was used by millions of pregnant women to prevent miscarriages and 
other disorders in pregnancy. In the 1970s, retrospective studies of medical 
records began to show that infants exposed to DES during the first trimester 
of pregnancy had an increased risk as adults of breast, vaginal, and cervical 
cancer as well as reproductive anomalies. In November 1971, the Food and 
Drug Administration (FDA) sent a FDA Drug Bulletin to all U.S. physicians 
advising them to stop prescribing DES to pregnant women. 

Patient safety: Health services research estimated that tens of thousands of 
Americans die each year from medical errors in the hospital. A 1998 study led 
by David Bates (Brigham & Women’s Hospital) found that computerized order 
entry of prescriptions at Brigham & Women’s Hospital reduced medical error 
rates by 55 percent; rates of serious errors fell by 86 percent. In response 
to this groundbreaking work, hospitals around the country are installing their 
own computerized physician order entry systems. 

Mortality risks of antipsychotic drugs in the elderly: In 2005 the FDA 
issued a public health advisory stating that the atypical (second generation) 
antipsychotic medications increase mortality among elderly patients. This 
decision was based on the results of 17 placebo-controlled trials with such 
drugs that enrolled a total of 5,106 elderly patients with dementia who had 
behavioral disorders. Risk of death with older, conventional agents was not 
known. Results from two subsequent retrospective reviews of 27,000 and 
37,000 medical records of elderly patients indicated that conventional an-
tipsychotic medications are at least as likely as atypical agents to increase 

the risk of death among those patients. As a result, the FDA now requires 
that the prescribing information for all antipsychotic drugs contain the same 
information about risks found in the Warnings section. 

Child safety: Using the Partners for Child Passenger Safety (PCPS)—an 
ongoing child-focused, real-time, crash surveillance system established with 
the State Farm Insurance Companies in 1997—Flaura Winston (Children’s 
Hospital of Pennsylvania) found that only 25 percent of children between 
3 and 7 years of age were appropriately restrained in crashes; children in 
seat belts alone were at a 3.5-fold increased risk of serious injury. Winston’s 
analysis of PCPS data led to the rapid adoption of belt-positioning boosters 
as the appropriate form of restraint for children once they have outgrown car 
seats. Appropriate restraint by children in this age group has doubled, and 
child fatality from crashes is at its lowest level ever.

Obesity: Eric Finkelstein (RTI International) used data from the late 1990s to 
find that obesity is responsible for up to $92.6 billion in medical expenditures 
each year; approximately half of obesity-related healthcare costs are borne by 
Medicare and Medicaid. A 2002 study by Roland Sturm (RAND) found that the 
effects of obesity on a number of chronic conditions were larger than those of 
smoking or problem drinking. Since then, obesity has been escalated to the 
top of the list of health care priorities, and policy makers have appropriated 
funds for federal agencies to fund health services research that encourages 
people to understand the effects of diet and exercise on their health.

Rural health: Stephen Mick (Virginia Commonwealth University) and col-
leagues examined rural hospital performance in the late 1980s and early 
1990s. They found that activity typical of urban hospitals is beyond the ca-
pacity of most rural facilities and recommended that a new federal approach 
would be required to preserve rural acute-care services. This work helped 
form the intellectual basis for Medicare’s highly successful Critical Access 
Hospital program, which was designed to improve rural healthcare access 
and reduce closures of hospitals that provide essential community services.

Workforce and health outcomes: In 1997, Jack Needleman (University of 
California–Los Angeles) and Peter Buerhaus (Vanderbilt University) analyzed 
more than 6 million patient discharge records from 799 hospitals in 11 states. 
They found that patients in hospitals with fewer registered nurses stay hos-
pitalized longer and are more likely to suffer complications, such as urinary 
tract infections and upper gastrointestinal bleeding. This research established 
a causal link between the nursing shortage and outcomes, and helped move 
the nursing shortage into the public’s eye.

SOURCES: Bates et al. (1998); FDA (1971, 2005, 2008); Finkelstein et al. 
(2003); Gill et al. (2007); Herbst et al. (1971); IOM (2000b); Mick et al. (1994); 
Needleman et al. (2002); Pitkin (2007); Schneeweiss et al. (2007); Slamon et 
al. (1987); Thorpe et al. (2004); Veurink et al. (2005); Winston et al. (2000).
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Clinical Data as the Basic Staple of Health Learning

David Brailer, M.D., Ph.D.  
Chairman, Health Evolution Partners

The idea that clinical data are a basic staple of the learning system is 
perhaps one of the least appreciated and most important aspects of Ameri-
can health care. It is about more than clinical data per se because the need 
for data is obvious. At its core, it is about whether clinical data are a public 
or private good. A significant gap exists between our desire to use clinical 
information to improve health care and the reality that we see in today’s 
healthcare market, where clinical information is proprietary and used for 
strategic benefit.

To view this challenge in its broader context, one must take a step back. 
The United States is well into the big step of health information technology 
adoption. In 2004, President Bush declared the goal that most Americans 
would have access to electronic health records (EHRs) in 10 years, and to 
achieve this goal, he created the Office of the National Coordinator for 
Health Information Technology. This step struck a chord of resonance with 
Americans who view change in the healthcare industry as necessary, if not 
inevitable. The concept of health information technology is not new. It fol-
lows at least 30 years of work that preceded our progress today. The work 
followed the publishing of the seminal papers on how information given 
to a clinician at the right time and at that teachable moment can have a 
profound effect on care. 

This goal is a significant challenge to the status quo of health care, and 
we have made some good progress toward meeting it. Our nation is far 
along in efforts to develop standards for interoperable HIT and to certify 
HIT products that meet minimum standards. In health care, standards 
development and certification are the equivalents of cellular handsets and 
wireless connectivity for telecommunications. They are the basic building 
blocks for producing portable health information. Many hospitals are far 
along with putting electronic records in place. Many physicians are still 
struggling, but we are still seeing signs of incremental progress in adop-
tion among physician groups, particularly large ones. Most importantly, 
the public has become aware of health information as an asset or a good. 
Consumer awareness is a critical foundation that is necessary for ensuring 
that HIT serves as an enabler for portable clinical information. Today, sev-
eral insurers are differentiating their services in national markets based on 
their solutions for health information access. Companies such as Microsoft, 
Google, and others are beginning to offer health information access as part 
of their industry’s vertical solutions. The United States has made enormous 
progress because the public has begun to appreciate how important infor-
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mation is in their care experience. As the American public begins to want 
and demand more, the direction of change will sharpen and accelerate. 

Yet numerous open issues remain. We are still facing enormous difficult 
incentives. Misaligned incentives have evolved from our perilously obsolete 
reimbursement system. We still have a privacy paradigm from a paper 
age. We do not have a framework for privacy that recognizes that health 
information is no longer a static good, but instead is a portable, moving, 
compounding, and growing asset. We do not have even the consciousness to 
understand what we do about this privacy challenge because most are still 
focused on what did and did not work under the old paper-based privacy 
statutes.

In spite of these obstacles, person-based portability of health infor-
mation that truly moves along with the patient across healthcare settings 
is closer than it was. We have seen some great examples at the national 
level through the American Health Information Community, the advisory 
council of former Department of Health and Human Services Secretary 
Michael Leavitt, and at the state level with Regional Health Information 
Organizations. However, interoperable health information is still a novelty 
and the exception rather than the rule. New information-sharing efforts 
have encountered challenges in taking the health information assets that we 
have produced, whether they are at a regional level or in a big healthcare 
system, and truly used them as a health improvement asset. The true test 
of health information interoperability is whether the information is truly 
useful to clinical care. 

Using the prescription process as an example, there are two large needs 
for improving prescription use, which include (1) the indication of why a 
patient is taking that drug, and (2) a termination order recognizing that the 
drug was stopped or another drug was substituted. Just those two simple 
examples of why the drug was given and when and why it was stopped have 
impaired most analyses of prescribing patterns, and we cannot think of how 
to put this information into the workflow of a doctor in a way that does not 
cause disruption and backlash. We can tell that story again with respect to 
laboratory information, and referrals to specialists, or within genomics. 

Although we face numerous challenges, the fundamental tension that must 
be navigated is between adoption and interoperability. Interoperability—the 
capacity to share, integrate, and apply health information from disparate 
sources—was the principal priority of the nation’s health information agenda 
from 2004 forward, but the adoption agenda to push health information 
tools into point-of-service use is now beginning to overtake the interoper-
ability agenda. Those two goals are in conflict because we lack all of the com-
ponents necessary for EHRs and other information tools to be able to share 
information in a way that achieves our goals for the learning health system. 
The Office of the National Coordinator chose to put interoperability first to 
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take advantage of that lack of a legacy. This has been viewed as a one-time 
opportunity that required purposeful restraint that would push adoption, but 
not make it a relentless drive during the early part of the President’s 10-year 
agenda. 

Health information is a key vehicle for changing the healthcare sys-
tem, but how do we create the data or evidence? How do we actually get 
assembled, coherent, representative, timely, and valid health information 
that can inform decisions at a patient level or at a broad population level 
or even at a very large population level? 

The data and evidence are coming together. We know how to make 
this work. We do not lack knowledge in how to create a compiled, intel-
ligent, useful, analytically sound, and interpretable set of clinical informa-
tion. Today, we mostly know how to do this in laboratory experiments in 
very controlled circumstances, but many industries outside of health care 
have demonstrated the ability to take the artifacts of production—such as 
the information spun off from cars being made or financial services being 
offered, or some combination of those—and turn that information into data 
that can help manage workflow, manage processes, and identify opportuni-
ties for improvement or opportunities for failure. Establishing this “intel-
ligence” does not happen as a single event because it is a generational shift, 
and this current generation of basic point-of-service transactions will prob-
ably be inadequate as infrastructure to take us far in health care. 

The learning system is where actions are accompanied by feedback 
that is linked to accountabilities, whether they are incentives or changes in 
action. This occurs through an integrated process. Information drawn from 
actual experience in care delivery must be able to shape the care delivery 
process. Specifically, the data that inform our policy or inform population 
care should not be separate from what is really going on in care. 

The learning system requires data that are structured, meaningful, 
representative, and duplicable in a way that supports consistent interpreta-
tions and conclusions across many different episodes. Today, even diagnosis 
codes do not always mean the same thing because they are used differently 
for the billing process in different kinds of organizations, and yet we want 
to be able to have those data artifacts compiled and used comparatively. 

Finally, we want to have the means of evaluating the system so that 
we can translate findings into accountabilities and responses. That simple 
ability to drive information through a process is clearly what is required for 
clinical information to be used effectively in a learning system. 

Many healthcare organizations of varying sizes are looking at this 
agenda and seeking leadership. They are looking for clarity on how they 
should go about compiling, analyzing, structuring, and creating account-
ability, but this effort cannot be teased out from the broader issues that are 
shaping health care. Thinking about ways of making health care smarter is 
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increasingly difficult when there are fundamental problems that providers, 
payers, and consumers are facing in terms of access and cost. To evolve a 
learning system in the midst of these competing near-term problems, we 
must relentlessly continue to pursue things that make clinical data struc-
tured, intelligent, useful, assembled, and applied in a way that makes care 
better. When we as actors begin to address this today, we go back to the 
foundational question: Who is going to do that? Who will control it and 
to what end? 

This is not an easy question and the outcome is unknown. Under one 
scenario, health information could become a true public good as something 
that is truly nonproprietary. Under another scenario, clinical information 
could become a private good as something that is used differentially, for 
comparative advantage that benefits some, but not all. The reality today 
is that clinical information is largely a private good. Whether it helps or 
harms health care is an unanswered question. 

The old English common-law adage that possession is nine-tenths of 
the law was originally applied to real property, largely to land. It was a 
rule of logic, as most old English common-law was, that applied to disputes 
about ownership. Figuratively speaking, the rule of nine-tenths applies to 
health information. Nothing in federal or state statutes, regulation, or other 
guidance says to providers or to any other data originator—a lab, hospital, 
physician, or device manufacturer—that they control the health informa-
tion they produce. Yet in aggregate, the confluence of rules and business 
practices largely give nine-tenths of the benefit to data producers to control 
health information. 

For example, HIPAA creates de facto control over health information 
by providers. First, patients cannot direct that their information be sent to 
a third party. Although some providers do this as a courtesy to patients, 
others still do not. The law is very clear that no provider is required to send 
a patient’s health information to anyone other than the patient. This results 
in a barrier to true portability where agents acting on behalf of people to 
compile and move their information are at a disadvantage compared to the 
data originator.

Second, providers are not obliged to make data available in formats or 
through modalities that are not convenient to the data producer. There is 
a very good, paper-era reason for this rule. Such a requirement might have 
imposed a tremendous cost of infrastructure conversion or information 
technology on providers during the paper paradigm when HIPAA was estab-
lished. We are in a different world today, although we do not have the ability 
to actually get information in a raw, useful, assembled analyzable format. 

Third, providers have a long period of time to comply with the data 
request—as long as 120 days in most states—which makes shared informa-
tion useless to most patient care. 
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Because of these limitations imposed by law regarding time, format, 
and distribution, we live in a world today where providers clearly own 
and control health information. This adversely affects its portability and it 
makes it hard to address the kinds of goals we have for it as a public good 
or as a staple of a learning system. These are only three limitations that 
have been identified. There are other regulatory barriers to portable, avail-
able, and acceptable health information. 

Why does this matter? In our healthcare delivery system today, strategic 
use of health information is anchoring quasi-geographic cartels. So, much 
of healthcare delivery is controlled by a single physician group, hospital or 
integrated system, lab, specialty group or alliance, specific imaging center, 
etc. This is not apparent if one looks at a Herfindahl index—a metric of 
market concentration. However, the Herfindahl index and other market 
concentration tools are limited to understanding the micromarkets that 
occur in neighborhoods of health care. 

The American public is clear that the primary attribute they want with 
health care is geographic access. Many factors affect access and choice of 
providers, and health information is one of them. In many instances, con-
sumers stay with their existing providers because they are concerned that 
their health information could be lost if they move around, thereby reduc-
ing their ability to shop, which is an ability to exercise the kind of choice 
that should exist. This lack of choice hinders this emerging consumer force 
that has shaped other industries, but has been slow to assemble in health 
care. Whether in retail or technology, only a small share of consumers 
seeking transparency and value has driven the characteristics of products 
that the majority of other consumers use. Health care will eventually be 
the same, but in the near term, that small share of consumers is unable to 
exercise meaningful choice because their health information is difficult for 
them to get or to use. 

The antithesis of transparency is proprietary health information. As 
consumers seek health care that is transparent and accountable, they are 
striking at the heart of health information as a source of competitive 
advantage in the marketplace. Many health systems, whether for profit or 
nonprofit, are seeking ways to use health data to maintain high price points 
and to differentiate their products and services. Proprietary use of health 
information will necessarily become a key component of their success. 

As an example, one for-profit healthcare company stated the following 
in its S-1 (Initial Public Offering) filing with the Securities and Exchange 
Commission: “We have developed proprietary methods of care that are pro-
tected by patent and that cannot be easily replicated because of our unique 
information technology capabilities and use of health information.” This is 
one of many healthcare companies that is making substantial investments in 
health information technology to drive long-term profitability. This raises 
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the important question of how we ensure that health information is not 
used in a way that creates a quality gap where some have access to it and 
others do not.

Another example may find more resonance. If pay for performance 
becomes a key means for producing revenue for our healthcare system, 
the system will be required by bond underwriters and others to secure the 
means of the revenue production. A whole subindustry has evolved around 
this, which includes two of the higher profile healthcare initial public offer-
ings of 2007. Both of these companies are focused on revenue maximization 
or, as they call it, revenue cycle management. One focuses on physicians 
and the other focuses on hospitals. If revenue production is shifted away 
from volume and toward performance, these organizations will be obliged 
to create means by which they secure their performance-based revenue. This 
places enormous pressure on healthcare systems to protect their intellectual 
property and trade secrets on how they deliver care and the ability to under-
stand which approaches to treatment work and which do not. 

The future of an industry in which health information is proprietary 
does not need to happen. Providers should be able to gain advantage from 
being performance driven, yet they should not gain advantage from health 
information that is exclusive to them as a private good. Health information 
as a public good can enable competitive differentiation while supporting 
the evolution of the learning system as well as true consumer choice, which 
happens only when information follows the consumer. 

There is a limited window to achieve these interoperability goals that 
underlie the learning health system. This brief period can allow us to ensure 
that the unintended consequences of policies that result in the nine-tenths 
possession rules are not allowed to continue. This opportunity is not only 
for the development of information standards, but also for their require-
ment as a part of our health policy that the American public understands 
and demands for portable health information.

Therein lies the challenge for the use of clinical data as a staple of the 
learning health system. It must be more useful, specified, efficient, assem-
bled, and valuable. It must be equitable and not something that can benefit 
just the well financed and the well organized. It must also continue to keep 
the healthcare marketplace competitive. 

Ultimately, whether we have a learning health system depends on 
whether health information is a public good. The ultimate test of this will 
be if health information does in health care what the information revolu-
tion has done in every other industry, which is to push power away from 
the large institutional providers of services—financial service companies, 
airlines, the media, hospital, insurers, or labs—and out to consumers.
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Vision for the Future:  
Creating a Public Good for the Public’s Health 

Carol C. Diamond, M.D., M.P.H. 
Managing Director, Health Program, Markle Foundation

Introduction

What might be achieved if clinical data could be positioned as a public 
good? How would such a system work, and what are the technical and 
policy issues to engage in fostering its evolution? This paper examines key 
definitions, assumptions, and approaches currently driving health data and 
research approaches. It posits that we need a new 21st-century health infor-
mation paradigm that serves the public good while creating and building 
trust. The paper hinges on several assumptions. First, we should be open 
to resetting some definitions and assumptions about research. Second, we 
should be ready to articulate new working principles based on new para-
digms for how information is created, shared, and used. Third, we need an 
information policy framework that addresses public hopes and concerns.

Connecting for Health

Since 2002, the Markle Foundation has convened and operated Con-
necting for Health (CFH), a public–private collaborative that works to 
accelerate the development of a health information-sharing environment 
to improve the quality and cost effectiveness of health care. The initia-
tive, supported and operated by Markle with additional support from 
The Robert Wood Johnson Foundation, brings together a diverse group of 
health, policy, and technology leaders, including consumer groups, clini-
cians, hospitals, government entities, privacy advocates, technologists, and 
businesses. 

CFH works to create a networked environment where vital information 
is available when and where it is needed, in a private and secure manner, to 
improve healthcare quality and to reduce medical errors. CFH is founded 
on the principle that many participants in the healthcare system want and 
need access to information, including consumers, providers, and researchers 
who must help build the evidence base for the most effective high-quality 
approaches to health care.

Making critical data available to inform high-quality care depends on 
having a robust information policy framework in place that fosters public 
trust. An overarching framework for health information technology called 
the CFH Common Framework has guided this work (Figure 1-1). 
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FIGURE 1-1  Connecting for Health: Common Framework overview and principles.
SOURCE: Reprinted with permission from the Markle Foundation, 2009.
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The CFH Common Framework outlines expectations for any health 
information technology effort in three areas: 

1.	 Core privacy principles
2.	 Sound network design 
3.	 Accountability and oversight mechanisms

These three key attributes of the framework are broadly applicable 
across HIT initiatives and business structures and can be used to help 
shape policies and technology choices for any HIT initiative, from regional 
health information exchange efforts to quality improvement. The frame-
work is rooted in the assumption that key technical and policy decisions 
to create information sharing are inextricably linked, and must be jointly 
developed. 

To apply and stress test the Common Framework, we worked with a 
diverse group of healthcare leaders and experts to develop detailed infor-
mation policies and technical requirements that achieve the goals of the 
framework in three areas: (1) health information exchange (HIE) between 
individual healthcare providers or healthcare organizations (Markle Foun-
dation, 2008a); (2) consumer access to their networked personal health 
information; and (3) public health and quality research using popula-
tion-level information to support the nation’s goals of improving clinical 
research, quality research, and public health and safety. This paper will 
focus on the last area, population health. 

Population Health

CFH has defined improving population health as meeting three critical 
goals:

•	 Bolstering research capabilities and enabling clinical practice to 
fully participate in and use scientific evidence;

•	 Increasing the effectiveness of our public health system; and
•	 Empowering consumers and professionals with information about 

cost, quality, and outcomes.

The key objective is to improve how information is used to address 
research, public health, and quality measurement. Today, numerous and 
competing demands for data reporting are required of healthcare providers 
to satisfy the demands of researchers, those working for quality improve-
ment efforts, and public health entities. However, the current healthcare 
environment is highly fragmented and poorly equipped to meet these often 
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redundant and idiosyncratic requests for data that occur daily. The result is 
that we often lack the robust information needed to measure and improve 
quality, conduct timely and effective research, and monitor threats to the 
public’s health. 

Although the demand for data is increasingly distributed and diverse, 
this demand has not been met with a network-based response. The diffi-
culties in collecting, cleaning, and analyzing data harvested from multiple 
systems have remained consistently challenging. The result is long lag times 
in using the data once collected, inability to consistently yield valuable 
information, significant gaps in knowledge, and a chasm between applying 
the knowledge gained and consistently achieving better care.

To better understand this gap, leaders of the Connecting for Health 
Steering Group were interviewed on the current state of data aggregation 
and analysis for clinical research, public health, and quality measurement. 
The results indicate there is significant frustration with the current para-
digm on the part of providers, as well as others responsible for population 
health. Although tremendous efforts have been devoted to amassing data, 
these expensive data collection efforts have not produced the anticipated 
and hoped-for benefits in terms of quality improvement or cost reduction. 
There is disappointment that over time, decision makers are still struggling 
with poor data to inform critical decision making. 

However, common expectations for information use emerged as well. 
Experts believe a better model would be one where research becomes a 
normative part of health care, in which every intervention with a patient 
is a chance to learn something. The data must be inextricably linked with 
decision support and remeasurement, not merely serve as an episodic hiccup 
of a data dump. Simply put, information has to be fed back to somebody 
who can make a better decision based on that data. 

Three Core Attributes and Population Health

Our work in elaborating on the Common Framework more fully as a 
complete set of policy and technical approaches is just beginning. To pro-
vide a robust approach, each element of the Common Framework must be 
considered.

The CFH Common Framework provides three central requirements 
that can guide the development of responsible information policies. First, 
population health approaches should meet “Core Privacy Principles” that 
are the foundation for creating the necessary information policies for a 
trusted information-sharing environment for research and public health: 
openness and transparency, purpose specification, collection and use limita-
tion, individual participation and control, data integrity and quality, and 
security safeguards and controls. These seven principles draw extensively 
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on Fair Information Practices and Organisation for Economic Co-operation 
and Development principles that have been in use within the United States 
and internationally for decades. 

It is important to consider that policies should be implemented before 
and with technology development. Post hoc policies are typically difficult 
to implement and often result in piecemeal fixes to policy problems—such 
as responding to a data breach with a laptop encryption fix—rather than 
proactively addressing the issue. 

The second requirement of the CFH Common Framework is sound 
network design. Population health efforts should encourage information 
sharing or “interoperability” among decision makers, allow for flexibil-
ity across information systems or applications, and protect information 
through technology choices. Rather than working toward large, centralized 
networks, these efforts should take advantage of opportunities to decentral-
ize information and architecture as described above.

The third component of the framework is accountability and oversight. 
Like the network itself, the accountability mechanisms for achieving this 
new paradigm for research will be distributed and shared among many 
groups. As a major funder of research and knowledge creation, govern-
ment will have a clear leadership and accountability role in establishing 
specific requirements that achieve this objective and can serve as a catalyst 
in implementing a 21st-century approach. Researchers and research entities 
must also challenge themselves to develop, support, and innovate around 
new models that support the use of their findings by the people who can 
most benefit from them. 

The Connecting for Health First Principles for Population Health

To enable rapid progress in achieving population health goals, there is 
a need to embed analysis, decision support, and feedback loops throughout 
the system. We cannot predict exactly who future information users will 
be or what questions they will bring. Because their needs will change over 
time, we have to start thinking more flexibly about the information and 
how to produce and use it. This is not a matter of returning to our old 
habits of creating centralized analytic functions. The challenge is to create 
alternative models that use modern information technology and take into 
account a wide variety of users, many and growing data sources, and a new 
approach to research and evidence creation. 

CFH has developed nine “First Principles for Population Health” based 
on the Common Framework attributes of privacy protections, sound net-
work design, and appropriate oversight and accountability.
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1.	 Designed for Decisions 
	 A 21st-century health information environment will focus on 

improving the decision-making ability of the many actors in the 
health sector. 

2.	 Designed for Many
	 The 21st-century health information environment should empower 

a rich variety of users. 
3.	 Shaped by Public Policy Goals and Values
	 A 21st-century health information environment should achieve 

society’s goals and values; examples include improving health, 
safety, and efficiency and reducing threats to public health. 

4.	 Boldly Led, Broadly Implemented 
	 A 21st-century health information environment should be guided 

by bold leadership and strong user participation. The network’s 
value expands dramatically with the number of needs it can meet 
and the number of participants it can satisfy. 

5.	 Possible, Responsive, and Effective
	 A 21st-century health information environment should grow 

through realistic steps.
6.	 Distributed But Queriable 
	 A 21st-century health information environment should be com-

posed of a large network of distributed data sources.
7.	 Trusted Through Safeguards and Transparency
	 A 21st-century health information environment should earn and 

keep the trust of the public through policies that provide safeguards 
and transparency. 

8.	 Layers of Protection
	 A 21st-century health information environment should protect 

patient confidentiality by emphasizing the easy movement of 
queries and responses, rather than of raw data. 

9.	 Accountability and Enforcement of Good Network Citizenship
	 A 21st-century health information environment should encourage 

and enforce good network citizenship by all participants.

As highlighted by these principles, a 21st-century approach needs to 
develop an information policy framework that broadly addresses public 
hopes and concerns. If we do not have an environment where people believe 
appropriate safeguards are in place to protect information, we will not real-
ize our goals. Surveys indicate that consumers have serious concerns about 
the privacy of their health information (California HealthCare Foundation, 
2005; FACCT Survey, 2003; Louis Harris & Associates, 1993). But we 
also know that if consumers believe safeguards are in place to protect their 
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information, they are willing to share personal information to help identify 
disease outbreaks or determine ways to improve the quality of health care 
(Markle Foundation, 2006).

A Vision for the 21st Century 

A vision for 21st-century information sharing to improve population 
health will look at the problem from the perspective of the decision maker 
who needs to make better decisions. What would it look like if we achieved 
a future state where providers, consumers, payers, and policy makers all 
have access to information grounded in reliable evidence? In this regard, 
three CFH scenarios for the future were developed to illustrate the wide 
range of decisions that could be improved through better access to the right 
information at the right time (Markle Foundation, 2008b).

Scenario I: A Physician Practicing in a 21st-Century Health  
Information Environment

A physician in a small, four-doctor internal medicine practice in the 
suburbs is about to meet with a patient. The physician is trying to decide 
whether to put the patient on a new oral hypoglycemic. She runs a stan-
dardized network query to get information about whether this might be the 
right treatment for the patient. Later, she will benchmark herself against 
other physicians who might be caring for similar patients. She is also able to 
determine the most appropriate treatment for the patient’s other presenting 
problem, a sputum infection. Although the literature indicates antibiotic 
A might be most appropriate, the latest information about a pneumonia 
outbreak in the local community suggests antibiotic B may lead to a better 
response. The scenario goes farther, imagining different financial models, 
new opportunities for collaboration, and a transformation of the basic care 
delivery model. This scenario is a way of imagining a future we want to 
achieve and is a starting place to outline the data “production function” 
that might get us there. 

Scenario II: The Consumer Seeking Health Information in a 21st-Century 
Health Information Environment

From the consumer perspective, this scenario depicts the case of a 
mother who has questions regarding the care of her young son, who is 
asthmatic. She is able to use a readily available information network to 
examine data about physician quality, and can identify and select a doctor 
skilled and experienced in treating children like her son. 
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Scenario III: The Policy Maker Making Evidence-Based Decisions in a 
21st-Century Health Information Environment

A third scenario is that of a policy maker who is faced with a decision 
about whether to reimburse a fictional new implantable renal device. This 
scenario addresses how a policy maker might approach such issues and how 
an information network could support decision making based on having 
access to evidence. 

These scenarios provide an exciting glimpse of a future where evi-
dence-based decision making is a matter of course. Yet the significant chal-
lenge that lies ahead is how to create the systems, analytic tools, and data 
sharing approaches that will support better decision making by consumers, 
providers, and policy makers. The IOM Roundtable on Value & Science-
Driven Health Care has outlined a vision for a learning health system where 
clinical data are a staple resource. This is an important vision, but we may 
fail to achieve it if we are constrained by historical approaches for collect-
ing and analyzing data. 

It’s Time for a New Paradigm

Nearly a decade later, the IOM’s 2001 report Crossing the Quality 
Chasm: A New Health System for the 21st Century still provides an accu-
rate description of the challenges at hand. 

Medical science and technology have advanced at an unprecedented rate 
during the past half-century. In tandem has come growing complexity of 
health care, which today is characterized by more to know, more to do, 
more to manage, more to watch, and more people involved than ever 
before. Faced with such rapid changes, the nation’s healthcare delivery 
system has fallen far short in its ability to translate knowledge into practice 
and to apply new technology safely and appropriately. (IOM, 2001)

Progress is dependent on a bold new action agenda that is open to 
resetting some of our definitions and assumptions of health information and 
research approaches. All too often a great deal of time, money, and effort 
are spent collecting, cleaning, and analyzing data, only for them to be held 
in separate siloed repositories. This approach cannot efficiently meet the 
current needs of the many information sources and users. It is also a brittle 
approach in the sense that each new question or problem often requires 
another time-consuming round of data collection, cleaning, and formatting. 
Attempts to collect data for each population health initiative place a huge 
burden on data providers, who must field many requests for their data and 
report them repeatedly in many ways to different repositories. There is also 
the issue of privacy and security. As multiple or redundant large datasets 
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are created, privacy vulnerabilities can increase. Furthermore, this approach 
often lacks timely feedback loops and fails to inform better decisions at 
the point of care, which is the ultimate objective. Without timely feedback 
loops, the motivation to report or send data is low and can result in poor 
participation or compliance rates. Finally, the current approach does not 
contemplate a role or access to information by the consumer.

The way forward must start with an accepted set of working principles 
that are rooted in 21st-century paradigms. Businesses of earlier centuries 
thrived on command and control paradigms, but today’s businesses depend 
on ideas and initiatives of the many. Other sectors such as banking or travel 
services or e-commerce are “networked.” By tapping into information net-
works, consumers can pay bills, book flights, or pay a stranger on eBay. In 
this environment, success relies on distributing decision-making authority, 
incentives, and the rapid innovation of tools that create value to the partici-
pants. The U.S. healthcare system needs to be transformed in similar ways.

Today’s environment is increasingly characterized by distributed needs 
for sharing and accessing actionable information for high-quality health 
care. The users and creators of clinical information—the “edges of the 
network”—are becoming increasingly sophisticated both in terms of hav-
ing richer data and greater analytic capabilities. Because the information 
needed to conduct effective population health analyses is usually going to 
be distributed across many data sources in our highly fragmented health-
care system, leapfrogging the current paradigm will depend on finding ways 
to conduct these analyses effectively while allowing the data to remain 
distributed. In other words, rather than attempting to collect the data in 
centralized databases to address each research question, might it be more 
effective to push the question closer to the data, rather than always bringing 
the data to the question?

Several new models emerging within population health efforts take a 
distributed approach to how information is generated. One such example 
in public health that illustrates and provides important insights into the 
opportunities and challenges of this approach is the DiSTRIBuTE model 
developed and maintained by the International Society for Disease Surveil-
lance (International Society for Disease Surveillance, 2008).

A longstanding goal of influenza surveillance has been to create a timely 
and accurate picture of flu-like illness trends regionally and nationally so 
that early detection and response to outbreaks can be managed. Tradition-
ally, flu surveillance efforts have been based on a voluntary network of 
clinical providers who manually tally and report weekly counts of flu-like 
clinical visits during flu season. The considerable delay in reporting, high 
provider dropout, and lack of year-round data have been identified as 
major limitations with this system. More recently, national bioterrorism 
surveillance resources have been brought to bear on flu surveillance, and 
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have attempted to collect a broad range of raw patient data, from the clini-
cal settings where data are generated, to derive whether or not somebody 
has the flu and thereby monitor flu trends. This recent approach, based on 
first collecting and then sending the required data fields to a centralized 
database, is cumbersome, and compliance with the reporting requirements 
on the part of clinical entities has been an ongoing challenge. In addition, 
the time for data collection, analysis, and communication is long making 
timely trend detection and response on the part of public health entities a 
difficult task. 

Employing a different approach, the DiSTRIBuTE model considers 
those clinical delivery organizations that are already tracking flu-like rates 
by locally derived methods and asks whether meaningful information can 
be generated by electronically collecting only the summarized counts from 
each of these entities, regardless of how they were derived (Figure 1-2). 
This approach bypasses the need to collect full copies of detailed data 
fields at the individual patient level from each of these sources and limits 
the data request to the information that is truly the minimum required. The 
DiSTRIBuTE approach evaluates whether simply aggregating existing sum-
mary counts of locally determined flu cases can efficiently provide an accu-
rate and timely trend analysis. Would it be possible to see and predict trends 
more quickly than manual reporting? More accurately? More comprehen-
sively? So far the results are promising. Trend detection has been shown 
to be very effective as compared to other longstanding approaches, and 
timeliness of the information has improved. Also encouraging is that par-
ticipation levels have increased over the life of the project. Within one year 
of its launch, the DiSTRIBuTE project has representative cities and states 
reporting from five of the nine national regions defined by the Centers for 
Disease Control and Prevention as well as Ontario, Canada. This provides 
data from more than 300,000 encounters per week—approximately equal 
to the entire national Sentinel Network output. Higher participation rates 
are likely due to two factors: the reduction of potential privacy or security 
concerns that local participants may have had about sharing individually 
identified data, and lowered barriers to entry for participation. The previ-
ously required effort to collect, assemble, and then report all the necessary 
data fields was replaced by simple requests of local participants to report 
weekly summary counts of flu cases they were already tracking.

Although this model is still being tested and requires further explora-
tion regarding its potential applications to other research questions, it has 
demonstrated that a lot can be achieved quickly when new approaches are 
developed that focus on what information is really needed by a decision 
maker and how it will be used. 

In a new paradigm, consumers should also be embraced as participants 
and producers of information. One example that demonstrates the chang-
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FIGURE 1-2  DiSTRIBuTE visualizations, week 2008–19 (ending Saturday, May 10, 
2008). Time series depict respiratory, fever, and influenza-like syndrome emergency 
department visits by jurisdiction as percentage of total. 
SOURCE: http://www.sydromic.org/projects/DiSTRIBuTE2008_02_09.doc (ac-
cessed August 31, 2010).

ing consumer role is a website called patientslikeme.com, an online com-
munity for patients with amyotrophic lateral sclerosis (ALS). On the site, 
patients share detailed information about themselves, their treatments, and 
their symptoms, building a warehouse of shared experiences and data. It 
is a highly sophisticated site built to accelerate the transfer of knowledge 
about what works and what does not from a patient perspective. It has been 
described as having information on the disease progression and history of 
more than 1,600 ALS patients—twice the number in the largest ALS trial 
in history. Remarkably, even before the trial results on lithium use for ALS 
were published, 50 patients worldwide had elected to start taking lithium 
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in collaboration with their doctors and were tracking their progression and 
blood levels on the site. This is more than twice the number of patients 
who were in the clinical trial itself. The site has data on historical forced 
vital capacity, the ALS Functional Rating Scale, and a standardized symp-
tom battery. This example is compelling because it invites us to revisit our 
basic assumptions about the sources and uses of clinical data and about the 
nature and structure of the research process itself. 

Conclusion

The future offers enormous possibilities. What if we create a climate 
of trust with a policy framework that truly enables information liquidity? 
What if we engage stakeholders in a constructive forward-looking pro-
cess that prioritizes the creation of value for the participants? What if we 
embrace alternatives that involve and reward consumers for participating? 
What if we focus on the infrastructure requirements to push more questions 
to the data as opposed to trying to bring all the data to every question? 
What if we set our sights on a collective effort to address a small set of 
high-priority, public-good objectives using this new approach and enjoy 
some rapid learning?

Our “what if’s” present many challenges—but those challenges exist 
now with our traditional approaches and are unlikely to go away. The goal 
of getting actionable data as quickly as possible to the people who need 
to make decisions every single day should drive the solutions. Improving 
health and health care depends on it. 
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2

U.S. Healthcare Data Today: 
Current State of Play 

Introduction

Clinical data hold the potential to help transform the U.S. healthcare 
system. By providing greater insight to patients, providers, and policy 
makers into the appropriate application of interventions, and quality and 
costs of care, these data offer the opportunity to accelerate progress on 
the six dimensions of quality care—safe, effective, patient centered, timely, 
efficient, and equitable (Chaudhry, 2006; IOM, 2001, 2009; Safran et al., 
2007). Understanding the scale of this potential and of the missed oppor-
tunities to improve health and health care due to gaps in data collection or 
barriers to their use requires an overview of existing healthcare data—the 
sources, types, accessibility, and uses. Through examples of healthcare 
data used to manage and drive improvements in care and for healthcare 
marketing, this chapter explores important aspects of healthcare data in 
the United States—examines what drives the collection of these data and 
the accessibility of these data for new clinical insights; reflects on how well 
these data are used and key barriers to wider use; and focuses attention 
on how clinical data from all sources—both public and private—could be 
made more widely useful to monitor clinical effectiveness.

As reviewed in this chapter, data are collected on socioeconomic, envi-
ronmental, biomedical, and genetic factors; individual health status and 
health behaviors; biomedical and genetic factors, as well as on resource 
use, outcomes, financing, and expenditures. These data are stored in a 
variety of electronic health records (EHRs), personal medical records, dis-
ease registries, and other databases. However, the distribution of clinical 
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data across the healthcare system is highly fragmented, presenting signifi-
cant opportunity for those offering services that coordinate and aggregate 
data resources. To generate and organize data for evidence-based decision 
support, it will be important to explore technologies to enhance inter
operability, data standardization, and compatibility for future data utilities. 
Leveraging access to both administrative and clinical data may require addi-
tional investments in developing linkages across the variety of healthcare 
data and data warehouses. Furthermore, emerging opportunities to deliver 
data at the point of care for healthcare decisions may enhance the public’s 
involvement in data-mining, data-sharing, and data-generating initiatives. 
Given the broad range of data sources and possible applications, a national 
strategy is needed to develop the requisite infrastructure and fill existing 
gaps in data collection and use. 

Speaking from his experience at Kaiser Permanente and in his role as 
chair of the National Committee on Vital and Health Statistics (NCVHS), 
Simon Cohn offers an overview of current major activities in healthcare 
data collection and database capacity development, including those related 
to administrative and claims data, quality indicators, health status and out-
comes data, clinical research data, industry-sponsored pre- and postmarket 
studies, regulatory studies, registries, and emerging datasets. To help frame 
the discussion, Cohn presents a taxonomy for health data, then reflects on 
key issues and barriers to address as we move to a learning health system. 
Cohn highlights the NCVHS recommendations for enhancing protections 
for secondary uses of data collected electronically as particularly informa-
tive for advancing the clinical data agenda. In the area of enhanced health 
data stewardship, NCVHS recommends that covered entities be more spe-
cific about what data will be used, how, and by whom; that notices of pri-
vacy practices need to be more meaningful; and that data stewardship needs 
to extend to personal health data held by noncovered entities in personal 
health records and similar instruments. 

Massachusetts Health Quality Partners (MHQP) aggregates healthcare 
data to measure and report on physician performance in a more meaning-
ful and transparent way—creating reports on performance at the physician 
network, medical group, practice site, and individual physician level, for 
both doctors and consumers. MHQP Executive Director Barbra Rabson 
shares aspects of this model, including its success in influencing investments 
in information systems to support quality and incentives for individual 
physicians and the challenges of engaging consumers. Overall, Rabson sug-
gests, the MHQP experience and similar models hold promise for a world 
in which EHRs would be more fully and effectively integrated into medical 
practice, and clinical, claims, and personal data would be more fully inte-
grated for quality improvement initiatives.

For decades, researchers and clinicians have taken advantage of sources 
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of rich clinical and population-based data to generate new insights, stimulate 
major research programs, and develop robust clinical guidelines. Michael 
Lauer, director of the Division of Prevention and Population Sciences at the 
National Heart, Lung, and Blood Institute (NHLBI), asserts that to achieve 
the goal of the IOM Roundtable, clinical data ultimately will need to be 
integrated across the research and care delivery continuum and be made 
available to patients, clinicians, and researchers. Examples from abroad and 
within U.S. health systems, such as the Health Maintenance Organization 
Research Network (HMORN) and the Department of Veterans Affairs, 
demonstrate that rigorous and prospective data collection can be incorpo-
rated into routine clinical care. Still, most clinical data are not collected at 
the point of care, and most are organized in isolated silos that are difficult 
to access. As data are increasingly integrated within the care continuum, 
Lauer cautions against using inherently biased observational data in lieu 
of well-designed experimental data for synthesizing evidence-based policy 
recommendations. Although confounders in observational data can be sta-
tistically controlled to reduce biases somewhat, an ongoing national need 
remains for enhancing, networking, and analyzing existing data.

Three major types of data are used by public and private entities to 
market healthcare products and services: health survey data, information 
about general consumption patterns, and administrative data generated by 
the healthcare delivery system. William Marder, senior vice president of the 
research and pharmaceutical units of Thomson Healthcare, reports on 
the use of data assets by providers and pharmaceutical companies, describ-
ing business models for the collection and analysis of these data.

Current Healthcare Data Profile

Simon P. Cohn, M.D., M.P.H.  
Chair, National Committee on Vital and Health Statistics 
Associate Executive Director, The Permanente Federation,  

Kaiser Permanente

This section aims to provide a brief overview of major current activi-
ties in healthcare data development and collection—including administra-
tive and claims data, quality indicators, health status and outcomes data, 
clinical research data, industry-sponsored pre- and postmarket studies, 
regulatory studies, registries, and emerging datasets. The goal is to lay the 
groundwork and provide a context for addressing a variety of salient issues 
surrounding these data sources. Included are general comments about U.S. 
healthcare data today, with a view toward the future and a framework and 
taxonomy for health data, followed by reflections on key issues and barriers 
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that must be addressed before successfully moving forward. The conclusion 
contains an overview of a recent report from the NCVHS (or “the Commit-
tee”) that was requested by the Department of Health and Human Services 
(HHS) to further investigate and consider “secondary uses” of electroni-
cally collected and transmitted healthcare data as we move into the world 
of the Nationwide Health Information Network (NHIN). 

Background on the NCVHS

The NCVHS is a statutory public advisory committee to the HHS. It 
has a 59-year history of advising on national health information policy, 
including health data, standards, statistics, privacy, and issues related to 
developing the National Health Information Infrastructure (NHII). It has 
18 members—16 appointed by the HHS Secretary and 2 by Congress. 
Members are leaders and experts in their field (e.g., public health, health-
care informatics, data standards, population health, privacy, and confiden-
tiality). The NCVHS has a well-deserved reputation for open collaborative 
processes and the ability to deliver timely and thoughtful recommendations. 
These attributes allow it to work closely and effectively with HHS organiza-
tional entities such as the Office of the National Coordinator (ONC), with 
a particular focus on challenging and difficult crosscutting issues.

The NCVHS has a congressionally mandated role in relation to the 
Health Insurance Portability and Accountability Act (HIPAA), advising 
the HHS Secretary on HIPAA regulations and standards related to health-
care data, privacy and security, administrative and financial transactions, and 
healthcare identifiers. HIPAA code sets, including International Classification 
of Diseases (ICD), Current Procedural Terminology (CPT), and HIPAA Iden-
tifiers (including the National Provider Identifier), are key parts of the data 
infrastructure, and the NCVHS advises about the need for changes to those 
standards. Finally, the Committee monitors HIPAA implementation and 
advises Congress and the HHS Secretary with yearly status reports. 

In 2000, as part of its charge under HIPAA, the NCVHS set forth a 
strategy, a framework, and selection criteria for interoperable clinical data 
standards.� This work provided the foundation for the selection of clini-
cal message format standards and clinical terminology standards in 2002 
and 2003, which became the core of Consolidated Health Informatics 
standards. Many of the standards were accepted by then-HHS Secretary 
Thompson and subsequently became key inputs to the Healthcare Infor-
mation Technology Standards Panel (HITSP) process. Also, as part of the 
Medicare Modernization Act (MMA), the NCVHS was asked to investigate 
and advise the Centers for Medicare & Medicaid Services (CMS) and HHS 

�  See http://www.ncvhs.hhs.gov/hipaa000706.pdf. 
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on standards for e-prescribing—standards that have been accepted as part 
of federal rule making.

In 2001, after several years of investigation and hearings, the NCVHS 
published a strategic vision and strategy for building the NHII. The heart 
of the vision for the NHII is sharing information and knowledge appropri-
ately so it is available to people when they need it to make the best possible 
health decisions. The NHIN is only one part of the larger vision: the NHII 
includes not only technologies, but more importantly, values, practices, rela-
tionships, laws, standards, systems, and applications to support all facets 
of individual health, health care, and public health (NCVHS, 2001). One 
important part of this report was an early recognition of the importance of 
HHS leadership, and a call for an office within the HHS reporting to the 
HHS Secretary, to coordinate and move this effort forward. Subsequently, 
the Office of the National Coordinator was created within the HHS. 

Since the development of that office, the NCVHS has been tasked with 
working with the HHS and the ONC to deal with the more challenging 
cross-cutting issues—such as privacy and the implications for the NHIN. 
While not answering all questions, because it is unclear how the NHIN will 
develop and evolve, the NCVHS is beginning to pose the important ques-
tions and to start public discussions. The NCVHS has also recommended 
initial functional requirements for the NHIN and recently produced a 
report on enhanced protections for uses of health data in the context of 
NHIN. The NCVHS also investigates and makes recommendations to 
the HHS Secretary on healthcare quality measurement and data and on 
population health issues in general. Much of the following is based on the 
groundbreaking work of the NCVHS.

Health and Healthcare Data: Framework and Taxonomy

When thinking about evidence-based medicine and about the data or 
taxonomies needed to support that work, it is important to take a broad 
view of all possible factors that impact (or are impacted by) health and 
health care. Figure 2-1 was developed by the Committee in conjunction 
with the National Center for Health Statistics and the HHS Data Council 
and published in 2002 (NCVHS, 2002). This graphic provides a reminder 
of the many influences on the health of the nation. In the context of this 
discussion of more traditional health and healthcare data, as well as of 
issues and barriers, it is important to recognize how much information we 
do not routinely collect, or if we do, we do not normally integrate it into 
our vision of health and health improvement. 

This NCVHS work was an important input to subsequent efforts to 
develop simpler, more approachable health and healthcare conceptual frame-
works internationally. Figure 2-2, for example, shows a conceptual frame-
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Determinants 
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Illness, disease, injury
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Treatment and care 
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R01284
Figure 2-2.eps

editable vector version from source
replaces uneditable bitmapped version

Figure 2-2  A conceptual framework for health. 
SOURCE: Madden et al. (2007). Reprinted with permission from the World Health 
Organization © 2007.

work, initially developed by the Australian Institute of Health and Welfare, 
for health system planning. It was subsequently published by the World 
Health Organization—which has used the diagram as a tool for healthcare 
terminology and classification planning (Madden et al., 2007). 

This useful tool frames thinking about the data needed for a learning 
healthcare system as well as the development of sound health policy. In the 
center are the key concerns we need to monitor and focus on: health and 
well-being, including key aspects such as life expectancy, mortality, our 
own sense of well-being, state of functioning and disability, and, of course, 
illness, disease, and injury. Impacting these are health system interventions, 
including prevention and health promotion, and the major activity of the 
healthcare system—treatment, care, and rehabilitation. Determinants are 
important inputs into health and well-being such as biomedical and genetic 
factors, health behaviors, socioeconomic factors, and environmental fac-
tors. Impacting our ability to make interventions are resources and sys-
tems—human, economic, and others. This particular graphic begins to 
frame the discussion as we think about evidence-based medicine and data 
needs going forward.

The taxonomy represented in Box 2-1 provides more specifics. Used by 
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BOX 2-1 
Taxonomy Used by HHS Data Crucial  

for Health Data and Statistics Planning

•	 Demographics and Socioeconomic Data
	 —	�Age, sex, race, ethnicity, education, and related demographic/­

socioeconomic variables
•	 Health Status Data
	 —	�Individual health status, including morbidity, disability, diagnoses, 

problems, complaints, and signs and symptoms as well as behav-
ioral and health risk factor data

•	 Health Resources Data
	 —	�Capacity and characteristics of the provider, plan, or health 

system
•	 Healthcare Utilization Data
	 —	�Nature and characteristics of the medical care visits, encounter, 

discharge, stay, or other use of healthcare services. Includes time, 
data, duration, tests, procedures, treatment, prescriptions, and 
other elements of the health encounter

•	 Healthcare Financing and Expenditure Data
	 —	�Costs, prices, charges, payments, insurance status, and source of 

payment
•	 Healthcare Outcomes
	 —	�Outcomes of prior or current prevention, treatment, counseling, or 

other interventions on future health status over time in a cyclical, 
longitudinal process

•	 Other Factors
	 —	�Genes and proteins, environmental exposures

SOURCE: Adapted from HHS Data Council (2007). 

the HHS Data Council for health data and health statistics planning, this 
taxonomy is focused on what we would traditionally describe as healthcare 
data and represents data that are central to a learning health system. One 
notable component of this taxonomy is its explicit recognition of the impor-
tance of longitudinal data. Unless we can understand the key factors that 
influence outcomes (including underlying health status and socioeconomic 
data) and connect them with the interventions and outcomes, it becomes 
difficult to have a learning health system.
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Key Infrastructure Barriers, Issues, and Suggested Next Steps

A number of infrastructure issues must be resolved to move to a true 
learning health system. The good news is that work is under way on 
some identified issues and others may be relatively inexpensive to resolve. 
Later chapters will address the political and competitive barriers and issues 
regarding a learning health system. 

A barrier in the current healthcare data environment to implementa-
tion of the frameworks and taxonomy discussed is the wide distribution 
of data across the system and significant fragmentation of the data. Given 
the fact that the national healthcare enterprise consumes 16 percent of the 
gross national product and given the complexity of the human organism, 
it is not surprising that the system would be complex and the data systems 
complex. Currently, data are collected and held in many places—by the 
patient, provider(s), payers, and government repositories for public health 
and planning purposes, to name a few. Some of the data held are discrete 
and unique, and in other cases an extract or copy of data produced as a 
result of a healthcare interaction or event is stored. Few places, however, 
have comprehensive, longitudinal views about individuals. The inability to 
connect data that may include risk factors, medical history, and interven-
tions in a comprehensive way is a fundamental flaw in moving forward. The 
hopeful news is that the vision of the NHIN is intended to help consolidate 
the data, but we are rife with fragmentation of health and healthcare data 
at this point. 

In addition to the fragmentation of data, the data itself represented in 
the framework and taxonomy are heterogeneous. Some of the data—such 
as diagnosis (ICD), procedure (CPT), medication (National Drug Code or 
NDC), and other administrative data as required in HIPAA administrative 
and financial transactions—are usually of relatively high quality, coded, 
and computerized. Laboratory data are becoming increasingly standardized 
and codified; however, most other data are not available in a computerized 
form, or are generally in free text even if computerized. EHRs offer the 
opportunity for computerization and codification of additional key data 
elements; however, there is limited penetration of EHRs and thus “incom-
plete” computerization of data in health care. 

Another issue of concern is variation in the timeliness of data. Timing 
ranges from clinical data (coded or not) being almost immediately available, 
at least for caregiving, to coded administrative data, which may take days 
or weeks to become available, to health statistics in government repositories 
used for planning purposes or research databases, which may lag by 1, 2, 
or more years. 

Lest readers react in despair about the widely distributed nature of 
the data, uneven data quality, and time delays, previous testimony has 
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highlighted what we have learned from the current distributed environ-
ment. In particular, institutions such as Mayo, Kaiser Permanente (KP), the 
Veterans Administration (VA), and the Department of Defense (DoD) have 
longitudinal stores of relatively comprehensive, high-quality information 
on their patients. This is infrastructure that can be leveraged now to help 
identify evidence-based best practices. Certainly, the work of the ONC and 
HHS toward the vision and instantiation of the NHIN needs our support. 
Various initiatives that are also under way to help consolidate healthcare 
data for important purposes such as quality measurement deserve ongoing 
support and encouragement.

Considerations During the National Transition to EHR

To achieve the goal of having most decisions based on evidence as we 
move toward widespread EHR implementation, two focuses are needed. 
First, we need to be able to identify those evidence-based best practices, 
then we need ways to communicate those best practices to the clinician in 
a way that supports work overflow and high-quality clinical care.

The first focus, which is extensively discussed in this roundtable report, 
relies heavily on access to comparable and standardized data. Such data 
standardization and comparability, as we move towards fuller use of EHRs, 
requires uniform healthcare messaging standards (e.g., HL7 messages), an 
area that has received significant national attention, and robust healthcare 
terminologies and classifications, an equally important requirement that 
has, until recently, received much less attention As EHRs are being imple-
mented, they are increasingly using clinical terminologies to codify their 
data, such as the Systemized Nomenclature of Medicine (SNOMED) and 
Logical Observation Identifiers Names and Codes (LOINC). Thus, for some 
time to come, we will need to consider strategies that can leverage claims, 
administrative health data, and the more specific, clinically rich information 
that is expected to come from EHRs.

In 2003–2004, the NCVHS looked at this transition issue and recom-
mended a set of clinically rich terminologies to form a core for EHRs, calling 
for an aggressive mapping strategy between these and the HIPAA-mandated 
terminologies and classifications. The National Library of Medicine was 
asked to take the lead on this, but the mappings have been notoriously 
difficult (especially trying to map an archaic ICD classification to more 
modern clinical terminologies). Another problem is that both sides of the 
mapping have ongoing changes, so the mapping requires significant upkeep 
and runs the risk of being inaccurate.

We are encouraged by the current discussions about harmonization 
between SNOMED and ICD and plans to develop ICD-11—building off 
of an ICD-10 base, which includes plans to develop the clinical richness 
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of SNOMED with the classification discipline and international use of 
ICD. Linking administrative classifications and clinical terminologies could 
become an important tool and part of a transition strategy to help maximize 
the use of computerized data through both the transition to EHRs and the 
newer versions of ICD. Issues of concern remain, however. These include 
lack of adequate funding—the ICD-11 classification development work, 
for example, is currently funded mostly by the Japan Hospital Association. 
It is in our own national self-interest to get behind this as a way to ensure 
maintenance of the value of our data as we continue the transition to more 
current classifications and EHRs. A second issue is that U.S. representation 
needs to be further strengthened. We need to have a strong voice in how this 
goes forward because it will be an important piece of the infrastructure.

Other data terminology issues remain as we move forward with clinical 
interoperability and the implementation of standards and clinical termi-
nologies to support MMA e-prescribing and the transition to EHRs and the 
NHIN. Clinically rich data, all standardized and interoperable, will provide 
a fertile environment for the learning health system, but many of these ter-
minologies will be stretched to their limits. Unforeseen problems will need 
to be remedied. The bottom line is that federal terminology development 
and improvement initiatives are extremely underfunded. Furthermore, we 
will need adequate funding to fix problems and fill gaps as these standards 
and terminologies go into wider use.

Lack of quick action to fix problems will slow widespread adoption 
of EHRs and may undermine the NHIN. We are not talking about a huge 
amount of money: Funding in the range of $10 million per year may be 
sufficient to deal with both U.S. contributions and these real-world data 
issues. 

The second critical issue is communicating evidence-based best prac-
tices to the clinicians in a way that supports workflow and high-quality 
clinician care—in other words, optimizing clinical decision support (CDS). 
Determination of best practices is critical, but the rate is limiting step may 
be getting that information to the busy care provider at the point of care 
in a way that is useful and actionable, and will impact decision making. 
These practices range from flu shot reminders to warnings about potential 
medication complications, and the number of evidence-based guidelines 
and recommendations continues to explode. There is no lack of evidence-
based practices. (Most physicians have binders full of them written by their 
own organizations, by specialty societies, by accrediting organizations, by 
governmental organizations, etc.) For example, the Agency of Healthcare 
Research and Quality has 342 guidelines in its national clearinghouse on 
cardiovascular disease alone. 

Unfortunately, although CDS exists in many healthcare organizations 
that have EHRs, it is generally proprietary and nonstandardized, and there 
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is no widespread agreement on how to share CDS information among 
organizations in an automated fashion. Furthermore, rules themselves 
are frequently not developed in a way that encourages computerization. 
Although CDS seems to work well with data entered within an EHR by 
an individual organization, the ability to merge and leverage data coming 
from elsewhere, especially administrative data, remains an issue (includ-
ing trust issues). Work is being done in this arena, but significant efforts 
will be needed to address this important barrier to the vision of a learning 
healthcare system.

Enhanced Protections for Secondary Uses of Health Data

A transformation in health and health care is being enabled by health 
information technology (HIT): electronically available health data are no 
longer just claims data, but include more clinically rich data and can be 
linked more readily with other databases. This affords an opportunity to 
assess clinical outcomes over time, but also creates the risk of data being 
linked to databases that might jeopardize privacy, employment, or insur-
ance eligibility. Sources and holders of electronic health information are 
expanding beyond HIPAA protections for personal health records (PHRs). 
Additionally, in areas such as personal EHRs, electronic solutions to protect 
and secure data continue to evolve, including the emergence of approaches 
to allow individual consent to follow data.

Against this backdrop, the NCVHS was asked last year by the ONC to 
look at issues and opportunities related to expanded uses of health data as 
we move from paper to electronic and from point-to-point data exchange 
to the vision of a nationwide health information network. The NCVHS was 
asked to develop an overall conceptual and policy framework to balance 
risk, benefits, obligations, and protections of various uses of health data. 
The Committee was also asked to develop recommendations for the HHS on 
possible next steps, including recommendations on data stewardship prin-
ciples and approaches and other measures to enable optimal uses of health 
data while respecting individual privacy (NCVHS, 2007). The NCVHS 
was asked to pay particular attention to health data used for quality mea-
surement, both for reporting and quality improvement—fundamental to a 
learning health system.

The committee held 8 days of hearings and heard from more than 
60 people in person, with additional input received electronically. Two 
major themes emerged from the testimony. The first theme was the acknow-
ledgment of the great benefit that can be achieved using electronic health 
data, including: improvements in care and care coordination; improved, 
more streamlined, and less burdensome quality measurement and report-
ing; automated monitoring for complications of drugs and devices; and 
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improved public health surveillance. Benefits from health data enabled by 
HIT/HIE (health information exchange) include timely access to informa-
tion with relevant decision support, coordination of care across providers, 
automated and structured data collection for quality measurement and 
reporting, expedited accrual of cases for timely identification of complica-
tions from drugs and devices, and timely public health surveillance and 
responsiveness.

The second theme was a concern about the potential for harm, includ-
ing the possible erosion of trust with potential compromise in health care 
when there is a divergence between expected and actual use of health data. 
Discrimination or confidentiality concerns may be amplified with increased 
ability to collect longitudinal data, coupled with sophisticated means to 
reidentify data. 

To guide the development of recommendations and maintain consis-
tency with other NCVHS work, the committee developed guiding principles 
for evaluating each recommendation. These principles include precepts that 
healthcare data protections should: maintain or strengthen an individual’s 
health information privacy; enable improvements in the health of Americans 
and the healthcare delivery system of the nation; facilitate appropriate uses 
of electronic health information; increase the clarity and understanding of 
laws and regulations pertaining to privacy and the security of health infor-
mation; and build on existing legislation and regulations whenever they are 
appropriate and do not result in undue administrative burden. The purpose 
was not to recreate HIPAA or create new regulatory or legislative burdens—
in fact, many of the recommendations fall into best practices, guidance from 
the HHS, model forms and contracts, and similar approaches. 

The recommendations fell into several categories. First, in the area of 
enhanced health data stewardship, it was recommended that covered enti-
ties strengthen the terms of their business associate contracts to be more 
specific about what data will be used, how, and by whom. Included is the 
recommendation that covered entities and their business associates confirm 
on a regular basis that practices are in compliance with the business associ-
ate contract. Second, recognizing the importance of guaranteeing transpar-
ency to the patient when data are applied for research, also a Roundtable 
goal, another recommendation was that the notice of privacy practices 
needs to be more meaningful, and individuals should be able to request 
and be supplied with additional information about what specific uses and 
users there are of their data—drawn from greater specificity in the busi-
ness associate contracts. Third, data stewardship also needs to extend to 
personal health data held by noncovered entities in personal health records 
and similar instruments. The HHS and its offices have roles in this regard 
to monitor adherence to posted privacy policies, and this may be an area 
for legislative assistance (NCVHS, 2007). 
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The Committee paid special attention to uses of health data that are 
most immediately enhanced through HIT and HIE—quality measurement, 
reporting and improvement, and research—all fundamental to a learning 
health system. For example, the Committee reaffirmed that uses of health 
data for quality measurement, reporting, and improvement are within the 
scope of HIPAA Treatment, Payment, and Operations when conducted by 
covered entities. It was suggested that, as the industry begins the transi-
tion to HIE and an NHIN, there needs to be evaluation of new tools and 
technologies—which could include tools to help individuals manage their 
authorizations and new methods and techniques to deidentify health data. 
(This is an area for HHS and ONC leadership.) Finally, the NCVHS recog-
nized that HIPAA has limits. Other protections beyond data stewardship 
may be needed, and certainly HIPAA protections only apply to covered 
entities. The NCVHS has long supported more inclusive federal privacy 
legislation to cover all organizations that have access to personal health 
data. At a minimum, expanding HIPAA coverage to new entities that are 
holding personal health information (PHI)—such as personal health record 
vendors, data banks, and similar entities—makes sense.

As next steps, the NCVHS plans to further investigate uses of deidenti-
fied data and how data stewardship might apply. The Committee is also 
monitoring work of both the Office for Health Research Protections and the 
Office of Civil Rights and may have further hearings related to the issues of 
overlap of quality and research. 

In conclusion, the challenges are many. The good news is that sig-
nificant initiatives are underway. However, many key issues identified 
continue to need national attention and focus to create a true learning 
health system.

Data Used As Indicators For Assessing, 
Managing, And Improving Health Care

Barbra G. Rabson, M.P.H. 
Executive Director, Massachusetts Health Quality Partners

Background

Massachusetts Health Quality Partners is a multistakeholder coali-
tion established in 1995 by a group of healthcare leaders who recognized 
the importance of having valid, comparable measures to drive quality 
improvement. The partnership includes physician, hospital, and health plan 
representatives, as well as representatives of government, consumer orga-
nizations, academic institutions, and employers. A guiding philosophy of 
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MHQP is that those being measured should be involved in the measurement 
process. Another is that through a collaborative process (e.g., aggregating 
data across health plans), we can improve care better together than any one 
plan or stakeholder group can do alone. This collaborative process philoso-
phy falls in line with the Roundtable’s theme of developing the business case 
for expanded data sharing in a distributed network.

MHQP reports trusted, reliable information to physicians to help them 
improve the quality of care they give their patients, and to consumers to 
help them take an active role in making informed decisions about their 
health care. This dual commitment to both physicians and consumers cre-
ates a healthy tension for MHQP. Ultimately, we believe consumers will 
have greater confidence in healthcare quality data if the data are trusted by 
their physicians. 

This paper will discuss the work MHQP has done over the past several 
years to measure and report on physician performance, both privately and 
publicly, using health plan and Medicare claims data. It will focus on the 
benefits and challenges of using large aggregated databases for performance 
measurement, including MHQP’s experience as one of six Better Quality 
Information (BQI) pilot sites involved in aggregating Medicare and com-
mercial data. It will also reflect on recent efforts to capture electronic clini-
cal data to measure and report on physician performance in partnership 
with the Massachusetts eHealth Collaborative. Finally, it will discuss the 
impact of MHQP’s performance reporting to date and identify opportuni-
ties to create more meaningful quality measures from existing and future 
data sources.

MHQP’s clinical measurement reporting has evolved since the organi-
zation began to report on the performance of Massachusetts physicians in 
2004. We currently engage in four clinical reporting initiatives:

•	 Aggregation of Healthcare Effectiveness Data and Information Set 
(HEDIS) data across health plans; 

•	 Aggregation of commercial health plan claims data and Medicare 
Fee-for-Service (FFS) claims data as a BQI pilot;  

•	 Capture and aggregation of electronic clinical data in a quality data 
warehouse with the Massachusetts eHealth Collaborative; and 

•	 Aggregation of health plan HEDIS data. 

MHQP aggregates HEDIS data already calculated by health plans 
(numerators and denominators for individual physicians) across five 
of our member health plans: Blue Cross Blue Shield of Massachusetts, 
Fallon Community Health Plan, Harvard Pilgrim Health Care, Health 
New England, and Tufts Health Plan. Since 2004, MHQP has been issu-
ing reports to primary care physicians in Massachusetts about how well 
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they perform on clinical HEDIS measures focused on the management of 
patients with chronic disease and the management of preventive care ser-
vices. MHQP’s Statewide Comparative Clinical Quality Reports address 
physicians’ performance at multiple levels: individual physician, practice 
site, medical group, and network. For example, MHQP issues reports that 
compare (1) how the nine physician networks in Massachusetts perform 
compared to each other; (2) how the different medical groups within those 
networks perform; (3) how practice sites within the medical groups per-

Figure 2-3  Snapshot of Massachusetts Health Quality Partners Statewide Com-
parative Clinical Quality Reports. 
SOURCE: MHQP (2008). Reprinted with the permission of the Massachusetts 
Health Quality Partners. Figure 2-3 redrawn.eps
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Chlamydia Screening in Women Ages 16-20

Description of Measure: The percentage of women, ages 16 to 20, who were
members of one of the five participating health plans, had claims-based evidence of
sexual activity and received a test for Chlamydia during the measurement year.

Clinical Impact: About 40% of young women with untreated Chlamydia infections
develop PID. Twenty percent of those who develop PID become infertile and 5%
have a life threatening pregnancy. There is an association between Chlamydia
infection and cervical cancer. Up to 75% of infected women are unaware of their
Chlamydia infection because there are no discernable symptoms. Unaware and
untreated they remain infected and contagious.

The costs of treating the consequences of untreated Chlamydia are enormous. The
CDC estimates that every dollar spent on Chlamydia testing and treatment saves
$12 in complications arising from untreated Chlamydia. High cure rates can be
achieved at a very low cost ($2-$8).
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form; and (4) how individual physicians within the practice site perform 
(Figure 2-3). This requires us to accurately map Massachusetts physicians 
to the sites and groups with whom they practice. To do this, MHQP has 
developed a process to gather and validate physician grouping information 
in collaboration with the physician offices. 

MHQP first released physician quality data publicly on its website in 
2005 and has publicly reported this information every year since, compar-
ing the performance of 150 medical groups across MHQP. MHQP has a 
policy to issue private reports to physicians prior to the public release of 
the information.

On the MHQP website,� consumers can compare how well medi-
cal groups in Massachusetts provide preventive care services and manage 
chronic diseases in MHQP’s Quality Insights: Clinical Quality in Primary 
Care report (Figure 2-4). The MHQP website also includes information 
about the conditions being measured, including information about what 
consumers can do to help manage their medical conditions and what they 
can expect their physicians to do to manage their care.

Aggregation of Commercial Health Plan Claims 
Data and Medicare FFS Claims

In 2006 MHQP was one of six organizations across the country to be 
designated as a Better Quality Information to Improve Care for Medicare 
Beneficiaries pilot. BQI is a CMS initiative to combine public and private 
information to measure and report on physician performance. One of the 
BQI project’s major goals is to provide recommendations on the most effec-
tive methods to aggregate Medicare claims data with data from other payers 
in order to produce the most accurate, comprehensive measures of the 
quality of services being provided by physicians to Medicare beneficiaries. 
MHQP contracts with ViPS as a data aggregator to support MHQP’s analy-
sis of the claims data. The reports from MHQP’s BQI project represent both 
primary care physicians and select specialists who participate in the Medi-
care FFS program and in four commercial health plan health maintenance 
organizations (HMOs) and preferred provider organizations (PPOs). 

The key challenges in the BQI pilot have been as follows:

•	 Linking physician data across plans/payers: Requires the creation 
of a master physician directory because the National Provider 
Identifier is not broadly available.

•	 Attributing patient’s care to appropriate physician(s) for non-
managed–care patients: Requires the development of methodology 

�  See http://www.mhqp.org.
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FIGURE 2-4 Quality insights: Clinical quality in primary care report. 
SOURCE: MHQP (2008). Reprinted with the permission of the Massachusetts 
Health Quality Partners.

to assign patient to physicians and to test whether these attribution 
methods refl ect actual doctor/patient relationships.

• Validating data while maintaining privacy of PHI: Encrypted patient 
identifi ers make it diffi cult to provide patient-specifi c feedback to 
physicians. This makes validation of the data very challenging.

• Reporting reliably at a level other than individual physician: Requires 
the mapping of physicians to the appropriate medical group. Tax ID 
numbers do not necessarily mirror practice affi liations.

FIGURE 2-4 Quality insights: Clinical quality in primary care report. 
SOURCE: MHQP (2008). Reprinted with the permission of the Massachusetts 
Health Quality Partners.
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Attributing Patient’s Care to Appropriate Physician

Prior to working with FFS Medicare claims and commercial PPO 
claims, MHQP did not have to attribute patient care to a physician because 
MHQP used commercial managed-care data where patients are assigned to 
primary care physicians. For the BQI pilot, MHQP developed rules to attri-
bute care of Medicare beneficiaries and the PPO population to a relevant 
physician based on the claims data. The BQI pilots developed and tested 
different attribution methodologies. There is an inherent trade-off between 
attributing as many patients as possible to physicians (e.g., there is a “one-
touch rule” where a patient is attributed to all providers who have had 
any “Evaluation and Management” [E&M] visits with that patient) versus 
trying to assign care in a way that more accurately reflects actual account-
abilities given the true relationships between clinicians and their patients. 
For example, is it reasonable to attribute a patient to a physician who saw a 
Medicare patient for a single visit and to hold the physician responsible for 
making sure that patient has had a mammogram, hemoglobin test, and so 
forth? It is important that we develop attribution methodology that allows 
for meaningful measurement of physicians.

The six BQI pilots are all in different markets and use different measure-
ment models and data sources. Each BQI pilot health delivery market brings 
many unique characteristics. For example, the Indiana Health Information 
Exchange has access to a rich clinical data source because of the work the 
Regenstrief Institute has accomplished over the years, and the Wisconsin 
Collaborative for Health Care Quality does not use health plan claims 
data, but rather uses source data provided from the large physician groups. 
These models all provide a rich opportunity to learn a great deal about data 
aggregation. 

Capture and Aggregation of Electronic Clinical Data

In 2006, MHQP was selected to work with the Massachusetts eHealth 
Collaborative (MAeHC) to build a Quality Data Warehouse (QDW), and 
to create quality metrics from electronic clinical data. The MAeHC is a 
multistakeholder organization funded by Blue Cross Blue Shield of Mas-
sachusetts with $50 million to encourage implementation of EHRs and 
HIE in Massachusetts. Three Massachusetts communities were selected by 
MAeHC to receive EHR systems in physician offices and a community-
wide HIE. Working with MAeHC and our technology partner, Computer 
Sciences Corporation, MHQP is creating a QDW that holds data from 
the HIEs in the three pilot communities. The QDW is designed to collect 
clinical-quality data and report on quality measures for use by physicians, 
researchers, and others in the MAeHC communities. The QDW extracts 
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predefined, deidentified clinical data from the HIEs in the three pilot com-
munities. MHQP is working to create quality metrics from these clinical 
data, then will provide performance feedback reports to the pilot communi-
ties at the physician, practice, and community levels.

Capturing clinical data and deriving quality measures from the EHRs 
and HIEs has been quite challenging. The technical specifications for mea-
sure creation have been based historically on data elements available in 
claims data, not electronic clinical data. Another challenge is that clinical 
information needs to be entered into the EHR in a standard format to easily 
capture the data for creating quality measures. There is an inherent trade-off 
between offering physicians flexibility in how they enter their information 
into the EHR (sometimes necessary to ease physicians into participation) 
versus the ability to capture useful information for quality metrics. 

Lack of standards regarding data definitions and terms among EHR 
vendors, hospitals, labs, and radiology centers requires mapping data ele-
ments across sites, and can slow down the process of creating quality 
measures. A variety of codes are being used by different sites (e.g., NDC 
versus Multum codes), requiring time-intensive individualized crosswalks to 
be developed to bridge these coding systems. Finally, data from physician 
office EHRs only capture activity in the physician office. Many measures 
define their eligible population by an event that takes place in a hospital 
(e.g., a heart attack or heart surgery for patients with coronary artery dis-
ease [CAD]). To look at care across the continuum, a mechanism is needed 
to capture clinical information about patients from other locations of care, 
including hospitals, labs, and other entities. 

Challenges with creating quality measures from electronic clinical 
information include:

•	 Difficult trade-off between offering physicians flexibility to enter 
data and standardization of data for easier data capture; 

•	 Lack of standards in data definitions and terms; 
•	 Lack of standardization across vendors; 
•	 Measures not limited to physician office activity—for example, 

CAD measure requires hospital documentation (e.g., date) of an 
acute myocardial infarction (AMI); and

•	 Required elements (e.g., ICD-9, E&M, and NDC codes) to estab-
lish measure numerators and denominators are not always avail-
able in EHR data.
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Impact of MHQP’s Public Reporting

To date, MHQP’s public reporting has had a greater impact on physi-
cian behavior than on consumer behavior. Knowing that your physician 
organization is going to be listed on a public website or appear on the front 
page of the Boston Globe in comparison with your competitors is a strong 
motivator for improving performance. MHQP has been told by physician 
organizations that our public reports have influenced physician organiza-
tion investments in infrastructure to support quality. They have influenced 
decisions to accelerate implementation of electronic health record systems, 
and decisions about how standardized individual EHR systems should be 
within a physician organization given budget considerations. Physician 
organizations are also using MHQP’s private reports within their organi-
zations to focus improvement efforts and to reward individual physician 
performance. This means MHQP’s reports have already become integral 
to the operations in some physician offices; they have become a tool for 
improvement and their impact will continue to grow as more physician 
organizations discover their utility and value.

Of the measures where MHQP has reported comparative physician per-
formance publicly and privately, primary care physicians in Massachusetts 
have improved on eight of nine measures over the past 4 years. Although 
MHQP cannot claim that its reporting is responsible for the improvement, 
we do know that MHQP’s reporting provides the yardstick that allows the 
tracking of physician performance over time.

On the consumer side, we know consumers go to MHQP’s website, 
especially to find a new doctor, but we do not have a good sense about 
the overall impact the website is having on consumer behavior. From focus 
groups with consumers, we know they highly value MHQP’s information 
about patient experience because it gives them information that resonates 
with them. Consumers would prefer all information about physician per-
formance at the individual physician level.

MHQP has anecdotal information that indicates consumers do not 
always value the clinical information available. For example, in a recent 
focus group with consumers, one woman’s reaction to MHQP’s report 
about how well physicians provided breast cancer screening to women was 
to ask why she should care about results for a medical group that showed 
95 percentage of the women who should be screened for breast cancer 
receive a mammogram. She noted that she gets her mammogram and wasn’t 
concerned if other women get theirs. This consumer wanted data that 
would tell her that a physician would be more likely to cure breast cancer in 
a patient-centered and respectful way. MHQP wants to engage consumers, 
but clearly new types of measures and data sources need to be developed 
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to provide more meaningful information for consumers. We also believe a 
“quality framework” should be developed so consumers can increase their 
understanding and evaluation of quality measurement data. 

Opportunities to Create More Meaningful Quality Measures

The best way for MHQP to create more meaningful quality measures is 
to be able to capture clinical outcome data from EHRs and other electronic 
data sources. Experts in the HIT world are beginning to pay attention to the 
need to capture healthcare quality information for measurement purposes, 
and on the national level, the health information community and the qual-
ity community are beginning to work with a broad-based set of stakehold-
ers to define how HIT can effectively support quality improvement. Some 
progress has been made on this front, but we need to continue to push it 
forward. From MHQP’s perspective, “nirvana” would be the integration 
of clinical and claims data, and, ultimately, the incorporation of personal 
health information as well.

In Massachusetts it is exciting that MHQP, in partnership with the 
MAeHC, has been officially designated as the Massachusetts Chartered 
Value Exchange with a goal of integrating quality and HIT. This will allow 
better access to electronic data sources that will enable reporting of out-
come measures to help everybody improve care. 

Data Primarily Collected For New Insights

Michael S. Lauer, M.D., F.A.C.C., F.A.H.A.  
Director, Division of Prevention and Population Sciences,  

National Heart, Lung, and Blood Institute

Well over 100 years ago, Lord Kelvin identified numerical data as the 
cornerstone of successful science when he stated, “If you can not measure it, 
you can not improve it. . . . When you measure it and express it in numbers, 
you know something about it” (Kelvin, 1883). Modern clinical researchers 
and epidemiologists owe much of their success to their ability to collect, 
sort, and analyze increasingly vast amounts of numerical data. The Institute 
of Medicine’s goal of making evidence-based medicine the norm depends on 
the use of data as a staple for developing scientifically sound guidelines. In 
fact, one of the Roundtables themes is to ensure that publicly funded data 
are used for the public benefit.
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Table 2-1  Examples of Available Clinical Data Used for Generating 
New Insights 

Type of Data Examples

Clinical Single-site electronic medical records
Cleveland Clinic Stress Laboratory (Frolkis et al., 2003)
Administrative data
Premier’s Perspective (Lindenauer et al., 2005)
Medicare Claims (Krumholz et al., 2006)
Health systems clinical data
Veterans Administration
HMO networks (National cardiovascular data, 2007)

Registries County birth and death statistics
“Eight Americas” project (Murray et al., 2006)
State-mandated quality registries
New York state revascularization (Hannan et al., 2005, 2008)
Industry-supported disease registries
National Registry of Myocardial Infarction (Cannon et al., 2000)
Government-supported cohorts and surveys
NHANES (Gregg et al., 2007)
Framingham Heart Study (D’Agostino et al., 2001)
Atherosclerosis Risk in Communities (Diez Roux et al., 2001; 

McPherson et al., 2007)
Clinical trial datasets NHLBI-funded studies available for public use

NOTE: HMO = health maintenance organization, NHANES = National Health and Nutri-
tional Examination Survey, NHLBI = National Heart, Lung, and Blood Institute.

Sources of Data

At least three major types of data are available to clinical and public 
health scientists (Table 2-1). Data based on clinical care come from electronic 
health records, clinic-based administrative datasets, and government payer 
datasets. Large-scale registries are generated and maintained by counties, 
state health authorities, professional societies, pharmaceutical and device 
companies, and the federal government. Clinical trials, whether publicly or 
privately funded, can function as rich sources of observational data, useful 
for exploring questions that go beyond their original hypotheses. Common 
features of all these types of data include an electronic format, predefined 
fields, and for most, large numbers that enable robust analyses.

Site-Based Electronic Health Records

The purest type of electronic clinical data is that which is obtained 
prospectively at the point of care and which is based on clearly defined 
objective quantitative variables. For example, in the early 1990s, physicians 
and exercise physiologists at the Cleveland Clinic assembled a computer-
ized database within the exercise stress laboratory (Cole et al., 1999). For 
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all patients referred to the laboratory, providers directly entered into a 
computer server data on demographics, test indications, medical history, 
standard cardiovascular risk factors, medications, resting electrocardiogram 
findings, and exercise-test findings. This database was used initially to gener-
ate rapid, legible, and easily retrievable clinical reports. Clinical researchers 
later realized that the database could be combined with other sources of 
data, such as death registries or databases of other commonly obtained 
diagnostic tests, to study a variety of hypotheses. Published reports from 
these data demonstrated the prognostic value of simple measures such as 
functional capacity (Snader et al., 1997), chronotropic response (Lauer et 
al., 1999), heart rate recovery (Cole et al., 1999), and exercise-related ven-
tricular ectopy (Frolkis et al., 2003). When researchers from the Cleveland 
Clinic collaborated with researchers at Kaiser Colorado, they were able to 
use their database to develop and validate a prognostic model for patients 
with suspected coronary disease and a normal resting electrocardiogram 
(Lauer et al., 2007).

Hospitals and insurance systems maintain administrative data for bill-
ing and quality monitoring purposes. Some investigators have employed 
administrative data to generate clinical insights, such as the potential value 
of beta-blockers for preventing perioperative deaths in high-risk patients 
(Lindenauer et al., 2005). Despite concern that administrative databases 
inherently yield biased estimates, some investigators have found that pre-
dictions based on administrative data closely approximate those based on 
rigorously obtained clinical data (Krumholz et al., 2006).

Registries

Large-scale registries are supported by counties, states, industry, profes-
sional societies, and the federal government. Counties have long maintained 
data on birth and death rates. Combining county and Census data, Univer-
sity of Washington researchers have shown marked inequalities of health 
according to demographics (Murray et al., 2006). A particularly alarming 
report focused on worsening life expectancy in some regions of the United 
States (Ezzati et al., 2008). 

One of the best known state registries comes from New York, where 
data are routinely collected on all patients undergoing revascularization. 
These data have been used to produce “scorecards” specific to hospitals and 
providers (Topol and Califf, 1994). Patients or referring physicians can use 
these data to make better informed decisions. The data have also been used 
for observational comparative effectiveness studies of commonly available 
treatments. For example, Hannan and colleagues recently published analy-
ses demonstrating probable superiority of coronary artery bypass grafting 
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Figure 2-5  Three-vessel disease with disease of proximal LAD artery.
NOTE: Example of observations derived from the New York State revasculariza-
tion registry. Patients who underwent coronary artery bypass grafting (CABG) had 
better outcomes than those who had stenting. Values are percentages at 1, 2, and 
3 years; they were adjusted for the ejection fraction; the presence or absence of 
diabetes, congestive heart failure, chronic obstructive pulmonary disease, carotid-
artery disease, aortoiliac disease, shock, renal failure, femoral or popliteal disease, 
and stroke; age; and sex.
SOURCE: Hannan et al. (2005).

over percutaneous coronary intervention among patients with severe multi-
vessel coronary artery disease (Figure 2-5) (Hannan et al., 2005, 2008).

Pharmaceutical and device companies have funded multicenter reg-
istries that collate data on common clinical problems. For example, the 
National Registries of Myocardial Infarction (NRMI) have recorded base-
line characteristics and short-term outcomes of literally millions of patients 
with acute coronary syndromes admitted to hospitals. One valuable report 
demonstrated the strong association between rapidity of percutaneous 
revascularization, commonly known as “door-to-balloon time,” and mor-
tality (Cannon et al., 2000) (Figure 2-6); these and similar observations 
were the basis for major national efforts to research and improve care 
(Nallamothu et al., 2007). In the past few years, the NRMI and similar 
registries have been taken over by a major specialty society, the American 
College of Cardiology. 

The federal government has long supported population-based cohorts 
that were instrumental in discovering public health risks that are now 
common knowledge, including the dangers of smoking, diabetes, hyper-
cholesterolemia, and hypertension (Executive summary, 2001). The best 
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Figure 2-6  Door-to-balloon time.
NOTE: Example of observations derived from an industry-supported myocardial 
infarction registry. Patients who had a longer door-to-balloon time had a higher 
risk-adjusted hospital mortality. The graph depicts multivariate-adjusted relation-
ship between door-to-balloon time and mortality (χ2 trend = 99.5; P < 0.001). Error 
bars indicate 95% confidence intervals (CIs); OR, odds ratio; open circle, the refer-
ence value. Door time refers to time of arrival at hospital and balloon time, time of 
first balloon inflation of the primary angioplasty procedure.
SOURCE: Adapted figure from Cannon et al. (2000).

known may be the Framingham Heart Study (D’Agostino et al., 2001), 
though a number of other cohort studies have yielded important findings 
on racial (Hozawa et al., 2007), socioeconomic (Diez Roux et al., 2001), 
genetic (McPherson et al., 2007), and subclinical (Detrano et al., 2008) 
aspects of common cardiovascular diseases. The Framingham Heart Study 
cohort is the basis for one of the most commonly accepted means of global 
risk assessment of patients at risk for coronary heart disease (Executive 
summary, 2001).

Other federal agencies support a number of registries and surveys that 
are commonly used by research epidemiologists. The Centers for Disease 
Control and Prevention (CDC), in conjunction with other federal agencies 
such as the National Institutes of Health (NIH), supports the National 
Health and Nutrition Examination Surveys (NHANES), which attempt to 
generate nationally representative estimates of risk and disease distribu-
tions. Combining NHANES data with federal national death registries, 
researchers have been able to show, for example, that women with diabetes 
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Figure 2-7  Mortality rate trends for men and women with diabetes.
NOTE: Example of observations derived from the CDC’s NHANES surveys. Over 
a 30-year period, mortality rates decreased for men with diabetes, but actually 
increased among women. Age-adjusted all-cause mortality rates among the U.S. 
population aged 35 to 74 years with and without diabetes, by cohort and sex.
SOURCE: Gregg et al. (2007). Reprinted with permission of the Annals of Internal 
Medicine.

have seen worsening survival over the past 30 years, while men’s outcomes 
have improved (Gregg et al., 2007) (Figure 2-7). 

The CDC also supports the Behavioral Risk Factor Surveillance System 
(BRFSS), a large telephone survey that tracks health-related behaviors and 
self-reported risk factors. A recent report based on the BRFSS demonstrated 
marked geographical variability in blood pressure control and an associa-
tion between this and variability in cardiovascular outcomes (Ezzati et al., 
2008). Medicare supports the Medicare Provider Analysis and Review File 
(MEDPAR) that has been used, for example, to generate robust prediction 
models for outcomes of patients hospitalized for acute myocardial infarc-
tion or decompensated heart failure (Krumholz et al., 2006).

Limitations of Available Clinical and Population-Based Data

Despite the wealth of data available to researchers and policy makers, 
a number of major limitations must be realized. Relatively few American 
clinicians use computers to document care (Jha et al., 2006), and even 
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when they do, much of the imported data are free text that are inherently 
difficult to analyze. Most data are based on nonrandomized observations. 
With a few notable exceptions, most clinical data are not integrated across 
clinical practices and sites. Access to data varies, with some datasets widely 
available (like NHANES), whereas others are only available to personnel 
working at specific clinical sites or for specific sponsors.

Observational Data

Nearly all data derived from electronic health records and public or 
private registries are observational, that is, not based on randomized experi-
ments. Although some have found that in general observational and ran-
domized observations correlate well (Benson and Hartz, 2000; Concato 
et al., 2000), modern medical history is replete with examples of major 
discrepancies between observational findings and results of randomized 
trials (Pocock and Elbourne, 2000). Examples include hormone replace-
ment therapy for prevention of chronic disease in postmenopausal women 
(Rossouw et al., 2002) and vitamin E for prevention of coronary disease 
events (Lee et al., 2005). A major problem with nearly all observational 
data is an inherent inability to correct for unmeasured confounders. Ana-
lysts have attempted to use modern statistical methods, such as propensity 
score or instrumental variable corrections (Stukel et al., 2007), but they 
have met variable levels of acceptance (D’Agostino and D’Agostino, 2007). 
Randomized trials have been criticized for being expensive and difficult to 
generalize, yet they remain the only method by which unmeasured sources 
of confounding and bias can be reliably considered.

Observational data still have value (Radford and Foody, 2001). In some 
cases, hypotheses are based on exposures that cannot be randomized based 
on natural or socioeconomic factors. Examples include biomarker levels, 
smoking, and small-particulate-matter air pollution (Miller et al., 2007). 
Observational analyses based on such exposures can be used to stimulate 
development of new treatments, but even so, randomized trials are eventu-
ally needed for evidence on which robust guidelines are based. For exam-
ple, extensive epidemiological evidence has linked low-density lipoprotein 
(LDL) and high-density lipoprotein (HDL) levels to cardiovascular risk 
(Kannel, 1995). Some drugs that reduce LDL levels, such as statins, have 
been clearly shown to improve outcomes (Baigent et al., 2005), whereas 
others, such as torcetrapib (Barter et al., 2007), have not. Observational 
data are also useful for confirming results of randomized trials in groups 
of patients who were excluded from trials (Radford and Foody, 2001) and 
also for identifying rare safety signals (Graham et al., 2004) that even large 
trials are not powered to detect.
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Data Integration

In the United States, most clinical data are not integrated across sites 
and practices. In contrast, other countries, such as the United Kingdom 
and Finland, have well-integrated databases that make it possible to follow 
patients easily regardless of where care is obtained. These integrated data-
bases facilitated discoveries such as the high risks of angina in women 
(Hemingway et al., 2006) and the association of psoriasis with coronary 
disease events (Gelfand et al., 2006).

There are some notable American exceptions in which data have been 
successfully integrated. These include Medicare, the Department of Veterans 
Affairs, and HMO networks. Analyses of Medicare data have been used 
to define the potential benefits of aggressive management of patients with 
myocardial infarction (Stukel et al., 2007). Recently, integrated HMORNs 
have supported research programs focused on cancer and cardiovascular 
care (National cardiovascular data, 2008). 

Data Access

In 1989, Claude L’Enfant, then NHLBI director, sent a memo to divi-
sion directors, calling attention to a policy for widespread data release of 
Institute-supported, multicenter clinical trials and epidemiological stud-
ies (Figure 2-8). The Institute’s policy has been to see data as a valuable 
resource paid for by taxpayers, and hence a resource that should be made 
available to the general scientific community, allowing for appropriate 
research subject protections. A number of researchers have successfully 
taken advantage of publicly available data, demonstrating, for example, the 
dangers of digoxin use in women with heart failure (Rathore et al., 2002), 
the epidemiology of valvular heart disease (Nkomo et al., 2006), and the 
public health threats posed by obesity in adults (Peeters et al., 2003).

The genomic revolution has led to a new level of data sharing, whereby 
highly detailed genotypic and phenotypic data are made available to quali-
fied researchers. In October 2007, the NHLBI launched the Framingham 
SNP (single nucleotide polymorphism) Health Association Resource. Geno-
type data on more than 550,000 SNPs have been combined with data on 
hundreds of phenotypes among nearly 10,000 Framingham Heart Study 
subjects and stored in the NIH database on Genotype and Phenotype 
(dbGaP). Sharing genetic data on such a high level has been termed by some 
as a “bold experiment,” in that it allows for a wealth of discovery, but it 
also raises questions about what levels of informed consent and privacy 
and confidentiality protection are appropriate (Caulfield et al., 2008; Psaty 
et al., 2007). For nongenetic data registries and cohort studies, standard 
models have been applied to require or waive written informed consent 
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requirements according to the Common Rule, as outlined in 45 C.F.R. 46 
(NIH public access, 2008). Plans to share widely complex genetic data have 
raised new concerns about the level of consent needed, as reflected in the 
NIH’s recently released Genome-Wide Association Studies policy (National 
Heart, 2007). In one program, the Personal Genome Project, an “open 
consent” model is being proposed by which adults volunteer to give DNA 
samples along with health information with the understanding that their 
data will be widely available and that there are no guarantees of anonymity, 
confidentiality, and privacy (Lunshof et al., 2008).

Many clinical data are produced as part of industry-supported clinical 
trials. These data are typically not made available to the public or even the 
general scientific community. Failure to share data exists on several levels. 

Figure 2-8  Memorandum dated December 8, 1989, from Claude Lenfant, Direc-
tor of the National Heart, Lung, and Blood Institute (NHLBI), to division directors 
regarding public release of data generated by large institute-supported studies.
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Results of many trials are never published, leading to a biased impression 
about the efficacy or effectiveness of some treatments, such as antidepres-
sants (Turner et al., 2008). In other cases, trial data that are not published 
can be obtained in incomplete format by researchers with affiliations with 
the Food and Drug Administration (FDA); these have been used, for exam-
ple, to generate suspicions of the safety of commonly used drugs, such as 
rofecoxib (Vioxx) (Mukherjee et al., 2001) and rosiglatizone (Avandia) 
(Nissen and Wolski, 2007). On a more fundamental level, data may be pub-
lished in aggregate form, yet access to raw data may be limited or delayed 
to academic researchers, as recently occurred in a multicenter trial of the 
cholesterol-lowering drug ezetimibe (Berenson, 2007).

Some sectors have taken steps to maximize access to clinical trial 
data, at least for academic researchers. A coalition of journal editors have 
required authors to attest to having access to all data (Davidoff et al., 
2001), to having had clinical trials registered on a public forum (e.g., 
www.clinicaltrials.gov) (Laine et al., 2007), and, for some journals, to hav-
ing obtained independent statistical analyses (DeAngelis and Fontanarosa, 
2008). Recent federal legislation requires publicly funded research publica-
tions to be posted on a government website (National cardiovascular data, 
2007) and requires results for many clinical trials, whether publicly funded 
or publicly noted, to be made publicly available.

Summary and Closing Thoughts

For many decades, researchers and clinicians have taken advantage of 
many sources of rich clinical and population-based data to generate new 
insights, stimulate major research programs, and develop robust clinical 
guidelines. The story of the cholesterol hypothesis is an excellent example 
of the power and limitations of clinical and population-based data. Epide-
miological cohort studies established and described the strong link between 
blood cholesterol levels and cardiovascular risk (Kannel, 1995). These 
observational findings led to a reasonable, but unproven (Moore, 1989), 
hypothesis that lowering cholesterol could improve health. Drugs were 
developed that could reduce cholesterol levels, with some (Baigent et al., 
2005), but not all (Barter et al., 2007), eventually shown in randomized 
trials to yield substantial improvements in patient outcomes. Postmarketing 
surveillance studies demonstrated the safety of statins; however, one excep-
tion, cerivastatin, was found to have an unacceptably high risk of a rare 
side effect, rhabdomyolysis, leading to withdrawal of that drug from the 
market (Graham et al., 2004). The cholesterol story illustrates the value of 
observational data for generating hypotheses and detecting safety signals, 
while also illustrating the critical role of randomized trials to generate 
robust evidence in support of specific therapies.
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If the Institute of Medicine’s evidence-based medicine goal is to be 
realized, clinical data must be recognized as a staple that should be widely 
available and integrated. Examples from abroad and from some U.S. health 
systems, such as HMORN and the VA, demonstrate that it is possible to 
incorporate rigorous and prospective data collection into routine clinical 
care. Still, most clinical data are not collected at the point of care in an 
easily retrievable manner and most are organized in isolated silos that are 
difficult for many analysts to access. 

Even if a “data paradise” could be achieved with universally obtained 
and available clinical data, there is concern that policy leaders may place 
too much reliability on these largely observational datasets for generating 
evidence-based recommendations. Observational analyses of treatments 
must be recognized as inherently biased because of failure to take into 
account selection biases and unmeasured confounders. Modern statisti-
cal techniques and collection of more data elements may reduce these 
biases, but even with large numbers of observations, biases are still biases. 
I do accept the notion that a national priority for growing, sharing, and 
analyzing vast quantities of observational, clinical, and population data 
is an essential element toward reaching a vision of routinely practiced 
evidence-based medicine. This will only be true, though, if accompanied by 
a healthy dose of skepticism and recognition that, just as in Lord Kelvin’s 
day, well-designed experiments are also critical for building a scientific 
evidence base.

Health Product Marketing Data

William D. Marder, Ph.D.  
Senior Vice President and General Manager, Thomson Healthcare

Three major types of data are used by public and private entities to 
market healthcare products and services: health survey data, information 
about general consumption patterns, and administrative data generated 
by the healthcare delivery system. Private health survey data are patterned 
after government-sponsored surveys such as the National Health Inter-
view Survey (NHIS) or the Hospital Consumer Assessment of Healthcare 
Providers and Systems Survey (HCAHPS). Analyses drawn from general 
consumption patterns and market segmentation data keyed to census tract 
data can guide modeling behavior and messaging strategies. Much of the 
information about patient/consumer attitudes comes from this source. The 
administrative data include retail store sales data, patient eligibility and 
medical claims data, and a growing availability of short- and long-term dis-
ability claims data as well as health risk appraisal data. This paper describes 
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use of these data assets by providers and pharmaceutical companies and the 
business models that support collection of the data. The administrative data 
assets are often used in retrospective database studies to examine the cost 
effectiveness of interventions in the general population (outside the context 
of clinical trials, where both providers and patients are strongly encouraged 
to be on their best behavior). The interaction of private data assets and 
academic research will be discussed, including how access to data can be 
provided for replication of results.

The fundamentals of marketing are often described as a mix of “four 
Ps”: Product, Price, Place/Positioning, and Promotion. In health care, many 
entities conduct marketing efforts that blend these factors to strategic 
advantage. Healthcare entities that engage in marketing include physi-
cians, hospitals, pharmaceutical companies, device suppliers, and govern-
ment agencies. The range of marketing activities in which these entities 
engage can be vast and varied. Examples might include planning for a new 
ambulatory surgery center, gaining acceptance for a new antidepressant, 
introducing a generic version of an established drug, raising mammography 
rates, or increasing enrollment in Medicaid or the State Children’s Health 
Insurance Program.

Historically, health surveys have relied on government-collected data, 
long considered the reliable gold standard. Such data are not particularly 
helpful as marketing data, however, in that they tend to be fairly old and 
not easily linkable to general marketing tools. Those circumstances create 
an opportunity for the private sector to develop marketing data that are 
more current and linkable to marketing tools.

The marketing of health products is a thriving industry. Marketing to 
the public draws on lessons learned and information gained in the work of 
specific, targeted marketing such as the examples just cited, and also relies 
on information from additional sources, such as census data on population 
characteristics in small areas and customer buying habits. Increasingly, data 
compiled in support of the marketing of health products are being linked 
to health behaviors.

Within the private sector, many such marketing surveys exist. One 
example is the Thomson PULSE Survey, a questionnaire modeled on the 
NHIS. Based on a random telephone survey of 100,000 households per 
year, with replicates of 10,000 per month, 10 months per year, the survey 
offers results that are available 3 weeks after the close of each month in the 
field, identifiable by the census tract of the respondent. The survey is link-
able to other census tract data, including socioeconomic characteristics of 
a particular census area and lifestyle modeling done by general marketing 
firms. In addition to this type of survey, there are provider-funded customer 
satisfaction surveys modeled on or incorporating HCAHPS. The Thomson 
PULSE Survey models healthcare use as a function of household and neigh-
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borhood characteristics. Such models can then be integrated into software 
products that can help drive marketing and planning decisions of entities 
such as hospitals, government agencies, contract research organizations, 
and pharmaceutical companies.

As an example, assume that we want to find the best groups for 
clinical trial participation in “anytown,” “anystate,” ranked by clinical 
trial participation. The popular PRIZM (Potential Rating Index for ZIP 
Markets) system provides a standardized set of characteristics, known as 
clusters, for each U.S. ZIP Code. PRIZM is the nation’s leading marketing 
segmentation system. (See www.claritas.com for more details, which are on 
a PRIZM poster available from Medstat.) Medstat licenses the system from 
Claritas and puts its unique health information into the system, especially 
disease prevalence information. Claritas assigns each block group to a 
PRIZM lifestyle segmentation cluster based on numerous demographic and 
socioeconomic variables, including age, income, population density, edu-
cation, occupation, homeownership, and household composition. Media 
data come from Simmons Media Research Bureau, which conducted a 
separate survey of 50,000 households by PRIZM cluster. Answers to the 
PULSE Survey also help create the clusters. The objective of the clusters 
is to separate the population into groups that have strong differences in 
purchasing and health behaviors. 

Using such an approach, we can, for example, pinpoint a target demo-
graphic group of blue-collar or farm couples, aged 35–54, who are high 
school graduates and owners of single-family dwelling units (our sample 
turns out to include a notable number of mobile homes). In terms of 
income, our group ranks at 45 out of 66 clusters. Mining the available 
data, we can determine that our group might be more likely than others to 
do crafts and needle work, go freshwater fishing, read Flower & Garden 
magazine, listen to country music, and own a Chevrolet Silverado. We can 
also differentiate that this given group has 7,069 patients who participated 
or seriously considered participating in a clinical trial, in contrast to a simi-
lar but slightly different group that has just 75 patients who were inclined 
to take part in a clinical trial.

Marketing data analyses draw on a rich abundance of administrative 
data that offer both advantages and shortfalls. Retail store sales data, for 
example, can include information on pharmaceutical use; available quickly, 
such data can sometimes identify the prescribing physician. There are bill-
ing service or product-switch data. Although these data are quickly acces-
sible, they can sometimes be incomplete; such data can provide information 
on medical and pharmaceutical claims. There are health plan data, which 
have information on eligibility and claims for covered services, but may 
miss carved-out services. Finally, there are employer-based data, which can 
include eligibility and claims for covered services, sometimes include health 
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risk assessment data, and offer information on short- and long-term dis-
ability and worker’s compensation claims.

Claims data offer significant marketing uses. Such data can be applied 
tactically—retail and product-switch data can be used, for example, to iden-
tify the effect of marketing campaigns and for measuring sales force effec-
tiveness. At a perhaps more strategic level, claims data can offer insights for 
evaluating unmet medical needs, understanding the cost of acquiring a drug 
in a broader context, pricing new products, gaining favorable formulary 
position, and convincing prescribers about the value of a drug.

The development of healthcare marketing data is also informed by 
the FDA’s encouragement of peer review. Strategic marketing goals can be 
accomplished by publishing material that meets peer-review standards. A 
substantial group of researchers address this need. The International Society 
for Pharmacoeconomics and Outcomes Research (www.ispor.org), for 
example, promotes the science of pharmacoeconomics (health economics) 
and outcomes research (the scientific discipline that evaluates the effect of 
healthcare interventions on patient well-being, including clinical outcomes, 
economic outcomes, and patient-reported outcomes) and facilitates the 
translation of this research into useful information for healthcare decision 
makers to ensure that society allocates scarce healthcare resources wisely, 
fairly, and efficiently. A combination of private/public, not-for-profit/for-
profit entities contribute to this literature. Overall, the process means that 
for-profit entities that contribute data and research must develop strategies 
that are consistent with academic standards.

Given that the collection of such data can be expensive, there must be 
a revenue stream to offset data collection costs. In the case of the Thomson 
PULSE Survey, for example, the revenue stream comes from the use of 
the data in marketing and planning tools sold to providers and suppliers. 
Revenue also covers licensing of general marketing information. As for the 
funding of administrative data, the costs of retail and product-switch data 
are largely covered by pharma. Health plan and employer data are largely 
covered by the operations of payer organizations, with additional support 
from consultants serving many organizations, including pharma, govern-
ment, benefits consultants, and reinsurance companies.

Licensing data in a for-profit setting has considerable benefits. Licens-
ing helps customers achieve their goals by making data easy to use and to 
be sorted based on their interests in particular aspects of marketing’s “four 
Ps.” For license holders, the process of licensing offers the capability to 
market assets developed at considerable expense, and to recoup some of 
the costs of developing the data. This area raises considerations about how 
to best manage the intersection and interaction of private data assets and 
academic research. Although there is an inherent challenge in balancing 
the costs and benefits of making data available to students and researchers, 
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it is important that channels be maintained to make data available at no 
charge to academic audiences and to ensure access to data for replication 
of results.

In terms of applications of clinical data for marketing, not many such 
data are now available. The best of what are currently available are lab-
result data linked to claims. Health plans are in the best position to acquire 
data from national labs. The comprehensiveness of such data can be checked 
relative to claims. At the same time, however, population-based comprehen-
sive clinical data are not “right around the corner,” as sometimes suggested, 
but are likely to be realized only at some point in the future. Registry data 
are not generally available for marketing purposes.

In sum, marketing data can be seen as a synergy of inputs and inter-
ests from a variety of entities. The public sector provides raw material 
and models of data collection, at minimal cost. The private sector builds 
databases with clear commercial value that fill needs suggested by, but not 
covered by, public sources. As electronic medical record systems become 
more common, one can envision a blend of databases that draws on both 
public and private data sources—the mix will depend on government will-
ingness to fund aggregation. 
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Changing the Terms:  
Data System Transformation in Progress

Introduction

Compared to even just a few years ago, today’s research questions are 
often dauntingly complex, a characteristic reflected in the data required 
for such research. Data are often needed from multiple data sources, 
including laboratory values, unstructured text records of clinical findings, 
cost and quality information, and genetic data. In addition, research 
on less common clinical conditions—those with low incidence or 
prevalence—inherently demand larger data sets with greater geographic 
and demographic diversity. Data from a single organization are generally 
insufficient for many research questions aimed at gaining the depth of 
understanding required to support evidence-based practices tailored to 
individuals. Thus there is a growing need for data sharing across research 
entities and collaborators. Approaches will need to be fast, inexpensive, 
sustainable, secure, and customized to meet the differing needs of both 
patients and researchers. 

With significant volumes of clinical data housed in public and pri-
vate repositories across the nation, pioneers are seeking opportunities to 
use these data to gain powerful insights by synthesizing elements of mul-
tiple data sources. Portions of the data stored by healthcare organizations 
are undergoing transformation—linking large datasets, aggregating health 
databases, networking for standardized reporting, and developing and 
interpreting registries. The growth in number and scope of large, linked 
datasets, aggregated data, and registries will likely benefit care delivery and 
research. However, different approaches to organizing and aggregating data 
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generate a unique set of limitations and challenges—all of which seem to 
be responsive to unique incentives and drivers.

This chapter highlights some notable existing and emerging efforts to 
coordinate clinical data into more readily available and usable resources; 
describes incentives for these activities; examines the shortfalls, limitations, 
and challenges related to various approaches to organizing and aggregating 
data; and looks at the dynamics pushing integration. 

The National Cancer Institute (NCI), for example, has determined that 
the scale of its enterprise has reached a level that demands new, more highly 
coordinated approaches to informatics resource development and manage-
ment. As discussed by Peter Covitz, chief operating officer of NCI, at NCI’s 
Center for Bioinformatics, the Cancer Biomedical Informatics Grid (caBIG) 
program was launched to meet this challenge. The caBIG infrastructure is 
a voluntary network that facilitates data sharing and interpretation with 
aims to translate knowledge from the laboratory bench to patient bedside. 
As a tool designed to link resources within the cancer research community, 
caBIG would ultimately function as a template for sharing and communi-
cating in a common language as well as a platform for building tools to 
collect and analyze information. The caBIG project is an essential resource 
to complement other cancer research projects. Moreover, Covitz suggests, 
caBIG might serve as a possible model for engaging the broader challenge 
of developing nationwide, interoperable health information networks. 

Translational health research draws information from institutional enti-
ties as the primary source of analysis. Such an approach has historically 
enabled researchers to compare outcomes and differences in practice pat-
terns within organizations. Pierre-André La Chance, chief information offi-
cer and research privacy officer at the Kaiser Permanente Center for Health 
Research, offers strategies on cross-institution data sharing through local, 
interoperable data warehouses and data networks. With an interconnected 
approach to data, researchers can access data resources more efficiently; 
the data have higher quality and reliability for generating analyses and 
decisions that affect both treatment and policy. At Kaiser Permanente, 
work is underway to develop sharable administrative, disease registry, and 
clinical data resources as well as a biolibrary to increase access to Kaiser 
Permanente tumor registries and histology data. 

One attainable goal of health information technology (HIT) is the ability 
to continuously enhance quality and safety in the delivery of health care. Cur-
rent healthcare financial incentives, which encourage high-cost, high-volume 
care, steer clinicians away from fully achievable low-cost, high-quality care. 
Steven Waldren, director of the Center for Health Information Technology 
at the American Academy of Family Physicians (AAFP), notes that the AAFP 
highlights the principle that data aggregation can drive and support multiple 
aspects of healthcare delivery, including quality initiatives, health services and 
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clinical research, public health, and transparency in reporting practices. As 
an advocate for the broader use of electronic health records (EHRs), a tool 
central to data aggregation and sharing, the AAFP encourages members to 
understand the power of EHRs as more than tools for administrative data. 
Confidentiality, standardization, and system use can be barriers to data aggre-
gation and must be addressed. Several potential avenues for such improve-
ments were described, including work in support of the American Society for 
Testing and Materials (ASTM) Continuity of Care Record (CCR) standard 
and work with the AQA Alliance to articulate the concept of a National 
Health Data Stewardship Entity. 

Offered as a promising model for measuring impact on outcomes, 
the Society of Thoracic Surgeons’ (STS) Adult Cardiac Surgery Database 
(ASCD) is highlighted by Peter Smith, a professor and the chief of tho-
racic surgery at Duke University. The ASCD, the largest of three distinct 
databases in the STS National Database, is a clinical registry aimed at 
continuous quality improvements in cardiac surgery. In an effort to push 
information to the bedside, the STS makes an individual risk calculator, 
including current risk adjustment information, available to the public. 
Smith highlighted multiple studies indicating that feedback from repository 
data can change physician behavior. In addition, ASCD data, in combina-
tion with administrative data, have been employed to illustrate the cost-
effectiveness of continuous improvement initiatives, which could be shared 
with, and possibly replicated by, other medical specialties. 

Emerging Large-Scale Linked Data Systems and Tools 

Peter Covitz, Ph.D. 
Chief Operating Officer, National Cancer Institute

The mission of the National Cancer Institute is to reduce suffering 
and death from cancer. NCI leadership has determined that the scale of 
its enterprise has reached a level that demands new, more highly coordi-
nated approaches to informatics resource development and management. 
The caBIG program was launched to meet this challenge. Its participants are 
organized into work spaces that tackle the various dimensions of the pro-
gram. Two cross-cutting work spaces—one for Architecture and the other for 
Vocabularies and Common Data Elements—govern syntactic and semantic 
interoperability requirements. These work spaces provide best practices guid-
ance for technology developers and for conducting reviews of system designs 
and data standards. Four domain work spaces build and test applications 
for Clinical Trials, Integrative Cancer Research, Imaging, and Tissue Banks 
and Pathology Tools, representing the highest priority areas defined by the 
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caBIG program members. Strategic-level work spaces govern caBIG require-
ments for Strategic Planning, Data Sharing, Documentation, and Training & 
Intellectual Capital. 

In its first year, caBIG defined high-level interoperability and com-
patibility requirements for information models, common data elements, 
vocabularies, and programming interfaces. These categories were grouped 
into degrees of stringency, labeled as caBIG Bronze, Silver, and Gold levels 
of compatibility. The Silver level is quite stringent, and demands that sys-
tems adopt and implement standards for model-driven and service-oriented 
architecture, meta-data registration, controlled terminology, and applica-
tion programming interfaces. The Gold level architecture consists of a 
data and analysis grid, named “caGrid.” caBIG systems register with and 
plug into caGrid, which is based on the Globus Toolkit and a number of 
additional technologies, such as caCORE from the NCI and Mobius from 
Ohio State University.

Cancer: A Disease from Within

Cancer is a disease that comes from within, and researchers have to 
tease out the difference between cancer cells and normal cells. This task 
requires a molecular approach; in other words, we have to analyze things 
that are too small to see with light microscopes or the naked eye. Such an 
endeavor requires many specialties and subspecialties and areas of inquiry 
that cannot be practiced by any one individual, laboratory, or institution. In 
other words, this is not a local problem. This is not a regional problem. This 
is a problem for the entire cancer research community. It must be tackled on 
a national—and even an international—scale if it is going to be solved. This 
breadth of resources is needed because the disease (actually, many widely 
differing diseases that are categorized as “cancer”) is complex. The fact that 
any given institution hasn’t quite achieved what we would have liked is no 
one’s fault. 

The vision for caBIG arises from such considerations. The caBIG 
vision is to connect the cancer research community through a sharable, 
interoperable structure to employ and extend standard rules, in a common 
language, to more easily share information and to build or adapt tools for 
collecting, analyzing, integrating, and disseminating data and knowledge. 

The challenges faced by caBIG are quite substantial, but are similar 
to those faced by those addressing the broader agenda of trying to share 
health information to improve patient care. caBIG is focused on the 
immediate problem of cancer. However, because cancer is so complex, it 
forces one to confront many general problems of biology and medicine. 
We therefore believe that caBIG is breaking ground and creating a path 
forward for many biomedical and healthcare disciplines. At the least, we 
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believe we are creating a possible model or prototype for the broader 
challenge of creating an interoperable health information network across 
the nation.

When we launched the caBIG program, we knew there would be tre-
mendous technical challenges, but we were not, in the immediate sense, most 
concerned with those issues. Rather, we were more concerned about whether 
the organizational structure was going to be able to scale to the national 
level. We were keenly aware of failed attempts to consolidate the biomedical 
information technology market in the past, and of the challenges in deploying 
technology in the biomedical setting.

From Feudalism to Democracy

In our preliminary thinking, we looked at large conglomerations of 
people who have tried to organize themselves before. We hoped we could 
learn something from their models and their experiments, even if they were 
unrelated to health care, cancer research, or technology. So we looked at 
national governance models—starting with feudalism. 

Feudalism is the prevailing model under which the National Institutes 
of Health (NIH) operates when it allocates grant-funded research money. 
Basically, the idea is to have a relatively limited monarchy of sorts, which 
the NIH represents, that is mostly engaged in the activity of finding and 
supporting the most capable members of the nobility out in the national 
terrain. Right now, of course, those lords are getting older and older, and 
the younger ones are not really able to access the monarch, so we have this 
problem of the aging research force in America.

Nonetheless, this system has some good qualities. It has been a great 
system for fostering the creativity of investigator-initiated research. That is 
why it grew the way it did and why the system has produced such notable 
successes. But remember, we are trying to build a national network for shar-
ing data, which is not a research program; it’s a technology implementation 
program. So we believed this model, although it is prevalent at the NIH, 
would not be appropriate for this particular activity, even though we are 
at the NIH and the NCI. The problem is that feudalism creates a warlord 
culture that simply offers too little incentive to cooperate. Regional medi-
cal networks share data, but there is no national-scale example that you 
can point to that has been successful, and this is because most of those 
programs operate under a feudal structure. The reason feudalism fell to the 
wayside in the course of human events was because it was inadequate for 
dealing with national levels of organization.

Today, many programs are in place that say, in effect, let’s just get all 
the data in one place, then we will appoint one group as the coordinating 
center. Such efforts always seem to have a nice collegial name, such as the 
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coordinating center or central database. The idea is that these are the data 
experts and they will take care of all our data needs. We’ll give them the 
money, and somehow or other, everything will just work itself out. But of 
course in practice this does not work. It’s not that it never works, but that 
it only works for a small number of data types that have wide utility across 
the community. 

This model does have some success stories, such as Genbank, a data-
base of genetic sequences and DNA codes that researchers like to access. 
The codes are the same for all organisms, using the same four letters as part 
of the code, so it does make sense for that all to be centralized. Genbank 
has been a very successful, centralized database. People send in their DNA 
sequences when they sequence genes, and no one feels forced because it is 
just the norm, although during its inception there was a big debate over 
whether this should be a central database. There are several other examples 
of successful central national databases in biomedicine, but you can count 
them on the fingers of your two hands.

In cancer research, we deal with thousands of data types across a huge 
variety of studies; much of those data are subject to privacy restrictions. 
Thus, a collectivized, centralized database on a national level will not work. 
So we rejected that approach, and looked for another model—this time con-
sidering the notion of federal democracy. Why? In part because it strikes a 
balance between centralized management and local control. It’s the best fit 
for what we were trying to achieve. It has worked pretty well in the United 
States and in other nations, and it’s really the way to go if you want to get 
community participation and ownership but retain a mechanism for central 
leadership. 

The Federalist Papers are a series of essays in which some of the found-
ing fathers debated the pros and cons of overly centralized control versus 
overly dispersed and delegated authority. These were the beginnings of the 
debates about states’ rights versus federal control. Those debates raged for 
100 years and, in fact, you still see cases about states’ rights. So it is an 
ongoing debate and there is no perfect comfort point. But in that tension, 
in that pull and that tug between centralized authority and local control, 
you actually wind up moving an entire field forward. This is not as com-
fortable a model as saying that we’ll give the money out and the lords will 
take care of it. It’s not nearly as comfortable as saying we’ll just create the 
central database and then they’ll take care of it. This model forces every-
body to participate. This model is the most successful model in our view, 
not just because it’s cancer research, but because it applies to biomedical 
data exchange in general. 

From such deliberations, we created an organization that elaborates 
on this notion of control and oversight at the center, but nonetheless 
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FIGURE 3-1  caBIG organizational model. 

includes ample local participation and inclusion in decision making (see 
Figure 3-1).

caBIG Today

Our design currently includes four domains in cancer research. We can 
add more if necessary, but the ones in place now are based on a national dis-
cussion of priorities—they include clinical trials; a category of all-inclusive 
integrated cancer research that includes genomics, proteomics, and other 
molecular-level dimensions; tissue banking and pathology; and imaging.

We could have stopped there. We could have said we were going to get 
everyone in the nation who cares about clinical trials and then deal with 
technology issues for trials. But we decided we needed additional elements 
that could in essence hold the model together—hence, we created an archi-
tecture group, which deals with issues related to system architecture and 
technology choices and, importantly, a group devoted to vocabulary and 
common data elements, which deals with data standards and semantics. The 
idea was not for us just to build a closed system where everything works 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

116	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

internally. Rather, we wanted to specify the data and the semantics so that 
they could be exchanged with other such programs and systems, such as a 
National Medical Records System. If you specify the data independently of 
the system architecture, you get to do that. If you tie it all together, then you 
have created an internally closed system that isn’t going to work well with 
others. We did not want to make that mistake.

We also have several groups focused on strategic planning. We realized 
we are not just a technology program; we also have to deal with issues of 
privacy, licensing, and public–private partnership. CaBIG is not just an 
academic, federally funded program—it involves and includes the private 
sector, and has from the start. We are actually beginning to see even greater 
interest in uptake by the private sector in caBIG program activities and 
technologies.

For the first 3 years, from 2004 to 2007, the program was a pilot 
managed by a general contractor, Booz Allen Hamilton. A report is avail-
able that summarizes the results of the pilot.� We attracted the interest of 
about 190 organizations. There were approximately 300 software projects 
and subprojects; 40 actual end-user applications were developed for those 
different domains referred to above. In a real technical tour de force, we 
built on a number of existing projects that were dealing with the issue of 
interoperability to create a semantic data grid called caGrid.� caGrid con-
nects the disparate caBIG community systems. 

Some caBIG applications are in the area of clinical trials and have been 
deployed in a variety of cancer centers. For these software projects, a very 
modular approach was taken. We tried not to create the massive, central, 
one-size-does-it-all for everybody. We broke the clinical trials problem down 
to a number of components: adverse events, data exchange, study partici-
pation, and a number of others. That gives a site flexibility to pick which 
components are going to be necessary for their operation and allows the 
use of different components. That’s an important feature of the program. It 
means “rip and replace” is not a requirement, but adhering to standards is. 
At the same time, the user has multiple ways to access systems that adhere 
to the standards, including adapting existing systems. For the more basic 
life sciences, we have solutions for biobanking, for genomewide association 
study data management, imaging, and microarrays. The overall idea is to 
address a wide range of different disciplines and tie them together. Finally, 
we have a major activity in data-sharing security, with policy documents, 
templates, licenses, and other features that people in the program can use 
to wrap around and include in their own project. 

�  See https://cabig.nci.nih.gov/overview/pilotreport. 
�  See https://cabig.nci.nih.gov/workspaces/Architecture/caGrid.
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A Changing Landscape and New Momentum

The landscape is changing and there is new momentum for creating 
publicly accessible registries of clinical trials. We are working closely with 
other groups who have been chosen to conduct this activity. In particular, 
the National Library of Medicine has a key role. There is also a role for 
different communities with additional requirements beyond the minimum 
standards needed for a national trial registry. Our plan is to implement 
cancer trial registries that are completely in conformance with, and con-
tribute to, national and even international trial registries. 

Having successfully completed the pilot, the caBIG management is now 
focused on expansion, roll-out, and deployment. Ultimately we’d like to 
connect all biomedical researchers, not just cancer researchers. In the devel-
opment of caBIG, we heard loud and clear that people are at institutions 
that conduct research in many areas, not just cancer. Thus the overarching 
goals are to increase the speed and volume of data aggregation and dissemi-
nation; broaden the community; and really serve as a model for a scalable 
national infrastructure for molecular medicine. 

caBIG enjoys support from key NIH leaders. Dr. John Niederhuber 
has been extremely supportive of the program, which was created prior to 
his taking up the leadership of the institute by the previous NCI director, 
Andrew von Eschenbach. The director of the entire NIH, Dr. Elias Zerhouni, 
has suggested that caBIG can serve as a model for other areas. 

The NCI is rising to the challenge of cancer by recognizing it can-
not just do business as usual; it must change the game. The NIH is often 
criticized for being conservative and safe, but I would submit that is an 
overgeneralization, and the spark of leadership and creativity can be found 
in programs such as caBIG. 

Networked Data-Sharing And 
Standardized Reporting Initiatives

Pierre-André La Chance, B.S.  
Chief Information Officer, ����������������� Kaiser Permanente

The need for sharing data across research entities and among col-
laborators continues to grow at an astonishing pace. To meet these needs, 
data sharing solutions must be fast, cheap, sustainable, high quality—with 
understood meanings—and safe. Current work with the Center for Health 
Research (CHR) at Kaiser Permanente Northwest and its research col-
laborators successfully meets these criteria. This work also provides data 
sharing across entities that compose the NIH’s Clinical and Translational 
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Science Award (CTSA) program, a consortium of academic health centers 
that is transforming the discipline of clinical and translational science. This 
paper will discuss these successes and how they can be extended to support 
data sharing across the CTSA program, even as many entities create their 
own clinical data repositories.

Data sharing has changed substantially over the past two decades at 
Kaiser Permanente. Research questions and data are far more complex. 
Today we are discovering the increased necessity of data sharing. 

Data sharing is essential when identifying potential participants or 
related issues that might be available to researchers once a study has been 
approved. It is vital when information from one entity does not meet 
the researchers’ needs. For example, we know that low-frequency events 
are important to study, but these demand larger pools of data. We also 
have strong needs for geographic and demographic diversity. In Portland, 
Oregon, for instance, we don’t have a great deal of demographic diversity, 
so we are strongly motivated to find collaborators who can inject diversity 
into our research data.

Data sharing is required when studying varying practices and outcomes 
using entities as the unit of analysis. Translational research, for example, 
uses institutional entities as the unit of analysis so researchers can compare 
outcome differences and patterns of practice. 

My point is that one entity simply does not have enough data to fulfill 
our research needs. This is just on the data side, of course; in today’s global 
society, more and more researchers want to work with fellow scientists 
of experience and renown, who are spread across a number of different 
entities. We are always seeking additional ways to share and pool data. 
Therefore, out of necessity and over the years, we have been crafting a 
vision for data sharing.

CHR’s Vision for Data Sharing

It Must Be Fast

The first requirement for any data-sharing solution is that it must be 
fast; it must be able to move data quickly. In past research projects, we may 
have taken up to 2 years to develop sharable data standards. Now we can-
not afford such luxuries. 

It Must Be Cheap

Data sharing must be done cost-effectively. Fifteen years ago we had a 
large vaccine safety datalink study that required us to share data among 
a number of institutions. When we first started the project, we found that 
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we used 90 percent of the research dollars just to create the poolable data. 
That left only 10 percent of the funding to pursue the science and the 
knowledge that the data produced. Clearly something had to change. 

It Must Be Sustainable

We have to conduct data sharing in a sustainable manner. As CHR’s 
chief information officer, I have viewed countless initiatives toward data 
warehousing and data sharing. Typically, they get about 2 or 3 years out 
then fail because the person who championed the project leaves the orga-
nization or because the effort became so grand and expensive that it simply 
collapsed.

It Must Be High Quality—with Understood Meanings

If our findings are used to make decisions that affect treatment and 
policy, we must be certain that our data are correct and of the highest 
quality. We also have to present the data in a way that is understandable. 
In other fields, we have seen extraordinary advancements in data warehous-
ing and shared data, but often they have relatively simple operational data 
that are well understood. Health data can be very complex, so our bar is 
set even higher. The onus is on us to find methods and processes to inject 
higher quality into our data; furthermore, this involves providing metadata 
for a fuller understanding of the data’s meanings and limits.

It Must Be Safe

Because we are largely a collaborative research entity, nearly all of our 
research projects rely on sharing or pooling data across institutions. How-
ever essential, we also acknowledge that sharing data can be dangerous. 
Therefore, tight controls are imperative. Out of respect for study partici-
pants—and this is largely a compliance issue—we can no longer proceed as 
some did in the 1960s, 1970s, 1980s, and early 1990s, sharing data without 
restriction, sometimes even recklessly. 

We need to be able to share data with specific use guidelines. We know 
that some of the regulatory restrictions placed on us (for good reasons) have 
made performing preparatory research difficult. Our data sharing solutions 
must allow for such preparatory work, largely in the area of compliance. 
Once we have the appropriate Institutional Review Board (IRB) approvals 
and participant authorizations, we need assurances that we have reason-
able ways of sharing data—even fully identified data, not just limited data 
sets.
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CHR’s Strategy: Virtual Data Warehousing

As stated earlier, our vision was to make data sharing fast, cheap, sus-
tainable, high quality—with understood meanings—and safe. We needed 
to create a strategy to support that vision—and that was virtual data 
warehousing. The goal was to construct research-friendly, locally con-
trolled data warehouses and associated data marts, without becoming 
prisoner to data warehousing methodologies. We also wanted to create 
networks of local interoperable data warehouses across collaborators to 
provide virtual data warehouses that would be well defined, at the byte 
level, the format level, and the standards and coding level.

How did we do that? At Kaiser Permanente, one of our largest areas 
and sources for data is our electronic health record. Unfortunately, at 
the operational level those data are in a hierarchical structure—MUMPS 
(Massachusetts General Hospital Utility Multi-Programming System), to be 
precise, which is virtually useless for querying and reporting. Initially, the 
MUMPS-based system was created to make things go fast so that the clini-
cian wouldn’t have to wait up to 3 seconds for a computer response. 

We needed to fix this problem. To draw the value we need from hier-
archical data, we must have some version of those data in a relational 
state that is optimized for querying and reporting. Operational data, while 
necessary, do not sufficiently meet our needs. Relational data are sufficient, 
but not efficient; that is, they support payment, treatment, and operations, 
but they do not support research. Relational data, for example, tend to 
be departmental, designed to clarify what is happening in the inpatient or 
outpatient setting. 

By contrast, what we need for research to be thoroughly optimized are 
data stores that focus on participants, patients, or disease areas. There-
fore, we must take those data and create a second-level, locally controlled 
data warehouse that is optimized and research friendly. Without this step, 
we would have to go back to the relational data structure for payment, 
treatment, and operations, and do the acquisition, transformation, and 
publishing to derive research-friendly data—for every research study. This 
would be like going back in time to the vaccine study we did 15 years ago, 
when 90 percent of the research dollars went to answering the research 
question—and we know we don’t want to repeat that. 

With research-based, locally controlled data warehouses, we are able 
internally to use those data quickly, cheaply, and expertly. Our ultimate 
goal is to include data pooling with partners who share our methods, so 
that when we have the appropriate approvals, we can pool those data and 
use them across entities. In fact, we have done this successfully within the 
Health Maintenance Organization Research Network (HMORN), which 
has 15 members. Not all of those members have committed to this practice, 
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but many have. The important thing is that we can collaboratively show 
data quickly, successfully, for more than 10 million patients per month. 

We have also shared data successfully within the Oregon Clinical and 
Translational Research Institute and between a health maintenance organi-
zation and a university medical setting. A key question for us now is this: 
Do we want to take the HMORN methodologies and use them within 
and across CTSAs to find out which data are most useful and how we can 
advance data-sharing methodologies? 

Creating Sharable Versions of Data

CHR is working with Oregon Health & Science University (OHSU) to 
recreate sharable versions of data that include enrollment, demographics, 
a tumor registry, a pharmacy, vital signs, procedures, diagnosis, and labo-
ratories. These will be locally constructed and protected by governance 
rules and honest brokers to ensure that they are not shared without the 
appropriate approvals in place.

At the same time, we are building a biolibrary that allows researchers 
from both institutions to go across Kaiser Permanente tumor registries and 
histology data. They are able to access electronic inventories of slides and 
blocks in a way that quickly and easily helps scientists identify patients with 
specific diagnoses and stages of cancer—and then connect to those patients’ 
respective tissues. We believe this will save time dramatically; when we 
supplied similar requests in the past without such streamlining, the process 
took twice as long.

We also have set up the ability to work with OHSU scientists so they 
can find those retrospective fixed-formalin samples and identify participants 
of interest. This information will facilitate the acquisition of fresh tissue, 
appropriate authorization and consent from the patient, and successful col-
lection and delivery to the research scientist.

Deidentified Data Marts, Counters, or Cubes

CHR is also focused on a specific aspect of data warehousing that 
involves counters or specific data marts. These can be shared across entities 
because the resulting data are deidentified, even for preparatory research 
purposes. The most important thing about counters or data marts, espe-
cially for preparatory research, is the speed with which these data can be 
shared. Data may be shared within an hour or, in most cases, in less than a 
day. This time line is crucial in meeting the lifecycle of a proposal that can-
not wait 2 or 3 months to determine whether there are enough participants 
and appropriate tissue samples to move forward. Our cancer counter is an 
excellent example: We have a deidentified cancer cube that researchers can 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

122	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

use to see which participants might be usable within a study in response 
to a proposal.

This strategy has been practically tested within HMORN and the cancer 
research network. Simply put, it works—in terms of speed, quality, and espe-
cially compliance. With data pooling, compliance is a key issue and is vital 
to the process. The other key issue is defining and getting agreement on data 
ownership. We must contractually define how data are used and whether 
additional disclosures are required; then we must enact data use agreements, 
use agreements (if not limited data), IRB approvals, or some other sort of 
agreement. This is as vital as the technology; sometimes the political and 
social issues are more of a roadblock than the technical issues. 

There is a fierce urgency now to advance on these ideas—especially 
among those who are ill. I have experienced years of discussions on the need 
to share data, and I look forward to the blossoming of some of the tools we 
have today. At this moment we have patients, citizens, and research partici-
pants who are depending on us to deliver information to them right now to 
improve or extend their lives. We cannot wait any longer to develop and roll 
out these tools. As we wait for this strategic unfolding, let’s not lose track of 
the tactical tools we already have today to move this work forward.

Large Health Database Aggregation

Steven Waldren, M.D., M.S.  
Director of the Center for Health Information Technology,  

American Academy of Family Physicians

The holy grail of health information technology is its ability to drive 
rapid improvement in the quality and safety of healthcare delivery. To reach 
this goal, data must be correctly entered into applications in a structured 
and coded form. From there, data can be analyzed locally and aggregated 
into large health databases for further analysis at the population level. 
Given the current healthcare system, including rapidly growing health 
spending and increasing chronic disease burden, why has the industry not 
adopted and used this technology? The reason, like nearly any application 
of information technology, is not with the technology, but rather the busi-
ness model.

The current financing of health care rewards high-cost, high-volume 
care—not low-cost, high-quality care. This produces a disconnect between 
those that need to invest in the technology and those that will financially 
benefit from the technology. Despite this misalignment, physicians are adopt-
ing health information technology to improve the efficiency in their offices 
and to improve the quality of care delivery. Physicians see the value of adopt-
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ing EHRs to help them with documentation and managing complex patients, 
although this vision is tempered by the misalignment of payment. To realize 
this value, physicians are not required to highly structure and code clinical 
information, which is a prerequisite to data analysis and aggregation. As an 
industry, we need to produce products and services that allow physicians 
to value entry of highly structured and coded clinical information. Increas-
ing this value can be through providing a means to manage and effectively 
document patient care or by lowering the financial barriers to entry of coded 
clinical information (e.g., increased payment for quality). 

The American Academy of Family Physicians has been working to move 
the industry forward on these fronts: providing valued services, lowering 
technology costs, and advocating for quality-based payment. Standardiza-
tion is an important tool to lower the costs of these systems and to provide 
a platform to build value. AAFP has worked to establish and promote HIT 
standards that are focused on clinical data, such as the ASTM Continuity of 
Care Record standard. The CCR has become the first widely available HIT 
content standard for core clinical patient data. The AAFP is now exploring 
the next step in establishing a clinical data repository for its members. The 
purpose of the CDR would be to promote three areas: quality improvement, 
pay for performance, and patient-centered medical home transformation. 
This repository would give physicians a set of services so they appreciate 
the value in entering highly structured, coded data. These services will likely 
borrow from the success of our medical association colleagues such as the 
American College of Cardiology and the Society of Thoracic Surgeons. 

The first obstacle for data aggregation in the ambulatory environment 
is the adoption of standards-based HIT in the practice. The AAFP has spent 
4 years to bring our members to the point that we can start aggregating 
data. Our work has been facilitating adoption of HIT in our membership 
and driving data standards. Membership EHR adoption is now between 
40 and 50 percent. A member survey in late 2007 found that approxi-
mately 37 percent have a fully (by their definition) implemented electronic 
medical record system. Another 13 percent said they had purchased one 
or were in the process of implementation. When we examined the survey 
results more closely regarding individual functionalities used, the results 
were not particularly surprising. The functionalities adopted were in large 
part to help physicians with documentation, billing, and remote access to 
the EHR. Functionalities adopted did not focus on quality improvement, 
e-prescribing, or population management. In short, physicians in the field 
are adopting the EHR and other technologies, not in the interest of data 
aggregation but because they are under business constraints to obtain com-
plete and accurate documentation and to maintain productivity. Additional 
functionalities must be adopted to achieve data aggregation at any level 
other than administrative data. 
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Data Collection Lifecycle

Obviously, if you do not have the data you cannot aggregate them. The 
data collection process has its own lifecycle. Today, for many healthcare 
organizations, the lifecycle does not include the entry of structured and 
coded data. Some organizations are still dictating all clinical documents. 
One can aggregate those documents, but that will not produce meaningful 
data aggregation or analysis. 

Once data are coded, structured, and entered into an information sys-
tem, the data needs to be in some type of standardized format so they can 
be aggregated across multiple systems and organizations. We found there 
is no good set of standards to do that. Many standards apply to health 
care, yet they are all about messages and documents; they are not about 
datasets and aggregating data. However, the ASTM CCR is an exception as 
it represents a patient-centric dataset that can be aggregated from multiple 
sources.

Another question is about policies relating to data aggregation, where 
privacy and confidentiality are concerns not only for the patient, but also 
the provider. Privacy and confidentiality, as well as security, issues can 
be a real impediment to data aggregation. If data privacy is not ensured, 
patients, clinicians, and healthcare organizations will not share their data. A 
national entity is needed to address these issues by establishing best practice 
standards for data aggregation. We have been working in the AQA Alliance 
to articulate the concept of a National Health Data Stewardship Entity. 
Two documents at http://www.aqaalliance.org describe the concept of the 
Entity, which is intended to define operating rules for data aggregation to 
ensure quality. We are finding that many of our members and hospitals say 
they cannot share data with aggregators because it would be a violation 
of the Health Insurance Portability and Accountability Act, but this is not 
always the case. We must get rid of the myths about privacy and security 
concerns and establish best practices for these issues to get buy-in from all 
stakeholders.

After Data Are Aggregated

Another issue is what happens to aggregated data. You have to do 
something with the data—you may have created and shared them, but they 
have no value until you start to use them; one of the Roundtable themes is 
to ensure that publicly funded data are used for the public benefit. A fun-
damental question is, why aggregate these data? Reasons include:

•	 Quality improvement
•	 Public reporting
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•	 Health services research
•	 Clinical research
•	 Healthcare value analysis
•	 Biosurveillance
•	 Population management
•	 Public health

This is just a small list of some of the factors that AAFP members value. 
One of their top priorities is quality improvement, yet business constraints 
make it difficult for them to implement new technologies and develop new 
ways to improve quality. 

Another priority of data aggregation is clinical research. We have estab-
lished a practiced-based research network with thousands of physicians. We 
have a subnetwork of those with EHRs, and we are starting to aggregate 
those data. This does present challenges; for example, different electronic 
medical record systems codify data in different ways. The data models of 
the EHR differ not only across vendors but also across practices using the 
same EHR product. To deal with this diversity, we must either define a 
standard dataset for the vendor to produce or map each EHR database to 
a standard dataset. For now, at least, the decision is to map each EHR data-
base. We have been working with a company to actually map the individual 
data structures to a common data structure based on the ASTM CCR. 

Healthcare data aggregation and analysis is in the best interest of the 
U.S. healthcare system. In the short term, the potential financial and privacy 
risks to individual stakeholders must be managed appropriately. Without 
access to data and their analysis, one cannot improve quality, increase 
safety, or appropriately provide incentives for cost-effective care.

Registries And Care With Evidence Development

Peter Smith, Ph.D. 
Professor and Chief of Thoracic Surgery, Duke University

Background

Cardiac surgery procedures are the most well-studied, evidence-based 
procedures performed today. Because of the high-risk, high-benefit, high-
cost nature of the procedures, especially coronary artery bypass grafting 
(CABG), considerable research effort has been expended to ensure appro-
priateness of use. The Department of Veterans Affairs Cardiac Surgery 
Advisory Group was formed in 1972, creating the first multi-institutional 
database monitoring cardiac surgery outcomes; it monitored volume and 
unadjusted operative mortality. Seminal randomized clinical trials first dem-
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onstrated life prolongation in patients with left main coronary disease. 
Subsequently, this benefit was demonstrated in patients with disease in two 
or more vessels when there was involvement of the left anterior descend-
ing coronary artery. Furthermore, CABG was shown to provide more 
benefit to patients with impaired ventricular function and to those with 
diabetes mellitus. These findings highlight the key principle that increased 
prospective risk of surgical mortality in CABG goes hand in hand with 
increased, demonstrated longevity benefit compared to medical therapy for 
all patients, and compared to percutaneous intervention for patients with 
multivessel disease (Smith et al., 2006).

In 1986 the Health Care Financing Administration (now the Centers 
for Medicare & Medicaid Services, or CMS) released a list of hospitals 
that had high risk-adjusted mortality rates for Medicare patients. This 
list received a great deal of notice because the risk-adjustment algorithm 
employed was, of necessity, based on administrative rather than clini-
cal data, and was likely to be relatively ineffective. The potential for the 
unintended consequence of reducing the overall benefit of cardiac surgery 
through individual avoidance of risk by surgeons was viewed as a serious 
problem (DeLong et al., 2005). Accordingly, this initiative by the federal 
government stimulated the establishment of The Northern New England 
Consortium and the Society of Thoracic Surgeons’ Adult Cardiac Surgery 
Database to ensure that our profession had accurate risk-adjusted informa-
tion on surgical performance.

The characteristics of the STS ASCD, a clinical database, was a response 
to the weaknesses inherent in administrative databases that should be 
clearly understood. In general, administrative databases contain prospec-
tively collected demographic and financial information and retrospectively 
collected diagnostic and therapeutic information developed by professional 
hospital coders from chart review. Because of the way in which diagnoses 
are encoded, it cannot be determined if they were preexisting (and therefore 
are risk factors) or occurred as a result of the encounter (and therefore are 
complications). Additionally, there are financial incentives to “upcode” 
diagnoses, a process that will degrade their utility in risk adjustment. The 
coding process is designed to detect all possible diagnoses, which are then 
frequently sorted by financial importance and truncated in transmission, 
further reducing the applicability of the risk profile created for the encoun-
ter. Because the coding process is not specific to an encounter or disease, 
the absence of a diagnosis does not definitively mean that it was not pres-
ent, a distinct liability. Finally, many diagnoses used for risk adjustment 
are “synthesized” from financial events occurring in the encounter, through 
questionable methodologies.

By contrast, a clinical database is designed to collect prespecified risk 
factors prospectively. Prespecification results in knowledge regarding the 
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definitive presence or absence of the most important risk-adjustment vari-
ables. Coupled with clinical definitions, the presence or absence of the spe-
cific diagnosis is free of bias. Complications and risk factors are separately 
recorded, assuring that the important distinction can be made. Finally, 
database entry is generally performed by clinical staff rather than profes-
sional coders, promoting accuracy of the data entered.

Database Description

The STS ACSD is the largest database of the three distinct databases 
that make up the STS National Database. The ACSD is a voluntary clinical 
registry developed for the purpose of continuous quality improvement in 
cardiac surgery. It contains more than 3 million surgical procedure records 
from 857 participant groups in 49 states, representing approximately 
80 percent of adult cardiac surgical procedures performed nationally.

The database contains more than 250 data elements for each patient 
encounter. The data elements are prespecified and associated with clear 
definitions, particularly for medical conditions that affect surgical risk and 
for known complications of cardiac surgical procedures. The data diction-
ary has been modified extensively over the years as the nature of important 
risk factors has become clarified.

Data Entry and Verification

The current method of data entry is through certified software vendors, 
who must provide key-entry verification and real-time access to the field defi-
nitions. Several sites, including our own, have legacy systems for database 
predecessors to the STS ACSD. These system front-ends were unaffected 
by the creation of the STS ACSD, which harvests information from locally 
developed back-ends that are compliant with the STS data standards. Our 
system has been modified to a web-based application that can be pushed to 
a handheld PC. The web-based and handheld applications support patient 
lists for mid-level providers, who populate the local database as part of the 
care process. At the time of entry, most of the fields are thus capable of entry 
checking to increase data validity and reduce data entry error. STS is explor-
ing the development of a web-based front-end for national use.

The STS data elements are important characteristics of each patient 
encounter, and are defined clinically for entry by care providers at the point 
of care. At Duke, interim reports are generated to become part of the ongo-
ing patient medical record. The most important of these is the operative 
note, which is completely generated from the constructed database and 
provides a primary motivation for timeliness and accuracy. 

Data are harvested quarterly and are subjected to extensive evaluation 
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against predefined norms to ensure accuracy. Risk adjustment algorithms have 
been created for mortality, morbidity, length of stay, prolonged ventilation, 
deep sternal wound infection, stroke, and renal failure. These are the most 
common serious complications patients encounter, and they contribute to 
both efficacy and expense of these procedures. The risk adjustment algorithms 
are updated with each data harvest and the included variables, coefficients, 
and algorithm intercepts are published for public scrutiny and use.

Sharing: Aggregate Data

The ACSD has been studied extensively using observational analytic 
methods, resulting in 69 publications and presentations. It has been shown 
to be more accurate than administrative databases and has been selectively 
audited and endorsed for public use in several states. 

The ACSD was queried from 1995 to 1999 on the use of the internal 
mammary artery (IMA) as a conduit in bypass grafting. That has been well 
known to provide a survival advantage, but the penetration of its use has 
not been as great as it might be—only 60 percent in 1995. With publica-
tion of these observations (Ferguson et al., 2003), there was increasing 
prevalence of IMA use and improved outcome. These data have now been 
employed to support IMA use as a process measure in the CMS Physician  
Quality Reporting Initiative (PQRI).

In a similar project, supported by an Agency for Healthcare Research 
and Quality (AHRQ) grant, there was a focus on the use of beta blockers 
before cardiac surgery (Ferguson et al., 2002). In this study, we found that 
intervention (reporting actual use by the institution compared to national 
use, accompanied by evidence supporting use) caused an increase in beta 
blockade that was sustained through the 60 months of the study. This was 
also identified as a CMS PQRI measure, based on this evidence.

Several publications are available that are relevant to the concept of 
regionalization of surgery to promote high-quality outcomes (DiSesa et 
al., 2006; Peterson et al., 2004; Welke et al., 2007). Comparing coronary 
bypass grafting risk-adjusted mortality to annual hospital volume, for 
example, low-volume programs have a wide dispersion and high variance in 
risk-adjusted mortality compared to higher volume centers. The trend line 
is for higher volume centers to have better results. This has some important 
public policy implications in that evidence supporting expansion of primary 
percutaneous coronary intervention (PCI) sites for acute myocardial infarc-
tion is also promoting the fragmentation of cardiac surgery. The need for 
site-of-service cardiac surgery presence to promote better public access to 
primary PCI programs appears to be unsupported by evidence, yet it is 
commonly a regulatory requirement in many states.

ASCD data have been used to improve the accuracy of the Medicare 
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Physician Fee Schedule (Smith et al., 2007). A variety of inaccuracies had 
accrued in the Fee Schedule due to the survey methodology used to deter-
mine (estimate) physician procedure time. In the regular 5-year review, 
600,000 cases from the STS database were analyzed to provide the actual 
times. Employing these times allowed these procedures to be accurately 
valued, removing many payment anomalies that resulted in inappropri-
ate payment incentive, sometimes for inferior procedures! This use has 
engendered great discussion by all professional societies, and provided an 
important stimulus to develop similar clinical databases.

Finally, the ASCD has been employed to analyze the cost of complica-
tions, and resulted in the creation of the Virginia consortium through which 
a group of Virginia hospitals who participate in the STS database self-report 
results. By linking STS data to hospital cost systems, the institutional aver-
age cost per case has been compared to the observed/expected mortality 
ratio. This has shown that cost actually goes down as quality improves, 
principally due to the reduction of the cost of complications, which can be 
reduced by continuous quality improvement methods.

Sharing: Individual Surgeon and Program Data

The founding philosophy of the ACSD was to collect aggregate data, 
risk adjust nationally, and feed the information back to individual surgeons. 
Individual data are provided as well as deidentified group and regional 
and national data for benchmarking. As a result, over the past 7 years, 
STS/AHRQ grant programs have demonstrated that the use of a clinical 
data repository and feedback can rapidly change physician behavior on a 
national scale. This scientifically validated process cannot be accomplished 
using administrative data alone. The impact of this shared knowledge has 
been profound. Between 1994 and 2003, predicted coronary bypass graft-
ing operative mortality has increased while observed mortality has declined 
(Figure 3-2) (Shroyer et al., 2003; Welke et al., 2004). In other words, 
there has been increased risk and improved performance. Its success is best 
demonstrated by a display of the “observed” divided by the “expected” 
ratio. The trend, using a constant model over time, has been downward, 
thus showing improvement in mortality outcome. Also, it is important to 
note that this constitutes professional self-regulation rather than mandatory 
external regulation (Figure 3-2).

STS currently has a set of 21 performance measures developed using 
the database and endorsed by the National Quality Forum (NQF). Com-
pliance with this set of measures is specifically followed through a unique 
reporting mechanism to database participants. Recognizing the importance 
of composite measures, STS has developed a composite measure based on 
the NQF individual measure set. This hospital-level composite measure is 
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Figure 3-2  Observed and risk-adjusted coronary bypass grafting operative mor-
tality trend between 1994 and 2003. 
NOTE: O/E = observed/expected.
SOURCE: STS Adult Cardiac Database Isolated CABG Cases, 1994–2003. 

reported as a one-, two-, or three-star rating system and is provided to all 
database participants.

Sharing: With Patients and Providers

The publicly available individual patient STS risk calculator,� based on 
the most recent risk-adjustment algorithms, has been developed to rapidly 
disseminate knowledge to the bedside. This web-based online risk calcula-
tor can be employed to calculate prospective risk for a potential surgical 
patient with similar characteristics. Because it is publicly available, indi-
vidual patients and their primary physicians can access the information 

�  See http://66.89.112.110/STSWebRiskCalc261/.
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to improve their decision-making capability. This site, and other resources 
such as the risk algorithm coefficients and intercept, are examples of trans-
parency, which is essential in evaluating all information sources that pro-
vide outcome corrected for inherent patient risk. 

Sharing

With Other Databases

The value of linking this robust and accurate clinical database to other 
administrative and clinical databases is unlimited. The establishment of 
linkages can enhance the overall knowledge base, extend follow-up for 
adverse outcomes, and permit comparisons of providers, provider environ-
ments, and alternative therapies.

With Administrative Databases

The STS database currently follows patients only for 30 days or in-
hospital, thus reporting short-term mortality and morbidity results. The 
relationship of long-term outcome to procedural intervention is of particu-
lar value in assessing chronic diseases. Therefore it is imperative that we 
expand the outcome horizon using the National Death Index or the Social 
Security Death Index. The expense of the National Death Index may be 
prohibitive unless a payment mechanism is found. At this time, only a few 
STS sites can afford to independently accrue long-term information.

Parallel linkage, adding new information by matching STS patient 
encounters to administrative databases, can also add tremendous value. An 
enormous amount of accurate, detailed information is available from hos-
pital systems regarding drug use and other diagnoses and procedures that 
are not prespecified for inclusion in the STS database. These data can be 
matched directly, or through linkage to the secondary proprietary industry 
that has evolved to promote continuous improvement through benchmark-
ing hospitals. The melding of these databases would vastly improve the 
ability to risk-adjust outcomes and to detect low-probability events that 
occur with too little frequency to justify prospective collection by STS. The 
recently announced Food and Drug Administration (FDA) Sentinel Initia-
tive is likely to achieve this result through the Reagan-Udall Foundation, 
which will create public–private consortiums to share data, with the goal 
to provide postmarketing surveillance of drug safety.

The CMS longitudinal database for Medicare beneficiaries is perhaps 
the most critical linkage that has yet to be fully realized. Here, two-way 
interaction would provide the ability to more accurately risk-adjust out-
come, provide access to all professional and hospital encounters following 
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a cardiac procedure, provide an unlimited outcome horizon, and provide an 
avenue for direct physician participation in CMS quality improvement ini-
tiatives such as the PQRI. Furthermore, this linkage would provide the abil-
ity to transform the PQRI from a process-oriented, budget-neutral (within 
Part B) program into an outcome-oriented, budget-neutral (within Parts A 
and B) program that would provide meaningful and appropriate incentives 
for physicians. Ensuring that publicly funded data are used for the public 
benefit is one of the themes of the Institute of Medicine’s Roundtable.

The critical importance of the role of CMS cannot be overempha-
sized. The powerful linkage of physician payment to the documentation of 
medical necessity remains essentially unexplored. CMS has the capability 
to develop beneficiary problem lists, and therefore national problem lists, 
through beneficiary-registering evaluation and management services. If the 
national will is to promote better payment for evaluation and management 
services, an initiative to pay for accurate clinical databasing would best 
serve the national interest and provide a better ability to assess the impact 
of fiscal interventions.

With Other Clinical Databases

Other existing clinical databases, administered by other professional 
societies or disciplines, have the potential to provide insight into other 
aspects of a patient’s health status.

An example of this potential has been realized at our Duke Univer-
sity STS site, where we have linked an enhanced STS dataset to the local 
Duke cardiology registry, which is a subset of the American College of 
Cardiology and its national registry, the National Cardiovascular Data 
Registry (NCDR). By adding longitudinal outcome data through locally 
supported patient contact and interaction with the National Death Index, 
we have been able to evaluate the three main treatment alternatives for 
patients with documented coronary artery disease (coronary artery bypass 
grafting, percutaneous coronary intervention such as stenting, or optimal 
medical therapy).

We published data on 26,000 patients with significant coronary disease 
(Smith et al., 2006). We looked at the percentage of patients treated with 
PCI, and found that it increased from 20 percent in 1986 to about 60 per-
cent in 2005. The data show the introduction of the bare metal stent, and 
then the drug-eluting stent, were associated with these trends, and with 
the overall downward trend of coronary bypass grafting. In evaluating the 
outcome impact of these trends in treatment selection, we found that there 
was a longevity benefit with CABG compared to PCI (Figure 3-3) and that 
the CABG advantage was increasing despite theoretical advances in PCI 
(Figure 3-4) and PCI’s increasing application. These findings were replicated 
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in three other regions: northern New England (Malenka et al., 2005), the 
Midwest (Brener et al., 2004), and New York (Hannan et al., 2005)—made 
possible by clinical data sharing among specialties.

The logical extension of this work is to develop a national partnership 
with the American College of Cardiology NCDR, so that all sites participat-
ing in both STS and NCDR could share data. If augmented, at a minimum, 
by the National Death Index, it would become possible to better evaluate 
competitive/complementary therapies for cardiovascular disease. In addi-
tion, this would enable protection of the public health via liaison with the 
FDA to follow postmarketing outcomes of a variety of devices being intro-
duced as treatment options for cardiac patients (e.g., new coronary stents 
and percutaneous valve repair/replacement devices).

Challenges to Database Use for the Public Good

The first challenge to data sharing for the public good is the willingness 
of data owners to be transparent and enabling. In large part this is because 
of valid concerns about proper use of aggregate information, primarily 
because of the difficulties inherent in observational data analysis. National 
standards and consensus regarding reliable analytic methodology and pub-
lication requirements are lacking, and much of the public reporting relies on 
administrative data adjusted by proprietary methods that prevent verifica-
tion. Standards and consensus are essential to achieve the stated goals.

The second challenge is to develop systems that collect data as coded 
clinical information as a natural component of the patient care process, 
along with the resources to make this cost neutral to care providers. This 
will require cooperation among professional societies to standardize medi-
cal language, and cooperation with payers to reward participation in this 
process because it is for the common good. 

The Role of Payers and the Professions

We are entering an era when payers are leveraging their control of 
physician and hospital payments to promote improvement in the nation’s 
health. Their reliance on administrative data and process measures, and 
their reluctance to compensate for participation in the reporting of reliable 
clinical information and for outcome improvement, is concerning. The 
pathway to the least common denominator, which today is physicians and 
physician groups who lack access to reliable and pertinent aggregate patient 
information, will not suffice.

The development and utility of the STS database is hopefully an exam-
ple of professional self-regulation that should be promoted. Only through 
transparency of information and self-reporting through databases will we 
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restore the public trust in physicians. Clinical databasing and data sharing, 
promoted by the health system, will empower the fulfillment of professional 
responsibility. 
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4

Healthcare Data:  
Public Good or Private Property? 

Introduction

By virtue of the origins of clinical data with individual patients, and 
because these data are often compiled with public funds, they have many 
characteristics of a public good or public utility. This situation suggests 
implicitly that these data should be shared widely and used for the common 
good of improving the nation’s health and healthcare system. However, 
private entities also collect and analyze clinical data, often at great expense; 
place a proprietary value on clinical data; and protect these data as their 
own intellectual property. One of the goals of Clinical Data as the Basic 
Staple of Health Learning: Creating and Protecting a Public Good was to 
evaluate the nature of goods, both public and private, in the healthcare 
data marketplace and to propose concepts, opportunities, and guidance 
for improving access to and sharing of medical data. This chapter reviews 
perspectives on clinical data; effects of the medical care data marketplace on 
research priorities, gaps, and possibilities; characteristics of a public good 
or utility—and on which dimensions healthcare data compare; distinctions 
that can be made within data types or sources; barriers to broader sharing 
of and access to medical data; and the conceptual advances, guidance, or 
policy needed.

David Blumenthal, director of the Institute for Health Policy at 
Massachusetts General Hospital and Partners Health System, and now the 
U.S. national coordinator for Health Information Technology, describes 
the theoretical concept of a public good as a way to guide practical policy 
development around clinical data. Using biomedical research as an example, 
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Blumenthal explores how research data can have characteristics of a public 
good while simultaneously holding significant value and inherent costs as 
a private database asset. In addition, he discussed how taxpayer-funded 
data, collected and stored in a variety of public and private institutions, 
provide another opportunity to consider such data a public good. With 
taxpayer-funded data there is an obligation to evaluate the incentives of 
data aggregation along with the benefits of making such data more avail-
able. Ultimately this may lead to opportunities to have the public, legal, and 
legislative arenas address the future utility of clinical data. 

The potential to support evidence-based medicine through the wide 
variety of prescription drug and medical databases continues to grow 
because these data can offer greater insight into the practices of care deliv-
ery and safety surveillance. Current data sources have been constructed 
to serve as potential resources for research and commercial endeavors. 
William Crown, president of i3 Innovus, offers ideas on the elements to 
consider in building large, multifaceted data assets. From a private-sector 
perspective, Crown outlines some of the potential standardization, privacy, 
and statistical challenges associated with data aggregation and provides 
insight into the variety of sources of clinical data. As guidance for future 
database developments, he characterizes the increasing demand for a data 
resource that draws information from multiple, diverse sources of medical 
data and, in turn, synthesizes those data into a tool available for a wide 
range of healthcare activities, including research and evidence generation. 

Given the growing complexity of data gathering, access, and pooling, 
many legal issues must be considered. Nicolas Terry, Chester A. Myers 
Professor of Law and codirector of the Center for Health Law Studies at 
Saint Louis University School of Law, provides an overview of legal rules 
and regulations that preclude effective data sharing and aggregation. Terry 
elaborates on concepts of property and inalienability rules, the disconnect 
between federal and state regulations, and the continued development of 
legal models protecting privacy of health data. One area discussed is the 
notion of a combined National Committee on Vital and Health Statistics 
(NCVHS) secondary stewardship model with that of the European data 
directives, which might guard against data misuse while addressing the 
growing need for access to patient clinical information by supporting strong 
obligations for data stewards.
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Characteristics Of A Public Good And How 
THEY ARE Applied To Healthcare Data

David Blumenthal, M.D., M.P.P. 
Director, Institute for Health Policy at  

Massachusetts General Hospital/Partners Health System 
Physician, Massachusetts General Hospital

This paper will review the classic definition of a public good and dis-
cuss how that definition applies to healthcare information under varying 
circumstances. The paper will also examine rationales for making data 
publicly available even when they do not meet the classic definition of a 
public good. These rationales apply to situations in which government has 
supported—through financial or other means—the development of the 
data in question or in which making the data publicly available has major 
benefits (i.e., positive externalities) that are not captured in normal market 
transactions. The purpose is to provide a framework for evaluating the 
case for public release of varying types of data; one Roundtable theme is to 
ensure that publicly funded data are used for the public benefit.

Some say that in theory, there is no difference between theory and 
practice, but in practice there is. The observations that follow are made on 
the assumption that theory still matters. I will start with rather esoteric, 
highly abstract observations, then make the argument that theory actually 
provides practical guidance in the development of policy and action. 

Theory is of practical importance because it strongly affects the political 
thinking of key actors, whether they are aware of this effect or not. Ideology 
is a powerful force in our highly partisan political environment. This ideology 
concerns first and foremost the role of markets in our polity, and assump-
tions about what markets do well and do not do well. Decisions about the 
management of health information will involve politics at many levels and 
they will, consequently, involve ideology. If information is to be treated in any 
respect as a public good, it will be necessary to keep in mind that nonmarket 
mechanisms have a role in its management and distribution. 

What is a public good? Many of us think we know what a public good 
is, and the term is often used, but it is a term in which intuition is not a 
good guide. There is a common supposition that a public good is something 
that is so good that somebody—usually the government—should make sure 
that anyone who wants and needs it can get it. This intuitive definition of a 
public good, however, is a reflection of moral, not economic, reasoning. 

The Economics 101 definition of a good is that it is a product or ser-
vice. It has no intrinsic merit; its goodness is determined by its value in the 
marketplace. Diamonds and gold have goodness in that they have market 
value. Straw is not so good unless you believe, as in the fairy tale, that straw 
can be turned into gold; alchemists broke many wands over that effort. 
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But markets don’t always work. When markets fail it means they have 
ceased to be efficient at determining or recognizing the value of a good or 
service. When that happens, socially optimal rates of production or patterns 
of distribution are not achieved.

Where and when do markets fail? One time where they fail is when 
there is a moral revolt against the operation of markets. Markets can also 
fail in the cases of pure public goods and quasi-public goods. An example 
of a market that has failed because of public abhorrence is the slave market. 
This market was common at one time, but of course it is no longer per-
mitted in the United States. Many other markets are banned in the United 
States on moral grounds: contract killing, sale of human organs, selling 
votes, illicit substances such as heroin, and sale of cigarettes to minors. The 
fact that restrictions on gambling and alcohol have declined shows that 
moral restrictions can change over time. Another example is prostitution, 
which is not only allowed, but flourishes in a few parts of this country.

Another type of market failure is more relevant to the discussion at 
hand and defines the pure public good in economic terms. Pure public 
goods cannot be efficiently traded for two reasons: they are nonrival and 
they are nonexcludable. Defining a good as nonrival means that using the 
good does not preclude others’ use of the good. In effect, the marginal cost 
of nonrival goods use is zero, and therefore an efficient market should price 
the marginal use of that good at zero. No money should be made in an 
efficient market from the sale of that product. In accordance with a Round-
table theme, we must correct the market failure for expanding electronic 
health records. 

A good is nonexcludable if, even if wholly owned and paid for, its 
use and benefit by others cannot be prevented. Both Einstein’s theory of 
mass-energy equivalence and the double-helix nature and structure of the 
DNA molecule are examples of public goods. Both are the products of 
fundamental research. The theory of special and general relativity and the 
structure of molecules of DNA are nonrival because, no matter how often 
the research results are used, their value remains and they are available for 
general use. Furthermore, it would have been virtually impossible for these 
findings to have had any value if they were not widely shared. Einstein 
did not just dream up his theory in isolation—he validated it by sharing it 
broadly within the community of physics to allow it to be critiqued. Simi-
larly, Watson and Crick broadly shared their findings. In fact, replication of 
this kind of research result is critical to establishing its value. The scientific 
method in itself requires broad dissemination of results to confirm their 
validity, and once disseminated, their use can’t be restricted. That is, they 
are fundamentally nonexcludable.

The public-good nature of basic research is something that people 
of every political persuasion in this country accept. Across the spectrum of 
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ideological opinions about markets, from those who cherish them to those 
who revile them, there is no question that basic research is nonrival and 
nonexcludable, and that its support is an appropriate and necessary role of 
government. That is why the National Institutes of Health (NIH) and the 
National Science Foundation (NSF) are not controversial public programs. 
Differences on degrees of support may vary in terms of the inherent value 
of their basic research, but few argue that markets could achieve what these 
agencies do. In fact, the government produces many examples of classic 
public goods without controversy. One is national defense. For example, an 
individual’s use of an aircraft carrier for protection does not exclude general 
use of it, nor does it diminish the value to others. 

There are also quasi-public goods. These are a little more relevant 
to our discussion of healthcare data. A quasi-public good is one whose 
production or consumption generates or might generate effects on third 
parties. It might be a case in which my contract with you has an effect on 
somebody else in this room who is not a party to that contract. It could be 
a positive or a negative effect. The consequences of the effect on the third 
party are not captured in the market transactions between the individuals 
who participate in the private purchase and sale.

There are also cases where goods may be nonrival, but not nonexclud-
able, or perhaps nonexcludable, but not nonrival. These are things that 
don’t exactly fit the definition of a public good, but there is a public feel to 
them. There are also many examples of goods that are quasi-public because 
of their externalities—their effects on third parties not directly involved in 
the market transactions involving the goods. Energy production and, to 
an even greater extent, energy consumption are cases in point. Another is 
chemical production with the pollution of air and water. Clearly this has 
externalities.

Applied biomedical research has aspects of a public good as well as 
aspects of a quasi-public good. Knowledge concerning research related to a 
particular drug or device can be appropriated up to a point. It is excludable 
within limits and it is rival within limits. Clearly one can keep this kind of 
information secret and benefit from it in a marketplace, and many medical 
device companies make their living without patenting by keeping secret 
how their devices are produced. In some such cases making the information 
available would broadly benefit society, leading to the advancement of other 
knowledge. Keeping knowledge private causes a loss of efficiency, but we 
tolerate this loss for the gain that is created by the incentives for innovation 
resulting from the opportunity for economic gain. 

The purpose of patent law is to mitigate the efficiency loss. The criti-
cal feature of patent law is that in order to get a patent, one must reveal 
the science and practice that led to the patent. To obtain exclusivity, the 
monopoly that is granted by the government requires making public the 
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information underlying the patent. That makes scientific progress based 
on protected information possible, while individuals enjoy economic fruits 
of innovation. 

In the course of this workshop’s discussions of large private clinical 
databases, some of the examples used are of groups that have made public 
the data they collect available to third parties essentially free of charge, 
usually out of altruism. That is wonderful, of course, but as a society we 
have not organized ourselves around altruism as a guarantee of any par-
ticular outcome. The real-world, large clinical databases have an aspect of 
a quasi-public good because they are not pure public goods in any sense. 
They are definitely excludable. Kaiser could exclude others from the use of 
their database, as could my own institution, the Partners Health System. 
These data create opportunities for private gain. The data create competi-
tive advantage by enabling organizations to learn from their experience, 
perhaps to achieve better outcomes than their rivals; for example, they may 
learn how to treat a certain disease better. Organizations might be willing 
to sell clinical information, but are probably not sharing information for 
free. This is the equivalent of using trade secrecy for medical practice, and 
it is possible today. 

As with applied research, there is a nonrival aspect to such informa-
tion. In a local market, it is true that people compete with others on a 
new treatment for diabetes or coronary artery disease; however, someone 
in Singapore probably could not compete with me, and there might be 
enormous gains to sharing the knowledge with people in Singapore. When 
discussing large clinical databases, the fact is that the marginal cost of using 
the database is virtually nothing. The data runs and bytes of information 
are there whether used or not. They are not used up. 

The principal questions for this discussion concern what to do with 
privately maintained databases that have private costs and value: databases, 
in other words, that given parties will neither construct nor share out of 
altruism, but for which large externalities exist. Therefore, in effect, a way 
must be found to realize these benefits without losing the incentive to put 
the database together.

Also relevant to this discussion is the existence of another type of 
less controversial informational public good. Data found at the NIH, for 
example, or developed through the National Health Interview Survey or 
National Census represent situations where the taxpayer has paid for the 
information to be collected. The data may not be very useful by the time 
they actually move into the public domain, but eventually they become 
available. Restrictions are placed on such data—for example, for national 
security purposes, not all defense-related data are public. Additionally, at 
certain times, making data available to the public is inefficient. The Bayh-
Dole Act of 1980 was meant to remedy underuse of results of publicly 
funded research when there was no way to privatize the resulting intel-
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lectual property. The legislation sought to encourage, by creating private 
incentives, the use of publicly developed information.

In general, there are two solutions to determine whether information 
is a quasi-public good or a public good. The first solution is to increase the 
appropriateness or excludability of information. We have used patents and 
copyrights to do that. The second is to have the government produce the 
good in question. NIH and NSF are examples of those. In closing, we need 
to acknowledge that this is not going to be simple. Joseph Stiglitz, who 
won the Nobel Prize in economics, recently wrote this about public goods: 
“The concept of intellectual property . . . is not just a technical matter. 
There are judgment calls and trade-offs, with different people . . . affected 
differently by alternative decisions. . . . In practice, decisions are made on 
a case-by-case basis.” 

Characteristics of the Marketplace 
For Medical Care Data

William Crown, Ph.D. 
President, i3 Innovus 

This paper will consider the various sources of medical and prescription 
drug data that are available to support real-world safety surveillance and 
other types of evidence-based medicine. It will consider why these databases 
are initially constructed, the implications this has for their use as research 
tools, and their commercial applications. The paper will conclude with some 
thoughts about how it might be possible to construct a data asset that would 
represent the broad experience of patients from several national databases.

Although we often lament the inadequacies of research databases in the 
United States, we are data rich compared with most other nations. We have 
national probabilistic surveys (e.g., National Medical Expenditure Survey 
[NMES]/Medical Expenditure Panel Survey [MEPS]; Medicare Current 
Beneficiary Survey [MCBS]; Surveillance, Epidemiology, and End Results 
[SEER]; National Long Term Care Survey [NLTCS]; and National Health 
and Nutrition Examination Survey [NHANES]); hospital discharge data 
from payers (e.g., Healthcare Cost and Utilization Project [HCUP]/National 
Immunization Survey [NIS]); pharmaceutical claims (e.g., drug-switch data 
from IMS and Wolters-Kluwer); linked enrollment; medical and drug claims 
databases from commercial health plans and large self-insured employers; 
and combinations of such databases assembled and made available in 
the form of commercial databases by data aggregators such as Ingenix, 
Medstat, and Pharmetrics. In addition, there are a variety of government 
databases, including state Medicaid files (Medicaid Statistical Information 
System [MSIS] and State Medical Research Files [SMRF]) and the Medicare 
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5 percent sample available from the Centers for Medicare & Medicaid 
Services (CMS). Integrated medical claims, prescription drug data, and 
enrollment information are also assembled by the Department of Defense. 
Although not necessarily available to outside researchers, electronic medi-
cal record (EMR) databases exist for several health plans. Large physician 
practices also frequently have such data and, as a by-product of providing 
EMR software, several vendor organizations have built aggregated EMR 
databases. Finally, numerous patient registries follow patients longitudi-
nally if they have a given condition or have been treated with a particular 
therapy. This is not an exhaustive list, of course, but it provides a sense of 
the breadth of data available in the United States (Box 4-1).

BOX 4-1 
Sources of U.S. Medical Care Data

•	 National Probabilistic Surveys
	 –	 NMES/MEPS
	 –	 MCBS
	 –	 SEER
	 –	 NLTCS
	 –	 NHANES

•	 Hospital Discharge Data, all payer
	 –	 HCUP/NIS

•	 Pharmaceutical Claims
	 –	 Drug Switches
	 	 o	 IMS
	 	 o	 Wolters-Kluwer

•	 Linked Medical and Drug Claims
	 –	 Data aggregators, commercial
	 	 o	 Ingenix
	 	 o	 Medstat 
	 	 o	 Pharmetrics
	 –	 Government
	 	 o	 MSIS
	 	 o	 Medicare 5% sample
	 	 o	 VA
•	 Disease Registries



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

HEALTHCARE DATA: PUBLIC GOOD OR PRIVATE PROPERTY?	 145

The national probabilistic surveys and, to a lesser extent, the disease 
registries are probably the only types of data in our list that are collected 
specifically for research purposes. We end up using the other types of data 
for research, but that was not their original purpose. Although voluminous 
for their service types, the large inpatient databases such as HCUP and the 
NIS, as well as the prescription drug databases from organizations such 
as IMS and Wolters-Kluwer, typically are not linked to other data types 
such as outpatient medical claims. As a result, they are not as useful for 
most questions regarding safety surveillance, comparative effectiveness, or 
evidence-based medicine.

My focus here is on the linkage of drug data with medical claims 
because those sources provide the most comprehensive view of drug treat-
ment or treatment of a patient, whether it is with a procedure or with a 
pharmaceutical, and then capture all the other healthcare uses of those 
patients. This is also true with respect to medical records in certain settings 
(staff model health maintenance organizations), and not necessarily true in 
other settings (e.g., specialized oncology or cardiovascular clinics). 

A variety of sources of linked medical and drug claims data are avail-
able. Large commercial health plans and employers often have such data, 
but for their own systems. There are companies that provide data aggre-
gation services, pooling data from multiple sources, such as health plans 
and employers. These organizations reformat and standardize the data 
and feed back to the contributing sources information on healthcare use and 
benchmarking. Sometimes they also measure correspondence with practice 
guidelines. Data aggregators also provide similar services to government 
agencies. For example, for many years CMS has funded the development 
of state Medicaid databases (tape-to-tape, MSIS, and SMRF) that combine 
longitudinal deidentified data on beneficiary enrollment, medical claims, 
and drug claims. Similarly, CMS has historically built linked inpatient and 
outpatient claims datasets for the entire Medicare population and made a 
5 percent sample of these files available to researchers. 

With a few notable exceptions, the kinds of rich, longitudinal data 
that we have in the United States either do not exist or are not accessible 
to researchers in other parts of the world. Examples of what is available 
include the Nordic registries in Norway, Sweden, and Finland. Probably 
the best known research database outside of the United States is the United 
Kingdom’s General Practitioner Research Database, an outpatient encoun-
ter database. In addition, the Saskatchewan data in Canada are similar to 
U.S. claims data. 

The federal government, actuarial consulting firms, academic researchers, 
and pharma are among those who license commercial U.S. research data-
bases. Claims aggregators spend literally hundreds of millions of dollars 
entering these data, pooling them, standardizing them, and trying to turn 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

146	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

them into something useful. It is easy to underestimate what a big job that 
is. Consider, for example, that there is no such thing as a hospitalization in 
a claims database—all you have is many events happening in the hospital. 
Every encounter generates a claim. You have to figure out what constitutes 
a hospital stay, when the person was admitted, and when he or she was 
discharged, then roll up all the events that take place between the dates of 
admission and discharge and, in essence, create a hospital stay. Researchers 
have to cull bad information (e.g., men who show up as having had hys-
terectomies). It takes a lot just to process the volume of claims information 
in such databases even when the format is similar. One might think that 
data from commercial health plans would be formatted in similar ways, 
but they actually have different formats and different record layouts. Data 
aggregation is further complicated when you start thinking about pooling 
across different data sources. For example, how do you effectively combine 
information from different health plans, where one plan has fee-for-service 
dollar amounts attached to each service provided and another plan is fully 
capitated and only the service encounters are recorded? Similar issues arise 
in the pooling of medical records data across multiple sources when these 
sources use different medical record systems. The complexity of pooling 
claims data with medical records data is even more complicated. In short, 
an enormous amount of effort and considerable financial investment are 
required to develop large databases that pool information across multiple 
sources.

After putting all this effort into creating these databases, it is not 
surprising that claims aggregators commonly create deidentified research 
databases that they then license to third parties. They license the data 
to the federal government and to actuarial consulting firms that use the 
data to develop benefit designs. They also license the data to academic 
researchers, generally at reduced rates. The largest market for these com-
mercially licensed databases undoubtedly is pharma, which uses the data 
for a variety of purposes, including outcomes research, safety monitoring, 
tracking market trends, and many others.

In terms of content, the standard medical claims database includes enroll-
ment information and pharmacy, physician, and facility claims (Figure 4-1). 

These data elements are linked together via a unique member ID. This 
is extraordinarily rich information in one sense; in a health plan context, 
it captures every interaction with the healthcare sector reimbursed by the 
patient’s insurance—every procedure and date of service, diagnosis, pre-
scription drug filled, use of the emergency room or hospital, and so forth. 
By rolling all of this information together for each plan member, one can 
create episodes of care and can follow patients longitudinally in the data, 
collecting all the information about adverse events, total healthcare use, and 
more. Of course, all of this is subject to drawbacks given that these data 
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FIGURE 4-1  Data availability in a large health plan.

were never intended for research purposes, so there are inherent pitfalls, 
such as falsely inferring causality or erroneous coding. Depending on the 
database, there may also be information on laboratory test results or the 
social demographics of patients. The addition of sociodemographics such 
as income, net worth, education, self-reported race/ethnicity, and so forth 
represents an attempt to further enhance the data that are typically avail-
able just from the administrative claims and to try to find additional sources 
of variation and healthcare use that one wouldn’t be able to observe from 
the health claims themselves. 

The discussion thus far has focused on deidentified databases. However, 
in certain situations, such as in large health plans or physician practices, 
there is also the possibility to access protected health information (PHI), 
under Institutional Review Board (IRB) approval, to abstract medical charts 
and conduct surveys of the patients related to reasons for medication behav-
iors and health-related quality of life. Those data can then be combined 
with the administrative data already captured for these patients in the sys-
tem. For example, when patients are found to be switching medications, it 
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is always possible to try to analyze this move with deidentified data, looking 
at factors such as changes in benefit design on subsequent drug switches. 
However, the real reasons for the switching behavior may not be observ-
able in the claims data. A patient may discontinue an antihypertensive 
drug because he or she feels no direct physical evidence showing the drug 
is effective in lowering blood pressure. Alternatively, the patient may not 
like the idea of being dependent on a drug, may be concerned about side 
effects, or may they think the drug is not really working. In short, a variety 
of reasons for behaviors cannot be observed in the claims data and can 
only be gathered from the patient. Similarly, to fully understand behaviors 
of physicians, it is necessary to interview them. 

Large retrospective claims databases can be particularly useful for 
safety signal detection. However, because of a variety of issues about the 
reliability of diagnostic coding in such databases, it is desirable to have 
access to medical records for the patients represented in the data. Again, 
this requires access to the PHI.

Aside from data quality issues themselves, there are challenges in draw-
ing reliable inferences about cause and effect from observational data of any 
sort. Nonetheless, with current statistical methods, we can do a lot with 
observational data to control for confounders. Moreover, these data represent 
the real world, as opposed to the carefully controlled settings of clinical trials, 
which typically cover only small, carefully selected patient populations and 
therefore do not necessarily represent the patient populations that ultimately 
are going to use the drug. Also, follow-up periods are often short. 

From the standpoint of forecasting what is going to happen in the real 
world, there are at least as many dangers in the use of clinical trials data to 
predict real-world outcomes as there is danger in inferring cause and effect 
from observational data. At least in the latter case, we observe real-world 
outcomes in actual patient populations using the drug. Both types of infor-
mation have a role. Randomization enables reliable statistical inferences 
about cause and effect to be drawn for the patient population in the trial. 
Real-world observational studies allow us to see what transpires in actual 
clinical practice.

From the standpoint of payers, one issue from a health economics 
standpoint is establishing the value of pharmaceutical treatments and other 
interventions. This is particularly the case given that so many of the new 
products emerging from clinical development programs now are biolog-
ics, with very high price points, 10, 20, 30, or even 100 times the price 
of existing conventional pharmaceuticals. In many countries (especially 
northern Europe, Canada, and Australia), coverage and reimbursement of 
new therapies has been predicated on the demonstration of relative cost 
effectiveness. However, estimates of comparative cost-effectiveness have 
generally combined efficacy and safety data from clinical trials with real-
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world cost data from other sources. The reality is that historically we have 
not had good data from clinical trials regarding effectiveness in real-world 
patient populations in order to figure out relative cost-effectiveness. This is 
going to drive a need for real-world data collection—going beyond retro-
spective data to collect clinical data that we typically do not have in these 
administrative databases to get the clinical endpoints about effectiveness. 
It is a significant challenge to collect information about patient-reported 
outcomes—in particular, health-related quality of life.

Where are we headed? In terms of the trade-offs between a pooled 
mega-database and pulling data from different data aggregators, the need 
is growing for a mega-database that would pull data from different health 
plans, the Department of Veterans Affairs, Medicare, and so forth. Then we 
would need to standardize the data, and create a public good that will be 
available for research, for cost-effectiveness studies, and for real-world drug 
safety to be able to understand guideline compliance of physician practices 
and other issues. There are some real challenges (Box 4-2).

BOX 4-2 
Mega-Database or Distributed Network?

•	 Pooled Database
	 —	Advantages
	 	 o	 Facilitates deduplication of patient data
	 	 o	 �Statistical analysis of rare outcomes
	 —	Disadvantages
	 	 o	 �Concerns of data contributors make it unlikely that they will 

contribute their data to a pooled database
	 	 	 ■	 Investment of data aggregators
	 	 	 ■	 Competitive concerns of health plans
	 	 	 ■	 Concerns about protecting patient confidentiality
	 	 o	 Very costly to build and maintain

•	 Distributive Network
	 —	Advantages
	 	 o	 Effectively deals with concerns of data contributors
	 	 o	 �Prior examples of successful collaborations of multiple health 

plans (e.g., HMO Research Network)
	 	 o	 Less expensive to build and maintain
	 —	Disadvantages
	 	 o	 Deduplication of patient data
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One of the biggest challenges is the need to deduplicate the data. For 
example, in order for the database to be valuable, it is necessary to recog-
nize that person A—who originally starts out as an enrollee with United 
HealthCare and then 6 months later switches to Aetna—is the same per-
son. That is a big challenge. Conceptually, the simplest way to accomplish 
deduplication is to pool the data. In terms of statistical analysis of rare out-
comes, this would result in huge sample sizes. As a consequence, the ability 
to follow large cohorts of people longitudinally would provide researchers 
with the statistical power to detect extremely rare events that could not be 
detected, or certainly not in a statistically significant way, within smaller 
subsets of the data. There are some real advantages to that.

As discussed earlier, however, a significant challenge to constructing a 
pooled mega-database for the purposes of evidence-based medicine is the 
cost of building and maintaining such a database. Even the construction 
of a pooled database built from similar data streams (e.g., commercial 
health plans) is a huge task. Pooling data from sources with very different 
data structures (e.g., medical claims and EMRs) would be a monumental 
effort. 

Institutions contributing information to a pooled database generally 
have a variety of concerns. For example, although health plans gener-
ally have an interest from a public health standpoint in contributing their 
data to a pooled database, they may have concerns about the potential to 
inadvertently provide their competitors with information on charges and 
payments for different types of services, benefit design, and more. Health 
plans are also very concerned about protecting patient confidentiality. Any 
time patient-level data (even though they are deidentified) are made avail-
able to third parties, the potential exists for reidentification of a patient 
either intentionally or by accident. 

Finally, data aggregators who have invested tremendous amounts of 
money in creating their databases will be hesitant to turn them over to a 
pooled database unless they have a commercial incentive that enables them 
to recoup the value of the investments they have made in constructing these 
databases. 

For all of these reasons, we need an alternative to the pooled mega-
database model. One alternative is a distributive research network. Data-
bases already exist in different health plans that use a common EMR 
provider. As a result, the data are fairly similar and could be combined. 
Similarly, large commercial health insurance databases already exist that 
link patient enrollment, medical claims, and drug claims. Rather than 
trying to pool everything in one massive file, these large subsets of data 
could be kept as separate nodes in a distributed network. It would be pos-
sible to conduct research within the databases represented by each of the 
nodes through a standard research protocol, and then to pool the results 
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afterward. Such an approach is potentially a way to address the possible 
concerns of data contributors. The chief disadvantage of this approach is 
the patient deduplication issue, which, of course, is a major strength of the 
pooled mega-database model. 

One issue currently being considered by the Food and Drug Administra-
tion (FDA) Sentinel Network is exactly this issue—how to develop methods 
either with restricted databases or with IRB approval for the deduplication 
function to pool data across multiple sources. Although the FDA is inter-
ested primarily in drug safety, it seems clear that the Sentinel Network 
might also meet the objectives of a public good database for the purposes 
of evidence-based medicine and comparative effectiveness research. It is 
fair to say that broad interest is coalescing around the virtues of creating 
a public database to support evidence-based medicine and safety research. 
We will get there a lot faster if we recognize the practical challenges raised 
by alternative data models, as well as the issues and concerns of all the 
stakeholders. 

Legal Issues Related To Data Access, Pooling, and Use

Nicolas P. Terry, LL.M. 
Chester A. Myers Professor of Law��,  

Codirector, Center for Health Law Studies 
Saint Louis University Law School

Introduction

The legal system enters the “public good” debate because it reflects 
and thus perpetuates the current “excludability” state of clinical data with 
property and intellectual property models. Furthermore, market exchanges 
or shifts to public good “nonexcludability” face legal barriers (e.g., privacy, 
confidentiality, and security) that are designed to reduce or eliminate nega-
tive externalities suffered by data subjects. This paper identifies the major 
clusters of legal rules that create barriers to clinical data morphing into a 
public good: property or inalienability rules, federal–state disconnects, and 
evolving data protection models. The paper concludes with some observa-
tions on approaches to resolving the current excludability rules and, some-
what counterintuitively, argues that a more rigorous data protection model 
will be required as a prerequisite for greater access to patient data.

Three clusters of legal issues potentially create barriers to the adop-
tion of a public good model for clinical data. They are described herein 
as property rules, federal–state vectors, and data protection. However, to 
understand them requires some initial observations regarding the legal sys-
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tem and its historically unsatisfactory interaction with health information 
technologies (HITs).

First, in this debate the legal system is neither a spectator nor an inde-
pendent actor. Legal models enter the equation because they reflect and 
so perpetuate the intended or perceived current state of public policy. The 
frame for “public goods” analysis begins with the recognition that they 
exhibit the characteristics of “nonexcludability” and “nonrivalrous” con-
sumption (Cowen, 2002). These characteristics may cause market failures 
in information properties because they encourage free riders and can create 
positive externalities (Cowen, 2002). As Yochai Benkler explains, we apply 
legal protection to information properties because of our willingness “to 
have some inefficient lack of access to information every day, in exchange 
for getting more people involved in information production over time” 
(Benkler, 2006). That is, we “trade off some static inefficiency to achieve 
dynamic efficiency” (Benkler, 2006). By enabling excludability regimes (via 
property or, more typically, intellectual property laws), we seek to promote 
a dynamic efficiency model. Today, the legal system considers itself as being 
under a mandate to create or support structures that treat clinical data as 
a private good (NRC, 2003c). It follows that any move away from clinical 
data excludability to public good status must deal not only with the techni-
cal legal barriers also with their economic underpinnings.

Similarly, exchanges between data stewards that facilitate nonrival con-
sumption of information properties (including interinstitution sharing of 
records data for outcomes research and the sale of clinical data for market-
ing purposes) or novel public goods exceptions to nonexcludability regimes 
may impose negative externalities on the data subjects. Data protection 
laws are designed to eliminate or reduce these externalities.

Second, the legal system is rife with uncertainties. To the befuddle-
ment of “real” scientists, lawyers seems to spend less time providing effi-
cient “yes/no” answers, and far more billable time delivering annoyingly 
inefficient “maybe” responses (Solum, 1987).� Consider some of the real or 
perceived barriers to HIT and how many physicians have been discouraged 
from improving access to care by using telemedicine because of uncertain-
ties about the impact of state licensure laws, the standard of care, or the 
application of malpractice insurance (Terry, 2004). This sense of uncer-
tainty or indeterminacy is increased by the legion of “legacy laws,” such as 
records laws predating electronic clinical data collection and the potential 
for data mining of records to improve outcomes and effectiveness. 

Overall, it is tempting to recall a well-known phrase coined by an 
Australian judge discussing the interaction of law and medicine: “Law, 

�  There is a long tradition in the legal literature of examining this phenomenon at various 
levels of abstraction. 
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marching with medicine but in the rear and limping a little” (Windeyer, 
1970). As discussed below, these tendencies toward indeterminacy are 
exacerbated by the relationship between federal and state regulatory and 
statutory models. Furthermore, interlocking problems of indeterminacy, 
outdatedness, and overlapping or contradictory legal regimes applied to HIT 
and health information exchange (HIE) reinforce the sense of unintended 
consequences. Such consequences range from the technical (e.g., regulatory 
safe harbors notwithstanding, stark and antikickback barriers to market 
transactions between providers to accelerate the adoption of e-prescribing 
and electronic health records, or EHRs�) to the conceptual (e.g., the Health 
Insurance Portability and Accountability Act’s, or HIPAA’s, compliance-
based, provider-centric data protection model that tends to confirm the 
proprietary, or private goods, nature of clinical data by encouraging pro
viders to wall off the data as “theirs” rather than treat it as held in trust 
for their patients or the public). 

Property/Inalienability Rules

Ownership of Medical Records

State law continues to dominate the records space. Licensure laws cre-
ate duties of accuracy, completeness, legibility, and timeliness (Nev. Rev. 
Stat., 2008; N.M. Stat., 1978; Wyo. Stat. Ann., 2005), while other state 
laws regulate the alteration of records (Nev. Rev. Stat., 2008) or their reten-
tion (La. Rev. Stat. Ann., 2001; N.M. Stat. Ann., 2008). Providers who 
breach these standards may face disciplinary sanctions (Nieves vs. Chassin, 
1995; Schwarz vs. Bd. of Regents, 1982). State malpractice principles weigh 
in on some questions about the sufficiency of records (Thomas vs. United 
States, 1987), while the emerging tort of spoliation of evidence increasingly 
deters alteration or destruction of records (Pikey vs. Bryant, 2006; Rosen-
blit vs. Zimmerman, 2001). Increasingly, national accreditation standards 
such as the Joint Commission on Accreditation of Healthcare Organizations 
(JCAHO) rules� and federal Medicare standards (CMS, 2005) are entering 
the records space by mandating record retention rules.

This mixed legal basis carries over to the question of property rights 
in clinical data. It is generally accepted that doctors own the medical 
records they keep about patients (��������������������������������������    Regensdorfer vs. Orange Regional Medi-

�  See http://www.hhs.gov/healthit/certification/stark/. 
�  See Joint Commission on Accreditation of Healthcare Organizations, IM.6.10: “The 

medical record contains sufficient information to identify the patient; support the diagnosis/
condition; justify the care, treatment, and services; document the course and results of care, 
treatment, and services; and promote continuity of care among providers.”



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

154	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

cal Center, 2005; �������������������������������������������������������        Waldron vs. Ball Corp., 1994���������������������������    )��������������������������    . Statutes in some states 
(Fla. Stat., 2009���������������������������������������������������������        )��������������������������������������������������������         and practices endorsed by the American Medical Associa-
tion (AMA, 1983) confirm this position. State statutes have extended this 
model to hospitals and their ownership of records (Fla. Stat., 2009; Tenn. 
Code Ann., 2004). 

Arguably, the position on ownership of records is slightly more compli-
cated. Although patients may not own the actual paper records, they may 
have some ownership rights in the information contained in the records 
(although this position has been rejected by the High Court of Australia 
[Breen vs. Williams, 1996]). The federal HIPAA confidentiality rule sought 
to be agnostic on the issue, purporting to govern only use and disclosure of 
certain records. However, HIPAA grants quasi-property interests to patients 
in their records by recognizing rights of access (CMS, 2003a) and modifica-
tion (CMS, 2003b).

Although it did not address the issue of property rights in records or 
other clinical data, the well-known case of Moore vs. Regents, Univer-
sity of California,� is a useful starting position from which to predict the 
likely judicial attitude to property-based arguments by patients (Moore vs. 
Regents, University of California, 1990). In Moore, the Supreme Court of 
California held that a leukemia patient did not have a property-based inter-
est in his removed tissue from which the defendant established a potentially 
profitable cell line. The court reasoned that the extension of the conversion 
tort, by which such interests may be protected, would potentially “punish 
innocent parties” (downstream researchers) or “create disincentives to the 
conduct of socially beneficial research.”� However, another reason for the 
conclusion flowed from the same court’s recognition of causes of action 
for breach of fiduciary duty or lack of informed consent that could pro-
vide remedies against the physician. Moore, therefore, begs the question 
of whether a physician or hospital should obtain consent from a patient 
regarding the use of the patient’s data beyond the point of care. Similarly, 
would a fiduciary duty be breached if a provider sought to monetize data 
extracted from a record?

One final property-related complication regarding EMR may require 
attention. Some EMR technology providers (the owners of the enabling 
software platform) may retain proprietary rights in that technology and so 
to an extent the records built on that platform (Harty-Golder, 2007). In 
most cases this issue should be resolved in advance by licensing agreements 
between the healthcare provider and the software vendor. However, as 

�  For subsequent cases dealing with the disputes between researchers and healthcare institu-
tions over issues of property and other rights in cells and genetic materials, see Greenberg vs. 
Miami Children’s Hosp. Research Inst., Inc., 264 F. Supp. 2d 1064 (S.D. Fla. 2003); Wash. 
Univ. vs. Catalona, 490 F.3d 667 (8th Cir. Mo. 2007). 

�  See 793 P.2d at 144.
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interoperability (e.g., a standardized export format) increases, the impor-
tance of this issue should diminish.

IP and Trade Secret Protections

In most situations, and as is generally the case with information proper-
ties, the legal system will treat the content of records and derived clinical 
data as more abstract properties that potentially are protected by the law of 
intellectual property (IP). Clinical data claims for IP protection could arise 
under patent or copyright laws. In practice, however, related protections 
under the law of trade secrets may be more important. 

In 2007 the Supreme Court took some initial steps away from limitless 
patentability by tightening the requirement of “obviousness” as applied to 
patent claims (KSR vs. Teleflex, 2007). Notwithstanding, there is authority 
that medical records software is patentable (Micro Chem., Inc. vs. Lextron, 
Inc., 2003), although it is doubtful whether that status extends to the actual 
record created using the software. 

The law of copyright protects most written works. However, records 
data or derived clinical data may be viewed as merely factual, and copy-
right law does not protect facts, including medical and biographical facts 
(N.Y. Mercantile Exch., Inc. vs. Intercontinental Exchange, Inc., 2007). In 
limited situations, the question of copyright protection might be satisfied by 
the way the facts are arranged (Inc. vs. Chinatown Today Pub. Enterprises, 
Inc., 1991; Matthew Bender & Co. vs. West Publ. Co., 1998) or by their 
supplementation with creative work (CCC Information Servs. vs. MacLean 
Hunter Mkt. Reports, 1994; Harper & Row, Publishers, Inc. vs. Nation 
Enterprises, 1985). Furthermore, although facts themselves can never be 
the subject of copyright, their organization may be protected as a “com-
pilation” (United States Code, 1992). In Feist Publications, Inc., v. Rural 
Telephone Service Co., a case dealing with lists of subscribers in a telephone 
directory, the Supreme Court limited copyright protection for nonoriginal, 
noncreative works (Feist Publications, Inc. vs. Rural Telephone Service Co., 
Inc., 1991). Notwithstanding, the creativity threshold is quite low. The Feist 
court famously held that “‘Original,’ as the term is used in copyright, means 
only that the work was independently created by the author (as opposed 
to copied from other works), and that it possesses at least some minimal 
degree of creativity” (Feist Publications, Inc. vs. Rural Telephone Service 
Co., Inc., 1991). Thus, it has been stated, “a compilation of preexisting 
facts . . . can still meet the constitutional minimum for copyright protection 
if it features original selection, coordination or arrangement of those facts” 
(Victor Lalli Enterprises, Inc. vs. Big Red Apple, Inc., 1991).�

�  See generally David E. Shipley, Thin but Not Anorexic: Copyright Protection for Compila-
tions and Other Fact Works, 15 J. Intell. Prop. L. 91 (2007). 
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Traditional intellectual property systems protect inventors or authors 
with a term-limited monopoly when they market their expressions or inven-
tions. It is as likely, however, that most “owners” of records or derived 
clinical data will seek to protect them by keeping them private or “secret.” 
Indeed, the application of data protection rules, discussed below, essentially 
mandates “secrecy.” Looked at this way, patient records and derived clini-
cal data are more analogous to customer lists and other business records 
(Unistar Corp. vs. Child, 1982). Therefore, data with economic value that 
are kept secret and reasonably secure may be treated as trade secrets under 
state law.� 

As in the case of customer lists, patient records are often tangentially 
protected through contract. Thus, when doctors become employees, share-
holders, or members of a medical practice, they often enter a contractual 
agreement stating that records are owned by the practice and containing 
a restrictive covenant not to compete if they leave the practice. The terms 
of these contracts (particularly the covenant not to compete) are often not 
enforced by the courts when to do so would adversely affect the public 
interest in patient choice and physician mobility (Ohio Urology, Inc. vs. 
Poll, 1991; Valley Med. Specialists vs. Farber, 1999). 

The stewards of clinical data (again, in part motivated by data pro-
tection laws) likely will protect their data with security and related rights 
management systems. Those who circumvent these protections may face 
actions brought under the Computer Fraud and Abuse Act (United States 
Code, 2009) or the Digital Millennium Copyright Act (United States Code, 
1998).

An Escalating Federal-State Legal Vector 

Traditionally the regulation of medical records has been a creature of 
state law. Given the national initiatives for HIPAA transactions, privacy 
and security, and HIE, it should follow that the legal environment would 
be a cohesive federal one. That model seems increasingly unlikely. To take 
just the issue of privacy, the federal HIPAA code is less than comprehensive, 
leaving unprotected large swathes of patient data. Yet, unlike its security 
code, HIPAA’s Privacy Rule does not preempt more stringent state pro-
tections (a phenomenon leading to what is known as the HIPAA floor). 
Therefore, if anything, the post-HIPAA years have seen an increase in state 
legislation impacting HIT. Even in the case of HIE, an area once considered 
purely national policy, states have started to address incentives and dis
incentives as federal legislative activity and funding have slowed. 

�  Most states have adopted the Uniform Trade Secret Act, National Conference of Commis-
sioners on Uniform State Laws (1985).
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State Restrictions on Data Collection, Processing, or Security

Several states have clinical data protection legislation that is more pro-
tective of patient data than is HIPAA. The most likely area for additional 
protection is to apply data protection to a more expansive list of custodians 
than HIPAA’s narrow “current entities” model. A few seek to go consider-
ably further. For example, a recently defeated New Hampshire bill (House 
kills medical privacy bill, 2008) would have increased data protection con-
siderably beyond HIPAA protection standards by restricting data use to the 
point of care, thereby potentially outlawing many marketing and research 
uses (Guay, 2008; U.S. House of Representatives, 2008).

Other state legislation operates on the periphery of HIPAA. For exam-
ple, an Arizona bill would prohibit non-U.S. outsourcing of medical data 
processing absent patient consent,� while several states (Georgia, 2008; 
South Dakota, 2008) are set to join the ranks of those controlling data 
acquisition through subcutaneous Radio Frequency Identification (RFID) 
tags.�

Increasingly, states regulate the use of either individual or aggregated 
(even de-identified) clinical data. Thus, a majority of states have legislation 
prohibiting employment discrimination based on genetic information.10 A 
minority of states go farther and prohibit the genetic testing of employees 
(NCSL, 2008c). Most states apply a similar model to applications for health 
insurance (NCSL, 2008a), and some states have extended that to disability 
and life insurance (NCSL, 2008b). As is the case with health privacy, much 
of this activity in the states is a function of Congress’s apparent inability to 
pass comprehensive legislation dealing with the issues.11 

Recent legislation in New Hampshire (�����������������������������    N.H. Rev. Stat. Ann., 2007)��, 
Maine (Maine State Legislature, 2005), and Vermont (Vermont, 2007) has 
placed varying levels of restrictions on the secondary uses of pharmacy 
information (New Hampshire, YEAR; MRSA, 2007). In the aftermath, 
pharmacy data aggregators have successfully challenged such legislation in 
the federal courts for violation of protected commercial speech principles 
(IMS Health vs. Sorrell, 2007; IMS Health, Inc. vs. Ayotte, 2007; IMS 

�  See generally Nicolas P. Terry, Under-Regulated Healthcare Phenomena in a Flat World: 
Medical Tourism and Outsourcing, 29 W. N. Eng. L. Rev. 421-72 (2007) and H.B. 2401.

�  See, e.g., Cal. Civ. Code § 52.7.
10  For example, New Jersey law requires: “No person shall obtain genetic information 

from an individual, or from an individual’s DNA sample, without first obtaining informed 
consent from the individual. . . . ” N.J. Stat. § 10:5-45. However, the statute does not apply 
to “anonymous research where the identity of the subject will not be released” N.J. Stat. 
§ 10:5-45 (a)(5). 

11  The Genetic Information Nondiscrimination Act has twice been approved by the House 
(in 2007 and 2008). See generally National Human Genome Research Institute, Legislation 
on Genetic Discrimination, http://www.genome.gov/10002077#2. 
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Health Corp. vs. Rowe, 2007). Notwithstanding this unfriendly reception, 
Maryland introduced H.B. 50 and Washington is considering similar legis-
lation. An Arizona bill may go even farther in that it extends the prohibi-
tion to commercial uses of “records relating to prescription information 
that contain patient-identifiable and prescriber-identifiable data.”12

Finally, breach notification statutes demonstrate one of the most rapid 
explosions of regulation in the privacy-confidentiality-security constella-
tion. California passed the first such statute in 2003. By 2008, with 9 
often-conflicting bills languishing in various congressional committees, 39 
additional states had passed similar legislation requiring a data steward 
to inform data subjects when their data have been compromised. Most of 
these statutes apply only to financial identity theft. However, a growing 
number also seem to apply to cases of medical identity theft, only granting 
providers a safe harbor when they are subject to and in compliance with 
HIPAA.13

State Initiatives in HIT and HIE Policy

In February 2008 the Government Accountability Office (GAO) 
reported that there is still no national strategy for HIT (GAO, 2008). This 
echoed the previous month’s conclusion by the California Healthcare Foun-
dation that “The President’s HIT adoption agenda has raised conscious-
ness about HIT and EHRs. Beyond the laying of a conceptual foundation, 
however, there is as yet no measurable increase in HIT or EHR adoption.” 
Dealing with the specifics of the Administration’s proposed National Health 
Information Network (NHIN), the Foundation concluded, “[t]hough it 
represents a worthy goal, the NHIN is impractical and cannot be imple-
mented” (Fried, 2008).

As they observe the failure of high-profile regional health informa-
tion organization (RHIO) projects (Miller and Miller, 2007), state actors 
may now perceive that the Office of the National Coordinator for Health 
Information Technology (ONCHIT) lacks a coherent, sustainable strategy 
or, at least, that its flat budgets confirm there will be no centralized fund-
ing that goes beyond demonstration projects. Into this real or perceived 
vacuum, some states are floating their own “carrots” and “sticks” designed 
to provide new impetus toward HIE projects. Recent state initiatives (few 
of which have met with legislative approval) have included the funding of 
a pilot program for clinical data sharing (West Virginia, 2008a), mandating 
the use of EMRs (Indiana, 2008), prohibiting providers from buying EMRs 

12  See S.B. 1251.
13  See, e.g., Haw. Rev. Stat. § 487N-2(g)(2); Ore. 2007 S.B. 583, Chapter 759; Mich. Comp. 

L.S. § 445.72.
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that lack interoperability (New Jersey, 2006), and granting providers a state 
tax credit to offset investments in EMRs (West Virginia, 2008b).

Overall, the Agency for Healthcare Research and Quality’s (AHRQ’s) 
2007 Health Information Security and Privacy Collaboration Privacy and 
Security Project report (AHRQ, 2007) noted more than 300 current state 
initiatives relating to HIT and HIE. As these initiatives continue and 
state data-related laws run faster and deeper than federal protections do, 
unraveling them and finding agreement on a federal model for data pro-
tection and sharing will become immeasurably more difficult. At the same 
time, such local activity steadily increases legal indeterminacies and risks 
for interstate data stewards and processors.

Data Protection

The need to protect the privacy of health information is broadly 
accepted, yet the mechanisms for its assurance continue to be controver-
sial. Pre-HIT protection for medical records was formally achieved with a 
patchwork of state statutory and common-law rules. In practice, however, 
the fragmentation of paper records across innumerable data silos pro-
vided the greatest protection. Electronic aggregation of records, powerful 
data-mining technologies, and a growing market for secondary uses have 
exponentially increased the negative externalities faced by data subjects 
(Terry, 2008). As is well known, in 2000 the federal government sought 
to address the costs to data subjects imposed by the HIPAA transactional 
standards with apparently comprehensive privacy and security regulations 
(HHS, 2000). In the years that followed, innumerable critical questions 
have been raised about the HIPAA codes, primarily regarding the costs (to 
data custodians), reach, and enforcement of the privacy regulations. These 
questions have multiplied14 since President George W. Bush announced the 
federal EHR initiative (House, 2004).

With regard to data protection, the clinical data as a public good 
question requires a threshold issue to be addressed. HIPAA only applies to 
identified clinical data (HHS, 2002a). If a public good use of clinical data to 
improve outcomes and effectiveness research only contemplates the use of 
deidentified data, is there any substantial implication of data protection?

The short answer is that legal indeterminacies surrounding deidentifica-
tion, variations in institutional data policies and practices, and uncertainties 
about the contemplated “public” secondary uses place data protection front 
and center as a potential barrier to outcomes research. The NCVHS has 
noted that some data custodians erroneously believe they have satisfied the 

14  See, e.g., Nicolas P. Terry & Leslie P. Francis, Ensuring the Privacy and Confidentiality 
of Electronic Health Records, 2007 U. Ill. L. Rev. 681-735. 
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deidentification safe harbor with anonymity or pseudoanonymity. Equally, 
some highly ethical (or risk-averse) providers use anonymity or pseudoano-
nymity when they could legally use identified data.15 Furthermore, busi-
ness associate agreements frequently lack clarity on the requirements for 
adequate deidentification, while complications arise from HIPAA’s “Limited 
Dataset” Safe Harbor for research, public health, or healthcare operations 
and its required data use agreement (NCVHS, 2007). However, perhaps 
the most difficult challenge regarding reliance on deidentification is the 
increased use of data in records (e.g., genetic information and geocoding 
data) that exposes apparently deidentified datasets to reidentification.

The HIPAA Privacy Model

HIPAA’s data protection regulation is technically complex and obsti-
nately opaque. Its basic concept, however, is quite simple—arguably too 
simple. The model imagines a provider-controlled zone where individually 
identifiable patient data can flow quite freely (referred to as the “green” 
zone). In HIPAA-speak this green zone is referred to as “treatment, pay-
ment, or health care operations” (HHS, 2002a). There are two regulatory 
“walls” between the green zone and the “red” zone in which patient data 
generally should not circulate. First, the HIPAA Privacy Rule includes a 
general rule that green zone data custodians may not disclose data into the 
red zone. This is a confidentiality rule, albeit one that HIPAA mislabels as 
one of privacy (Terry and Francis, 2007). Second, the HIPAA Security Rule 
imposes technical and process obligations on data stewards to build a secu-
rity wall that impedes those in the red zone (e.g., hackers) from accessing 
data stored in the green zone. Using regulated contracts, health insurers and 
providers may extend the green zone to include their “business associates” 
(e.g., law firms) (HHS, 2002b).

This HIPAA data protection model has several important (and unsatis-
factory) properties. First, as follows from the description above, the protec-
tive model is almost exclusively disclosure-centric. That is, HIPAA does not 
limit or regulate collection of data. Thus, there are no controls over what or 
how much data can be collected, for example, by reference to a proportion-
ality rule. Similarly, there is no requirement that patients must opt in or may 
opt out regarding the collection of certain types of data (e.g., psychiatric 
or gynecological records). Furthermore, HIPAA does not place any restric-
tions on secondary uses of data, other than simple patient consent that is 
mainly oblivious to the informational and bargaining asymmetries between 
the parties (HHS, 2002c). Additionally, for example, there is no prohibition 

15  Data do not have to be deidentified when used in healthcare operations (e.g., intraentity 
quality improvement research), 45 C.F.R. 164.506.



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

HEALTHCARE DATA: PUBLIC GOOD OR PRIVATE PROPERTY?	 161

(consent notwithstanding) on the sale of clinical data for commercial pur-
poses (that would be described as an inalienability rule). Finally, the HIPAA 
model shows little respect for its own red–green zone boundaries because 
it features broad exceptions (e.g., public health, judicial, and regulatory) to 
its protective model that do not require patient consent to data processing 
and that are susceptible to “function creep” (HHS, 2002e).

Personal Health Records and Consumer-Directed Health Care

Perhaps the greatest flaw of the HIPAA data protection model is how 
quickly it has been rendered wanting by new technologies. Designed to 
reduce the negative externalities imposed on data subjects in HIPAA trans-
actions, it became obvious that the model was flawed in its applicability 
to emerging interoperable health record systems (Terry and Francis, 2007). 
Now, the emergence of personal health record (PHR) models raise far more 
serious issues. In contrast to the more familiar charts, paper records, and 
electronic medical records maintained by healthcare providers, PHRs are 
medical records created and maintained by patients. PHRs are provided 
by the patient’s health insurer, healthcare provider, or employer, or even 
on an independent, commercial site potentially supported by advertising 
(collectively, PHR providers). However, HIPAA only applies to a relatively 
narrow range of healthcare entities (HHS, 2002d) that engage in certain 
types of transactions (HHS, 2002f). It is highly unlikely that most PHR 
providers will be directly subject to HIPAA data protection rules, although 
some state privacy statutes may apply and the Federal Trade Commission 
could exert some general control over PHR providers that promulgate their 
own privacy policies. 

Currently, only 2 percent of the population uses PHRs (California 
HealthCare Foundation, 2008). However, robust growth is likely if the 
national EHR initiative slows and as major technology companies such as 
Microsoft, Google, and Inuit enter the PHR space (Lohr, 2007).

Working Toward Solutions

Information Property

Arrayed against the IOM public goods goal, the current aggregation 
of IP and related laws and technologies maintains excludability and so 
denies public use; what, in a broader context, James Boyle has referred to 
as “the second enclosure movement” (Boyle, 2003). There are certainly 
signs that the clinical data enclosure movement already has momentum. 
Many forthcoming health-quality initiatives, such as pay-for-performance 
(P4P) or consumer-directed health care (Jost, 2007), that seek to resolve 
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outstanding market failures in health care are heavily data driven; those 
who control the data are likely to have disproportionate control over the 
metrics. The AMA seems to have taken the position that their members 
should seek to monetize records data (O’Reilly, 2005). Indeed, a member 
of the AMA Board of Trustees noted, “there is tremendous economic value 
to the cumulative data in terms of analyzing patterns,” and suggested that 
control of such data is central to doctors having influence on emerging P4P 
programs (NRC, 2003b).

Of course, property and IP debates are not new to the scientific com-
munity, as evidenced by the worldwide literature on gene patenting and 
attempts to balance research incentives and public goods arguments 
(Caulfield et al., 2006; ORNL, 2008). One theme that has emerged in the 
legal literature is to inquire whether IP rights holders should owe concomi-
tant “public” duties. For example, Patricia Roche and George Annas have 
called for a comprehensive genetic privacy law that goes beyond the cur-
rent model seen in state antidiscrimination laws (Roche and Annas, 2001, 
2006). Jacqueline Lipton has argued more broadly that proprietary rights in 
“information property,” while necessary to provide incentives and protect 
private property, must be balanced by broad new duties placed on rights 
holders, such as obligations of accuracy, confidentiality, and “an obligation 
to facilitate scientific, technical, and educational uses of information.”16 
Agreement on how to operationalize such an approach has been elusive. 
Presumably, the IOM or NIH could explore with data rights holders the 
possibility of publishing clinical data under a creative commons license 
that permits noncommercial research (NRC, 2003a). Similarly, some form 
of compulsory licensing model may be possible (NRC, 2003a), although 
this approach has gained no traction in the gene-patenting arena and policy 
makers have tended to take the opposite approach in related areas, such 
as stimulating public benefits by increasing proprietary rights under the 
Orphan Drug Act.17 

As actors seek to find a place for “public goods” considerations at 
the clinical data table, they must learn from broader (and not wholly 
successful) experiences recalibrating private and public interests in intel-
lectual property. Of course “[c]opyright protection . . . is not available for 
any work of the United States Government,”18 but that does not apply to 
most federally funded research. Furthermore, the Bayh-Dole Act changed 
the rules of the game for patent rights flowing from government-funded 
research.19 More recently, the GAO, in examining contracting issues with 

16  Jacqueline Lipton, Information Property: Rights And Responsibilities, 56 Fla. L. Rev. 
135, 172 (2004). 

17  P.L. 97-414, as amended.
18  17 U.S.C.S. § 105.
19  University and Small Business Patent Procedures Act, 35 U.S.C.S. § 200-212.
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funded researchers, has discussed the tensions inherent in the monetizing 
of publicly funded research (GAO, 2008). Perhaps predictive of a future 
public goods regime for clinical data, the NIH has addressed the nature of 
the results of funded research with a policy addressing data sharing (NIH, 
2003) and has required the public availability of manuscripts prepared by 
funded investigators (NIH, 2008).

Data Protection Models

The HIPAA privacy and health records debates have been marked 
by a serious disconnect between data custodians and government policy 
makers on one side and privacy advocates on the other. In the context of 
the federal NHIN project, the Bush Administration has narrowly framed 
the privacy–confidentiality issue, merely identifying divergent state laws 
as impeding implementation. This has been translated into a mandate to 
replace the HIPAA “floor,” whereby more stringent state privacy protec-
tions are not preempted, with existing or reduced HIPAA protections as the 
new “ceiling” (Terry and Francis, 2007). The issue has even been raised in 
some tense exchanges between the GAO and ONCHIT. In its June 2007 
report on HIT and privacy, the GAO recommended that “The Secretary . . . 
define and implement an overall approach for protecting health informa-
tion” (GAO, 2007). The Department of Health and Human Services (HHS) 
responded that it already had a “comprehensive and integrated approach 
for ensuring the privacy and security of health information. . .” (GAO, 
2007). When the GAO pushed back, ONCHIT agreed that an “overall 
approach” was required and instituted further study.20 Yet, in its February 
2008 report on nationwide HIT implementation by the HHS, the GAO 
noted, “Our recommendation for protecting health information has not yet 
been implemented” (GAO, 2008).

It may be seen as counterintuitive and as propagating still more legal 
barriers to public goods access to clinical data, but a stronger data protec-
tion model for medical privacy is a necessary predicate for greater sharing 
of patient data. Patients who lack trust in how data stewards or researchers 
treat their records will hide information from their doctors. Many of those 
doctors will perceive HIE as inconsistent with their professional standards 
of confidentiality or as creating liability “traps,” and either refuse to par-
ticipate or, if given no choice, reduce or distort their charting (Terry and 
Francis, 2007). In the words of the NCVHS, “Erosion of trust in the health-
care system may occur when there is divergence between what individuals 
reasonably expect health data to be used for and when uses are made for 
other purposes without their knowledge and permission” (NCVHS, 2007). 

20  Id. at 4.
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A system that tolerates a lack of trust and the exposure of patients to dis-
crimination, embarrassment, or stigma (NCVHS, 2007) will face reactions 
that compromise individual care and distort the data required for outcomes 
research.

The United States is not alone in confronting this tension between 
data protection and public utility. For example, a recent report by the New 
Zealand Law Commission noted, “there remains an outstanding issue as 
to whether there is a strong enough public mandate for the use of personal 
health information without consent for research in the public good.” Simi-
larly, a 2007 Canadian study noted very high (89 percent) public support 
for health quality research, yet only 11 percent of respondents felt no 
need for notification or consent regarding such research. Only 4 percent 
of respondents would deny all use, 32 percent would require consent for 
each use, 29 percent would be satisfied with a broad notification model, 
and 24 percent wanted notification and opt-out processes (Willison et al., 
2007; Woolley and Propst, 2005). 

If trust and transparency are the ideals in structuring a data protection 
model for medical data, what should follow? These ideals reflect patient 
expectations on how their data are processed and information they require 
before permitting unexpected uses. Current patient expectations likely are 
limited to point-of-care and continuum-of-care uses. There is probably also 
an increasing expectation of data access and use for personal health man-
agement (e.g., interoperability of EMR and PHR systems and any necessary 
processing). 

Patients’ expectations are unlikely to include the array of possible sec-
ondary uses for their clinical data, including the generation of outcomes 
and effectiveness research. As the NCVHS has suggested, “secondary use” 
is “an ill-defined term” that should be abandoned “in favor of precise 
description for each use of health data” (NCVHS, 2007). Indeed, the 
Stewardship Framework report identified a variety of such health-related 
(in contrast to law enforcement or regulatory) uses, including (1) payment; 
(2) healthcare operations (including internal quality assessment); (3) quality 
measurement, reporting, and improvement; (4) clinical research; (5) public 
health research; and (6) sale or barter of the data for commercial uses, 
including marketing (NCVHS, 2007).

A simplistic data protection model would simply outlaw some or all of 
these uses, but thereby deny patients the benefits of appropriate uses and 
resulting research. A more robust yet sophisticated protective model must 
be able to distinguish between these uses and adjust the responsibilities of 
data stewards and processors accordingly. 

Although not sufficiently granular for our current purposes, the Euro-
pean Union data directive suggests a data protection model that imposes 
far more powerful obligations on data stewards and “chain of trust” data 
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processors (e.g., HIPAA’s business associates). It is a model that rotates 
around a proportionality rule (“adequate, relevant and not excessive”), 
that applies to both collection and disclosure of data, and that limits the 
reprocessing of data for purposes incompatible with the original purpose 
of collection.

Applying a focused version of this model to clinical data, patient expec-
tations would be met by relatively unimpeded use of data for point-of-care 
and continuum-of-care purposes (a far more restricted green zone). Trust 
will be further earned by permitting patient opt-out or data sequestering. 
Patient acceptance of some secondary uses will be more likely secured with 
strict limitations on commercial uses (a larger red zone). Between these 
extreme groupings, patient trust about research must be earned through 
transparency. The more patients learn about the uses projected for their 
data, are informed of its level of deidentification, and understand the feed-
back loop whereby outcomes research will improve their own care, the 
more likely they are to support a broader public agenda. The guarantee of 
transparency to the patient when data are applied for research is another 
theme of the Roundtable.

The difficult question, however, is how to implement this more robust 
data protection model. In its Stewardship Framework report (NCVHS, 
2007), the NCVHS did an admirable job in suggesting tweaks to the 
HIPAA model by calling for stronger guidance, strengthening of business 
agreements and their parties’ expectations, and calling on the Federal Trade 
Commission to increase its footprint in areas not regulated by HIPAA (such 
as PHRs). It is an approach that is perhaps attuned to the current political 
and legislative realities that apply to the data protection debate. However, 
it is hard to see how a patchwork of additional protections, particularly 
when based on a model as flawed as HIPAA, can deliver the robust model 
that is a predicate to patient-supported outcomes research. The NCVHS 
also recommended that “HHS should work with other federal agencies and 
the Congress . . . for more inclusive, federal privacy legislation so that all 
individuals and organizations that use and disclose individually identifiable 
health information are covered by the data stewardship principles inherent 
in such legislation, including a range of organizations not currently cov-
ered by HIPAA” (NCVHS, 2007). This is a difficult and likely unpopular 
agenda. However, it is difficult to see any alternative if there is to be a long-
term accommodation of patient and researcher interests. 

In conclusion, in the context of data protection and ownership, and 
patient expectations, it follows that there are two broad sets of legal bar-
riers to a public goods future for clinical data. The first set of issues is 
somewhat process oriented. Thus, policy makers and legislators dealing 
with HIT and HIE issues must be better informed of the technologies and 
future technologies they seek to regulate to better reduce indeterminacies 
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and unintended consequences. Equally, few HIT or HIE issues are particu-
larly local or are amenable to local or state legislative solutions. The federal 
legislative logjam on matters such as genetic discrimination, HIT funding, 
and effective data protection must be cleared to reduce the barriers posed 
by an escalating number of state “solutions.”

However, the larger and more substantive barriers are as much a func-
tion of underlying policies as their legal transcription. Information proper-
ties in data and an inability to agree on an effective data protection model 
create immensely difficult barriers. These barriers will not be reduced with 
better legislative or regulatory drafting. Instead, they require a sober appre-
ciation by all stakeholders in the clinical data space that they must support 
fundamental reforms.
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5

Healthcare Data as a Public Good:  
Privacy and Security

 Introduction

Any consideration of clinical data as a public good raises questions 
concerning the safety and security of individual patient records. Maintain-
ing confidentiality of data records is of paramount importance. Public 
perceptions of privacy in the context of medical records links directly to 
the trust the public has in the entire healthcare establishment, and factors 
significantly into discussions of health data sharing. The complex issue has 
many challenging dimensions, from what happens after the initial intake 
of an individual’s data to what happens in data aggregation and secondary 
use. This chapter provides commentary from four experts considering key 
legal and social challenges to privacy issues from a variety of perspectives, 
including public opinion, the implications of the Health Insurance Porta-
bility and Accountability Act (HIPAA), and institutions’ experiences inside 
and outside of health care. 

To provide insight into the public views on privacy issues in health care, 
Alan Westin, professor emeritus of public law and government at Columbia 
University and principal of the Privacy Consulting Group, presents out-
comes of the 2007 national Harris/Westin survey that evaluates public atti-
tudes toward the current state of health information privacy and security 
protection.� The survey examines attitudes about handling sensitive patient 
information, health research activities involving individual patient data, and 

�  This survey was commissioned by the Institute of Medicine as part of the work of the IOM 
Committee on Health Research and the Privacy of Health Information.
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opinions on the extent to which trust is accorded to health researchers by 
the public. The results indicate that the public holds strong privacy concerns 
about how their personal health information is handled, especially uses of 
data not directly relevant to providing care. The survey also indicates that 
current laws and organizational practices may not provide adequate privacy 
protection for patients. Westin suggests that patient-controlled privacy poli-
cies, such as those offered through repositories of personal health records, 
might help with gaining traction on the issues of clinical data, privacy, and 
security with the public. He also recommends a scope of activities related to 
health privacy, patient notice, and public education on privacy and compli-
ance as opportunities to provide evidence-based medicine (EBM). 

Balancing patient privacy protections with advancing data-driven clini-
cal research and care delivery is an ongoing challenge for many healthcare 
organizations. In 2003, the HIPAA Privacy Rule took effect, and early 
changes to the Rule permitted sharing healthcare data for restricted pur-
poses, essentially easing some limitations on providers and health plans 
related to health services research. With the increased incorporation of 
electronic health records (EHRs) into care delivery and research, the grow-
ing volumes of valuable data for evidence-based research and care may 
eventually force significant changes to strike a balance between privacy 
and advancement. Marcy Wilder, a partner in the law firm of Hogan and 
Hartson, LLP, and former deputy general counsel at the Department of 
Health and Human Services (HHS), where she helped to develop HIPAA, 
comments on some important remaining legal barriers to effectively using 
clinical data for research. In particular, Wilder highlights the growing 
opportunity to address the confluence of future, unspecified research and 
individual rights regarding the use of individual data through policy. Also 
notable are her suggestions of formally reviewing HIPAA deidentification 
standards, safe harbor requirements, and distribution of liability burdens 
across covered and noncovered entities. 

Providing examples of other sectors’ approach to striking a balance 
between privacy and security and research innovation, Elliott Maxwell, a 
fellow in the communications program at Johns Hopkins University and 
distinguished research fellow at Pennsylvania State University, discusses 
the notion of data openness as demonstrated through projects such as the 
Human Genome Project. Examples of greater openness are also prevalent 
in the public registration of clinical trials and open-access journals. Greater 
digital openness has the potential to transform the use and application of 
clinical data in EBM, Maxwell suggests, but it must be tempered with deter-
minations on the appropriate level of openness for given purposes. Maxwell 
provides an overview of the Committee for Economic Development’s report 
Harnessing Openness to Transform American Health Care, including rec-
ommendations on patient consent requirements, electronic filing of device 
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and drug approvals, and EHR adoption incentives. The report advocates 
for increased federal support for large, clinical databases to accelerate 
advancements in EBM and standards development. 

The quality of clinical care and access to care services are ubiquitous 
issues in American health care. The public demands higher quality care at 
lower costs with greater access. Healthcare data are uniquely positioned 
to provide deep insights into care delivery processes and outcomes. Simul-
taneously, provider organizations must secure individual patient health 
information and improve the coordination and quality of care. The ten-
sion between access to insight-generating data and security of health data 
continues to create significant barriers for organizations striving to provide 
clinical services. Alexandra Eremia, associate general counsel and corpo-
rate privacy officer at MedStar Health, Inc., discusses perceived and actual 
privacy or security hurdles experienced at healthcare delivery organiza-
tions nationwide. She elaborates on the opportunities for building trust in 
patients, structuring organizational policies and strategies to avoid adverse 
legal outcomes, and making strategic fiscal decisions associated with data 
retrieval and release for research. Addressing these opportunities through 
financial, strategic, regulatory, and public initiatives may advance access to 
healthcare data for research and EBM purposes. 

Public Views

Alan Westin, Ph.D., L.L.B. 
Principal, Privacy Consulting Group

Based on a national Harris/Westin survey in 2007 sponsored by an 
IOM project, this paper will describe public attitudes toward the current 
state of health information privacy and security protection; health provider 
handling of patient data; health research activities; and trust in health 
researchers. The public is segmented into persons who have participated 
in health research projects, those who have been invited but declined (and 
why), and those never invited. Members of the public are identified who 
believe their personal health information has been disclosed improperly and 
by whom. Explaining the benefits and risks involved in having one’s per-
sonally identified health records used in health research, the paper explores 
what kinds of advance patient/consumer notice and consent mechanisms 
are desired by various subsets of the public. Potential privacy harms are 
documented that patients see if their health records are used without notice 
and choice mechanisms, or disclosed improperly. The findings are applied 
to emerging large-scale health data systems, especially new online personal 
health record repositories and health data-mining programs. In terms of 
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positive actions suggested by these survey results, updated federal health 
privacy rights in legislation supporting information technology/EHR pro-
grams are discussed, as are national educational campaigns on the values 
of health research under robust health privacy rules or procedures, and new 
software tools to put direct control over the uses of health records into the 
hands of individual patients, through an individually driven “switch” mech-
anism between health data providers and health-research data seekers.

Privacy is pervasive in terms of the future of health information tech-
nology (HIT). How the public feels about privacy issues links directly to the 
trust level that people have in the entire healthcare establishment, and fac-
tors significantly in the move to EHRs, personal health records, interoper-
ability exchanges, and so forth. Trust is a fragile commodity. Anything that 
profoundly threatens the trust that patients have in the healthcare system 
and in health researchers is a very dangerous step. We need to be careful, 
and my hope is that the survey data reported here will document this.

A national survey sponsored by an IOM working committee (Commit-
tee on Health Research and the Privacy of Health Information: The HIPAA 
Privacy Rule) investigated how the public feels about privacy in health care 
and the use of their information across the spectrum of healthcare opera-
tions. The survey’s sample was 2,392 respondents who were 18 years of age 
and older. The data were adjusted to represent the entire population of 255 
million persons age 18 years and older. We could analyze survey results not 
only by the majority, but also by health status groups, by standard demo-
graphics, by people who reported on their personal experiences in health-
care use, and by their policy attitudes. This paper presents only top-level 
results; the full 2007 survey project report is available through the Public 
Access Records Office of The National Academies (publicac@nas.edu).

The survey formulated four statements and asked people to agree or 
disagree with each statement. The first statement was about how much 
people trusted their own healthcare providers—doctors and hospitals—to 
protect the privacy and confidentiality of their personal medical records 
and health information. A significant 83 percent expressed such trust, a 
result confirmed by many other surveys. (See Appendix D in the full 2007 
survey project report, available from the IOM as shown above.) These 
surveys have shown high trust in the healthcare provider establishment 
as manifested in the direct relationships among the patient, doctor, labs, 
hospital, and so forth. 

However, when we asked people whether a healthcare provider ever 
disclosed their personally identified medical or health information in a way 
they believed was improper, 12 percent said yes. That represents roughly 
27 million adults. The survey report shows how many said the informa-
tion was disclosed by their doctor, their hospital, their pharmacy, their lab, 
their insurer, and others. This response indicates that a significant segment 
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of the public is really not comfortable with the way even their healthcare 
providers have handled their confidential information. 

The second question was how much people agreed with this statement: 
“Health researchers can generally be trusted to protect the privacy and 
confidentiality of the medical records and health information they get about 
research subjects.” Sixty-nine percent said they agreed with that statement; 
fewer than for the healthcare providers, but still, a two-thirds majority 
endorsement of the health research function as seen by the public. 

Our third statement asked for agreement or disagreement with this pre-
sentation: “The privacy of personal medical records and health information 
is not protected well enough today by federal and state laws and organiza-
tional practices.” In previous health and consumer privacy surveys, we have 
worded this statement both ways: Sometimes we asked people to agree or 
disagree with the statement that privacy is “well enough protected,” and 
the results come out the same. Fifty-eight percent of the public in this IOM 
survey said they do not believe there is adequate protection today for their 
health information, either from laws or from organizational practice. This 
suggests that HIPAA has not created a sense of comfort and security in the 
majority of the population. My sense is that this judgment is being driven in 
part by the constant reporting of health data breaches taking place, such as 
theft of laptops with medical information, improper disposal of hardcopy 
medical records, and insiders leaking medical information. Such losses may 
not be at the same incidence level as the theft of financial information or 
identity theft through capture of consumer data. But reporting of medical 
data breaches contributes, in my view, to the judgment of a national major-
ity that their medical information is not effectively secured today.

Finally, we asked people to agree or disagree with this statement: “Even 
if nothing that identifies me were ever published or given to an organiza-
tion making consumer or employee decisions about me, I still worry about 
a professional health researcher seeing my medical records.” The public is 
split right down the middle: 50/50. Half agree with the sense that there 
is an exposure that worries them and half are comfortable. Underlying this 
finding was probably the feeling that “if strangers are looking at my sensi-
tive medical information, I am not quite comfortable with that.” The full 
report shows that this is more strongly felt by people who have potentially 
stigmatizing health conditions, such as those who use mental health ser-
vices, have HIV or sexually transmitted diseases, have taken a genetic test, 
and so forth. Demographics and health status would give some subsets of 
the public an even stronger than 50 percent concern about this. 

Given the mission of the IOM committee that sponsored the survey, 
our prime focus was on how people would relate to health research per se. 
Consequently, we asked people how interested they would be in reading or 
hearing about the results of new health research studies, causes and preven-
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tion of diseases, and effectiveness of new medications and treatments. We 
cast the net widely and did not limit it to narrow, clinical trial-type health 
research. Matching other surveys, three-quarters of the public (78 percent) 
said they were interested in tracking that kind of health research. 

Perhaps the single most important focus of our study was when we 
asked people whether they were ready to have their personally identified 
health information used by health researchers, and, if so, what kind of 
notice and consent they would want to have provided. The fact that this 
was an online survey enabled us to ask a detailed and carefully crafted ques-
tion that described how health research is done and gave the arguments of 
health researchers in favor of general advance consent or consents based on 
promises of confidentiality and human subject or Privacy Board oversight. 
We also put in comments of “some people” that only notices describing the 
researchers, the research topic, and the research result uses would ensure 
adequate privacy protection.

Having presented our lengthy question, we asked people to choose one 
of five alternatives that best expressed their view. These were randomly 
presented to mitigate any presentation-order bias. A miniscule 1 percent 
said that researchers would be free to use their personal medical and health 
information without their consent at all. We might characterize this group 
as “let it all hang out.” 

Eight percent said they would be willing to give general consent in 
advance to have their personally identified medical or health information 
used in future research projects without the researchers having to contact 
them. This small group might be characterized as a segment of the national 
population having a “high trust in the research establishment.”

Nineteen percent said their consent to have their personal and medical 
health information used for health research would not be needed as long 
as the study never revealed their personal identity and was supervised by 
an Institutional Review Board (IRB). These respondents were ready to trust 
such general researcher assurances.

The largest group, 38 percent, equivalent to about 97 million adults in 
the population, chose the following response: “I would want each research 
study seeking to use my personal identified medical or health information 
to first describe the study to me and get my specific consent for such use.” 
Clearly what is on the mind of this group is an insistence on knowing who 
is doing the research, what the topic is, and how the information is going 
to be used. 

Finally, 13 percent said they do not want researchers to contact them or 
use their personal health information under any circumstances. This might 
be called the “no trust at all” segment of the public.

However, one in five, or 20 percent, of respondents simply could not 
make up their mind. The fact that they could not choose one of the five 
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alternatives suggests that a large group out there needs to be better informed 
or to have the choices put to them in a way that they can recognize and then 
make a choice. A 20 percent nonresponse rate is quite unusual in policy-
related survey research of this kind. 

We asked those people who would require notice and express consent 
why they were adopting this position, providing four possible reasons. As 
one might expect, 80 percent chose “I would want to know what the pur-
poses of the research are before I consent.” Sixty-two percent said, “knowing 
about the specific research study and who would be running it would allow 
them to decide whether I trusted them.” Fifty-four percent said they “would 
be worried that their personally identified medical or health information 
would be disclosed outside the study,” and 46 percent would want to know 
whether disclosing such information would help them or their family. 

When we turned to what kind of harm the 38 percent believed could 
take place if personally identified health information was disclosed outside 
the study group, the answers primarily focused on discrimination. Privacy 
and discrimination values have always been closely linked. One claims 
privacy in order to protect oneself against being discriminated against in 
some benefit or opportunity. Here, results showed that people worry that 
distribution of their medical data could affect their health insurance, their 
ability to get life insurance, or their employment, or that it could result in 
their being discriminated against in a government program. The smallest 
number (33 percent) worried about embarrassment in front of friends, 
associates, or the public. 

Now, here are some overall impressions about the survey results. First, 
this survey confirms, as many surveys have shown, that large majorities of 
the public hold strong concerns over the privacy and handling of their per-
sonal health information, especially concerning secondary uses of the data 
not in the direct-care setting. A strong majority, 58 percent, do not believe 
that current laws and organizational practices provide adequate privacy 
protection. The majority generally trust health researchers (albeit research-
ers undefined as to what kind they are) to maintain confidentiality, but what 
some researchers might hope for—that a promise of nonidentification and 
IRB review would persuade the public to give advance general consent—is 
not where the majority of the public is ready to come out at the present 
time. Also, even though we told people that researchers were concerned 
about the heavy costs in getting advance notice and consent, or that this 
might corrupt samples from statistical validity, that was not enough to 
persuade a majority. However, it is fair to say that surveys would get some 
different numbers if different kinds of researchers and topics were specified, 
so this is a variable to be understood. 

What are the implications of our survey for expanded health data uses? 
Clearly, we are in transition from a part paper and part electronic record 
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realm to an interoperable world of electronic health records, personal 
health records, and huge new online personal health data pools. This opens 
some potentially valuable public-good health researcher possibilities. Pri-
vacy, however, is a make-or-break issue for whether we are going to be able 
to achieve those advantages from large-scale health data research through 
electronic communication and transmission. 

Of course, privacy is not an absolute. Rather, privacy is a matter of 
balance and judgment, and it is very contextual. Still, unless we can cre-
ate what the National Committee on Vital and Health Statistics called a 
new data stewardship responsibility for health data holders and secondary 
users, we are going to lose the balanced-privacy battle, with the risk of 
sharp limits being placed on using personal health data for very important 
health research. 

What elements would provide a positive health privacy context for 
health research? First, we need new legislation. HIPAA is outdated, as many 
people have said. The late Senator Edward Kennedy proposed support for 
HIT and EHR systems but, already, bills have been introduced by Senator 
Patrick Leahy and Representative Ed Markey to add strong privacy protec-
tions to any bill that will support the health information technology cause. 
Without my endorsing any of those bills specifically, it is clear we will have 
to write a new code of privacy confidentiality and security into the legisla-
tion that is going to help to organize and finance EHRs.

Second, excellent models of voluntary patient control privacy policies 
are being offered by some new repositories of personal health records. 
Microsoft’s HealthVault is one example; Google Health has indicated it will 
do the same when it issues its health product shortly. Such models need to 
be encouraged and modeled by many others. 

Third, we need independent health privacy audits and compliance 
verification processes. Although no instrument is ready now to carry this 
out in the health information technology field, new organizations with the 
right mixture of nonprofit, for-profit, government, and consumer groups 
could be developed. Such meaningful audit and verification mechanisms are 
absolutely necessary for public acceptance and trust of the new large-scale 
health research enterprises.

Fourth, there are some new, easy-to-use technologies for implementing 
patient notice and choice—not “trust me, I am going to store your data, I 
will only give it to the people you want,” but rather some new “switch, not 
store” programs. These will register patients and collect their privacy pref-
erences. Then, they will connect data seekers—such as health researchers—
with the data holders (providers, insurers, Regional Health Information 
Organizations, etc.) and facilitate the exchange of that information, with-
out the data content ever being kept by the switch. This interesting idea 
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could revolutionize the ability of patients to make informed decisions about 
the use of their personal information in health research. 

Fifth, we need to conduct serious field research into how privacy is 
unfolding in the EHR programs being developed. Researchers need to 
survey the patients involved in EHR programs as well as to talk, onsite, 
face to face, about what experiences they have had, what worries them, 
whether and how those worries have been solved, and so forth. Otherwise, 
one is back at 10,000 feet talking abstract principles about EHR programs 
and privacy satisfaction. It would be highly valuable to fund and manage 
a program of empirical studies of the impacts of EHR systems on privacy, 
confidentiality, and security values. 

Finally, the health establishment needs to sponsor a major national 
educational campaign to promote privacy-compliant, evidence-based health 
research. Without such a national campaign, the danger is that the balance 
side—the public-good aspect of sharing patient medical data—will not be 
fully appreciated by the current privacy-sensitive public. 

HIPAA Implications And Issues

Marcy Wilder, J.D. 
Partner, Hogan & Hartson, LLP

This paper will address the HIPAA Privacy Rule (���������������������    45 C.F.R. § 164) ����and 
its effect on data research. As healthcare and HIT systems evolve, experi-
ence suggests that modifications are needed to strike the proper balance 
between protecting patient privacy and making data available for research 
to improve healthcare quality and to lower costs. Early advocacy efforts by 
the research community resulted in changes to the Privacy Rule that light-
ened some of the administrative burdens on healthcare providers and plans 
associated with making data available for research purposes. In addition, 
HHS revised the Rule to permit disclosures of limited datasets for research 
purposes. Identifying and developing policy alternatives for addressing 
the most significant barriers that remain, including those related to future 
unspecified research and data deidentification, will be essential to promot-
ing the research enterprise. 

The HIPAA Privacy Rule was the first comprehensive federal health 
privacy regulation. At the time of its drafting, HHS was focused on protect-
ing privacy and ensuring that information would continue to be available 
within the healthcare system for appropriate uses. HHS set a baseline, 
making clear that health information could be used freely for treatment, 
payment, and healthcare operations. Policy makers were also clear that 
before health information could be used for marketing, an individual’s 
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authorization would be required. The extent to which health information 
should, as a policy matter, be made available for research was far less clear. 
HHS, other federal agencies involved in the HIPAA rule making, healthcare 
stakeholders, and consumer advocates did not agree among themselves or 
with each other. Many believed research should not be placed in the same 
category as treatment, payment, and healthcare operations. But at the 
same time, they did not believe that individual authorization should always 
be required before protected health information (PHI) could be used for 
research purposes.

Some in the research community argued that HIPAA does not and 
should not regulate research per se and that the Privacy Rule simply 
should exempt research uses and disclosures.� For nearly 25 years the 
Common Rule for Protection of Human Subjects (“Common Rule”)� had 
regulated research privacy. IRBs were already tasked with determining 
whether protocols contained provisions adequate to protect the privacy 
of subjects and the confidentiality of data. The notion was to leave the 
current Food and Drug Administration (FDA), Office of Human Research 
Protections, and state regulatory frameworks in place and undisturbed by 
HIPAA. 

This argument, however, was ultimately rejected by regulators. HIPAA 
restricted access by researchers to PHI, which at that time was held by 
healthcare providers and health plans. These HIPAA-covered entities would 
need guidance on how they were to treat uses and disclosures of PHI for 
research purposes. In addition, although longstanding protections were in 
place, some privacy advocates believed current protections were not suf-
ficient. When HHS ultimately did address issues related to research uses 
and disclosures, it did not attempt to harmonize HIPAA with the existing 
regulatory framework for human subjects’ protection. It simply added yet 
another layer of regulation. 

By 2002, 2 years after the Final Rule was issued, there was enough 
experience to suggest that the HIPAA Privacy Rule was unnecessarily creat-
ing barriers to medical research and that some provisions needed to change. 
The research community focused a great deal of effort on the deidenti-
fication safe harbor and the fact that data stripped of all requisite fields 
were not useful for many types of important research. The Department’s 
response was to add provisions permitting the disclosure of limited datasets 
for research, provided that a HIPAA-compliant data use agreement was in 
effect. 

Under HIPAA, as initially promulgated, before information could be 
freely used for research, it needed to be deidentified under strict standards. 

�  67 Fed. Reg. 14776, 14793 (Mar. 27, 2002).
�  45 C.F.R. § 101. 
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In response to concerns expressed by the research community, HHS intro-
duced the notion of a limited dataset, which is essentially deidentified data 
plus ZIP Codes, dates of service, and other dates related to the individual.� 
If a party wanted to use this partially deidentified information for research, 
it could enter into a data use agreement, the contents of which are pre-
scribed by the regulation, promising to protect the information. Once the 
agreement was executed, the dataset could be released for research pur-
poses. These provisions did enable researchers to obtain health data more 
easily. Although there is a question as to whether these provisions are suf-
ficient, they clearly helped. 

In addition, in 2002 HHS provided an alternative to the accounting of 
disclosure requirement.� The accounting of disclosure requirement man-
dates that when covered entities such as hospital systems and health plans 
disclose information for research purposes pursuant to an IRB waiver, they 
need to keep an accounting of these disclosures and make it available to 
individuals on request. Keeping individualized records about which records 
were disclosed for which research protocols operating under an IRB waiver 
of consent was seen as quite burdensome by the covered entities. As a result, 
many covered entities, and in particular smaller hospitals and those not 
affiliated with an academic institution, were restricting access to data.

HHS came up with an alternative. Instead of keeping track of every 
time data were disclosed pursuant to an IRB waiver, an institution could 
keep a list of all the research protocols for which information was dis-
closed pursuant to an IRB waiver for research purposes. Anyone request-
ing an accounting of disclosure would be given the entire list, which for 
institutions such as an academic medical center could be voluminous and 
burdensome to maintain. On request for an accounting of disclosures, the 
list would be provided and the individual would, in effect, be told that 
perhaps his or her information had been disclosed for one of the protocols 
on the list. The extent to which this is privacy protective or helpful to the 
individual is questionable at best. It seems to constitute an example of a 
privacy protection or a requirement that imposes cost and burden, yet does 
not deliver any meaningful privacy protection. Nonetheless, that is the cur-
rent standard. 

Experience over the past few years has helped highlight the need for 
further changes. The landscape surrounding research data has changed con-
siderably, due in large part to significant technological changes that permit 
data aggregation on a scale that was previously unimaginable. In addi-
tion, emerging technology used by Google, Microsoft HealthVault, Dossia, 

�  45 C.F.R. § 165.514(e).
�  45 C.F.R. § 164.508(c)(1). 
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WebMD, and others that will be aggregating data on behalf of consumers 
will further change the extent to which data are available for research. 

One issue that should be revisited in this new context is the HIPAA 
deidentification standard.� HIPAA now includes a deidentification safe 
harbor, which says in essence that data are deidentified as long as 18 speci-
fied data elements are removed and the covered entity does not have actual 
knowledge that a person could be reidentified from the dataset under the 
safe harbor. All the demographic data, all dates related to the individual—
including date of birth, dates of service, and ZIP Code—and all unique 
identifiers—such as medical record number—must be removed. 

Alternatively, covered entities can use the statistician method, under 
which a qualified statistician can certify that a dataset is deidentified. At the 
time the Privacy Rule was drafted, it was believed that a cottage industry 
of statisticians who were willing and able to certify large deidentified data-
sets would emerge. In practice, however, only a handful of statisticians are 
available to provide these certifications. Although a number of large data 
aggregators are using statistically deidentified datasets, it is not the industry 
norm for research enterprises. 

Some argue that the deidentification safe harbor is too narrow and that 
researchers should be able to freely use those data that include some ele-
ments on the safe harbor list. However, some privacy advocates argue that 
in the Internet age, there is no such thing as deidentified data—that because 
of the widespread availability of electronic information and the ability to 
aggregate it, personal data cannot ever be deidentified. The resolution of this 
debate will have profound implications for public health research, epidemi-
ology, and the future of research on large datasets.

Another issue that should be reconsidered is whether individuals should 
be permitted to authorize the use of information about them for future 
unspecified research. Today, obtaining a HIPAA authorization for uses 
and disclosures for future unspecified research is not permitted under the 
Privacy Rule.� Privacy advocates argued at the time of the rulemaking 
that there is no way to adequately inform an individual about the privacy 
risks related to future unspecified studies. Research stakeholders, however, 
pointed out that individuals can and have authorized such uses under the 
Common Rule and that not permitting such authorizations unnecessarily 
limits and harms the research enterprise. 

Another set of issues that needs to be discussed concerns whether 
liability burdens under the HIPAA Privacy Rule are properly distributed. 
Although research data involving PHI are held by both HIPAA-covered 
and -noncovered entities, liability risks reside largely with the HIPAA-

�  45 C.F.R. § 164.514(a).
�  45 C.F.R. § 164.508.
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covered entities. In addition to confusing rules and administrative record-
keeping that many covered entities—smaller hospitals in particular—find 
unduly burdensome, the effect of these liability risks is that covered data 
holders, including hospitals, health plans, and other large HIPAA-covered 
entities with sizable pools of data resist expending resources to create the 
deidentified data or limited datasets. They see little reason to spend 
the requisite time and money so that others can have large datasets on 
which to do research. 

Finally, it is also true that HIPAA sometimes provides a convenient 
excuse for those who simply do not wish to share their data. Many stake-
holders, for a variety of reasons, do not want to share. To successfully 
address the needs of both patients and the research community, policy 
makers need to understand which barriers regarding data sharing need leg-
islative or regulatory solutions. This can be hard to discern because HIPAA 
is so often put up as a smoke screen to preclude the sharing of data.

Congress, agencies within HHS, and numerous advisory committees 
have recognized that the HIPAA research provisions need updating and 
improvement. As Congress and HHS examine and enhance federal health 
privacy protections, new opportunities for addressing the needs of the 
research community will emerge. Those who are ready with concrete and 
realistic proposals and solutions will be those most likely to succeed. 

Examples From Other Sectors

Elliot E. Maxwell, J.D.  
Communications Fellow, Johns Hopkins University

This paper will attempt to put the use of healthcare data into the 
larger context of transforming health care by increasing openness. This 
means providing more access to more information to more people and 
allowing individuals to contribute their own expertise and insights to that 
information. 

One of the many examples of increased openness in health care can be 
seen in the collaborative research model of the Human Genome Project, 
with results posted immediately, available to the world. Congress has man-
dated greater openness by requiring the public registration of more clinical 
trials. New models of disclosure and publication of research results in open-
access journals and digital repositories provide greater openness. Greater 
access to information is transforming the relationship between doctors and 
patients and is increasing market incentives for improved health care.

Greater openness is not always better because of privacy and secu-
rity issues. The challenge is to determine what level of openness is most 
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appropriate for the particular purpose to be accomplished. Clearly, greater 
openness has been made possible through the rise of the Internet and the 
increasing digitization of information. These two phenomena have helped 
change how we think about the ability to access information and the ability 
of millions, even billions, of people to make contributions. The Internet has 
also led to a new understanding of how to obtain value through the sharing 
of information.

It was commonly believed that value from information or innovation 
came through controlling it. By monetizing through licensing or other 
means, it was critical to control access to the information to obtain value 
from it. That notion of control underlies current intellectual property laws 
and is the basis for proprietary models.

Openness may be thought of as a continuum, running from closed to 
open. At one end are those things completely closed and controlled, such as 
writing a song, but never sharing the score. A point toward greater openness 
on the continuum is occupied by proprietary software that one can license 
under generally restrictive conditions. At the other end, the open end, is the 
sharing of information with anyone and everyone as seen through virtual 
posting of nearly anything on the Internet. Granted, someone might request 
that the material be removed because of intellectual property rules or some 
other legal restriction, but there is no central control agent that prevents 
individuals from posting. There are now licensing schemes, such as those 
that have evolved through the Creative Commons (http://www.creative 
commons.org), by which the poster can inform everyone about the restric-
tions that exist on the use of the posting. These licenses also allow the 
poster to announce that there are no restrictions—that the information is 
completely “open.” However, if no restrictions are placed on the use of the 
information, does it still have value? With the increasing use of the Internet, 
we are finding that we can obtain great value from sharing information. 
Wikipedia is an example of the creation of great value via sharing. 

Wikipedia is not completely open, but it is much closer to completely 
open than the proprietary Encyclopedia Britannica. Since its founding sev-
eral years ago, Wikipedia participants have created five times the number 
of entries found in Encyclopedia Britannica, which has been under develop-
ment for a hundred years. A study in Nature found that scientific entries 
in Wikipedia were substantially equal to those in Britannica. We do not 
need to equate the two or to argue that Wikipedia should be regarded as 
a definitive source, but indisputably it has provided great value to millions 
of people, all based on contributions without any expectation of monetary 
reward. On the openness continuum, Wikipedia is not completely open. 
Postings can be taken down under certain circumstances by people trained 
and empowered to make judgments about, for example, the “neutrality” 
of a posting. 
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Similarly, open-source software, which is usually thought of as open 
because its underlying source code is available without restriction, is not 
entirely open. A software application like LINUX cannot be entirely open 
because no one would use an application that would change every time 
someone suggested an improvement. At the same time, open-source soft-
ware is licensed in such a way that the source code will be seen by as many 
people as possible, which is the key factor in its success. It aims for continu-
ous improvement through widespread sharing because such sharing makes 
it more likely that someone, somewhere, will have the inclination and the 
expertise to review and improve the code. The more open it is, the more likely 
it is to get better; however, it is not completely open because any new version 
of LINUX will not be released until a group of experienced coders exercise 
their judgment and determine that that version is ready for prime time.

The success of Wikipedia and open-source software demonstrate the 
power of the Internet and how value can be added by sharing rather than 
by exercising strict control. This success also reveals how openness allows 
value to be obtained from unexpected sources. At the same time, open-
ness invites negative contributions as well as positive. Contributions are 
welcomed from experts, but also from a broad range of people because 
of the assumptions that many people can add value, but  how many can-
not be determined ahead of time. Another fundamental assumption is that 
the value of contributions from unexpected sources outweighs the cost of 
screening out contributions that do not add value.

This orientation toward facilitating contributions from a broad range 
of individuals and organizations underlies the development of what some 
have called Web 2.0. In the early days of the World Wide Web, it was 
equated with the great library at Alexandria—it would provide access to 
a vast store of information to anyone with an Internet connection. That 
was great—but passive in that little thought was given to what those 
people could contribute. How could they modify it, what could they do 
to improve it based on their own expertise and experience? The degree to 
which people can modify the information or the process determines how 
responsive the information or process is. Openness is about both accessibil-
ity and responsiveness.

As noted earlier, the greatest degree of openness is not always the 
best answer to the question of what degree of openness is best suited for 
a particular purpose. This is where we can begin to ask salient questions 
regarding health care. What kind of information do I need for this purpose, 
whether it is research or treatment or the detection of emergent diseases? 
Who should have access to it? Under what terms and conditions? Should I 
allow other people to contribute to it? Should everyone be able to contrib-
ute, or only those prequalified in some way? Can they modify, repurpose, 
or redistribute it, and if so, under what terms and conditions, if any? 
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The report entitled Harnessing Openness to Transform American 
Health Care, recently released by the Committee for Economic Devel-
opment (CED) examines the terms and conditions under which greater 
openness might improve health care across its entire production func-
tion, from research to treatment (CED, 2008). The report also considers 
cases in which greater openness can be harmful—such as unauthorized 
access to medical records or unauthorized disclosure of genetic information 
about an individual—and destabilizing such as in the relationship between 
patients and their caregivers. The report is not exhaustive, but it is a first 
attempt to use the lens of openness in an area rich with opportunities for 
improvement.

The report is about openness rather than the use of information and 
communications technology (ICT) in health care because, ultimately, open-
ness is about an attitude; openness is about a predisposition for giving more 
people more access to information and more opportunities to contribute 
based on their own expertise and insight. There are scores of very good 
reports on the value of increasing the use of ICT in health care, but that 
should not be equated with increasing openness.

A wonderful example of openness in health care has nothing to do with 
information and communications technology. A researcher at the University 
of California–Los Angeles has bush hunters in Cameroon send him samples 
of diseased animals they have caught. He then examines them for evidence 
of emerging diseases. That is about as far from HIT as you can get. But it is 
based on the recognition that great value can be obtained from unexpected 
sources—in this case the hunters add great value because they are operating 
on the front line of emergent diseases.

There are many other examples of openness, some of which are based 
on the use of information technology, while also demonstrating the impor-
tance of an attitude of welcoming contributions from others. Some of the 
most interesting examples come from interactions between caregivers and 
patients.

About half of primary care physicians report that their patients have 
arrived with research from the Internet. What does that tell us about open-
ness? Obviously information technology has provided patients with greater 
access to information—some of it valuable, much of it wrong or inappli-
cable. What should caregivers do? They can elect to dismiss the Internet 
research out of hand or imply that valid information can come only from 
the doctor. They can treat such circumstances as a learning opportunity, 
educating patients to separate good research from bad. They might even 
find research that is new to them. In this context, openness is destabiliz-
ing the traditional doctor-patient relationship, but the end results may be 
more informed patients who can take more responsibility for their own 
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health, and new and rewarding partnerships between caregivers and their 
patients.

As the report touches on many areas, this will focus on the openness 
issues surrounding clinical data and electronic health records. Many kinds 
of information would be valuable for patients that are not available now. 
For example, it would be useful for patients whose caregivers recruit them 
for clinical trials to know whether the caregiver is being paid to recruit; 
similarly, it would be valuable for patients to know whether the caregiver 
has a financial interest in the treatment being recommended or is receiving 
gifts from a pharmaceutical firm whose product is being prescribed. In such 
cases more openness and more information would allow patients to make 
more informed decisions. 

Congress acted recently to increase openness regarding clinical trials 
and posttrial surveillance. For drug trials that lead to an application for 
approval by the FDA, there is no compelling argument for disclosure before 
the application. On the other hand, data indicating safety issues that lead to 
a trial’s termination should be made available immediately so that others do 
not repeat the trial and put trial participants at risk unnecessarily. 

Currently, when an application for approval is filed, the information 
associated with the application can be protected as a “trade secret.” It 
is not available at the time of the application, nor when the application 
is approved; it can be withheld for an extended period of time beyond 
approval based on its trade secret characterization. Moreover, once it is 
submitted it falls into a kind of regulatory black hole where the FDA makes 
no affirmative effort to make it available to researchers who might benefit 
from access to it. Even if the data are in an electronic form, they may not 
be arrayed in a manner that would allow other researchers to aggregate 
and manipulate them and to use them to develop more comprehensive 
databases.

There does not appear to be any compelling reason to withhold these 
data after a drug or other intervention has been approved. Companies have 
argued that the data should not be made available at all because doing so 
would provide a shortcut for competitors, but the company that submitted 
the data has had a large head start over any competitor because it has had 
years to scrutinize the data. The FDA approval has provided the company 
with a substantial legal benefit. On the other hand, withholding the data 
prevents academic researchers interested in the efficacy and safety of the 
intervention from benefiting from the data. Access to data underlying clinical 
trials does raise important questions of openness, including the value of the 
data to the company that submits the data and to competitors. But in mak-
ing a decision about disclosure, the most important criterion should not be 
the impact on competition between drug-producing companies, but on the 
societal value of providing the information to researchers in general.
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The specific recommendations made in the CED report regarding clini-
cal trials and postapproval surveillance include the following: 

•	 The FDA should review existing requirements on patient consent 
to participate in clinical trials and make changes as appropriate. 
The bifurcated authority in this area should be ended.

•	 Those recruiting participants for clinical trials should be required 
to disclose any financial interest in the recruitment.

•	 The FDA should require electronic filing for all drug and device 
approvals.

•	 The FDA should set standards for and require the filing of under-
lying clinical data, on approval, in a form that allows subsequent 
machine aggregation, search, and manipulation.

•	 The FDA should require the filing of all studies that an applicant 
has commissioned on a drug or device that is being submitted for 
approval, whether or not the study was commissioned as part of 
the application. 

•	 The FDA should consider making public any studies that it con-
ducts in the course of a drug or device approval.

•	 Those conducting clinical trials should be required to report to 
the FDA, on detection, any instances that would reasonably sug-
gest the use of fraudulent data.

•	 The FDA should require disclosure of any limitations on researchers’ 
ability to comment on clinical trials with which they are involved.

•	 The FDA should broaden the means by which postapproval adverse 
events can be reported and should make the reports more widely 
available.

•	 The FDA should encourage the disclosure of postapproval data 
indicating the efficacy of interventions for nonapproved purposes.

•	 The federal government should dramatically increase its efforts 
to directly compare the safety and efficacy of similar drugs and 
devices.

The report also deals with openness issues involving electronic health 
records. As with the data underlying clinical trials, data from EHRs are 
likely to be critical components of large databases that will serve as the 
breeding grounds for development of evidence-based medicine. The active 
mining of these large databases, whose development has been encouraged 
by the latest amendments regarding the FDA, should expand the number 
of medical practices that can claim an empirical base. At the same time, 
the CED report noted the need for disclosure of conflicts of interest by 
anyone participating in developing recommendations for clinical practice 
regimens. 
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The countervailing interests of privacy and security are evident in 
any consideration of openness and EHRs. Patients want their EHRs to be 
open enough to be accessible to anyone treating them, and open enough 
to receive data regarding appointments, prescriptions, treatments, tests 
results, etc., but not so open as to allow anyone to have access to them 
without authorization. It will be critical to resolve these tensions in a way 
that enlists patient support for the development of EHRs. Development of 
an interoperable system of EHRs is stymied now by a lack of standards, a 
lack of incentives for the predominantly small medical practices to adopt 
them, and a lack of demand from patients due to concerns about privacy 
and security.

Under today’s HIPAA rules, there is a presumption toward openness 
in that a patient has a right to a copy of his or her records. But, as with 
filings regarding clinical trials to the FDA for drug approvals, there is no 
requirement that these records be in a digital form. 

The CED made several recommendations regarding EHRs:

•	 Individuals and groups providing and funding health care should 
institute appropriate incentives for the adoption of information and 
communications technologies (including EHRs) to reduce health 
care’s burdensome administrative costs.

•	 Federal research agencies should increase their support for the 
development of the large databases necessary for progress toward 
evidence-based medicine, including developing the necessary data 
standards.

•	 Strict requirements on the disclosure of conflicts of interest should 
be applied to those participating in the development of recom-
mended clinical practice regimens.

•	 HIPAA should be amended to require that those parties who hold a 
patient’s medical records must provide the patient with the oppor-
tunity to receive copies of those records pursuant to HIPAA in 
digital form.

Concerns about privacy and security are among the principal impedi-
ments for the development of an interoperable system of EHRs. But 
although there is much debate about how to deal with privacy and secu-
rity, both technological and marketplace forces are racing ahead, rendering 
HIPAA’s privacy regime increasingly problematic. For example, there are 
more than 200 different systems of personal health records now in the 
marketplace, including Microsoft’s HealthVault. Yet because Microsoft is 
not a medical provider, the company is arguably not covered by HIPAA’s 
privacy requirements. 

Clearly some HIPAA rules should apply. Perhaps they will be covered 
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by an authority based on the Federal Trade Commission’s jurisdiction over 
advertising of privacy, protections, or some other regulation that makes 
any entity that touches personally identifiable health data a steward of 
such data, with some enforceable responsibilities. Ensuring that entities that 
have this sort of information are covered and that the rules governing their 
responsibilities and obligations are clear will be of ongoing importance.

The need for clarity in the rules is often overlooked. One of the prin-
cipal lessons from the failure to share information regarding the Virginia 
Tech shooter was that the individuals and institutions that had relevant 
information did not understand what they could do based on existing pri-
vacy rules—so they too often chose inaction as the safest response. That 
should not be the case. If the future of health care involves a far richer 
data environment, as I believe it must, we will need clarity in the rules 
regarding privacy and continuing educational efforts about what is and is 
not allowed.

Another lesson from EHRs is that there is a high level of anxiety and 
disquiet about privacy because there are no generalized privacy protections 
in the United States. Many individuals do not believe the environment 
is structured to protect their privacy. In this country we have tended to 
address privacy issues in “silos.” We tend to identify particular infor-
mation or particular technologies and address their privacy implications, 
rather than looking more broadly at privacy interests and how to promote 
them. Individuals are actually expected to understand the different privacy 
regimes of different domains.

There is yet another issue as to whether the respective rules are being 
enforced. One of the reasons for the log jam about EHRs is the belief that 
enforcement of the HIPAA Privacy Rule is nearly nonexistent. The people 
who are supposed to be protected must believe that they are, and that 
bad actors will face consequences. In yet another example of the power of 
openness, one needs access to the protected records to determine if there 
has been wrongdoing, such as unauthorized distribution of protected infor-
mation. Ensuring access to one’s records has been a fundamental part of 
privacy law for the past 25 years. The Freedom of Information Act practices 
require that you have the right to know what information is held about you 
and what has been done to it, and that you have a right to correct mistakes 
in the records. We do not have that today in a meaningful way with respect 
to medical records—and we should.

How to break the log jam regarding privacy and security is unclear, but 
here is a modest proposal. It will be challenging to develop the kinds of 
databases needed to provide evidence-based medicine unless there is societal 
agreement about the level of required protection for privacy and security. 
One part of the protection is the deidentification of patient records. The 
questions of how to deidentify the records and what level of protection is 
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required are not something that seems particularly amenable to congressio-
nal resolution. Perhaps Congress should commission The National Acade-
mies to formulate recommendations for the rules regarding deidentification 
within 18 months. The Academies would be told to use their judgment to 
make the best recommendations technologically, economically, and ethi-
cally. Such recommendations would, on their own, be useful, but we could 
take it a step further and have Congress treat these recommendations as 
they did recommendations from the military base-closing commission by 
making them subject to an up or a down vote. This is not the most elegant 
solution or one that is consistent with what we learned about civics in high 
school, but we need to resolve these issues in order to obtain the benefits 
of greater openness, particularly those related to the use of clinical data 
to develop more evidence-based medicine. We need to cut through this 
Gordian knot. This may not be the right way, but at least it is a way of 
dealing with these issues.

Without transparency, without clear rules, without some reasonable 
expectation of enforcement, there will continue to be great reluctance on 
the part of many people of good will to allow clinical data to be used to 
improve the general provision of health care. The benefits seem too far 
away, the threats too real and immediate. We will need to address both 
benefits and risks in order to foster a more open system. The CED report 
is an attempt to show the benefits, but it is only a beginning. 

Institutional And Technical Approaches To 
Ensuring Privacy And Security Of Clinical Data 

Alexander D. Eremia, J.D., LL.M.  
Associate General Counsel and Corporate Privacy Officer, 

MedStar Health, Inc.

Healthcare providers have a duty to protect and secure the health 
information they receive or generate relating to their patients. Including 
their professional and ethical obligations, healthcare providers are now 
subject to a wide range of state and federal laws that impose various 
requirements and standards for the protection of health information. In 
addition, evidence suggests that most patients do not want their private 
health information to be: (1) accessed by people who do not need to see 
it; (2) used for purposes that will not benefit the patient; or (3) disclosed 
to someone who is not required to protect it or who might use it in a 
harmful manner (Westin, 2008). As a result, many healthcare providers 
view the protection and security of their patient’s health information as 
essential to maintaining the trust and confidence of their patients and an 
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important element of patient satisfaction. At the same time, healthcare 
providers are rich sources of data, which when properly used in research, 
have the potential to greatly enhance the quality of clinical care and may 
result in better clinical outcomes, improved efficiencies, cost savings, or 
other medical advances. 

Healthcare providers have an interest in each of these goals, but per-
ceived and actual privacy or security hurdles, patient trust considerations, 
potential legal consequences, and actual costs associated with retrieval of 
data pose barriers to releasing data for research purposes. In particular, 
healthcare providers often find the privacy and security requirements of 
HIPAA confusing, and health information data custodians and researchers 
sometimes have limited awareness of HIPAA’s data access and disclosure 
requirements. 

Furthermore, even when access and disclosure are permitted under 
HIPAA, minimum necessary standards, accounting for disclosure obliga-
tions, and other patient considerations may impede the willingness to 
make certain disclosures of identifiable information. In addition, it is often 
costly for healthcare providers to divert resources and personnel away from 
their primary clinical care activities to attend to administering system and 
records access/disclosure activities for research purposes. Although tech-
nological solutions have the potential to mitigate some of these costs and 
resource burdens, at the current time, few such tools adequately address all 
of a healthcare provider’s privacy requirements. In fact, often the implemen-
tation of new information technology brings with it additional complexities 
with respect to the ability to properly control research-related access. 

As a result, healthcare providers are often more motivated to protect 
patient privacy, to respect physician-patient relationships, to minimize the 
administrative impact on data retrieval, and to minimize legal risks and cus-
tomer complaints than they are to accommodate the needs of researchers. 
Absent adequate financial or strategic incentives, regulatory amendment, 
and greater appreciation of the public benefits of research, access to identifi-
able data for research will remain a challenge.

MedStar Health is the largest provider of healthcare services in the 
mid-Atlantic area, composed of eight hospitals, including community-based 
hospitals and academic medical centers, as well as numerous satellite clinics 
and outpatient facilities. In the District of Columbia, we own and operate 
Georgetown University Hospital, the National Rehabilitation Hospital, and 
Washington Hospital Center. Collectively, our system has about 25,000 
employees and at least 5,000 affiliated physicians. System wide, we annu-
ally serve some 158,000 individual inpatients, have 787,000 inpatient days, 
treat 1,561,000 individuals on an outpatient basis, and make 208,000 
home health visits. Therefore, the MedStar Health community is a rich 
source of diverse data that are potentially of great use to research. In 
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that context, this paper will reflect on some of the institutional challenges 
that we have balancing patient privacy interests with providing access for 
research purposes. 

At MedStar Health we have a vision of being the “trusted leader in car-
ing for people and advancing health,” and we have long had a commitment 
and philosophy of putting the “patient first.” As a result, our leadership 
feels strongly that beyond what the law says, we are devoted to protecting 
the interests of our patients and their information, and we are committed 
to promoting the trust of our patients by protecting their privacy. At the 
same time, we have a strong commitment to innovation, the promotion of 
research, and a shared vision of “advancing health” though our education, 
technology, and research capabilities.

As a part of MedStar’s operations, we regularly create and maintain 
a number of databases and record sets into which patient information is 
placed, processed, and stored. Given the wide range of services provided 
by MedStar Health and the diverse patient base we serve, both the volume 
and the variety of data within these resources are large. We therefore are 
approached on a regular basis by researchers outside of our covered entity 
who request both large data sets as well as ongoing open access to patient 
information. 

One area of significant concern, therefore, is how to most appropriately 
release and provide access to information to researchers who are not mem-
bers of our workforce. Because these databases, repositories, and record 
sets are usually created primarily for treatment, healthcare operational pur-
poses, or billing and financial purposes—not for research purposes—they 
often lack a built-in framework for addressing the needs and requirements 
associated with research-related access as well as the obligations we have 
for research-related disclosures. Furthermore, even when record sets are 
created in anticipation of potential research, they are often not designed to 
adequately facilitate compliance with privacy and security requirements.

Consistent with trends across the healthcare industry, MedStar is in the 
process of transitioning from being a largely paper-based organization to 
one with electronic records. We actually have four or five separate unique, 
stand-alone, traditional electronic medical records. In addition, MedStar 
has also developed a product, which was ultimately bought by Microsoft, 
that aggregates data from disparate systems, and which has led to an 
ongoing development relationship between MedStar Health and Microsoft. 
Although these systems have greatly facilitated our healthcare activities in 
many ways, one of the largest challenges we have with respect to research 
interests is getting information out of these systems in a cost-effective for-
mat that is useful to researchers. 

Data that we collect, capture, and hold—whether in electronic or paper 
format—are generally meant for our own internal operational and clinical 
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purposes, and often are not easily retrievable in a format that is usable for 
research purposes. Even when the data are in electronic format, in many 
cases the way in which information is accessed and used for normal opera-
tions purposes (e.g., the types of queries made, the specific data points that 
need to be viewed, and the actual ways in which the data will be employed 
after retrieval) differs greatly from the manner in which researchers wish 
to interact with it. Because these systems have generally been designed and 
implemented with operational needs in mind, as opposed to the needs of 
researchers, the sort of retrieval, aggregation, and analysis tools necessary 
to researchers are often not readily available within these systems. As a 
result, often the extraction of data from our electronic systems requires 
a fairly manual and laborious manipulation process. To optimally meet 
researchers’ needs and to contain costs for covered entities would, for some 
systems, require the development of new software interfaces and tools, all 
of which require investments of time and resources.

Furthermore, some of the information that MedStar collects or creates 
is proprietary information that we are unwilling to share in unfiltered/
unredacted format, if at all. For example, we often get research requests 
for our billing and coding information. Although it may be possible to 
remove such confidential, proprietary information from a dataset intended 
for research use, it can be difficult to dissociate this information from what 
we are willing to share. In many cases this removal would require intel-
ligent software capable of making fine-grained discriminations and would 
be very costly. 

Moreover, concerns are sometimes raised by healthcare administrators 
that the goals of research are incompatible with the goals of being a leading 
community-based healthcare provider. Some of the goals of research—such 
as furthering scientific progress, translating research into improved clinical 
care, improving society, maintaining scientific integrity, perhaps pursuing 
technology transfer opportunities—are obviously all valuable, and no one 
denies that having appropriate information available to use for research is 
a public good. Nonetheless, such goals can sometimes run counter to the 
immediate goals of healthcare providers, which are fundamentally to pro-
vide quality health care to patients that results in high levels of satisfaction, 
trust, and confidence and to do this all on increasingly slim operational 
margins. For many healthcare providers, these goals (or at least the pro-
cesses involved in achieving these goals) appear incompatible. 

Beyond logistical barriers and differences in goals, moreover, HIPAA 
poses further obstacles to sharing information to outside parties for research 
purposes. The Privacy Rule continues to be confusing to many healthcare 
providers, who often view its requirements as arbitrary and overly com-
plex. Healthcare administrators often face the burden of too many forms 
and policies that are generated as a result of our responsibilities to protect 
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patient privacy. Our administrators complain that they have inadequate 
resources to review requests and to assist in providing requested informa-
tion, and this potentially results in reduced access to records and data. 
Furthermore, as with any large workforce, we experience frequent staff 
turnover, which results in a continual challenge of adequately educating our 
administrators and record custodians about how and when they can appro-
priately release health information for research-related activities. Similarly, 
often researchers and their staff do not understand or fully appreciate the 
requirements that we must fulfill with respect to the control of health infor-
mation or the complex documentation requirements relating to the release 
of health information.

As an example, although researchers may understand that in order 
to review record sets for the purpose of identifying prospective partici-
pants, they must obtain a waiver of the requirement for authorization 
from an IRB, but they are rarely aware (or may not be concerned) that 
any access to PHI by non-MedStar research personnel that occurs under 
this waiver triggers an accounting of disclosure requirement on the part 
of the records custodian. As a result, they may not take proper steps to 
ensure that they limit the scope of their requests, limit which other persons 
receive the screening information, or adequately notify the records custo-
dian of the involvement of external personnel and take steps to facilitate 
our accounting requirements. 

Although IRBs can play an important role in ensuring that researchers 
properly address not just their own privacy requirements, but those of 
the information provider(s), IRBs need not be affiliated with the Covered 
Entity to grant a waiver of the authorization requirement and may not 
be entirely concerned with the Covered Entity’s obligations. In addition, 
many IRBs also have regular turnover and have many members, including 
unaffiliated community representatives, who sometimes do not understand 
the requirements for protecting patient privacy. These issues of affiliation 
and education—whether it is of staff members, researchers, or IRB mem-
bers—add to overall concerns in maintaining the trust placed in us by our 
patients. 

To provide a few concrete examples of the challenges posed by the 
intersection of privacy concerns and research interests, I would like to 
focus briefly on a few specific issues that MedStar has encountered: (1) the 
need to adhere to different standards depending on who is requesting 
the information; (2) the potential for needing to honor patient restrictions; 
and (3) issues related to the relationship between an individual physician 
and his or her patient and the hospital in which the physician practices. 
These cases illustrate some of the difficulties inherent in trying to bridge the 
tensions between these two interests.

As touched on briefly above, depending on the specific relationship 
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between an individual researcher and the Covered Entity whose health 
information he or she wishes to access, HIPAA requirements associated 
with access differ. Although researchers are permitted to access PHI for 
research purposes without an authorization under the Privacy Rule, any 
time a researcher who is not a member of that entity’s workforce does so, 
it is considered to be a disclosure that the entity must track and be able 
to account for on request. This is extremely burdensome for healthcare 
providers, particularly in the paper world, and often necessitates physically 
placing a marker or informational sheet in each record accessed. One might 
think this would be easier in an electronic world, but in reality it is not! 
Most of our electronic systems (especially our billing and other operational 
systems) do not include functionality that allows the adequate tracking 
of these disclosures with the level of associated information and detail 
required by the Privacy Rule. 

HIPAA’s alternative accounting mechanism, which provides for group 
or bulk accounting in cases where more than 50 disclosures are made for an 
individual study, is not really a viable alternative for a large decentralized 
and integrated healthcare organization. Without a central clearinghouse 
for evaluating data requests and/or registering the individual studies for 
which requests are made, it is difficult to confirm which studies may have 
had information released. For instance, for appropriate clinical efficiencies, 
some of our clinical systems allow physicians to access health information 
regardless of where the patients were seen in our system. As a result, it is 
possible that a researcher in Baltimore could request and access patient 
information from a system accessible at their location (i.e., in one of the 
Baltimore facilities) relating to information on a patient who was not seen 
in that Baltimore facility. Consequently, if a patient from the non-Baltimore 
facility requested an accounting of disclosures, it may be challenging to 
determine whether an accountable disclosure was made by the Baltimore 
facility. Dealing with this situation effectively would require the centraliza-
tion of all research and other requests, so that all requests are handled by 
one central administrator. Unfortunately, this would be extremely burden-
some and not currently a viable option for us because we have received 
potentially thousands of separate requests from thousands of different 
studies, resulting in hundreds of thousands of research-related disclosures 
over the course of the prior 6 years. 

The issue of accounting for disclosures is one where researchers them-
selves could do much to help institutions in meeting the burdens associated 
with their privacy requirements and, in so doing, increase institutions’ will-
ingness to provide information for research purposes. Among the ways this 
can be done are: (1) developing or subsidizing the development of disclo-
sure tracking software; (2) subsidizing staff positions dedicated to meeting 
accounting requirements (records custodians are often severely overworked 
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and unable to shoulder this); and (3) personally providing required infor-
mation sheets or disclosure data where necessary. These strategies and 
“unforeseen” costs associated with data screening and recruitment should 
be considered by researchers when calculating the costs of conducting 
research at the time of grant application or protocol development. 

Another difficulty associated with the research use of patient informa-
tion involves the potential of “patient restrictions” placed on the use or 
disclosure of their own health information. Under the Privacy Rule, patients 
are permitted to request a restriction on how their health information 
may be used or disclosed. However, the Privacy Rule does not require a 
Covered Entity to accept that restriction request and, in fact, most health-
care providers try not to, because it is extremely burdensome to honor these 
requests. Even if such restrictions are accepted, healthcare providers are 
not necessarily culpable under HIPAA if the release of information is for 
research purposes.� Nonetheless, we believe that if we make a commitment 
to our patients, we are ethically obligated to try to fulfill it. 

Though most Notices of Privacy Practices require that any request 
for restrictions be placed in writing and though most Covered Entities try 
to educate their staff to not accept a restriction unless it is in writing and 
clearly agreed to, it is possible that physicians or other staff members occa-
sionally and informally make commitments and promises to their patients 
that their health information will not be used for any purposes except their 
own treatment unless the patients otherwise consent. In some cases, the 
physician or staff member may actually sequester a file or flag in an attempt 
to limit access to the information. Unfortunately, because billing systems, 
registration systems, and other clinical systems are often highly integrated, 
it is often difficult for healthcare providers to completely restrict who 
accesses and uses the patient’s identifiable health information. When the 
patient is contacted by an outside researcher (even if the researcher legally 
and properly obtained the patient’s information), the patient will obviously 
feel betrayed and lose confidence in his or her healthcare provider. 

Given the number of employees that can potentially access any given 
patient’s records, it is difficult to ensure that a pledged restriction made by 
one staff member or physician is known and adhered to by others. This 
issue, furthermore, is inherently resistant to a centralized solution because 
of the individual nature of the patient–provider relationship. Even with a 
centralized office for accepting and implementing patient restrictions in 
place, it would not prevent individual physicians from making personal 
agreements or commitments with patients that do not get propagated 
across the system. This challenge is, similarly, more difficult for researchers 
themselves to help mitigate than, for example, the accounting of disclosures 

�  45 C.F.R. 164.522(a)(1)(v). 
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requirement because the researcher has little ability to discern where restric-
tions may be in place if they have not been adequately marked by those who 
accepted the restriction. As a result, completely confirming that healthcare 
providers are not violating any individualized commitments prior to making 
a research-related disclosure would literally require confirming such with 
each individual treating provider (obviously an insurmountably burden-
some task).

Finally, another example of a problematic barrier has to do with the 
physician–patient relationship. A small but vocal community of our physi-
cians has strongly objected to us allowing health information about “their” 
patients to be accessed by researchers. Some feel strongly that researchers 
are effectively trying to “cherry pick” their patients because some of these 
researchers are also clinicians. They have also argued that this violates the 
trust of their patients because patients may not understand why some out-
side researcher with whom they have no existing relationship is contacting 
them. It is argued that this may be perceived as similar to providing their 
contact information for “cold-calling” purposes. An additional concern is 
that these patients might get enrolled in trials that contraindicate the care 
their personal physician advocates. In fact, these objections run so deeply 
in some cases that some referring physicians have suggested, “If you do not 
protect my patients’ information, I am not going to refer patients to your 
hospitals any longer.”

This, again, is an area in which researchers can play a personal role in 
mitigating concerns. If researchers are prepared to engage in meaningful 
discussion with treating physicians about the value and benefit of proposed 
research and accept the expressed concerns, they can help to work around 
these potential barriers. For instance, rather than screening patient records 
without the knowledge of treating physicians and contacting patients them-
selves, researchers can work with physicians to identify potentially eligible 
patients and then ask the physicians to speak with them about the proposed 
research. This can alleviate both the potentially invasive feeling by patients 
of being contacted by a stranger for research as well as physicians’ concerns 
that their patients may be recruited without the physicians’ knowledge 
into research that they do not believe is commensurate with the care they 
provide.

Patient attitudes also play a key role in determining whether health 
information can or should be released for research purposes. Some patients 
are altruistic and have no difficulty sharing all their identifiable health 
information if it will better serve the community. Others are much more 
protective of their individual information because of fears over misuse, 
discrimination, or social stigma. Some patients are comfortable releasing 
some, but not all, of their health information for research purposes. How-
ever, although this could be a means of balancing privacy interests against 
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research interests, many researchers do not view this as an effective option 
because it potentially distorts the available data sources and could skew 
data results. Moreover, even in an electronic world, technical limitations 
can function as barriers to even this limited type of research access. As dis-
cussed above, many systems do not have built-in abilities to easily capture 
data in a format useful for research purposes. Additionally, many systems 
lack the functionality that would be necessary to allow a patient to partially 
opt out of disclosures for research purposes (e.g., portions related to mental 
health or substance abuse). 

Unfortunately, most healthcare providers have no cost-effective way 
of protecting just limited portions of the patient record, even when indi
viduals feels comfortable that the rest of their file could be used for research 
purposes. Eventually, we may get to a point where we can make such dis-
tinctions, but for now such requests put us in the untenable position as a 
Covered Entity of having to assume the burden and cost of basically pulling 
records or reports, reviewing eligibility criteria, and spending the necessary 
time to compile all this information to be used for research purposes. Under 
such circumstances, many administrators legitimately question what benefit 
these burdens provide to our patients and to our institutions. If researchers 
are willing to expend the time, efforts, and costs necessary to enhance these 
systems to better meet these needs, they can potentially go a long way 
toward increasing institutional support for research disclosures. 

All of this is not to suggest that healthcare providers do not have any 
commitment to research at all. Healthcare providers recognize the value 
and the public good of research. They are committed to research, especially 
when it is consistent with their own mission or values or when there is a 
direct benefit to them. Obviously, however, they do not want it to interfere 
with patient care. They do not want it to be overly burdensome or costly, 
thereby detracting from the resources available for activities more directly 
related to patient care. They do not want it to interfere with their relation-
ships with their physicians or the relationships between the patients and 
the physicians. In addition, of course, all healthcare providers have to be 
concerned about legal risks and compliance with applicable laws. 

Recognizing the importance of research in furthering the practice of 
health care, and in improving society as a whole, MedStar has undertaken 
a number of different efforts to try to accommodate researchers in a fash-
ion that balances our privacy concerns against the administrative burdens 
associated with research-related requests. One thing we have done is agree 
in some cases to effectively perform screening and recruiting activities on 
behalf of researchers. This includes screening participants—assuming there 
are no objections from patients or physicians—in order to obtain authoriza-
tion on behalf of the researcher or to simply provide the subject with infor-
mation about the research project and let him or her contact the researcher 
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directly. In theory, this avoids the accounting obligation, and could be more 
sensitive to some of our patients, but it requires time, training, and effort 
on our staff. In some cases, we have asked researchers for compensation to 
offset some of those costs. This is obviously not preferred by all research-
ers, but it is a step toward closer engagement between us, as a healthcare 
provider, and the research community as we work to foster coordinated 
EHR user organization evidence development work.

Another approach we have tried with limited success is to engage the 
researcher effectively as a business associate to handle all the screening, 
recruitment, and internal administrative processes that we have in place. 
This allows the researcher to recruit patients directly, but it avoids the 
accounting of disclosure obligations and shifts the burden to the researcher 
for cost. Depending on the HIPAA mechanism the researcher is using, the 
PHI may need to remain within our property as a Covered Entity. If the 
researcher does not obtain an authorization, the PHI would need to be 
returned or destroyed. This solution, unfortunately, is not appropriate or 
viable in all situations and, again, is not always palatable to researchers 
themselves. 

Other data access options include Limited Dataset/Data Use Agree-
ments. This option would generally permit researchers to have a limited 
set of identifiable health information, without a patient authorization and 
without the accounting of disclosures responsibility, but it still requires 
resources of the Covered Entity to create the Limited Dataset and to nego-
tiate the Data Use Agreement with the researcher. Our experience has 
shown that this option currently has limited effectiveness for the majority 
of research conducted at our facilities because most of our research requests 
are for more complete, identifiable datasets. As a result, the Limited Dataset 
will not be a truly useful or viable option for us absent systems that can 
cost-effectively produce the data and absent an amendment to the Privacy 
Rule that greatly expands the number of identifiers available through this 
vehicle.

Going forward, we see several potential avenues for progress. We 
would like to see HIPAA amended to accommodate the needs of researchers 
while minimizing the burdens on Covered Entities. Eliminating the account-
ing disclosure obligations would go a long way toward reducing our costs 
and burdens. Expansion of the Limited Dataset concept could potentially 
assist both researchers and Covered Entities if the Covered Entity has sys-
tems that can cost-effectively produce data and the Limited Dataset vehicle 
is greatly expanded to include identifiers that would permit screening and 
recruitment activities. 

In addition, as vendors and suppliers of our data systems and elec-
tronic medical records systems become more sophisticated in the poten-
tial applications of this information, the design of operational databases 
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and electronic records will allow us to more generally protect the patient 
information that needs to be protected due to applicable laws or commit-
ments to our patients, while making available information that can and 
should be available for research purposes. With respect to the physician–
patient relationship, continued work is necessary to build communication 
and trust between all parties, and opportunities exist to further educate 
treating physicians about research opportunities. With respect to tech-
nology, interoperable data exchange may ease some of the technological 
burdens we face and could result in greater access to health information 
by researchers, but the details and potential barriers associated with access 
to data exchanges remain uncertain and may require further legal clarifica-
tions. Perhaps most importantly, an increased awareness and sensitivity on 
the part of researchers to the requirements, burdens, and costs associated 
with healthcare providers’ provision of information, and a willingness to 
share in those costs and burdens, can greatly aid in overcoming the obsta-
cles that currently impede research efforts.
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6

Creating a Next-Generation Data Utility: 
Building Blocks and the Action Agenda

Introduction

The collective experience of presenters, workshop participants, plan-
ning committee, and Roundtable members offers many important insights 
on how the future architecture and policies of data systems can aid in 
leveraging health data to its fullest and best uses. Perspectives summa-
rized in this chapter reflect on lessons from successes and failures across 
the healthcare industry to provide guidance for the development of next-
generation applications and progress acceleration in the public health data 
agenda. Underlying the discussion summarized here is the principle that 
new data utilities will build on considerable past progress. Offered in this 
chapter are summaries of workshop presentations and a panel discussion 
that provide a mix of theoretical perspectives and specific ideas for practice 
to guide future work. 

Building blocks for a next-generation public agenda were described by 
three presentations based on lessons learned about strategic priorities from 
past and ongoing work. Christopher Forrest, professor of pediatrics, senior 
vice president, and chief transformation officer at Children’s Hospital of 
Philadelphia (CHOP), presents a CHOP initiative to transform the delivery 
of pediatric care and children’s health through the power of data-driven 
decision making. Forrest describes CHOP’s highly linked data system, which 
includes genomic, clinical, and environmental data used to support the orga-
nizational vision of transforming pediatric care, and discusses issues related 
to collaboration: developing cross-institutional relationships, providing the 
patient and family access to information, fostering provider–payer relation-
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ships, working to reduce costs (both financial and nonfinancial), changing 
cultural assumptions, and improving communications. Brian Kelly, executive 
director of the Health & Sciences Division at Accenture, a global manage-
ment consulting firm, details some challenges of managing and aggregating 
multiorganizational data and the associated influence of current privacy 
regulations on data activities, including practical challenges and the many 
entrenched and difficult-to-change systems for data aggregation. Guidance 
is needed on approaches to ensuring individual health data protection, ques-
tions of data ownership, on conveying the benefits of providing access to 
healthcare data through public advocacy initiatives. Finally, Eugene Steuerle, 
senior fellow at the Urban Institute, reviews current incentives to share 
health information that are at odds with positioning clinical data as a 
public good. Although the benefits of clinical data can be shared by all, the 
distribution of costs associated with collecting, storing, and analyzing the 
information are borne by few. In addition, the significant issues with privacy 
and confidentiality, bureaucratic policies, and providers and intermediaries 
further complicate structuring incentives, whether financial or otherwise, to 
share clinical data. Steuerle offers several suggestions on means of restruc-
turing incentives associated with collecting and aggregating clinical data for 
healthcare improvement and suggests that consumers of health services may 
ultimately need to be the driving force behind changing current incentives to 
foster a more favorable approach to clinical data. 

The chapter concludes with a summary discussion of six panelists, 
charged with moving the conversation around a next-generation data util-
ity to an action agenda. The six panelists are Stephen Phurrough, direc-
tor of the Coverage and Analysis Group at the Centers for Medicare & 
Medicaid Services (CMS); James Ostell, chief of the Engineering Branch of 
the National Center for Biotechnology Information (NCBI); John Lewin, 
chief executive officer of the American College of Cardiology (ACC); 
Evelyn Slater, senior vice president of Worldwide Policy at Pfizer; Janet 
Woodcock, deputy commissioner and chief medical officer of the Food 
and Drug Administration (FDA); Arthur Levin, cofounder of the Center 
for Medical Consumers; and session chair David Blumenthal, director of 
the Institute for Health Policy at Massachusetts General Hospital/Partners 
Health System. They discussed critical questions, including what decisions 
and actions are needed to advance access to and use of clinical data as a 
means of advancing learning and improving the value delivered in health 
care, and they offered perspectives on current activities and opportunity 
areas in the development of healthcare data resources. Current and emerg-
ing “what if?” opportunities to align policy through multiple stakeholder 
engagement are considered, along with implications of recent legislative 
initiatives. The identification of opportunities for enhanced coordination, 
investigation into aspects of policies on consent for data sharing and 
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research, and active translation of data insights to better engage the public 
emerged as important areas for future work.

Building on Collaborative ModelS

Christopher Forrest, M.D., Ph.D.  
Senior Vice President, Chief Transformation Officer 

Children’s Hospital of Philadelphia

The Institute to Transform and Advance Children’s Healthcare (iTACH) 
at Children’s Hospital of Philadelphia is spearheading a novel effort to har-
ness clinical, business, research, and public health information to improve 
children’s health, make their health care more efficient, and transform the 
delivery system. The Institute has developed a data system that links the full 
spectrum of information about a child’s health needs, from genomics to 
clinical to environmental data, in order to build out a vision of personal-
ized pediatrics. This paper will provide an overview of this new approach 
to healthcare delivery and will assess issues related to collaborative rela-
tionships that are needed to realize a vision of personalized pediatrics, 
including forming linkages with multiple pediatric institutions, giving 
patients and families access to their data and obtaining information from 
them, and creating provider–payer collaborations.

In our organization I sit at the nexus of biomedical and applied infor-
matics, genomics and other types of molecular diagnostics, healthcare man-
agement, quality and patient safety, and translational medicine—translating 
scientific discovery into clinical care using health information technology. 
One of the most urgent goals at Children’s Hospital of Philadelphia is to 
transform ourselves into a data-driven healthcare organization. We view 
data as an essential asset that is just as important as the people in the orga-
nization, our financial reserves, and the buildings that we are building. 

CHOP is the largest integrated pediatric network in the country, if not 
the world. We have 35 primary care practices and several specialty clinics 
located in 3 states, and have nearly 2 million encounters a year. We have an 
integrated specialty network, and staff both a 500-bed central hospital and 
a number of other community hospitals. We use electronic health records 
(EHRs), but we believe the EHR is just one piece of the health information 
technology needed for personalized pediatrics.

In the process of trying to become a data-driven organization, we have 
created a novel concept of personalized pediatrics, which we see as much 
broader than that of personalized medicine, which too often becomes 
conflated with pharmacogenomics. To build our concept of personalized 
pediatrics, we will need to create a number of collaborations that we are 
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either developing or need to develop—collaborations with other pediat-
ric institutions, public institutions such as local government, payers, and 
patients and families. 

Our concept of personalized pediatrics is one of CHOP’s primary stra-
tegic initiatives. We think this is the future of health care—in fact, a new 
form of health care—and we are devoting substantial new investments to 
it. We believe all health care will become more data driven, much like other 
service industries. In so doing, we seek to go beyond conventional quality 
improvement, which tends to focus on process change and reliability of 
service provision. Personalized pediatrics is an approach to health care 
that customizes delivery of services to the individualized needs of children 
and adolescents. Conventional modes of treatment are based on caring for 
the “marginal patient” because so much of our medical evidence is based 
on average treatment response. Our model is predicated on giving care at 
the right time by the right person, in the right setting, minimizing waste, 
and shifting services from specialty to physician-focused and nurse-focused 
primary care, even at the home whenever possible. We believe that to be 
successful, we have to generate value for people, which translates into less 
time spent in health care, paying less out of pocket, and the ultimate goal, 
getting better more quickly. 

To implement personalized pediatrics, we need to construct a biopsycho
environmental profile for every patient (Figure 6-1). Data for this profile are 

Figure 6-1  The biopsychoenvironmental profile and required data sources. 
NOTE: dbs = database, EMR = electronic medical records, PHR = personal health 
records.
SOURCE: Reprinted with permission from the Children’s Hospital of Philadelphia.
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obtained from electronic medical records (EMRs), applied research data-
bases, public health sources, and directly from patients and families using 
personal health records (PHRs). For now, genomics, gene expression, and 
other types of molecular diagnostics are collected as part of human subjects 
research. Within the next few years, however, we expect these types of data 
to be part of the portfolio of advanced diagnostic laboratory medicine and 
thus be available in the EHR. CHOP is building a patient portal into the 
electronic health record. It is not a full PHR, but at least it gives patients 
the ability to access their own data and input a limited set of information. 
The full biopsychoenvironmental profile, when fully available and used to 
improve care, will be a major advance in our ability to better personalize 
care, predict future health events, and ultimately prevent ill health. 

Well-child care (i.e., preventive care services for children that are 
focused on optimizing health and development) has been the bedrock of 
pediatrics for years. Recommendations for the specific set of services are 
made according to age and sex, even though the risk for poor health and 
functional outcomes varies dramatically within age–sex groups. Where we 
are headed is toward more personalization of delivery of well-child care, 
according to factors such as the social complexity of the family and the risk 
of the child for early school failure. This type of information needs to be 
collected directly from parents in a uniform, structured way and incorpo-
rated into a biopsychoenvironmental profile to enable specific customiza-
tion of preventive care. These measures of developmental and social risk 
will be used to produce scores that can be used to partition patients into 
“tiers” of need for preventive services based on their likelihood of poor 
future outcome.

The technology driver underpinning personalized pediatrics and 
improvement of outcomes for children is what we call the Pediatric Data 
Trust (PDT) (Figure 6-2). We use the word “trust” to convey two deliber-
ate messages. One is the notion of a bank—your data are stored in a vault, 
they are going to stay there, they are not going to go to anybody else who 
may misuse the data, and the kinds of transfer we are engaged in are not 
to payers. The second connotation of trust is that patients can trust us with 
their information. Various types of data systems feed into this large data 
warehouse; electronic medical records are just one piece. In fact, to make 
personalized pediatrics work, data from the electronic medical record is 
insufficient; it needs to be greatly augmented with other data sources. We 
use a large vendor (Epic) to collect our EMR data, but to transform care we 
have to integrate multiple types of data and store them in a sophisticated 
relational database—the pediatric data trust. In addition, there is an appli-
cations layer integrated into the PDT that runs analytics and other kinds 
of algorithms to identify clinical decision support opportunities. The real 
technical challenge with which we struggle is this question: Once you have 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

208

Figure






 6

-2
 T

he
 P

ed
ia

tr
ic

 D
at

a 
T

ru
st

. 
SO

U
R

C
E

: R
ep

ri
nt

ed
 w

it
h 

pe
rm

is
si

on
 f

ro
m

 t
he

 C
hi

ld
re

n’
s 

H
os

pi
ta

l o
f 

Ph
ila

de
lp

hi
a.



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

CREATING A NEXT-GENERATION DATA UTILITY	 209

identified a need and you want to personalize care, how do you take that 
information and transmit it in a timely way to the right decision maker, 
whether he or she is a patient, family member, clinician, or manager? It is 
one thing to build clinical decision support right into the electronic health 
record, but more advanced support—say, by linking genomics with patient 
preferences and clinical data—requires a kind of knowledge delivery system 
and creates technical hurdles that prove to be incredibly challenging.

CHOP recently established the Center for Applied Genomics, the larg-
est genotyping facility of its type in the world devoted exclusively to under-
standing the genetics of pediatric disorders. The Center has conducted 
whole-genome analyses on more than 50,000 individuals, and in some 
cases their parents. When kids have a blood draw at a CHOP facility, 
our process calls for a research assistant to ask their parents whether they 
would like to have their child genotyped. The system is fully automated, 
using robots in the genetics lab to perform the assay on a platform capable 
of reading 500,000 single nucleotide polymorphisms (SNPs) (soon to be a 
million SNPs) for about $750 per test, a cost that is rapidly decreasing. Our 
goal is to identify new gene–disease associations, use that information to 
subclassify patients with a particular disorder, learn what treatments work 
best for each subclass, and then drive that information back into the clinical 
record. For example, let us assume that we have identified four genetic sub-
classes for patients with asthma. The Pediatric Data Trust is used to rapidly 
learn how alternative treatment pathways relate to those genetic subtypes 
and outcomes of care. We may learn that one type of inhaled corticosteroid 
is most effective for Subclass 1, while another is most effective for Sub-
class 2, and so on. Then if a patient with asthma has genetic Subclass 1, 
one set of order entry templates would be used, facilitating the usage of 
the “right” corticosteroid according to the genetic profile. In other words, 
we believe that the day when genomics and other molecular diagnostics 
information is embedded into the workflow of the physician—one of our 
ultimate goals with personalized pediatrics—will arrive in the near future.

A variety of types of collaborations will be important to the success 
of personalized pediatrics. Because so many conditions are uncommon in 
children, we will need to link databases across multiple pediatric health-
care organizations. Leadership for this type of clinical data linkage could 
be provided by the National Associations of Children’s Hospitals and 
Related Institutions or the Child Health Corporation of America; both are 
professional organizations for children’s hospitals and both currently col-
lect administrative data from hospital discharge abstracts. Unfortunately, 
neither has yet embraced the collection of clinical data. Consequently, 
iTACH has been working with these partners and others to build the case 
for a national, even global, clinical database that would link the pediatric 
data trusts of multiple institutions. In the model we are developing, an 
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organization retains its own local pediatric data trust—not just the EMR, 
but also other kinds of biological and environmental data linked in a 
deidentified way. The data would be sent to a central repository, a national 
PDT. Standards will be critical here, some of which need to be developed 
(e.g., genomics). We believe an integrated PDT is going to be of incredible 
importance not only for benchmarking outcomes data, but also for min-
ing information to identify the most effective treatments for patients with 
uncommon conditions, which is much of specialty pediatric practice. Our 
partner pediatric institutions are excited about this, and we are exploring 
ways to make this vision a reality. We know we are going to need better 
clinical data systems; administrative data from hospital discharge abstracts 
are not helpful for improving care for children. Large pediatric institutions 
will probably need to develop these systems themselves. We are not seeing 
leadership from the federal government, state governments, or any profes-
sional societies, at least in pediatrics. 

Local government is the other partner that we need to make personal-
ized pediatrics work. More than 250,000 kids are in CHOP’s primary care 
network. With the data we have, we are able to geocode patients according 
to their place of residence. We can use this geographic information to iden-
tify and track epidemics, the leading edge of influenza, respiratory viruses, 
and infections. We also think we should start linking in pedestrian injury 
information, which, for example, we might obtain from police records. 
With such information in the EHR, a physician would know whether 
a child lived in a neighborhood where there is a high rate of pedestrian 
injuries and could customize preventive services and counseling around 
prevention of accidents for high-risk families.

We need information from the public sector, and we want to give 
information back to the public sector. There is a great deal of interest in 
Philadelphia on ways to address the childhood obesity epidemic. In our data 
trust, we have information that we would like to make available in some 
way to the local government. We can, for example, sort children in our 
database according to their body mass index and place of residence. We 
anticipate being able to look at these data over time and build predictive 
analytics as to which kids are more likely to be overweight. Right now the 
information is simply used for case finding; it needs to be linked with public 
health programs. Forming that linkage and getting the cooperation of local 
government to work with us has been very challenging, but it is definitely 
a direction of the future.

We also need to work with payers. We know about the care that chil-
dren receive in our own network, but we have very limited information 
about the care they receive out of the network. Our local Blue Cross Blue 
Shield plan is interested in participating with us in a community-wide child-
hood chronic disease management program, say for asthma. With this type 
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of payer–provider collaboration, our organization will be able to receive 
from the payer healthcare, medication, and laboratory data on children 
who receive services outside of our network. All that information gives us a 
more complete picture to provide better quality care for asthma, improving 
children’s health and keeping them out of the hospital. We are also explor-
ing ways to work with other payer partners to develop a child-specific 
personal health record. If we really want to use data to improve kids’ care, 
we believe there will be a need for a longitudinal personal health record, 
which will be the central repository of information for children. None of 
these programs will work without the support and participation of families. 
Our model of care is highly family centered. Everything we do is designed in 
partnership with families. We believe our privacy statement is quite good on 
Health Insurance Portability and Accountability Act (HIPAA) and Institu-
tional Review Board issues. It does not, however, address issues about data 
mining, that gray zone between research and clinical care. 

Our researchers strongly believe that any patient who walks through 
our doors is a research subject, that their data are the property of the insti-
tution and should be available to investigators for research. I am unsure 
whether our patients would agree with this position; we have never made 
this philosophy public nor have we had a public discussion on use of data 
for outcomes improvement and research. We also have not engaged in a 
discussion of personalized pediatrics with families. Although the notion of 
linking genomics all the way to the environment sounds good to us as pro-
viders, we do not have a sense about how this concept will be received by 
the public. That is a discussion we are going to need to have with our com-
munity. We will need to sort out whether we are going to require everybody 
who comes through our doors to approve the use of their data for quality 
improvement purposes, or whether we are going to make this optional. 

In conclusion, personalized pediatrics is not only a critically important 
future for health care, it is where we are going to find real value for children 
and their families. We do not think better health achieved at lower costs is 
possible with process and quality improvement alone. Customizing care to 
the individual needs of a patient, tailored to a unique biopsychoenviron-
mental profile, will be necessary to truly transform child health. Personal-
ized pediatrics focuses on outcomes, changes in health, and reductions in 
costs, both financial and nonfinancial. Three big challenges will be culture, 
communication, and collaborations. Changing the culture of our providers 
to collect data in a high-quality way is dramatically difficult. You can put 
a provider on the electronic health record, but getting the provider to enter 
accurate and valid data may take many more years. Communication about 
our intentions and having a dialogue about how to partner personalized 
pediatrics, particularly with families, is critical; it is something we must do 
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right now. To make this work, we have to make successful all the collabora-
tions mentioned above. 

Technical and Operational Challenges

Brian Kelly, M.D. 
Executive Director, Health and Life Sciences Division, Accenture

This paper provides an overview of many of the technical, operational, 
and organizational challenges faced when attempting to aggregate clinical 
data from multiple institutions to gain insights on clinical effectiveness or 
drug/device safety. Drawing on experiences from previous pilot projects 
and other work in this area, the paper will (1) provide an on-the-ground, 
real-life implementation perspective on the challenges of aggregating data 
from multiple sources for secondary use, and (2) discuss the impact of 
current privacy regulations. Issues of how current privacy rules inhibit the 
merging of data on individual patients for non-HIPAA-sanctioned public 
health use cases will be discussed. 

Data sharing across institutions presents considerable technical and 
operational challenges. Part of this perspective comes from work done 
building a prototype for the Nationwide Health Information Network 
(NHIN), in which researchers tried to aggregate data from 15 different  
organizations in 4 states. The development of what Accenture had to 
do—from a technical architecture perspective and a business process per-
spective—to get people to agree to share that data is discussed. In addition, 
in just the past few months, we have worked with several organizations 
that are coming together to determine how we can begin to take data that 
have already been aggregated by some of the large data aggregators and to 
merge those data into very large datasets for purposes of monitoring drug 
safety adverse event signal detection. When you take data that have been 
aggregated and then try to aggregate them again, you have a volume of 
data sufficient to actually derive statistically significant findings, but such 
an avenue has its own set of challenges. The technical challenges and policy 
needs for this scale of data sharing are also explored. Topics discussed 
include critical features necessary to aggregate data for secondary use, chal-
lenges, opportunities, the limits on data sharing outside single care delivery 
systems, limits on the secondary use of non-HIPAA sanctioned data, and the 
need for education and advocacy for using data as a public utility.

Around the globe, payers, pharmabio companies, governments, and 
hospitals are working to improve health care. Data sharing is absolutely 
critical to all of these. The healthcare ecosystem is a $3 trillion business, but 
no one really shares data—for many reasons. One is that in many instances, 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

CREATING A NEXT-GENERATION DATA UTILITY	 213

not sharing data gives them a competitive advantage. Sometimes, it is just 
too hard to share data because the standards to share that data are too dif-
ferent. Organizations around the world say they could be more effective if 
they had other organizations’ data and could leverage that. Getting to that 
point is a wonderful vision, but major obstacles must be overcome. 

Accenture’s approach to facility data sharing for our NHIN prototype 
will illustrate what you really have to do to share and standardize data 
so that you can actually run secondary analysis on it and derive insight, 
which then can translate into improvements in care and outcomes. We had 
15 separate hospitals. Each had its own registration system, lab system, 
and medication or pharmacy system, and in most instances those systems 
were not the same. Each hospital had completely unique platforms, with 
no common standards. Really, it is a data mess out there at the hospital 
level. Each of the 15 hospitals were aggregated into groups of 5, basically 
1 group per state, and aggregated a subset of their data into a core data 
repository. The data aggregated were data critical to patient care, including 
demographic data, recent lab data, medications, allergies, and past medical 
conditions. Although we could have also pulled in other data, we elected to 
concentrate on these datasets because they were seen as core components 
to delivering clinical care.

We aggregated the data with an EMR view and a PHR view. Then we 
merged those data from those three regional areas into a central repository 
where we could perform secondary use. We made sure that the data were 
sent through messages that were standard HL7 version 3 messages. We 
spent probably most of our time mapping data elements to CPT4 codes, 
ICD9 codes, and to Systematized Nomenclature of Medicine—Clinical 
Terms (SNOMED CT) codes. We did a lot of heavy lifting on a small num-
ber of patients, showing that it is theoretically possible to do this.

This work is necessary to facilitate data sharing to produce aggregated 
data that would enable secondary use. The extensive data mapping we did 
is not necessary if one is focused on a single patient and does not intend to 
use the data as a tool to improve care. A doctor seeing a single patient, with 
lab results, medication charts, and so forth, can figure out how to take care 
of that patient. Although the physician cannot use EMR capabilities that 
reside in an EMR, such as decision support. if the data are not normalized, 
he or she could probably still do a fairly good job of taking care of that 
patient. To optimize care and secondary use, however, it is necessary to do 
the heavy lifting of putting the data into equivalent standards and terms.

It is important to recognize that systems that currently exist in hospi-
tals are going to be there for many years. The average lifecycle of a typical 
hospital system is more than 20 years. People think these things are new 
systems and that they frequently change all over, but that is not the case. 
People make major capital investments in these systems over time, and so 
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their replacement is going to be incremental. It will be a generation before 
many hospital systems have turned over completely. For example, some of 
the best systems are in the Department of Veterans Affairs and Department 
of Defense. Their development started in the late 1980s and while they are 
clearly migrating forward, they are leveraging their legacy systems and have 
not changed that fast. To connect to these core systems and exchange data 
among institutions requires a very sophisticated approach to information 
governance because people do care about who can see their data and under 
what circumstances.

When you start doing these types of projects, one of the first discussions 
concerns who owns the data, and whether they will share those data. Even 
if we say the patient may own the data, in reality whoever puts the data 
into a database owns the data. In this case, hospitals own the data we are 
discussing, and if they do not believe there is a compelling reason for them 
to share their data, they will not do so. If their main EMR system has data 
on 100,000 patients, and some data requests pertain to only 50 of their 
patients, they are highly unlikely to share data on the 99,500 other patients 
in their database. You have to anticipate this in advance and map a strat-
egy to pull only the 50 patients willing to participate in this data sharing. 
Thinking about this from a technology perspective, that is a much higher 
bar than to just take a flat file download of data tables and import it. This 
is the reality, however, of the technical components necessary for true data 
sharing to occur for the public good.

If data are not standardized, they cannot be used for secondary use in 
any meaningful way. That means you are not going to be able to do good 
public health surveillance, you are not going to be able to provide good 
care management and you are not going to be able to do clinical research. 
Whatever architecture you come up with had better be able to store the 
data, either where they sit or centrally, and should reflect ground rules set 
in advance about the manner in which people agreed to share data.

To obtain a perspective of what we need to think about, let us consider 
a model of three hospitals that wish to share data. The first challenge is that 
if you are going to pull data from each hospital system, it would be prefer-
able to have a single, super-standardized interface, but it is not that way. 
Each hospital is likely to have a different lab system, a different radiology 
system, and a different demographic system, and you are going to have to 
pull all of them. Assume, too, that there is a central node where you are 
going to aggregate data, and then allow your patients to access PHR data, 
allow physicians to aggregate EMR data from that, or allow a researcher 
to look at data analytic tools for secondary use. 

You will first need to develop some sort of filtering mechanism that 
pulls only data on people who have agreed to participate in this data 
sharing. First, therefore, you need to have a way of identifying a specific 
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person—you have to know, for example, that I am Brian Kelly and this is 
where I live, and that I am the same Brian Kelly who has data in hospitals 
A and B, but not the same Brian Kelly who has data in hospital C. You 
cannot pull that data across a hospital’s firewall until you make that kind 
of identification—a hospital will not do random pulls of individual data 
based on the fact that a patient at the time of care signed a notification 
of privacy practices that said he will allow you to use his data for treat-
ment, payment, and operations. That is the standard form. A key question, 
therefore, is what exactly is included in treatment, payment, and opera-
tions. That gets into a philosophical argument that most hospitals would 
rather not enter. Remember that health care is regulated at the state level, 
so while there is HIPAA, states can be much more restrictive than HIPAA, 
and in some instances they are. In our model for data sharing, therefore, 
the only way we could get this done—and we were doing this across four 
states—was to go out to patients and ask them whether they would allow 
us to use their data and participate in this prototype. When this becomes an 
outcomes and operational system and is being used for the care of patients, 
that restriction could potentially go away if a patient was going to rely on 
this tool as part of care, but for now you are still going to have to filter the 
patient data. For now, because patients are not getting care through this 
mechanism, you do not have a right to pull their data across, so you have 
to know whether the patient has opted to participate. We had to have each 
patient sign a consent form, which was essentially a notification of privacy 
practices allowing us to use their data for the purposes of this prototype. 
We then registered the patients centrally.

We then developed software tools that essentially had a small applica-
tion that ran inside the hospital’s firewall. Every day, when they went to 
send messages out, they would basically bounce the name of the patient up 
against this application, which would have a list of all of the patients who 
agreed to participate and would only filter through and then centrally store 
data for people with a signed consent. This is the kind of reality that will 
impede data sharing. Unless, for example, we change the standard notifica-
tion of privacy practices to say the data can be used if they are deidentified 
for secondary use in clinical research, we will continue to have a lot of 
trouble aggregating data among various institutions.

Patient approvals are just one issue. Another problem is that each 
system usually has its own unique standards for data (or may have no stan-
dards). If a system could spit out an HL7 message, we could take that HL7 
message, but if you know anything about messaging you know that if you 
have seen one HL7 message, you have seen one HL7 message. They are all 
different and you have to standardize them to a common type. We not only 
had to map the messages, but we had to map every term for data that we 
pulled over. We did that all in our customized application. Making this even 
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more complicated is the design of the security architecture—determining 
who can see what data, and making provisions, for example, for a patient 
who says that one doctor can see my data, but another cannot. There must 
also be robust auditing capabilities. We found it helpful to make an audit 
log available to patients to show them who had accessed their data. 

Sharing data presents many challenges, and what we did in the pilot 
test is not scalable without policy change. We could not go to an area that 
has 300,000 patients and do one-by-one enrollment applications. The only 
way we as a nation are ever going to get to data sharing is for there to be 
a national policy discussion and for us to agree how it would be possible 
to modify things such as notification for privacy purposes to facilitate data 
sharing, and spell out the restrictions. To share data among different deliv-
ery organizations, there could be a different approach to notification for 
privacy purposes. That is one of the biggest policy areas that we as a nation 
have to grapple with and discuss.

However, in our model we saw that once we did the heavy lifting to get 
the data into the data warehouse, then beauty can really occur. If you have 
a set of completely normalized and standardized data on your population, 
you can do some really interesting analytics. That is how we can actually 
make things happen and, ultimately, transform health care.

Apart from the project described above, I have been involved in a 
project focused on aggregated datasets. The idea is that you could go to 
large organizations that have already done a good job of aggregating data 
and collect the 10 biggest datasets that exist in the world, put them into a 
database, and merge them successfully. Such datasets would be that much 
more powerful for drug signal detection, drug safety monitoring, and study-
ing all kinds of related questions. The problem we encountered is similar to 
pooling data across different hospital databases. Data aggregators pooled 
their data with organizations with which they had business associate agree-
ments about how the data were going to be used. The agreements did not 
allow for the data to be used for secondary use unless they were deidenti-
fied. So some issues are involved. The only way to aggregate datasets is 
when the data are totally deidentified, but then when you merge the data, 
you would not know how many times a particular patient was represented 
in the mix. So a key question is how we can develop a master patient index 
function that allows you to index so that you know that these patients are 
the same. This is a big issue. Quite honestly there is some benefit for the 
public good to aggregating these large data sources, if a way could be found 
to solve the deidentification questions. Possible solutions include initially 
registering patients with a unique identifier that could then be associated 
for research purposes. Currently, however, from an operational perspective, 
it is extremely difficult to get past that challenge. 

Finally, there is a need for advocacy for using data as a public utility. 
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Particularly in the hospitals and research institutions I have been able to 
visit over the past few years, I have seen some that have been very innova-
tive about proactively reaching out to their patients to educate them about 
how important clinical research is to patient care. Many of these organiza-
tions have actively gone out and started essentially marketing campaigns to 
educate patients and their families on how important it is to participate in 
clinical trials and related research endeavors. We need to do the same thing 
to begin to educate people on how important it is to be able to use data 
for secondary purposes. Such efforts would need to address all the security 
and privacy issues because these factors are currently the biggest barriers 
to using data to improve public health.

Economic Incentives and Legal Issues

Eugene Steuerle, M.A., M.S., Ph.D. 
Senior Fellow, Urban Institute

If we wish to change behavior, then we must directly address incentives. 
The existing incentive structure in health care discourages information 
sharing, giving great weight to possible errors in protecting privacy rela-
tive to errors in failing to use existing information to improve public and 
individual health. In addition, incentives internal to the bureaucracy also 
discourage optimal use of information, even such items as merging already 
existing datasets. Because government now controls nearly three fifths of the 
health budget (if we count tax subsidies), it has a primary responsibility to 
improve these incentives. Some incentive changes are possible now, through 
reimbursement and payment systems. Others require examining the reward 
structure internal to the bureaucracy. In the end, however, the primary 
incentive needs to come from consumer demand—operating either directly 
on providers and insurers, or on the voters’ elected representatives. 

One does not have to be a genius to understand that incentives affect 
the extent of data sharing in health care. What are the incentives and 
barriers to providing this type of public good? In many cases the benefits 
from sharing clinical data and better use of clinical data are shared by 
everyone. Yet few individuals, insurers, doctors, or government workers 
gain by incurring more costs themselves. Accordingly, for solutions to data 
sharing, we have to examine and change the incentive structure.

The first incentive problem is that of the expected public good versus 
the potential private cost. One of the major barriers to moving forward here 
derives from the tension between privacy and confidentiality concerns and 
the goal of improving well-being through information sharing. From the 
privacy side, some people fear their data might be lost. Indeed, instances 
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of failure do occur—even on a grand scale, as when the Department of 
Veterans Affairs lost huge data files. So it is a real concern. Even if lost data 
were no problem, for their part, some individuals do not want to have their 
data shared, no matter what good sharing might do for the public. So there 
is this related fear of violating privacy as an individual right.

As one consequence, fairly significant threats of lawsuits often prevent 
some providers and vendors from taking actions that might serve the public 
good. But there is a large cost—the failure to improve the public good when 
in fact we know, we strongly know—that we can do it. We lack data shar-
ing for individual care, we lack data sharing for an early warning system 
(e.g., through the Centers for Disease Control and Prevention [CDC] or 
other organizations), and we lack data sharing that would assist in find-
ing cures or better treatments for various health problems and diseases. 
Researchers would probably agree that the costs are high, although I am 
not sure the public is totally convinced. In the end, we have to engage the 
public in these issues. That is the first incentive problem.

The second incentive problem is the lack of bureaucratic incentives 
to share datasets or for agencies to allow datasets under their purview to 
be shared. Imagine what we could do, for instance, if we could just merge 
some of our Medicare data, which are pretty significant, with other fed-
eral data. We have only barely begun to merge Medicare data with Social 
Security data, even though at one time those functions were housed in the 
same agency. Notwithstanding goodwill among many public servants who 
want to serve the public, there are strong disincentives in the bureaucracy to 
share and use data. One such disincentive is the possibility of bad publicity 
if something went wrong or if the information revealed failed policy. For 
many agencies avoiding bad publicity is a mark of success. You may never 
have a lot of friends if you are the agency privacy lawyer, for instance, and 
the bureaucratic instinct is to minimize your enemies. 

To make matters worse, our democratic systems almost always work to 
put more demands on our public servants than they can possibly meet. If you 
are sitting in the bureaucracy, you cannot even get done what needs to be 
done—it is often difficult to accommodate someone who adds another task, 
such as merging datasets, even if it might provide some public good. Also, 
as anyone who worked in the government knows, there are calls every year 
to reduce spending. Research and statistics have been relatively easy budget 
functions to cut; from the politicians’ viewpoint, costs are diffuse and in the 
distant future—long after the next election. The key question, therefore, is 
how we can add incentives into the bureaucracy to reward people for under-
taking publicly beneficial actions such as enhancing data sharing and helping 
to ensure that researchers somehow have access to those data.

A third incentive problem revolves around providers and interme-
diaries. An insurance company really does not have an incentive to do 
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anything more than to serve as an intermediary. It has little incentive to 
provide for the public good. Although companies do have some incen-
tives to reduce relative costs, many of the public good issues we are 
talking about do not provide any gain for an insurance company itself. 
For the insurance industry as a whole, moreover, there is a perverse dis-
incentive at play; for example, if cancer is cured through use of shared 
administrative or clinical data, insurance payments for the industry as 
a whole might be reduced.

Incentives for doctors are mixed, too. Knowing that a certain percent-
age of any population will inherently be below average, for example, why 
would a physician want to encourage relative comparisons of his or her 
success versus those of others if that is one result of data sharing? Some 
doctors also voice the fear that data sharing via EHRs will even give more 
information to insurers, making it easier for them to decide not to pay for 
elements of care. 

From the doctors’ or hospitals’ perspective, development of better data 
may enhance the power of lawyers to sue. Data from some studies suggest 
that autopsies find that a large percentage of patients who die have been 
misdiagnosed at least to some extent—although often not enough to cause 
the death. Nonetheless, you can see the potential for lawsuits if these data 
were openly available. 

For solutions to some of these issues, we have to find ways to change 
the incentive structure. Several possibilities are listed here, with the hope 
that readers would add to this list. 

Government has a lot of leverage, not just because it cares about the 
public good. Government spends a lot of money on health care—nearly 
$11,000 per household. Factoring in tax subsidies with the direct subsidies, 
it provides nearly 60 percent of the financing of health care. The point is 
that government is the primary payer and player. 

Medicare could pay more for e-prescribed drugs, less for those not 
e-prescribed (expenditure neutral). It could pay differentially for lab tests 
put into electronic form for sharing with patients or the CDC. It could pay 
for electronic filing of information on diagnoses and treatment. 

Consider a condition such as autism, where we really seem to be at a 
loss in terms of the information we need. Few families are unaffected by 
autism somewhere among their relatives, and it is safe to guess that friends 
or relatives of children and adults with autism would consider the privacy 
risks modest relative to potential gains from developing a better data system 
aimed at discovering solutions. Through Medicaid, and programs such as 
those that provide education for the disadvantaged, federal and state gov-
ernments are primary players here. 

Certainly government could provide more incentives for participation 
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in clinical trials; one of the Roundtable themes is to engage and inform the 
public in evidence development strategies. 

What should we expect from government efforts to change the incen-
tive structure behind its payments? Often it does not really want to set the 
ultimate standard. Consider EHRs. A key set of questions again revolves 
around how government can appropriately set incentives for the develop-
ment and use of such records. Because we have not solved the privacy 
issue completely, and likely never will, any system would probably have 
to give people some ability to bow out. But that cost might very well be 
worth the gains from more electronic filing of information on diagnosis and 
treatment, for instance. No one change in incentives can be expected to be 
perfect or get us completely where we want to be, but we can ratchet up the 
benefits from this type of information development and sharing. 

People working in the bureaucracy currently get little reward for fos-
tering data sharing. However, we do know that bureaucracies respond to 
incentives. Outside the healthcare field, for instance, we saw that welfare 
reform took hold when governors changed incentives for their head wel-
fare officers. These officers were told that their success was going to be 
measured not by how much money they brought into the state from a fed-
eral government match, but by the number of people they got off welfare. 
Whether or not that was the right thing to do, it dramatically changed the 
entire welfare debate. Thus, even before formal legislated welfare reform, 
governors dramatically changed the entire operation of the welfare bureau-
cracy. Another example was provided by the United Kingdom’s recent 
efforts to reduce child poverty. The Prime Minister and Chancellor of the 
Exchequer (or head of the Finance Ministry) set as a target a zero poverty 
rate for children. Although that is probably not an attainable target, once 
they made the goal public, the whole government started changing the way 
it did things to try to come closer to the target. 

Thus, the dynamics of a bureaucracy can be changed. Suppose as only 
a minor example that the head of a U.S. department decided to measure 
the number of research projects developed with each dataset. (That may 
sound like a trivial and fairly impure measure of success, but it is better 
than none.) As another example, he or she could ask for common standards 
and protocols to be developed for data sharing. As it now stands, often 
every time one wants to share data using some new dataset, the process 
requires running the gauntlet of a whole bureaucratic layer of decision 
making—including the confidentiality officer, typically a lawyer, who has 
every incentive to say “no.” Changing incentives within the bureaucracy 
often has to come from the top.

Finally, it is not clear that we will ever get enough information develop-
ment and data sharing by looking only to doctors, insurers, and hospitals 
to somehow “do the right thing.” The good sought is for individuals, not 
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for those serving them. Ultimately, then, consumer demand probably has to 
drive the system. One need not be passive about it; such demand can be fos-
tered. Imagine, for example, a Department of Health and Human Services 
Secretary who would go around the country and make the public case for 
e-prescriptions and for electronic reporting of lab tests, showing how such 
efforts could make individual health care more effective. The goal would 
be to encourage individuals, in turn, to demand improvements from their 
providers as a means of ultimately achieving better health care. Of course, 
the initial effort may not instantaneously result in datasets ideal for clinical 
research, but it would be a major step toward developing better data for 
those purposes, as well as better care for the individual. 

There are other ways to foster demand, of course—in the example of 
families with an interest in autism, they would likely be quite willing to 
share data on the family. 

In sum, there is no one-size-fits-all answer to the development of better 
shared clinical data. Incentives, however, can consistently be improved over 
time. I encourage all interested parties to add to the examples I presented 
here and to think rigorously about how to improve the incentive structure 
surrounding the development and use of data to achieve better health 
outcomes. 

The Action Agenda

Engaging the spectrum of stakeholders working in healthcare data initia-
tives will be critical to the development of improved data generation, access, 
and evidence development. Opportunities to align policy developments or 
draw on synergies within organizations, initiatives, and advancements will 
serve to push the frontier of data collection and be used to drive the develop-
ment of next-generation healthcare research and delivery. Workshop discus-
sions included perspectives on the current and developing uses of healthcare 
data for insight, and presenters addressed opportunities to evaluate policies 
impacting the public good, security, and privacy aspects of data. Manuscripts 
in this chapter, as in previous ones, profile advancements and perspectives 
that might encourage the frame shifting associated with developing clinical 
data as a public good. 

Summarized here are the discussions of a workshop panel featuring per-
spectives from government providers, researchers, and regulators; health-
care professional organizations; pharmaceutical manufacturers; patients; 
and consumers. Panelist comments focus on how the ideas and opportuni-
ties presented at the workshop might form the basis for an action agenda 
that will realize the full potential of developing initiatives and implications 
of new legislation on data initiatives. Approaches discussed aim to align 
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policy development with improved data access and evidence development, 
and to engage all stakeholders addressed. 

Opportunities for Enhanced Coordination

Several workshop participants, both speakers and attendees, identi-
fied the need for a more coordinated approach to managing current data 
sources, ongoing research, and possible future synergies between the two 
and across the spectrum of stakeholders. Addressing the growing inefficien-
cies might yield greater health insights at less expense. There are needs for 
better coordination, a more standardized approach to healthcare data, and 
a more concerted effort to bridge research and data resource gaps through 
cross-organizational projects. 

Standardize Approaches to Data Collection

Volumes of patient research and care data are generated every day, but 
the type of information stored can vary greatly between platforms. One 
participant provided an example of several research groups that collected 
different information about diabetes from various cohorts of patients and 
found correlations with different genetic markers. In addition to using dif-
ferent genetic typing platforms with different readouts, some correlations 
overlapped and some were different. The researchers were able to merge 
specific aspects of the disparate data and create a common dataset that 
both confirmed and disallowed some individual findings. Demonstrating 
the power of aggregating and standardizing data, this case also identified 
several additional genes of interest only after the data had been pooled. 

Similar examples prompted the National Institutes of Health (NIH) 
to require researchers to pool data collected under NIH grants for the 
benefit of other investigators. The NIH created the database of Genotypes 
and Phenotypes (dbGaP) to archive and distribute the results of studies, 
including genomewide association studies, medical sequencing, and molecu-
lar diagnostic assays, that have investigated the interaction of genotype 
and phenotype. The advent of high-throughput, cost-effective methods for 
genotyping and sequencing has provided powerful tools that allow for the 
generation of the massive amount of genotypic data required to make these 
analyses possible. dbGaP incorporates phenotype data collected in different 
studies into a single common pool so that the data can be available to all 
researchers. Dozens of studies are now in the database, which by the end 
of 2008 was predicted to hold data from more than 100,000 individuals 
and tens of thousands of measured attributes. Hundreds of researchers have 
already begun using the resource. There is also a movement on the part of 
the major scientific and medical journals to require deposition accession 
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numbers when they publish the types of studies alluded to above, in the 
same way that they require for DNA sequence data. The publications rec-
ognize that investigators need to review the data that informed the paper 
in order to confirm or deny a paper’s conclusions. Other accession numbers 
are also used when people take data out of a database, reanalyze them, and 
then publish their analysis.

Lewin provided additional comments on data standardization from the 
perspective of the American College of Cardiology. The new IC3 Program 
(Improving Continuous Cardiac Care) is the first office-based registry 
designed to provide physicians with the most current, nationally recognized 
best practices for cardiac care. Approximately 2,400 U.S. hospitals par-
ticipate in ACC registries, voluntarily contributing data and benchmarking 
their own performance against peer institutions. The ACC is working to 
standardize the data collected to be able to measure gaps in performance 
and adherence to guidelines, with an ultimate goal of being able to teach 
others how to fill those gaps and thus create a cycle of continuous quality 
improvement. Mandates from Medicare and the states have pushed hospi-
tals to use the ACC registries, but there is room for wider adoption. ACC 
is working to eliminate barriers in the use of its registries, such as the need 
for standardization in the way data are collected, the expense of collecting 
needed data, and the lack of clinical decision support processes built into 
electronic health records (EHRs).

Lewin also provided insight into the ACC’s National Cardiovascular 
Data Registry (NCDR), which is designed to improve the quality of cardio
vascular patient care by providing information, knowledge, and tools; 
benchmarks for quality improvement; updated programs for quality assur-
ance; platforms for outcomes research; and solutions for postmarket surveil-
lance. The FDA’s Critical Path Initiative is an attempt to combine research 
data from various clinical trials in different ways and to learn more than 
what was learned in a particular research program, Woodcock said. The 
FDA has also been working with the Clinical Data Interchange Standards 
Consortium to try to standardize as many data elements as possible. But 
Pfizer’s Slater pointed out that significant roadblocks remain in the effective 
sharing of clinical data across multiple organizations and platforms. For 
example, among the trials posted on www.clinicaltrials.gov, for example, 
shared information can be incomplete, duplicative, and hard to search, and 
nomenclature is not always standardized. Slater suggested that addressing 
these issues might improve data resources.

HIV research is an example of how data sharing has worked effectively. 
Woodcock elaborated on data from multiple trials on CD4 count and viral 
load. The data were reviewed extensively by multiple bodies, and the FDA 
was able to advance the field by developing quantitative measures that 
could be used to guide therapy and drug development. Recently, too, the 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

224	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

FDA has done multiple analyses across drug classes, some of which have 
been publicized extensively. One set of analyses was of selective serotonin 
reuptake inhibitors (SSRIs). The FDA conducted analyses across all the 
SSRI clinical trials to look for suicidality and excess of suicidality, and 
found and publicized some evidence of those factors in various age groups. 
Similar work was conducted on epilepsy drugs. In effect, looking across 
multiple programs facilitates learning much more than in the past. 

Facilitate Cross-Organizational Efforts 

As session chair Blumenthal observed, one context for the panelists’ 
remarks is that the environment for clinical data is much more distribu-
tive than ever. In terms of policy, that phenomenon overrides traditional 
instincts that policy makers bring to bear, which would be to assume that 
solutions would come by deciding what local, state, and federal govern-
ments could do. In a distributed environment, however, such an approach 
might be framed too narrowly. For example, if the conversation focuses 
on the personal health record and engages consumers directly, that policy 
environment is very different from one that would be relatively easy to 
address by a centralized authority. At the same time, the federal govern-
ment is a big stakeholder and player in the collection of health-related 
data. However, the environment surrounding data differ across depart-
ments and agencies—the NIH, for example, can focus on promoting data 
sharing and has a broad mandate for data collection sharing, whereas the 
Centers for Medicare & Medicaid Services (CMS) operates in a much more 
restrictive environment.

Medicare collects data in each of the four parts of its program: A, B, C, 
and D. Collected data are used as the basis of paying claims. Data are col-
lected to help improve healthcare quality, for payment purposes, to develop 
pay-for-performance qualitative information, noted CMS’s Phurrough. 
Another set of data collection programs are in Medicare demonstration 
projects that explore a variety of issues and generally examine how different 
payment systems may affect outcomes versus clinical issues. Data are also 
collected to develop evidence.

Discoveries at the molecular level provide unprecedented insight into 
the mechanisms of human disease. Now that powerful genome-wide molec-
ular methods are being applied to populations of individuals, the necessity 
of broad data sharing in molecular biology and molecular genetics is being 
brought to clinical and large cohort studies. This has resulted in the NIH 
Genome Wide Association Study policy for data sharing, and the new data-
base at the NCBI called dbGaP, reported the NCBI’s Ostell. In the course 
of collecting and distributing terabytes of data, the branch that Ostell 
oversees, the Information Engineering Branch, has wrestled with questions 
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concerning which data are worth centralizing versus which should continue 
to be distributed. For example, the commonality of molecular data might 
drive the desire to have all related information in one data pool so that a 
researcher could search all the data comprehensively—perhaps without 
a specific goal in mind—which in turn could lead to the kind of serendipi-
tous connection that is fundamental to the nature of discovery. At the same 
time, however, efforts need to be tilted toward collecting only those pieces 
of data that make sense in a universal way.

The ACC supports the use of national patient identifiers that would 
enable the tracking of an individual’s overall health continuum across 
organizations, while preserving patient privacy and bolstering longitudinal 
studies. Wider adoption of data sharing via registries is within reach and 
should be encouraged because ultimately it would result in better overall 
health care. However, strategies need to be developed and implemented that 
foster systems of care versus development of data collection mechanisms 
specific to a single hospital. Thus, the ACC is interested in collaborating 
with other medical specialties, EHR vendors, the government, insurers, 
employers, and other interested parties. 

Providing additional perspective on opportunities for cross-organizational 
collaboration, Pfizer’s Slater indicated that the pharmaceutical industry is 
interested in helping to ensure the widespread availability of data to support 
research at the point of patient care and care at the point of research. In the 
pursuit of that goal, the industry is interested in ensuring the alignment of 
data quality, accessibility, integrity, and comprehensiveness. Moreover, the 
Food and Drug Administration Amendments Act (FDAAA) of 2007 will 
ensure the posting of more clinical summary data. FDA Predicate Rules and 
FDA 21 C.F.R. Part 11, the Health Insurance Portability and Accountability 
Act, and other legislation that are part of FDA and European Medicines 
Agency standards also help to ensure public access to clinical data. In addi-
tion, many companies voluntarily share their postmarketing safety data, 
Periodic Safety Update Reports, and clinical trials summary data. Data 
are shared, for example, via the International Federation of Pharmaceuti-
cal Manufacturers and Associations, the Clinical Trials Disclosure Portal, 
the Clinical Research Information Exchange, and Sermo, a community 
of 60,000 physicians who exchange clinical insights, make observations, 
and review cases in real time. Woodcock pointed out that scientists have a 
strong interest in being able to combine data from various research studies, 
and thus the FDA is very active in promoting data sharing. 

The Center for Medical Consumers’ Levin offered general guidance on 
the subject. He discussed the implicit tensions, such as the tension between 
protecting private information and sharing it across organizations for spe-
cific reasons. Tensions also exist between the federal and state approaches; 
between the public and private sectors; and between individual and public 
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health. These tensions play out in the legislative process, which ultimately 
may facilitate cross-organization information sharing. 

Policies on Data Sharing and Research

In addition to identifying opportunities for enhanced coordination to 
support evidence generation and application, many workshop attendees 
indicated a broad sense of need to examine the scope of data sharing and 
research policies, including those that encourage the development of data 
as a public good and that aim to engage the complexities of patient consent 
to enhance the research process. 

Alignment of Incentives

One carrot that Medicare has developed is that it has required the 
delivery of clinical data beyond the typical claims data as a provision for 
payment for certain services. For example, a few years ago the system 
required additional clinical information for the insertion of implantable 
defibrillators. Such an approach can provide significant amounts of infor-
mation if we can learn how to meet the challenge of what we can do with 
data that have been collected, and merge those data with other sources of 
data so that data collection can inform clinical practice. The ACC supports 
investing in rigorous measurement programs, advocating for government 
endorsements of a limited number of data collection programs, allowing 
professional societies to help providers meet mandated reporting require-
ments, and implementing systematic change designed to engage physicians 
and track meaningful measures.

An influx of regulations as well as an acknowledged need for trans-
parency is prompting the appearance in the public domain of product 
development and testing data. Nonetheless, we must be careful to ensure 
data standards, integrity, and appropriate, individualized interpretation. 
The Center for Medical Consumers, a nonprofit advocacy organization, 
was founded in 1976 to provide access to accurate, science-based infor-
mation so that consumers could participate more meaningfully in medical 
decisions that often have profound effects on their health. The Center’s 
Levin believes government has a role to play in regulating health care. But 
as health information technology (HIT) and health information exchange 
(HIE) move forward, some are concerned that legislation might be pushing 
us backward, not forward.

Another issue is that data sharing is, in essence, a social contract 
between individuals and researchers who want to use their data. Patients 
are told that sharing data will eventually lead to better care. But perhaps 
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patients do not hear enough about how that is supposed to happen; they 
are interested in how researchers will use the data to improve care. 

Evaluation of Consent Requirements 

Establishing the appropriate consent mechanisms for using patient data 
for research purposes beyond the initial purpose or intention was another 
area of interest. The current authorities under which the Medicare system 
collects data are fairly narrow. Medicare has clear legislative authority 
to collect data for purposes of payment, but also works under legislative 
requirements to limit that information to the minimum amount necessary 
to pay that claim. A second authority has to do with quality; Medicare 
has authority from Congress to collect information necessary to improve 
healthcare outcomes. Additionally, there is a narrow authority to conduct 
demonstration projects, solely for the purpose of testing different payment 
systems. Given those limits, the agency has had to be somewhat innova-
tive, for example, by linking some clinical data collections to coverage of 
particular technologies. 

Woodcock also provided insight into a blood pressure study that had 
involved automated monitoring. Data from tens of thousands of patients 
were combined, creating a virtual control group that did not involve time 
from patients and healthcare systems. In such pooling of data, the FDA 
has had to address issues of going beyond the intent of the original trials 
and consent, an issue that will be addressed continuously as data resources 
grow. 

Translation for Engaging the Public

One challenge identified in the workshop was the need to engage the 
public in data-driven health research through translation and interpreta-
tion of the individual and societal benefits of individual health data. Many 
organizations, including the IOM, pursue opportunities to engage patients 
and consumers on the issues surrounding healthcare data. Lewin described 
ongoing efforts to ensure that ACC guidelines, performance measures, and 
technology appropriateness criteria are adopted in clinical care, where they 
can benefit individual patients. Although most guidelines are currently 
available on paper, the vision is to have clinical decision support integrated 
into EHRs to stimulate conversations between providers and patients. The 
ACC’s NCDR was designed to research solutions for postmarket surveil-
lance. NCDR strives to provide standardized data that are relevant, cred-
ible, timely, and actionable and to represent real-life outcomes that help 
providers improve care and help meet consumer and patient demands for 
quality care.
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Workshop attendees also indicated that information should be given in 
language that is more user friendly for patients. Once data are in the public 
domain, it becomes difficult to control quality assurance and the accuracy 
with which the information is translated to patients without an acceptable 
format for providing data summaries. 

The FDA plans to build a distributed network for pharmacovigilance. 
The Sentinel Network would be established to integrate, collect, analyze, 
and disseminate medical product (e.g., human drugs, biologics, and medical 
devices) safety information to healthcare practitioners and patients at the 
point of care. Required under the FDAAA, the Network is currently the 
focus of discussions with many stakeholders about how best to proceed. 
One idea is to build a distributed network in which data stay with the data 
owners, but remain accessible to others. 

From a consumer perspective, Levin said there should be a requirement 
that the data collector do something specific with the data collected, and 
an evaluation should follow. Such a mechanism can help researchers build 
trust with patients—by demonstrating the value, convenience, or pay-off 
of sharing data. 

AREAS FOR FOLLOW-UP

Through session discussions and panelist commentaries, several pos-
sible opportunities were discussed to continue progress in the development 
of clinical data as a public good. The following areas were highlighted.

Data Sharing

A workgroup of EHR users and data-storing organizations should be 
convened to investigate the possibilities of gaining deeper insights through 
the use of clinical, research, and administrative data across multiple orga-
nizations. To start, the workgroup could address issues concerning elements 
of quality and outcomes, payment and payment system outcomes, and 
performance and accountability. 

Develop Research Methodologies

Bench, clinical, and health services research data have the inherent pos-
sibility of being beneficial to multiple investigations beyond initial research 
intents. Methods are needed to “mix and match” datasets to uncover higher 
levels of information. 
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Evaluate Current Policy at All Levels

Because the costs of conducting studies continue to increase, it has 
become even more important to leverage limited resources to extract the 
greatest possible benefit. Similar efforts, such as those of dbGaP, have been 
successful, and lessons learned might be applied in other areas. Although 
the federal government is one of the biggest participants in the healthcare 
market, the level of data sharing varies by agency and/or department. Gen-
erating national identifier numbers that can be tracked through longitudinal 
studies from government databases may provide significant insight into the 
care and care processes provided.

Transparency in Communication

With the increase in data available to measure performance and out-
comes at organizational and individual provider levels, many opportunities 
exist to teach the public how their health information helps themselves and 
others. Participants stressed the importance of encouraging transparency, 
while protecting confidentiality, across all levels of the healthcare system. 
Engaging health consumers in understanding the benefits of aggregated 
health data through public–private partnerships was suggested as a mecha-
nism for facilitating the conversation with the public. 

Increasing understanding of the complexities of the healthcare data 
environment will involve efforts from all stakeholders. This session of the 
workshop identified several areas for additional investigation in an effort 
to stimulate action. Evaluating the opportunities for enhanced coordination 
through data standardization and multiple-facility efforts was suggested 
as a key area of interest by workshop participants. Also highlighted was 
the possibility of examining current policies to align incentives that might 
encourage data sharing and evaluate patient and organizational consent 
requirements for participating in data-sharing initiatives. A final area for 
additional investigation was ensuring that benefits of healthcare data aggre-
gation, sharing, and research are translated for and subsequently commu-
nicated to the public. 
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7

Engaging the Public 

Introduction

Because the public is the key stakeholder in clinical data, efforts to 
improve data collection and use depend on public understanding and 
engagement. In addition, a key aspect of facilitating the dialogue between 
provider and patient is engaging the public in understanding how health-
care data can support individualized disease prevention and health pro-
motion. Too often, however, patient knowledge or expectations are not 
aligned with the current reality and abilities of data sharing and analysis. 
This chapter summarizes discussion from the final workshop session, aimed 
at understanding public concerns and generating discussion on possible 
means through which the public and their concerns could be addressed. 
Participants provided insights into public perceptions on clinical care data 
for research and queried the public’s interest in health data-supported guid-
ance and information. Aspects of the public’s extent of use of clinical data 
were also examined.

As noted in previous chapters, the public needs to be fully engaged in 
understanding, generating, and applying clinical data. While the public is 
aware of some issues and has basic knowledge of the arena, many partici-
pants noted that more needs to be done to bring the public fully into the 
conversation about clinical data, and the public needs to be better informed 
about what clinical data are and how those data can help them. Papers in 
this chapter explore how the public is now engaged, and what advances 
(technical, communication, demonstration of value) are needed to expand 
their participation in the next-generation public data utility. 
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Most members of the public do not have a sophisticated understand-
ing of how their clinical data move within or outside an often fragmented 
system. But, notes Alison Rein, senior manager at AcademyHealth, they do 
want more and better access to health information about them, their family, 
and their peers; in particular, they have a strong interest in electronic access 
to personal health information. In part the public is not as fully engaged in 
the clinical data utility as it could be because much of the current activity 
takes place out of the public eye, with data residing largely in the private 
sector, where commercial interests and other factors inhibit sharing. Unless 
we overcome market obstacles related to sequestering data for proprietary 
interests and the technical obstacles related to individual identification 
authorization and related issues, Rein asserts that a full demonstration 
of the clinical data value proposition for consumers, both individually 
and collectively, is not possible. Efforts are also needed to help the public 
develop a deeper appreciation for research as a public good. As a strategy 
to build public understanding, Rein supports increased transparency of 
reporting data that are meaningful to the public and enhancing the coordi-
nation and development of registries. In addition, she suggests that policies 
geared toward a national network for researchers, clinicians, public health 
professionals—and the public—might generate additional information that 
could, in turn, inform the public. 

Highlighting an opportunity for patients and the public to share indi-
vidual information, Courtney Hudson, chief executive officer and founder 
of EmergingMed, describes how giving disease-specific populations 
increased access to information helps them access clinical trial informa-
tion and supports a patient-centered search for treatment options based 
on a patient-generated profile. Although providing access to information 
is important, Hudson also discusses challenges associated with employ-
ing data for secondary uses such as services and systems improvement. 
Throughout EmergingMed’s 8-year history, Hudson has found that patients 
and families are interested in informed decision making, and when they 
receive this benefit, they are generally willing to provide privacy-protected 
information in return. By contributing to a database and service that identi-
fies similar patients, individuals can anonymously help the public in making 
decisions. Creating transparency and consequently building trust are also 
vital when working with individual health information, particularly when 
engaging the public in broad concepts such as evidence-based medicine. A 
key distinction in considering the patient’s point of view might be to view 
clinical data utilities in terms of patient-driven solutions instead of system-
driven solutions.

Involving patients in the learning process through personal records and 
portals is important to patient-centered health care. Today, more personal 
health data are created and analyzed than ever; however, the degree to 
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which the data are distributed across delivery, payer, research, and manu-
facturing organizations continues to increase. Jim Karkanias, partner and 
senior director of applied research and technology at Microsoft Corpora-
tion, notes that with the growth in patient-controlled information, stored 
in a variety of places, there is a growing opportunity associated with shift-
ing control away from organizations and moving toward a more shared 
responsibility for information management. For all parties in the healthcare 
ecosystem, there are benefits associated with easily accessible data aggre-
gated from multiple locations into one patient-controlled location. The 
connections built based on data aggregation have the power to transform 
healthcare decision making and improve clinical outcomes. Microsoft’s 
HealthVault, one of several consumer-centered applications, provides a 
platform through which the patient determines the depth and breadth of 
information stored and shared about them. 

Generating Public Interest in a Public Good

Alison Rein, M.S. 
Senior Manager, AcademyHealth

In many respects, the greatest challenge associated with establishing a 
medical care data system to serve the public is that such data largely reside 
in the private sector, where commercial interests and other factors limit 
sharing. This paradigm has benefited discrete entities, but fails to fully 
serve the public health interests of the broader U.S. population or promote 
awareness of how health information can improve clinical decision making 
for individual treatment. Ideally, the public would express considerable 
interest in understanding the importance of health information; however, 
the limitations of current data systems severely inhibit demonstration of the 
value proposition for consumers—both individually and collectively. This 
commentary aims to identify some issues for consideration in order to affect 
public awareness and perception of health data and their use for generating 
greater public good. The overview will provide what is known about this 
domain from the public’s perspective and discuss some assumptions and 
attitudes that may impede progress. Finally, examples will highlight what 
we might learn from others, and some possible strategies for generating 
public interest and engagement. 

A good place to begin is with public perception of the status quo. The 
public generally has a limited understanding of the extent to which their 
clinical data move and are shared—largely, at this point, for payment—
within our fragmented healthcare system. The public assumes that clinical 
information is accessed and maintained by people and organizations who 
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need it to provide care, yet likely knows little about who (both within and 
outside the healthcare system) actually accesses the information and for 
what purpose. Although most covered health providers must give notice 
of privacy practices to patients at the first medical encounter (usually, a 
notice in which the content is specified by the Health Insurance Portability 
and Accountability Act, or HIPAA, waiver) (Health Information Privacy, 
2009), patients likely have little or no understanding of the scope and 
requirements of the law or what it means for them. Even within the research 
and operations communities, there seems to be a lack of agreement on the 
extent of HIPAA coverage. If those in the field disagree or misunderstand 
elements of HIPAA, it is no wonder that the public should also be confused. 
Furthermore, there are regulations and statutory requirements beyond the 
scope of HIPAA (e.g., state laws) about which the public knows even less. 
Probably even state legislators could not enumerate the variety of different 
protections and state laws that exist.

Unfortunately, it often takes a chronic illness or significant health 
event for individuals to appreciate the paradox associated with accessing 
the volume of clinical data maintained on their behalf by various health-
care entities. Significant clinical, financial, and demographic information 
can be accessed by numerous parties for a variety of legitimate reasons, 
yet patients themselves have little or no access to the same information. 
Researchers wishing to use patient data for public health research are simi-
larly challenged, as many of these data are considered proprietary and in 
the private domain. An important issue on multiple levels, it will require 
public education, outreach, and, more importantly, demonstration of value 
to reestablish the public’s baseline understanding of current uses of health 
data and to encourage broader support for its application to public-sector 
research. 

Though many point to other industries as examples of successful migra-
tions from paper-based to electronic systems for record maintenance, health 
care is different in that there is a public expectation of trust and privacy 
between providers and patients. Unlike grocery store affinity cards, there is 
more substance to the provider–patient relationship than between the con-
sumer and the supermarket. Additionally, with health information sharing, 
the potential for irrevocable harm is real. Some believe health care must 
simply learn from and catch up to other markets; however, this seems short 
sighted and insufficient given public expectations. 

One need only to look at some recent examples of data-sharing prac-
tices from other markets to see how such behavior, albeit legal, would be 
undesirable in the healthcare context. These behaviors include the practices 
of private entities that sell granular-level cellular and landline phone records 
of individual consumers; websites that, unknown to individuals, coordi-
nate information from multiple sources and display or sell the aggregated 
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personal and behavioral data. The extent to which the public knows or 
cares about such practices is not entirely clear. Some recent experiences 
suggest that once consumers are aware, tolerance for such practices is 
low. Facebook, for example, experimented with a model of open informa-
tion disclosure and received immediate negative feedback from users. In 
response, the company changed its policy and reverted to a more data-
protective approach. By and large, people believe that decisions about how 
and by whom their personal clinical information can be used (especially by 
non-healthcare providers) should somehow incorporate individual input 
or preferences. 

Furthermore, there is a growing recognition that many consumers 
would like and need increased access to their own personal and family 
health information. Given the challenges inherent in navigating multiple 
provider settings and the inefficiencies of paper-based records, there is 
high interest in electronic access to personal health information. Although 
HIPAA provides for access to paper copies via formal request and a fee, 
this likely will not satisfy the on-demand expectation of today’s consumers, 
who have access to other information in real time and free of charge. What 
is interesting and challenging about the current migration from paper to 
electronic health records is that no one wants to permit unrestricted access, 
least of all the individual patient. This type of situation prompts numerous 
conversations about appropriate policies and incentives both for instituting 
adequate consumer protections and for deriving optimal value from the 
emerging wealth of clinical data. This essentially describes a social con-
tract in which both parties, having complete information, actually obtain 
a desired outcome. 

Two major obstacles to realizing the goal of electronic health informa-
tion access are (1) the current fragmented delivery system, and (2) the free 
market for data. One promise of electronic health information exchange 
is that it could help—virtually bind—the various data-holding entities, 
thereby creating a more integrated care delivery and data management 
system. However, unless obstacles related to sequestering of data for pro-
prietary interests, as well as technical obstacles related to individual iden-
tification authorization and related issues, are addressed, we will not enjoy 
the electronic exchange of health information that could serve both the 
individual and public interests. 

Until mechanisms are established through regulation or otherwise to 
compel provider and other healthcare institutions to share data appro-
priately, leveraging clinical data for the public good will be significantly 
constrained. The current free-market approach propagates business mod-
els that encourage continued segregation of valuable clinical information. 
What is needed is a more thoughtful approach for determining the types 
of business models that should be encouraged to flourish because they 
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could actually stimulate appropriate data sharing. Consider, for example, 
the tethered personal health record (PHR) system offered by an insurer or 
provider who refuses to provide data electronically to patients. The ratio-
nale supporting this decision is a perceived susceptibility to the competitive 
advantage derived from owning the data. Another example can be found in 
many health information exchanges, which sell aggregated patient data to 
commercial data vendors. Such models enable entities to charge a premium 
for access to valuable data, which ultimately precludes use by academic and 
public-sector research communities unable or unwilling to pay for access. 

As we work to transition to a new health information paradigm, do 
we really want to extend models that perpetuate data silos, or do we want 
to envision another type of business model that promotes sharing and 
broader dissemination? In this respect, the public and research sectors share 
a common problem and could benefit from aligning forces and identifying 
common research areas of interest.

Exacerbating this state of affairs is the fact that patients have very 
limited access to or control over how their health information is used and 
shared, and most institutions have little motivation to share patient infor-
mation for public research purposes. Ironically, patients likely would sup-
port use of their clinical information for public research. A recent Markle 
Foundation survey shows a fairly strong willingness among consumers 
to share their clinical information for noncommercial research studies 
(assuming appropriate controls and safeguards).� The challenge is that most 
institutions with access to this information do not readily share it for such 
purposes. Although individuals might be willing to share data in a manner 
that contributes to the public good, they do not generally have the means 
to ensure that their clinical data are leveraged for such purposes. In large 
part this is because most people do not have ready access to their clinical 
and other health information electronically on demand. 

Another issue involves the extent to which the public perceives research 
and its products as a public good. There has been some discussion of how 
clinical discovery and science are valued by the public. An entity called 
Research America regularly conducts surveys through PARADE magazine, 
which has 74 million readers.� The survey consistently finds that people 
believe there is value in clinical research and in supporting research both to 
sustain our competitive advantage and to advance our own well-being. An 
entire market exists to promote all the products that emerge from this field 
(e.g., new treatments for cancer). We do not experience that at all on the 
public health level. Little, if any, discussion occurs on how registries could 

�  See http://www.markle.org/resources/press_center/press_releases/2006/press_release_
12062006.php (accessed August 31, 2010). 

�  See http://www.researchamerica.org/parade_poll (accessed August 31, 2010). 
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identify disease trends and track outcomes among patients on alternative 
treatments or how clinical data collection at the community level could 
support public health and wellness promotion activities. These other types 
of research lag significantly in the level of marketing behind them; this 
highlights the need for more energy and focus to these areas. 

Building Public Support

To build public support, the value of sharing clinical information must 
be demonstrated. Only limited public demonstrations of this kind are cur-
rently used, and even fewer that illustrate the potential impact that might 
be meaningful to individuals. For example, people might be more inclined 
to contribute clinical information to a county or other community registry 
if doing so would increase the ability of local health authorities to identify 
disease trends or anomalies that could indicate an environmental or other 
health concern (e.g., asthma related to air pollution, or cancer related to 
toxic waste). Such an effort could prove highly effective at galvanizing the 
public and public officials to make policy changes necessary for improving 
environmental health. The National Academy of Sciences estimates that 
25 percent of developmental diseases, such as cerebral palsy, autism, and 
mental retardation, are caused by environmental factors. The American 
Cancer Society estimates that one-third of cancer deaths could be prevented 
through lifestyle and environmental changes, but we are not feeding enough 
information back to people to highlight existing opportunities and where 
these environmental factors influence different areas. We do not supply the 
public with adequate tools needed to make the case for change. 

One possible approach to demonstrating the value of research as a 
public good could be to expand reporting of limited, but meaningful, clini-
cal health data to public health entities. The New York City Department 
of Health’s effort to have all labs report A1C� data to the public health 
department has experienced feedback from those with privacy concerns. 
The move does, however, serve as an interesting example because the pro-
gram’s goal is to engage the public health department actively in prevention 
measures. Furthermore, the program maintains a controlled approach, and 
only limited data from the public are required. Hopefully what they do with 
the information can end up having a meaningful clinical benefit for New 
York’s diabetic community. One likely application for city officials will be 
to evaluate the impact of the city’s recent ban on trans-fats on A1C data. 

Another opportunity to demonstrate the value of research is through 
the enhancement and expansion of clinical data registries. Today, many 
registries offer limited accessibility and do not necessarily collect data in 

�  HbA1C is a measure of average glucose levels. 
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a way that can be useful and meaningful to the public. There is a clear 
opportunity as we construct registries and future databases to think about 
public health priorities that could be addressed, as well as ways to stimulate 
more interest and engagement from the public and produce more value for 
the consumer.

Multiple organizations have recommended the development of a nation-
wide health tracking network to help identify, track, and prevent known 
causes of death (environmental, occupational, and lifestyle/behavioral) and 
poor outcomes. It could yield information such as geographic and ethnic 
incidence and prevalence of diseases and inform the public health commu-
nity, providers, policy makers, and consumers. Currently, the Department of 
Health and Human Services operates 200 separate data systems, but has little 
or no means of coordinating across the range of systems. Similar to registries, 
these systems are not designed to track major causes of death and disability 
in the United States, even though the data may be compelling and important 
to the public. In many of these cases, the public is required to contribute 
information, but may not benefit (or not be aware of the benefit) from these 
systems. Regardless of what form data efforts take, it is vital to commit more 
energy and resources to collection, integration, and interpretation of health 
data in order to better inform policy makers and the public.

Moving forward, we should not underestimate the power and poten-
tial of good information in the right hands—including the public. Ideally, 
we would work to ensure that information resources generated from use 
of patient clinical data are relevant, valuable, and appropriate. Finally, we 
should not pit public interests against those of the research community. 
There is more alignment of interest than there is divergence. 

Implications of “Patients Like Me” Databases

Courtney Hudson, M.B.A. 
Cofounder, EmergingMed

The longstanding tension between an individual’s desire for personal-
ized health information and the population’s interest in healthcare research 
is exacerbated by scientific advances such as molecular profiling, informa-
tion sharing on the web, and modern data management tools. Both the 
public and private sectors are struggling to navigate this logistically chal-
lenging landscape to gain medical insights (and sometimes to monetize these 
insights). Patient-focused clinical trial information services created in the 
past decade provide a unique perspective on a patient’s view of healthcare 
research at both the individual and the population level. This paper pro-
vides an overview of more than 115,000 cancer patients’ responses to a 
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paradigm that blends personalized information services with a shared pub-
lic platform. It discusses how these services have addressed the intersection 
of an individual’s need for information, access, and transparency with the 
U.S. healthcare system’s desire for population-based research and data shar-
ing in light of modern data management and data-sharing capabilities.

EmergingMed is an 8-year-old company founded to help cancer patients 
obtain access to clinical trials as part of their search for treatment options. It 
is a year-2000 paradigm that allows patients to remain in control: Internet-
based searching supplemented with telephone-based support on request. 
We allow patients to create their own medical record or profile, and they 
compare their profile to a structured database of cancer clinical trials in 
the United States and Canada. Today we have a coded database of 10,000 
cancer clinical trials, structured by eligibility criteria. Patients coming to 
our system can, in a matter of minutes, figure out on a preliminary basis 
whether they are a match for clinical trials in North America.

Our experience gives us a unique perspective to talk to the need, the 
absolute mandate, to have a patient focus going forward as we think about 
medical information and its uses for research. Patients in this country are 
supportive of mining clinical databases for the public good. Overwhelm-
ingly, they believe that it is already happening and they would be alarmed 
to know that it does not happen.

More than 115,000 cancer patients have created profiles in our system. 
We have been on the phone with 35,000 patients over the past 7 years. On 
average, we engage in five follow-up calls with each person so we hear their 
stories. We hear the successes they have, the challenges they face, and the 
barriers they encounter. Most of these conversations start similarly—with 
a discussion that corrects patient misperceptions, allays patient fears, or 
corrects mistaken assumptions patients have about the healthcare system, 
what is going to come next, or their personal situation. All of that has been 
valuable.

When you start with a patient-focused system and then use derivative 
information so that you have a secondary database, you end up with a very 
exciting—but complex—situation. Your first priority is serving patients so 
they can make an informed treatment decision. Through this service, we 
gather information on the healthcare process, access to care, and outcomes. 
Day in and day out, our service has to be valuable to patients. The flip 
side is that you want to do secondary analysis of the information—data 
mining—not only to run the service better but also to gather insights to 
improve the system. It is challenging for a system to do two things at 
once—to process transactions and to run data analysis—and the two sys-
tems often collide.

We have had the benefit of being able to create our system from scratch. 
We are on an Oracle platform. Every module we have, including the call 
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center software, was newly developed to be integrated so it is a seamlessly 
integrated software platform. We did not have to contend with a legacy sys-
tem. Nonetheless, 8 years into our program, the challenges are growing.

Our experience gives us perspectives that merit sharing. First, we find 
that overwhelmingly, patients are looking for data to make informed treat-
ment decisions. Withholding information available in the public domain 
would be unconscionable. Patients expect us to share information that 
might affect their decisions. As we think about ways to use public datasets 
and aggregate them, it would be extremely difficult ethically to justify poli-
cies that withhold information from individuals when they could act on 
the information. Legacy systems can make it difficult to make information 
actionable to patients, but nonetheless we need to remember that there is 
something of a quid pro quo or social contract here. Generally, the patients 
and families that we work with seem to believe, in essence, that if you will 
help me with information to make my decisions, I am happy to have you 
use it to learn things in general, so long as you protect my privacy. As a 
small company and a private company, one violation of privacy and we are 
out of business. We do not have an option of violating privacy, nor does 
anybody else in the private sector. 

We believe our patients’ feedback is applicable across the healthcare 
spectrum. The basic set of assumptions that patients bring start with an 
assumption that “my doctor will automatically tell me everything that I 
need to know either about treatment options or what is going on in clini-
cal research and the clinical trial world.” With cancer, however, there are 
some 400 to 500 drugs in development at any day, and their design, use, 
and targets are constantly shifting. At any one time there are some 10,000 
clinical trials for cancer in the United States alone, and trials are continu-
ously opening and closing. It is simply not feasible for any one person, such 
as the doctor, to have full command of all of that information. 

To take this one step further, if you are a physician who is not literate 
with computers, you and your patient may have very different expectations 
about what information you should have at your fingertips. You are also 
going to have a different set of expectations about what knowledge you 
should be able to acquire. 

One reason we formed this company and this search mechanism was 
to create a single step (completing a single questionnaire) through which 
patients could determine which cancer clinical trials are relevant for a 
specific situation. Patients should be able to determine that in 5 minutes; 
it should not take 8 hours of random Internet searching through 10,000 
clinical trials. Fortunately, finding such information quickly is possible now 
with modern data management tools. 

Imagine physician committees, hospital providers, and healthcare pro-
viders making decisions about storing and mining health information if 
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they are not aware of tools that are available or how data can be stored 
or structured. Last year an oncology-based physician group was evaluating 
electronic health records systems for the oncology community. Unfortu-
nately, many physicians and leaders of these committees did not know the 
difference between free text and structured data and had no concept of 
long-term implications for data mining and data sharing. The implications 
for the decision making are striking. The healthcare information technol-
ogy companies invited to assist this consortium were struck by the relative 
computer illiteracy of the assembled leadership. 

Today patients and the public in general have much more access to 
some modern, sophisticated data tools outside the healthcare system. Yet 
we continue to allow healthcare providers to be in the dark—or to be 
the patient’s sole information provider. The conflict between the two, or 
the discrepancy between what patients expect and understand and what 
healthcare providers know and understand, only gets wider. That in turn 
creates a divide whereby data-savvy healthcare professionals become heroes 
to their patients, and physicians without those skills not only run the risk 
of weakening the doctor–patient relationship but also of risk providing less 
than state-of-the-art healthcare services. 

One of the key factors in providing education about clinical trials and 
cancer research is a focus on educating patients about their diagnosis, their 
stage, and their treatment history. This paradigm or rubric is identical to the 
one used by the medical community to assess patients and make treatment 
recommendations. We find that it remains nearly impossible to educate a 
patient about a clinical trial if he or she assumes that all cancers and all 
treatments are the same. If a person does not understand that breast cancer 
is treated differently from colorectal cancer and uses different research, he 
or she is not going to understand the specific questions needed for a clinical 
trial search. If a breast cancer patient does not understand there is a dif-
ference between hormone receptor-positive and hormone receptor-negative 
cancer, she is not going to understand why tests are being done, why treat-
ments are being recommended, or which clinical trials may be an option. 
We have found that the more one identifies key personal decision points and 
those key learning disconnects, the faster the patient learns.

Transparency and trust are an absolute requirement in a healthcare 
system that mines electronic data for health research purposes. The more 
transparent the system, the more quickly you get a patient’s trust. One 
of the decisions we made in designing our service was to start with the 
patient’s perspective. We looked at where patients search for information, 
knowing that patients search in many places. We created a single system 
that would serve many types of organizations, including advocacy groups 
and cancer centers. We operate services for the state of Florida as well as 
for pharmaceutical companies. We run services for each of them from the 
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same platform—one dataset, one process, one call center. We were guided 
by a clear view of the ethical mandate to provide patients with an unbi-
ased, transparent system to help them make informed decisions. We knew 
we needed to have a conversation with each patient because clinical trial 
information was prone to misinterpretation and confusion. Hence, custom-
izing the education for each patient was vital. 

Virtually every client of ours has some misconception about clinical 
trials, but nobody misunderstands everything. Most patients have one or 
two points for which they need clarification, and then they continue their 
search knowing that the process is confidential and that their information 
will remain private. We operate with the same standards across all organi-
zations and we never share a patient’s information with third parties. We 
do share aggregate, deidentified information. We obtain explicit permission 
from patients up front. We have found that of those people who complete a 
profile and find a match, 90 percent give permission for us to call them. We 
are able to do long-term follow-up and tracking through outbound calling. 
We use each call to get permission for the next call, which also gives us a 
chance to obtain permission for another use of the data as we go along. It 
becomes a partnership over time. Patients can opt out at any time, but most 
do not. Some patients ask us to keep their information in our system, but 
not call them—they tell us they will call us back when they are ready to 
use the service again—and of course we respect that. We have stored their 
data in the meantime, and when we do reconnect with such patients, we 
pick up where we left off. 

Running our program in scale has become cost-effective over time and 
enables us to track outcomes. We know who enrolls in a study. We know 
who does not. We know why they drop out of the process along the way. 
It becomes a rich collection of data. It also lets us provide feedback to 
stakeholders.

We operate as an independent intermediary. The system requires that 
the patients refer themselves to trial sites, to actually consider a clinical 
trial. We do not share patient information with clinical trial sites, but 
patients can come back to us throughout the process if they need help with 
logistical information or definitions as the process continues. We are navi-
gators in that respect, but we do not become part of the informed consent 
process. Consent continues as it always has, at the institution, under the 
control of ethics committees and Institutional Review Boards. 

The informed consent process remains somewhat problematic. It is 
designed to ensure that the patient is informed about a trial at a site. How-
ever, this process does not require that the patient be made aware of other 
clinical trial options. Competing trials might be available across the street 
or across town, but the informed consent process does not require this 
disclosure to the patient. In view of the pervasive fear of being treated like 
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a guinea pig, we remain concerned that withholding options from patients 
does, in fact, mean that we are treating them like guinea pigs. 

Informed decision making requires full disclosure from the healthcare 
system. We remain convinced that patients have the right to specific and 
general medical insights that might impact their treatment decisions and their 
ability to make fully informed decisions.

Implications of Personal Health Records

Jim Karkanias, Partner and Senior Director 
Applied Research and Technology, Microsoft

Health care is a complex and challenging environment. Massive 
increases in medical information, in part through the Internet, are making 
health care one of the most significant hot spots for technology innovation 
today. Clearly medicine suffers from an information management prob-
lem. Control of this information will eventually shift, from a top-down 
doctor-to-patient model to one in which there is mutual control. For 
physicians the information control issue is about aggregating data within 
and across provider organizations. For consumers it is about aggregating 
data across all of their sources of health data. Ultimately these views will 
connect for informed health decisions and better clinical outcomes. Today 
we have more personal health data than ever; however, these data are dis-
persed over a variety of facilities, providers, and even our own monitoring 
devices and home computers. 

Microsoft is working with our partners to address gaps in the health-
care data management system, both from an enterprise and a consumer 
standpoint, to enable a more connected, informed, and collaborative health-
care ecosystem. A consumer health platform with specialized health search 
capabilities is the first application/service and the first step in our strategy 
that centers on delivering a platform that puts users in control of their 
information so they can access it, store it, and use it however and wherever 
they want it. 

Microsoft recognizes that sensitive health information should be pro-
tected by strong policies and clear operating standards. In consultation with 
consumer privacy experts, we developed and implemented industry-leading 
Health Privacy Commitments for ourselves and stringent privacy principles 
for solution providers, developing on the Microsoft HealthVault platform. 
We are committed to making a difference in health care, and we firmly 
believe in software’s ability to make a positive impact on the healthcare 
ecosystem worldwide. However, no one company can resolve health and 
data issues alone. Transforming health care is a complex problem with no 
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easy answer and certainly no quick-fix solution. We are taking the long 
view in our approach—it will be a marathon versus a sprint.

In terms of data sharing, we are all quite familiar with the Gordian 
knot of problems with data use, privacy, and the associated tensions. Meet-
ings such as this one sponsored by the Institute of Medicine (IOM) help us 
begin to identify the elements of answers. That reminds me of a quote from 
William Gibson, the science-fiction author, who said: “The future is already 
here. It is just not evenly distributed.” 

Microsoft has engaged for the long haul in the process to improve 
health around the world and connect communities for positive health out-
comes. The ecosystem in which Microsoft’s HealthVault operates is meant 
to be a comprehensive platform in the center of this environment. It is 
named HealthVault because it serves as a vault for personal health data. It 
is meant to focus on the consumer. 

We have an illustration that provides some detail about HealthVault 
(Figure 7-1). It covers every detail of what goes on in the hospital, what 

New Figure 7-1
bitmapped

FIGURE 7-1  The HealthVault ecosystem.
NOTE: Reprinted with permission from Microsoft.
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might go on in the wellness side of the equation, what an employer might 
need to see, drug fulfillment requirements, and all the various medical 
devices in a patient’s life. An important aspect of HealthVault is that it helps 
to collect the data that one might want to store and share with others. The 
notion here is that the consumer is in charge. 

We first shipped HealthVault last year. The year before that we launched 
a product named Amalga, an enterprise hospital environment software that 
is meant to automate all the various activities in a hospital. (MedStar actu-
ally helped to develop that; we produced the software framework.) Obvi-
ously, many sources of information are in the system already. The problem 
is that too many sources of information in the system are silos that individ-
ually provide various important aspects (Figure 7-2). Integrating all of these 
silos is the key. There are many ways to achieve that—an overly centralized 
solution is just as difficult as not having a solution at all; a democratic-style 
solution is a different model; and so on. The question about addressing this 
as an information platform needs to be discussed. 

The Consumer at the Center of the Equation

If we accept the premise that consumers are at the center of this equa-
tion, and that the information, activities, and processes that they are wor-

New Figure 7-2
bitmapped

FIGURE 7-2  Silos of health information.
NOTE: Reprinted with permission from Microsoft.
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ried about in their healthcare journey all affect them anyway, they are a 
logical aggregator for this information, if only they could have a platform 
that would allow for that aggregation to occur. That is what HealthVault 
is. These various silos, through devices or through applications, allow data 
to flow into an environment that the consumer controls and owns. These 
data are the consumer’s data. 

HealthVault is an application platform. We do not propose to build 
these applications, but rather want to create an ecosystem of integrated 
software vendors to develop applications and devices in this environment. 
Many partners are already hard at work creating a set of services to sup-
port this activity. The folks who have put together these kinds of things in 
the past have often seen their efforts stymied by having to create all the 
vertical infrastructure to integrate across the various silos, creating firewalls 
or filters, or all of these things that our platform will help provide. The 
notion is that you can copy data from various sources and aggregate them 
for yourself in your HealthVault account as a consumer.

It is important to stress that HealthVault itself is not a PHR. It is the 
environment that allows a PHR to exist to be created from those pieces of 
data. Other providers of wellness data, such as body mass index calcula-
tions, or condition management devices such as glucometers that generate 
data and flow it into the system, will have their own applications that 
leverage the platform. 

Other applications may also benefit the consumer. For example, a 
weight management application may benefit from a connection to an EMR 
or to cell phone data that measures location over time and correlates with 
pollen counts to which a person with asthma may have been exposed.

We do not intend to be the entity that stores this data, but rather see 
our role as facilitating the flow of information. PayPal, the online pay-
ment service owned by eBay, is an interesting analogy in the way it enables 
transactions to occur and accelerates all the convergence that we recognize 
must happen in this environment, such as accessing funds without revealing 
credit card numbers. So just as PayPal accelerates the storing and sharing 
of financial data, HealthVault accelerates the storing and sharing of health 
data. All of the complexity of dealing with that data securely and privately 
acknowledges the regulations that are in place, or connects to pharma, or 
the clinical trial provider, or the recruiters, or those who provide advice 
about a condition. All of that difficulty is handled by the platform, and only 
a relatively small amount of effort compared today’s development activities 
is necessary to create that functionality.

Built into this platform is the notion of privacy and security. You 
cannot add that later; it has to be part of the environment. It needs to be 
adhere to industry standards. We are not charging for it—it is a free plat-
form meant to enable and activate the paradigm shift we think can occur 
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when placing the consumer at the center of the equation. The consumer 
is highly motivated to focus on these pieces of information and aggregate 
them. We want to enable that. Appropriately, therefore, privacy and secu-
rity are integral parts. We took a lot of time to determine how to make 
these factors as solid as possible given state-of-the-art technology. Again, 
the consumer is in complete control of the data. There is no way that that 
cannot be the case.

We think there is a notion of a family health manager, typically the 
mom who is worried about keeping her family safe. A lot of this activity 
goes on already; it is just done manually. The scenarios can be segmented 
further along a continuum. The complexity of the application increases, 
as does the user’s engagement. Consumer applications fall into three pri-
mary segments: primary prevention, secondary prevention, and acute care. 
Patients who are in the primary prevention wellness side of the equation, 
where the applications are fairly straightforward, are engaged according 
to their own self-motivated needs. They are maintaining their health and 
wellness. Then we move to the more complex patient, who might be hos-
pitalized or be living with a chronic disease. Finally, we see uses in acute 
care, among hospitals, group practices, and physicians.

Today we are in a reactive model. In terms of the economics of a health-
related event, showing up at a physician’s office has been the first step. A 
cost is associated with that event, and the cost spikes each time things get 
worse. We believe patients would prefer to be proactive in managing their 
health, and that is the model we are trying to create. They would avoid  
repeated costly visits and, instead, have daily in-home monitoring to allow 
for proactive measures to be taken to the extent they can be detected. This 
might play out in the use of a spirometer to encourage patients to inflate the 
lungs and thus avoid pneumonia, or some other device to manage a condi-
tion, and making that data available to the clinicians the patient authorizes. 
If that kind of approach can drive proactive management of care, how 
much better has the system become by definition? You can extend these to 
other scenarios. What if you had devices that were much more advanced 
and could detect a condition or other event and issue an alert? Again, that 
is all possible with this new technology. 
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8

Clinical Data as the  
Basic Staple of Health Learning:  

Ideas for Action

INTRODUCTION

The availability of timely and reliable evidence to guide healthcare 
decisions depends substantially on the quality and accessibility of the data 
on which to base findings and conclusions. Information about the results 
of diagnostic and treatment interventions is collected in multiple forms by 
many institutions for different reasons and audiences—providers, patients, 
insurers, manufacturers, health researchers, and public agencies. These 
medical care data represent a vital resource for improving insight and action 
for more effective treatment. With the increasing technical potential for 
aggregation and sharing of data while ensuring confidentiality, the pros-
pects are at hand for powerful and unprecedented tools for data analysis 
and determination of the circumstances under which medical interventions 
work best, and for whom. Although many challenges exist to the use of 
such data—coding discrepancies, platform incompatibilities, patient protec-
tion tools—as evident throughout this publication, practical approaches can 
be developed for most. The most significant challenge may be the barrier 
to data access and the restrictions in treating clinical outcome data as a 
proprietary commodity. This chapter summarizes the workshop discussions 
on principles, opportunities, strategies, and projects as possible follow-up 
actions for Roundtable engagement. 
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COMMON THEMES 

Across the 2 days of presentations and discussion, several common 
themes—listed in Box 8-1 and elaborated below—emerged as issues for 
particular attention in accelerating progress in the availability and use of 
clinical data for new insights. 

•	 Clarity on the basic principles of clinical data stewardship. The 
starting point for expanded access and use of clinical data for 
knowledge development is agreement on some of the fundamental 
notions to guide the activities for all individuals and organizations 
with responsibility for managing clinical data. Workshop partici-
pants repeatedly mentioned the need for consensus on approaches 
to such issues as data structure, standards, reporting requirements, 
quality assurance, timeliness, deidentification or security measures, 
access, and use procedures—all of which will determine the pace 
and nature of evidence development.

•	 Incentives for real-time use of clinical data in evidence develop
ment. Current barriers to the real-time use of clinical data for 
new knowledge discussed at the workshop ranged from regula-
tory and commercial issues to cost and quality issues. Participants 
suggested the need for a dedicated program of activities, incen-
tives, and strategies to improve the methods and approaches, their 
testing and demonstration, the cooperative decision making on 

BOX 8-1 
Workshop Common Themes

•	 Clarity on the basic principles of clinical data stewardship. 
•	 Incentives for real-time use of clinical data in evidence development.
•	 Transparency to the patient when data are applied for research.
•	 �Addressing the market failure for expanding electronic health records 

(EHR).
•	 �Personal records and portals that center patients in the learning 

process.
•	 Coordinated EHR user organization evidence development work.
•	 �The business case for expanded data sharing in a distributed network.
•	 Assuring publicly funded data are used for the public benefit.
•	 Broader semantic strategies for data mining.
•	 Public engagement in evidence development strategies.
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priorities and programs, and the collective approach to regulatory 
barriers.

•	 Transparency to the patient when data are applied for research. 
Patient acceptance is key to use of clinical data for knowledge 
development, and patient engagement and control are key to accep-
tance. In this respect, clarity to individual patients on the structure, 
risks, and benefits of access to data for knowledge development was 
noted by participants as particularly important. Patient confidence 
and system accountability may be enhanced through transparent 
notification and audit processes in which patients are informed of 
when and by whom their information has been accessed for knowl-
edge development.

•	 Addressing the market failure for expanding electronic health 
records. Currently, market incentives are inadequate to bring about 
the expansion of use of electronic health records necessary to make 
the point of care a locus for the development, sharing, and applica-
tion of knowledge about what works best for individual patients. 
Shortfalls noted by participants included demand by providers 
or patients that is not sufficient to counter the expense to small 
organizations; competing platforms and asynchronous report-
ing requirements that work against their utility for broad quality 
and outcome determinations; and the reality that even the larger 
payers—apart from government—do not possess the critical mass 
necessary to drive broader scale applicability and complementarity. 
It will likely take a deeper, more directed, and better coordinated 
strategy involving Medicare leadership to foster such changes.

•	 Personal records and portals that center patients in the learn-
ing process. Patient demand could be instrumental in spreading 
the availability of electronic health records for improving patient 
care and knowledge development. Such demand will depend upon 
much greater patient access to, comfort with, and regular use 
of programs that allow either the maintenance of personal elec-
tronic health records or access through a dedicated portal to their 
provider-maintained electronic medical record. As noted during 
the workshop, many consumer-oriented products currently under 
development give patients and consumers more active roles in 
managing personal clinical information, and they may help to 
demonstrate value in the speed and ease of personal access to the 
information, to better accommodate patient preference in care, 
and to foster a partnership spirit conducive to the broader EHR 
application.

•	 Coordinated EHR user organization evidence development work. 
The development of a vehicle to enhance collaboration among larger 
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EHR users of different vendors was raised during the workshop as a 
means to accelerate the emergence of more standardized agreements 
and approaches to integrating and sharing data across multiple plat-
forms, common query strategies, virtual data warehousing rules and 
strategies, relational standards, and engagement of ways to reduce 
misperceptions on regulatory compliance issues.

•	 The business case for expanded data sharing in a distributed 
network. Demonstrating the net benefits of data sharing could 
promote its use. Benefits suggested by participants included cost 
savings or avoidance from facilitated feedback to providers on 
quality and outcomes; quick, continuous improvement informa-
tion; and improved management, coordination, and assessment of 
patient care.

•	 Using publicly funded data for the public benefit. Federal and 
state funds that support medical care, as well as support insights 
into medical care through clinical research grant funding, are the 
source of substantial clinical data; yet, many participants observed 
that these resources are not yet effectively applied to the generation 
of new knowledge.

•	 Broader semantic strategies for data mining. Platform incompat-
ibilities for clinical data substantially limit the spread of electronic 
health records and their use for knowledge development. Yet dis-
cussion identified strategies using alternative semantic approaches 
for mining clinical data for health insights, which may warrant 
dedicated cooperative efforts to develop and apply them.

•	 Public engagement in evidence development strategies. Generat-
ing a base of support for and shared emphasis on developing a 
healthcare ecosystem in which all stakeholders play a contributory 
role was noted by many participants as important for progress. 
Ultimately, the public will determine the broad acceptance and 
applicability of clinical data for knowledge development, under-
scoring the importance of keeping the public closely involved and 
informed on all relevant activities to use clinical data to generate 
new knowledge.

ISSUES AND OPPORTUNITIES

Workshop discussions touch on various issues and opportunities to 
improve the clinical data utility. These related to notions summarized below 
on clinical data stewardship, clinical data infrastructure, incentives for data 
sharing, creating the next generation data utilities and models, creating next 
generation data policies, and engaging the public.

 Frequently expressed throughout the workshop were the beliefs that 
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new clarity, new thinking, new practices, and perhaps new regulations 
are needed broadly across a range of issues related to data stewardship. 
Expanded access and use of clinical data for knowledge development should 
begin with efforts to build consensus on guiding principles for the indi
viduals and organizations who manage clinical data. Issues that were raised 
as particularly important to progress included data structure, standards, 
reporting requirements, quality assurance, timeliness, deidentification and 
other security measures, and access and use procedures.

Positioning Data as a Public Good

Emphasized in several presentations was the notion that under-
standing data ownership is central to considering data as a public good. 
Although data ownership is complex and highly nuanced, one consider-
ation advanced focused on whether data are rightfully owned by those 
who provide the data—that is, patients—or those who collect and main-
tain the data. Similarly, a question repeatedly raised was whether data, 
if collected with public funds, should be considered part of the public 
domain. Data ownership is further complicated when data are deidenti-
fied and recollated for secondary use. The pressing needs expressed during 
discussion to clarify data ownership and to conceptualize new models for 
data stewardship present a compelling set of challenges. If an overarching 
goal is to make data more readily available and accessible for informing 
medical decision making, new solutions need to be identified and imple-
mented to ease the tensions inherent in data ownership. 

A significant challenge noted by participants is the need to break down 
barriers to data access based in assumptions and practices that treat clinical 
outcome data as a proprietary commodity. A paradigm shift might change 
assumptions that data are a commodity to be traded in a competitive 
marketplace into more open and supportive thinking about practices and 
policies that make clinical data more portable, transparent, and contribu-
tory to better health care. In discussions on the nature of clinical data, 
participants suggested that these data seem to exist in a gray area between a 
public and private good—and it is precisely in that gray area that consider-
able energies are needed to establish new definitions concerning the use of 
data for today’s healthcare market. 

Data for Improvements at the Point of Care

Ultimately, the utility of data is dependent on its application. As one 
workshop speaker said, it is important to “be able to take information 
drawn from actual experience in care delivery to be able to shape that pro-
cess.” For example, although strong progress has been made in understand-
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ing disease and prevention, apart from filling the gaps in the evidence base, 
considerable delays persist in applying the knowledge to improve actual 
patient care. Part of the delay may be related to current approaches to using 
clinical data, which historically involved collecting, cleaning, and then—to 
some extent—hoarding data. Participants noted several key shortfalls of 
this approach. Separate repositories tend to be created for every specific 
purpose at great cost in both money and time. Privacy and security vulner-
abilities are created due to multiple redundancies of large datasets and an 
absence of connectivity. Restrictions on data have the cumulative effect 
of precluding the ability of many people to use these data to make better 
decisions. Notably, exclusive and proprietary treatment of data effectively 
keeps the consumer and patient out of the equation. Furthermore, as many 
participants noted, in the current paradigm, by the time one collects and 
cleans data, the original research question or topic has often changed. 

A new action agenda, one that is open to resetting some definitions 
and assumptions of health data and research approaches, was suggested 
as a first step toward the next generation of data translation and to 
positioning clinical data resources so that they contribute more readily 
and directly to effective health care. Progress might also depend on a 
fundamental shift in perspective. For example, instead of looking at how 
to achieve public health objectives from a data perspective, progress may 
require approaching issues and opportunities in evidence collection from 
the perspectives of medical decision makers, defined broadly to include 
providers, consumers, payers, and policy makers. Such a model for the 
clinical data utility would start in a climate of trust, with a policy frame-
work that enables information liquidity. It would engage stakeholders in 
a constructive forward-looking process that prioritizes creating value for 
the participants and involves and rewards consumers for participating. It 
would focus on the infrastructure requirements to push more questions 
to the data as opposed to trying to bring all the data to every question. 
The vision put forth by many at the workshop was one in which research 
is a normative part of health care and in which every intervention with a 
patient presents an opportunity for learning. 

Incentives for Data Sharing

Clarifying the business case for data sharing is one significant dimension 
of the economics of clinical data. Many participants noted the challenge 
and need for articulating a value proposition that clarifies the potential 
economic and health returns for the investment—for individual patients, for 
individual organizations that hold data, and for society as a whole. Unless 
overcome, the market obstacles related to sequestering data for proprietary 
interests and the technical obstacles related to individual identification 
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authorization and related issues will continue to compromise efforts to 
improve clinical data. Workshop presentations highlighted several oppor-
tunities for expanded data sharing to increase the value of healthcare deliv-
ered. More feedback to providers on quality and outcomes could provide 
incentives for those who collect data. The pay-off for patients could be 
measured through continuous improvement data, improved management 
and coordination of patient care, and possible cost savings. Similarly, the 
broad ability to share results from clinical and research data may reduce 
or avoid costs associated with clinical trials, as well as care delivery and 
patient management. Collaborative efforts to find new incentive aproaches 
that meet the multiple, often conflicting needs of diverse stakeholders will 
be important to facilitate data sharing.

Access to Data 

Throughout the workshop, the need for increased access to a wider 
sample of clinical data called for new models that promote data sharing in 
both the public and private sectors. For the private sector, new incentives 
might encourage broader sharing of data in the marketplace. One area 
highlighted in the workshop focuses on data that are collected with public 
funds. Federal and state funds that support medical care as well as clini-
cal research represent a source of substantial clinical data, yet participants 
repeatedly observed that these data are not effectively applied toward the 
generation of new knowledge. Government agencies that distribute funds 
to support such data collection have established guidelines and regula-
tions designed to foster more data sharing, but an ethos committed to 
data sharing remains elusive. More aggressive enforcement of government 
regulations on privacy and funding was offered as a possible next step to 
encourage broader data sharing. 

The model of the Human Genome Project was offered as an example of 
the benefit of open data sharing, as were the public registration of clinical 
trials and the growth of new models of disclosure/publication of research 
results in open-access journals and digital repositories. Expanded access 
and use, though, go hand in hand with clarity, assurance, and transparency 
as to security safeguards and nature of health research processes. 

Creating Next-Generation Data Utilities and Models

Potential solutions to the tensions around data ownership and steward-
ship come in many forms, including ideas and models for next-generation 
data utilities. Broadly speaking, the goals of the approaches suggested by 
participants are to find utilities that align data quality, standards, integrity, 
accessibility, and comprehensiveness, and that offer quick, open sharing 
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of data. Pathways are also needed that enable appropriate, individualized 
interpretation of data, and that appropriately translate information for 
patients.

Models of Note

Federal agencies are developing a number of utilities that can help make 
data—often large pools of data—more broadly and readily accessible, and 
that serve as potentially replicable models for further development. The 
National Institutes of Health (NIH), for example, requires researchers to 
pool data collected under NIH grants so that other investigators might 
benefit from those data. The NIH created the database of Genotypes and 
Phenotypes (dbGaP) to archive and distribute the results, for example, of 
genome-wide association studies. Significant amounts of product develop-
ment data are required by law to be in the public domain. The more than 
50,000 trials registered at www.clinicaltrials.gov also provide rich data 
resources. The Food and Drug Administration (FDA) registration approval 
process deriving from the Food and Drug Administration Amendments 
Act of 2007 will ensure the posting of more clinical summary data. The 
Cancer Biomedical Informatics Grid (caBIG) program was launched by 
the National Cancer Institute to connect the cancer research community 
to more easily share information and to build or adapt tools for collecting, 
analyzing, integrating, and disseminating data. The Centers for Medicare 
& Medicaid Services (CMS) has developed The Coverage with Evidence 
Development program to require the delivery of clinical data over and 
above the typical claims data as a provision for payment for certain ser-
vices. Such an approach has the potential to provide significant amounts of 
information if we can learn how to meet the challenge of what we can do 
with data that have been collected, and merge those data with other sources 
of data so that data collection can inform clinical practice. The development 
of such approaches, which seek to make data in the government’s domain 
more readily and openly accessible, could be expanded across all of the 
government—and serve as models for the private sector.

Efforts to develop next-generation data utilities are occurring in mul-
tiple loci. The model presented at the meeting of registries developed by 
medical disciplinary societies hold promise for the future, and their fur-
ther development should be encouraged and supported. The American 
College of Cardiology’s (ACC’s) National Cardiovascular Data Registry 
(NCDR), for example, collects data for measuring quality in the catheter-
ization laboratory and on acute coronary syndrome, percutaneous coronary 
interventions, implantable cardioverter defibrillators, and carotid artery 
revascularizations. NCDR registries were designed to improve the qual-
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ity of cardiovascular patient care by giving cardiologists wide access to 
information, knowledge, and tools; benchmarks for quality improvement; 
updated programs for quality assurance; platforms for outcomes research; 
and solutions for postmarket surveillance. Mandates from Medicare and 
states have pushed hospitals to use the ACC registries, but there is room 
for wider adoption of such approaches.

Electronic Health Records

A central emphasis in presentations was the need for much more devel-
opmental work to address the issues of basic technology, interoperability, 
and standardization of terminology that currently impede the sharing of 
knowledge via EHRs. A vehicle to enhance collaboration among larger 
EHR users of different vendors may accelerate the emergence of the fol-
lowing: (1) more standardized agreements and approaches to integrating 
and sharing data across multiple platforms; (2) common query strategies; 
(3) virtual data warehousing rules and strategies; (4) relational standards; 
and (5) engagement of ways to reduce misperceptions on regulatory com-
pliance issues. A potential area of action would be to convene an affinity 
group of EHR stakeholders to consider approaches to cooperative work on 
knowledge development, including issues related to standards and rules for 
governed data query.

There was also the sense that correction is needed to what is perceived 
as a market failure for expanding electronic health records. As evidenced 
by participant observations such as the insufficient demand by providers 
or patients in the face of the considerable expense of EHR adoption to 
small organizations, and challenges related to the diversity of platforms 
and reporting requirements, market incentives have not resulted in the 
large-scale EHR adoption needed. A particular emphasis in discussions 
was the notion that apart from government, no stakeholder group has the 
critical mass necessary to drive the broad-scale adoption, application and 
complementarity of EHR systems and a more focused strategy, perhaps 
involving Medicare leadership, is needed for progress.

One impediment to the use of EHRs for data aggregation was illus-
trated through the experience of one disciplinary association, which found 
that early adoption of EHRs among physicians may not have as much to do 
with quality, e-prescribing, or population management as with day-to-day 
business management concerns. Broader thinking about the potential and 
use of EHRs is needed to achieve widespread data aggregation at any level 
other than administrative data. 
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Patient-Focused Approaches to Clinical Data

Patient demand was viewed by many participants as an important 
strategic consideration for efforts to accelerate broad adoption and use of 
EHRs to improve patient care and knowledge development. Such demand 
may be boosted by greater patient use of programs that facilitate access to 
or maintenance of personal electronic health records. Several consumer-
oriented products—currently deployed or under development—were pre-
sented at the workshop as emerging services that seek to enable patient and 
consumer engagement in clinical information management. Participants 
noted several potential impacts of these tools on patient care, including 
thedemonstration of the value in the speed and ease of personal access to 
the information, better accommodation of patient preference in care, and 
fostering a partnership spirit conducive to broader EHR application.

Patient engagement and control is key to enabling broader use of clini-
cal data for knowledge development. One suggested approach to investing 
patients in the process is to guarantee transparency when data are provided 
for research. Clarity should extend to issues such as the structure, risks, 
and benefits of access to data. A model being developed by vendors in the 
private sector—notably, Microsoft and Google—is for a health platform 
that puts users in control of their information so they can access, store, 
and call on it however and wherever they wish, including for the purpose 
of making better informed health decisions. Importantly, though, strong 
policies and clear operating standards are needed when anyone, including 
patients, access and use sensitive health information. 

Interoperability, Data Aggregation, and Data Mining

Across the $2.5 trillion healthcare system few resources are devoted to  
data sharing, despite its centrality to patient care and improvement. Many 
barriers to data sharing exist, ranging from competitive concerns to tech-
nological challenges, and overall progress in this area has been frustrating. 
As one workshop participant said, “we have spent the past decade won-
dering why we cannot collect the data we need to answer our questions.” 
Stakeholders across the healthcare system currently struggle with poor data 
quality and formats and lack of the data needed. Nonetheless, despite the 
considerable barriers, many voices recognize that combining large sets of 
data offers distinct advantages, underscoring the need for practices that will 
encourage such aggregation. 

In practice, there are considerable technical and operational challenges 
in data sharing across institutions. Health information technology (HIT) can 
effectively support quality improvement only to the extent that concerted 
efforts are made to ensure interoperability. Workshop discussion highlighted 
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the barriers to broad adoption and use of EHRs for knowledge develop-
ment posed by platform incompatibilities. For example, the Department of 
Health and Human Services (HHS) operates 200 separate data systems in a 
range of areas with little or no means of coordination. Options proposed to 
help address these issues included establishing standards for data sharing, 
resolving issues of patient privacy that sometimes preclude data sharing, 
and revising the architecture of platforms to expedite the sharing of data so 
they can inform agreed-on goals. Workshop presentations illustrated that 
while some progress has been made in all of these areas, additional efforts 
are needed, including collaborative initiatives involving many stakeholders 
and a commitment of more energy and resources to the ongoing collection, 
integration, and interpretation of health data in order to better inform policy 
makers and the public.

In an examination of the trade-offs between pulling data from differ-
ent data aggregators and the concept of a pooled mega-database, it was 
suggested that the need is growing for such a database that would pull 
data from different health plans, the Department of Veterans Affairs, state 
Medicaid programs, Medicare, and other sources. Such data could then be 
standardized, creating a public good that would be available for research 
and multiple other purposes, such as cost-effectiveness studies and explora-
tions of drug safety. An alternative model would be a distributive research 
network, such as one in which it would be possible to conduct research in 
different settings with a standard research protocol, and then to pool the 
results afterward; specific data could conceivably continue to reside with 
the individual partners who collected them.

Standards

To improve interoperability, access, transferability, and translation, 
improved standards are needed across the clinical data space. Data stan-
dardization is partially an issue of messages and transporting data; however, 
many workshop participants emphasized the need to address standard-
ization issues related to terminologies and classification—noting that a 
common lexicon is needed to help ensure that data entered into one place 
in one system can be useful not only elsewhere in that system, but also in 
other systems. Common diagnosis codes, for example, are needed to help 
push the translation of data into healthcare improvements at the point of 
care—to say nothing of accelerating efficiencies in billing processes.

The ACC is working to standardize data that are collected for its regis-
tries. The short- term goal is to measure gaps in performance and guideline 
compliance; the long-term goal is to teach others how to fill those gaps, thus 
creating a cycle of continuous quality improvement. The American Acad-
emy of Family Physicians has been working to establish and promote HIT 
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standards that are focused on clinical data, such as the American Society 
for Testing and Materials’ Continuity of Care Record Standard. 

Another standardization issue discussed at the workshop underscores 
the ways in which current technologies lag behind current needs. Although 
large repositories of controlled clinical trial data exist, including primary 
data, much of that information exists on paper in various archives, not in 
any electronic form that would enable sharing. Efforts to digitize health 
records continue, but further work is needed to effectively retire the paper 
generation and fully migrate data to electronic forms. Without the complete 
migration to digital health records, these data will not be immediately 
accessible, useful, and analyzable. 

Creating Next-Generation Data Policy

In one sense, limitations imposed on clinical data by law create what 
one workshop speaker described as a health information chess board. 
Often, legislation and regulation impede rather than support our abil-
ity to ensure that health information is a public good. In the sense that 
many of these restrictions—such as those that govern paper-based data 
collection—were born in a different age and may not be as relevant and 
useful today, policy does not keep up with practice. Some of today’s barriers 
are unanticipated byproducts of earlier regulatory decisions. To reach goals 
based on wider access and utility of clinical data, therefore, some of those 
regulatory underpinnings may need to be reevaluated.

Privacy

New thinking regarding patient privacy in the context of data emerged 
from discussion as an important opportunity for progress. One participant 
noted that in some ways we still have a privacy paradigm rooted in the 
paper age. Important implications of this lag behind technology include 
the absence of a framework for privacy that recognizes that health infor-
mation is no longer a static good, but increasingly is a portable, moving, 
compounding, growing asset, and privacy practices that impede the sharing 
of data for point-of-service health care. 

Deidentification of data raises privacy issues. Several participants 
stressed that unless, for example, the standard notification of privacy prac-
tices is changed so that data can be used if they are deidentified for sec-
ondary use in clinical research, the challenges to aggregating data among 
various institutions will likely persist. Possible solutions proposed include 
initially registering patients with a unique identifier that at some point 
could be associated for research purposes. 

As an advisory committee to HHS, the National Committee on Vital 
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and Health Statistics (NCVHS) has developed some principles that might 
inform further thinking. For example, NCVHS has recommended that 
covered entities strengthen the terms of their business contracts to be more 
specific about what data will be used, how, and by whom. Recognizing 
that transparency is important to consumers, another NCVHS recommen-
dation was that notices of privacy practices need to be more meaningful, 
and that individuals should be able to request and be given additional 
information about the specific uses and users of their data. New models 
of personal health records, such as Microsoft’s HealthVault, are being 
designed in tandem with new models of voluntary patient control privacy 
policies. Such avenues deserve closer attention as potential guides for new 
thinking.

Revisiting HIPAA

A view expressed throughout the workshop is that many elements of 
the Health Insurance Portability and Accountability Act of 1996 (HIPAA) 
are outdated. HIPAA’s Privacy Rules were characterized as confusing and, 
among other drawbacks, HIPAA limits the portability of data and overall 
data sharing, does not encourage standardization, and is inadequate in 
ensuring timely use of data. Moreover, enforcement of HIPAA was seen 
as nearly nonexistent. Several participants suggested that modifications 
are needed to strike the proper balance between protecting patient privacy 
and making data available for research necessary to improve healthcare 
quality and lower costs; and that a revised legislative code of privacy, 
confidentiality, and security would help to support and promote the next 
generation of clinical data. 

Raised during the meeting as an important issue to address was the 
elimination of accounting disclosure obligations—which could help to 
reduce the cost of sharing data. Because of HIT and other developments in 
technology, the deidentification standard discussion might be best framed 
in the context of whether the deidentification safe harbor is too narrow. 
Another question raised by participants as important for discussion is 
whether liability burdens are properly distributed. Identifying the most sig-
nificant barriers that remain, including those related to future unspecified 
research and data deidentification, and clearly defining policy alternatives 
will be helpful in promoting the research enterprise. Bills currently proposed 
in support of HIT and EHR systems, with strong built-in privacy protec-
tions, may offer necessary remedies, but continued work and vigilance in 
this area is needed. One specific suggestion was that at the conclusion of 
the Institute of Medicine’s recent study on HIPAA and privacy protection 
regulations a follow-up meeting could be convened to explore what can 
be done within the existing structure to clarify definitions and reduce the 
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tendencies for unnecessarily restrictive interpretations, in particular related 
to secondary use of data. � 

Legal Considerations

In addition to regulatory concerns, participants also raised concerns 
regarding clinical data within the construct of the legal system. The legal 
system enters the “public good” debate because it reflects and so perpetu-
ates the current “excludability” state of clinical data with property and 
intellectual property models. Furthermore, market exchanges or shifts to 
public good “nonexcludability” face legal barriers (e.g., privacy, confi-
dentiality, and security) that are designed to reduce or eliminate negative 
externalities suffered by data subjects. Presentations illustrated how certain 
legal rules create barriers to clinical data as a public good, such as property 
or inalienability rules, federal–state disconnects, and evolving data protec-
tion models. Resolving the current excludability rules was noted as an area 
in need of greater attention, and it was suggested that a more rigorous 
data protection model may be required as a predicate for greater access to 
patient data.

For clinically rich information, one suggested approach was to start 
from scratch to build a new, much stronger model, as has been recom-
mended several times by NCVHS. Alternatively, NCVHS’s secondary 
stewardship model could be combined and melded with a slimmed-down 
version of the European data directive. This would potentially create a more 
robust data protection model that would impose stronger obligations on 
data stewards through chain-of-trust data processes. Other attributes of this 
model would be strict limitations on data being processed for a purpose 
other than the original purpose of collection, a more relative approach 

�  In 2009, the American Recovery and Reinvestment Act (ARRA), which included several 
provisions aimed at improving privacy and security standards for health information tech-
nology (HIT), was signed into law. As noted by the Markle Foundation, “The Department 
for Health and Human Services is charged with developing regulations and/or guidance for 
ARRA’s new health information privacy provisions and enhanced enforcement, including the 
following: HIPAA security and privacy rules extended to business associates of HIPAA-covered 
entities; new provisions for notification to consumers of information breaches; limitations on 
sales of protected health information; new guidance on ‘minimum necessary’ (i.e., the notion 
that no more than the necessary information should be disclosed); guidance on implementation 
specification to deidentify protected health information; individual right to access personal 
information in electronic format; annual guidance on the most effective technical safeguards 
for carrying out the HIPAA Security Rule; recommendations on technologies that protect the 
privacy of health information and promote security; restrictions on use of protected health 
information for marketing; and consumer access required to an accounting of disclosures of 
information maintained in EHRs” (Markle Connecting for Health Collaborative. Achieving 
the Health Objectives of the American Recovery and Reinvestment Act [April 2009]).
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to data than HIPAA, and an overall design aimed at gaining the trust of 
patients and providers by making sure they understand secondary uses 
of data, adjustments possible when relative levels of deidentification are 
encountered, lack of reidentification, and so on. 

Engaging the Public

The meeting emphasized the fact that moving to the next generation 
of clinical data depends in large part on an ability to engage and inform 
the public in shaping evidence development strategies. As illustrated by 
the broad representation at the meeting, all stakeholders can play a con-
tributory role in better orienting data collection and use efforts to improve 
health. Noted in particular was the importance of keeping the public closely 
involved in and informed about all activities related to using clinical data 
to generate new knowledge—as progress will likely hinge on public accep-
tance. Discussion focused in particular on efforts that encouraged direct 
engagement of consumers with their personal health data. 

Participants underscored the need for new approaches that engage the 
public in a deeper conversation about data utility—to better educate 
the public about the importance and intricacies of the data debate, to 
help the public become more fully vested in the discussion, and to help the 
research community to better understand the public’s point of view and 
stake in the data utility. Such efforts simultaneously present the opportunity 
to reinstate the patient as the focal point of the data utility, in contrast to a 
role somewhere on the periphery, and to engage the public as a key driver 
of change to improve data utility overall. Finding genuine ways to respond 
to the public’s desires regarding key issues, including access to data in lan-
guage they can understand, portability of individual data throughout the 
healthcare system, and quality data that informs health care at the point of 
care was viewed as an important means to fostering broader public engage-
ment in a healthcare system. 

Clarifying the Social Contract

Data sharing is, in essence, a social contract between individuals and 
researchers who want to use their data. The current approach to obtaining 
data access; however, was described as falling far short of a clear illustration 
of the potential returns on this contract. Patients are told there will be some 
pay-off from sharing data—that they will have better, safer quality care, and 
that researchers will learn more about the disease so the healthcare system 
may be able to take better care of the patient or the patient’s children. Yet 
many participants suggested that perhaps patients do not hear enough about 
how that is supposed to happen. Where does the pay-off come? How does 
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the other side of that contract deliver? What are the deliverables? Is there 
a timeline for those deliverables? Is there accountability for those deliver-
ables? Those questions need to be addressed, probably by a broad coalition 
of stakeholders in clinical data, with patients at the center of the discussion. 
The experience of the VA with My Healthy Vet showed that patients want 
to be asked about the use of their personal data and to engage in a process 
to give consent about how those data are used; but, overall, patients do not 
demonstrate a need to control their data at a microscopic level. 

As part of the social contract, it was suggested that perhaps more spe-
cific requirements are needed of those collecting the data. Fundamentally, 
policies could be developed that require those collecting data to do some-
thing specific with the information they collect, and that further require 
reporting back on what was done with the data. At the same time, perhaps 
policies could be set that inform and guide quality assurance about the data, 
and set specific expectations about the timeliness of their use.

Participants also noted the need for more attention to mechanisms and 
practices that ensure and protect patient privacy. For example, the sugges-
tion was made that an independent health privacy audit and verification 
process be established. One presenter suggested that a program of empiri-
cal studies on the impacts of EHRs may be warranted—to assess privacy, 
access, and security programs in selected research settings—as well as the 
development of patient satisfaction and trust surveys to chart patients’ 
experiences and attitudes in evidence-based research programs.�

Public Information and Education 

Educating patients and the public about the value of clinical data, and 
promoting privacy-compliant, evidence-based health research might require 
national educational campaigns. To date, there has not been a public 
demonstration of the utility of data sharing and of the potential impact of 
data on personal lifestyle, bottom line, or other meaningful endpoints—an 
area viewed by some participants as ripe for further exploration. National 
public information campaigns and programming could go a long way to 
help convince consumers and patients of the public good aspect of sharing 
their medical data. 

One suggested option to demonstrate the value of research as a public 
good is to consider expanded reporting of meaningful clinical health data. 
The New York Department of Health’s effort to have all labs report A1C 
data from diabetics to the public health department, while not a perfect 

�  As of 2009, several relevant federal and private programs were under consideration for 
auditing privacy and security operations in EHR systems (e.g., HITECH, Patient Privacy 
Rights proposals).
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model, shows potential in part because it actively engages the department in 
prevention measures. Toward different but similar goals, the Massachusetts 
Health Quality Partners draws on health plan claims data to report trusted, 
reliable information on physician performance as a means of developing 
valid, comparable measures that could lead to quality improvement. The 
information is shared both with physicians, to help them improve the qual-
ity of care they provide, and to consumers, to help them make informed 
decisions about their health care. Information posted for the public has 
a patient information component in the sense that it is accompanied by 
consumer information about specific medical conditions, and about what 
patients should expect of their physician in that regard. Such models may 
have potential for duplication in other venues.

Another possible approach to demonstrating the value of research is 
the enhancement and expansion of clinical data registries. Many registries 
today remain siloed, and do not collect data in a way that can be useful and 
meaningful to the public. Current systems are not designed, for example, to 
track major causes of U.S. death and disability that may be compelling and 
ultimately important to the public. Discussion about the use of registries 
highlighted their development as a key opportunity to think about data 
elements needed and information and outcomes desired so that the use of 
registry data can generate more public interest and consumer value. 

Another possibility suggested is to develop a nationwide health track-
ing network. Such an approach could help to identify, track, and prevent 
health-related causes of death, whether they are environmental, occupa-
tional, or lifestyle/behavioral. It could inform the public health community, 
providers, policy makers, and consumers about disease rates by geography, 
ethnicity, and other relevant criteria. 

The public and the patient must drive change and advocate for using 
data as a public utility. As noted by several participants, some hospitals 
and research institutions have shown innovation in educating their patients 
about how important clinical research is to patient care; many have started 
what are essentially marketing campaigns to educate patients and their 
families on the importance of participation in clinical trials and related 
research endeavors. Learnings from these initial efforts might help shape 
broader efforts to educate people on the importance and potential benefits 
of using data for secondary purposes. 

Ultimately, the disparate voices engaged in efforts and thinking designed 
to improve clinical data utilities are looking for clarity on how they should 
go about, in the words of one workshop presenter, “compiling, analyzing, 
structuring, artifacting, [and] accountable-izing.” As demonstrated through-
out workshop discussions, stakeholders across health care are interested in 
designing an agenda that will move this work forward, and engaging with 
leaders who can advance the agenda. Such work was viewed by many par-
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ticipants as essential to making the use of clinical data more efficient and 
perhaps equitable, and, ultimately ensuring that evidence-based medicine 
can draw more effectively and productively on the rich intelligence inher-
ent in the data.

AREAS FOR INNOVATION AND COLLABORATIVE ACTION

Workshop presentations and discussions highlighted multiple opportu-
nities to accelerate collaborative efforts to advance clinical data frontiers. 
Potential opportunities for follow-up attention by the members of the IOM 
Roundtable on Value & Science-Driven Health Care include those noted 
below—with Roundtable Innovation Collaboratives already engaged in 
related follow-on work indicated in parentheses.

1.	 Principles: Foster the development, review, and implementation of 
basic principles for data stewardship.

2.	 Use of electronic health records for knowledge development: Con-
vene an affinity group of EHR users and vendors to consider 
approaches to cooperative work on knowledge development, 
including issues related to standards and rules for governed data 
query and application (EHR Innovation Collaborative).

3.	 Collaborative data mining: Organize exploratory efforts to inves-
tigate cutting-edge data-mining techniques for generating evidence 
on care practices and research (EHR Innovation Collaborative).

4.	 Incentives: Convene an employer–payer workgroup to explore 
approaches for the use of economic incentives to reward providers/
groups working to improve knowledge generation and application 
in the care process.

5.	 Privacy and security: Follow the IOM study on HIPAA and privacy 
protection regulations with a series of meetings to explore and 
clarify definitions and reduce the tendency toward unnecessarily 
restrictive interpretations, in particular as they relate to data shar-
ing and secondary uses.

6.	 Transparency and access to federal data: Explore the marketplace 
for data, opportunities to enhance data sharing, governance/
stewardship issues, and ways to make federally sponsored clinical 
data widely available for secondary analysis. This includes not only 
data from federally supported research, but Medicare-related data, 
including from Part D (pharmaceutical) use.

7.	 Public involvement in the evidence process: Engage the public 
through communication efforts aimed at increasing public under-
standing and involvement in evidence-based medicine (Evidence 
Communication Innovation Collaborative).
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These issues, and other related issues, will be further explored by the 
members of the IOM Roundtable on Value & Science-Driven Health Care, 
in collaboration with their colleagues in the field. 



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

Appendixes



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

271

Appendix 
A

Workshop Agenda

Clinical Data as the Basic Staple of Health Learning:
Creating and Protecting a Public Good

A Learning Healthcare System Workshop 
IOM Roundtable on Evidence-Based Medicine

February 28–29, 2008
The Keck Center of The National Academies

Washington, DC 20001

Issues Motivating the Discussion

1.	 Discovering what works best in medical care—including for whom 
and under what circumstances—requires that clinical data be care-
fully nurtured as a resource for continuous learning. 

2.	 Transformational opportunities are presented by evolving large and 
potentially interoperable clinical and administrative datasets. 

3.	 Clinical data are recorded and held in multiple activities and many 
institutions, including medical records, administrative and claims 
records, and research studies. 

4.	 Public policy and public awareness lag behind the technical, organi-
zational, and legal capacity for reliable safeguarding of individual pri-
vacy and data security in mining clinical data for new knowledge. 

5.	 A significant challenge to progress resides in the barriers and restric-
tions that derive from the treatment of medical care data as a pro-
prietary commodity by the organizations involved. 
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6.	 Even clinical research and medical care data developed with public 
funds are often not available for broader analysis and insights. 

7.	 Broader access and use of healthcare data for new insights requires 
not only fostering data system reliability and interoperability, but 
addressing the matter of individual data ownership and the extent 
to which data central to progress in health and health care should 
constitute a public good. 

Goal: To explore these issues, identify potential approaches, and discuss 
possible strategies for their engagement.

Day One

8:30	 Welcome and Opening Remarks

	 J. Michael McGinnis, Institute of Medicine 

8:45	� Clinical Data as the Basic Staple of the Learning Healthcare 
System

	� What is the current profile of our clinical data “utility”? What 
might be possible if all data sources could be readily and reliably 
drawn upon for new insights into healthcare effectiveness? What 
specific key steps would foster achieving this vision? 

	 David J. Brailer, Health Evolution Partners

9:30	 Session 1: U.S. Healthcare Data Today: Current State of Play

	� What purposes drive the collection of healthcare data in the United 
States and what is the system’s current profile? How accessible are 
clinical data for new clinical insights, how well are they used, and 
what are the barriers? How might clinical data from all sources—
publicly funded and privately funded—be made more useful to 
monitor clinical effectiveness? 

	� Chair: Cato T. Laurencin, University of Virginia and IOM Round-
table on Value & Science-Driven Health Care

	 •	 Current healthcare data profile
		�  Simon P. Cohn, Kaiser Permanente and National Committee on 

Vital and Health Statistics
	 •	� Data used as indicators for assessing, managing, and improving 

health care
		  Barbra G. Rabson, Massachusetts Health Quality Partners

	 [10:10–10:30 Break]
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	 •	 Data primarily collected for new insights
		  Michael S. Lauer, National Heart, Lung, and Blood Institute 
	 •	 Health product marketing data
		  William D. Marder, Thomson Healthcare 

	 Panel discussion to follow

11:45	 Lunch 

12:45	� Session 2: Changing the Terms: Data System Transformation in 
Progress 

	� How is the national data utility changing now in arenas ranging 
from large linked sets to aggregated data and registries? What 
notable existing efforts are making medical care data more read-
ily available and usable? What are the incentives and drivers for 
these activities? What are the shortfalls, limitations, and challenges 
highlighted by different categories of approaches to organizing and 
aggregating data? What dynamics are pushing integration?

	� Chair: Peter M. Neupert, Microsoft and IOM Roundtable on Value 
& Science-Driven Health Care

	 •	 Emerging large-scale linked data systems and tools
		  Peter A. Covitz, National Cancer Institute
	 •	 Networked data-sharing and standardized reporting initiatives
		  Pierre-André La Chance, Kaiser Permanente 
	 •	 Large health database aggregation
		  Steven E. Waldren, American Academy of Family Physicians
	 •	 Registries and care with evidence development
		  Peter K. Smith, Duke University

	 Panel discussion to follow

2:15	� Session 3: Healthcare Data: Public Good or Private Property?
	� How does the structure of the medical care data marketplace affect 

research priorities, gaps, and possibilities? What are the charac-
teristics of a public good or a public utility? On what dimensions 
do healthcare data compare? Can important distinctions be made 
within the spectrum of data types or sources? How might the case 
be made for improved access and sharing of medical data? What 
types of conceptual advances, guidance, or policy are needed?

	� Chair: Carmen Hooker Odom, Milbank Memorial Fund and IOM 
Roundtable on Value & Science-Driven Health Care
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	 •	� Characteristics of a public good and how applied to healthcare 
data

		  David Blumenthal, Massachusetts General Hospital
	 •	 Characteristics of the marketplace for medical care data
		  William H. Crown, i3 Innovus
	 •	 Legal issues related to data access, pooling, and use
		  Nicolas P. Terry, St. Louis University Law School 

	 Panel discussion to follow

	 [3:45–4:00 Break]

4:00	� Session 4: Healthcare Data as a Public Good: Privacy and 
Security 

	� Where is public opinion on these issues? What are the current legal 
and social challenges? What is the experience in other large data 
collection and management arenas?

	 Chair: Lynn Etheredge, George Washington University 

	 •	 Public views
		  Alan F. Westin, Privacy Consulting Group
	 •	 HIPAA implications and issues
		  Marcy J. Wilder, Hogan & Hartson
	 •	 Examples from other sectors
		  Elliot E. Maxwell, Johns Hopkins University
	 •	� Institutional and technical approaches to ensuring privacy and 

security of clinical data
		  Alexander D. Eremia, MedStar Health 

	 Panel discussion to follow

5:30	  Wrap-up Comments for the Day, Followed by Reception

Day Two

9:00	 Welcome and Short Recap of Day One 
	 J. Michael McGinnis, Institute of Medicine

9:15	 �Vision for the Future—Creating a Public Good for the Public’s 
Health 

	� What might be achieved if clinical data could be positioned as a 
public good? How would such a system work, and what are the 
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technical and policy issues to engage in fostering its evolution? Do 
we want to define integrated data as a public good? 

	 Carol C. Diamond, The Markle Foundation 

9:45	� Session 5: Creating the Next-Generation Data Utility—The 
Action Agenda 

	� What are some current or emerging opportunities to align policy 
developments with improved data access and evidence develop-
ment? How might all stakeholders be engaged and what strategies 
or incentives are necessary given different vantage points? What 
are the implications of recent legislative initiatives: FDA safety 
legislation, national CER entity, SCHIP bill, and others? A panel of 
key decision makers and policy leaders will offer brief reflections, 
followed by an interactive discussion.

	 Chair: David Blumenthal, Massachusetts General Hospital

	 •	 Government-sponsored clinical and claims data
		  Steve E. Phurrough, Centers for Medicare & Medicaid Services
	 •	 Government-sponsored research data
		�  James M. Ostell, National Center for Biotechnology Information 
	 •	 Professional organization-sponsored data
		  John (Jack) C. Lewin, American College of Cardiology

	 [10:30–10:45 Break]

	 •	 Product development and testing data
		  Eve E. Slater, Pfizer
	 •	 Regulatory policies to promote sharing
		  Janet Woodcock, Food and Drug Administration
	 •	 Legislative change to allow sharing
		  Arthur A. Levin, Center for Medical Consumers 

	 Panel discussion to follow

12:00	L unch

1:00	�S ession 6: Building Blocks for the Next-Generation Public 
Agenda

	� What are the lessons from past efforts and signal features for 
future systems? Where are the greatest opportunities to take better 
advantage of existing data? What are some key strategic priorities 
in the architecture of the next-generation data utility? What specific 
actions will help to accelerate progress? 

	 Chair: Peter I. Juhn, Johnson & Johnson
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	 •	 Organizational models
		  Mark B. McClellan, The Brookings Institution
	 •	 Building on collaborative models
		  Chris B. Forrest, Children’s Hospital of Philadelphia 
	 •	 Technical and operational challenges
		  Brian J. Kelly, Accenture 
	 •	 Economic incentives
		  C. Eugene Steuerle, Urban Institute 

	 Panel discussion to follow

2:45	 Session 7: Engaging the Public 
	� What are current public views on using clinical care data for 

research? In what types of information are patients interested, 
and how might this influence how they respond to potential uses 
of health information? What are the needed advances (technical, 
communication, demonstration of value) that might help address 
the concerns of healthcare consumers? 

	� Chair: Donald M. Steinwachs, Johns Hopkins University and IOM 
Roundtable on Value & Science-Driven Health Care

	 •	 Generating public interest in a public good
		  Alison Rein, AcademyHealth
	 •	 Implications of “patients like me” databases
		  Courtney Hudson, EmergingMed
	 •	 Implications of personal health records
		  Jim Karkanias, Microsoft

	 Panel discussion to follow

4:15	 Concluding Summary Remarks and Adjournment

	 J. Michael McGinnis, Institute of Medicine

Planning Committee:

David Blumenthal, Massachusetts General Hospital, Harvard University
Marc Boutin, National Health Council
Mary Durham, Kaiser Foundation Hospitals 
Lynn Etheredge, George Washington University
George Isham, HealthPartners Inc.
Peter Juhn, Johnson & Johnson
Alexander Walker, Harvard School of Public Health, Harvard University



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

277

Appendix 
B

Biographical Sketches of 
Workshop Participants

David Blumenthal, M.D., M.P.P., is director of the Harvard University 
Interfaculty Program for the Improvement of Health Care Policy and Sys-
tems, director of the Institute for Health Policy at Massachusetts General 
Hospital/Partners HealthCare System, and the Samuel O. Thier Professor 
of Medicine and Health Care Policy at Harvard Medical School. He has 
served as senior vice president at Boston’s Brigham and Women’s Hospital, 
a 720-bed Harvard teaching hospital, from 1987 to 1991, as well as execu-
tive director of the Center for Health Policy and Management and lecturer 
on public policy at the John F. Kennedy School of Government at Harvard 
(1981–1987). During the late 1970s, he served as a professional staff 
member on Senator Edward Kennedy’s Senate Subcommittee on Health 
and Scientific Research. He is a member of the Institute of Medicine (IOM) 
and serves on several editorial boards, including The New England Journal 
of Medicine, American Journal of Medicine, and the Journal of Health 
Politics, Policy and Law. He is the founding chairman of the Academy for 
Health Services Research and Health Policy, the national organization of 
health services researchers. 

Marc M. Boutin, J.D., is the executive vice president and chief operating 
officer of the National Health Council. He previously served as the execu-
tive vice president and prior to that as the vice president, policy develop-
ment and advocacy. In addition to overseeing financial management and 
operations at the National Health Council, Mr. Boutin  builds consensus 
among member patient advocacy organizations enabling them to speak 
with one voice on systemic policy initiatives resulting in legislation and 
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regulations that address the collective needs of patients and their family 
caregivers. Throughout Mr. Boutin’s career, he has been highly involved 
in health advocacy, policy and legislation. He has designed and directed 
advocacy strategies for legislative initiatives, which have included issues 
ranging from access to health care to cancer prevention. Before joining the 
Council, Mr. Boutin most recently served as the Vice President of Govern-
ment Relations and Advocacy at the American Cancer Society for New 
England. In addition, he was a faculty member at Tufts University Medical 
School, where he lectured on health care policy.
 
David J. Brailer, M.D., Ph.D., holds doctoral degrees in both medicine 
and economics. He earned his M.D. from West Virginia University and his 
Ph.D. in economics from The Wharton School. He became board certified 
in internal medicine after an internship and a residency at the Hospital 
of the University of Pennsylvania, and practiced in HIV medicine and 
immune deficiency until 2002. Dr. Brailer was appointed a Charles A. Dana 
Fellow and a Robert Wood Johnson Clinical Scholar at the University of 
Pennsylvania. He founded and was chair and chief executive officer (CEO) 
of CareScience, Inc., which set a new standard for healthcare quality and 
accountability by developing the nation’s first online physician and hospi-
tal quality reports, the first healthcare Internet-based application service 
provider, and the first health information exchange. Under his leader-
ship, the company built a network of hospitals and physicians that is still 
improving quality of care today. In May 2004, President George W. Bush 
tapped him to be the nation’s change agent and chief evangelist for health 
information technology (HIT). Dr. Brailer led federal and private-sector 
efforts to improve healthcare quality, accountability, and efficiency through 
widespread deployment of HIT. Dr. Brailer was voted the Most Powerful 
Person in Health Care by the readers of Modern Healthcare in 2004. In 
just 2 years, Dr. Brailer set the nation’s healthcare industry on a course 
toward modernized health information standards, certification of health 
information tools, state-of-the-art information-sharing architectures, and 
new policies for protection of consumer privacy. He pushed information 
technology (IT) solutions for adverse drug events, bioterrorism, pandemic 
flu, and other public health threats. Having set the foundation for the 
nation’s digital era of medicine in place, Dr. Brailer left the federal govern-
ment to return to the private sector. In May 2007, Dr. Brailer founded and 
became chair of Health Evolution Partners, a private equity fund focused 
on transforming the healthcare industry. Health Evolution Partners finances 
innovative ways for health care to be financed, organized, and delivered. 

Simon P. Cohn, M.D., M.P.H., is the associate executive director of Health 
Information Policy for The Permanente Federation, Kaiser Permanente. 
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Dr. Cohn has been a leader in Kaiser Permanente’s efforts to develop and 
implement comprehensive health information systems to support both the 
delivery of health care and health research. He is a nationally recognized 
expert on health information policy, including the Health Insurance Por-
tability and Accountability Act (HIPAA) Administrative Simplification, 
healthcare data management, clinical and administrative classifications, 
and the electronic transmission of healthcare data. Dr. Cohn is chair of the 
National Committee on Vital and Health Statistics (NCVHS), the statu-
tory public advisory committee to the Department of Health and Human 
Services (HHS) on health information policy, HIPAA, and the national 
health information infrastructure. He was also a member of the IOM’s 
Committee on Data Standards for Patient Safety and was a member of the 
American Medical Association (AMA) Common Procedural Terminology 
Editorial Panel from 1997 to 2005. In 2002, Dr. Cohn was a recipient of 
the President’s Award from the American Medical Informatics Association 
for his contributions to the field and was also elected a Fellow of the Ameri-
can College of Medical Informatics. In 2005, he was the recipient of the 
Leadership in Technology Award from the Workgroup on Electronic Data 
Interchange in recognition of his national leadership related to healthcare 
electronic data interchange and e-commerce. Dr. Cohn’s medical specialty 
is emergency medicine, and he is a Fellow of the American College of 
Emergency Physicians. 

Peter A. Covitz, Ph.D., is chief operating officer of the National Cancer 
Institute (NCI) Center for Bioinformatics in Rockville, Maryland. He previ-
ously led the core infrastructure group at the NCI Center for Bioinformat-
ics, and was responsible for developing the NCI’s platform for interoperable 
information systems, a model-driven, service-oriented architecture called 
caCORE. Prior to joining the NCI, Dr. Covitz was vice president of profes-
sional services at InforMax, Inc., where he ran the bioinformatics service 
and support division of the company. Earlier in his career, Dr. Covitz 
worked as a research scientist and manager at Incyte Pharmaceuticals 
and Molecular Applications Group. Dr. Covitz did his graduate work on 
transcriptional regulation at Columbia University, and postdoctoral train-
ing in genomics and bioinformatics at Stanford University. 

William H. Crown, Ph.D., is president of i3 Innovus, the Health Eco-
nomics and Outcomes Research division of Ingenix. From 1982 to 1995, 
Dr. Crown was a faculty member at the Florence Heller Graduate School, 
Brandeis University, where he taught graduate courses in statistics and 
conducted research on the economics of aging and long-term care policy. 
Prior to joining Ingenix in 2004, Dr. Crown was vice president of Outcomes 
Research and Econometrics at Medstat, where he conducted numerous 
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retrospective database analyses of the burden of illness associated with 
various diseases—particularly respiratory and mental health conditions. 
Dr. Crown’s work in the area of depression was one of the first applications 
of econometric techniques in outcomes research to control for the effects 
of selection bias when using retrospective data to evaluate drug technolo-
gies. He has 25 years of experience conducting health policy and income 
maintenance research for private- and public-sector clients. Dr. Crown is 
author or coauthor of 4 books and more than 90 refereed journal articles, 
book chapters, and other publications.

Carol C. Diamond, M.D., M.P.H., is the managing director of the Health 
Program of the Markle Foundation and chairs Connecting for Health, a 
public-private collaborative working to realize the full potential of infor-
mation technology in health and health care in the United States. Con-
necting for Health engages more than 100 diverse organizations and 
institutions in an approach rooted in core values, including achieving 
medical excellence, fostering patient participation, and protecting per-
sonal privacy. Before joining the Markle Foundation, Dr. Diamond was 
president of U.S. Quality Algorithms® (USQA®), Aetna U.S. Healthcare’s 
performance measurement affiliate. Prior to joining USQA, Dr. Diamond 
was a consultant for Johnson & Johnson (J&J) Health Care Systems and 
The Robert Wood Johnson Foundation (RWJF). Dr. Diamond sits on the 
American Academy of Family Physicians (AAFP) Public Advisory Board 
and the Electronic Health Record Safety Institute Advisory Board of the 
Geisinger Center for Health Research, and is a member of the IPRO Advi-
sory Board for the Centers for Medicare & Medicaid Services’ Doctor’s 
Office Quality-Information Technology (DOQ-IT) project in New York. 
Dr. Diamond earned her dual B.A./M.D. at the Medical School of the State 
University of New York at Brooklyn and her master’s degree in public 
health at the University of Medicine and Dentistry of New Jersey, part of 
Rutgers University.

Mary L. Durham, Ph.D., is the director of the Center for Health Research 
(CHR) and Vice President/Research for Kaiser Permanente. In addition to 
her leadership roles, Dr. Durham conducts her own research on workplace 
health and translational research. She has designed and conducted research 
studies with employers as partners in the research, such as the Work, Fam-
ily Health Network, and has over 20 years of hands-on content knowledge 
and experience in workplace policies and practices. Dr. Durham is also the 
Associate Director of the Oregon Clinical and Translational Research Insti-
tute, (OCTRI), one of the first 12 NIH Clinical and Translational Science 
Awards. In a unique partnership with Oregon Health & Science University, 
CHR role in OCTRI contributes to the science of translating research to 
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practice and developing strong interactions between discovery and dis-
semination. In tandem with her distinguished health research career, Dr. 
Durham has worked with state and federal lawmakers in crafting policy-
level decisions across a wide range of topics, such as privacy, mental health 
law, genetics, research, and human subjects protection. She was a Com-
missioner for the State of Oregon’s Senate Commission for Health Care 
Access and Affordability. She has had diverse roles, from providing expert 
testimony to the President’s National Bioethics Advisory Commission to 
consulting to the World Health Organization. Dr. Durham has served 
on the boards of the Association for Health Services Research (Academy 
Health), Group Health Community Foundation, and Kaiser Permanente 
Health Care Alternatives. A professor in the Department of Public Health 
and Preventive Medicine at the Oregon Health & Science University, Dr. 
Durham is also an adjunct professor in the Department of Sociology at 
Portland State University. She is a former commissioner of the American 
Bar Association, where she served on the ABA’s Commission on Mental 
and Physical Disability Law. 

Dr. Durham received her Ph.D. in sociology from the University of 
Oklahoma in 1978, specializing in medical sociology. Before moving to 
Portland, she was deputy director of Group Health Cooperative of Puget 
Sound Center for Health Studies and on the faculty at the University of 
Washington School of Public Health and Community Medicine, in the 
Department of Health Services. 

Alexander D. Eremia, J.D., LL.M., is associate general counsel and chief 
privacy officer for MedStar Health, Inc., one of the largest providers of 
healthcare services in the Mid-Atlantic region. MedStar Health has more 
than 25,000 employees and 5,000 affiliated physicians. Mr. Eremia provides 
legal guidance to the MedStar Health system on a wide range of regulatory 
and compliance matters, including implementation of Office of Inspector 
General (OIG) workplan initiatives, the regulatory requirements for clinical 
research, laboratory activities, Nuclear Regulatory Commission regulations, 
and the health information privacy and security requirements under HIPAA. 
He also serves as legal counsel to the various corporate committees charged 
with oversight of these functions. In addition, Mr. Eremia provides general 
legal counsel to the physicians and staff on many other legal issues, includ-
ing contracting, employment, litigation/subpoenas, mental health law, and 
patient care issues, among others. Mr. Eremia came to MedStar Health from 
the Civil Recoveries Branch in the Office of Counsel to the Inspector Gen-
eral, OIG, HHS, where he was an associate counsel. During this period, he 
was also appointed as a special assistant U.S. attorney for the Eastern Dis-
trict of Virginia to prosecute healthcare fraud matters. He received his J.D. 
from DePaul College of Law with certification as a health lawyer; he was a 
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staff writer on the Journal of Health Law at DePaul. He received his LL.M. 
(Master of Laws, Health Law) from Loyola University–Chicago School of 
Law, where he was awarded the LL.M. Fellowship and was senior editor of 
the Annals of Health Law.

Lynn M. Etheredge is an independent consultant working on healthcare 
and social policy issues. His career started at the White House Office of 
Management and Budget (OMB). During the Nixon and Ford administra-
tions, he was OMB’s principal analyst for Medicare & Medicaid and led 
its staff work on national health insurance proposals. He returned to OMB 
as a senior career executive and headed its professional health staff in the 
Carter and Reagan administrations. He was a coauthor of the Jackson Hole 
Group’s proposals for healthcare reform and a cofounder of the Health 
Insurance Reform Project at George Washington University. During the past 
several years, Mr. Etheredge has authored policy studies about Medicare 
reform, Medicaid, evidence-based medicine (EBM), and expanding health 
insurance coverage. His current projects include: (1) developing a “tax 
credits + Medicaid” model for health insurance coverage; (2) assessing the 
role of technology in health sector changes; and (3) developing a national 
rapid learning system for new technologies, including the use of electronic 
health records. He is author of more than 70 publications and is a graduate 
of Swarthmore College.

Christopher B. Forrest, M.D., Ph.D., serves as senior vice president and 
chief transformation officer at the Children’s Hospital of Philadelphia 
(CHOP). He is leading the development of the Institute to Transform 
and Advance Children’s Healthcare (iTACH). The goals of iTACH are 
to harness clinical and business information to improve children’s health, 
make their health care more efficient, and transform the delivery system. 
Dr. Forrest is a general pediatrician and professor of pediatrics in the 
Division of General Pediatrics at the University of Pennsylvania School 
of Medicine. He lectures on transforming health care, health information 
technology innovations, and child health. Dr. Forrest has methodological 
expertise in health services and outcomes research and evaluation, health 
status assessment of children and adolescents, primary care, and use of 
health informatics to improve child health. He has authored numerous 
scientific manuscripts and reviews, and his research is supported by a 
broad mix of public, foundation, and private funders. Dr. Forrest received 
his B.A. and M.D. at Boston University as part of a dual-degree program. 
He trained in pediatrics at CHOP, where he also served as chief resi-
dent. He completed a Ph.D. in health services research at Johns Hopkins 
University. 
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Carmen Hooker Odom, M.R.P., is president of the Milbank Memorial 
Fund. She was appointed as secretary of the North Carolina Department of 
Health and Human Services by Governor Mike Easley in 2001. Ms. Hooker 
Odom, a former Massachusetts lawmaker and healthcare lobbyist, has 
spent her professional life working in health and human services. Prior 
to her appointment, she served as vice president of government relations 
for Quintiles Transnational Corporation in Research Triangle Park and 
as the group vice president for Carolinas HealthCare System. She is also 
an adjunct professor at the University of North Carolina School of Public 
Health. From 1995 to 1996, Ms. Hooker Odom worked as a project 
officer for the Milbank Memorial Fund, a New York–based foundation 
that conducts nonpartisan analysis, study, and research on significant issues 
in health policy. Prior to moving to North Carolina in 1995, Ms. Hooker 
Odom served as a member of the Massachusetts House of Representatives 
for nearly 11 years. She was the primary legislative author of both the 1991 
Massachusetts comprehensive health reform legislation and the Children’s 
Medical Security Plan, which targeted young children not covered by medi-
cal insurance. Ms. Hooker Odom cochaired the North Carolina Health 
Care Reform Commission and is a member of the North Carolina Institute 
of Medicine. She received a bachelor’s degree in sociology and political 
science from Springfield College and a master’s degree in regional planning 
from the University of Massachusetts at Amherst. 

Courtney Hudson, M.B.A., cofounded EmergingMed in 2000 after spend-
ing 3 years as a health services analyst and institutional sales representative 
with CIBC Oppenheimer. Prior to joining Oppenheimer, Ms. Hudson was 
cofounder and vice president of business development and information sys-
tems with a multistate, Medicaid-focused health maintenance organization 
(HMO) start-up. In addition to two other HMO start-ups, Ms. Hudson 
has worked for a variety of academic medical centers and county public 
health agencies and clinics, where she cultivated expertise in the design and 
operation of efficient healthcare delivery systems for vulnerable popula-
tions. Ms. Hudson holds an M.B.A. (supplemented with extensive training 
through the School of Public Health) from the University of Washington as 
well as a B.S. in biology from Yale University. 

George Isham, M.D., M.S., is the Chief Health Officer and Plan Medical 
Director at HealthPartners where he is responsible for quality, utiliza-
tion management, health promotion and disease prevention, research, and 
health professionals’ education at HealthPartners. He is active in strategic 
planning and policy issues. He is a founding board member of the Institute 
for Clinical Systems Improvement, a collaborative of Twin Cities medical 
groups and health plans that is implementing clinical practice guidelines 
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in Minnesota. Isham is a past member of the board of directors of the 
American’s Health Insurance Plans and he is currently on the board of 
directors of the Alliance of Community Health Plans. He is past co-chair 
and current member of the National Committee for Quality Assurance’s 
(NCQA’s) Committee on Performance Measurement which oversees health 
plan quality measurement standards. He has served on the Center for Dis-
ease Control’s (CDC’s) Task Force on Community Preventive Services and 
on the Agency for Healthcare Research and Quality’s (AHRQ’s) Advisory 
Board for the National Guideline Clearinghouse. He has served on the 
Institute of Medicine’s Board on Population Health and Public Health 
Services and chaired the committee that authored the report Priority Areas 
for National Action, Transforming Health Care Quality. In 2003, Isham 
was appointed as a lifetime National Associate of the National Academies 
of Science in recognition of his contributions to the work of the Institute 
of Medicine. Epidemic of Care, published in April 2003, with co-author 
George Halvorson, is Isham’s examination of the impending healthcare 
crisis with suggestions on ways to solve it. Prior to his current position, 
Isham was medical director for MedCenters Health Plan in Minneapolis 
and executive director for University Health Care, Inc., in Madison, Wis-
consin. His practice experience as a primary care physician includes eight 
years at the Freeport Clinic in Freeport, Illinois, and 3 and one-half years 
as clinical assistant professor in Medicine at the University of Wisconsin. 
Dr. Isham has a B.A. in Zoology and completed his doctoral training at 
the University of Illinois followed by an internship and residency at the 
University of Wisconsin in Madison.

Peter Juhn, M.D., Ph.D., is responsible for shaping EBM policies at the 
J&J corporate level, especially as payers use EBM as a basis for decisions 
on reimbursement and coverage of pharmaceuticals and medical devices. 
He works with the various J&J operating companies on a global basis to 
anticipate the methods and types of evidence needed in this evolving payer 
environment. He also provides policy coverage for developments in new 
regulations for advanced therapies, HIT initiatives, and “pay-for-perfor-
mance” programs. He is a member of the Agency for Healthcare Research 
and Quality (AHRQ) Effective Healthcare Program Stakeholder Group and 
is the industry representative on the Medicare Evidence Development and 
Coverage Advisory Committee. Most recently, he was vice president, Health 
Improvement Resources, at WellPoint Health Networks, where he managed 
the disease management programs for all the operating units. He also held 
senior positions at Kaiser Permanente, including founding executive direc-
tor, Care Management Institute, Kaiser’s corporate disease management 
and clinical policy entity, and president and CEO of CareTouch, Inc., an 
e-health start-up venture. He has a B.A. from the University of Chicago, 
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an M.D. from Harvard, and an M.P.H. from the University of Washington, 
where he was a Robert Wood Johnson Clinical Scholar. He completed his 
internal medicine residency at the University of Pennsylvania.

Jim Karkanias is a partner and the senior director of Applied Research 
and Technology at Microsoft Corporation. His background is in science, 
engineering, technology, and business. Formally trained as a researcher, 
Mr. Karkanias began his career in the labs as a bench scientist conducting 
neuroscience research for McNeil Pharmaceutical, a subsidiary of J&J. His 
research continued across several labs and companies, including Merck 
Research Laboratories. His preclinical research career expanded to encom-
pass clinical research in the neurosciences and graduate work in bioengi-
neering, spanning neuroplasticity, sensorium integration, pain modulation, 
cognition, memory, and network theory. Mr. Karkanias also developed 
significant technical skills in computer hardware and software to help 
streamline his activities. This led to a position with Merck’s Worldwide 
Clinical Information Systems, where he managed a group that created the 
systems infrastructure necessary to conduct research. The group’s most 
notable innovation was a distributed system that allowed for the remote 
collection of data from physicians, which in 1993 predated both distributed 
system environments and the widespread use of the Internet as a business 
tool. He is now applying his skills in the Health Solutions Group, which 
aims to revolutionize health care through paradigm-shifting approaches 
that integrate next-generation business, process, and technology. He has a 
B.S. in neuroscience from Rutgers University and did graduate work in bio-
engineering, with a specialization in artificial intelligence, at the University 
of Pennsylvania and Drexel University.

Brian J. Kelly, M.D., M.B.A., M.S., is executive director in Accenture’s 
Health & Life Sciences division, focusing on the federal health market. He 
also serves as the lead for Accenture’s Global Electronic Health Record 
practice. He ��������������������������������������������������������������         joined Accenture in 2003 after retiring from the Navy Medical 
Corps and concentrates on helping governments and commercial organiza-
tions optimize health care through effective business process transformation 
and the appropriate use of information technology. He has done work for 
HHS, Medicare, and a variety of commercial health plans and pharmaceu-
tical companies.����������������������������������������������������������            ���������������������������������������������������������          During his 20-year career in the Navy, he held a variety 
of clinical (hospital-based and operational) and teaching positions, and he 
provided clinical leadership within the Department of Defense in the fields 
of medical informatics and HIPAA.�������������������������������������         Dr. Kelly has an M.D. from New York 
Medical College, an M.B.A. from George Washington University, an M.S. 
in bioengineering from Clemson University, and a B.A. in Russian/pre-Med 
from Holy Cross College. He received his residency training in neurology at 
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Bethesda Naval Hospital and fellowship training in critical care medicine 
at the University of California–San Francisco. He is an associate profes-
sor of neurology and informatics at the Uniformed Services University of 
the Health Sciences in Bethesda, Maryland, and an associate professional 
lecturer in the School of Business and Public Management at George Wash-
ington University.

Pierre-André La Chance is the chief information officer and the research 
privacy officer for the Kaiser Permanente Center for Health Research. 
He also serves as a compliance consultant to the Kaiser Permanente 
National Research Council. Additionally, Mr. La Chance is the codirec-
tor of biomedical informatics for the Oregon Clinical and Translational 
Research Institute, a partnership between TCHR and Oregon Health 
& Science University. Across his various roles, one of Mr. La Chance’s 
primary accountabilities is data warehousing as it applies to sustain-
able, rapid, cheap, safe, and high-quality data sharing across numerous 
research institutions.

Michael Lauer, M.D., joined the National Heart, Lung, and Blood Institute 
(NHLBI) in 2007 as director of the Division of Prevention and Population 
Science. A board-certified cardiologist, he received his M.D. from Albany 
Medical College in 1985 and underwent postgraduate training within the 
Harvard University system at Massachusetts General Hospital, Boston Beth 
Israel Hospital, and the Harvard School of Public Health. After complet-
ing specialized research training in cardiovascular epidemiology at the 
Framingham Heart Study, he joined the staff at the Cleveland Clinic in 
1993. During 14 years at the clinic, he established a world-renowned 
clinical epidemiology research program with primary focus on diagnostic 
testing and comparative effectiveness. His research led to more than 150 
publications in top medical journals, grant support from the American 
Heart Association and the National Institutes of Health (NIH), and election 
to the American Society of Clinical Investigation. Dr. Lauer has served as 
contributing editor for the Journal of the American Medical Association, 
co-director of the Cleveland Clinic Coronary Care Unit, director of cardiac 
clinical research, and first vice chair of the Cleveland Clinic Institutional 
Review Board. He achieved distinction in medical education, leading the 
development of a clinical research curriculum at the newly founded Cleve-
land Clinic Lerner Medical College at Case Western Reserve University, 
where he was professor of medicine, epidemiology, and biostatistics. In his 
current position at NHLBI, Dr. Lauer is leading a $300 million per year 
research division that oversees major programs in cardiovascular epidemiol-
ogy and prevention.
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Cato T. Laurencin, M.D., Ph.D., is the Lillian T. Pratt Professor and Chair 
of Orthopedic Surgery, university professor, and professor of biomedical 
engineering and chemical engineering at the University of Virginia (UVa). 
Prior to his appointment at UVa’s Department of Biomedical Engineering, 
he was at Drexel University as the Helen I. Moorehead Professor of Chemi-
cal Engineering, and clinical associate professor of Orthopedic Surgery at 
The Medical College of Pennsylvania and Hahnemann University School of 
Medicine. Dr. Laurencin attended Princeton University, where he received 
his B.S.E. in chemical engineering, pursuing a topical program in polymer 
science and engineering. On completion of his undergraduate program, 
Dr. Laurencin began pursuing research at Massachusetts Institute of Tech-
nology (MIT), earning a Ph.D. in biochemical engineering/biotechnology. 
In parallel with his research training, Dr. Laurencin attended the Harvard 
Medical School, graduating magna cum laude. While directing his MIT lab-
oratory, Dr. Laurencin undertook clinical residency training in orthopedic 
surgery at Harvard, and served as chief resident in orthopedic surgery at the 
Beth Israel Hospital, Harvard Medical School. Dr. Laurencin subsequently 
completed fellowship training in shoulder surgery and sports medicine at the 
Hospital for Special Surgery in New York, Cornell University, working with 
the team physicians for the New York Mets, and St. John’s University. The 
focus of Dr. Laurencin’s research is novel methods for bone and musculo
skeletal tissue engineering and polymeric systems for drug delivery.

Arthur A. Levin, M.P.H., is cofounder and director of the Center for Medical 
Consumers, a New York City–based nonprofit organization committed to 
informed consumer and patient healthcare decision making; patient safety; 
evidence-based, high-quality medicine; and healthcare system transparency. 
Mr. Levin was a member of the IOM Committee on the Quality of Health 
Care that published To Err Is Human and Crossing the Quality Chasm. He 
has served on several other IOM committees and is a member of the IOM 
Board on Health Care Services. Mr. Levin serves on the National Committee 
for Quality Assurance’s (NCQA’s) Committee on Performance Measures and 
is a member of the National Quality Forum Consensus Standards Approval 
Committee. He has just completed a 4-year term as the consumer represen-
tative member of the Food and Drug Administration’s (FDA’s) Drug Safety 
and Risk Management Advisory Committee and continues to serve on select 
FDA advisory committees as a consultant expert in drug safety and risk 
management, representing consumers. 

John (Jack) C. Lewin, M.D., has been CEO of the American College of 
Cardiology (ACC) since 2006. Under Dr. Lewin’s leadership, ACC has 
aspired to contribute significantly to national leadership in advocacy 
related to expanding access to care for uninsured persons, and in reform-



Copyright © National Academy of Sciences. All rights reserved.

Clinical Data as the Basic Staple of Health Learning: Creating and Protecting a Public Good: Workshop Summary

288	 CLINICAL DATA AS THE BASIC STAPLE OF HEALTH LEARNING

ing Medicare, Medicaid, and the financing and delivery of quality health 
care. These efforts are part of ACC’s mission to promote “heart health” and 
reductions in cardiovascular morbidity and mortality worldwide. Before 
coming to ACC, Dr. Lewin was CEO of the California Medical Association 
and its subsidiaries. He was also Hawaii’s director of health from 1986 to 
1994. In this role, he helped Hawaii achieve near-universal access to health 
care and revitalize statewide public health systems. In Hawaii, he was also 
CEO of the statewide 13-facility Community Hospital System. As a com-
missioned officer in the U.S. Public Health Service, he was the founder 
and first director of the Navajo Nation Department of Health, serving 
the needs of America’s largest Indian tribe, straddling the three states of 
Arizona, New Mexico, and Utah. Trained in internal medicine, Dr. Lewin 
has also enjoyed many years of practicing primary care medicine during his 
career in Arizona, Hawaii, and California. He serves on numerous national 
boards and advisory bodies, including being founder and president of the 
Physicians’ Foundations. He received his B.A. in biological sciences from 
the University of California–Irvine, and his M.D. from the University of 
Southern California. 

William D. Marder, Ph.D., is senior vice president and general manager of 
the research and pharmaceutical units of Thomson Healthcare. Dr. Marder 
is a health economist whose work has focused on issues pertaining to 
physician behavior and medical markets. He is responsible for directing 
Thomson Healthcare’s research, and database development services for the 
federal government, private research, and policy development organiza-
tions, and the pharmaceutical/medical technology industry. For the past 
12 years, Dr. Marder has been responsible for developing and enhancing 
Thomson Healthcare’s MarketScan® databases. As a professional econo-
mist and health services researcher, Dr. Marder has written on a variety 
of topics. His articles have been published in numerous scholarly journals, 
including the American Journal of Public Health, Inquiry, Journal of Health 
Economics, Journal of Human Resources, and Medical Care. Recently, his 
work has examined trends in spending and use for the privately insured U.S. 
population, with special focus on the interaction of clinical and economic 
incentives in healthcare delivery. He holds a Ph.D. in economics from the 
University of Chicago. He is a past president of the Illinois Economics 
Association and chair of the Health Economics Committee of the American 
Public Health Association. 

Elliot E. Maxwell, J.D., advises public- and private-sector clients on stra-
tegic issues involving the intersection of business, technology, and public 
policy in the Internet and e-commerce domains. He is a Fellow of the 
communications program at Johns Hopkins University and Distinguished 
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Research Fellow at the eBusiness Research Center of Pennsylvania State 
University. From 1998 until 2001, Mr. Maxwell served as special adviser 
for the digital economy, including the Internet and e-commerce, to U.S. 
Secretary of Commerce William Daley and U.S. Secretary of Commerce 
Norm Mineta. After leaving the government in 2001, he was senior fellow 
for the Digital Economy and director of the Internet Policy Project for the 
Aspen Institute. Previously Mr. Maxwell worked for a number of years 
as a consultant and as assistant vice president for corporate strategy of 
Pacific Telesis Group. He has served at the Federal Communications Com-
mission as special assistant to the chair, deputy chief of the Office of Plans 
and Policy, and deputy chief of the Office of Science and Technology. He 
also worked for the U.S. Senate as senior counsel to the U.S. Senate Select 
Committee on Intelligence Activities. Mr. Maxwell graduated from Brown 
University and Yale University Law School. 

Mark B. McClellan, M.D., Ph.D., became director of the Engelberg Center 
for Healthcare Reform at the Brookings Institution in 2007. The center 
studies ways to provide practical solutions for access, quality, and financing 
challenges facing the U.S. healthcare system. In addition, Dr. McClellan is 
the Leonard D. Schaeffer Chair in Health Policy Studies. Dr. McClellan has 
a highly distinguished record in public service and in academic research. 
He is the former administrator for the Centers for Medicare & Medicaid 
Services (CMS) (2004–2006) and the former commissioner of the FDA 
(2002–2004). He also served as a member of the President’s Council of 
Economic Advisors and senior director for healthcare policy at the White 
House (2001–2002). In these positions, he developed and implemented 
major reforms in health policy. Dr. McClellan was also an associate pro-
fessor of economics and associate professor of medicine (with tenure) at 
Stanford University, from which he was on leave during his government 
service. He directed Stanford’s Program on Health Outcomes Research 
and was also associate editor of the Journal of Health Economics, and 
coprincipal investigator of the Health and Retirement Study, a longitudinal 
study of the health and economic status of older Americans. His academic 
research has been concerned with the effectiveness of medical treatments 
in improving health; the economic and policy factors influencing medical 
treatment decisions and health outcomes; the impact of new technologies 
on public health and medical expenditures; and the relationship between 
health status and economic well-being. Dr. McClellan is a member of 
the IOM and a research associate at the National Bureau of Economic 
Research. A graduate of the University of Texas–Austin, Dr. McClellan 
earned his M.P.A. from Harvard’s Kennedy School of Government in 1991, 
his M.D. from the Harvard–MIT Division of Health Sciences and Technol-
ogy in 1992, and his Ph.D. in economics from MIT in 1993.
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J. Michael McGinnis, M.D., M.P.P., a longtime contributor to national 
and international health policy leadership, is now senior scholar at the 
IOM, and executive director of the IOM Roundtable on Evidence-Based 
Medicine. He is also an elected member of the IOM. He previously was 
senior vice president at RWJ, and, unusual for political posts, held con-
tinuous appointment through the Carter, Reagan, (George H.W.) Bush, 
and Clinton administrations, with responsibility for coordinating activities 
and policies in disease prevention and health promotion. Programs and 
policies created and launched at his initiative include: the Healthy People 
process setting national health objectives, the U.S. Preventive Services Task 
Force, the Dietary Guidelines for Americans (with the U.S. Department of 
Agriculture), the Ten Essential Services of Public Health, the RWJF Health 
and Society Scholars Program, the RWJF Young Epidemiology Scholars 
Program, and the RWJF Active Living family of programs. Internationally, 
he chaired The World Bank/European Commission Task Force on postwar 
reconstruction of the health sector in Bosnia, and worked both as field 
epidemiologist and state coordinator for the World Health Organization’s 
successful smallpox eradication program in India. 

Peter M. Neupert, M.B.A., is corporate vice president for health strategy 
at Microsoft Corporation and is responsible for Microsoft’s collaboration 
with the healthcare ecosystem to address global infrastructure issues of sig-
nificant scale. Before rejoining Microsoft, Mr. Neupert served as president 
and CEO of Drugstore.com, Inc., from 1998 to 2001, and then as chair 
of the board of directors from 1999 to 2004. He led Drugstore.com to 
become a top online retail store and information site for health, wellness, 
beauty, and pharmacy products. Mr. Neupert served in various capacities 
at Microsoft from 1987 to 1998. He started at Microsoft as the director of 
operating systems responsible for shipping OS/2, and later was responsible 
for MSNBC as vice president of news and publishing for the interactive 
media group. He served on President George W. Bush’s Information Tech-
nology Advisory Committee (PITAC) from 2003 to 2005. On that com-
mittee, he cochaired the Health Information Technology subcommittee and 
helped drive the report Revolutionizing Health Care Through Information 
Technology, published in 2004 by PITAC. In 2000, Mr. Neupert received an 
Ernst & Young Entrepreneur of the Year award for his work at Drugstore.
com. He holds a bachelor’s degree from Colorado College and an M.B.A. 
from the Tuck School of Business at Dartmouth College. 

James M. Ostell, Ph.D., is chief of the Information Engineering Branch (IEB) 
of the National Center for Biotechnology Information (NCBI) at the NIH. 
The IEB is responsible for designing, building, and deploying nearly all the 
production resources at the NCBI, including PubMed, PubMed Central, 
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GenBank, BLAST, RefSeq, OMIM, dbSNP, dbGaP, and many others. The 
NCBI is one of the most heavily used biomedical information websites in 
the world, supporting millions of users a day at rates up to 5,000 hits a 
second. Dr. Ostell received his Ph.D. in cellular and developmental biology 
from Harvard University. He then wrote a commercially successful molecu-
lar biology software package. He joined the NIH and created the IEB when 
the NCBI was founded in 1988 and has run it ever since. Dr. Ostell was 
recently elected to the IOM.

Steve E. Phurrough, M.D., M.P.A., is director of the Coverage and Analysis 
Group at CMS. Using EBM principles, Dr. Phurrough assists in developing 
national policy on the appropriate devices, diagnostics, and procedures that 
should be provided by the Medicare program. Dr. Phurrough joined CMS in 
2001 as the director of the Division of Medical and Surgical Services in the 
Coverage and Analysis Group after completing a long, distinguished career 
in the U.S. Army. In addition to being a practicing family practitioner, his 
military career also included managing Department of Defense regional 
healthcare delivery systems, creating national and international healthcare 
policy for the Army, and developing practice guidelines. Dr. Phurrough 
received his M.D. from the University of Alabama in Birmingham and an 
M.P.A. from the University of Colorado in Colorado Springs. He is board 
certified by the American Board of Family Practice and is a certified physi-
cian executive by the American College of Physician Executives.

Barbra G. Rabson, M.P.H., has been the executive director of the Massa-
chusetts Health Quality Partners (MHQP) since 1998. Under Ms. Rabson’s 
leadership, MHQP has become a trusted source of physician performance 
information in Massachusetts, and MHQP is nationally recognized for its 
collaborative approach to collecting and reporting performance information 
to improve care. MHQP is one of six quality coalitions selected nationwide to 
be an AQA/BQI pilot site for aggregating commercial and Medicare claims 
data. Ms. Rabson was the principal investigator for the RWJF Rewarding 
Results grant awarded to MHQP to evaluate how financial and nonfinancial 
incentives impact the quality of care. Ms. Rabson is a founding member 
of the Network for Regional Healthcare Improvement, a national network of 
regional quality collaboratives. She serves on the Board of the Massachusetts 
eHealthCollaborative, and is a member of Health Care for All’s Advisory 
Committee on Quality Initiatives. Ms. Rabson brings broad-based experience 
from the managed-care, hospital, and healthcare arenas to her collaborative 
role at MHQP. She received her undergraduate degree from Brandeis Uni-
versity and her M.P.H. from Yale University. She was selected to participate 
in the Executive Leadership Development Program at the Hauser Center for 
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Nonprofit Organizations, where she studied strategy and nonprofit leadership 
at the Kennedy School of Government at Harvard University.

Alison Rein, M.S., is a senior manager at AcademyHealth. She works on 
several projects related to quality improvement and consumer engage-
ment, primarily within AHRQ’s Knowledge Transfer program. Ms. Rein 
also serves as the AcademyHealth project manager for the AHRQ Quality-
Based Purchasing Knowledge Transfer project, and is working to expand 
AcademyHealth’s involvement in state and national efforts to integrate health 
information exchange systems into the U.S. healthcare system. She serves on a 
number of advisory bodies related to health information exchange, including 
the Confidentiality, Privacy, & Security workgroup of the American Health 
Information Community, and the Health Information Protection Taskforce 
of the State Alliance for e-Health. Prior to joining AcademyHealth, Ms. Rein 
was assistant director of food and health policy at the National Consumers 
League, where she represented consumer interests in a variety of issues. 
Ms. Rein served as a healthcare consultant to a number of private and non-
profit organizations, for which she conducted strategic evaluations, market 
studies, and research efforts aimed at evaluating the relative effectiveness of 
numerous drug, biologic, and device interventions. She holds a master’s in 
public policy analysis from the University of Rochester, and has coauthored 
several articles published in peer-reviewed medical journals.

Eve E. Slater, M.D., joined Pfizer as senior vice president for worldwide 
policy in 2007. Dr. Slater is a member of the Worldwide Public Affairs and 
Policy Leadership Team. She spent 19 years with Merck in a number of 
critical scientific, strategy, and public policy positions. In 1983 she came to 
Merck Research Laboratories as senior director of biochemical endocrinol-
ogy, and in 1988 she was promoted to vice president, regulatory affairs. She 
advanced to vice president of clinical and regulatory development for Merck 
Research Laboratories in 1990, and senior vice president in 1994. In 2001 
she was named senior vice president of external policy for Merck Research 
Laboratories, and vice president of Merck Corporate Public Affairs. An 
expert on HIV treatment research, she served as a member of the U.S. 
Keystone National Policy Dialogue on HIV, as well as the NIH Office of 
AIDS Research Advisory Council. She was appointed by the president in 
2001 as assistant secretary of health. In this role, she served HHS Secretary 
Tommy Thompson as chief health policy adviser, with special emphasis 
on e-health and innovation, biosecurity, clinical trial protocols, women’s 
health, eldercare, and HIV/AIDS. She received her B.A. from Vassar and 
her M.D. from Columbia University, and she is board certified in internal 
medicine and cardiology. She was the first woman named as chief resident 
at Massachusetts General Hospital, where she later led the hypertension 
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unit. She also served as assistant professor of medicine at Harvard Medical 
School. She continues to serve patients as an associate attending physician 
at New York Presbyterian Hospital and the medical profession as an associ-
ate professor of medicine at Columbia.

Peter K. Smith, M.D., is professor and chief of cardiothoracic surgery 
at Duke University. He is a graduate of Princeton University (Phi Beta 
Kappa), Duke Medical School (AOA), and the Duke general surgery and 
thoracic surgery residencies. He has received the AHA Clinician Scientist 
Award and an NIH Research Career Development Award, and is currently 
the Duke principal investigator in the NHLBI Cardiac Surgery Research 
Network. He has authored or coauthored 140 peer-reviewed publications. 
He has a long-standing interest in clinical databases and has managed the 
Duke Cardiac Surgery clinical database since 1987, collaborating with 
the STS National Cardiac Database since its inception. His most recent 
work has focused on comparative effectiveness of PCI and CABG and 
he is the surgeon member of the AHA/ACC Appropriateness Criteria 
writing committee. He pioneered the use of clinical databases to improve 
the accuracy of the Medicare Physician Fee Schedule as the thoracic 
surgery member of the AMA Relative Value Update Committee. In 2006 
he received the Distinguished Service Award of the Society of Thoracic 
Surgeons. 

Donald M. Steinwachs, Ph.D., is a professor in the Department of Health 
Policy and Management and director of the Health Services Research and 
Development Center at the Johns Hopkins University Bloomberg School 
of Public Health. Dr. Steinwachs’s research seeks to identify opportunities 
to improve quality of health care and patient outcomes and, when fea-
sible, evaluate promising quality improvement interventions. His previous 
research includes studies of medical effectiveness and patient outcomes for 
individuals with specific medical (e.g., asthma), surgical (e.g., cataract sur-
gery), and psychiatric (e.g., schizophrenia) conditions. Dr. Steinwachs has 
contributed to the literature on the impact of managed-care and payments 
systems on access to care, quality, use, and cost. He was a codeveloper of 
the widely used Adjusted Clinical Groups (ACG) case mix adjustment. He 
has developed methods for measuring provider continuity, needs and unmet 
needs for care, and measures of the timeliness of care. He has a particular 
interest in the role of the routine management information system (MIS) as 
a source of data for evaluating the effectiveness and cost of health care. This 
includes work on the integration of outcomes management systems with 
existing MIS in managed-care settings. He is a member of the IOM Board 
on Health Care Services. An NCVHS member since 2002, he chairs its Sub-
committee on populations and serves on its executive committee. He also 
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serves on the Board of Mathematica Policy Research, Inc. Dr. Steinwachs 
holds a B.S. in engineering mathematics, a M.S. in systems engineering from 
the University of Arizona, and a Ph.D. in operations research from Johns 
Hopkins University.

Eugene Steuerle, Ph.D., is a senior fellow at the Urban Institute and codirector 
of the Urban-Brookings Tax Policy Center. He is also the author, coauthor, 
editor, or coeditor of 13 books and nearly 1,000 reports, articles, columns, 
testimonies, and reports. His latest book is Contemporary U.S. Tax Policy 
(2nd ed.). In the area of health, Dr. Steuerle serves on the NCVHS and has 
published articles on issues such as the financing of health care, the use of 
mandates, and the economic effect of health insurance subsidies. He has 
provided Congress with testimony and served as “faculty” at health reform 
retreats by both the Senate Finance Committee and the House Ways and 
Means Committee. He has made proposals to focus on children, as well as 
to make better combined use of both incentives and mandates as a way to 
approach coverage goals that neither alone can attain. His proposals on the 
use of tax penalties as a way to enforce individual mandates recently have 
been adopted by a number of states as one mechanism for enforcement. 

Nicolas P. Terry, LL.M., is the Chester A. Myers Professor of Law and 
codirector of the Center for Health Law Studies at Saint Louis Univer-
sity School of Law. He is an internationally recognized scholar on health 
law whose research interests lie primarily at the intersection of medicine, 
law, and technology. His recent scholarship has concentrated on techno-
logically mediated health care (including telemedicine), privacy of medical 
information, electronic medical records, and the use of information and 
other technologies to reduce medical error. Educated at Kingston Univer-
sity and the University of Cambridge, Mr. Terry began his academic career 
as a member of the law faculty of the University of Exeter in England. In 
1980 he joined Saint Louis University School of Law, where he has taught 
torts, products liability, healthcare law, eHealth, Internet law, and insur-
ance law. Mr. Terry has served as a visiting professor at the University of 
Missouri–Columbia School of Law, Washington University School of Law, 
Santa Clara University School of Law, and most recently at the University 
of Iowa College of Law. During the 1996–1997 academic year, he was on 
leave from the law school and served as d19irector of legal education for 
LEXIS-NEXIS. He is a senior fellow at Melbourne Law School and holds 
the secondary appointment of professor of health management and policy 
at the Saint Louis University School of Public Health. Since 2000, Mr. Terry 
has been codirector of the Center for Health Law Studies at Saint Louis 
University—consistently ranked by U.S. News & World Report as the finest 
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health law program in the nation. The Center publishes the Saint Louis 
University Journal of Health Law & Policy.

Steven E. Waldren, M.D., is director of the American Academy of Fam-
ily Physicians’ (AAFP’s) Center for Health Information Technology. Dr. 
Waldren joined the AAFP in 2004 because of his knowledge of design 
and management of health information systems, computer science, and 
medical informatics. Prior to joining the AAFP, Dr. Waldren was a National 
Library of Medicine Medical Informatics Fellow at the University of Mis-
souri–Columbia. Dr. Waldren is also a residency-trained and board-certified 
family physician. He also participates in many healthcare informatics ini-
tiatives, including vice chair of the ASTM International E31 Health Infor-
mation Standards Committee; cochair of the Ambulatory Functionality 
Working Group of the Certification Commission for Health-IT; and cochair 
of the AQA Alliance’s Data Aggregation and HIT Subcommittee. Dr. Wal-
dren combines his strong technical informatics knowledge and his clinical 
knowledge to further the adoption of standards-based HIT by physicians 
and consumers to improve the quality and safety of health care. 

Alexander Walker, M.D., Dr.P.H., is Adjunct Professor of Epidemiology at 
Harvard School of Public Health, where he was formerly a professor and 
Chair of the Department of Epidemiology. He is also a principal of World 
Health Information Science Consultants, LLC. His research encompasses 
the safety of drugs, devices, vaccines, and medical procedures. Current 
studies include post-marketing safety studies for recently approved drugs, 
natural history of disease studies to provide context for Phase III clinical 
trials, studies of the impact of drug labeling and warnings on prescribing 
behavior, and determinants of drug uptake and discontinuation. Additional 
areas of research and expertise include health effects of chemicals used in 
the workplace and statistical methods in epidemiology. Dr. Walker received 
an M.D. degree from Harvard Medical School in 1974, and a doctorate of 
Public Health in Epidemiology from the Harvard School of Public Health 
in 1981. Dr. Walker is associate editor of Pharmacoepidemiology and Drug 
Safety and is on the Board of Directors of the International Society for 
Pharmacoepidemiology, which he also served as President in 1995–1996. 
He was a statistical consultant for the New England Journal of Medicine 
from 1992 through 1996 and a Contributing Editor of The Lancet from 
1999 through 2001. From 2000 through 2007, he served as Senior Vice 
President for Epidemiology at Ingenix. Dr. Walker has written or contrib-
uted to more than 250 peer-reviewed articles in drug safety, epidemiology, 
and occupational health, and is the author of a book of essays, Observation 
and Inference: An Introduction to the Methods of Epidemiology.
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Alan F. Westin, Ph.D., LL.B., is professor emeritus of public law and gov-
ernment, Columbia University, author of Privacy & Freedom (1967) and 
Databanks in a Free Society (1972), and recipient in 2005 of the Privacy 
Leadership Award of the International Association of Privacy Professionals. 
One of his main areas of activity has been the impact of information 
technology applications in health care. In 1976 he led the first field study 
of computer applications and privacy issues in U.S. health care, for the 
National Bureau of Standards, and served in the 1980s as research direc-
tor for the National Commission on Confidentiality of Health Records. In 
2005, with Vivian van Gelder, he wrote Building Privacy by Design into 
Emerging Electronic Health Record Systems. He has made keynote presen-
tations on health privacy issues since the 1960s to more than 120 health 
conferences, health professional meetings, congressional hearings, and pri-
vacy conferences. Dr. Westin has been the designer and academic adviser 
for 10 national surveys (with Harris Interactive) on health privacy issues, 
beginning with the 1993 survey on Health Information Privacy and, most 
recently (2003–2008) in 10 national surveys focused on HIPAA privacy 
issues, privacy in health research (for the IOM, 2007), and electronic health 
records-and-privacy developments. 

Marcy Wilder, J.D., is a partner at Hogan & Hartson, LLP, where she spe-
cializes in health information law, including compliance with HIPAA and 
federal and state privacy laws. Ms. Wilder assists clients in identifying, eval-
uating, and managing risks associated with privacy and information secu-
rity practices and data breaches. She counsels clients on matters related to 
electronic data sharing, including the use of health information in e-health 
and Internet ventures, electronic medical and billing systems, research reg-
istries, tissue banks, and marketing initiatives. Her clients include informa-
tion technology vendors, informatics companies, healthcare clearinghouses, 
e-health organizations, healthcare providers, pharmaceutical and medical 
device companies, health plans, universities, and research institutions. Prior 
to joining Hogan & Hartson, Ms. Wilder served as deputy general counsel 
of HHS, where she was lead attorney in the development of HIPAA privacy 
regulations. Ms. Wilder has been a featured speaker at HIT and HIPAA 
conferences and seminars across the country, and she lectures frequently on 
data privacy and security, data mining, and clinical and records research. 
After receiving her law degree, Ms. Wilder was a fellow in women’s law 
and public policy at the Georgetown University Law Center.

Janet Woodcock, M.D., is deputy commissioner and chief medical offi-
cer at the FDA. She shares responsibility and collaborates with the FDA 
commissioner in planning, organizing, directing, staffing, coordinating, 
controlling, and evaluating the agency’s scientific and medical regulatory 
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activities in order to achieve the FDA’s mission. Dr. Woodcock has close 
interactions with diverse constituencies, including the clinical and scientific 
communities, members of Congress and the administration, national media, 
patient and consumer advocacy groups, the international drug regulatory 
community, the regulated industry, and representatives of federal and state 
agencies. She frequently appears in or is quoted by the national media 
and has testified repeatedly before Congress. Dr. Woodcock has led many 
cross-agency initiatives while at the FDA. She introduced the concept of 
pharmaceutical risk management in 2000 as a new approach to drug 
safety. She has led the Pharmaceutical Quality for the 21st Century Initia-
tive since 2002. This effort, to modernize pharmaceutical manufacturing 
and its regulation through the application of modern science and quality 
management techniques, has been highly successful in meeting its objec-
tives. She has spearheaded an initiative on pharmacogenomics that has led 
to unprecedented agency-industry interactions on pharmacogenomics use 
in drug development. Over the past 2 years, she has been leading the FDA’s 
Critical Path Initiative, which is designed to improve the scientific basis for 
medical product development. Dr. Woodcock was director of the Center 
for Drug Evaluation and Research from 1994 to 2005. During this period, 
review times for new and generic drugs were cut in half, while the standards 
for quality, safety, and effectiveness were improved. Dr. Woodcock also 
oversaw initiatives to automate submission and review of applications and 
adverse-event reports. Now nearing completion, these initiatives will allow 
the center to make much more drug information publicly available. 
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Appendix 
D

The IOM Committee on Health Research 
and the Privacy of Health Information:  

The HIPAA Privacy Rule

Recommendations Summary

The committee’s foremost recommendation is the following:
I. Congress should authorize HHS and other relevant federal agencies to 
develop a new approach to protecting privacy that would apply uniformly 
to all health research. When this new approach is implemented, HHS 
should exempt health research from the HIPAA Privacy Rule.

•	 Apply privacy, security, transparency, and accountability obliga-
tions to all health records used in research.

If national policy makers choose to continue to rely on the HIPAA Privacy 
Rule rather than adopt a new federal approach (Recommendation I), the 
committee recommends the following:

II. HHS should revise the HIPAA Privacy Rule and associated guidance.

A. HHS should reduce variability in interpretations of the HIPAA Privacy
Rule in health research by covered entities, IRBs, and Privacy Boards 
through revised and expanded guidance and harmonization.

1. 	 HHS should develop a dynamic, ongoing process to increase empir-
ical knowledge about current “best practices” for privacy protec-
tion in responsible research using protected health information 
(PHI), and promote the use of those best practices.
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2. 	 HHS should encourage greater use of partially deidentified data 
called “limited datasets” and develop clear guidance on how to 
set up and comply with the associated data use agreements more 
efficiently and effectively, in order to enhance privacy in research 
by expanding use and usability of data with direct identifiers 
removed.

3. 	 HHS should clarify the distinctions between “research” and 
“practice” to ensure appropriate IRB and Privacy Board oversight 
of PHI disclosures for these activities.

4. 	 HHS guidance documents should simplify the HIPAA Privacy 
Rule’s provisions regarding the use of PHI in activities preparatory 
to research and harmonize those provisions with the Common 
Rule, in order to facilitate appropriate IRB and Privacy Board 
oversight of identification and recruitment of potential research 
participants.

B. HHS should develop guidance materials to facilitate more effective 
use of existing data and materials for health research and public health 
purposes.

1. 	 HHS should develop guidance that clearly states that individuals 
can authorize use of PHI stored in databases or associated with 
biospecimen banks for specified future research under the HIPAA 
Privacy Rule with IRB/Privacy Board oversight, as is allowed under 
the Common Rule, in order to facilitate use of repositories for 
health research.

2. 	 HHS should develop clear guidance for use of a single form that 
permits individuals to authorize use and disclosure of health infor-
mation in a clinical trial and to authorize the storage of their bio-
specimens collected in conjunction with the clinical trial, in order 
to simplify authorization for interrelated research activities.

3. 	 HHS should clarify the circumstances under which DNA samples 
or sequences are considered PHI, in order to facilitate appropriate 
use of DNA in health research.

4. 	 HHS should develop a mechanism for linking data from multiple 
sources so that more useful datasets can be made available for 
research in a manner that protects privacy, confidentiality, and 
security.

C. HHS should revise provisions of the HIPAA Privacy Rule that entail 
heavy burdens for covered entities and impede research without providing 
substantive improvements in patient privacy.
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1. 	 HHS should reform the requirements for the accounting of disclo-
sures of PHI for research.

2. 	 HHS should simplify the criteria that IRBs and Privacy Boards use 
in making determinations for when they can waive the require-
ments to obtain authorization from each patient whose PHI will 
be used for a research study, in order to facilitate appropriate 
authorization requirements for responsible research.

Regardless of whether Recommendation I or II is implemented, the follow-
ing recommendation, which are independent of the Privacy Rule, should 
be adopted:

III. Implement changes necessary for both policy options above (Recom-
mendations I and II).

A. All institutions (both covered entities and non-covered entities) in the 
health research community should take strong measures to safeguard 
the security of health data.

•	 HHS should also support the development and use of new security 
technologies and self-evaluation standards.

B. To encourage service on Institutional Review Boards, HHS—or, as 
necessary, Congress—should provide reasonable protection against civil 
suits for members of Institutional Review Boards and Privacy Boards who 
serve in good faith.

•	 But no protection for willful or wanton misconduct.

C. HHS and researchers should take steps to provide the public with more 
information about health research by:

1. 	 Disseminating research results to study participants and the public.
2. 	 Educating the public about how research is done and what value 

it provides.
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