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DIGITAL PRESERVATION

INTRODUCTION
Digital preservation represents an emergent area of digital library research and practice. It focuses 
on the policies, technologies, and strategies to ensure that digital library objects and collections are 
available and usable now and in the future. Digital preservation encompasses materials born in the 
digital format as well as those converted from the analog format through the digitization process. 
Concerns about preserving digital content are not unique to digital libraries. All resources in the digital 
format are fragile and susceptible to information loss. Multiple risks stem from the unstable nature of 
digital formats, degradation of storage media, and technological obsolescence. As the members of the 
Blue Ribbon Task Force on Sustainable Digital Preservation and Access note, digital preservation is a 
universal and “urgent societal problem” (Berman et al., 2010, p. 9).

In the context of digital libraries, the challenge of digital preservation is compounded by the structural 
complexity of digital objects and the interrelatedness of objects, collections, and repositories (Ross, 2012). 
The models and solutions for preserving content in present-day digital libraries will have an impact on 
future access to cultural heritage and scientific information. As Seadle (2008) emphasizes, “the digital 
libraries in 100 years will face problems that stem from the choices that we as librarians make today” 
(p. 5). Long-term preservation of digital content is recognized as a core function of digital libraries in  
the DELOS Manifesto (Candela et al., 2007), but it does not feature prominently in other definitions 
and frameworks. The practice of preserving digital objects has evolved since the first digital librar-
ies were developed in the mid-1990s, but research in the area of digital preservation is relatively new 
(Chowdhury, 2010; Ross, 2012).

The concept and principles of preserving analog materials are well established in the library and 
archival community, although, as Cloonan (2007) points out, the institutional, custodial model is some-
what paradoxical in the modern world. Preservation is understood as an act of responsible custody 
aimed at preventing the deterioration of cultural heritage materials and restoring their usefulness and 
information value (Conway, 2007, 2010). Conway argues that the fundamental principles of digital 
preservation are the same as those of the analog world and define the priorities for ensuring the longev-
ity and the useful life of information resources. The core concepts of preserving analog materials in 
regard to longevity, choice, quality, integrity, and access carry over to the digital environment, but the 
methods and practice are fundamentally transformed.

A comparison of analog and digital preservation approaches points to a continuum in principles but 
also highlights the distinct nature of preservation activities in the digital realm. In contrast to traditional 
practices, digital preservation is an urgent and ubiquitous issue. All digital objects, rather than selected 
items, are subject to preservation, although the level of activities performed on the object can differ. 
Digital objects are inherently more vulnerable than analog materials and require immediate attention 
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from the point of creation. The standards and formats selected for encoding have implications for the 
quality and long-term maintenance of digital content. As Walters and Skinner (2010) stress, “the ways 
that objects are created, curated, and stored matter immensely in how preservation-ready they ulti-
mately are” (p. 264).

Digital preservation needs to be ongoing with activities integrated into all phases of creating, man-
aging, and storing information. Cloonan (2015) emphasizes the dynamic nature of the digital preserva-
tion cycle—that it is not linear and requires multiple actions. Lavoie and Dempsey (2004) point out 
that digital preservation is not an isolated activity but rather a set of practices diffused throughout the 
information lifecycle. In the analog world, conservation activities tend to occur toward the end of a 
resource’s lifecycle. Once physical items receive conservation treatment and are stored properly, no 
additional attention may be required. In contrast, this type of “benign neglect” can be catastrophic for 
digital materials (Corrado and Moulaison, 2014; Ross, 2012; Walters and Skinner, 2010). Ross (2012) 
notes, “as a result of the constant evolution of technology, the degradation of storage media and the 
ever-increasing pace of ‘semantic drift,’ digital objects do not, in contrast to many of their analog coun-
terparts, respond well to benign neglect” (p. 46). Digital preservation involves not only an active and 
continuous management of digital content but also monitoring of the evolving technological environ-
ment and preservation methods.

Digital preservation is a complex technical, social, economic, and organizational issue. Its com-
plexity in digital libraries stems from the fact that it is interwoven into the process of creating, using, 
and maintaining a wide array of digital materials and collections. The sustainability of digital con-
tent depends on the careful management of preservation risks, organizational policies, institutional 
commitment, and technical infrastructure (Bradley, 2007; Corrado and Moulaison, 2014). Technical 
aspects have received a considerable amount of attention in the preservation community because of the 
immediate need of keeping intact files and protecting them from storage media failure and obsolescence. 
Increasingly, the researchers in the digital library field recognize that contextual information needs to be 
preserved along with the bitstream to render the bits as useful and meaningful objects (Beaudoin, 2012a; 
Chowdhury, 2010; Ross, 2012). Lesk (2014) captures the broader aspects of digital preservation by 
observing, “the greatest danger to digital materials is that we forget the meaning of them. Preservation 
depends on our knowledge: we may have bits but be unable to interpret them” (p. xvi).

The field of digital preservation is still evolving, but significant progress has been made in building 
technological infrastructure and in developing policies, recommendations, and standards. The Task 
Force on Archiving Digital Information was established in 1994. The work of the Task Force resulted 
in a foundational report, which not only identified the critical challenges to preserving digital content 
but also provided a set of far-reaching recommendations (Waters and Garrett, 1996). The National 
Digital Information Infrastructure Preservation Program (NDIIPP) was formed by the Library of Con-
gress in 2000. The National Digital Stewardship Alliance continues the work of NDIIPP, setting the 
agenda for national digital preservation and contributing to the development of standards and tools. 
Similar collaborative initiatives have been established in other countries with exemplary programs in 
the Netherlands and New Zealand (Library of Congress, n.d.). A number of research projects under-
taken in Europe, including DELOS, Open Planets Foundation (currently Open Preservation Founda-
tion), and DigitalPreservationEurope, have had a significant impact on advancing the field of digital 
preservation (Ashenfelder, 2011; Brown, 2013; Library of Congress, n.d.). The last two decades of 
preservation research and practice resulted in developing more stable formats, preservation metadata 
standards, and trusted repositories.
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DEFINING DIGITAL PRESERVATION
Several definitions and conceptual models of digital preservation emerged in the cultural heritage com-
munity. They tend to focus on general policies, strategies, and activities to ensure access to any cultural 
or scientific information encoded in digital form. The context of digital libraries and their complex struc-
tures are rarely addressed as a separate issue. Conway (2007) notes, “preservation remains an ill-defined 
concept when applied to the development of digital library projects and collections” (para. 1). digital 
libraries not only share goals and approaches for preserving digital content with other scientific and cul-
tural heritage domains, but also face unique challenges in regard to maintaining the relationships between 
digital objects and collections. The evolving terminology and theoretical models in digital preservation 
and associated disciplines impact the understanding of preservation in the context of digital libraries.

TERMINOLOGY: DIGITAL CURATION, DIGITAL STEWARDSHIP,  
AND DIGITAL PRESERVATION
The plethora of terms that are used to describe activities associated with managing and maintaining 
digital assets complicates an attempt to understand and define digital preservation. Many authors note 
that digital preservation is a young discipline and precise vocabulary has yet to mature (Brown, 2013; 
Jones and Beagrie, 2008). A number of alternative terms have been used for the same or similar con-
cepts, reflecting different origins or the evolving understanding of the concept. Terms, such as digital 
curation, digital stewardship, and digital preservation, are often used interchangeably. Caplan (2008) 
points out the differences in usage between the United States and the United Kingdom (UK). In the 
United States, the use of the term digital preservation tends to be broader and encompasses all activi-
ties in managing digital assets from the point of creation. In the UK, the term digital curation is used 
for lifecycle management, while digital preservation is reserved for those activities specifically geared 
toward future accessibility (Caplan, 2008). Lazorchak (2011) attempts to discern “what’s in (some) 
names” by looking at their different origins and context of use. He notes that preservation has a long-
standing tradition in the cultural heritage community and is a core component of broader concepts, such 
as digital curation and digital stewardship.

Digital curation originated in the scientific and e-science community with a focus on research 
data and the entire information lifecycle. The term is relatively new. The Digital Curation Centre 
(DCC), a UK-based consortium that was launched in 2004, has contributed to promote the concept 
(Higgins, 2011). Digital curation, as defined by DCC, involves maintaining, preserving, and adding val-
ue to digital research data throughout its lifecycle (DCC, 2004–15). The digital curation cycle includes 
the whole range of actions from creation, through access and use, to transformation. Preservation is one 
of the actions undertaken throughout the curation lifecycle to ensure the long-term maintenance and 
retention of digital objects (Higgins, 2008). Harvey (2010) expands on this definition by emphasizing 
active management of data and the goals of digital curation in “supporting reproducibility, reuse of, and 
adding value to that data, managing it from its point of creation until it is determined not be useful, 
and ensuring its long-term accessibility, preservation, authenticity, and integrity” (p. 8).

Digital stewardship has its roots in the cultural heritage community. It is promoted as a broader con-
cept, encompassing both cultural heritage materials and research data. Lazorchak (2011), in the Library 
of Congress blog, notes, “digital stewardship satisfyingly brings preservation and curation together in 
one big, happy package, pulling in the lifecycle approach of curation along with research in digital 
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libraries and electronic records archiving, broadening the emphasis from the e-science community on 
scientific data to address all digital materials” (para. 11). The term has been adopted by the National 
Digital Stewardship Alliance (NDSA), a consortium of US research, government, and cultural heritage 
institutions committed to the long-term preservation of digital information. The definition of digital 
stewardship included in the 2014 National Agenda for Digital Stewardship (NDSA, 2014) echoes ear-
lier definitions of digital preservation, but the shift in the vocabulary indicates a broader approach. The 
adoption of the term, however, is still limited.

Digital preservation is an integral part of digital curation and digital stewardship frameworks 
and thus applies to activities focused on managing and preserving a wide range of materials from 
scientific data to cultural heritage resources. The term digital preservation has been used the longest 
(Cloonan, 2015). It makes a connection to the principles of analog preservation and places the new 
activities of curating digital content in the long tradition of preserving cultural heritage materials. 
Digital preservation is at the center of several definitions adopted in practice and is used in the con-
text of digital libraries.

DEFINITIONS OF DIGITAL PRESERVATION IN THE PRACTICE COMMUNITY
The early definitions and models of digital preservation were developed in the practice community, 
often as part of training efforts to prepare library professionals for the emerging discipline. The Digital 
Preservation Management (DPM) Tutorial, launched by the digital preservation team at Cornell Uni-
versity Library in 2003 and maintained since by the DPM workshop faculty, offers a working definition 
of digital preservation as “a broad range of activities designed to extend the usable life of machine-
readable computer files and protect them from media failure, physical loss, and obsolescence” (DPM 
Tutorial, 2003–15, para. 1). The DPM Tutorial makes an important distinction between preservation 
activities that promote the long-term maintenance of bitstream and those that provide continued and 
meaningful access to its content. The Tutorial also cites the DPM model, an early example, showing the 
multiple dimensions of digital preservation with three core components:

•	 Organizational	infrastructure	with	policies,	procedures,	practices,	and	people
•	 Technological	infrastructure	consisting	of	the	required	equipment,	software,	hardware,	a	secure	

environment, and skills
•	 Resources	framework	that	addresses	the	necessary	funding	for	starting,	continuing,	and	sustaining	

the digital preservation program

The authors use the metaphor of a three-legged stool (see Fig. 9.1) to demonstrate that digital preserva-
tion is not just a technical issue. Fully implemented and viable preservation programs require balancing 
of technological infrastructure, organizational aspects, and funding resources.

The Association for Library Collections and Technical Services, a division of the American Library 
Association (ALA), developed a range of definitions to promote an understanding of digital preserva-
tion within the library community. The core concepts are presented in short, medium, and long versions 
to accommodate a variety of needs. The medium definition states:

Digital preservation combines policies, strategies, and actions to ensure access to reformatted and 
born digital content regardless of the challenges of media failure and technological change. The 
goal of digital preservation is the accurate rendering of authenticated content over time (ALA 
ALCTS, 2007, para. 8).
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This definition has been widely adopted and incorporated into more recent statements. The defini-
tion of digital stewardship articulated in the 2014 National Agenda for Digital Stewardship emphasizes 
“policies, strategies, and actions that ensure that digital content of vital importance to the nation is 
acquired, managed, organized, preserved, and accessible for as long as necessary” (NDSA, 2014, p. 6).

Digital Preservation Coalition (DPC), a UK-based organization, defined digital preservation broad-
ly as the series of managed activities necessary to ensure continued access to digital materials, but also 
distinguished different levels of preservation activities:

•	 Long-term	preservation	that	ensures	continued	access	to	digital	materials,	or	at	least	to	the	
information contained in them, indefinitely

•	 Medium-term	preservation	that	provides	continued	access	to	digital	materials	beyond	changes	in	
technology for a defined period of time but duration is not indefinite

•	 Short-term	preservation	that	provides	access	to	digital	materials	either	for	a	defined	period	of	
time, but it doesn’t extend beyond changes in technology (Jones and Beagrie, 2008, p. 25)

The levels of preservation help to establish institutional goals for preservation programs and specify the 
requirements for repositories. This approach also reflects a realistic assessment of the digital landscape 
where not all resources will or should be preserved indefinitely.

Recent discussions of digital preservation are built on the early foundational concepts but shift the 
attention from the challenges of technology to management issues. Corrado and Moulaison (2014) 
analyze the key aspects of the DPC definition in terms of policy implications. Those key aspects in-
clude managed activities; necessary, continued access; and digital materials. The authors acknowledge 
the importance of technological infrastructure and technical skills but stress that digital preservation is 
mostly a management issue. Corrado and Moulaison (2014) propose a modified model of the three core 
components of digital preservation. The Digital Preservation Triad is presented in a form of Celtic knot 
with three interconnected parts: technology, content, and management. The emphasis of this model is 
on planning and policy development.

UNDERSTANDING DIGITAL PRESERVATION IN THE CONTEXT OF DIGITAL LIBRARIES
Research on theoretical models of digital preservation in the context of digital libraries has been limited. 
The fields of digital preservation and digital libraries have existed side by side for over two decades, 

FIGURE 9.1 Three-Legged Stool Representing Three Aspects of Digital Preservation (Kenney and 
McGovern, 2003)
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but the emphasis of digital library research has been primarily on expanding access to cultural heritage 
and scientific resources rather than long-term sustainability (Chowdhury, 2010; Ross, 2012). The early 
discussions of digital preservation make a distinction between digital archives and repositories intended 
for long-term preservation and digital libraries, which provide access to digital information, but may 
not be committed to its long-term preservation (DPM Tutorial, 2003–15; Waters and Garrett, 1996). In 
practice, this distinction has prevailed with content management systems specifically for building digital 
collections for access and a separate suite of repository systems. In the research domain, however, this 
situation has been changing gradually, with more attention given to the issues of digital preservation in 
digital libraries and calls for conceptual models and frameworks for capturing contextual information. 
Both technological and semantic aspects of digital preservation are discussed in research literature.

In practice, analog and digital preservation goals coexist in many digitization projects and are a source 
of some confusion between the concepts. Digital libraries contain a significant number of resources con-
verted from analog formats, including fragile and deteriorating materials digitized for preservation pur-
poses. In this context, and in light of broader discussions about preserving cultural heritage with digital 
technologies, it is necessary to make a clear distinction between digital preservation and digitization for 
preservation (Caplan, 2008; Conway, 2010). Digitization as a preservation strategy undertakes the con-
version of deteriorating analog materials to create high-quality copies for preservation purposes, while 
digital preservation activities focus on the preservation of the digital assets created as a result of digitiza-
tion as well as born digital materials. As Conway (2010) points out, “digitization for preservation creates 
valuable new digital products, whereas digital preservation protects the value of those products, regardless 
of whether the original source is a tangible artifact or data that were born and live digitally” (p. 64). Digital 
preservation represents an important component of all digitization projects, as digital master files created 
as a result of the conversion process require long-term preservation activities. Digitization as a preserva-
tion method and a debate surrounding this approach are discussed in more detail in Chapters 3 and 4.

A distinction between bitstream preservation and semantic aspects of preserving digital content is 
particularly relevant in the digital library context. Bitstream preservation focuses on the technical aspects 
to ensure that bits are accessible and usable, while semantic preservation is concerned with maintaining 
the means of interpreting informational content of preserved bits. Technical level of bitstream mainte-
nance is critical, but as Ross (2012) stresses, digital preservation is more than preserving the streams of 
0s and 1s. Digital preservation is about “maintaining the semantic meaning of the digital object and its 
content, about maintaining its provenance and authenticity, about retaining its ‘interrelatedness,’ and 
about securing information about the context of its creation and use” (Ross, 2012, p. 45). Contextual 
information needs to be preserved along with the bitstream to render the bits as useful and meaningful 
information objects. Furthermore, Ross (2012) notes that the approach to preservation in the digital 
library environment needs to vary with different levels of preserving the content and context, including:

•	 Retaining	the	content	of	some	materials	held	in	digital	libraries
•	 Retaining	the	environment	and	context	of	creation	and	use	for	other	materials
•	 Reproducing	the	experience	of	use	for	other	materials	to	ensure	the	right	semantic	representation	

and information is passed to the future

In his paper, Ross (2012) also argues for more research on preservation issues in digital libraries and 
for the development of theoretical models and a knowledge base. He proposes adopting the framework 
of archival science with the core principles of authenticity, uniqueness, provenance, arrangement, and 
description as a theoretical foundation for digital preservation in digital libraries.
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The contextual dimension of digital preservation emerges as a new area of research. Chowdhury 
(2010) examines the research on digital preservation from the user perspective and concludes that con-
text, especially information about the time and place where digital objects were created, is particularly 
important to facilitate understanding, interpreting, and future use of digital content. Time and place 
also appear as important categories in a framework for contextual information in digital collections 
(Lee, 2011). The framework proposed by Lee focuses on the contextual categories required for the 
comprehensive documentation of the “life history” of digital objects. The proposed contextual informa-
tion framework identifies nine classes, including object, agent, occurrence, purpose, time, place, form 
of expression, concept, and relationship. Lee (2011) notes, “relationships to other digital objects can 
dramatically affect the ways in which digital objects have been perceived and experienced” (p. 6). The 
relationship class allows for capturing contextual information about the relations of the object as well as 
the collection level. Although the framework does not focus specifically on preservation, the proposed 
classes of contextual information are intended to support the curation of digital objects and collections.

Beaudoin (2012a) emphasize the role of context in the digital preservation of cultural objects and 
argues that knowledge about the context of digital objects is critical to making sense of them—their 
use, care, and preservation. The current approaches to recording contextual information in descrip-
tive metadata are insufficient to ensure meaningful preservation and use of digital objects. Beaudoin 
(2012a) stresses that “context is especially important in discussions of digital preservation since in most 
instances the digital materials have been separated from their original format and context in the process 
of digitization and preservation” (p. 3). She proposes a framework for the use of contextual metadata 
in the digital preservation of cultural objects with a focus on multiple dimensions, including technical, 
intangible, utilization, curatorial, authentication, authorization, and intellectual (Beaudoin, 2012a, b).

A comprehensive approach to digital preservation that includes both technological and semantic 
aspects is particularly important in the context of digital libraries. Digital objects that represent the 
content of deteriorating analog materials serve as preservation copies, and contextual information is 
critical to their understanding, future use, and long-term management. The recent research on the con-
textual dimensions of digital preservation provides a foundation for the undertaking of broad preserva-
tion activities on digitally born as well as digitized objects. Digital preservation in the context of digital 
libraries concentrates on policies and technologies to ensure the long-term maintenance and rendering 
of digital files as well as the retention of the contextual information that enables interpretation of digital 
objects and collections.

PRESERVING DIGITAL CONTENT
Digital preservation is challenging due to the vulnerable nature of digital objects and the constantly 
changing technological environment. Information encoded in digital form can be easily altered and 
corrupted, which is a source of distrust and concerns about the authenticity and integrity of digital 
objects. In addition, turning digital objects into meaningful and usable information requires multiple 
layers of technology. As Lynch (2000) states, “bits are not directly apprehended by the human sen-
sory apparatus—they are never truly artifacts. Instead, they are rendered, executed, performed, and 
presented to people by hardware and software systems that interpret them” (p.4). The reliance on soft-
ware and hardware poses risks to access because this technology is susceptible to technological failure 
and obsolescence. A number of strategies as well as practical guidelines in the digital library field have 
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been developed to address the challenges in maintaining integrity of digital objects and ensuring long-
term accessibility. Authenticity remains a challenge because of the very nature of digital information 
and the connection to broader issues of trust and organizational management.

DIGITAL PRESERVATION CHALLENGES

Digital objects break. Digital materials occur in a rich array of types and representations. They 
are bound to varying degrees to the specific application packages (or hardware) that were used 
to create or manage them. They are prone to corruption. They are easily misidentified. They are 
generally poorly described or annotated (Ross, 2012, p. 44).

The list of challenges to preserving digital content can go on, but, as the above quote indicates, 
it starts with the fragile and complex nature of information in digital form. Unlike resources in ana-
log form where content and carrier are inseparable, digital objects are not affixed to any permanent 
medium. Instead, informational content encoded as streams of 0s and 1s is copied from one storage 
medium to another and transmitted over networks. On one hand, this separation from physical car-
riers offers tremendous benefits for access and even for preservation as multiple digital copies can 
be stored in several different locations. On the other hand, the lack of permanence poses risks to 
the authenticity and integrity of information encoded in digital form. Information unattached to a 
permanent medium can be easily altered, damaged, or even destroyed. The lack of fixity and the 
separation of descriptive metadata from content files also make it harder to determine the authorship 
and provenance.

In addition, digital objects may exist in multiple copies, in several manifestations, and may have 
associated representation information. This phenomenon is evident in digitization projects where mul-
tiple copies of master files are created for preservation purposes. A master file is then a source for 
several derivatives, which tend to be smaller and have a different configuration of bits. Yet, all these 
different objects are representations of the same informational content, ideally described by consistent 
and linked metadata. A useful distinction between data objects and information objects is made in 
the Open Archival Information System (OAIS) reference model, described later in this chapter in the 
Digital Preservation Technology section. Brown (2013) expands on this concept and notes, “each con-
ceptual information object can be manifested through one or more different data objects, which can in 
turn exist in multiple identical copies” (p. 201). He recognizes two primary threats to preservation in 
light of this distinction:

•	 Loss	of	data	objects,	referring	to	the	physical	loss	of	1s	and	0s	that	encode	information
•	 Loss	of	the	information	object,	referring	to	the	loss	of	means	to	interpret	those	1s	and	0s	as	

meaningful and authentic information (Brown, 2013, p. 202)

Another preservation challenge lies in determining what objects need to be preserved long-term, distin-
guishing between multiple manifestations and their copies, and maintaining the relationships between 
them.

Thibodeau (2012) recognizes the complexity and fluidity of digital information as a major chal-
lenge in preserving digital memory, depicting it as “a shape shifter that takes on very different forms” 
(p. 15). He relates the challenges in preserving cultural heritage in digital form to the characteristics 
of digital information itself and the rapid rate of technological change. Digital information is fluid, 
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variable, and, as Thibodeau describes it, “polymorphous.” This polymorphism results from several key 
factors, including:

•	 The	transmission	from	one	storage	medium	to	another.
•	 The	difficulty	of	determining	the	boundaries	of	digital	objects,	which	in	many	cases	are	dynamic	

and dependent on external applications; the dynamic and transitory nature of those objects makes 
it difficult to define what content needs to be captured and preserved.

•	 The	complex	relationship	between	data	objects	stored	in	computer	systems	and	objects	presented	
to users through the online delivery systems.

•	 The	necessity	to	process	data	objects	with	computer	technology	in	order	to	be	used;	the	process	of	
transmission and rendition can involve changes in the object structure and even lead to alteration 
or corruption.

Thibodeau (2012) views the lack of permanence of digital objects as a source of tension between fluid 
digital information and digital preservation, which seeks to keep things unchanged.

The unstable and mutable nature of digital information poses risks to its authenticity and integrity. 
Ross (2002) indicates, “digital objects that lack authenticity and integrity have limited value as evi-
dence or as information resource” (p. 7). The concepts of authenticity and integrity have been debated 
in the field of digital preservation in an attempt to determine the essential properties of digital objects 
that need to be preserved. They relate to the basic questions in digital preservation: (1) How do we 
know that digital objects are complete and have not been altered or corrupted? and (2) Are preserved 
digital objects reliable and genuine representations of what they claim to be? In an exploratory paper, 
Lynch (2000) provides working definitions of these fundamental, yet elusive concepts:

•	 Integrity means that a digital object has not been corrupted over time or in transit; in other words, 
that we have in hand the same set of sequences of bits that came into existence when the object 
was created (p. 5).

•	 Authenticity entails verifying claims that are associated with an object—in effect, verifying that an 
object is indeed what it claims to be (p. 6).

The integrity of files can be checked through technical measures such as checksums or digital 
signatures, but as Lynch (2000) comments, verifying authenticity is more challenging, as it requires 
judgment and an inquiry into an object’s nature, provenance, and chain of custody. He relates the 
process of verifying authenticity and integrity to the broader concepts of trust and identity. One of the 
factors users employ to determine the authenticity or integrity of digital information is the level of trust 
attributed to the infrastructure or the organization responsible for preservation activities. Ross (2002) 
expands on the concepts underpinning authenticity and integrity. In addition to the trust, he lists fixity, 
stabilization, and the requirements of custodians and users. Furthermore, user needs and requirements 
can vary and may depend on the types of objects.

In a more recent article, Seadle (2011) reexamines the concepts of authenticity and integrity in light 
of the criteria used in the evaluation of analog materials. He acknowledges the difficulty of defining 
and assessing digital authenticity and states, “in the digital world, there are not originals, only copies, 
and the mutability of digital objects makes authenticity especially challenging” (Seadle, 2011, p. 548). 
While digital integrity can be measured through checksums, there are no clear measures for authenticity. 
In his comparative analysis, however, he notices that the concepts of authenticity and integrity in the 
digital environment are more closely related. He suggests using some of the technical measures to 
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verify authenticity. Seadle (2011) concludes that analog and digital environments are different, and new 
means of assessing authenticity need to be developed for digital content.

In addition to the inherent properties of digital information, the technological environment in which 
digital objects are created and maintained represents a second area of challenge. This environment en-
compasses equipment and formats for generating and encoding digital information as well as any hard-
ware and software platforms necessary for processing, storing, rendering, and transmitting it. There is 
a wide range of risks associated with digital technology, from hardware failures where a loss is sudden 
and catastrophic, to the obsolescence of formats or software, which can go unnoticed until a file cannot 
be rendered. Overall, technological threats can be grouped into those that result in:

•	 Physical loss, damage, or decay of digital objects
•	 Inability to access digital objects due to technological obsolescence

Brown (2013) outlines a number of threats and the ways they endanger the integrity, reliability, and 
usability of preserved objects (pp. 202–206). A long list of risks to integrity ranges from accidental 
deletion to software failures.

Technological failures as preservation challenges in the context of digital libraries are presented in 
a case study of Chronicling America (Littman, 2007). Chronicling America, part of the National Digi-
tal Newspaper Program (NDNP), was a collaborative initiative aimed at digitizing American historic 
newspapers. Littman (2007) reports on the actual preservation threats encountered in the process of 
constructing a repository to provide for the long-term preservation of the digital objects generated as 
a result of this large-scale digitization project. The project team, building a repository for both access 
and preservation, experienced a number of challenges, including:

•	 Media	failures,	particularly	problems	with	portable	hard	drives	that	were	used	to	transfer	files	
between the partner institutions; fixity checks performed on the files readily caught the problems.

•	 Hardware	failures—a	number	of	hard	drive	failures	were	encountered	in	the	storage	system;	this	
issue was addressed by having an array of hard drives in the storage system.

•	 Software	failures	were	experienced	at	different	stages	of	ingesting	digital	objects	into	the	
repository.

•	 Operator	errors,	which	represented	the	most	serious	threat	as	it	resulted	in	the	deletion	of	some	
files from the repository system.

This case study demonstrates that technological failures and human errors represent very real and 
serious threats to preserving digital content. The risks can be mitigated by careful planning and the 
implementation of a number of preservation strategies, such as fixity checking and using multiple stor-
age media.

Technological obsolescence has been recognized as a major challenge since the early days of digi-
tal preservation (DPM Tutorial, 2003–15; Jones and Beagrie, 2008; Rothenberg, 1995; Waters and 
Garrett, 1996). Physical storage media, data formats, hardware, and software all become obsolete over 
time, posing significant technical challenges to preserving digital objects. Technological progress in-
troduces innovations and improvements in formats and computer platforms but simultaneously deems 
older versions obsolete. Digital objects created with the older generation of technology may be intact 
but inaccessible because of the lack of functioning software to render them. Technological obsoles-
cence poses threats to long-term access to digital objects. It impacts several components of the techno-
logical environment:
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•	 Storage media obsolescence is a serious concern because of rapid changes in the storage 
technology. As Brown (2013) comments, “no computer storage medium can be considered 
archival, irrespective of its physical longevity—technological obsolescence is inevitable” (p, 222). 
Physical degradation of hard disks and magnetic tape used for storage poses a threat as well, 
but obsolescence often occurs long before deterioration of media becomes a problem (Jones 
and Beagrie, 2008). Newer technology offer increases in storage capacity but at the same time 
requires copying digital objects into new media.

•	 Hardware and software obsolescence is an inevitable result of technological advancement, 
part of the environment of ongoing change (Thibodeau, 2012). Constant upgrades to hardware, 
operating systems, and software applications bring improved speed and functionality, but also 
cause incompatibility and the inability to render objects created with older platforms. Software 
and hardware obsolescence are interrelated. New computers may not support older versions of the 
software necessary for executing files. New software may not run on legacy hardware.

•	 File format obsolescence has been recognized as one of the major threats to preservation 
(Abrams, 2004; DPM Tutorial, 2003–2015; Jones and Beagrie, 2008). Formats provide structures 
for encoding and decoding bistreams but can be superseded by newer specifications. The threat 
of format obsolescence has been addressed by the development of tools for format identification 
(DROID) and validation (JHOVE). Format registries, such as PRONOM, identify access tools 
and migration pathways for converting legacy formats. Rosenthal (2010) argues that format 
obsolescence is not as a significant threat as it was previously assumed because of more mature 
technology and the availability of open source formats. As discussed in Chapters 3 and 4, the 
guidelines in the digital library field recommend selecting nonproprietary, well-documented, and 
standardized formats. Wide adoption of the guidelines in digital library practice contributes to 
minimizing the risks of format obsolescence. The Library of Congress (2013) maintains a list of 
formats and provides a review of sustainability factors.

DIGITAL PRESERVATION GOALS
The ultimate goal of digital preservation is to ensure long-term access to digital content, but it needs to 
be considered in light of the challenges related to the unique characteristics of digital objects as well as 
the risks of technological failures and obsolescence. Furthermore, as the research in the digital library 
field indicates, the objectives of digital preservation should also encompass contextual and semantic 
aspects related to provenance, context of creation, and use in order to render preserved objects as au-
thentic, meaningful, and useful information (Beaudoin, 2012a; Ross, 2012). Thus, the goals for digital 
preservation are twofold: (1) focusing on bit preservation and ensuring the integrity of digital objects, 
and (2) maintaining sources of representation information and ensuring the authenticity of preserved 
objects. Brown (2013) recognizes the dual nature of preservation activities and identifies a number 
goals related to maintaining the integrity of data objects as well as those that focus on dimensions of 
authenticity, specifically the reliability and usability of preserved information. This list is expanded by 
the goals identified in the digital library contextual research and includes:

•	 Maintaining	integrity	of	digital	objects	by	protecting	them	from	alteration	and	corruption
•	 Protecting	digital	objects	from	media	failure,	physical	loss,	and	technological	obsolescence
•	 Ensuring	that	digital	content	can	be	uniquely	and	persistently	identified
•	 Maintaining	the	semantic	meaning	of	objects	and	the	relationships	between	objects	and	collections
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•	 Maintaining	documentation	on	provenance	and	curatorial	process
•	 Providing	context	of	creation	and	use

Meeting preservation goals requires careful planning, developing a preservation policy, establishing a 
robust technological infrastructure, and practicing active management of digital assets.

DIGITAL PRESERVATION STRATEGIES
The active approach to digital preservation means not only an ongoing attention to the integrity and 
authenticity of digital information, but also constant monitoring of the technological environment to 
ensure that the digital objects can be accessed and reused in the future. Digital preservation practitio-
ners should emphasize prevention rather than recovery. Although techniques to recover inaccessible 
files are being developed in digital archaeology and digital forensics, those approaches, as Brown 
(2013) points out, should be used as a last resort or an emergency measure. Digital forensics tools 
and techniques are useful in an archival practice that deals with the acquisition of born digital legacy 
materials. In digital library practice, digital forensics can assist with the recovery of born digital or 
digitized objects stored on removable media, and can help with the process of transferring them into 
more sustainable preservation environments (Lee et al., 2012). Again, forensics techniques should be 
used as an exception rather than a norm. Digital forensics tools are also very useful in determining and 
establishing authenticity and provenance.

A number of preservation strategies have been developed as preemptive measures to mitigate the 
risks and challenges associated with digital technology. There is no single approach that would pro-
vide a universal solution; rather, an appropriate strategy or a combination of them need to be selected 
depending on the changes in the technological environment and the types of objects that need to be 
preserved. The preservation strategies that address risks associated with technological failures and 
obsolescence include:

•	 Bitstream copying, known as “backing up your data,” refers to making multiple exact copies 
of digital objects. Bitstream copying is not a long-term preservation strategy; rather it 
serves as a preventive measure, protecting data from media failures and physical loss (DPM 
Tutorial, 2003–15).

•	 Refreshing mitigates the risk of media storage obsolescence. It involves copying files from one 
storage device to another. There should be no detectable change in the bitstream configuration 
during the refreshing process.

•	 Migration is undertaken in response to technological obsolescence, either format or hardware 
and software obsolescence. It involves the periodic transfer of files from one hardware/software 
configuration to a newer platform. Objects encoded in formats that are at risk of becoming 
obsolete need to be transformed into new target specifications. Brown (2013) emphasizes that the 
migration process might result in some information loss, as not all properties of the original object 
may be transformed or supported by the target format.

•	 Normalization is a form of format migration undertaken at the point of capturing or ingesting into 
a repository. The goal of normalization is to transform data into open and consistent formats or 
to minimize the number of managed formats in a repository. In the context of digital collections, 
normalization often takes place when images captured with digital cameras are transformed from 
proprietary raw formats into a standard TIFF format.
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•	 Emulation represents a different strategy to combat technological obsolescence. Rather than 
transforming digital objects into new formats, emulation keeps digital objects in their original 
form, but reconstructs the functionality of an obsolete platform, usually through the use of 
emulation software. Emulation is often used in the preservation of games but can also be applied 
to the preservation of complex multimedia objects in digital libraries.

DIGITAL PRESERVATION IN DIGITAL LIBRARY PRACTICE
Digital libraries share access and preservation goals. Digital libraries collect, manage, and provide ac-
cess to cultural and scientific resources to the current community of users, but an equally important part 
of their mission is the preservation of valuable digital content for the long-term (Candela et al., 2007). 
In practice, the balance is often tipped toward access and building online collections, with digital 
preservation activities often delegated to an IT department or outsourced to a service provider. Many 
stakeholders, including library administrators, do understand and support building digital collections 
as a form of expanding access, meeting user expectations, and increasing the online visibility of their 
institutions. Gaining full support for digital preservation as an equal component of digital library pro-
grams, however, is more difficult, especially at institutions with limited resources.

Brown (2013) argues that awareness of digital preservation is growing in the professional com-
munity. A lack of financial support and a lack of technical expertise are cited as major obstacles for 
establishing and implementing digital preservation programs. A study of 72 research libraries, mem-
bers of the Association of Research Libraries (ARL), found that 39.3% of the surveyed institutions 
had no digital preservation system in place (Banach and Li, 2011). A case study conducted at CUNY 
Queens College demonstrates that small cultural heritage institutions not only lack an infrastructure 
for preserving digital content created as a result of digital projects, but don’t even have preserva-
tion plans (Dolan-Mescal et al., 2014). However, it needs to be noted here that the state of digital 
preservation practice in the digital library field varies. While smaller institutions still struggle with 
developing preservation plans, national libraries and large research libraries have well-established 
and robust programs.

A sustainable digital library program requires developing an institutional approach to digital pres-
ervation and establishing a policy of commitment to the long-term maintenance of digital objects and 
collections. Developing a long-term preservation policy is a broader organizational issue, as a policy 
needs to encompass not only digital content created and collected as part of digital library programs, 
but also born digital archival acquisitions and other institutional digital assets. Preservation policies 
define how to manage digital assets to prevent the risk of content loss or damage. The process of 
developing an institutional digital preservation policy involves multiple steps, which includes stating 
the objectives, appraising and selecting content, assessing risks, outlining the scope of preservation 
actions, identifying resources and responsibilities, and establishing the requirements for building a 
technical infrastructure. A number of recent publications on digital preservation offer useful guidance 
on developing a policy (Brown, 2013; Corrado and Moulaison, 2014; Harvey, 2010). Digital Preser-
vation Policies Study provides a model for developing institutional policies and a range of exemplars 
from the cultural heritage and research institutions (Beagrie et al., 2008). A recent case study presents 
the process of developing an organizational policy for digital preservation at the Ohio State University 
Libraries (Noonan, 2014).
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A digital preservation plan in the context of digital libraries needs to be prepared at the very beginning 
of a project, ideally as part of a broader institutional policy. The plan can rely on the institutional infra-
structure but may also call for new resources and solutions. Preservation of digital library content requires:

•	 Creating	an	institutional	digital	repository,	or	participating	in	a	shared	preservation	repository,	or	
using a reliable preservation service

•	 Conducting	an	inventory	of	the	existing	digital	assets	and	verifying	their	integrity
•	 Defining	the	levels	of	preservation	(long-term,	medium-term,	and	short-term)
•	 Establishing	a	policy	for	data	transfer,	backup,	refreshment,	and	migration
•	 Recording	preservation	metadata	using	standards,	such	as	PREMIS	and	METS
•	 Maintaining	project	documentation	and	preservation	metadata	to	support	identification,	access,	

and preservation process
•	 Maintaining	the	relationships	between	archival	master	files,	access	files,	and	metadata

Digital projects, if undertaken according to best practices and guidelines, produce valuable digital 
assets. The Framework of Guidance for Building Good Digital Collections states as one of its prin-
ciples: “a good object is preservable” and provides a series of guidelines for creating digital objects 
with digital preservation in mind (NISO, 2007, p. 48). In addition to digital master files that are the 
primary focus of digital preservation actions, digital projects also generate a considerable amount of 
descriptive metadata and contextual information. In practice, the relationships between those various 
components are not always well maintained and preserved. The current digital library environment 
does not integrate access and preservation requirements. Most content management systems used for 
building digital collections present access files and metadata, but do not provide preservation functions. 
In a best-case scenario, digital preservation is managed by a separate repository system or outsourced 
to service providers. A study of open source repository systems conducted in 2012 found that the sup-
port for metadata standards and preservation functions varies between systems and is particularly lim-
ited for digital library multimedia objects (Madalli et al., 2012). Maintaining the relationships between 
multiple versions of digital objects, metadata, and curatorial documentation in this complex environ-
ment remains one of the major challenges for preserving digital content.

PRACTICAL GUIDELINES
This section provides practical recommendations for preserving master files on bit-level, but does not 
address the issues of maintaining associated metadata and preserving the relationships between the var-
ious entities in the digital library environment. This is an area that requires more attention and research, 
and hopefully useful guidelines and best practices will emerge in the near future. Bit preservation is a 
useful starting point but represents only a subset of preservation activities (Johnston, 2010). The techni-
cal guidelines for creating high-quality digital assets are discussed in more detail in Chapters 3 and 4. 
In light of discussions on technological obsolescence, it is worth reiterating that master files should be 
created with a use-neutral approach and saved in open, standard, and widely accepted formats. They 
should be saved uncompressed and follow an established file-naming convention.

Master files need to be stored in a reliable and secure preservation system. A decision about select-
ing a dedicated repository system needs to be made prior to undertaking a digital project in light of 
project goals and the established preservation plan. A number of factors have to be considered in select-
ing an appropriate solution, including the size of the project, the infrastructure available in-house, staff 
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technical expertise and skills, and cost. The solutions range from institutional or shared repositories to 
hosted preservation services. The section on Digital Preservation Technology provides an overview of 
the options currently available. In practice, an organization may select a repository and a combination 
of a networked drive and/or removable media for backup. If a repository system is implemented, some 
tasks, such as integrity checking or format validation and normalization, can be automated.

The following guidelines for bit-level preservation of digital master files are based on the recom-
mendations included in the digital preservation handbooks and practical guides (Brown, 2013; DPM 
Tutorial, 2003–15; Harvey, 2010; Jones and Beagrie, 2008).

•	 Create	multiple	copies	(minimum	three)	of	master	files
•	 Calculate	checksums	on	the	file	level	and	use	them	for	integrity	checking
•	 Store	checksum	data	separate	from	master	files
•	 Ensure	that	sufficient	identification	and	representation	information	is	stored	with	files
•	 Store	at	least	one	copy	in	a	separate	geographical	location
•	 Ensure	that	all	objects	are	stored	on	a	minimum	of	two	different	reliable	storage	media
•	 Create	an	inventory	of	all	files	before	moving	them	into	a	repository/storage	system
•	 Copy	or	migrate	digital	objects	to	new	media	at	regular	intervals
•	 Practice	active	preservation	by	checking	and	verifying	archival	files	regularly.

DIGITAL PRESERVATION TECHNOLOGY: STANDARDS AND REPOSITORIES
“Technology advances, while sure to present new challenges will also provide new solutions for pre-
serving digital content” (Arms, 2000, para. 36). Arms discusses the challenges in preserving digital 
content at the National Digital Library Program (NDLP) of the Library of Congress in the early phase 
of digital preservation. Her quote indicates a great amount of uncertainty about the future of digital 
preservation but also some hope that technology will offer new solutions. Fifteen years later, we can 
definitely talk about some progress in preserving digital resources with more stable digital formats, 
preservation metadata standards, and trusted repositories in place. McGovern (2007) analyzed the first 
decade of digital preservation activities in terms of balancing the fundamental components of digital 
preservation (organization, resources, and technology), represented in the three-legged stool metaphor 
(see Fig. 9.1). She notices considerable progress in all three areas, but especially in organization, with 
a strong development of preservation policies.

The first decade, marked by the publication of the influential report, Preserving Digital Information 
(Waters and Garrett, 1996), established a basis for building standardized preservation systems and 
services. The concept of trusted repositories and two fundamental standards, OAIS reference model 
and PREMIS preservation metadata, were all introduced in the early 2000s. The first repository plat-
forms, DSpace and Fedora, were also developed around that time and have been widely adopted. 
Format registries, such as PRONOM, and a range of tools for integrity checking, an automatic file 
format identification tool (DROID—Digital Object Record Identification), and an object characteriza-
tion tool (JHOVE—JSTOR/Harvard Object Validation Environment) were also introduced during the 
first decade.

The most recent period is characterized by the widespread development of operational digital pres-
ervation services. The new generation repository software incorporates the relevant standards and tools, 
enabling the building of more reliable preservation systems. In addition, the current environment offers 
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a number of options for selecting preservation approaches, from institutional repositories to shared or 
hosted solutions. The models with cloud-based services, such as DuraCloud or Preservica, make digital 
preservation more affordable and accessible to smaller cultural heritage institutions.

STANDARDS
The development and adoption of open standards proved to be critical to progress in digital preserva-
tion. Conceptual frameworks and metadata standards provide a theoretical foundation for developing 
reliable preservation systems and services. Two standards that have been recognized as particularly 
influential are the OAIS reference model and PREMIS metadata standard.

OAIS reference model is a high-level standard that provides a conceptual framework and consis-
tent terminology for developing and maintaining archival information systems (Lee, 2010). The major 
purpose of the model is “to facilitate a much wider understanding of what is required to preserve and 
access information for the long term” (CCSDS, 2012, p. 2.1). It was developed by the researchers at 
the Consultative Committee for Space Data Systems (CCSDS) in 2001 and became an ISO standard 
in 2002. The model identifies the key players in the information environment, including Producers, 
Managers, and Consumers. In defining Information Object, it makes a distinction between Data Ob-
ject (sequence of bits) and Representation Information. Data Object is interpreted with the associated 
Representation Information, yielding a useful and meaningful Information Object. This distinction is 
important in the context of archival information systems that need to support preservation of bits as 
well as the maintenance of Representation Information.

In addition to defining informational concepts, the Reference Model provides a functional layout of 
an archival system, identifying six main entities (Preservation Planning, Administration, Ingest, Data 
Management, Archival Storage, and Access), and the way that information flows between them (see 
Fig. 9.2). It addresses both the access and preservation aspects of ingesting digital objects and associ-
ated descriptive information into a repository for long-term storage. Lee (2010) notes that many aspects 
of the model rest on the distinction between the Submission Information Packages (SIP) received from 
Producers, the Archival Information Package (AIP) generated from SIPs upon ingest and managed by 
archives, and the Dissemination Archival Package (DIP) accessed by Consumers. The OAIS model 
provides a foundation for building and implementing standard and interoperable repository systems.

PREMIS (Preservation Metadata: Implementation Strategies) is the international standard for 
metadata to support the preservation of digital objects and ensure their long-term usability (Library of 
Congress, 2015). It specifies the metadata units that a repository needs to maintain core preservation func-
tions. The standard was developed by the OCLC/RLG working group in 2005. Its current development is 
managed by the Library of Congress in conjunction with the PREMIS Editorial Committee. The standard 
consists of a Data Model and Data Dictionary. An XML schema is also available to support the implemen-
tation of the data dictionary in digital repository systems. Version 2.2 of the PREMIS Data Dictionary is 
currently available though the Library of Congress (PREMIS Editorial Committee, 2012).

The Data Dictionary defines preservation metadata as “the information a repository uses to support 
the digital preservation process” (PREMIS Editorial Committee, 2012, p. 3). Preservation metadata 
spans a number of metadata types, including descriptive, structural, technical, and administrative. The 
Data Dictionary places a strong emphasis on the documentation of digital provenance (the history of an 
object) and the documentation of relationships, especially relationships among different objects within 
the preservation repository.
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PREMIS standard provides a simple data model to organize the semantic units defined in the 
Data Dictionary and to encourage a shared way to organize preservation metadata (Dappert and 
Enders, 2010). The following entities are defined in the Data Model:

•	 Intellectual	Entity:	a	set	of	content	that	is	considered	a	single	intellectual	unit	for	purposes	of	
management and description, for example, a particular book, map, photograph, or database.

•	 Object	(or	Digital	Object):	a	discrete	unit	of	information	in	digital	form.
•	 Event:	an	action	that	involves	or	impacts	at	least	one	Object	or	Agent	associated	with	or	known	

by the preservation repository.
•	 Agent:	person,	organization,	or	software	program/system	associated	with	Events	in	the	life	of	an	

Object or with Rights attached to an Object.
•	 Rights:	assertions	of	one	or	more	rights	or	permissions	pertaining	to	an	Object	and/or	Agent	

(PREMIS Editorial Committee, 2012, p. 6).

Fig. 9.3 demonstrates the entities in the PREMIS data model and the relationships between them.
The PREMIS Data Dictionary defines semantic units, not metadata elements. As Caplan (2009) ex-

plains, PREMIS does not specify how metadata should be represented or implemented in a repository 
system; it only defines what the system needs to know and should be able to export to other systems. 
Semantic units describe properties of digital objects and their contexts or the relationships between 
them. Each semantic unit defined in the Data Dictionary is mapped to one of the entities in the Data 
Model. For example, the Object entity is described by a number of semantic units, such as objectIden-
tifierType or objectIdentifierValue, defined as mandatory (M) and nonrepeatable (NR). Semantic units 
are presented in a hierarchical structure.

PREMIS may be implemented in a variety of ways, which offers the potential of broad application 
across a wide range of preservation contexts. Guenther (2010) explores using PREMIS within a METS 

FIGURE 9.2 OAIS Functional Entities (CCSDS, 2012) 
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container and points to the benefits of using the two metadata standards together. A number of research 
studies investigate implementation of PREMIS in practical digital library settings. Alemneh (2009) 
examined the barriers to adopt PREMIS in cultural heritage institutions. Donaldson and Conway 
(2010) present a case study in which PREMIS is implemented in the Florida Digital Archive. Findings 
point to the iterative nature of the implementation process and to the necessity of adopting the standard 
in the local repository. Donaldson and Yakel (2013) investigated the adoption of PREMIS by several 
organizations registered with the Library of Congress PREMIS Implementers Group. The researchers 
confirm the findings of the earlier studies, indicating that many institutions have made the decision to 
adopt PREMIS, but few have fully implemented it.

DIGITAL REPOSITORIES
Digital repositories are information systems that ingest, store, manage, preserve, and provide access to 
digital content. The OAIS model provides a conceptual foundation for designing standard-compliant 
repositories. Digital repositories are a relatively new phenomenon that emerged in the early 2000s. A 
concept of trusted digital repositories has been advanced to ensure high-level preservation services 
for all types of repositories. There are several repositories types, including institutional, disciplinary, 
government, and centralized repositories, which aggregate content from several subsidiary repositories. 
According to the Directory of Open Access Repositories, most of the content in open access (83.2%) 
is available through institutional repositories (OpenDOAR, 2015). As Lynch (2003) observes, institu-
tional repositories offer an essential infrastructure for scholarship in the digital age and a potential to 
revolutionize scholarly communication. He also notes that a key part of the service is to manage tech-
nological change and the migration of digital content from one set of technologies to the next.

Institutional digital repositories serve multiple purposes. Their primary goal is to support scholarly 
communication and provide open access to articles, dissertations, and research data. In addition, they 
provide platforms for storing and preserving the digital master files created as a result of digitization 

FIGURE 9.3 The PREMIS Data Model (PREMIS Editorial Committee, 2012)
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projects. The boundaries between a repository and digital libraries are sometimes blurred, as reposito-
ries also host digital collections for access. The combination of access and preservation functions poses 
significant challenges. McGovern and McKay (2008) investigated the juncture of institutional repository 
implementation and digital preservation programs and provided a set of recommendations for leverag-
ing the benefits of institutional repositories to strengthen long-term preservation. A number of research 
studies examine the current practices of digital preservation in the institutional repository environment 
(Banach and Li, 2011; Kunda and Anderson-Wilk, 2011; Neatrour et al., 2014; Oehlerts and Liu, 2013).

Trusted digital repositories perform preservation functions. This notion was first introduced in the 
seminal report, Preserving Digital Information (Waters and Garrett, 1996). The authors emphasize the 
role of trust in managing the identity, integrity, and quality of digital information in archival systems 
and recommend developing a process of certification. The concept of a trusted digital repository was 
fully articulated in another foundational report, Trusted Digital Repositories: Attributes and Responsi-
bilities, prepared by a RLG/OCLC working group (Beagrie et al., 2002). A trusted digital repository is 
defined as one “whose mission is to provide reliable, long-term access to managed digital resources to 
its designated community, now and in the future” (Beagrie et al., 2002, p. 5). In order to gain recogni-
tion as “trusted,” a repository has to have certain attributes that ensure the reliability and authenticity of 
stored information. The RLG/OCLC group outlines the following characteristics of sustainable digital 
repositories:

•	 Accept	responsibility	for	the	long-term	maintenance	of	digital	resources	on	behalf	of	its	
depositors and for the benefit of current and future users

•	 Have	an	organizational	system	that	supports	not	only	long-term	viability	of	the	repository	but	also	
the digital information for which it has responsibility

•	 Demonstrate	fiscal	responsibility	and	sustainability
•	 Design	its	system(s)	in	accordance	with	commonly	accepted	conventions	and	standards	to	ensure	

the ongoing management, access, and security of materials deposited within it
•	 Establish	methodologies	for	system	evaluation	that	meet	community	expectations	of	

trustworthiness
•	 Be	depended	upon	to	carry	out	its	long-term	responsibilities	to	depositors	and	users	openly	and	

explicitly
•	 Have	policies,	practices,	and	performance	that	can	be	audited	and	measured	(Beagrie et al., 2002, p. 5)

In addition, the RLG/OCL report discusses methods and strategies for the certification of trusted 
digital repositories. A regular cycle of certification and audit is recommended for digital repositories 
to remain trustworthy. The process of certification has gained considerable attention in the last decade, 
and a number of standards and checklists have emerged, such as TRAC (The Trustworthy Reposito-
ries Audit & Certification Checklist), superseded by the ISO 16363:2012—Audit and Certification of 
Trustworthy Digital Repositories international standard. A range of tools have been developed in Eu-
rope, including nestor, DRAMBORA, Platter, and Data Seal of Approval. The recent publications on 
digital preservation provide an overview of these tools (Brown, 2013; Corrado and Moulaison, 2014).

PRESERVATION REPOSITORY SOFTWARE
Building operational digital repositories requires a technical infrastructure and dedicated software 
to support the functions of ingesting, storing, managing, preserving, and providing access to digital 
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content. Digital repository software is an area of active development, with several open source and 
proprietary solutions emerging. The benefits and limitations of open source versus proprietary software 
are discussed in Chapter 6 in the context of digital library management systems (DLMS).

Many early open source solutions, including DSpace (http://www.dspace.org/), EPrints (http://
www.eprints.org/), and Fedora (http://fedorarepository.org/) were developed as part of the Open Ac-
cess (OA) movement to provide platforms for the open dissemination of scholarly publications. Com-
parative studies of the early generation of open source repository software that focused on DSpace, 
EPrints, and Fedora found varying levels of support for preservation functions. In the examined group, 
Fedora demonstrates the strongest support for features essential to digital preservation (Fay, 2010; 
Madalli et al., 2012). Fedora is one of the most versatile solutions among open source software, as it 
provides support for building digital collections for access and performs digital preservation functions. 
It is often integrated with the new generation of open source systems, such as Hydra and Islandora. 
DSpace, Fedora, Hydra, and Islandora as multipurpose digital library management systems, are de-
scribed in more detail in Chapter 6. The new generation of open source preservation repository soft-
ware, including such software as Archivematica and DAITSS, is built in compliance with the OAIS 
functional model and implements active preservation strategies.

The following list provides a brief overview of selected open source and proprietary solutions. The 
review of the software is by no means comprehensive, nor is it meant to serve as a recommendation or 
evaluation. There are many other options available, especially in the open source category. Archive-
matica represents a more recent development in the open source category. Rosetta is an example of a 
proprietary software that is often used in conjunction with digital library management systems.

•	 Archivematica (https://ww.archivematica.org/en/) is an open source, standards-based, integrated 
suite of software tools designed to process digital objects from ingest to access. Archivematica 
version 0.10 was released in 2013; as of Nov. 2015, version 1.4 was available. Its functionality 
is based on the OAIS reference model. It supports a range of preservation standards, including 
Dublin Core, METS, and PREMIS metadata standards and incorporates the Library of Congress 
BagIt file packaging format and other task-specific applications. Archivematica can be 
integrated with digital library management or preservation systems, including AtoM, DSpace, 
CONTENTdm, Islandora, LOCKSS, and DuraCloud.

•	 Rosetta (http://www.exlibrisgroup.com/category/RosettaOverview) is a proprietary software 
developed by Ex Libris in collaboration with the National Library of New Zealand. It is intended 
for managing and preserving digital library resources as well as research data. Rosetta is 
compliant with the OAIS reference model. It serves as an integrated solution with one central 
repository, which can be synchronized with many other applications. It is used by a number of 
libraries in Europe, the United States, and New Zealand. University of Utah’s J. Willard Marriott 
Library uses Rosetta as a preservation system alongside CONTENTdm, which is used for building 
digital collections (Neatrour et al., 2014).

PARTNERSHIPS AND HOSTED SERVICES
Operational digital repositories can be developed in house with a custom-built approach or by using an 
open source and proprietary software. Developing and managing an institutional repository requires a 
significant investment of resources and expertise, and some institutions decide to share the burden and par-
ticipate in cooperative programs or outsource the preservation functions to a hosted preservation service.

http://www.dspace.org/
http://www.eprints.org/
http://www.eprints.org/
http://fedorarepository.org/
https://ww.archivematica.org/en/
http://www.exlibrisgroup.com/category/RosettaOverview
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Shared repositories are preservation repositories created through the membership or partnerships 
of libraries and archives to store and share their digital collections. They represent collaborative efforts 
to advance digital preservation by reducing cost and sharing expertise. Two models of collaborative 
initiatives have emerged: (1) centralized infrastructure and services supported by membership fees, and 
(2) infrastructure and services distributed geographically and shared among participating members. 
HathiTrust and Portico are two well-known examples of the centralized model, while MetaArchive 
represents a successful case of collaboration in a distributed environment. Walters and Skinner (2010) 
argue that interinstitutional repositories provide a sustainable approach to digital preservation. Partici-
pating members not only distribute costs but also have an opportunity to leverage expertise across a 
diverse body of institutions.

•	 HathiTrust (http://www.hathitrust.org/) was launched in 2008 as a collaborative initiative of major 
research libraries to ensure that the cultural record is preserved and accessible long into the future. 
Initially, HathiTrust was created to provide a preservation platform for storing a large volume 
of items digitized through mass digitization projects, such as the Google Book Project and Open 
Content Alliance (OCA). HathiTrust is also a large-scale digital library, and as such is described 
in more detail in Chapter 1. As Christenson (2011) emphasizes “at the heart of HathiTrust is a 
shared secure digital repository owned and operated by a partnership of major research libraries” 
(p. 95). Currently, there are more than 60 partners in HathiTrust, and membership is open to 
institutions worldwide. The HathiTrust repository now contains the largest collection of digital 
volumes outside of Google Books. It represents an example of a “light archive,” meaning that 
the repository also functions as a digital library and provides access to some of their collections. 
Access is restricted to items under copyright.

•	 MetaArchive (http://www.metaarchive.org/) was established in 2003 as a “community-owned 
and community-operated distributed digital preservation network” (Walters and Skinner, 2010, 
p. 264). MetaArchive works as a cooperative, with members paying membership fees but also 
contributing in-kind with staff, technology, and space. As Walters and Skinner (2010) note, 
these in-kind contributions keep preservation costs low. The cooperative includes members from 
over 50 institutions in 13 states and 3 countries. The distributed model relies on the open source 
software, LOCKSS (Lots of Copies Keep Stuff Safe), developed at Stanford University. Member 
institutions host servers within their own organizational infrastructures, while LOCKSS software 
enables connecting the servers in a secure network and replicating the content for preservation 
purposes. Servers are selected and assigned to content on the basis of their widespread 
geographical distribution (MetaArchive, 2015). MetaArchive is an example of a dark archive, 
meaning there is no public access to it.

Hosted preservation services, sometimes referred as “preservation-as-a-service,” are digital re-
positories maintained by nonprofit organizations that provide archiving services for a fee. The pricing 
structure is usually based on the number of digital objects and/or size in terabytes of the collection(s). 
There are a number of hosted services available on the market. OCLC DigitalArchive and DuraCloud 
serve primarily cultural heritage institutions.

•	 OCLC DigitalArchive (http://www.oclc.org/digital-archive.en.html) is an archiving solution 
for institutions that prefer to outsource the preservation of their digitized assets to a nonprofit 
organization. OCLC DigitalArchive provides a hosted preservation option to institutions involved 
in digitization that decide not to build their own repository or participate in collaborative 

http://www.hathitrust.org/
http://www.metaarchive.org/
http://www.oclc.org/digital-archive.en.html
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initiatives. OCLC can securely store digital master files for a fee. OCLC DigitalArchive is 
convenient for institutions using CONTENTdm software, as the ingest of digital master files is 
integrated with CONTENTdm functionality. There is an additional fee for archiving on top of a 
CONTENTdm subscription. Like MetaArchive, OCLC DigitalArchive is also a dark archive.

•	 DuraCloud (http://www.duracloud.org/) is a hosted, cloud-based preservation service offered 
by DuraSpace, a not-for-profit organization founded in 2009 by the stakeholders of DSpace 
Foundation and Fedora Commons. DuraCloud is one of several open source services supported 
by DuraSpace. It is focused on providing preservation support and access services for academic 
libraries and other cultural heritage organizations. In addition to cloud storage, DuraCloud 
provides services that enable digital preservation, data access, transformation, and data sharing.

Digital technology presents a paradox in the realm of digital preservation. On one hand, it poses 
a number of challenges and risks for preserving digital content because of technological failures and 
obsolescence. On the other hand, technological progress offers improved solutions and tools for main-
taining digital objects in the long-term in reliable and trusted repository systems. Measurable progress 
has been made in establishing a conceptual framework for repository systems, developing validation 
tools, and building a technical infrastructure. Digital libraries are part of this active development, but 
in practice, insufficient attention and resources are allocated to digital preservation priorities, especially 
at smaller institutions. Digital preservation practice in the digital library field is still in the early stages 
of development. While practical guidelines are available for bit-level preservation, more research is 
needed on capturing and maintaining representation and contextual information. National libraries and 
large research libraries have taken a lead in establishing preservation programs and developing new 
solutions and best practices. Hopefully, with an increasing awareness of the importance of digital 
preservation and the diffusion of best practices and tools, sustainable models will be adopted in the 
mainstream digital library practice in the near future.
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