CHAPTER

Metadata

INFORMATION IN THIS CHAPTER

* Metadata
° Impact

* Metadata Extraction
¢ Data Leakage Protection (DLP)

INTRODUCTION

In the last few chapters we have learned extensively about how to find information
online. We learned about different platforms, different techniques to better utilize
these platforms, and also tools which can automate the process of data extraction. In
this chapter we will deal with a special kind of data, which is quite interesting but
usually gets ignored, the metadata.

Earlier metadata was a term mostly talked about in the field of information sci-
ence domain only, but with the recent news circulation stating that National Security
Agency has been snooping metadata related to phone records of its citizens, it is
becoming a household name. Though still many people don’t understand exactly
what metadata is and how it can be used against them, let alone how to safeguard
themselves from an information security point of view.

The very basic definition of metadata is that it’s “data about data,” but some-
times it’s a bit confusing. So for the understanding purpose we can say that meta-
data is something which describes the content somehow but is not the part of the
content itself. For example in a video file the length of the video can be its metadata
as it describes how long the video will play, but it is not the part of the video itself.
Similarly for an image file, the make of the camera used to click that picture can be
its metadata or the date when the picture is taken as it tells us something related to
the picture, but is not actually the content of the picture. We all have encountered
this kind of data related to different files at some point of time. Metadata can be
anything, the name of the creator of the content, time of creation, reason of cre-
ation, copyright information, etc.

The creation of metadata actually started long ago in libraries, when people
had information in the form of scrolls but no way to categorize them and find them
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quickly when needed. Today in the digital age we still use metadata to categorize
files, search them, interconnect them, and much more. Most of the files that reside in
our computer systems have some kind of metadata. It is also one of the key compo-
nents needed for the creation of the semantic web.

Metadata is very helpful in managing and organizing files and hence is used
extensively nowadays. Most of the times we don’t even make a distinction between
the actual content and its metadata. It is usually added to the file by the underlying
software which is used to create the file. For a picture it can be the camera that was
used to click it, for a doc file it can be the operating system used, for an audio file
it can be the recording device. Usually it is harmless as it does not reveal any data
which can be sensitive from information security perspective, or is it? We will see
soon in the following portion of this chapter.

There are huge number of places where metadata is used, from the files in
our systems to the websites on the internet. In this chapter we will mainly focus
on extracting metadata from places which are critical from information security
view point.

METADATA EXTRACTION TOOLS

Let’s discuss about some of the tool which can be used for the metadata extraction.

JEFFREY’S EXIF VIEWER

Exif (exchangeable image file format) is basically a standard used by devices which
handle images and audio files, such as video recorder, smartphone cameras etc., It
contains data like the image resolution, the camera used, color type, compression etc.
Most of the smartphones today contain a camera, a GPS (global positioning system)
device, and internet connectivity. In many of the smartphones when we click a pic-
ture it automatically tracks our geolocation using the GPS device and embeds that
information into the picture just clicked. We being active on social networks share
these pictures with the whole world.

Jeffrey’s Exif Viewer is an online application (http://regex.info/exif.cgi)
which allows us to see this Exif data present in any image file. We can sim-
ply upload it from our machine or provide the URL for the file. If an image con-
tains the geolocations, it will be presented in the form of coordinates. Exif
Viewer is based on the Exif Tool by Phil Harvey, which can be downloaded from
http://www.sno.phy.queensu.ca/~phil/exiftool/. It not only allows to read the Exif
data but also write it to the files. Exif Tool supports a huge list of different formats
like XMP, GFIF, ID3, etc., which are also listed on the page.
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] regex.info/exif.cgi

Basic Image Information

Target file: WP_20140922_10_40_53_Projpg

Camera: | Nokia Lumia 630
Exposure: | Auto exposure, /8 sec, £2.4, ISO 1600
Flash: Off, Did not fire

Date: September 22, 2014 10:40:53AM (timezone not specified)
(12 hours, 48 minutes, 17 seconds ago. assuming image timezone of 32 hours ahead of GMT)

Location: | Latitude/longitude: 28° 35" 30.7" North, 77°22' 17.5" East
(

Location guessed from coordinates:
E-88, E-block, Sector 32, New Okhla Industrial Development Area, Uttar
Pradesh 201307, India

Map via embedded coordinates at: Google, Yahoo, WikiMapia, OpenStreetMap, Bing (also see
the Google Maps pane below)

Altitude: 176 meters (577 feet)
Timezone guess from earthtools.org: 3% hours ahead of GMT

File: 916 x 1,632 JPEG (1.5 megapixels)

Color WARNING: Color space tagged as sRGB. without an embedded color profile.
Encoding: || Windows and Mac browsers and apps treat the colors randomly.

Images for the web are most widely viewable when in the sSRGB color space and with
an embedded color profile. See my Introduction to Digital-Image Color Spaces for
more information.

FIGURE 7.1
Jeffrey's Exif Viewer.
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Using the geolocation in the images we share, anyone can easily track where we
were exactly at the time of clicking it. This can be misused by people with ill inten-
tions or stalkers. So we should be careful if we want to just share our pictures or
locations too.

EXIF SEARCH

We just discussed about the Exif and its power to geolocate the content. There is a
dedicated search engine which allows us to search through geotagged images, it’s
called Exif Search (http://www.exif-search.com/).

This search engine provides data about the images and pictures from all
over the internet. It contains a huge number of searchable Exif images from
different mobile devices. Being totally different from traditional image search
engines, which tend to just provide us the image as a result, Exif also provides
the metadata.

When we search in Exif Search, it searches the image and its information in
its own database and provides us the result. Currently it has more than 100 million
images with metadata and it’s constantly updating its database.

This search engine provides user the freedom to search an image based on
location, date, and device type. It also allows us to sort the data based on these
date location or device type. Another unique feature of this search engine is that it
allows us to force the search engine to fetch us result for only images that contains
GPS data. There is a small check box available just below the search bar which
does the work for us.

¢ || B~ Google Al & &=

Map | Satellite

wwwwwwww

0031 U : Map data £2014 Google,INEG) | Temzaflse

HOME | ABOUTUS | SERVICES | DEVICE MAP

#; exif Photo Search

Search Photos on the Internet by location, date, and device type

[T oty protos with Ges.

Recently Found Photos: (104,017,893)

JaS & § o

FIGURE 7.3
Exif-search.com interface.
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It also supports a huge number of devices. The list can be found
http://www.exif-search.com/devices.php, some of them are Canon, Nikon, Apple

and Fujifilm etc.

€ il ® www.eif-search.com/index.php?q=niagra+falls&SD=2013

[8) Most Visited { Getting Started

Date:
Location:

Device:
Details:

FIGURE 7.4

9-01&ED=2014-09-17 8ix=408ty=22&geo=1#.VCBQjlewCzE

" Web Slice Gallery

Drenched Last year Willie, Will, and I got our first great
moonbow photo while on top of the Upper Yosemite Falls
trail. Thanks to some professors in Texas just about anyone
can find out when the moon bows in Yosemite will occur.
Trying to avoid the hoards of crowds at the Sentinal Bridge
parking lot we decided to try to find a more unique
moonbow and something different from last year. Willie and I
had seen a number of timescape videos, most notably Steve
Bumgardner's official video for the Yosemite Conservancy, in
which moonbows were photographed at Cascade Falls. We
knew we had to try this! .I spent a lot of time trying to figure
out how to get to the proper location to shoot a moonbow at
Cascade Falls. You need to get high enough and east enough
to get around a jut in the rocks (you can see it here, where
the water flows over, blocking the top of the falls) to get the
proper angle to see the top of the falls, which has a really nice
“S” curve to it. I used Google Earth and a number of other
peoples images to get a vague idea of what we had to do. We
found out that Steve traveled up from the bottom (along
highway CA-140) but I thought you might be able to drop in
from the top. When I arrived at Yosemite on Saturday I quickly
ruled out the top-down approach. I hopped in the car, drove
down to the bottom, and started on up. After an hour of
completely sweating, super steep climbing, and searching high

Exif-search.com sample search result.

ivMeta

Similar to images, video files can also contain GPS coordinates in their metadata.
ivMeta is a tool created by Robin Wood (http://digi.ninja/projects/ivmeta.php) which
allows us to extract data such as software version, date, GPS coordinates, model
number from iPhone videos. iPhone is one of the most popular smartphone available
and has a huge fan base. With more than a million users, their activity to show the
uniqueness of the iPhone standard makes them more vulnerable to metadata extrac-
tion. No doubt on the camera quality of the devices and the unique apps to make the
pictures and videos look more trendy, iPhone users upload lots of such data content
everyday in different social networking sites. Though there is an option available on
the device to deactivate geotagging, the by-default setting and the use of GPS allows
to create metadata about any image or video taken. In this case this tool comes handy
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138

CHAPTER 7 Metadata

to gather all the such information from iPhone videos. This tool is a Python script, so
running it requires Python installed (2.7+). It can be very helpful in forensic exami-
nation of iPhone videos.

C:\Windows\system32\cmd.exe l =HREl X

C:\Users\<o.o0>\Douwnloads\Compressed\ivmeta>ivmeta.py —v IMG_1862.MOU
ivMeta 1.8 Robin Wood <(robhinfdigininja.org) (www.digininja.org)

FEEOEEEOEEOOEOOEOOEEOOEOOOOOOOOOE
Parsing: IMG_1862.MOU

362 I M I I M I IIIFIIIIIIIIIIIIIIIONE

Type starts at 4 and ends at 128 (length 116>

Type Marker: gt

+ Maker starts at 36595221 and ends at 36595234 (length 5>

at 36595147 and ends at 36595168 {(length 5>
on: 7.1.1
s at 36595164 and ends at 36595196 d(length 24>
: 2014-87-06T13:27:49+0530
IGPS: Not found
+ Model starts at 36595208 and ends at 36595217 {length 9>
Model: iPhone 5s

IC:\Users\C(o.0>)\Dounloads\Compressed\ivmeta>

FIGURE 7.5

ivMeta in action.

HACHOIR-METADATA

Hachoir-metadata is based on hachoir Python library. This is one of the hachoir project
used for metadata extraction. As its base library is Python, this tool is also a Python
tool which can be used to extract metadata from not only image, audio and video but
also archives. This supports more than 30 different formats to extract metadata that
is also a unique feature on its own.

Some other features that make this tool stand apart from other similar tools are
that it supports invalid and truncated files and its ability to avoid duplicate data. Apart
from these, it also provides freedom to the users to filter the metadata by setting pri-
orities to the values. This tool is generally available for different Linux versions and
can be downloaded from the URL: https://bitbucket.org/haypo/hachoir/wiki/Install.

Some of the popular formats supported by this tool are bzip2, gzip, tar, zip, etc.,
in archive files; bmp, ico, gif, jpeg, png etc., in images. There is also a popular for-
mat supported by this tool, PhotoShop Document (PSD). As Adobe PhotoShop is
very popular software for image editing in the multimedia industry, supporting this
format is definitely a plus for the users who want to extract metadata. In audio it
supports mpeg and real audio, where real audio is the default audio format used in
Apple devices. In video it supports flv format. This is again definitely a plus because
it is widely used in YouTube, one of the largest video sharing site and it also supports
mov, the Apple QuickTime movie support that can be well used in Apple device video
forensics. The other popular supported formats are exe, which expands the metadata
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extraction to another level by allowing all the Microsoft portable executables. It also
supports torrent files, which are the easy solution to most of the data sharing require-
ments. So torrent metadata extraction is definitely one of its unique feature. Who even
would thought of extracting metadata from ttf or true type fonts, but yes this tool also
supports ttf format. There are many other formats it supports. we can get the details
from the following url: https://bitbucket.org/haypo/hachoir/wiki/hachoir-metadata.
This hachoir-metadata is basically a command-line tool, and by default it’s very
verbose. That means running the same without any switches, it provides lots of information.

# hachoir-metadata xyz.png

We can also run this tool with multiple and different file formats at a time to get
the desired result.

# hachoir-metadata xyz.png abc.mp3 ppp.flv

When we need only mime details we can use

# hachoir-metadata --mime xyz.png abc.mp3 ppp.flv

When we need little more information other than mime we can use -type switch
# hachoir-metadata --type xyz.png abc.mp3 ppp.flv

for exploring the tool for other options we can use

# hachoir-metadata --help

FOCA

On a daily basis we work with a huge number of files such as DOC, PPT, PDF, etc.
Sometimes we create them, sometimes edit, and sometimes just read through. Apart
from the data we type into these files, metadata is also added to them. To a normal
user this data might seem harmless, but actually it can reveal a lot of sensitive infor-
mation about the system used to create it.

Most of the organizations today have online presence in the form of websites
and social profiles. Apart from the web pages, organizations also use different files
to share information with general public and these files may contain this metadata.
In Chapter 5 we discussed how we can utilize search engines to find the files that are
listed on a websites (E.g. In Google: “site:xyzorg.com filetype:pdf”). So once we
have listed all these files, we simply need to download them and use a tool which can
extract metadata from them.

FOCA is atool which does this complete process for us. Though FOCA means seal
in Spanish, the tool stands for ‘Fingerprinting Organizations with Collected Archives’.
It can be downloaded from https://www.elevenpaths.com/labstools/foca/index.html.
After downloading the zip file, simply extract it and execute the application file
inside the bin folder.

To use FOCA we simply need to create a new project, provide it with a name and
the domain to scan. Once this is saved as a project file, FOCA allows us to choose
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the search engines and the file extensions that we need to search for. After that we
can simply start by clicking on the button “Search All.” Once we click on this button
FOCA will start a search for the ticked file types on the mentioned domain, using
different search engines. Once this search is complete it will display the list of all the
documents found, their type, URL, size, etc.

Now we have the list of the documents present on the domain. Next thing we need
to do is download the file(s) by right clicking on any one and choosing the option
Download/Download All. Once the download is complete the file(s) is/are ready for
inspection. So now we need to right click on the file(s) and click on the Extract Meta-
data option. Once this is complete we can see that under the option Metadata at the
right-hand side bar FOCA has listed all the information extracted from the document(s).

This information might contain the username of the system used to create the
file, the exact version of the software application used to create it, system path, and
much more which can be very helpful for an attacker. Though metadata extraction is
not the only functionality provided by FOCA, we can also use to it to identify vul-
nerabilities, perform network analysis, backups search and much more information
gathering, the most prevalent functionality.

@ wmmm— - FOCA (final version) 3.4 N % SIEN[ES
]=/Project  ]=/Report 7 Tools <} Options (3 TaskList Plugins &’ About
5@ wamtomn
-2 Network Attibute Value s
@z Domains File Information
€9 Roles ; , _
@ Vulnerabilties e R R L i L
E} Metadata Local path s TR e el e el e ol @
7", Documents (5/626) Download Yes
£-@) doc 5 Analized Yes
@) et il s vl Bkl | Download date 9/22/2014 11:05:56 PM
-] s i o | i Size 204 KB |
00 Eme——
& = e - Dates =
6T g . Creation date 10/31/2008 5:00:00 AM
- Metadata Summary Modied date 12/14/2010 5:49:00 AM
g5 Users (5) Other Metadata
) Folders (2)
& Pirters 0 Application Microsoft Office
D Sohware (2 Encoding Latin |
2 Emails (0) Statistics Pages: 1 Words: 6107 Characters: 34814 Bytes: 0 Lines: 290 Paragraphs: 81
£7 Operating Systems (2) Revisions 315
), Passwords (0) Template Normal.dot Fi
3 Servers (0) Operating system Windows XP
Edtion time 03:58:00
< . ] » Softwars B
Time Source Seveity ~ Message A
11:0657... Fuzzer medium i e ey g e e v el ———
11:0659... MetadataSearch  low Facnin B sl el e 7 G T S T i B ] " " el B
11:0659... MetadataSearch  low o e e mm omm e e e e wemm
11:06:59... MetadataSearch  low PG " T (N Y LA T e e
11:07:00... MetadataSearch  low s s e i o D e miem e " e — o
11:07.00... MetadataSearch  low LN S CERSEN: SN _CEECECEN SO NS SRS Cmn SR NN RO I -
3 Coni_] 53 Deaciivate AutoScroll | (2 Clear | [HSavelog o File
All documents were analized B
FOCA result.

Similar to FOCA, Metagoofil is yet another tool to extract metadata from documents
which are available online. Metagoofil is basically a Python based command line too.
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The tool can be downloaded from https://code.google.com/p/metagoofil/downloads/
list. Using this tool is fairly easy; there are a few simple switches that can be used to
perform the task.

The list of the options is as following:

Metagoofil options
-d: domain to search
-t: filetype to download (pdf, doc, xIs, ppt, odp, ods, docx, xIsx, pptx)
-1: limit of results to search (default 200)
-h: work with documents in directory (use “yes” for local analysis)
-n: limit of files to download
-0: working directory (location to save downloaded files)
-f: output file

We can provide the queries such as the one mentioned below to run a scan on
target domain and get the result in the form of a HTML file, which can be easily read
in any browser:

metagoofil -d example.com -t doc,pdf -1 100 -n 7 -o /root/Desktop/meta -f /root/
Desktop/meta/result.html

root@kali: ~

File Edit View Search Terminal Help
:~# metagoofil

VAVA

/ \/\ A\
VAVAVANRN

\/

Metagoofil Ver 2.2

Christian Martorella

Edge-Security.com

cmartorella_at_edge-security.com

SAAA A AAAA AT AAA A AAAA A AAAAA A AAAA A AAAA A

Usage: metagoofil options

: domain to search

ectory (use
to download
- orking di ry (location to save downloaded files)
-f: output file
Examples:
metagoofil.py -d apple.com -t doc,pdf -1 200 -n 50 -o applefiles -f results.ht
ml
metagoofil.py -h yes -o applefiles -f results.html (local dir analysis)

~# 1

FIGURE 7.7

Metagoofil interface.

Similar to FOCA, Metagoofil also performs search for documents using search
engine and downloads them locally to perform metadata extraction using various


https://code.google.com/p/metagoofil/downloads/list
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http://example.com
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Python libraries. Once the extraction process is complete the results are simply dis-
played in the console. As mentioned above these results can also be saved as a HTML
file for future reference using the -f switch.

[ metagooiresus

® | file/root/Desktop/DataMine/results.html v &| [

BBackTrack Linux [ offensive Security KlExploit-DB W Aircrack-ng JgjSomaFM

Results for: amity.edu/placement

50%
40%
10%
|
4 5 o [ 1

Usemames Sofware Emails Paths/Servers

User names found:

® amitp

® ankurt

¢ siddharth
® byanjanikb

Software versions found:

* Microsoft Office Word

® Acrobat Distiller 5.0.5 (Windows)
® PScript5.dll Version 5.2

® pbyOpenOffice.org 3.1

® by Writer

FIGURE 7.8

Metagoofil result.

Similarly there are other tools which can be used for metadata extraction from various different
files, some of these are listed below:

¢ Medialnfo—audio and video files (http://mediaarea.net/en/Medialnfo)

*  Gspot—uvideo files (http://gspot.headbands.com/)

* Videolnspector—video files (http://www.kcsoftwares.com/?vtb#help)

* SWF Investigator—SWF/flash files http://labs.adobe.com/downloads/swfinvestigator.html)
¢ Audacity—audio files (http://audacity.sourceforge.net/)

IMPACT

The information collected using metadata extraction can be handy and used to craft
many different attacks on the victim by stalkers, people with wrong motivations
and even government organizations. The real-life scenario can be worse than what
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http://audacity.sourceforge.net/
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we can expect. As information collected from the above process provide victims’
device details, area of interest, and sometime geolocation also, the information
such as username, software used, operating system etc. is also very critical for an
attacker. This information can be used against the victim using simple methods
such as social engineering or to exploit any device-specific vulnerability that harms
the victim personally in real life as it also provides exact location where the victim
generally spends time.

And all those things are possible just because of some data that mostly nobody
cares or some might not even realize its existence, even if they do, then also most of
them are not aware where this data can lead to and how it makes their real as well as
virtual life vulnerable.

As we have seen that how much critical information is revealed through the
documents and files uploaded without us realizing it and what are possibilities of
turning this data as critical information against a victim and use them as an attack
vector. Now there must be a way to stop this, and it’s called as data leakage protec-
tion (DLP).

SEARCH DIGGITY

In the last chapter we learned a about advanced search features of this interesting
tool. For a quick review Search Diggity is tool by Bishop Fox which has a huge set
of options and a large database of queries for various search engines which allow us
to gather compromising information related to our target. But in this chapter we are
most interested on one of the specific tab of this tool and that is DLP.

There are wide numbers of options to choose from side bar of DLP tab in search
Diggity. Some of the options are credit card, bank account number, passwords,
sensitive files, etc.

This DLP tab generally is a dependent one. We cannot directly use this. First we
have to run some search queries on a domain of our interest then select and down-
load all the files those are found after completion of that search query than provide
the path in DLP tab to check whether any sensitive data is exposed to public for that
particular domain or not. To do so we can choose either Google tab or Bing tab which
means either Google search engine or Bing and in that have to select “DLPDiggity
initial” option to start searching for backup, config files, financial details, database
details, logs and other files such as text or word document, and many more from
that domain of our interest. Though there is a option to only choose some specific
suboptions from “DLPDiggity initial” option, from demo prospective let’s search
for all the suboptions. After completion of the query we will get all the available
files in tabular format in a result section of this tool. Select all the files that we got
and download the same. It will save all the files in default path and in a folder called
DiggityDownloads.



144 CHAPTER 7 Metadata

File Options Help
m CodeSearch J Bing u LinkFromDomain L DLP d Flash M Malware H PortScan L‘ NotInMyBackyard L BingMalware H Shodan ‘
Query Appender |
[« catego Subcategory | Search String Page Title I
EEE Initiz Database ext:sql site:ww ss_database_b: hitp://www.t 1 rﬂ_iatabase backup.sql
Queries. —
> [ FSDB
> [ GHDB.
> [ GHDBReborn
b [C] SharePoint Diggity
> [ sLoB
> [[] SLDBNEW < |
> DLPDiggity Initial
> [[] Flash NonSWF Searches Selected Result
> [ FlashDiqgity Initial T L e R —
B Flashbigglty Inta pasword slte —.——- =
Found 0 result(s) for query: “({ | | | ) intext:Blvd intext:75th gmail hotmail
password intext:diane site v TuRstEt .
Found 0 result(s) for query: “at = dot = com site: s fmartum’.
Found 0 result(s) for query: ~ext:sql Bivd 75th gmail hotmail password site: s el mat” .
Google Status: Scanning... [ Download Progress: Idle Open Folder

FIGURE 7.9
DLPDiggity Initial scanning.

Now switch the tab to DLP. In the top we can see the default DiggityDownloads path
will be present in scan result path. So just select one or more options available in DLP
tab. For demo we will select quick Checks option and click on Search to get the result.

File Options Help
‘ Google L‘ C U Bing U Li i m Flash ‘ Malware | PortScan “ NotInMyBackyard “ BingMalware H Shodan

e e IERE

Queries =) R

Scan Directory:  C:\DiggityDownloads\ Browse...

> [¥] Quick Checks

> [ Keywords [ Category | Subcategory | Search String | File [

> [0 CreditCards Quick Checks  Keywords User \b((passw(or) C:\DiggityDownloads\3_17_2015_2015_03_17_11_00_147\ss_datab

> [ SSN

b Pn Quick Checks  Keywords User \b((user(name) C:\DiggityDownloads\3_17_2015_2015_03_17_11_00_14Z\ss_datab

> Bank Account Numbers

» [0 TaxiD

> Patient Records

> Tech Data Mining

b Encryption Related

> [ Passwds K 7

> [[] Passwds Various Languag:

> [ Confidential Files Selected Result

> O

it FOUNG U TeSUTLS) 07 QUery:  10L(PaSSHLOT)£0LS))| PWO)DSLU, 3= UL, 27\, LA 020 I@ RS > < Uil [

> Cloud Hb.

 [[] Database Connection Strin Found 0 result(s) for query: * i de p; p X

> Flash NonSWF Checks Found 0 result(s) for query: “\bPatient\b(.|\n|\r)}{0,45}\b(id|dob|claim|NPI|record)\b".

Found 0 result(s) for query: *\b(amazon|ec2|aws\b).{0,20}[""][A-Z0-9]{20}{""]". J
[4] ] =
DLP Status: Scanning... [—— | | Query Progress: | —

FIGURE 7.10
DLP Quick Checks.
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The result sometimes might show scary results such as credit card numbers, bunch of
passwords, etc. That is the power of this tool. But our main focus is not about discovery
of sensitive files but DLP. So get all the details from the tool’s final result. The result
shows in an easy and understandable manner, in what page or document what data is
available. So that the domain owner can remove or encrypt the same to avoid data loss.

METADATA REMOVAL/DLP TOOLS

As DLP is an important method to avoid data loss. The above example is quite generic
to get us some idea about how DLP works. Now as per our topic we are more interested
on metadata removal. So there are also different tools available to remove metadata
or we can also say them as metadata DLP tools. Some of those are mentioned below.

METASHIELD PROTECTOR

MetaShield Protector is a solution which helps to prevent data loss through office
documents published on the website. It is installed and integrated at web server level
of the website. The only limitation of this is that, it is only available for IIS web
server. Other than that It supports a wide range of office documents. Some of the pop-
ular file types are ppt, doc, xls, pptx, docx, xIsx, jpeg, pdf, etc. On a request for any of
these document types, it cleans it on the fly and then delivers it. MetaShield Protec-
tor can be found at https://www.elevenpaths.com/services/html_en/metashield.html.
The tool is available at https://www.elevenpaths.com/labstools/emetrules/index.html.

MAT

MAT or metadata anonymization toolkit is a graphical user interface tool which also
helps to remove metadata from different types of files. It is developed in Python and
utilizes hachoir library for the purpose. As earlier we discussed a bit about hachoir
Python library and one of its project in hachoir-metadata portion, this is another
project based on the same library. The details regarding the same can be found here
https://mat.boum.org/.

The best thing about MAT is that it is open source and supports a wide range of
file extensions such as png, jpeg, docx, pptx, xIsx, pdf, tar, mp3, torrent etc.

MyDLP

It is a product by Comodo which also provides wide range of security product and
services. MyDLP is an one stop solution for different potential data leak areas. In
an organization not only documents but also emails, USB devices, and other similar
devices are potential source of data leak. And in this case it allows an organization to
easily deploy and configure this solution to monitor, inspect, and prevent all the out-
going critical data. The details of MyDLP can be found here. http://www.mydlp.com.


https://www.elevenpaths.com/services/html_en/metashield.html
https://www.elevenpaths.com/labstools/emetrules/index.html
https://mat.boum.org/
http://www.mydlp.com
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OpenDLP

OpenDLP is an open source centrally managed data loss prevention tool released
under the GPL. From a centralized web application it can identify sensitive data
in different types of systems such as Windows and Unix as well as different
types of databases such as MySQL and MSSQL. The project can be found here.
https://code.google.com/p/opendlp/.

DOC SCRUBBER

A freeware to scrub off hidden data from word documents (.doc). Some of its popular
features are it allows to scrub multiple doc files at a time. Doc Scrubber can be down-
loaded from http://www.javacoolsoftware.com/dsdownload.html.

REMOVING GEO-TAGS

As we discussed earlier that how geotags can be dangerous for a user in an attacker
point of view, as it reveals exact location about a user, here some settings in Picasa can
help us to remove these geotags. Picasa, the image organizing and editing application
by Google can help to remove geotags from images. The link to the help and support
page is http://support.google.com/picasa/bin/answer.py ?hl=en&answer=70822.

We can also use Exif Tool discussed earlier to remove such data.

Though mainly metadata is used for the organization and linking of data it can
also be critical during cyber investigations as well as pentest exercises. As discussed
earlier, most of them are harmless but sometimes it can reveal some sensitive data. As
many individuals as well as organizations are unaware of its existence, they don’t pay
much attention to it. The solutions discussed above must be tried to make it easier to
mitigate any risk arising from such information.


https://code.google.com/p/opendlp/
http://www.javacoolsoftware.com/dsdownload.html
http://support.google.com/picasa/bin/answer.py?hl=en%26answer=70822
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