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INTRODUCTION
In this chapter we will start from where we left in the previous one. We learned about 
various tools and techniques related to how to stay anonymous online and also dis-
cussed about some of the ways in which people still get caught. Here we will deal 
with the terms like darknet and deepweb and understand some of the fundamental 
differences.

One of the most efficient ways discussed to stay anonymous was connecting 
to the anonymous networks like Tor and I2P. We will take this topic further and 
see what else we can do with it and how it relates to the topic of interest for this 
chapter.

Until recent past terms like darknet and deepweb were not too popular. They were 
mostly a topic of interest for people who want to stay anonymous and related to IT 
(especially information security). Recently there has been some news stories related 
to these topics, which have made people interested in them and understanding what 
they are, how they operate, what to expect there, etc. We will cover all those things 
here and see if there is anything of interest for us.

Before going any further with the technical details, let’s understand the basic 
definitions of the terms we will be dealing with in this chapter

CLEARWEB
We have already discussed in previous chapters about how the search engines work. 
Simply stated, it works by following the links on a web page and then on the next one 
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and so on. So the part of the web which can be accessed by a search engine is called 
clearweb. What this means is that anything that we get as a result of a search engine 
query is part of the clearweb.

DARKWEB
As a user we have clicked on different links on a webpage, but that is not the only 
way we interact with a website. Sometimes we have to submit some text to get the 
desired page (e.g., search box), sometimes we have to authenticate before accessing 
a specific page (e.g., social network website login), sometimes there are things like 
CAPTCHA which need to be entered before moving further.

So apart from the web that is accessed by search engines there is still a huge 
amount of data that exists in pages not touched by web spiders/crawlers. This part of 
the web is known as darkweb or darknet.

DEEPWEB
Now we have a clear separation of the web into two parts, clearweb and darkweb, 
based upon their accessibility to the search engine. Now we will move a little 
deeper.

The darkweb comprises of a huge part of the overall web. Inside this darkweb 
there exists another section which is called as deepweb. This deepweb is also not 
accessible to the search engines but it also cannot be accessed directly by standard 
browsers we daily use. This portion of the web is hidden deep inside the web and 
requires special applications and configurations to be accessed and hence is called 
deepweb.

Now we have a clear understanding of what is darkweb and deepweb. We are 
well aware of how to access the regular darkweb and do it on a regular basis. Pages 
like social media profile which require login, search result page in a website, pages 
generated dynamically are some of the examples. However if we need to access the 
deepweb, we need to make special arrangements. Before getting into those details 
let’s understand a bit more about the deepweb.

As stated earlier deepweb is a part of darkweb. Now the question arises that 
how come it exists inside darkweb but is still not directly accessible. The answer 
is that because it exists in the form of a network inside the internet, which in 
itself is a huge network, which means is that darkweb is created as a part of the 
internet but to access this specific network we need to have the right tools so that 
a connection could be made to it. Once we have the means to connect to it we 
can access it.

In this fancy land of deepweb we can find all sorts of things like illegal drugs, 
weapons, art, and all sorts of black market things. On the other hand it is also used by 
people to speak freely, exchange ideas, etc.
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WHY TO USE IT?
If we are whistleblower, cyber investigator, cyber journalist, government intelligence 
agent, cyberspace researcher then this is the place for us. This will help us understand 
how the underground cyberspace works. It will give us ideas about the private 
days, targets, and attack pattern of cyber-crime, etc. It will help us predict the next 
attack pattern by understanding the underground community mind-set through the 
technology they use most frequently.

It also provides freedom of speech, so if you want to protest for a good cause this 
is the place for you. For investigation of a cyber-crime this can be a popular place. 
As most of the underground community works here there is a chance of getting 
ample amount of proof from this place. This can be also used to keep track of online 
activities of a person or group.

There are dedicated services for optimized use of deepweb such as secure file 
uploading facilities where activists or whistleblowers can anonymously upload 
documents. There are services related to people spreading a word that other should 
know, sharing what’s happening all around them, etc. There are online forums to 
discuss technology, politics, and much more; so if we have these kind of specific 
requirements or similar then we can use deepweb.

WHY NOT TO USE IT?
Apart from utilizing this space for ethical motives some people also use it to perform 
many illegal activities. There are many places in this area where we can find people 
selling drugs, fake ids, money laundering, hackers for hire, etc. Some websites even 
say that they provide assassins for hire. Apart from this it might also contain websites 
which provide many disturbing things. One must be very careful while accessing or 
downloading any content from such places at it might be illegal to access or have it 
on our computers.

DARKNET SERVICES
TOR
One of the most popular portion of the deepweb is the *.onion domains. In the last 
chapter we learned about Tor, how it works and also how to use to stay anonymous. 
The same Tor also allows us to create and access one of the largest portions of the 
deepweb. We are already aware about how to use Tor browser bundle to access the 
regular web, now that same tool can be used to access places which are not directly 
touched.
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We simply need to download the Tor browser bundle, extract it, and run the Tor 
browser. Once the connection to the Tor network is made we are good to go. Apart 
from accessing the regular websites Tor allows to create and access *.onion websites. 
These websites if tried to access through a regular browser without Tor configured, 
will simply display a “The Webpage is not available” message, some kind of error 
or redirect message; whereas will open up like a regular website through the Tor 
browser or a browser configured to access the internet through Tor as a proxy.

Let’s start exploring these Tor-based domains. One of the most common 
places to start with is “The Hidden Wiki.” The address of this wiki is 
http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page. Notice that this URL 
does not contain a .com, .net, .org, or other familiar domain names, but is .onion. 
Firstly try to open this URL into a regular browser, does it open up? Now open this 
URL into our Tor browser. We will get a webpage which contains a wiki page with 
a huge list of other .onion domains divided category wise. The categories listed 
are financial services, anonymity and security, whistleblowing, P2P file sharing, 
etc. We can explore this wiki further and check out some of the interesting links 
listed in it.

Similarly there is another wiki, ‘Tor Wiki’ which lists a huge list of .onion domains. 
It also contains various categories in a neater way. This wiki makes it easier to explore 
the listed domains by marking them as verified, caution, or scam.

FIGURE 9.1

The Hidden Wiki.

http://zqktlwi4fecvo6ri.onion/wiki/index.php/Main_Page
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The search engine DuckDuckGo that we discussed in a previous chapter, also 
has a .onion address, http://3g2upl4pq6kufc4m.onion/. Using this we can search the 
clearweb from a Tor domain.

FIGURE 9.2

TOR Wiki.

FIGURE 9.3

DuckDuckGo Search Engine (.onion domain).

http://3g2upl4pq6kufc4m.onion/
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There are also some search engines such as TORCH http://xmh57jrzrnw6insl. 
onion/ available to search the deepweb, but they seldom work properly.

As we can see in the wikis list there are various market places which sell illegal 
drugs. One of the most popular one was called as “Silk Road’” which was recently 
brought down by FBI, but a new one has come up to take its place and is called “Silk 
Road 2.0.” Similarly there are many other places which claim to have illegal items, 
as well as various forums, boards, internet relay chats (IRCs) and other places which 
provide like-minded people a platform to discuss and learn things. One such board is 
Torchan http://zw3crggtadila2sg.onion/imageboard/. There are various different topics 
such as programming, literature, privacy etc., on which people discuss their views.

Till now we have seen how to access .onion domain websites, now let’s see how to 
create these. To create a .onion site first we need to have a local web server. XAMPP 
is one such option which uses Apache as a server. Once the server is installed and 
configured to host a local website, we need to modify the “torrc” file. This file can 
be found at the location “Tor Browser\Data\Tor”. Open this file in an editor and add 
the following lines to it:
  

HiddenServiceDir C:\Tor\Tor_Browser\hid
HiddenServicePort 80 127.0.0.1:80

  
The path in front of “HiddenServiceDir” is the path where Tor will create files to 

store information related to the hidden service we are creating. The part in front of 

FIGURE 9.4

TorChan.

http://xmh57jrzrnw6insl.onion/
http://xmh57jrzrnw6insl.onion/
http://zw3crggtadila2sg.onion/imageboard/
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‘HiddenServicePort’ contains the port using which the Tor users will think they are 
using to connect to the service and the next portion is the localhost with the port at 
which the service is actually running locally.

Once this information has been added to the file simply save it and restart Tor. 
Once it starts, two files will be created in the above mentioned folder: hostname and 
private_key. The file hostname contains the name which can be used to access our 
webpage through Tor, under a .onion domain. The content of the file private_key must 
be kept secret so that no one else can impersonate our service.

FIGURE 9.5

Files created.

FIGURE 9.6

TOR hidden service.
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We have seen how to create a Tor hidden service, but for it to be safe and 
anonymous we need to take various steps as followed:
  
	•	� Configure the server to not leak any information (e.g., Server Banner, error 

messages).
	•	� Do not run any service on that machine which might make it vulnerable to any 

attack, or might reveal the identity.
	•	� Check the security of the web application hosted.
  

Tor also allows us to run hidden service through relays but it is not advised. 
Relays are nodes which take part in transferring the traffic of the tor network and 
act as routers for it. Relays are of different kinds: middle relays—which are start-
ing and middle nodes in the packet transfer chain; exit relays—which are the final 
node in the chain and connect directly to the receiver; bridges—which are the 
relays that are not publicly listed as tor relays. Bridges are helpful when we are 
connecting to the internet through a monitored/managed network (e.g., college net-
work) as it would make it difficult to identify if the user is connected to Tor using that 
network. These applications to run these services can be downloaded from the page 
https://www.torproject.org/download/download.html.en

I2P
Like Tor we also learned how to be anonymous using I2P. Now in this chapter we 
will not focus on the anonymity part again but will focus on how I2P will help us to 
access/create deepweb.

Though we will find number of places where we will get lots of market 
places of hidden services related to I2P or can be accessible by I2P and in most 
places sites will claim the authenticity of the services provided, it’s better to 
cross check manually before using or accessing any of them to avoid unknown 
consequences.

We already know how to install I2P, as we learned the same in the last chapter 
but for a quick reference we can easily download and install it from the following 
URL: https://geti2p.net/en/download (here we can get bundle for Windows, Mac, 
different Linux version, and also for android). Download the bundle according 
to your device and operating system and install. After installation once you open 
I2P, it will open in localhost (http://127.0.0.1:7657/home) or else as we learned 
in last chapter we need to manually type this web address in the address bars of 
the browser. After opening the same in browser once we get Network OK in left 
top corner of the page, configure the browser proxy settings to 127.0.0.1:4444 to 
access all the sites. And for IRC we can use localhost:6668 in our IRC client and 
can use #i2p for chat. After changing the browser proxy setting we will able to visit 
the eepsite sites with *.i2p extension.

https://www.torproject.org/download/download.html.en
https://geti2p.net/en/download
http://127.0.0.1:7657/home
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Some of the sites are listed in the router homepage as shown in the figure.
  

E.g., Anonymous git hosting: http://git.repo.i2p/
  

Here though we need to provide some details to push the respiratory, the identity 
is provided by us will not link to our real IP address, in this way we can use git 
anonymously.

FIGURE 9.7

I2P home.

FIGURE 9.8

I2P git.

Free web hosting: http://open4you.i2p/

http://git.repo.i2p/
http://open4you.i2p/
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Here we can get details of how to use the free web hosting service. There are 
other details that can be found in the forum maintained in the following URL: 
http://open4you.i2p/index.php

If we want to host any kind of website in the deepweb, this can be helpful.
  

Pastebin: http://pastethis.i2p/
  

It is a website generally to save text online for a period of time for personal use. 
But popularly it is used as a source to provide credentials, latest cyber news, deface 
site details, cyber-attack target details, etc. Though in the normal pastebin we need to 
provide certain details to paste something, here no details required.

We can also find all the paste details from the following URL: http:// 
pastethis.i2p/all/.

It’s like a general forum to discuss different things in different section of threads. 
The topics may be related to I2P or something else. Depending upon the area of 
interest take membership, login and read, create or edit posts based on the permissions 
provided by the site.

FIGURE 9.9

I2P based Paste data service.
Forum: http://forum.i2p/

http://open4you.i2p/index.php
http://pastethis.i2p/
http://pastethis.i2p/all/
http://pastethis.i2p/all/
http://forum.i2p/
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Id3nt is a microblogging site like twitter. Here we can post whatever we want, we 
can share our views, discuss on a particular topic, reply to some post of our interest. 
It’s quite similar to the normal microblogging site.

FIGURE 9.10

I2P based forum.
Microblog: http://id3nt.i2p/

FIGURE 9.11

Id3nt.

http://id3nt.i2p/
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How to create own site using I2P:
To create our own anonymous I2P web server we need to edit files from the follow-
ing path. In case of windows machine the path is %APPDATA%\I2P\eepsite\docroot\ 
and in case of Linux machine the path is ∼/.i2p/eepsite/docroot/.

After completing all the edits we need to set up server configuration details from 
the following URL: http://127.0.0.1:7657/i2ptunnel/edit.jsp?tunnel=3

The options are shown in below figure

FIGURE 9.12

Eepsite files.

FIGURE 9.13

Edit file.

http://127.0.0.1:7657/i2ptunnel/edit.jsp?tunnel=3
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By default the site created can be accessible locally from the following path 
http://127.0.0.1:7658.

Though we can edit the same from the server settings, additionally we can use 
setup name, description, protocol, IP and port number, as well as the domain name 
from the above server edit page. There are certain advance options. But the options 
are quite straightforward so we can easily configure our web server and anyone can 
access the same using the provided domain name.

Once completing all the configurations save the details. We will get the page 
where we need to start the web services we just configured shown in below figure.

FIGURE 9.14

Edit server settings.

FIGURE 9.15

Local site.

http://127.0.0.1:7658


Sometime we need to add the domain name and a long base64 key generated by 
the page in the router address book to access the site as shown in below image.

Now we can access the page by the domain name. In my case as from the above 
figure it’s quite clear that the name is http://devilszone.i2p/.

Here is the figure showing the same using the domain name in the browser.

FIGURE 9.16

Starting the service.

FIGURE 9.17

Adding the name.

http://devilszone.i2p/


Here we learned how to get different internal sites from the internet with *.i2p 
extension, how to access them using I2P, how to create our own I2P site for providing 
services. This will help us to understand the deepweb quite easily.

FREENET
Similar to Tor and I2P there is yet another anonymous network, freenet. It is one 
of the oldest networks around and is known for P2P file sharing capabilities. The 
applications can be downloaded from https://freenetproject.org/download.html. 
Once downloaded, simply install the application and run it.

Freenet will open up a browser once it is run. The webpage displayed will provide us 
a series of choices to determine the security and data usage limit we desire to have and 
then perform the setup accordingly. Once this setup is complete, we will be presented 
with the freenet homepage. This page contains links to indexes of freenet websites (called 
freesites) similar to the Tor wikis and documentation related to other associated softwares 
and HOW TO guides. In the homepage there is also a search box which allows to search 
through freesites. Using certain plugins such as freetalk and freemail we can also use 
freenet to have communication over freenet.

FIGURE 9.18

Service running.

FIGURE 9.19

Freenet homepage.

https://freenetproject.org/download.html
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Enzo’s index is one such index which lists many freesites and has divided them 
under categories. Another such list is Linkageddon.

FIGURE 9.20

Freenet Enzo’s Index.

FIGURE 9.21

Freenet Linkageddon.
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Freenet also allows us to connect with people whom we already know and are 
using freenet under the URL http://localhost:8888/friends/. For this we simply 
need to exchange a file called as noderefs with them and provide this file on the 
mentioned page and simply click on the add button at the bottom. Under the URL 
http://localhost:8888/downloads/ we can perform file sharing operations. Similar to 
other networks discussed, freenet also allows to create and share our websites in 
their network. Freenet maintains its own wiki https://wiki.freenetproject.org which 
lists information related to different features of it and about how to perform different 
operations including freesites setup.

Apart from these mentioned networks there are also some other networks which 
provide similar functionalities, but Tor, I2P, and freenet are the most popular ones.

In this chapter we moved on from exploring the regular internet and learned about 
some less explored regions of it. We discussed in detail about the deepweb, how to 
access it, how to create it, and what to expect there. We also learned about its uses 
and also how it is misused. We have also shared some associated resources which 
would help to explore them further, but be warned you never know what you might 
find there so act with your own discretion.

Till now we have learned about various tools, techniques, and sources of 
information which might help us to utilize the internet in a better and efficient 
way. Moving ahead we will learn about some tools and their utility in managing, 
visualizing, and analyzing all the collected data so that we can better understand and 
utilize the raw data to get actionable intelligence.

DISCLAIMER
The part of the internet that will be discussed in this chapter might also contain 
illegal and/or disturbing things. Readers are advised to use their discretion and act 
accordingly.

http://localhost:8888/friends/
http://localhost:8888/downloads/
https://wiki.freenetproject.org
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