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WebC2-Greencat Threat Tree

Behaviours
W=2

Capabilities
W=3

Actions
W=1

High level goal
This is just a place 

holder

persistence

run_arbitrary_com
mands

run_arbitrary
_commands

establish_runtime_persistence

establish_persistence_across_reboots

fetch_commands

execute_commands
_recieved

create_mutex

drop_file_to_dir

modify_registry

decode_url

fetch_commands_to_execute_from_cnc

sleep_specified_time

get_process_list

get_service_status

get_drive_type

get_volume_name

stop_service

download_file

start_process

start_service

terminate_process

restart_cmd_shell

create_process_custom_security_priveleges

uninstall_malware

execute_commandO
R
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