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Abstract

In this thesis we study Full-Duplex (FD) cooperative networks from different perspectives, using
concepts of information theory, communication theory and applied statistics. We provide a
comprehensive performance analysis of cooperative communications systems operating with FD
relays. We demonstrate that FD relaying is feasible even when experiencing strong self-
interference, and we show its application under different scenarios. More importantly, the results
attained through this work serve as a benchmark for design as well as deployment of current and
future wireless communications technologies.

Our first contribution is a comprehensive overview of the state-of-the-art on FD
communications, more specifically on FD relaying, and we revisit some of the main properties of
cooperative schemes. Another contribution comes from an extensive analysis of outage
probability, throughput and energy efficiency of FD relaying over Rayleigh fading channels.
Besides the mathematical framework introduced herein, we also show that in some cases
cooperative Half-Duplex (HD) schemes achieve better performance than FD relaying with self-
interference. Therefore, we draw a discussion on the trade-offs between HD and FD schemes as
well as between throughput and energy efficiency. Then, we investigate the performance of FD
relaying protocols under general fading settings, namely Nakagami-m fading. Our findings allow
a better understanding of effects of the residual self-interference and line-of-sight on a FD relaying
setup. Our final contribution lies on the performance analysis of secure cooperative networks
relying on information theoretical metrics to provide enhanced privacy and confidentiality to
wireless networks. Thus, we provide a comprehensive mathematical framework for composite
fading channels. Even though experiencing strong self-interference, we demonstrate that FD
relaying is feasible also under secrecy constraints, thus perfect secrecy can be achieved.

Keywords: cooperative relaying, full duplex relaying, performance analysis, physical
layer security
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Tiivistelma

Tassa tydssa tutkitaan kaksisuuntaisia (Full-Duplex, FD) yhteistoiminnallisia verkkoja informaa-
tioteorian, tietoliikenneteorian ja sovelletun tilastotieteen nakdkulmista. Tydssa suoritetaan kat-
tava suorityskykyarviointi yhteistoiminnallisten FD-valittimien muodostamassa tietoliikennever-
kossa. FD-releointi osoitetaan toimintakelpoiseksi useissa toimintaympaéristdissa ja sovelluksis-
sa jopa voimakkaan omahdirion vallitessa. Miké tarkeintd, tydssa saavutetut tulokset muodosta-
vat vertailukohdan sekd nykyisten ettd tulevien langattomien verkkoteknologioiden suunnitte-
luun ja toteutukseen.

Aluksi esitetddn perusteellinen katsaus uusimpiin FD-tiedonsiirtomenetelmiin, etenkin FD-
vélitykseen, sekd kerrataan yhteistoiminnallisten tekniikoiden paépiirteet. Seuraavaksi analysoi-
daan laajasti FD-vélitinyhteyden luotettavuutta sekd spektrinkdytto- ja energiatehokkuutta
Rayleigh-h&ipyvissa radiokanavissa. Matemaattisen viitekehyksen lisdksi osoitetaan myds, ettd
joissain tapauksissa yhteistoiminnalliset vuorosuuntaiset (Half-Duplex, HD) menetelmét ovat
parempia kuin FD-releointi omahairion vallitessa. Niinpé tydssa kaydaan keskustelua kaupan-
kaynnistd HD- ja FD -menetelmien kesken kuten my6s spektrinkdyttd- ja energiatehokkuuden
kesken. Seuraavaksi tutkitaan FD-releoinnin suorityskykyé yleistetymmassé haipymaymparis-
tossd eli Nakagami-m -kanavassa. Saavutetut tulokset auttavat ymmartdmaén paremmin jéljelle
jadvan omahdirion ja ndkoyhteyslinkkien vuorovaikutussuhteet FD-valitinjarjestelmén suunnit-
telussa. Lopuksi kasitelldan tietoturvattuja yhteistoiminnallisia verkkoja informaatioteoreettisin
mittarein, joilla pyritd&n tarjoamaan langattomien verkkojen kayttéjille parempaa yksityisyyden
suojaa ja luottamuksellisuutta. Tata varten tydssé esitetddn perusteelliset matemaattiset puitteet
yhdistettyjen haipyvien kanavien tutkimiseen. Tuloksena osoitetaan, ettd myds salassapitokritee-
rien kannalta on mahdollista kdyttd4 voimakkaan omahdirion kokemaa FD-releointia vahvan
salauksen saavuttamiseen.

Asiasanat: fyysisen kerroksen turvallisuus, kaksisuuntainen yhteistoiminnallinen
releointi, suorituskykyarviointi, yhteistoiminnallinen releointi
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1 Introduction

In the last few years wireless networks have become ubiquitous and an indispens-
able part of our daily life due to a broad range of applications. In the next years,
a myriad of connected devices will change the way we live, make business, gather
into social groups and interact. As a result, the next generation of mobile access
networks will experience a thousand-fold increase in traffic volume compared to
today’s standards, which will require new technologies and practices as well as
a rearrangement of the spectrum [1-3].

In order to meet these demands with high quality of service, not only high
bit rates are required but also low error performance. Therefore, we first need
to circumvent the disruptive characteristics of the wireless medium, mainly mul-
tipath and fading effects. Many techniques have been proposed over the years
[4, 5], for instance channel coding is often employed as a way to overcome the
effects of multipath. When the spatial domain of the channel is exploited, both
multipath and fading can be tackled by the use of multiple antennas, commonly
known as Multiple-Input Multiple-Output (MIMO) techniques [4].

Amongst the MIMO techniques are diversity schemes [4], whose main goal
is to provide the receiver with several realizations of the signal and therefore
effectively circumvent the effects of fading in wireless communications, which
consequently enhances reliability through the use of multiple transmit and/or
receive antennas [4-6]. However, as pointed out in [4] MIMO techniques offer
various benefits, which do not come for free. For instance, wireless devices are
constrained in size, complexity and power, which, by its turn, renders current
diversity methods harder to implement in practical applications.

In order to overcome such constraint, cooperative diversity emerged as a
promising technique for future wireless communication systems. Cooperation
among nodes offers enhanced spatial diversity and network connectivity, im-
proved power and spectrum efficiency as well as increased communication relia-
bility [4-14]. Therefore, cooperative networks have been the focus not only of
academia [4-14] but also of the industry [10-12]. For instance, earlier releases of
3'4 Generation Partnership Project (3GPP) [10] already included relaying as a
viable technique to boost performance, remaining in the scope of current systems
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such as Long Term Evolution (LTE) and LTE-advanced [11]. In addition, coop-
erative systems are foreseen as a key technology also in the upcoming wireless
systems [12-14].

The relay channel was introduced by Van der Meulen [15] and is composed of
three nodes, namely source (S) and destination (D), while the third node acts as
a helper and it is known as relay (R). The basic idea behind the relay channel is
that the source broadcasts its information to both relay and destination. Then,
the relay forwards the source’s signal to the destination, which properly combines
the signals received through the two independent paths (source-destination and
R-D links). Thus, the destination perceives a virtual MIMO channel which
allows a single antenna device to achieve spatial diversity as if it were a multiple
antenna one [5-9).

Throughout these last decade, a variety of cooperative schemes have been
proposed and applied to different network configurations. For instance, in [16]
the authors claim that through cooperation transmission power is reduced, since
the distance among nodes is smaller, consequently the interference within the
network will be also smaller. Based on that cooperation is an important part of
energy-efficient networks, given that a node can save energy through cooperation.

Cooperative schemes are also associated with multiple antenna (MIMO) tech-
nologies as discussed in [17]. As observed in [17], cooperative MIMO, known as
virtual or distributed MIMO, utilizes distributed antennas on multiple radio de-
vices to achieve some benefits similar to those provided by point-to-point MIMO
systems. In this context, the wireless network is able to coordinate among dis-
tributed antennas and achieve considerable performance gains such as improve-
ments in spectral efficiency and network coverage. More specifically, in [11] the
authors explore the application of such cooperative schemes in LTE-advanced
systems, showing that great system spectrum efficiency and performance im-
provements can be achieved. Another application of cooperative schemes is into
the scope of machine-to-machine communications as pointed out in [14, 18]. Ad-
ditionally, cognitive radio is also a propitious way to improve spectrum efficiency
of wireless communications [19, 20]. Such schemes become an even more pow-
erful tool when associated with cooperative schemes. In that case, significant
gains can be achieved in spectrum sensing and sharing, interference constraint
adaptive cooperative feedback, rateless network coding, and interference coordi-
nation [19, 20]. All in all, we observe that cooperative schemes are exploited in
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a wide range of applications [11, 14, 16-21], and are also a promising technology

for future wireless communications networks [11-14].

1.1 Multiplexing loss in cooperative schemes

In spite of all the progress achieved so far [4-14], there are still several open
issues in cooperative schemes. Amongst these, may be even one of the greatest,
challenges resides the multiplexing loss, which is inherent of cooperative schemes
that operate with Half-Duplex (HD) radios [5, 6, 22]. The multiplexing loss ap-
pears because the relay, in a first slot, hears the broadcast from the source, and
then on a second instant conveys the received message to the destination. In
this sense, multiplexing loss presents itself as the on of the major drawbacks
of cooperative schemes. Several schemes have been proposed on an attempt to
overcome such issue; however, those solutions are in general quite intricate, see,
for instance, [22-24]. For instance, [23] requires the use of one more relay in
order to overcome the multiplexing loss, while in [22] a spectrally efficient relay
selection scheme is proposed, which by its turn assumes the existence of sev-
eral relays. In this sense, both works have an stringent requirement for more
nodes, which may not be always available or it may be out of the interest of the
nodes to cooperate, for instance due to a lack of proper incentives. In [24], the
authors assume three node setup, in which the relay is able to accumulate mes-
sages. Then, exploiting its infra-structured deployment the relay can transmit
the accumulated messages in a single frame with high data rate.

Until recently, communication standards rely heavily on HD radios, there-
fore transmission and reception occur in different instants. Nevertheless, this
paradigm has changed and nowadays Full-Duplex (FD) radios are becoming a
reality, such radios are able to simultaneously transmit and receive [25-47].

1.1.1  Full-duplex communications

Full-Duplex (FD) communications are becoming a reality and have gained con-
siderable attention from academia and industry [25-47]. However, current FD
systems suffer from a power leakage between the transmit and receive antennas,
which is known as self-interference [26, 29, 30]. Therefore, there are still several

unanswered questions such as: how to overcome self-interference? Which can-
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cellation technique gives better performance? Could self-interference be brought
down to noise level 7 How to model and cope with residual self-interference?
Currently, some of these questions are partially answered, since many of those
questions are under scrutiny but there is yet plenty of work ahead. In the con-
text of cooperative schemes, FD relaying deals not only with multiplexing loss,
but at the same time promotes increased link capacity and opens new ways to
reuse the spectrum [30].

Several works have dealt with the self-interference cancellation problem [25—
42]. Analytical and empirical results show that self-interference can be miti-
gated, but so far cannot be brought down to noise floor [26-38]. Thus, the
FD transceiver experiences the reminder of the self-interference, namely residual
self-interference, which by its turn can be modeled as a fading channel [40-48].

All in all, the main conclusion amongst all those works [25-47] is that FD
communication is feasible, even though suffering strong self-interference and,
consequently, residual self-interference.

It is in this context that lies the work presented throughout this thesis. We
explore and analyze several FD cooperative schemes as well as their applica-
tions in current and future wireless communications systems. For instance, we
assess the performance of HD and FD cooperative schemes in terms of outage
probability, throughput and energy efficiency over Rayleigh fading channels, and
discuss the trade-offs between them. Later, we evaluate FD relaying under gen-
eral fading settings, in order to better understand effects of distinct (non-)
Line-of-Sight (LoS) configurations on the residual self-interference. Then, an-
other important aspect of current and upcoming wireless communication net-
works is security, which we also grasp by means of information-theoretical tools,
namely Physical Layer (PHY) security [49-51]. PHY-security appears as an al-
ternative to complement cryptographic-based security systems, which are often
implemented at the higher layer of communication protocols [49-51]. Further-
more, PHY-security opens a new way to enhance the robustness and reduce
the complexity of conventional cryptography systems since it is unbreakable and
quantifiable (in confidential bps/Hz) regardless of the eavesdropper’s computa-
tional power [49]. Therefore, herein we assess the performance PHY-secured

cooperative systems in terms of secrecy capacity and outage probability?.

LOwing to readability, we opt to leave a more detailed discussion on PHY security enclosed to
Chapter 5.
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Bearing all this in mind, herein we provide a comprehensive performance
analysis, by means of analytical and numerical results, which serves as a bench-

mark for design and deployment of cooperative networks.

1.2 Contributions and outline of the thesis

The work presented in this thesis focuses on the performance of cooperative FD
networks which has been done analytically and corroborated by Monte Carlo
simulations. In what follows, we outline this thesis and provide the main contri-

butions of each chapter. Thus,

— Chapter 2: We present a comprehensive overview of the current state-of-the-
art on FD communications, more specifically FD relaying. Additionally, we
revisit some of the main properties of cooperative schemes and introduce the
FD relaying model as well as the main performance metric used throughout
this thesis.

— Chapter 3: We analytically evaluate outage probability, throughput and en-
ergy efficiency of cooperative FD relaying over Rayleigh fading channels. Ad-
ditionally, we compare the performance of cooperative FD relaying, as well as
a multi-hop FD scheme, to two incremental cooperative HD relaying methods:
Incremental Redundancy Space-Time (IRST), which is one that achieve the
best performance among HD schemes, and Selection Combining (SC), which is
the simplest retransmission scheme. Besides the mathematical framework pro-
vided, we also show that cooperative HD schemes can achieve a smaller outage
probability and a higher throughput than cooperative FD relaying with self-
interference. Our main contribution lies on the discussion of such trade-offs
between HD and FD schemes, as well as throughput and energy efficiency.

— Chapter 4: We investigate the performance of some FD relaying protocols
under general fading settings, more specifically under Nakagami-m fading. For
that purpose, we introduce a new accurate approximation for the product of
two Nakagami-m Random Variables (RVs) as well as for the sum of Gamma
RVs. With these results we are able to characterize the outage probability
of the proposed FD relaying protocol in a easy to compute closed-form ex-
pression. Our findings allow us to better understand effects of the residual

self-interference on a FD relaying setup, since distinct (non-) LoS configura-
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tions can be emulated, which can be directly related to the quality of the
antenna isolation and self-interference cancellation employed at the FD relay.

— Chapter 5: We consider the concept of PHY security, which is a informa-
tion theoretic tool which comes as a way to complement cryptographic-based
security systems. We discuss the main advances in cooperative PHY security
associated with FD relaying schemes and composite fading channels. To do
so, we introduce a comprehensive performance analysis on three major scenar-
ios. For each scenario we evaluate the appropriate metric, providing easy-to-
compute closed-form expressions. Moreover, we demonstrate that even though
experiencing strong self-interference, FD relaying is feasible under secrecy con-
straints.

— Chapter 6: We conclude the thesis and discuss some directions for future

work.

It is noteworthy that in this thesis we increment complexity of the system
model chapter by chapter. Therefore, the fundamentals of FD relaying are in-
troduced in Chapter 2. Then, Chapter 3 focuses on the performance analysis
of FD relaying schemes under Rayleigh fading channel. Chapter 4 extends this
initial assessment and provides an analysis of Nakagami-m fading, which allows
the emulation of different conditions of the network, such as fading severity and
LoS. Last, Chapter 5 adds an analysis on composite fading channels, under a
PHY security constrains and FD relaying.

In each chapter, we employ a model that captures the main mechanisms of
the network. Hence, even though the similarities in the network modeling, each
chapter is based on different assumptions and provide new insights, which are

justified and discussed therein.

1.3 Author’s publications related to the thesis

This thesis is based on five published international journal papers [45, 46, 52-54],
and four related conference papers [43, 55-57]. In [43, 55] an initial assessment
on the performance of FD relaying schemes is provided, later these works are
extended in order to encompass a deeper analysis and further comparisons with
the state-of-the-art on HD relaying, yielding [45, 46]. The aspect of secrecy
and confidentiality on FD cooperative networks is drawn in [52, 53, 56, 57].
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In a initial work [52, 56] the author proposed a scheme that exploits spatial
diversity as a way to enhance security. Then, motivated by the outcomes of FD
relaying and information-theoretic security the author performs an investigation
on secure FD cooperative schemes, whose results are presented in [53, 57]. In
[54] network level analysis is performed, and we show how secrecy metrics are
affected by the disposition of the desired receiver, the eavesdropper and the
legitimate transmitter.

Besides [43, 45, 46, 52, 53, 55-57], the author published other journals [24, 44,
58-60] and conference papers [61-70]. Additionally, by the time this thesis was
finished, the author had submitted [53, 54, 71-76]. Amongst these publications
are the ones closely related to this thesis [58—60, 65, 76]. For instance, an initial
assessment on HD cooperative networks is presented in [58, 59]. These works
inspired the author the pursuit of new methods to increase performance of HD
cooperative systems, which ultimately lead to FD relaying. Later, [44] introduces
a performance assessment of heterogeneous networks, where the legacy network
is underlaid by FD femtocells. Additionally, [65] investigates the use of FD
nodes in two-way relaying networks. Notice that those results are not embodied
herein, those works have distinct system models and setups which would be a
cumbersome task to harmonize to the reminder of the thesis. Therefore, this
thesis focus on general framework whose main insights can be applied to distinct
applications as we have done in [44] and [65].

Furthermore, under the scope of cognitive networks, we focused on underlay
relaying networks and an extensive analysis of both HD and FD schemes is pro-
vided in [60, 66, 71, 75]. Additionally, [74] renders a performance analysis of
Amplify-and-Forward (AF) FD relaying schemes, while in [68, 69] a more general
framework is investigated and we investigate how highly dense deployments of
small cells perform when FD nodes communicate under composite fading chan-
nels. The impact due to extra interference from co-channel users and how that
compares to the intrinsic residual self-interference is identified, and performance
is compared to benchmark HD scenarios.

During his thesis work the author has established a vast collaboration network
with professors and researchers from various distinguished universities such as
Supeléc (France), State University of Campinas, Unicamp, Federal University
of Ceara, UFC, Sao Paulo State University, Unesp-SJBV, and especially with
the Federal University of Technology - Parand — UTFPR (where the author
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completed his under graduation studies). Furthermore, the author is part of a
double degree program between University of Oulu and UTFPR and all results
have been obtained under the co-supervision of Prof. Richard Demo Souza and
Prof. Matti Latva-aho. This extensive collaboration led to several publications
[43, 45, 46, 53-56, 61-76].
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2 Cooperative communications: a general
overview

In this chapter, we outline the most relevant aspects of cooperative communica-
tions: from the relay channel classification up to FD relaying protocols. This
overview will serve as a guideline for the developments introduced in the next

chapters.

2.1 Relay channel

The relay channel is depicted in Fig. 1. Notice that h;; represents the channel
coefficients between the nodes i € {S,R} and j € {R,D} with i # j. After
the broadcast from the source, the relay helps the communication by forwarding
source’s message to the destination [15, 77], represented by the dotted line in
Fig. 1.

Fig 1. The relay channel is composed of: source (S), relay (R) and destination (D).
Notice that the relay helps the source to convey its message to destination. The
solid lines are used to denote the channels during the first phase of the coopera-
tive protocol, while the dotted line used to denote the channel during the second
phase of the protocol, when the relay forwards source’s message. Channel coeffi-
cients are denoted by ©;;, where i ¢ {S,R} and j € {R,D} with ¢ # j.

There are several ways to classify the relay channel:

— Superposition: in [78, 79] the authors investigate superposition schemes,
where diversity comes, for example, from superposition modulation.

— Orthogonal transmission: are the focus on [4-9], and [24, 58, 59, 61] such
strategies exploit different repetition protocols in order to enhance the perfor-
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mance of such cooperative schemes.

— Ad-hoc/infra-structured relaying: infra-structured relays are deployed by
the service provider [24, 58, 61, 80, 81], while ad-hoc relays generally are other
users of the network. The advantage of infra-structured over ad-hoc relaying
lies on a better positioning and channel fading conditions as pointed out in
[80, 81].

— Return channel: in [58, 82, 83| the authors exploit the presence of a return
channel, which allows the destination to exchange information with source
and /or relay, and therefore allows the use of Automatic Repeat reQuest (ARQ)
strategies as investigated in [82, 83]. For instance, [24] exploits accumulation
of retransmitted messages, in order to achieve higher throughput and increased
reliability, while [58] evaluates the performance and energy efficiency of incre-
mental relaying protocols. Further, in [59, 61] the authors investigate different
cooperative Hybrid Automatic Repeat reQuest (HARQ) schemes and discuss
the trade-offs of each scheme in terms of outage probability and throughput.

— Operation mode: the relay can operate either in HD or FD fashion [4-9].
For instance, in HD mode, the relay transmits and receives in orthogonal slots
either in time or frequency [7, 58, 59]. Such HD schemes have been widely
investigated in the literature, although they are inherently spectrally inefficient
[22, 24], cooperative HD schemes suffer from multiplexing loss, since Relay (R)
first listens and then forwards the message which requires at least two slots
for cooperation [22, 24]. On the other hand, in FD mode transmission and

reception occur simultaneously [26, 40-47, 84, 85].

Moreover, FD relaying has received more attention of the academy and in-
dustry in the recent years [25-28, 30—48|. The main reason behind this growing
interest is that FD schemes outperform HD schemes [7, 40-48], ideally doubling
the spectral efficiency. In FD mode, cooperative protocols do not suffer from
multiplexing loss inherent of HD schemes [22, 24], and therefore FD protocols
achieve much higher rates. Thus, in recent years due to such high potential, FD
communication has become a promising technology to increase performance of
cooperative as well as point-to-point networks, this added to the fact that it has
been shown that practical FD communication is feasible [25-28, 3048, 68, 69, 86—

90], further discussion will be presented next.
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2.1.1 Cooperative protocols

The behavior of the relay is dictated by the cooperative protocols whose general
picture is given in Fig. 2. Notice that Fig. 2 depicts HD protocols, which demand
at least two slots, either in time or frequency, to operate. In general, cooperative
protocols can be divided into two major phases: broadcast from the source, as

shown in Fig. 2a; and cooperative phase?, as shown in Fig. 2b.

hsp
hsr

S a

(a) Broadcast Phase

_—
S a

(b) Cooperative Phase

Fig 2. HD cooperative protocols operate in two distinct phases: (a) Broadcast
Phase: first the source broadcasts its message to relay and destination (solid
lines). Then, (b) Cooperative phase: the relay acts by forwarding source’s mes-
sage to the destination in a second slot (dotted line).

The two most known cooperative protocols are: AF and Decode-and-Forward
(DF) [6-8, 91]. In the AF protocol the relay amplifies source’ signal and then
forwards it to the destination [6, 7]. On the other hand, in the DF protocol the
relay decodes the source’s message and then forward it to the destination [6, 7].
The DF protocol has three main variants commonly known as fixed, selective and
incremental. In Fixed-Decode-and-Forward (FDF) the relay always forwards the
message even if it was incorrectly decoded [6]. On the other hand, in Selective

Decode-and-Forward (SDF) the relay only forwards the message if it was decoded

2We distinguish here HD and FD protocols. While cooperative phase refers to HD protocols,
we termed as multiple access phase the second half of the FD protocols.
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free of errors [6]. The Incremental-Decode-and-Forward (IDF) protocol accounts
for the presence of a return channel, and therefore the relay only forwards the
message if it is error free and if requested by the destination [6, 7, 58, 59].

Cooperative HD protocols suffer from multiplexing loss, since the communi-
cation happens in two distinct instants [22, 24]. Due to the great potential of
cooperative schemes several solutions have been proposed trying to overcome
such issue [22-24]. For instance, in [24] the authors propose a HD cooperative
protocol that allows the relay to accumulate a given number of messages, and
then forward a single frame carrying a concatenation of all decoded messages.
This new frame is transmitted with a rate proportional to the number of ac-
cumulated messages, exploiting the deployment of infra-structured relays. In
general such relays are strategic deployed and its positioning yields some LoS
towards the destination. Alternatively, in [23] successive relaying is introduced,
thus at least two relays are needed and while one listens to the source broadcast
the other forwards the message to destination. This technique does not suffer
from multiplexing loss, however imposes the use of two or more relays besides
the coordination among the cooperative parties. Therefore, it becomes disad-
vantageous in scenarios where there is a scarcity of resources or even in heavily
loaded networks, where nodes are often busy such that cooperation may be not
possible.

Another alternative to overcome the spectral inefficiency of HD cooperative
protocols is at a cost of a return channel between nodes [6, 7, 58, 59], again
such protocols are known as incremental. For instance, in our earlier works
[58, 59] we investigate the combination of rate and power allocation techniques
and the use of repetition and parallel coding with IDF protocol. The results
show that there is trade-off between the resource allocation schemes and the
Signal-to-Noise-Ratio (SNR), which means that one technique is favored over the
other depending on SNR constraints. It is also shown that a simple repetition
scheme becomes more suitable for practical purposes since it requires a simpler
receiver than parallel coding methods with similar performance.

In this context, FD relaying appear as an interesting alternative once FD
cooperative protocols do not suffer from multiplexing loss and achieve higher
capacity than HD cooperative protocols [7, 8]. Hereafter, we focus on the FD
relaying protocols and practical aspects of their implementations. The discus-

sion drawn next serves as ground to the subsequent chapters, where a detailed
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performance analysis is presented.

2.2 Full-duplex relaying

An ideal FD relay transmits and receives simultaneously, which considerably en-
hances performance of the relay channel [7, 8], such scenario is depicted in Fig. 3a.
Throughout this thesis we assume that the relay is equipped with two distinct ra-
dio interfaces, such that transmission and reception are isolated from each other,
and each has its own dedicated antenna, as illustrated in Fig. 3a. Notice that,
in this case perfect isolation is assumed between transmit and receive antennas.
Nevertheless, perfect isolation (ideal) between transmitted and received signals
is not yet possible, and in fact it is a cumbersome task [25-28, 30-39]. Notice
that in Fig. 3b the self-interference is represented by the dotted line in between

the relay’s antennas.

hsp

hsr hrp
S R

(a) Ideal FD Relay

(b) FD Relay with Self Interference

Fig 3. In FD relaying transmission and reception occur simultaneously, therefore
broadcast and cooperative (multiple access) phases are concurrent. Ideal relaying
is not yet possible, therefore the FD relay experiences self-interference, which is
denoted by the channel coefficient hrr (dotted line).
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2.2.1 Self-interference cancellation

Intuitively FD communication should be easily attainable given that the signals
are known and all needed is extra circuitry to subtract it from the receiving end.
However, in practice this assumption does not hold since the radios considerably
distort the transmitted signal which appear due to the (non-)linearities of the
radio circuitry and noise [25-28, 30-39].

Then, in order to tackle such strenuous task, practical FD schemes have
been proposed such that the power leakage between transmitted and received
signals, known as self-interference, is taken into account and several mitigation
techniques have been proposed [25-28, 30-39]. Self-interference cancellation is
the key enabler of FD communications, which allows to exploit the full potential
of FD communications [30, 34].

We can classify the self-interference cancellation schemes in two large groups,

as follows:

— Passive techniques: consists of antenna separation and also shielding the
reception form the transmission at the FD radio. The main goal is to isolate

and shield the reception from transmission.

— Active techniques: operate on analog and/or digital domain. The main
objective in the analog domain is to suppress the self-interference in the analog
receiver circuitry-chain before the Analog-to-Digital Converter (ADC). While
in the digital domain, the goal is to cancel the self-interference after the ADC

by resorting to sophisticated signal processing schemes.

Notice that there are many option and tradoffs involved in the design of
the receiver chain in order to cope with the self-interference cancellation. To
each solution there are advantages and downsides as well. For instance, in order
to cope with non-idealities of the receiver-chain (such as distortions and phase-
noise) an analog-domain signal processing circuit would be necessary, which
becomes costly and cumbersome to implement. On the other hand, canceling
the interfering transmit signal in the digital domain is facilitated by the use of
sophisticated adaptive digital signal processing techniques. However, such tech-
niques suffer from cancellation precision non-idealities in the analog domain (for
instance, power amplifier distortions, phase-noise, quantization noise). Bering

this in mind, we can classify the self-interference cancellation schemes is by defin-
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ing two large groups with respect to the domain, thus

— Analog Cancellation: analog cancellation circuitry and/or analog signal

processing.

— Digital Cancellation: sophisticated signal processing schemes.

In what follows we discuss some of the recent advances on active and passive. For
instance, the issue of self-interference cancellation on FD radios is investigated
through experimental results in [25, 26]. In [25] a practical FD system is proposed
and it is shown that the self-interference can be attenuated by more than 39 dB
through transmit and receive antenna separation. Later, in [26] the authors
extend their initial results and show that attenuation levels up to 75 dB can be
achieved.

Later, [33] presents a measurement-based study of the capabilities and limi-
tations of key mechanisms for passive self-interference mitigation, showing that
more than 70 dB of passive suppression can be achieved in certain environments.
The authors also relate the antenna suppression with frequency selectivity of
the residual self-interference signal which, by its turn, implicates in higher-order
filters or per-subcarrier cancellation. In addition, [36] evaluates the impact of
amplitude and phase errors on the estimation of self-interference. Thus, based
on the Rician model introduced by [26], the authors analytically investigate the
impact of LoS and non-LoS on the self-interference, showing that poor antenna
isolation (e.g. larger LoS factor) is the bottleneck of self-interference cancella-
tion.

The nonlinearities aspects of the transmitter and receiver chains are exploited
in [37]. The authors focus on the nonlinear distortions occurring in the trans-
mitter power amplifier and receiver chain, focusing as well on the dynamic range
requirements of ADCs. Their results point out that the nonlinear distortion pro-
duced by the transmitter power amplifier and the quantization noise at ADCs
become a great issue on a FD transceiver. Further, in [38] the authors focus
on active self-interference cancellation. A detailed self-interference model is in-
troduced, such model includes power amplifier nonlinear distortion as well as
transmitter and receiver mixer amplitude and phase imbalances. In order to
tackle the self-interference issue the authors propose a widely-linear digital self-
interference cancellation process which outperforms current linear solutions and

enables low-cost FD transceivers.
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A summary of the recent advances on active and passive self-interference
cancellation as well as a discussion of the role of FD radios in the upcoming
generation of wireless technologies is provided in [30]. Similar investigations
on hardware design and implementation are carried out also in [27, 28, 30-39]
and similar conclusions are drawn. Further more, Table 1 summaries the recent
advances on self-interference cancellation, and indicates the overall cancellation
achieved and which technique is employed: analog (A), digital (D) or hybrid (H).
Notice that hybrid cancellation employs both analog and digital cancellation.

Table 1. Summary of the recent advances on Self-Interference Cancellation for FD
radios

Self-Interference Cancellation

Reference Solutions Domain Cancellation
[34] Characterization of analog inter- A 75 dB

ference mitigation schemes for

compact FD radios, resorting
to polarized antenna and self-
tunable cancellation circuits.
[31] Experimental characterization of D 60 dB

passive and active cancellation:

antenna separation and digital
cancellation.
[35] Characterization of digital inter- D 75 dB

ference cancellation accounting

for non-linearities of power am-
plifier as well as I/Q imbalances.
The desired signal is iteratively
removed from the received one
for more accurate channel esti-

mation and cancellation.

Continued on next page
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Table 1, continued from previous page

References

Self-Interference Cancellation

Solutions Domain Cancellation

[25]

Measurement based characteriza- H 80 dB
tion of passive and active cancel-
lation schemes: antenna separa-
tion (20 and 40 c¢m), analog and

digital cancellation.

[26]

Measurement based characteriza- H 74 dB
tion of the distribution of the self-
interference. Self-interference is
modeled as a Rician fading chan-

nel.

[27, 28]

Characterization of passive and H 80 dB
active cancellation schemes: ana-
log and digital cancellation. Dis-
cussion on the use of FD radios

on real-time feedback channels.

[33]

Characterization of passive can- H 95 dB
cellation schemes through dis-

tinct antenna separation tech-

niques, which are able to achieve

70 dB attenuation. Associated

with digital cancellation the to-

tal average attenuation arrives to

95 dB.

[92-96]

Precoding strategies for self- D
interference mitigation in single

and multi-user scenarios.

Continued on next page
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Table 1, continued from previous page

Self-Interference Cancellation

References Solutions Domain Cancellation
[38] Introduces a detailed self- D -

interference model, accounting

for power amplifier nonlinear
distortion as well as transmitter
and receiver mixer amplitude
and phase imbalances. Re-
sorts to widely-linear digital
self-interference cancellation
process which enables low-cost
FD transceivers.
[37] Discuss the impact on FD A -

transceiver performance due to

nonlinear distortion at the trans-
mitter power amplifier and re-
ceiver chain and on the dynamic
range requirements of ADCs.

2.2.2 Performance analysis of FD schemes

Despite all the advances in interference attenuation and cancellation attained in
the last few years, with current technology it is not possible to fully mitigate
and reduce the self-interference to the noise floor level [26, 28, 30]. Nevertheless,
whenever self-interference is attenuated, at levels around 70 dB, FD commu-
nication becomes feasible. The receiver is able to cope with the remaining of
the self-interference, which is known as residual self-interference. Thus, even
though experiencing residual self-interference, FD communication is achieved
and its performance is evaluated for several scenarios depending on the residual
self-interference levels, as we shall see in what follows.

Earlier works conjectured that the residual self-interference could be modeled

as a RV [48, 97, 98], and later experimental results confirmed such assumption, as
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pointed out in [26]. This model is quite intuitive and allows the analysis of many
scenarios which can include the emulation of various (non-)LoS configurations
[26, 46, 97]. Bearing this in mind, many works have carried out this assumption,
of residual self-interference as a fading channel, and many techniques that deal
with residual interference have been proposed [26, 40-42, 48, 99, 100]. Fig. 4
summarizes the current self-interference cancellation techniques. We divided
the methods into two major categories: digital and analog cancellation. The
intersection gives us the joint strategies, which present the best performance by
suppressing self-interference up to 95 dB. Fig.4 also includes a third category
which accounts for the residual self-interference, which appears as a result of

analog and digital cancellation techniques. For instance, therein are the general

fading models for residual self-interference.

Digital Cancellation [31, 35, 38, 92—-96]

Residual Self-
Interference [40—
48, 68, 69, 86—
90, 94, 101-104]

Joint Methods [25-28, 33, 39] /

Analog Cancellation [34, 36, 37, 39]

Fig 4. Overview of self-interference cancellation techniques for FD communica-
tions

Performance analysis of distinct FD protocols are also investigated in [32,
40, 42, 47, 97, 99, 100] as well as in [43-46, 68, 69, 74]. For instance, [99, 100]
discuss the feasibility of full-duplex relaying as well as compare the performance
of AF HD to its FD counterpart. Additionally, [43, 45] provide an extensive
comparison between HD and FD schemes. The authors compare FD DF scheme

to the state-of-the-art on HD DF relaying, which are the methods that associate
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repetition coding with HARQ strategies [59]. Still, [32, 40, 74] deal with FD
AF relaying, from performance analysis to power allocation and self-interference
mitigation. For instance, [40] provides a performance analysis of a gain control
scheme, which maximizes the Signal-to-Interference plus Noise Ratio (SINR)
with reduced the transmit power. Then [74] shows that, when the direct link is
accounted as a useful source of information rather than interference, performance
enhances and that such scheme achieves diversity order of one. We recall that
due to self-interference FD relaying suffers from zero diversity order. In order to
tackle such issue the authors in [42] propose an hybrid relaying scheme, where the
FD relay is able to switch modes from FD to HD given the network constraints.
Extending this idea the authors in [102] consider also multiple FD relays under
AF protocol, such that the best relay is opportunistically chosen to cooperate in
either FD or HD fashion depending on some network constraints. In [101] the
authors propose a self-interference cancellation scheme that allows FD relays to
achieve diversity order greater than zero due to a block based relaying strategy,
which brings time diversity enhancement over independent fading realizations.

Furthermore, in [97] all channels coefficients follow Rician distribution, while
[46] models the residual self-interference, as well as all other channel coefficients,
as Nakagami-m fading. Both works assess the impact of distinct channel param-
eters on the performance of a FD cooperative protocol.

Moreover, multiple antenna relaying settings are evaluated in [32, 41, 92, 94—
96, 103-107]. Another application of FD relaying is in a multi-user MIMO
setting, which is investigated in [92, 93], where Uplink (UL) and Downlink (DL)
transmissions occur simultaneously and the authors rely on precoding schemes
to enhance spectral efficiency and deal with the self-interference.

Furthermore, a network level analysis of FD communicating devices is per-
formed in [68, 69] and it is shown that the self-interference dominates the aggre-
gate interference component. Moreover, FD networks outperform HD networks
in terms of both spectral efficiency and outage probability when self-interference
is attenuated by more than 70 dB.

Next, Table 2 outlines on the performance analysis of FD schemes and also
indicates fading models for the residual self-interference, as well as applications

of FD communication to different scenarios.
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Table 2. Performance analysis of FD schemes

Reference

Self-Interference Cancellation

[36]

Evaluates the impact of amplitude and phase errors on
the estimation of self-interference. Based on the Rician
model introduced by [26] the impact of LoS and non-

LoS on the self-interference

[40, 42]

Performance analysis and power allocation strategies
for FD relaying schemes. Introduces the idea of hybrid
relays, which operate under FD or HD depending on

system constraints.

[40, 42-45, 101]

Performance analysis, outage probability, as well as
power allocation strategies for FD relaying schemes:
AF, DF, hybrid relays and relay selection. Residual
self-interference modeled as Rayleigh fading.

[43-45]

Outage probability and throughput analysis of FD re-
laying schemes. Residual self-interference modeled as
Rayleigh fading. Energy efficiency assessment is pro-
vided in [45], while [44] investigates the use of FD fem-
tocells as relays.

[46, 76, 97]

Modeling residual self-interference though general fad-
ing distributions, Rice and Nakagami-m.

[74, 86, 89, 102]

Performance analysis of FD AF relaying schemes. For
instance, the issue of FD relay selection under AF pro-

tocol is investigated in [102].

[43, 45-47]

Performance analysis of FD DF relaying schemes. A
selective DF scheme is introduced in [47], which is a
sub-case of [43, 45].

[71, 73]

Assess outage probability and power allocation policies
for underlay cognitive radio networks with FD relays.

[68, 69]

Assess spectral efficiency and outage probability in the

network level of highly dense deployment of FD nodes.

Continued on next page
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Table 2, continued from previous page

References Self-Interference Cancellation

[30] Comprehensive discussion on the applicability of self-
interference cancellation schemes to future wireless net-

works.

All in all, one common conclusion amongst those works is that it is possible
to achieve high performance even in the presence of strong self-interference [25—
28, 30-39], which means that FD communication is feasible. All in all, given
that the FD node is able to considerably attenuate the self-interference, so that
FD communication becomes feasible. Therefore, the performance of different
FD protocols can be evaluated.

In the following, we introduce the two FD protocols that will be evaluated
under different scenarios in the next chapters.

2.3 Full-duplex relaying protocols

Here we introduce two FD relaying protocols namely Full-Duplex Multi-Hop
(FDMH) and Full-Duplex Block Markov (FDBM) [7, 8, 77, 108]. These proto-
cols were initially proposed for the relay channel with ideal FD relay [7, 8, 108].
We compare the FDMH scheme, which is the simplest relaying technique since
it relies on the idea of multi-hopping, to FDBM, which is the best known per-
formance achieving FD relaying method [7, 77, Ch. 15.7].

Both FDMH and FDBM operate under DF protocol [7, 77, 108]. The FD DF
protocol can be decomposed into two channels: Broadcast Channel (BC) and
Multiple-Access Channel (MAC), similarly to the HD case as discussed above.
However, here the whole process occurs within one single time slot. In the first
phase, namely broadcast phase, the source broadcasts its message to relay and
destination. Differently from HD cooperative schemes, the multiple access phase
starts simultaneously with the broadcast phase under the FD mode, in which

the relay forwards the received message to the destination. Thus, we can write
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the received signal at the relay as

yr = \/ Psdgy hsr © + / Pr 0 hrr T + wr, (1)

while the received signal at the destination is

yp = £/ Ps dgf; hsr ¢ + \/ Pr dg[, hrp & + wp, (2)

where h;;, i € {S,R} and j € {R,D}, denotes fading channel coefficients, P; is
the transmit power, dj; represents the distance between the nodes ¢ and j, and
v > 2 denotes the path loss exponent. Additionally, w; is zero-mean complex
Gaussian noise with unity variance (02 = 1). In addition, = represents the unity
energy transmitted symbol, while Z is the unity energy transmitted symbol re-
encoded by the relay. It is noteworthy that x and 2 are not necessarily identical

once the relay may use a different codeword from the source.

2.3.1 The encoding/decoding process

The decoding and encoding schemes used in both protocols, FDMH and FDBM,
were initially proposed in [108], and are extended to fading scenarios in [7, 45].

Both protocols rely on a combination of block Markov encoding at source
and relay, associated with coding for cooperative multiple access channel and su-
perposition coding [7, 108], which is also named as irregular encoding/successive
decoding [7]. As pointed out in [7] the same achievable rates can be achieved
through different strategies such as: regular encoding/sliding-window decoding
[109]; and regular encoding/backward decoding [110].

Furthermore, those two strategies are more suitable for quasi-static fading
channels, once they are less likely to fail in the intermediate decoding steps
[7] when compared to irregular encoding/successive decoding proposed by [108].
Bearing this in mind, we adopt throughout this thesis regular encoding and
backward decoding [7, 110, 111].

Thus, as proposed in [7, 110, 111], the message is divided into L blocks ,
as shown in Fig. 5. Moreover, Z is delayed compared to x [42, 108] such that
Z[l] = z[l — 7], where 1 <1 < L and 7 > 1 represents the processing and delay.

In order to facilitate to the reader and for easy comparison, we assume hereafter
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that 7 = 1, which means that the message from the relay is only delayed by one
block. Moreover, as pointed out in [42] this delay is large enough to guarantee
that the simultaneously received signals are uncorrelated, and therefore can be
jointly decoded.

In order to illustrate this processes Fig. 5 depicts the block transmission
scheme with backward decoding where the message is divided into L blocks,
notice that even though the relay is delayed by one block with respect to the
source, performance is not affected for large L [47, 108].

A first analysis on such decoding schemes for practical FD relaying, account-
ing for the effects of residual self-interference, is done in [45]. Later, it is extended
in [47], where the authors generalize the backward decoding scheme for any delay
and number of blocks. Also it is shown that the performance is not affected for
large L or as far the ratio between delay and the number of blocks is small.

2.3.2 Achievable rates of FD cooperative protocols

The overall achievable rate of the both protocols (FDMH and FDBM) is given
as [7, 110, Sect. IV-B], [45, 47]

Rep = min{Rpc, Rmac}, (3)

where we assume regular encoding and backward decoding, and express (3) as a
function of the achievable rates in each phase of the FD protocol: Rpc for the
BC; and Ryac for MAC.

First, the achievable rate of the BC phase is [7, 45, 47]

o 2 YSR
Rinc = togy (14 (1= %) 20 ) (W
Source z[1] z[2] e o[l —1] [L] i- ----------- i
Relay ___________ D #2) . HL—1] F1)

Fig 5. Source and relay block transmission. Notice that the frame is divided into
L blocks and the relay’s transmission is delayed by only one block (7 = 1).
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where 7;; 2 p |hi]‘|2 represents the SNR of the link between nodes 7 and j, and
notice that yrr represents the SNR of the residual self-interference at the relay.
Additionally, p represents the correlation coefficient between source and relay
messages [108]. Notice that for the FDMH we assume independent codewords,
therefore p = 0 and (4) reduces to Rpc = log, (1 + R )

YRR +1
The FDMH protocol is in essence a multi-hop protocol, and therefore, it is

reasonable to assume that the direct link between source and destination (S-D)
cannot be decoded, and instead such link is seen as additional interference at
the destination. Then, the achievable rate of the MAC phase (Ryac) is written
as [43, 45]

REDMH = 1o 14 _JRD , 5
MAC B2 b + 1 (5)

Differently from the FDMH protocol, in the FDBM case the S-D link is seen
as useful information rather than interference, and therefore based on [7] the

achievable rate is then given as
Ritac = logs (1 + Ps |hsp|® + Pr [hro|” +2v/Ps Pa Re(phsp hED)) , (6)

where Re(-) denotes the real part of complex number and * represents the com-
plex conjugate of x.

Herein, we introduced FD relaying protocols and we provide a general idea
of their operation. Then, we will employ the concepts introduced above into

different settings and scenarios in the following chapters.

24 Summary

In this chapter we briefly summarized some concepts of cooperative communica-
tions. As discussed above, through cooperation even single antenna devices can
achieve spatial diversity by sharing resources. Therefore, cooperation comes as
a promising alternative to boost performance of current and upcoming wireless
networks. Cooperation becomes even more attractive in applications that are
constrained, for instance, due to size and cost.

Moreover, herein we also discussed the advantages of FD relaying. We
presented the key idea behind practical FD communication and challenges to
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cope with self-interference. As discussed above, complete mitigation of self-
interference is not possible, which results in residual self-interference. The resid-
ual self-interference can be modeled as a RV, which facilitates the performance
evaluation of different FD networks. Finally, we outline the FD protocols that
are evaluated throughout this thesis.

All in all, these concepts are relevant to understand our assumptions and
developments in the next chapters, where we analyze in details the FD relaying
schemes. It is important to note that our main results are enclosed from Chap-
ter 3 to Chapter 5. In each of them, the network is modeled in order to capture
the main mechanisms of the network. Hence, even though the similarities in the
network modeling, each chapter is based on different assumptions that provide

new insights, which are discussed therein.
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3 Outage, throughput and energy efficiency
analysis of some half and full duplex
cooperative relaying schemes

3.1 Motivation and related work

Through cooperation among nodes even single antenna devices can achieve spa-
tial diversity [6, 112, 113]. Moreover, cooperative protocols can operate either
in a HD or FD fashion. As mentioned in Chapter 2 and investigated in [22, 24],
HD cooperative protocols are spectrally inefficient, in the sense that two time
slots are used to transmit a message from source to destination, whereas in the
FD mode the relay simultaneously transmits and receives in the same frequency.
However, “ideal FD operation”, in which transmitted and received signals are
perfectly isolated, is not possible. In practice, transmitted power is normally
much larger than received power [7], which turns the isolation a difficult task.
Non-cooperative and cooperative FD schemes where residual self-interference
is assumed between the transmitted and received signals were investigated in
[25, 26, 40, 48, 99, 100, 114]. For instance, in [99] it is shown that FD relaying
with self-interference is feasible even if there is a strong power leakage between
the transmitted and the received signals, and that FD relaying enhances capacity
when compared to multi-hop HD relaying. Similar conclusions are obtained in
[40, 48]. Additionally, such relaying schemes are of great interest of the industry
[10, 34], for instance, in band FD operation is being investigated, for instance,
since Release 10 of 3GPP [10] and [44] introduces a performance assessment of
heterogeneous networks, where the legacy network is underlaid by FD femtocells.
Besides the boost in performance achieved through cooperation, cooperative
diversity is seen as an energy efficient strategy since, for instance, a target
Quality of Service (QoS) can be achieved with lower power consumption [6, 115].
Furthermore, in the recent years energy efficient wireless protocols have been
focus of both academia and industry [10, 116-119]. The objective of power
consumption analysis is to propose alternatives to extend the battery lifetime of

mobile devices as well as to reduce carbon emissions, and reduce energy consump-
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tion of the network as a whole [10, 116-119]. In [120-122] power consumption
was analyzed for non-cooperative and cooperative networks. Moreover, the au-
thors have accounted for different node densities and the circuitry consumption
for transmitting and receiving data. In [120], the transmit power of the non-
cooperative and the cooperative systems are considered to be fixed. Thus, the
energy efficiency is maximized by the optimization of the packet length and the
modulation order of each scheme. The performance analysis showed that the
cooperative transmission outperforms the non-cooperative in terms of energy
consumption when there is a great distance between the source and the destina-
tion. In [121], by establishing an acceptable limit for the packet loss, the transmit
power is minimized based on the outage probability of each transmission scheme.
The results show that the cooperative network can be more energy efficient than
the non-cooperative network when source and destination are far apart. In [122],
by defining an end-to-end throughput requirement, it is shown that incremental
cooperation is more energy efficient than direct transmission and than multi-
hop transmission, even at small transmission ranges. Moreover, in [123] energy
efficiency analysis is carried out considering HD and FD multi-hop schemes in
the Additive White Gaussian Noise (AWGN) relay channel. The results show
that the HD multi-hop relay may require at least 50% more bandwidth than FD
multi-hop relay with the same rate and power constraints.

In this chapter we analytically evaluate the outage, throughput and energy
efficiency of cooperative FD relaying with interference under Rayleigh fading
channel. Moreover, as previously discussed in Chapter 2, we adopt the Block
Markov encoding at source and relay [7, 108]. We recall that, as seen in Chap-
ter 2, the Block Markov encoding has the same achievable rates as regular encod-
ing and backward decoding, which is also pointed out in [7]. While in [40, 48, 99|
the authors consider multi-hop HD relaying, here we compare the performance
of cooperative FD relaying to that of two incremental cooperative HD relaying
methods: IRST transmission and SC [59]. In IRST the relay only cooperates
if requested by the destination. Once requested, the relay sends additional par-
ity bits, together with the source, by means of a space-time codeword, which
is then appropriately combined by the destination with the first source trans-
mission [59, 124-129]. By its turn, in SC, which is the simplest IDF scheme,
the relay also cooperates only if requested. In such case the relay retransmits
the source message (while the source is silent), and the destination applies SC
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between the original source transmission and the relay retransmissions.

Other operation modes for HD relaying could be considered, but our choice
for IRST and SC is justified by the fact that IRST is a very high performance
due to accumulation of the achievable rate at a cost of strict synchronization.
While SC is very simple and the worst performing HD scheme based on the DF
protocol [59]. Therefore, we are able to compare FD relaying to a sample of the
most complex and high performance HD schemes and to a sample of the most

simple and less performing HD methods.

3.2 System model

Consider a system with three cooperating terminals as discussed in Chapter 2.
Fig. 6 depicts the network under consideration, where we assume that all chan-
nels coefficients are subject to quasi-static Rayleigh fading. Moreover, we ac-
count for the self-interference (dotted line in Fig. 6). We model the self-interference
channel also as Rayleigh fading, because we assume that this link is dominated
by the scattering component of the channel. This is a reasonable assumption
since the LoS component is considerably reduced by antenna isolation or repre-
sents a residual interference after the usage of an interference cancellation scheme
[25, 26, 48]. In [25, 26] an experiment-driven analysis of FD wireless was carried
out. The authors evaluate passive and active cancellation techniques and showed
that self-interference can be attenuated up to 74 dB. However, such attenuation
is not enough to bring the self-interference to the noise floor [26]. Additionally,
we assume perfect Channel State Information (CSI) at the receivers. The chan-

Fig 6. Three-node cooperative network: source (S), relay (R) and destination (D).
Residual self-interference is present at the relay and represented by the dotted
line. Notice that the direct link is also perceived at the destination.
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nel noise is considered to be a complex AWGN with variance Ny/2 per dimension.
Without loss of generality, we assume that the noise power is Ny = 1. Moreover,

we consider that the relay can operate either in FD or HD mode.

3.2.1 Full-duplex relaying

In the FD mode, the source broadcasts the message =, which is heard by both
relay and destination (when the direct link exists). At the same time the relay
sends a message T to destination. Moreover, the transmission from the relay
to destination interferes in its own reception of the message sent by the source.
Following the above and as pointed out in Chapter 2, the received signals at the
relay and at the destination can be written as:

yr =V/ Ps hsr ¢ + \/PrROhRR T + wr, (7)
yp =V Prhrp & + / Ps hsp © + wp, (8)

where h;j are the complex fading channel coefficients with ¢ € {S,R} and j €
{R, D}, where hgrg is the complex fading coefficient of the self-interference link
[48]. The average transmit power at source and relay are Ps and Pg while wg and
wp are the noise at relay and destination, di_j" is the path loss distance between
nodes 7 and j with v begin the path loss exponent. Notice that all channels
are Rayleigh distributed where Q £ Q;; £ E [|h;[?] £ d;;” represents the
corresponding average fading power. Again, notice that Qrr £ E [|hRR|2] 259,
where § coefficient represents average strength of the residual self-interference
cancellation, which encompass active and passive cancellation techniques [26, 30].

3.3 Half-duplex relaying

In the HD mode, the transmissions are orthogonal in time, and we assume the
presence of a feedback channel, so that nodes use the incremental DF protocol.

In the first time slot, the source broadcasts a message to relay and destination,
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so that:

yr =V Ps hsr rs + wr, 9)
yp =V Ps hsp rs + wp. (10)

If an error is detected, destination requires a retransmission. Then, two cases are
considered, depending if source and relay transmit concurrently in the second
time slot or not. In case they do (the IRST method), then the relay cooperates
with the source, and the received signal at destination given as:

yp =V Pshsp 2’ + /Pr hrp &' + wp, (11)

where 2’ and ' are symbols from a space-time codeword. The signals y, and yp
are combined at destination and a new decoding attempt is carried out. Then,
in case the relay retransmits in the second slot while the source is silent (the SC
method). Hence, 2’ = 0 and &’ = Z, the receiver applies SC between yf, and yp.
For instance, an application of the SC in cooperative network under AF protocol

is performed in [91].

3.4 Cooperative FD and HD schemes

In this section we introduce two FD relaying schemes: FDMH and FDBM. The
latter is the best performance achieving FD relaying protocol [7] while the for-
mer is the simplest FD relaying protocol. Likewise, we also introduce two HD
protocols: SC and IRST. The SC protocol is the simplest HD relaying proto-
col, only the transmission with the highest SNR is decoded at destination. On
the other hand, the IRST protocol combines different (re-)transmissions which

increases the overall mutual information.

3.4.1 Full-duplex multi hop (FDMH) relaying

The FDMH scheme is a simple multi-hop relaying protocol. We assume that
destination sees the direct link as interference rather than useful information,
which may represent a scenario where the destination is not as sophisticated as
in the FDBM case. Bearing this in mind, we can white the SNR at the relay
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and destination, respectively, as

hsrl® P
. W;# (12)
|hrr|” Pr +1
hepl? P
o = w0l P (13)
|hsp|” Ps +1

where Ps and PR represent the source and relay transmit power, respectively.
Then, the mutual information of the source-relay and relay-destination links,

respectively, are

Isr = 10g2 (1 + ’YR) R (14)
Irp = logy (1 +7p), (15)

Theorem 3.1. Assuming that all RVs are independent, the overall outage prob-
ability of FDMH scheme is

Ps Qsr Pr QrD
(PrQrp + (27 — 1)Ps Qsp) (Ps Qsr + (27 — 1)Pr Qrr)
(16)

Pr Q) 2R _1 PsQ 2R 1
exp(— R RD( )+ S SR( )) Ps Qs Pr Qr

Prpmu = 1 —

Proof. As in the HD multi-hop case [6] and assuming that all RVs are indepen-
dent, an outage event occurs whenever the source-relay link is in outage or when

the relay fails to transmit. Mathematically the outage is given as

Promu = Psr + (1 — Psr) Prp, (17)
— Pr[Zsg < R} + Pr[Zsr > R] Pr[Tap < R, (18)

which allows us to write the overall outage probability as a function of the outage
probabilities of the individual links, namely source-relay and relay-destination.
O

Next, we assess the outage probability of the source-relay and relay-destination
link through the next theorem.
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Theorem 3.2. Assuming independent and exponentially distributed RVs, the
outage probability is

9R 1
1_exp< EQM) !

2R 1 ’
PQy;

Pij = (19)

i+ ——
where i € {S}, j € {R} and k € {R} for the source-relay link, while for the
relay-destination link the indezxes are i € {R}, j € {D} and k € {S}.

Proof. The proof follows as

’Pij =Pr [Iij < R]
— Prllog, (1 + k7)) < R], (20)
|his|* P; 2R —1
T 3 <
|hkj| P.+1 K

Let us define define X = |hij|2 P; which is exponentially distributed and ¥ =
|hkj|2 P; + 1 is mean shifted exponentially distributed. Then, we compute the
distribution of Z = x X/Y [130, pg. 186] given by fz(z) = [ vfx.v (yz,y)dy,
where £ # 0 is a scaling factor used to generalize the result. Once that this
distribution is calculated, it is possible to compute the Cumulative Distribution
Function (CDF), which fortunately has closed-form solution and is given as in
(19). O

Then, from Theorem 3.2 and setting x = 1 we obtain the outage probability

of the source-relay link as

R
exp (— Ao ) Ps Qsr

=1- . 22
P = e+ @R — 1) P Onn 22
Likewise, the outage probability of the relay-destination link is given by:
R_q
exp (—Qz—p) Pr Qrp
Prp =1— R (23)

PrQrp + (2R —1) PsQsp
Once the FDMH scheme suffers interference from the direct link as well as
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self-interference, the outage probability is limited by a performance floor as the
as the transmit power increases. Such performance floor is characterized in the

following theorem.

Theorem 3.3. Assuming Ps = Pr = P and that P — oo, the performance
floor of the FDMH protocol is

Qsr Qrp
(Qsr + (2R = 1)QrR) (=D + (27 — 1) Qsp)

lim PFDMH =1- (24)
P—o0

Proof. The proof is straightforward from the properties of the limits and given
that lim,_,o exp(—1/z) = 1. O

Remark 3.1. Note that even without self-interference, 6 = 0. Hence, Qgr = 0
and the performance floor does not tend to zero due to the interference from the
direct link.

Assuming a transmission rate of R, the average spectral efficiency (informa-

tion rate) seen at destination of the FDMH scheme is

Teomu = R (1 — Prpmu) - (25)

3.4.2 Full-duplex block Markov (FDBM) relaying

The capacity for the relay channel is still an open problem. In view of this
unanswered issue, the best achievable rate known in the literature is attained
when the Block Markov encoding technique is employed [8, 77, 97, 98, 108]. The
Block Markov DF relaying scheme is based on the Block Markov encoding at
source and relay, combined with superposition coding and coding for cooperative
multiple access channel and random coding [77, Chap. 15] and also [7, 108].
Notice that a more detailed analysis on the decoding method and achievability
can be found in [7, 8, 77, 108]. Additionally, for further analysis on ideal FDBM
on Rayleigh fading channels, please refer to [7, 98].

As aforementioned, the achievable rate of FDBM is given by the minimum
of the achievable rates of the source-relay link (BC) and of a MAC, which is

composed of the concurrent transmissions from source and relay to destination
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[7]- Thus,

Zrpem = min{Zsr, Imact (26)
where the achievable rate Zgg is given by [98]:

Tsr = logy (1+ (1 = p*) 1r) (27)

while the variable p is the correlation coefficient between source and relay mes-

sages [7] and 7R is the SINR given by

_ |hse|” Ps
TR

= (28)
|hrr|” Pr + 1

Remark 3.2. It is noteworthy that p can mazimize the mutual information of
the FDBM scheme [5]. Once we assume CSI only at the receivers, we consider
that p is fized for all fading states. Thus, under this simplifying assumption, p
is designed to minimize the outage probability which leads to p = 0 as we discuss

later in Section 3.7.

We assume in g that the residual self-interference is accounted for as an

additional uncorrelated interference at the relay.

Remark 3.3. As pointed out in [42] the delay between source and relay messages
1s large enough to guarantee that the simultaneously received signals at relay are
uncorrelated, and therefore the residual self-interference is seen as interference
(cf- Chapter 2). Moreover, the residual self-interference is the remaining inter-
ference after applying analog and digital cancellation. Thus, as experimental
results indicate the residual self-interference can be modeled as an independent
RV [26].

The achievable rate in the MAC formed by relay-destination and source-
destination links is [7, 97, 98]:

Tuac =logy (1+ Ps hspl’ + Pr [hrol* +2/Ps Pr Re (phso hip)) - (29)
Then, we know from Theorem 4.1 that the overall outage probability of FDBM
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is given as

Prpem = Pr[min (Zsr , Zmac) < R], (30)
= Psr + Pmac — Psr Pmac- (31)

In order to find Prppm we first develop the outage probability of the source-relay
link, taking into account the effect of the self-interference. Then, by means of
Theorem 3.2 and with x = 1 — p? the outage probability of the source-relay of
the FDBM scheme is

e 2% -1 PsQ

o —-— = — -

- Pl 5 Qe (1= 7)) T35t

Por = 1— — .
Ps Qgr + T2 Pr Qrr

(32)

Theorem 3.4. Assuming independent RVs and transmission rate R, the outage
probability of the MAC phase of FDBM protocol is

R _ R _
aexp(—2 " 1>—ﬁexp(—2 3 1)

= 1 —
Puac - ; (33)
where o and 3 are
a
B=3-Vb, (35)
with
a = (PrQrp + PsQsp), (36)
2
a
b= Z — PS QSD PR QRD (]. - p2) . (37)

Proof. Please refer to [43, 45, 98]. Notice that the outage probability of the MAC
phase of ideal FDBM was introduced in [98], in [43, 45] the authors extended

this result to account for the effects of residual self-interference. O

Due to the presence of residual self-interference at the relay the FDBM pro-
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tocol also presents a performance floor, which is given by the next theorem.

Theorem 3.5. Assuming Ps = Pr = P and that P — oo, the performance
floor of the FDBM protocol is

(2R — 1) Qpn

lim P = . 38

Pooo” PN QR — 1) Qgp + Qsr (1 p2) (38)

Proof. Proof follows the rationale of Theorem 3.3. O

Remark 3.4. Note that the performance floor increases with Qrr and R. The
existence of this floor limits the performance of FD relaying, making it possible
for incremental HD relaying to outperform FDBM as we show and discuss in
Section 3.7.

Differently from the FDMH protocol, at high SNR regime, namely P — oo,
the FDBM protocol does not present a performance floor as § — 0, in other
works, the better the isolation and interference cancellation at the FD node,
the better the cooperative network performs. Assuming a transmission rate of
R, the average spectral efficiency (information rate) seen at destination of the
FDBM scheme is

Tepem = R (1 — PrpeMm) - (39)

Remark 3.5. Differently from [98], here we investigate the effects of the residual
self-interference on the FDBM protocol in terms of outage probability as well as

throughput.

3.4.3 Half-duplex relaying with selection combining

In the HD mode, the source broadcasts a message to relay and destination, then
the relay forwards it to the destination. Recall that there is no self-interference
in the HD mode, which can be also observed in (9) and (10).

The achievable rate of the source-destination link is Zgp = logy(1 4+ vsp),
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therefore the outage probability of the source-destination link can be written as

PSD = Pr [ISD < R] (40)
= Pr[ysp <27 —1] (41)
1 -2k
= 1 — ex 5 42
b ( . QSD) (42)

where the instantaneous SNR at the source-destination link is ysp = |hSD|2 Ps.
Recall that ygp is exponentially distributed, then the outage probability of the
source-destination link (assuming am attempted transmission rate R) is attained
from its CDF, which can be expressed as in (42).

Following the same rationale, we readily determine the outage probability
of the source-relay and relay-destination links. Since the instantaneous SNR of
both links also are exponentially distributed. Then, recall that the instantaneous
SNR at the relay is ysg = |hSR|2 Ps while at the destination is yrp = |hRD|2 Pr.

Next, we write the achievable rates of the source-relay and relay-destination
links as Zgr = logy (1 + ysr) and Zrp = logy (1 + yrp), the outage probabilities
in such links, Psg and Prp, can be written just as above, but replacing Qgp by
Qgsr and Qgrp, respectively, and Ps by Pr when appropriate.

In the case of SC, after the transmission from the source, the destination
verifies if the message was correctly received or not. Suppose an error occurred,
but the relay was able to decode the message. Then, the destination requests
for a retransmission from the relay. Destination verifies the retransmitted frame
received and if it is also in error a failure is declared. In other words, there was

an outage and then the source proceeds with the next data frame.

Theorem 3.6. The overall outage probability of the SC scheme is given by
PSC = Psp (Psr + (1 — Psr)Prp) - (43)

Proof. Let us first define the outage probability of the SC after cooperation as

Psc = Pr {ISD <R, Irp < R}, (44)
= Psp - Prp - (45)

Since all RVs are independent and exponentially distributed (44) is expressed as
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Fig 7. During the cooperative phase of the IRST protocol both source and relay
synchronously retransmit. Thus, if a retransmission is requested by the destina-
tion, both source and relay send additional parity bits.

(45) [130]. Thus, an outage occurs if the source-destination link fails as shown in

the first term or if the retransmission fails. Note that Pr{Zsc < R|Zsp < R} =
Pr{Zsc<R,Zsp<R} __
Pr{Zsp<R} -

mission from the relay, given that an error occurred after the transmission from

Prp is the probability that an error occurs after a retrans-
the source. Bearing this in mind, we finally obtain (43). O

Given the outage probability of the SC scheme, the throughput is given as
follows. The throughput of the SC method can be expressed as

Tsc =R (1 — PSD) + - Psp - (1 — PSR) . (1 — Pr {ISC < 'R|ISD < 'R}) (46)

=R (1 —Psp)+ -Psp - (1 —"Psr) - (1 —Prb)- (47)

SIRSESIRS!

For the SC method the throughput notice that the first term in (47) comes from
the direct transmission and destination can attempt to decode at rate R. The
second term comes from the cooperation from the relay. We recall that the factor

1/2 appears due to the HD constraint since cooperation occurs in two time slots.

3.4.4 Incremental-redundancy space time (IRST)
half-duplex relaying

In case of a requested retransmission, source and relay send additional parity bits
(by means of a space-time codeword) which are then appropriately combined by
the destination with the source’s first transmission [59, 124-129]. Thus, different
from the cooperative phase represented in Fig. 2b, in the IRST protocol both

relay and source synchronously retransmit as depicted in Fig. 7. Thus, in case
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of a retransmission the overall achievable rate seen at destination is [128]:

TIirst = log, (1 4 vsp) + log, (1 +vsp + VrD) - (48)

Notice that the first term in (48) comes from first transmission, while the second
term represents the synchronized transmission from source and relay.

It is noteworthy that if a retransmission is not required then Zigst = log, (1 + ¥sp)
[126, 128]. Such case is also represented on the first term of the throughput in

(57), as we shall discuss later herein.

Theorem 3.7. Assuming exponentially distributed RVs and attempted transmis-

sion rate R, the overall outage probability of the IRST schemes is

(49)

P,
Poui - = Psp (Psa + (1~ Psg) “’"ST) :

Psp

where PPLSSDT = P{Zirst < R|Zsp < R} is the probability that an error occurs
at destination after the IRST transmission from source and relay, given that an

error occurred after the original source’s transmission.

Proof. Let us first derive the outage probability of IRST, Pirst = Pr[Zirst <
R], given that the relay was able to decode the message from the source in
the first transmission. Since ysp and yrp are independent and exponentially

distributed, we can write

1 SD RD
oo - (<(2422))

YSDYRD YSD  YRD
where vsp = Pskspf2sp and Yygp = Prkrp{2rp are the mean values for the

variables vsp and yrp, respectively. Now defining two new variables

Zy =Tsp (51)
Zy=(1+Tsp)(1+Tsp +T'rp) (52)

Then applying the traditional methodology of changing of variables [130], it is
possible to compute the Jacobian of this transformation as J = 1+ z;. With
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this transformation, we can write

fZl,Zz(zlu 22) =

z
fFSD,FRD (Zla 2 1- Zl) (53)

1+ 2 1+ 2

Note that the support now has changed from (0 < TI'sp < 00, 0 < T'rp < o0 ) to
(0< Zy < 00), (1+ Z1)* < Zy < 00 ). With this in mind, it is possible to write
the Probability Distribution Function (PDF) of the target variable, Zs, as

VE—1
fza(z2) = / Fanza(1, z2)dn (54)

and finally

2R

PirsT = f7,(22)dz2 (55)
1

resulting in the final expression as

1+l =z

VZ2— le ’YRD(ZI+1)+W77§Dd d 56
/ / Z1+1 zZ1azo. ( )

PirsT =
YRDYSD

It is important to note that Pr[Zsp < R, ZirsT < R] = Pr [ZirsT < R], since if

TirsT < R then Zsp < R as ZirsT > Zsp. Therefore, Pr [IIRST < R|ISD < R] =

Pr[ZirsT<R]
Pr[Zsp<R]

scheme is attained as in (49). O

. Finally, once (56) is attained, the overall outage probability of IRST

Given a attempt transmit rate R, the throughput of the IRST scheme is

(57)

R P
TirsT = R (1 — Psp) + — Psp (1 — Psr) (1 — 225
2 Psp

3.5 Energy efficiency analysis

Energy efficiency has been one of the major concerns in the recent years in
both academia and industry, since wireless communication networks have been
growing rapidly and requiring large number base stations and small cells in
order to attend the ever-increasing data demands [116-119]. Therefore, energy
consumption is a global issue due to the increased amount of carbon emissions

[118, 119]. Therefore, energy efficient solutions, such as the ability to shut down
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infrastructure nodes or adaptive transmission strategy according to the traffic,
will lead to green wireless communications. Such solutions will help not only
operators (due to reduction on the operational costs, for instance) and users
(longer battery life), but the environment as a whole.

Therefore, in this section we focus on the energy efficiency of some wireless
cooperative schemes. For that sake, we define the total energy consumption per
bit of each scheme, which takes into account the required power for the transmis-
sion, the power consumption of the RF circuitry, and the bit rate. According to
[119, 131, 132] the energy consumption of the RF circuitry is much larger than
the baseband processing consumption. Thus, we have ignored the baseband
processing consumption in the subsequent analysis.

We considered the same RF circuitry model introduced in [133], as shown in
Figure 8. Thus, we account for the following blocks at the transmitter: Digital-
to-Analog Converter (DAC), mixer, transmit filters and frequency synthesizer,
whose power consumptions are respectively given by Ppac, Pmiz, Prit tx and
Pgyn. Thus, the consumed power of the transmit hardware is given by Prx =
Ppoac + Puiz + Prit tz + Psyn. Given that and the power consumption es-
timated values presented in [133], we attain Prx = 97.9 mW. Moreover, at
the receiver side, also according to [133], we consider the following blocks: fre-

quency synthesizer, Low-Noise Amplifier (LNA), mixer, Intermediate Frequency

Mixer Y
Filter S Filter

(a) Transmitter: analog circuit blocks

Mixer
L Filter Filter —»@—» Filter — @

(b) Transmitter: analog circuit blocks

Fig 8. Transmitter and receiver analog circuit blocks. Notice that in the trans-
mitter (a) we account for DAC, mixer, transmit filters and frequency synthesizer.
While at the reception side (b) we have the reception filters, LNA, mixer, frequency
synthesizer, IFA and ADC.
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Amplifier (IFA), receive filters and ADC, whose power consumptions are re-
spectively given by Psyn, PLNA, Pmiz, Pira, Pra o and Papc. Thus, Prx =
Pyyn + PuNa + Prie + Pira + Pry o + Papc. Based on the power consumption
values presented in [133], we calculate the receiver circuitry (namely ) consump-
tion as Prx = 112.2 mW and we assume a drain efficiency of n = 0.35, which is
within the range of a power amplifier that operates under M-QAM modulation
as pointed out in [133]

In what follows, we determine the total consumed energy per bit of the direct
scheme as:

P Pavr,s + Prx + Prx
dir — R )

(58)

where Payp,s = Ps/n is the power amplifier consumption for the source trans-
mission, 7 is the drain efficiency of the power amplifier, Prx and Prx are the
power consumed by the internal circuitry for transmitting and receiving, respec-
tively.

In the case of the HD incremental cooperative schemes, the total consumed
energy per bit depends on the outage probability on the source-destination and
source-relay links:

_ Pawmp,s + Prx + 2Prx

Eup =

+Psp - (1 —Psgr) - Q, (59)

The first term in (59) corresponds to the consumed energy if destination could
decode the packet correctly in the first time slot, then no retransmission is
required. The second term in (59) corresponds to the consumed energy when

the relay cooperates. In the case of the SC scheme, as only the relay transmits

Pamp,s+Prx+Prx
R

in the second time slot, then Q = , where Panvp,s = Pr/7-

On the other hand, in the IRST scheme both source and relay transmit in the

. P, P, 2Prx+P .
second time slot, so that () = ZAME.S* AM%S+ XX The additional power

consumption of the retransmission request messages is negligible, as shown in
[122], and therefore is not considered here.
In the case of FD relaying, the total consumed energy per bit depends on the

outage probability of the source-relay link, and it is given by:

Pamp,s + Prx + 2Prx

Pawvp,s + Prx
= A P oA

R

Erp = + (1 —"Psr) - (60)

61



Notice that the first term in (60) corresponds to the transmission from the source,
which is heard by both relay and destination. The second term in (60) refers
to the transmission from the relay. It is relevant to note that (60) depends
only on the outage probability of the source-relay link once the relay is always
overhearing source’s transmissions, and that the relay only cooperates if it was
able to decode the message from the source. It is also important to note that
in the presence of self-interference, the outage in the source-relay link in FD

relaying is higher than the outage in the source-relay link in HD relaying.

3.6 Power and rate allocation

Now, we investigate the power and rate allocation between source and relay in
order to establish a performance benchmark. The choice of power and rate is

such that maximizes the throughput. Thus, we formalize the problem as:

max 7T
R,Pg
subject to Pg + Pg < 2P
Rmin S R S Rmaw (61)

where T can be Tepmu, TepBM, TIRST OF Tdir, and P is the used power for direct
transmission. The maximization can be performed with respect to R and Fg.

Since our goal is to compare the different HD and FD schemes, we do not
focus on the proposal of particular Power Allocation (PA) and Rate Allocation
(RA) solutions, but we resort to numerically efficient algorithms. Moreover,
performing a closed form analysis of these equations is not possible since the
equations are not jointly concave for all variables [134, 135]. Nevertheless, we
recall that a local maximum can be found by constraining the equation to a
particular interval of interest. Moreover, several efficient numerical solutions
exist for such classical constrained nonlinear optimization problem [134-136].
For instance, we run a Sequential Quadratic Programming (SQP) method [136]
using MATLAB. Further, for the RA analysis we considered that R could vary
from Rynin = 1 bits/s/Hz to Rynar = 10 bits/s/Hz. Such values where arbitrarily
set; however, those values reflect a practical operational rate range in current
cellular standards such as [137].
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Thus, at each SNR value we numerically determine the attempted rate R
which maximizes the throughput. Additionally, for PA we determine the values
of Pg, and therefore Pj. Notice that we opt for a sum power constraint, and
therefore we assume P + P = 2 P. Hence, all schemes under analysis have the
same power budget, which facilitates the comparison among methods. We recall
that such an assumption is commonly used in the literature, see for instance [104,

138]. Then, the two parameters (Pg, and R) are jointly numerically optimized.

3.7 Numerical results

Next we investigate the outage, throughput and energy efficiency of FDMH,
FDBM, IRST and SC. But first let us assume a log-distance path loss model
such that d;j”, where the decay exponent is v = 4 and d;; is the distance between
nodes ¢ and j. Moreover, we normalize the distance between source and desti-
nation to one and we suppose that the relay is positioned in the middle of such
straight line between source and destination, thus dgp = 1 — dsg.For simplicity
and easy of comparison among the methods under analysis, we assume equal
power allocation at source and relay, thus Ps = PR.

Based on [48], we consider two levels of self-interference: the ideal case, in
which Qrgr = 0 (—oo dB); and the more practical case of Qrr = —8 dB. Notice
that henceforth these assumptions hold for all numerical results unless stated
otherwise.

Fig. 9.a) presents the outage probability as a function of Jgp = Ijvio =P,
when R = 2 bits/s/Hz, dsg = 0.5 and p = 0. We can notice that IRST out-
performs the other methods. For FD relaying the performance decreases signifi-
cantly with the increase of the self-interference. In Fig. 9.b) we consider a similar
scenario, but when R = 8 bits/s/Hz and p = 0, where we can see that IRST in-
creases its advantage over the other schemes with the increase in the attempted
rate. Therefore, at least in terms of outage probability, HD is considerably su-
perior than FD relaying. That is reasonable since in FD mode destination sees
a superposition of source and relay signals, which increases the error probability
at destination. Moreover, it is clear that the self-interference results in a floor
in the outage of FDBM, compromising the performance.

In order to show the impact of p, Fig. 10 shows the outage probability versus

p for different relay positions dsg. We assume that ysp = 0 dB (black curves)
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to practical FD relaying as well as to HD schemes, direct transmission is shown
as reference. Modified from [45] © John Wiley & Sons 2015.

or ysp = 10 dB (blue curves), and that dsg € {1/3,1/2,2/3}. Notice that in
this case p = 0 turns out to be the best choice. Therefore, next we assume that
the correlation coefficient of the FDBM scheme is null (p = 0), which turns the
FDBM scheme into a joint decoding method (at the destination). Additionally,

a similar result, showing that p = 0 might be the optimum choice, was presented

in [98, Figure 4], in a different context.
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When the throughput is the metric to be considered, as shown in Fig. 11, we
can see that FDBM can considerably outperform the other methods?. However,
for higher values of R and for practical values of the self-interference the perfor-
mance of FDBM considerably decreases. For R = 8 bits/s/Hz and Qrr = —8
dB, IRST, SC and even the direct transmission can outperform FDBM in terms
of throughput. Moreover, we can note that in terms of throughput the simple
SC scheme performs very close to IRST. In Fig. 12 we investigate the throughput
as a function of R, considering fixed SNR values of Jgp = 0 dB and %qp = 15

3The throughput of a single direct (non-cooperative) transmission is defined as Tq;, =
R (1-"Psp).
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dB. In the case of a low SNR as in Fig 12.a), FD relaying is a better option even
with self-interference. However, in the case of a higher SNR as in Fig 12.b) this
is not true, as FDBM with self-interference is outperformed by IRST and SC for
many attempted rates R. The reason for this reduced performance of FDBM is
that the self-interference results in a floor in the outage of FDBM, which gets
close to one as R grows.

We can clearly see from the above results that there are values of SNR and R
for which FD relaying considerably outperforms the HD strategies while, by its
turn, in some cases HD relaying becomes much more attractive. Therefore, an
interesting approach to increase the performance of cooperative systems would
be to adopt a hybrid strategy in which the nodes would be able to shift between

FD and HD mode according to its operating region.

3.7.1 Energy efficiency

In order to analyse the trade-off between throughput gains and energy consump-
tion, we normalize the throughput by the total energy consumed. The normal-
ized throughput, given in b/s/Hz/J, is shown in Fig. 13 for R = 2 bits/s/Hz
and R = 8 bits/s/Hz. Assuming that both source and relay are using the same
power, i.e., Ps = Pr and also the same rate, Fig. 13 show that the ideal FDBM
scheme in general outperforms the other strategies, with an exception to the
IRST scheme which outperforms FDBM in the low SNR region and with a high
rate (Fig. 13-b)). However, recall that in practice it is still not possible to achieve
the performance of ideal FDBM, due to the presence of the self-interference. By
its turn, the practical FDBM scheme (with self-interference) is considerably out-
performed by both HD relaying schemes for a high rate in the whole SNR range
(Fig. 13-b)), while in the case of a low attempted rate (Fig. 13-a)) it performs
better than the HD schemes. Therefore, for high attempted rates it may be
considerably more efficient to use HD incremental relaying than FD relaying.
In Fig. 14-a) we analyze the trade-off between throughput and power con-
sumption as a function of R when Fgp = 0 dB. From the figure we can conclude
that for such a low SNR value the FDBM scheme considerably outperforms HD
relaying in case of attempted rates up to 4 bits/s/Hz, even in the presence of
an strong self-interference signal. On the other hand, at higher attempted in-
formation rates the IRST scheme becomes advantageous when compared to the
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FDBM strategy, once the HD schemes has much lower outage probabilities at
such high information rates. By its turn, when Jgp = 15 dB (Fig. 14-b)), the
conclusions are significantly different as shown in Fig.14. At this higher SNR
value, the direct transmission presents itself as a better option for attempted
rates up to 4 bits/s/Hz, as retransmissions are rarely required. In case of higher
attempted information rates the HD schemes considerably outperform FDBM

and the direct transmission. Our analysis shows that FD relaying is feasible and
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it is a good approach at low SNR and/or low information rate regions. By its

turn, HD schemes become a more interesting strategy at high-SNR and high

information rate regions.
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3.7.2 Joint allocation and energy efficiency

Fig.

Nevertheless, when we consider the self-interference, the performance of IRST
becomes very competitive, specially from the mid to high SNR region. Note that
at high spectral efficiency or Qdgr # 0 dB the outage probability of the FDMH

Fig 14. Normalized Throughput (bits/s/Hz) versus R for: a) 75, = 0 dB and
b) ¥sp = 15 dB. Modified from [45] © John Wiley & Sons 2015.
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15 shows the throughput with PA and RA as a function of the SNR.
From the figure we can see that the ideal FDBM relaying outperforms IRST.
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scheme is close to one. Therefore, the performance of FDMH even with PA and
RA is worse than the direct transmission.

In Fig. 16 we present the power allocated to the source as a function of the
SNR. We can notice that most of the available power is allocated to the source
(P%) in the IRST and FDBM schemes, consequently less power is allocated to the
relay. However, in the FD-MH scheme P decreases and more power is allocated
to the relay. We recall that the performance of FDMH is also limited by the
source-destination link which is seen as interference at the destination. Thus,

10 : ' T Ty
Methods : : i Wi
= Direct | .' R
—— FDMH (ideal) l A
=== FDMH §=—-8dB ‘ Y, [
I B A YN A N

8 [|=—— FDBM (ideal)
=== FDBM § = -8 dB

Throughput (bits/s/Hz)

101og(Ysp) dB

Fig 15. Throughput as function of 73, accounting for joint power and rate allo-
cation. Notice that there is a trade-off between FD (6 = —8 dB) and HD schemes
because of the residual self-interference. Modified from [45] © John Wiley & Sons
2015.
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Fig 16. Optimal power allocation at the source as a function of 7,. We assume a
total power budget of P = 2 for all schemes and that Ps + Px = P. Modified from
[45] © John Wiley & Sons 2015.

reducing the transmit power at the source lowers the interference level at the
destination. Moreover, In terms of RA, as shown in Fig. 17, HD and FD schemes
perform alike, except for the FDMH scheme which employs a less aggressive RA
strategy, due to the reasons discussed before.

Further, in Fig. 18 we evaluate the jointly impact of PA, RA and energy
efficiency. Therefore, we can conclude that conversely to the discussion presented
at the end of Section 3.5, if PA and RA are employed then FD relaying (even
in the presence of strong self-interference) becomes more attractive from low-
to high-SNR. Additionally, it is hard to notice from the figure but the direct
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Modified from [45] © John Wiley & Sons 2015.

transmission is the most energy efficient scheme in the very high SNR region.

That is reasonable since in the very high SNR region the cooperation from the

relay is unnecessary, only increasing the energy consumption, since the source-

destination link is very strong.
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3.8 Final remarks and conclusions

We analytically evaluated the performance of some cooperative FD and HD
schemes in terms of the outage probability, throughput and energy efficiency. In
the FD scheme we took into account the self-interference caused by the relay
transmitted signal into the relay received signal.

Surprisingly, our results show that incremental cooperative HD schemes can
outperform practical (with self-interference) cooperative FD relaying. The rea-

son for that is twofold: i) the presence of the self-interference causes a floor in
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the outage probability of FDBM relaying, which reduces the maximum achiev-
able throughput; i) as we consider incremental protocols for HD relaying, HD
cooperation is able to achieve the same maximum throughput as ideal FD re-
laying (without self-interference). For instance, in the case of a high SNR or
of a high attempted information rate, incremental cooperative HD relaying can
achieve a better trade-off between throughput and energy consumption. Thus,
we observe that there is a trade-off between FD and HD relaying depending SNR
region and transmission rate that the network operates. For instance, in a sce-
nario with high SNR and high rate requirement HD solutions are more suitable,
except for very low values of residual self-interference. Thus, an hybrid solution
where the relay operates under FD or HD mode would be a valuable solution.
The switch point would be determined by the network parameters such as, for

instance, transmission rate, SNR or a given outage threshold.
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4 Performance of full-duplex block-Markov
relaying with self-interference in
Nakagami-m fading

4.1 Motivation and related work

Cooperative systems operate either in HD or FD mode [7]. In the former, the
relay transmits and receives the signal in orthogonal channels, whereas in FD
mode the transmission and reception are performed at the same time and at
the same frequency band. Owing to this fact, HD relays require the use of
additional system resources, and FD relays arise as a viable option to alleviate
this problem. However, although ideal FD relaying can achieve higher capacity
than HD relaying [7], its use introduces self interference that is inherent to the
practical FD approach — as discussed in Section 2.2. Nevertheless, the works
[40, 43, 48] showed that FD relays can still achieve good performance, even in
the presence of high interference levels.

In this chapter, we investigate the performance under Nakagami-m fading of
the best known FD relaying protocol, the FDBM protocol [7, 98, 108]. It is note-
worthy that FDBM relaying is the best performance achieving relaying scheme
based on the DF protocol [7]. Notice that the FDBM is envisaged to operate as a
combination of block Markov encoding at source and relay, associated with cod-
ing for cooperative multiple access channel and superposition coding [77, 108].
The achievability of the FDBM is proved in [108]. In addition, an extension to
quasi-static fading channels was presented in 7, 98]. As mentioned in Section 2.2
we assume here regular encoding and backward decoding, opposed to irregular
encoding and superposition decoding given that both strategies perform alike
[7].

We assume a practical FD relaying scenario, where the relay suffers from
residual self-interference as discussed earlier. Moreover, differently from Chap-
ter 3, herein we extend the our model and we consider arbitrary Nakagami-m
fading channels in all the links. So that we can emulate different configurations
of (non-)LoS.
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Moreover, the main contributions of this chapter can be briefly summarized

as:

— We provide closed-form approximate expressions for the outage probability
and throughput. Our derivations rely on efficient approximations proposed in
the literature for the sum of Gamma RVs [139-141].

— Additionally, we introduce a new accurate approximation for the product of
two Nakagami-m RVs. Such methodology alleviates considerably the complex-
ity inherent to the exact formulations. Moreover, the accuracy of the proposed

approximations is verified by Monte Carlo simulations.

Next, we introduce the system model and assumptions employed herein.
Then, we introduce a new statistical method to evaluate the product of two
Nakagami-m RVs and its play in the outage probability formulation of the FDBM

protocol. In what follows, we introduce some numerical results and discussions.

4.2 Problem setting and general assumptions

Consider a dual-hop cooperative system composed by source, one relay, and
one destination, such that the source communicates with the destination via a
direct link and also through the help of the relay, as shown in Fig. 3b. More-
over, the relay operates in the FD mode so that the transmission and reception
occur simultaneously. This causes self interference, which is the residual self-
interference after the application of some interference cancellation technique, as
discussed in Section 2.2 — for further details on residual self-interference refer to
[26, 30, 41, 42, 48].

In addition, all channels are quasi-static, independent and non-necessarily
identically Nakagami-m distributed, thus Nakagami(m,;, Q;;), with PDF given
as [142]

mm 2m—1 m 2
fu(h) = ﬁ exp (—Th> (62)

where m £ m;; > % being the Nakagami-m fading parameter pertaining to the
link between ¢ € {S,R} and j € {R,D}, h;; denotes the Nakagami-m channel
coefficient and Q £ Q;; £ E [|h;;[?] £ d;;” represents the corresponding average

fading power. Notice that Qrg £ E [|hRR|2] £ §, where & represents residual
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self-interference cancellation coefficient, which encompass active and passive can-
cellation techniques [26, 30] — please refer to [35, 37-39] for further details on
self-interference cancellation techniques. We assume perfect CSI at the receivers
and the noise terms are complex additive white Gaussian RVs with Ny = 02 =1,
where Ny is the one-sided noise power spectral density.

Since the channel follows Nakagami-m distribution the squared envelope fol-
lows Gamma distribution [142]; therefore, the PDF of SNR — notice that I" is a
RV representing the SNR, which is distributed as I' ~ Gamma(m,7)) — is given
as [142]

frly) = % exp (—@) , (63)

Q

. and notice that Jpp & Pg Sn&

— A — A
where 7 = Yij = B mij MRR

4.2.1 Full-duplex block Markov (FDBM) under general
fading

Herein, we focus on the analysis of the FDBM cooperative scheme [7], which
can be seen as the composite of a BC and a MAC. In the broadcast phase, the
message is transmitted from the source to both relay and destination. The MAC
stage is composed by the signals coming from source and relay to the destination.
Therefore, differently from HD relaying schemes, the presence of self interference

in FD relaying implies that the transmission from the relay interferes in its own

reception.
Based on [7, 108], the mutual information, denoted as achievable rate in
Section 2.2, at the source-relay link can be written as?
|hsr|® Py
Tsgr = log, [ 1+ (1 - p?) ——2— |, (64)
? ( ) hre|® Pr + 1

while the mutual information from the MAC is given by

Iviac :10g2 (1 + Ps |hSD‘2 + Pr ‘hRD|2 + 2v/Ps Pr Re (phs]) h*RD)> , (65)

4Notice that in Chapter 2 the mutual information of source-relay link is defined as (4). We
opt to redefine the expressions in order to improve readability.
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where p is the correlation coefficient between x and Z [7, 98, 108]. Thus, the
overall mutual information of FDBM is [7, 98, 108]

Zrpem = min {Zsr , Zvac) - (66)

4.3 Outage probability and throughput analysis

Next we address the overall outage probability of the FDBM protocol, namely

PrpBM, which is given by the following theorem.

Theorem 4.1. (Outage probability of the FDBM) Let all RVs be independent
and identically distributed (i.i.d.), then the outage probability of the FDBM pro-

tocol is

Proem = Psr + Pymac — Psr Pumac, (67)

where Psg = Pr [ISR < R] and Pyac = Pr [IMAC < R]

Proof. Proof is straightforward since we rely on standard statistics and on the

independence of all RV, which gives us [130]

PFDBM =Pr [min {ISR7IMAC } < R] (68)
=1—(1-"Psr) (1 — Pmac), (69)
and that concludes the proof. O

4.3.1 Outage probability of the BC phase

Next, in order to determine (67), firstly we assess Pgg which is expressed through

the following theorem.

Lemma 4.1. (Outage probability of the source-relay link) Let all RVs be inde-
pendent and the transmission rate be R, then the outage probability of the FDBM
protocol is

msr—1 gm k=0
YomR Ji, e VSR
Psp =1 — Z —BR_ZSR U (mpr, k+mrr+1, 9rr +VUsr), (70)

2 T T(k+1)
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where the fading figure msg € 7Z*, while mgrr > 0.5. Additionally, 9rr =
R

oo, Usr = (ﬁp;)%, and U(-,-,-) denotes the confluent hypergeometric

function of the second kind [143, Eq. 138.2.5].

Proof. In order to solve the outage probability of the source-relay link we proceed

as follows

Psr =Pr [ISR < R] (71)
2
=Pr|(1- 2)w<gﬁ_l (72)
|hrr|” PR+ 1
X
=P 2R —1
r {Y—l— 7 < ] (73)
=Pr[Z <2%-1] (74)

where the auxiliary RVs X ~ Gamma(ag,8;) and Y ~ Gamma(a,, 8,) repre-

sent the SNR of the source-relay and self-interference links, respectively, [142].

Notice that for easy of notation o, = mgr and B, = (1 — p?) Ps dgn frzfs”‘ , while

oy = mgrr and By = Prod Qm;. Then, applying the concepts of probability
theory [130], the PDF of Z can be expressed as

/t+1 Fe(2(t+ 1)) fuw (t +1)dt, (75)
0

where W =Y + 1, whose PDF can be attained from the PDF of Y by making a
transformation of RVs. Thus, by substituting appropriately the PDFs of X and
W in (75), it follows that

zZ
20‘171 e Ba

S

1
U (awaac—&—ay—&—l ; ,By> (76)

From (76), the CDF of Z can be attained as



Now, in order to attain I; in (78), we resort to [144, Eq. 8.352-7]

x
r =(n-1) — — 79
(n,x) = (n — 1)l exp(—z );k (79)
which, after solving the required integral and after some algebraic manipulations,
yields

ay—1

1 e\" 1
L = E —(—) B, exp( ) (a Jk+ay+1, ) (80)
1 k=0 k! ﬂx ﬂx Y Y /B /Br

Finally, by putting € = 2% — 1 in (80), and plugging this latter into (77), (70)
is obtained, which concludes the proof. O

Remark 4.1. It is noteworthy that the distribution of the ratio between two
Gamma RVs is a known result as discussed in [145, 146]. However, the distribu-
tion of the RV Z turns out to be a more intricate problem than what is presented
in [145, 146], since it involves the ratio between a Gamma RV and a Generalized
Gamma RV W ~ GGamma(au, Buw, 1,1) [147, 148]. Thus, Lemma 4.1 provides
a simple and easy to evaluate CDF to the ratio Z, since the CDF involves a

summation of well known functions.

Remark 4.2. In (70), note that even though mgg is restricted to be a positive
integer, it is possible to evaluate a great number of fading scenarios. Notice that
the fading figure of the self-interference mgrgr > 0.5 has no restrictions. Moreover,

the formulation in (70) includes the results of [{3] as a special case.

4.3.2 Outage probability of the MAC phase

In order to evaluate the outage probability of the MAC phase of the FD protocol,
we first need to assess the PDF and CDF of the equivalent SNR in (65). However,
this turns out to be a cumbersome task due to the presence of sums of products

n (65). Thus, we tackle this issue through the following lemma.

Lemma 4.2. Assuming that all channel gains are Nakagami-m distributed we
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define the mutual information of the MAC phase of the FDBM protocol as

Imac = logy (1 + Ps |hsp|® + Pr | hep|* + 2 v/Ps P phsp hRD) , (81)

=log, (1+ @). (82)

Proof. Proof comes straightforward from the properties of the Nakagami-m dis-
tribution, since all RVs are Nakagami-m distributed and only assume positive
real values, we rewrite (65) as in (82). O

Thus, in order to evaluate Pyac, we need to find the PDF and CDF of
®, which is indeed a quite complex task due to the sum and product of RVs
presented in ®. To circumvent this issue, herein we propose a highly accurate

approximate framework that leads to simple closed-form expressions.

Theorem 4.2. The product of two Nakagami-m RVs is approzimated by a single

Gamma RV (i.e., A ~ Gamma(&, o)), whose parameters are expressed as

§= <F (msp) T (msp + 1) I (mp) U (mep +1) _ 1) i (83)

I (msp + 3)°T (mao + 3)°

0= [ Qsp QRDF(mSD‘F%)F(mRD‘F%)l (84)
MSD MRD I' (msp) I (mrp) ¢’
where T'(+) indicates the Gamma function [144, Fq. 8.310-1].

Proof. Firstly, relying on the idea presented in [149], we propose to approximate
the product of two Nakagami-m RVs (i.e., T = hgp hrp) by a single Gamma RV
(i.e., A ~ Gamma(¢, p)), whose parameters £ and g can be estimated according
to the method of the moments [130]. Therefore, by matching E [Y] with E[A]
and E [T?] with E [A?] [130], and after some algebraic manipulations, £ and o
are written as a function of the parameters of the Nakagami-m RVs hgp and
hrp. Bearing this in mind, let us define the first and second moments of A as
E[A] = o and E [A?] = £(1 4 €)o? [130]. From [149, Eq. 9], the n-th moment
of T = hgphrp can be determined as

E[Y"] =

I'(msp + 5)I'(mrp + 3) (QSD ) : (QRD ) : . (85)

['(msp)T'(mrp) msp MRD
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Remark 4.3. It is noteworthy that, in [149], an exact formulation for the PDF
of the product of Nakagami-m RVs was derived. Herein, differently from [149]
but still making use of its formulation, we propose to approximate the product
of two Nakagami-m RVs by a single Gamma RV. Then, we can easily write
the sum in (81) as the sum of Gamma RVs, which leads to simple closed-form

eTPTessions.

By considering distinct values of m;; and €2;;, Fig.19 shows the proposed ap-
proximation for the product of two Nakagami-m RVs. Interestingly, in addition
to be new, our proposed approximation will show to be very precise, as we shall
see later in this section, agreeing very well with the actual PDF of the product of
two Nakagami-m RVs, which was derived in [149, Eq. 6], and with Monte Carlo
simulations. Note that the approximation of the product of two Nakagami-m

RVs applies for independent and not necessarily identically distributed RVs.

1.0f' E
7 —— mgp=1p=1mgp=1,Qp=1
2 0.8~ _— mSD:2, QSD=2.5,mRD=1,QRD:2.5 -
| L i
g ——  mgsp=3,{p=4,mpp=3, {rp=0
g L
5 067 ———  msp=3.0p=6.mpp=5. go=8 1
2z 4
"E | [ Proposed Approximation — Gamma(£,0) |
S 04 N ]
= L Monte Carlo Simulations
=
=2
< L
g 0 2 -
-l
0.0

Fig 19. Approximation of the product of Nakagami-m RV to a single Gamma RV for
different parameters. Modified from [46] © IEEE 2015.

84



In what follows, we compare our proposed approximation to the approxima-
tion introduced in [150]. As we can see from Fig. 20, our proposed approxi-
mation (colored lines) is tight compared to [150] (black, solid lines) and to the
closed-form expression from [149, Eq. 6] (colored markers). The histogram is
also included for comparison, and is generated using 800.000 samples for each
set of m;; and €;;. Moreover, notice that both approximations overlap for the
Rayleigh case m;; = 1. Additionally, the proposed approximation is tight with
the increase of the fading figure m;; and scale parameter {2;;.

1.0¢
— mgp =1, Qsp=1, mgp=1, Qrp=1
0.8 e msp=2, Qgp=2, mrp=2, Qrp=3
— msp =3, Qsp=2.5, mgp=3, Qrp=4.5
0.6 E— mgsp =4, Qgp =6, mrp=4, Qrp=5

_— Approximation [150]

® Proposed Approximation — Gamma (&,0)

Monte Carlo Simulations — Histogram

Probability Density Function — f, (1)

Fig 20. Approximation of the product of Nakagami-m RV to a single Gamma RV
for different parameters. Proposed approximation (colored lines) is compared to
[150] (black lines) and to the closed-form solution introduced in [149, Eq. 6]. The
histogram is also included for comparison.

Remark 4.4. Notice that [150] can also be used to approzimate the product
of independent Gamma and Gaussian RVs. Herein, our comparison focused on
the product of independent Nakagami-m RVs. Additionally, [150] the authors
address the case where all RVs have the same fading figure, thus m;; = m >

0.5, with distinct shape parameter ;. Differently from [150], our proposed
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approzimation relax this constraint on the fading figure, thus m;; > 0.5.

Kullback-Leibler divergence

We have evaluated the proposed approximation through the Kullback-Leibler di-
vergence, which measures the information lost when a probability distribution P
is approximate by another distribution Q[77]. The Kullback-Leibler divergence
is defined as [77]:

Din(PIIQ) = /

— 0o

< (px(x)
In (CIX @ ) px (z)dz. (86)

Note that the lower is the value of Dx1,(P||Q), the better is the approximation.
Now, let us define [149, Eq. (6)]

mMsR+MRD

(z) = 4 gmsntmap 1 (QSR Qrp > -2 K (2 o [MsR mRD)
bx I'(msr) I'(mrp) \'msr MrD Y Qsr Orp

(87)
as the PDF of the product of two Nakagami-m RVs, where v = mgr — mgrp
and K, (+) is the modified Bessel function of the second kind [144, Eq. 8.432-6]°.
Then the PDF of our proposed approximation, represented in (86) by gx(x),
follows A ~ Gamma(¢, o).

Now, with the exact and approximated PDFs the Kullback-Leibler diver-
gence can be evaluated for different values of Ps, mggr, mrp, {2sr and Qgrp, as
shown in Fig. 21. In Fig. 21 we assume 5 = Jgp = Ygrp represents the aver-
age SNR and Ny = 1. Moreover, note that the amount of information lost by
the approximation is almost negligible and does not vary with the SNR of the
source-destination and relay-destination links.

We recall that Dk, (P||Q) = 0 if and only if P = @Q [77, 151], which means
that the smaller the value of Dkr,(P]|Q) the better is the proposed approxima-
tion. In that sense, notice that for all cases under analysis the Kullback-Leibler
divergence is at most in the order of 1073, which indicates that the approxima-
tion is accurate. This can be also observed in Fig. 19, note that the proposed

approximation and the actual PDF and simulations agree well.

5Notice that v in (87) refers to the order of the modified Bessel function rather than the path
loss exponent.
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Next, Table 3 shows the Kullback-Leibler divergence between [149, Eq. 6]
i) the approximation in [150]; and #i) the proposed approximation. We assume
Qsp = Qrp = 0 dB, while m,; € {1,2,3,4,5,10}, with i € {S,R} and j € {D}.
Notice that the approximation proposed in [150] presents a better fit for the
Rayleigh case when compared our proposed approximation; however, as the
fading figure increases (larger values of m;;) our proposed approximation has a
better fit since Dkr,(P||Q) tends to zero.
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Fig 21. Kullback-Leibler divergence versus the average SNR, where 7 = 75, =
Yrp- Notice that the proposed approximation is accurate for a large number of
combinations of m-parameters.
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Table 3. Kullback-Leibler divergence: comparison between closed-form expres-
sion [149, Eq. 6] with i) approximation [150] and ii) proposed approximation.

Kullback-Leibler divergence (KLd)

m;; | ) Approximation [150] | i) Proposed Approximation
1 1.625 x 10~* 2.298 x 10~4
2 5.932 x 104 8.600 x 10~©
3 1.849 x 1073 1.071 x 1079
4 3.527 x 1073 2.378 x 10~ 7
5 5.415 x 1073 7.374 x 1078
10 1.592 x 1072 1.987 x 1079

4.3.3 Sum of gamma random variables

Once the parameters of A are properly determined, ® becomes the sum of three
different Gamma RVs.

Lemma 4.3. The PDF of ® is approximated by the PDF of a single Gamma
RV such that ® ~ Gamma(m,Q/m)) [139-141], whose parameters are

Q=PsQsp+PrOrp +2VPs Prp&o, (88)

—1
_— (Ps Qsp)” mrp + (Pr Qrp)” msp + 4 Ps Pr p2 msp map & 02
mgp Mrp 22 ’

(89)

Proof. Please refer to [139-141] for detailed approximation on the sum of Gamma
RVs. O

Finally, an accurate, easy-to-compute approximate expression for Pyac is
given in the following theorem.

Theorem 4.3. Assuming a transmission rate of R, the outage probability of the
MAC phase of the FDBM protocol is

m(2%—1)
L (m. *25=")

B 0

Pruac=1-—
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where T'(-,-) indicates incomplete Gamma function [144, Eq. 8.350-2].

Proof. From Theorem 4.2 we have that the product of two Nakagami-m RVs
can be approximated by a single Gamma RV. Then, we resort to Lemma 4.3 for
the sum of Gamma RVs, and therefore we can express ® as a single Gamma RV

according to ® ~ Gamma(m, Q/m), whose CDF is given as in (90). O

Assuming a transmission rate of R, the average rate of all successful trans-
missions, gives us the average information rate, spectral efficiency, seen at the

destination is

T =R (1 - Pros) (91)
=R (1 —Psr) (1l —Pumac)- (92)

Remark 4.5. Differently from [43], where the analysis was based on p =0, and
from [97], where self interference was not taken into account, our methodology
offers a more general framework that captures the effects of p, different power
allocations and allows us to emulate different configurations of (non-) LoS sce-

narios.

4.4 Numerical results and discussions

In this Section, representative numerical examples are presented for the out-
age probability and throughput of the considered FDBM encoding cooperative
scheme. Unless otherwise stated, we assume Nog = 1, d;; = 1, v = 4, p = 0.2,
and R = 2 bits/s/Hz. Monte Carlo simulations are also presented to validate
the analytical derivations. We have used at least 10° repetitions in order to
generate the simulations points.

Based on (70), Fig. 22 shows the outage probability of the source-relay link for
different values of mgg, mrgr, and Qrg. For the plots, we consider mgr € {1, 2},
Qsr = 2, mrr € {1,2}, Qgrr = 1 and 6 € {107%,1072,107*}. Note that the

system performance improves when:

a) the fading severity of the source-relay link decreases (i.e., when mggr in-
creases);
b) the antenna isolation at the relay (which is inversely proportional to ¢) in-

creases.
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It is worth noting that the better is the antenna isolation component, the
lower is the impact of the parameter mgg. This occurs mainly due to the residual
self interference, which is dominated by the scattering component of the channel,
once the LoS component was assumed to be considerably reduced by antenna
isolation (as considered in [48] and demonstrated in [25]).

Fig. 23 shows the overall outage probability as a function of p by setting
Ps = Pg = 20 dB, m;; € {1,2,3}, and Q;; = 2, except for Qrr = 1 and
§ = 10~%. Again, Monte Carlo simulations are presented to corroborate our
analysis. Notice that all channels are subject to Rayleigh fading when m;; =1,
which encompass the results presented in [43]. As expected, note that if the

messages © and Z are fully correlated, the system is in outage. Also, the outage
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Fig 22. Outage probability of the source-relay link as a function of the average
SNR 7 for different fading setups. Modified from [46] © IEEE 2015.
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performance varies with p and there exists a range in which the outage can be
minimized. Interestingly, it can be seen that the parameters mgrgr, msp, and
mpgp have low impact on the system performance. However, a large mgg can
considerably reduce the outage probability, since the relay decodes with high
probability the source’s message and consequently increases reliability, which
lowers the outage probability.

Fig. 24 depicts the overall outage probability as a function of 7. In the plots,
we set Ps = Pr, m;; = 1 except for mggr, which assume the values indicated
in the plot. Note that the poorer the antenna separation is, the worse is the
FDBM performance compared to the ideal case (§ = 0). Note also that the

performance considerably improves at high SNR region when the fading severi-
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ties (m parameter) of the source-relay, source-destination and relay-destination
channels decrease.

Fig. 25 shows the throughput as a function of 7. Again, we set Ps = Pg,
mgr = 2 and mrr = 1. In order to avoid entanglement among the curves,
simulation results have been omitted but indeed they match very well with the
analytical curves. Interestingly, it can be seen that, at low SNR, a random
channel variation is preferred. This is because of higher values for the fading
parameters imply that the links become increasingly deterministic and, conse-
quently, the encoding becomes a hard task at low SNR. In this case, fading is
beneficial for the system throughput. On the other hand, from medium to high

SNR regions, fading becomes harmful. Thus, increasing the deterministic na-
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Fig 24. Overall outage probability as a function the average SNR 7 for distinct
fading parameters. Modified from [46] © IEEE 2015.
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ture of the channels (i.e., increasing the values of the fading parameters) yields
a higher system throughput.

4.5 Final remarks and conclusions

In this chapter we investigate the performance of a FDBM relaying scheme
with self interference at the relay under independent non-identically distributed
Nakagami-m fading. Then, relying on efficient approximations for the sum of
Gamma RVs, and based on a new, accurate approximation for the product of two

Nakagami-m RVs, we attain tight closed-form approximate expressions for the
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Fig 25. Throughput as a function of the average SNR 7 for distinct fading parame-
ters.Modified from [46] © IEEE 2015.
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outage probability of the second phase of the FD cooperative protocol, namely
(90). The outage probability of the broadcast phase is attained in closed-form
as shown in (70) and is valid for integer m parameters. With those expressions
we can then derive tight closed-form approximate expressions for the overall
outage probability and throughput, which are analyzed through representative
numerical results, that also show the accuracy of the proposed approximations.

Moreover, the finding in this chapter allows us to better understand effects
of the residual self-interference on a FD relaying setup, since distinct (non-) LoS
configurations can be emulated, which can be directly related to the quality
of the antenna isolation and self-interference cancellation employed at the FD
relay. Additionally, our results show that the deployment of the relay consider-
ably affects performance, for instance, if the relay is positioned with some LoS
to the source or destination large gains can be achieved mid-high SNR region.
Therefore, this results can be used on the design and deployment cooperative
networks to boost performance in order to attend the demands of high QoS of the

upcoming wireless systems [11-14], especially the cases of cell-range extension.
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5 On the performance of secure full-duplex
relaying networks under composite fading
channels

5.1 Motivation and related Work

Chapter 3 and 4 provide us a comprehensive analysis of FD relying schemes,
where we covered a wide range of scenarios and applications. Herein and differ-
ently from the previous chapters, we add one more constraint to our analysis by
focusing on the aspect of security at wireless networks.

Wireless communication systems are naturally vulnerable to the attack of
eavesdroppers due to the broadcast nature of the wireless medium. Therefore,
security issues play an important role in the system design [49-51, 152-154].
Traditionally, security methods rely on cryptographic techniques employed at
the upper layers of the network [155]. However, wireless networks are steadily
growing and becoming decentralized, which in practice poses challenges to key
distribution and maintenance [49]. Owing to this fact, PHY security has re-
appeared as a way to increase security with reduced complexity, increasing the
difficulty for attackers to decipher private information [49-51, 152, 153]. The
key idea behind this strategy is to exploit the spatial-temporal characteristics of
the wireless channel to ensure secure data transmission.

In this context lies the analysis introduced herein. Even though the compre-
hensive analysis of FD introduced on the previous chapters, it is not possible to
infer what would be the performance of FD relaying under secrecy constraints.
Therefore, herein we extend our FD scenario in order to account for the presence
of an malicious eavesdropper and, additionally, we assume an even more general
fading setting, as we shall discuss next. Hence, we investigate the performance
benchmark of secure FD relaying systems, which serves as a guideline to the
design of the next generation of wireless networks.

In what follows, we provide an overview of PHY security and cooperative
security, and then we introduce three scenarios and the new metrics used in

each case.
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5.1.1 Brief overview on PHY security

A pioneering work on PHY security is that of Wyner, in [156], where it is proved
that there are codes for the wire-tap channel that guarantee both low error proba-
bilities and a certain degree of confidentiality. The wire-tap channel is composed
by two legitimate users, commonly known as Alice and Bob, communicating in
the presence of an eavesdropper, which is commonly known as Eve. Alice and
Bob communicate through the main channel while Eve observes, through the
eavesdropper channel, a degraded version of the message seen by Bob. Later,
in [157], the secrecy capacity of a Gaussian wire-tap channel is defined as the
difference between the capacity of the main channel and that of the eavesdrop-
per channel. Recently, those results are extended to wireless scenarios [158, 159].
For instance, in [158] PHY security for a quasi-static Rayleigh fading wire-tap
channel with single-antenna devices is investigated. In [159], it is assumed that
the eavesdropper may have multiple antennas, showing that when selection com-
bining is used, one multi-antenna eavesdropper damages as much as multiple
single-antenna eavesdroppers.

The case of MIMO techniques, in which Alice, Bob and Eve may be equipped
with multiple antennas, is initially investigated in [160, 161], in the Gaussian
MIMO wire-tap channel. Later on, in [162], secrecy outage probability expres-
sions are derived for a codebook-based beamforming over Rayleigh fading sup-
posing that Alice and Eve have multiple antennas, while Bob is a single-antenna
device. Such codebook-based beamforming assumes that the transmitter uses a
predefined codebook, known to both transmitter and receiver, and that a feed-
back channel is available. In [163], both Bob and Eve are assumed to have
multiple antennas while Alice is a single-antenna device. Considering that the
receivers employ Maximum Ratio Combining (MRC), the authors derive closed-
form expressions for the secrecy outage probability and show that the use of
multiple receive antennas can enhance security. Further, in [52, 56] Alice em-
ploys transmit antenna selection (TAS) while Bob is a single-antenna user and
Eve applies MRC among its multiple receive antennas. In that work, it is shown
that Eve is not able to exploit diversity from Alice’s antennas, which enhances
security. The scenario of [52] is extended in [164], where the performance gap be-
tween using SC or MRC at Bob and Eve is investigated. Results show that both

SC and MRC achieve the same secrecy diversity order regardless of the small
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performance gap between SC and MRC. The work in [164] is further extended
in [165] to analyze the effects of antenna correlation on the secrecy performance.
High correlation at Bob impacts negatively on the secrecy performance, while
high correlation at Eve offers benefits to the secrecy. The overall effect is positive
at low SNR, while it becomes negative at high SNR.

5.1.2 Cooperative security

Along the last years, cooperative communications have also been considered in
the scope of PHY security [111, 154, 166-168]. In [111] the relay-eavesdropper
channel is introduced and secrecy rates are characterized. In the relay-eavesdropper
channel a trusted relay node helps the communication between source (Alice) and
destination (Bob) through traditional cooperation or by confusing the eavesdrop-
per (Eve) with independent codewords. Secure communication in multiple relay
networks is investigated in [166], where the relays operate under DF protocol.
In [167], the case of multiple eavesdroppers is considered, so that the relays may
employ AF, DF or cooperative jamming to improve security. As pointed out
in [51, 167] cooperative jamming arises as an interesting solution since legiti-
mate transmitters improve the secrecy rate by introducing noise or structured
signals in order to confuse the eavesdropper. Further, in [169], relay selection
with secrecy constraints is performed, where a first relay is chosen to cooperate
with the source, while a second relay is selected for jamming the eavesdropper.
Additionally, a summary of the recent advances in cooperative security at PHY
is given in [51, 154, Sect. VI.

Most of the works focus on HD cooperative schemes with little attention
to FD relaying, which are spectrally efficient compared to HD schemes. This,
motivates us to focus our attention on FD schemes, since in HD mode, the relay
transmits and receives the signal in orthogonal channels 7], whereas in FD mode
the transmission and reception are performed at the same time and at the same
frequency band [7]. Furthermore, as pointed out in [25-28, 30-47, 68, 69] FD
operation is feasible and the the extent the gains attainable by FD nodes is
directly related to the quality of the self-interference cancellation employed at
the FD node. Moreover, self-interference can be modeled as a fading channel

which allows the emulation of various (non-) LoS configurations [26, 46].
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Secrecy and full-duplex

Recently, FD transmission is employed as a way to enhance security, since a FD
node is able to receive while jamming the eavesdroppers [170-173]. The use of
FD nodes for jamming purposed eliminates the need for external helpers, which
provides system robustness. For instance, in [170] the authors design the system
in order to jointly mitigate the self-interference associated with the FD operation
and optimize the jamming transmission. Similar solutions are proposed in [171,
172] where artificial noise is generated and transmitted towards the eavesdropper.
One advantage of [172] is that the authors proposed a method such that the own
transmit signal can used as artificial noise in a two-way communication setting.
Conversely to [170-172], in [173] the authors investigate the impact of a MIMO
FD eavesdropper, which selects some of its antennas to send jamming signals to
the destination while receiving at the remaining ones. The authors also discuss
some potential countermeasures to such a malicious attack.

Cooperative FD relying is investigated in [57, 174]. In [174] the authors
investigate a three node cooperative network operating under AF protocol and in
the presence of a jammer. By its turn, in [57] the performance of FD cooperative
network is investigated in terms secrecy outage probability.

Yet, in [175] the authors investigate secure communication of a FD base
station. Thus, the authors characterize the secure transmission rates for UL and
DL. The authors show that optimal performance in terms of secrecy rate can be
achieved but the base station should either transmit information or jamming in
a SISO setting, while for the MIMO case, the base station can optimally allocate
resources for both, transmission and jamming.

As we have seen, FD communication becomes a viable solution not only to
boost performance, but also to enhance security. And, as we shall see next, it is

in this context that asses the performance of secure FD relaying.

5.1.3 Outline and summary of contributions

In this chapter, we assume a cooperative network in the presence of a multi-
antenna eavesdropper, where the source communicates with the destination with
the help of a FD relay, which suffers self-interference. We also employ a general

channel model which encompasses Nakagami-m fading as well as Log-Normal
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shadowing, which is known as composite fading channel [176-179].
Malicious users focus their attack on eavesdropping, hence we consider three
scenarios dependent on the availability ofCSI at Alice. The scenarios and con-

tributions are briefly summarized next:

— Full CSI: Alice has the CSI of all users (legitimate or malicious), thus per-
fect secrecy is achievable. Information on the eavesdroppers’ channels can be
attained when the eavesdropper is part of the network such that its active
transmissions can be monitored [158, 167]. Therefore, we focus on the aver-
age secrecy rate as the performance metric, for which we present an accurate
approximation in closed-form.

— Partial CSI: This scenario corresponds to the case where Eve is a passive and
hostile eavesdropper in the network [52, 158, 164, 165]. Alice has only informa-
tion about the legitimate channels and has the statistics of the eavesdroppers’
channel so that perfect secrecy cannot be guaranteed at all times. Therefore,
we resort to secrecy outage probability as the performance metric. We provide
accurate approximation in closed-form for the secrecy outage probability.

— No CSI: This scenario addresses the cases where feedback of instantaneous
CSI is either costly or infeasible [180, 181]. Therefore, Alice only has channel
statistics of the users. Besides secrecy outage probability, another relevant
metric is reliability outage, which we analytically characterized in closed-form.

Additionally, besides the mathematical framework developed for this analysis,
another contribution is the extensive numerical results and discussions provided
herein. We show that secure FD relaying is feasible in all scenarios under con-
sideration, even though our results show that the self-interference at the relay
considerably affects performance. Therefore, the better the isolation and cancel-
lation employed at the relay, the higher is the security achieved. Additionally,
we also investigate the impact of the number of antennas at Eve on the overall
performance of each scenario. All in all, we demonstrate that even though expe-
riencing strong self-interference FD relaying is feasible under secrecy constraints

even in the presence of sophisticated multiple antenna eavesdropper.
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Fig 26. Cooperative network composed by Alice, relay (R) and Bob in the presence
of a multi-antenna eavesdropper (E). Notice that Alice and Bob play the role of
source (S) and destination (D), respectively, while the relay is a helper chosen by
the source.

5.2 System model

Consider a cooperative network consisting of three legitimate single-antenna
users: Alice, relay and Bob, communicating in the presence of an eavesdropper
(E), which has Ny antennas, according to Fig. 26. Following the typical termi-
nology of cooperative communications and introduced in Chapter 2, Alice plays
the role of source (S), while Bob represents the destination (D) and the relay (R)
is a known node to the source which is chosen as a helper [166, 167]. We assume
that Eve is a more resourceful and sophisticated node and thus employs MRC
among its multiple antennas, which is a worst case scenario in terms of secrecy
for the legitimate link [52, 164, 165].

Moreover, we consider that the relay operates in FD mode and employs
the DF protocol. As discussed before, FD cooperative protocols outperform HD
one; however, such gains come at a cost of self-interference [26, 33, 37-39, 41, 42].
Please refer to [26, 33, 37-39, 41] for further details on the self-interference miti-
gation. Nevertheless, due to such high potential, FD communication has received
considerable attention in recent years and has become a promising technology
to increase spectral efficiency [26, 41, 42, 45-47, 68, 69].
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5.2.1 Composite fading channel

Radio links are affected by path loss, large-scale shadowing and multipath fading
which are assumed to be mutually independent and multiplicative phenomena
[176]. In order to account for these channel impairments we adopt a compos-
ite fading distribution, which is widely used in the literature [68, 69, 176-179].
The fading follows Nakagami-m distribution while shadowing is modeled as Log-
Normal (LN) random variable (RV) [176, 177]. Thus, the squared-envelop of the
channel coefficient follows a Gamma-LN distribution, whose probability density
function (PDF) is given as [176]

= [ ) e () o |22 o

Qp

where m is the shape parameter of the Nakagami-m distribution, £ = In (10) /10,
(2, is the mean squared-envelop, uq, and oq, is the mean and standard deviation
of (1, respectively.

Moreover, as proposed in [177], the composite squared envelop is well ap-
proximated by a single LN RV, whose parameters depend on the actual distri-
bution and are defined as: shape pugp = £[¢ (m) —In (m)] + pq, and log-scale
oip = &C(2,m) + 0 .

Let us introduce next the framework to calculate the sum of LN RVs, which

will be useful as we shall see in the next sections.

Sum of LN RVs

Motivated by the fact that the density of Z = ), 73, , a RV representing the
sum of k independent LN RVs, has no exact closed-form expression [182-186]
and that its distribution is heavy-tailed and positively skewed [187], we resort
to an approximation of the sum of LN RVs by a single LN RV [184]. To do
so, we employ higher order statistics to recover the distribution of the sum
of LN RVs, namely cumulant-based framework. Moreover, we resort to the
cumulant-based framework due to the following reasons: 4) cumulants are easy-
to-compute due to the additivity property; i) the original parameters of the

network are given explicitly in the expressions (numerical methods are often
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required in order to obtain the parameters of the approximated PDF, see for
instance [184, 188, 189]); and 4ii) this approximation offers a good match for the
scenarios under consideration, as we shall see next.

In what follows, let us introduce some definition related to the cumulants

and their properties.

Definition 5.1. Let Z = ), vij, be a RV representing the sum of k independent
LN RVs, and v = v/—1 be the imaginary unity. Then, the characteristic function
of Z is the function U : R — C, which is defined as [150, Ch. 5]

Uy (w)=E[e?]. (94)
The corresponding n-th cumulant is obtained from higher order derivatives

of (94) as shown next [130, 143, 190, Ch. 26].
Lemma 5.1 (Cumulants of a RV). Let Z be a RV and Vz (w) its CF. The

nth cumulant is denoted by k, where n € N. Provided that the nth moment

exists and is finite; then Uy (w) is differentiable n times. Therefore,

1[0
Rn L_n {w In \I/Z (CU):| ;}:O (95)
Proof. See [143, Ch. 26] and [190]. O

Remark 5.1. Relation between cumulants and moments The cumulant
generating function can be written as the logarithm of the moment generating
function, which allows us to simply write the cumulants as a function of the raw
moments [143, Ch. 26][190], such that the first cumulant is k1 = E[W] while
the second is given as ko = E [W?] — E [(W1? [143, Ch. 26][190], where W is a
RV distributed as W ~ LN(u, o), whose moment generating function is [130]

2 2
E [W"] £ exp (nu+ —~ > : (96)
Definition 5.2 (Cumulants additivity property). Let X and Y be two

independent RVs, whose cumulants are kX and kY

5 s respectively. Then, the cu-

mulants of the sum of X +Y are the sum of the individual cumulants, therefore
K TV 2 Ry R) [191].
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Resorting to the approximation of the sum of LN RVs by a single LN RV
[184], we estimate the parameters of the single LN RV from the cumulants as
[143, 190, Ch. 26]

i (=) ando? = (1422 97
pn=1In T ,and 0° =In —|—H% , (97)
V vl

where p is the mean and o? is the variance of the equivalent Normal(yu,o?)

distribution in the logarithmic scale.

Remark 5.2. It is noteworthy that the sum of LN RVs is still an open problem,
several approximations have been proposed over the years [182-186, 188, 189,
192]. For instance, [178, 183] give an overview of the most known methods, while
[68, 69, 179, 184—186, 188] rely on higher order statistics to approzimate the sum
of LN RVs. We recall that some of those methods resort to numerical methods
to determine the parameters of the approximated PDF, while the cumulant-based
framework the parameters of the approximated PDF are a function of the original

parameters of the network.

In what follows, we provide an example of the cumulant-based framework.
Fig. 27 depicts the approximated CDF of the sum of N € {1,2,3,4} LN RVs,
whose parameters are obtained from (97). We assume m = 4, g, = 0 dB and
oq, = 8 dB. Notice that the sum is tight, especially at the tail of the CDF, for
a small number of terms in summation. As N grows large, the cumulant-based
approximation becomes loose at the head portion of the CDF, while still matches
at the extreme portion of the tail of the CDF.

It is noteworthy that a given approximation may be more suitable than other
depending on the intended application. For example, when the sum of LN RVs
arises from various signal components, and the performance metric is outage
probability, then the tail of the CDF needs to be computed accurately as pointed
out in [188].

5.2.2 Secure cooperative communication: channel model

The DF protocol can be decomposed into two phases: broadcast and multiple
access. In the first phase, the source broadcasts its message to relay and destina-

tion. Differently from HD cooperative schemes, the multiple access phase starts
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Fig 27. Approximated CDF of the sum N < {1,2,3,4} LN RVs. Notice that Monte
Carlo simulations are shown as reference (dashed lines). The blue lines represent
the cumulant-based approximation.

simultaneously with the broadcast phase under the FD mode, in which the relay
forwards the received message to the destination. Thus, the received signal at

the relay is

ysr = \/ Psdgg hsr -+ / Pr O hgr - T + wr, (98)

while the received signal at the destination is

ysp = \/ Psdgf hsp - @ + \/ Prdgy, hro - & + wp, (99)

where hjj, i € {S,R} and j € {R,D}, denotes channel coefficient, P; is the
transmit power, dj; represents the distance between the nodes i and j, and v
denotes the path loss exponent. Additionally, wj is zero-mean complex Gaussian
noise with variance o2 = 1. In addition, = represents the transmitted symbol

with unitary energy, while Z is the transmitted symbol re-encoded by the relay.

Remark 5.3 (Encoding at the relay:). A more detailed description of the

decoding/encoding scheme will be given later, but it is noteworthy that x and
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are not identical once the relay can use a different codeword from the source and
not even when source and relay use the same codebook due to delay. Notice that

the message is divided into L blocks, as shown in Fig. 5.

Remark 5.4 (Processing delay:). Due to the inherent characteristics of the
encoding/decoding scheme we adopt. Then, T is delayed compared to x [{2, 108]
such that Z[l] = z[l — 7], where 1 <1 < L and T represents the processing and
block delay 7 > 1 blocks, which we assume hereafter to be T = 1. As pointed out
in [42] this delay is large enough to guarantee that the simultaneously received

signals are uncorrelated, and therefore can be jointly decoded.

A first analysis on such decoding schemes for FD relaying suffering from
residual self-interference is done in [45], which is later extended in [47], where
the authors generalize the backward decoding scheme for any delay and number
of blocks and show that performance is not affected for large L.

Further, consider all channels as quasi-static and follow composite Nakagami-
m Log-Normal distribution, whose squared-envelop is given by (93). Moreover,
the relay suffers from self-interference, which we model as a composite fading
channel denoted by hggr, and J represents the overall self-interference attenuation
factor. Thus, we recall that the composite fading channel model adopted allows
us to emulate different conditions of (non-) LoS and its effects on the residual
self-interference [41, 45]. Additionally, since all RVs are independent, the instan-
taneous SNRs of the legitimate links are LN distributed as I'; ~ LN (wj, 03)

r
[177]. The SINR at the relay is I'n = Fﬂ’ which is also a LN RV defined
RR

as Tr ~ LN(ur , or), where ur = psgr — prr and or = (03 + Ufzm)% [130].
Given that the moment generation function of LN RVs is known in closed-form,
the first two cumulants of I'jj can be readily attained through Lemma 5.1 as Kilj
and KIQJ With that and relying on the additivity property [130], we obtain the
cumulants of the overall SNR at the destination, I'p = I'sp + I'rp, and then
with help of (97) the sum of two LN RVs can be simply written as a single LN

RV as FD ~ LN(,U,D,O'D).

Eavesdropper channel

The eavesdropper is a more resourceful node compared to the legitimate nodes

and its intention is to attack the cooperative network by eavesdropping. Such
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assumption allows us to evaluate the worst case for the legitimate channel, since
the legitimate user has unfavorable conditions compared to the eavesdropper.
Further, the eavesdropper is equipped with Ng antennas and applies MRC to
the received signals. Bearing this in mind, the Ng x 1 received signal can be

represented by

YSE = \/Psds_]g hsg - x + \/ PRd]_I_{]% hgrg - X + WE, (100)

where h;j, i € {S,R} and j € {E} denotes the channel coefficients vectors (Ng x 1)
at the eavesdropper. Additionally, wg (Ng X 1) is zero-mean complex Gaussian
noise with unity variance.

From Lemma 5.1 we attain the cumulants of vig,, and then from Defini-
tion 5.2, once all RVs are independent, we obtain the cumulants of I'ig =
> x7iE, as Ng kiE where i € {S,R} and 1 < k < Ng. Then, since I'sg
and I'gg are independent we resort again to Definition 5.2 and define the cu-
mulants of I'g = I'sg + I'rg as x, = Ng(s>F + xBE), which allows us to write
I'r ~ LN(ug, op), whose parameters are up = In(k?) — In(y/k} + k2) and
op = /In (k2 + K2) — In(k?).

As an example, Fig. 28 shows the approximated CDF of the sum of N € {2,4}
LN RVs, since Ng € {1,2}, for m = 4, uq, = —20 dB and oq, = 12 dB. No-
tice that such parameters are commonly used in PHY-security scenarios, and

specially the cases involving small cell deployments [52, 56, 158, 179, 188]. For
comparison, we numerically approximate the sum of LN RVs by a single LN RV
using Monte Carlo simulations and the method FindParameters from Mathe-
matica 9, this result is depicted in Fig. 28 as a dashed line. It is noteworthy that
numerical parameter estimation is common in the literature, see for instance
[184, 188, 189.

As commented above in Fig 27, the cumulant-based approximation offer a
good match for a small number of terms in the summation, which can be also
observed in Fig. 28. Moreover, the approximation becomes more tight at the
tail of the CDF.

In what follows, we address the encoding and decoding of the FD cooperative

network.
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Fig 28. Approximated CDF of the sum of NV € {2, 4,8} LN RVs, thus Ng € {1,2,4}.
Monte Carlo simulations are shown as reference as well as a numerical approxi-
mation by a single LN RV.

5.2.3 Encoding and decoding for full-duplex relaying

The DF scheme initially proposed in [108] is extended to fading scenarios in [7, 45]
and to secrecy context in [111, 166]. The DF protocol proposed in [108] relies on
a combination of block Markov encoding at the source and relay, associated with
coding for cooperative multiple access channel and superposition coding [7, 108].
As pointed out in [7] the same achievable rates for the DF protocol proposed
in [108] (named irregular encoding and successive decoding [7]) can be achieved
through different strategies: regular encoding and sliding-window decoding [109];
and regular encoding and backward decoding [110]. Moreover, as indicated in
[7], both strategies are more suitable for quasi-static fading channels,; once they
are less likely to fail in the intermediate decoding steps.

Therefore, hereafter we assume regular encoding and backward decoding
[7, 110, 111]°>. Notice that such strategy is also assumed in [111, 166] for
the relay-eavesdropper channel, and [111] additionally provides detailed encod-

6Please refer to [7] for further details on regular encoding and backward decoding for the DF
protocol, and to [111, Th. 2] for an analysis on the relay-eavesdropper channel.
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ing/decoding process and proof of achievability. As aforementioned, Fig. 5 de-
picts the block transmission scheme with backward decoding where the message
is divided into L blocks, notice that even though the relay is delayed by one block
with respect to the source, performance is not affected for large L [108]. We re-
call that the backward decoding scheme is generalized in [47] for any number of
delayed and total number of blocks. In that work it is shown that performance

is not affected as far the ratio between delay and number of blocks is small.

Lemma 5.2. The achievable rate of the DF protocol using reqular encoding and

backward decoding is expressed as
RFD = min {RSR s RSRD} s (101)

where the achievable rate of the source-relay link is

VSR
Rsp =logy 1+ —2 ), 102
SR 22 ( VRR—#I) (102)

and the achievable rate due to the multiple access phase is

Rsrp = logy (1 +vsp + YD) - (103)

Proof. Please refer to [7, Sect. IV-B] and [110]. Notice that we account for the
self-interference at the relay in (102). O

The destination is able to jointly decode the messages from source and relay
in an iterative process dependent of backward decoding [7, 47, 166]. Decoding
process serves to combine the transmissions from source and relay at the current
time slot using advanced detection techniques and the acquired knowledge from

previously received frames [47].

Remark 5.5 (Eavesdropper’s achievable rate). Assuming that the eaves-
dropper uses the above encoding/decoding process, the achievable rate is Ry =
logy (1 4+ vsg + vrE) [111, Th. 2] and [166].
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5.2.4 Scenarios and assumptions

We investigate the secrecy performance of a cooperative network in three distinct

scenarios depending on the availability of CSI at the source:

1. Full CSI: the eavesdropper is part of the network and its active transmissions
are monitored [158, 167], therefore the source has CSI of all users and adapt
the rate in order to achieve perfect secrecy.

2. Partial CSI: the eavesdropper is a passive and hostile eavesdropper in the
network [52, 158, 164, 165], therefore the source has only knows the legitimate
channels and perfect secrecy is not guaranteed at all times [158].

3. No CSI: feedback of instantaneous CSI is either costly or infeasible [180, 181]
such that no CSI is available, thus, as we shall see next, the source resorts to

fixed Wyner codes to secure its communication [180, 181].

5.3 Scenario 1: full CSI - average secrecy rate

Suppose that the source is able to acquire the CSI from the eavesdropper, which
is one of the users of the network. For instance, this may be the case when
the source wants to communicate privately to a certain user (i.e., a specific sub-
scriber) without being eavesdropped by other legitimate receivers. This scenario
represents the active eavesdropping, so that the legitimate users are aware of
the eavesdropper presence [164, 165]. Therefore, the source can adapt its trans-
mission rate accordingly in order to achieve perfect secrecy. In such a scenario,
the average secrecy capacity is an insightful metric once it quantifies the average
secrecy rate [158].

Recall from the secrecy capacity of the non-cooperative wiretap channel is
given as the difference between the capacity of the legitimate and eavesdropper’s
channels, namely C; = Cy — Cg [157, 158, 161]. Similarly, we can also write the
achievable rates of the cooperative wiretap channel as the difference difference
between the achievable rates of the the legitimate and eavesdropper’s channels as
introduced in [111] where the relay-eavesdropper channel as well as the achievable
rates of DF and noise forward protocols are introduced. Later, these initial

result are extended to a multiple relay settings in [166, 167]. Relying on similar
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approach of [111] we write the achievable cooperative secrecy rate as

Rs = [Rep — Re] ", (104)
14 VSR +
~ |min d1og, | mrFL | (M) (105)
N 1+se+re |7 2\ 1+9sE +1RE
~ [unin fiog, (L5 1og, (L] (106)
g2 1 + B ) g2 1 + E

where [z]* £ max {z,0}.
Based on the average rate derivation for traditional relaying in [193] and given
the cooperative secrecy rates from [111], and given that all RVs are independent

we can rewrite (104) as

Rs = [logy (1 +min{yr, yp}) — log, (1 + 'yE)]+ , (107)
= [logy (1 +7¥p) — logy (1+7e)]" . (108)

Let us introduce here a new RV defined as T'rp = min{T'g, I'p}, whose PDF
and CDF are given as

—pup+In(yrp)
—1 2\ erfc ”T
fren (7FD) = exp (_ (ur —In(yrp)) ) ( 7 )

20%, 227 oR YFD
—pr~+In(yrp)
(1 — () e (27t
+exp | — 5 , (109)
207, 2v/27 op YFD
1 — R + ln(2)> (_ND + ln(2)>
Fr,, (z)=1—- Zerfc | ——— ) erfc | ——"22 ), 110
fop(z) =1 - Jente (222 e (110)

where the LN parameters y; and o; ¢ € {R, D} are attained through the pro-
posed framework in Section 5.2.1. Notice that erfc (-) is the complementary error
function [143, Eq. 7.1.2]. Thus, we know that I'g and I'p are LN distributed,
thus the PDF T'rp = min {I'r , I'p} can be readily attained through standard
statistical methods [130], which results in (109). Then, by integrating (109) from
0 to z, we attain the CDF of I'rp as in (110).

The average secrecy rate is given by taking the expected value of (108) over
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all possible channel realizations as shown in the following lemma.

Lemma 5.3. Assuming the non-negativity of the secrecy rate and the indepen-

dence of RVs, a general from for the average secrecy rate is given as

Rs = /000 /OOO Rs frep(veD) fre(ve) dyrp dye, (111)

1 [ Fry(78)

= — 1—F dvg. 112

Proof. Let us introduce two new RVs variables that denote the SNR of main
and eavesdroppers channels, respectively, I'p and I'g, with PDFs fr_(7p) and
frs (78), while its CDFs are represented by Fr, (7p) and Fr, (yg). Then, averag-
ing the instantaneous secrecy rate in (104) over vp and g, the average secrecy

rate is given as

Rs = / / Rs fro (1) fre (ve) dyp dVe, (113)
o Jo
- [ =ratmyam. (114)
Then, by applying integration by parts into = we attain
D
== [ llogs (1+9m) ~log, (14 90)] fr (26) e (115)
0
D
=log, (1 + D) Fry (70) / logy (14 7E) fre (/) dve (116)
0
1 7D
I3
= log, (1 +p) Fry (D) (logz + ) Frye (D) — m/ ii(ﬂ;f) d’YE)
0

(117)

D
1 FFE(’YE)

- Ay 118
mz) 1+4g F (118)
0

Then, plugging (118) into (114) and changing the order of integration, we arrive
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at

R. = > 1 ™ FFE(’YE)

R _/0 (E/O Wd%> frp () dyD (119)
— 1 > FFE ('YE) e
“na ), LT (k) e (120)
- L[ EeCe) (1 — Fr, (ve)] dye. (121)

From (110) we known the CDFs of I'rp and I'g, then with help of Lemma 5.3
we define the the average secrecy rate (bits/s/Hz) is

— 1 [ erfc(ng) erfc(np) erfc(nr)
L= , 122

Re=113 ), 8(1+2) dz (122)

_pe—In(z)  —pp+In(z) —pr +1n(2)

where g = ————=, mp =
" V2og V2o0g V2og
Nevertheless, (122) does not have a closed-form solution, and therefore we

and g =

proposed in the following theorem an approximation to the integral in (122)
based on Gauss-Laguerre quadrature [143, Ch. 25.4]. As we shall see in the next

section, the proposed approximation proves to be quite accurate.

Remark 5.6. It is noteworthy that Gauss quadrature methods offer high accu-
racy, since such methods seek to obtain the best numerical estimate of an integral
by selecting optimal abscissas and summation weights in order to evaluate the
given function f(x) [194]. Moreover, Gauss quadrature have distinct integration
intervals, which allow us to choose the method that best fits the function f(x).
For instance, in this work the integration interval is [0,00), therefore we resort
to Gauss-Laguerre quadrature [143, Ch. 25.4], and the abscissas are obtained
through Laguerre polynomials [143, Ch. 25.4]. While on the integration interval
of (—o0,00), Gauss-Hermite quadrature [143, Ch. 25.4] is more suitable. Both

methods are discussed in more details as we shall see next.

In what follows, we assume that perfect CSI at transmitters is available, so
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that the average secrecy rate in bits/s/Hz is given by

oot

K
— 1
=i Z erfc (ng;) erfe (ng ) erfe () , (123)
k=1
where n/ with i € {R,D,E} is written as in n; but replacing z by eXi — 1, and
K is the order of the Laguerre polynomial. Then, we resort to Lemma 5.3 and
to Gauss-Laguerre quadrature [143, Ch. 25.4] in order to obtain (123), where
x% are the roots of the Laguerre polynomial while

Wk = Xk : (124)
(K+1) LK+1(XIE))2

represent the weights of the Gauss-Laguerre quadrature [143, Ch. 25.4]. Notice
that the truncation error can be evaluated analytically, assuming that the 2K-th
derivative exists, as [143, Eq. 25.4.45]

_(mY?
- (2K)!

where xj lies somewhere in the range 0 < x; < oo, and may be used as a

£ O, (125)

conservative design criterion.

5.4 Scenario 2: partial CSI - secrecy outage probability

Now suppose that the source has no knowledge of the eavesdropper’s CSI except
for channel statistics, this scenario corresponds to the case where the eavesdrop-
per is a passive and malicious user of the network [52, 158, 164, 165]. Thus,
in order to protect its transmission from a possible inimical attack, the source
communicates with the destination with a constant secrecy rate Rs > 0, which
yields a certain secrecy outage probability”. Note that the source assumes that
the eavesdropper’ secrecy rate is Rg = Rrp — Rs, thus security is compromised
as soon as Cg > Rg. Otherwise, perfect secrecy is assured. Then, secrecy outage

probability is the appropriated metric to evaluate the performance of a quasi-

7In order to avoid confusion it is noteworthy that the secrecy capacity is denoted by the calli-
graphic letter C and the secrecy achievable rate by letter R, while the attempted transmission
rate is represented by the letter R.
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static fading wiretap channel when the transmitter has no CSI and the receivers
have CSI of their own channels only [46, 165].

Bearing this in mind, let I'pp = min{l'y, I'p}, then based on [158] the
probability of non-zero secrecy rate is given as

1
Pr[R, > 0] = Pr {mg2 ( 11”?) > o] (126)
E
= Pr[yrp > 7]
=1—Pr[yp < 7E] (127)
—1- / Fen () fin(2)d2 (128)
0
o0 7t2 . _
_ / e orfe UE — UD +V20pt orfe UE uR+\/§o’Et dt.
4/ V2op V20r
(129)

where ng = ”E\/?;‘S), np = 7“\’;;(:(’3) and ng = %{:{(’Z) Unfortunately (128)

has no closed-form solution, therefore we resort to semi-analytical solution based
on Gauss-Hermite quadrature [143, Ch. 25.4]. Thus, the weights of the Hermite
polynomial are given as wll = /7 2EK-1 K1/ (K2 HK,1(XI,C{)), where y!I are the

roots of Hermite polynomial of order K [143, Ch. 25.4]. Bearing this in mind and

_ pe—In(2)
V2og
(129) which can be easily put in the Gauss-Hermite quadrature format. Thus,

applying the following substitution ¢ = into (128) we readily attain

the probability of strictly positive secrecy rate in composite fading channels is

given as
K o
Pr(Rs > 0] ~ Z k_ erfc (npg) erfe (nre) , (130)
k:04 T
_ 2 H - 2 H
where npg = pe — ip + V20r Xie and nrg = HE — PR+ V20r Xie . With wE

\/EO'D \/§UR

and yI being the weights and roots of the Hermite polynomial, respectively, of
the Gauss-Hermite quadrature [143, Ch. 25.4].

Next, we determine the secrecy outage probability as Op = Pr[Rs < Rs].
Thus, an outage event occurs whenever the instantaneous secrecy rate R, falls
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bellow the target secrecy rate R, fixed by the source. Thus, assuming the non-
negativity of the secrecy rate and that only CSI of the legitimate channel is
available at the transmitter, we can define the secrecy outage probability, Op,
as the probability that the instantaneous achievable rate R falls below the given
secrecy transmission rate Ry in bits/s/Hz. Then, based on [111, 158], we can

define the secrecy outage probability under composite fading channels as

Op = Pr[R, < Ry]
= Prlog, (14 vrp) — log, (14 7E) < RJ]

— [ Fron @™ (14 2) - Dl (131)
0

Note that the CDF of I'pp is given in (110). However, (131) does not have a
closed-form solution. Therefore, we resort to Gauss-Hermite quadrature [143,
Ch. 25.4], and then the secrecy outage probability can be written as

o () et ()

Pt 47

Op~1- (132)

where vg = 28 (exp (ug + vV20r xi!) +1) — 1.

5.5 Scenario 3: no CSI - secrecy outage probability and
reliability probability

In this scenario no CSI is available except for the channel statistics, then in the
absence of instantaneous CSI, the transmitter cannot adapt its code rate. Such
situation may occur when feedback of instantaneous CSI is either too costly or
infeasible [180, 181]. In such condition a & priori fixed Wyner code is used for
all channel conditions, which guarantees perfect secrecy and small error proba-
bilities for a subset of channel states as discussed in [181, Lemma 1]. To do so,
the source assumes a constant secrecy rate R, while attempting to transmit at
a fixed rate Rpp such that Rgp > Rs. Thus, the eavesdropper equivocation rate
can be then written as Ry = Rpp — R, [180].

In this context, two conditions arise in order to guarantee secrecy and relia-
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bility [180):

1. the achievable rate of the legitimate link has to be larger than Rpp; and

2. eavesdropper’s equivocation rate is less than Rpp — R.

These conditions guarantee that there is a Wyner code that ensure a reliable and
secure communication link [181]%. Given the two conditions, in this scenario
we consider secrecy outage and reliability outage as the performance metrics
[180, 181]. Thus, the overall secrecy outage probability is the union of the

following events:

— reliability outage - the achievable rate of the legitimate link falls bellow Rpp,
which in our setting becomes Rpr < Rpp; and

— secrecy outage - eavesdropper’s equivocation rate is greater than secrecy gap
(Rrp — Rs), equivalently Ry > Rpp — Rs.

Thus, the overall outage probability is given by the following lemma.

Lemma 5.4. The overall outage probability when no CSI is available at the
transmitter and fired Wyner coding is employed is composed of the union of
two independent events: secrecy and reliability outage. Thus, the overall outage

probability is given as

Oy =Pr [RFD < Rpp U Reg > Rpp — Rs] (133)
=Pr [RFD < RFD] + Pr ['RE > Rpp — RS]
— Pr [RFD < RFD] Pr ['RE > Rpp — RS] (134)
Proof. Please see [181, Lemma 1] and [180, Sect. IV-A] O

From Lemma 5.4 and under the assumption of no availability of CSI at the

source, the overall outage probability becomes

ON = FFFD(e) +1 _FFE(E) _FFFD(e)(]‘ _FFE(E)) (135)
1= By (6)  Fro () Fry(6), (136)
- %erfc (9 ) exfe (9n) erfe (V) | (137)

8Please refer to [180, 181] for further details on fixed Wyner codes and code construction.
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where Vg = (—pr +In(€)) /(vV20R), ¥p = (—up +In(€)) /(v/20p) and ¥ =
(—pg +1n(e)) /(V20g), with e = 287> — 1 and ¢ = 2f¥0—R- 1, Then applying
the CDFs of I'yp and I'y into (136) and after few algebraic manipulations we
attain (137).

5.6 Numerical results and simulations

We assume that the source, the relay and destination are in a straight line,
and the relay is positioned at the center. We assume that all nodes are in an
indoor environment of small cells deployment as in [195-197], therefore we set
the distance between source and destination at 10m, and we consider the relay
in between source and destination and equidistant from both. Additionally, we
assume a path loss exponent of v = 3 as well as unitary bandwidth. We assume
that all channels experience some LoS, and therefore undergo fading with m = 16
(which corresponds to a Rice channel with factor of 14.8 dB), while the shadowing
standard deviation is oq, = 6 dB [195-197]. In this setting, we consider that
the legitimate cooperative network perceives stronger LoS component than the
eavesdropper. Therefore, we assume that the eavesdropper perceives a more
harsh environment, since it may not be in same the indoor environment as the
legitimated nodes. Thus, we consider v = 4, m = 4 and oq, = 12 dB. We
assume that the polynomial order of K = 24 since it presents great accuracy.
We recall that the error can be analytically estimated which is another advantage
of such quadrature methods [143]. All Monte Carlo simulations are performed
with 108 realizations. Moreover, we consider equal power allocation so that the
total power is given as Ps = Pg = P. As pointed out in [48], the residual
self-interference component is mostly dominated by the shadowing, since most
of the LoS is attenuated through antenna isolation. Thus, we model the residual

self-interference with m =1 and oq, = 10 dB, and for distinct values of d.

5.6.1 Average secrecy rate

Fig. 29 shows the average secrecy rate as a function of transmit power P in dBm
for different values of self-interference cancellation for Ny = 2. Eavesdropper’s
average SNR is set to ug = —3.70 and op = 2.68, which means that uq, =
—20 dB and oq, = 12 dB so that the eavesdropper is closer to source and
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relay than to the destination. Notice that the more sophisticated is the self-
interference cancellation at the relay (lower values of ), higher is the achievable
average secrecy rate. For instance, at high SNR, the average secrecy rate rises
about 25% with the reduction of the self-interference from —80 dB to —90 dB.
Even though sophisticated interference mitigation schemes have been recently
proposed, such cancellation levels, in the order of —90 dB, are still a challenging
task to achieve [26, 34].

Next, we investigate the effect on performance of a more sophisticated ad-
versary, thus we assume that the eavesdropper may have Ng € {1,4} antennas.

Then, Fig. 30 shows the average secrecy rate as a function of the transmit power
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Fig 29. Average secrecy rate R as a function of the transmit power P in dBm for
different values of § and Ng = 1.

118



for different values of self-interference cancellation as well as for different number
of antennas. The average secrecy rate degrades as the number of antennas grows.
Nevertheless, it is still possible to communicate with perfect secrecy. Notice
that in terms of secrecy capacity the impact of relatively poor self-interference
cancellation (6 > —75 dB) is much worse than that of having a sophisticated

eavesdropper (with several receive antennas applying MRC).
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Fig 30. Average secrecy rate R as a function of the transmit power P in dBm for
different values of 6 and number of antennas Ng.
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5.6.2 Secrecy outage probability

In the following, we present some numerical results regarding the partial avail-
ability of CSI at the transmitters with respect to the eavesdropper. We recall
that the transmitters are aware of passive eavesdropping, but have no CSI of
the eavesdroppers channels, and therefore, the source attempts to convey with a
fixed secure rate R;. First, in Fig.31 we investigate the probability of non-zero
secrecy rate, Pr[Rs > 0], as a function of the transmit power for distinct values
of 4 and number of antennas at the eavesdropper.

From Fig. 31 we observe that the SNR of the eavesdropper increases with
the increase of the number of antennas, which is directly reflected into a reduced
probability of non-zero secrecy rate. For instance, for P = 50 dBm, Ng = 1 and
0 = —90 dB a probability around 90% of with non-zero secrecy rate is achieved;
however, if the eavesdropper has Ng = 4 antennas this probability reduces to
72%. Again, the performance increases considerably as the self-interference can-
cellation improves. For instance, at high SNR regime and Ng = 4, up to 15%
gain is attainable is if the self-interference cancellation factor improves from
0 =—T75dB up to § = —90 dB at high SNR regime.

Further, Fig. 32 shows the outage probability as a function of the trans-
mit power for distinct values §, Ng € {1,2,4} antennas and R = 1 bits/s/Hz.
Once again, secrecy outage probability considerably increases with better self-
interference attenuation and cancellation at the relay (lower 0). Notice also that
as the number of antennas at the eavesdropper increases, the secrecy outage prob-
ability decreases since the eavesdropper presents more sophisticated hardware

capabilities.

5.6.3 Secrecy outage and reliability probability

Next, we introduce some numerical results regarding the the third scenario,
where the source has only channel statistics available. Therefore, the source
fixes the transmission rate Rpp and the its attempted secure rate R;. Fig. 33
shows the secrecy outage and reliability probability as a function of the transmit
power P in dBm with different values of § as well as target secrecy rate Ry given
a fixed transmission rate Rpp = 4 bits/s/Hz. Recall that when the source has

only the statistics of the channels, she attempts to convey with a fixed transmis-
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Fig 31. Probability of existence of secrecy rate Pr[R, > 0] as a function of the
transmit power P in dBm with different values of § as well as number of antennas
at the eavesdropper (/Vg) .

sion rate Rpp on the main channel, and also fixes a secure rate R,, which by
its turn also fixes the estimated equivocation rate of the eavesdropper. There-
fore, whenever the actual equivocation rate at the eavesdropper is greater than
the source’s prediction, a secrecy outage occurs, while when the main channel
does not support Rpp, a reliability outage occurs. Notice that as the secrecy
gap, namely Rpp — R, reduces, more secure the system becomes; however, the
achieved gain is not in the same order of the reduction on the security gap.
For instance, if the source doubles the rate to 2 bits/s/Hz a slight decrease in

performance is noticeable since with the increase of R there is an increase on
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Fig 32. Outage probability, Pr [R, < R], as a function of the transmit power P in
dBm with different values of § as well as number of antennas at the eavesdropper,
and R = 1 bits/s/Hz.

the probability of secrecy outage (Pr[Rg > Rrp — R;]) due to the reduction of
the secrecy gap. Moreover, notice that secure transmissions are attainable even
though no CSI is available at the transmitters.

By its turn, setting the target transmission rate to Rpp = 8 bits/s/Hz and
assuming that the source transmits with power P € {80,120} dBm, we evaluate
the secrecy outage and reliability probability as a function of the target secrecy
rate Rs (bits/s/Hz) in Fig. 34. Note that overall secrecy outage probability
gradually increases as the target secrecy rate R, grows; which means that the

source’s prediction of the eavesdropper’s equivocation rate reduces once Rpp is
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Fig 33. Secrecy outage and reliability probability as a function of the transmit
power P in dBm with different values of § as well as target secrecy rate R, for
Rep = 4 bits/s/Hz, and Ng = 1.

fixed, which can also be observed in Fig. 33 as R; increases. Thus, as the secrecy
gap goes to zero the secrecy outage probability hastily tends to unity. Under

such circumstances and differently from the second scenario, the source should

be more cautious on her predictions of the transmit rates.

Remark 5.7. It is noteworthy that the analytic results match the Monte Carlo
simulations for all three scenarios, especially at high SNR regime. Notice also
that there is a slightly shift between the simulations and analytic results, for in-

stance for secrecy outage probability and secrecy outage and reliability probability,
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which occurs because the cumulant-based approzimation is more tight at the tail
of the CDF. Nonetheless, our results serve as a bound on the performance a se-
cure FD cooperative network under composite fading channel, since we are able

to capture the dynamics of the network and the main mechanisms that govern

its performance.
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5.7 Final remarks and conclusions

This chapter investigates the secrecy performance of a cooperative FD relay-
ing network in the presence of a passive multiple antenna eavesdropper under
composite fading channels. Three scenarios are considered based on the CSI
availability at the transmitter: 7) full CSI is available from both intended and
unintended receivers; 4i) only the legitimate channels are known to the source;
and #44) no CSI is available, except for channel statistics. Thus, in order to assess
the performance of each scenario, we address three distinct metrics according to
each case such that in i) we propose an approximation in closed-form for the
average secrecy rate; while in 7)) an approximation in closed-form is proposed
for secrecy outage probability; and in #%) we attain closed-form expressions for
the secrecy outage and reliability probability.

Furthermore, our results show that the self-interference at the relay, which
is modeled as a fading channel, considerably affects performance regardless of
the scenario considered. Therefore, the better the isolation and cancellation
employed at the relay, the higher the security achieved. Additionally, we also
investigate the impact of the number of antennas at the eavesdropper on the
overall performance of each scenario. All in all, even though experiencing strong
self-interference FD relaying is feasible also under secrecy constraints, even in

the presence of sophisticated multiple antenna eavesdropper.
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6 Conclusions and future work

In this thesis we studied FD cooperative networks from different perspectives and
we provided a comprehensive performance analysis of such networks. We showed
that FD relaying is feasible, even when experiencing strong self-interference, and
we discussed its application under different scenarios. More importantly, the
results attained through this work serve as a benchmark for design as well as
deployment of current and future wireless communications technologies. For
instance, FD relaying is already foreseen in LTE [11]. Moreover, cooperative
systems are foreseen as a key technology also in the upcoming wireless systems
[12-14].

In the following sections, we outline the contributions of this thesis chapter

by chapter and then point out research directions and future work.

6.1 Contributions

The contributions are summarized as follows:

— Chapter 2: We provided a comprehensive overview of the current state-of-
the-art on FD communications, more specifically FD relaying, and we revisited
some of the main properties of cooperative schemes.

— Chapter 3: We assessed the outage probability, throughput and energy effi-
ciency of cooperative FD relaying over Rayleigh fading channels and compared
the performance of cooperative FD relaying, as well as a multi-hop FD scheme,
to two incremental cooperative HD relaying methods. Besides the mathemat-
ical framework provided, we also showed that cooperative HD schemes can
achieve a smaller outage probability and a higher throughput than coopera-
tive FD relaying with self-interference. Finally, we drew a discussion on the
trade-offs between HD and FD schemes as well as between throughput and
energy efficiency.

— Chapter 4: We investigated the performance of FDBM relaying protocol
under general fading settings. Additionally, we introduced a new accurate
approximation for the product of two Nakagami-m RVs as well as for the sum

of Gamma RVs. With these results we are able to characterize the outage

127



probability of the proposed FD relaying protocol in a easy to compute closed-
form expression. Our findings allowed us to better understand effects of the
residual self-interference on a FD relaying setup, since distinct (non-) LoS
configurations can be emulated which can be directly related to the quality
of the antenna isolation and self-interference cancellation employed at the FD
relay.

— Chapter 5: We considered the concept of PHY security and we discussed
the main advances on cooperative PHY security associated with FD relaying
schemes and composite fading channels. We provided a comprehensive math-
ematical framework for the performance analysis of secure FD cooperative
networks. For each scenario under evaluation, we assessed the appropriate
metric, providing ease to compute and in closed-form expressions. We demon-
strated that, even though experiencing strong self-interference, FD relaying is

feasible also under secrecy constraints.

6.2 Future work and final remarks

We can identify many future directions for the work carried out in this thesis.
For instance, we increased the complexity of the fading settings chapter by chap-
ter. In Chapter 3 we focused on Rayleigh fading, while Chapter 4 investigated
Nakagami-m fading scenarios. Hence one can extend those results by looking
at a more general fading distribution and realistic path loss model. Moreover,
recently there has been a upsurge of interest on the unoccupied zones of the
spectrum, more specifically on frequencies above 10 GHz, commonly known as
Millimeter Wave (mmWave), such that new path loss and fading models are
being proposed [14, 198, 199]. Thus, relevant questions arise: How mmWave fad-
ing and path loss settings impact performance? How does it impact on network
design and deployment? Is FD schemes an viable solution for mmWave scenar-
ios? Could we employ the same tool to mitigate self-interference behaves in such
high frequencies? How do we model residual self-interference? Answering these
questions is another possible future direction of our work.

Chapter 3 offers performance benchmark and outlines the advantages of
power allocation in FD relaying schemes, but do not propose a specific solu-
tion. Therefore, power allocation policies are possible extension to this work,

since such policies are the focus of current and upcoming wireless communica-
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tions technologies. Such technologies aim at lower consumption (green) schemes,
such that the longer the user can be connected and the better the user exploit
and experiences all the advantages of a fully connected network as envisaged by
[12-14].

The results presented in Chapters 3 and 4 can be applied and extended het-
erogeneous and cognitive radio networks. We already investigated some scenarios
[44, 71, 75] were we assess the feasibility of underlay FD relaying and discuss the
main advantages and gains attained with FD nodes. In this context, many paths
are still open, for instance FD nodes can perform spectrum sensing while con-
veying information, power allocation policies given all constrains of the primary
network are another possibility for future work. Even more paths open, when
MIMO nodes are employed. Not only self-interference becomes more intricate
problem and harder to cancel, but there are several ways to exploit FD MIMO
nodes. For instance, through FD MIMO simultaneous UL and DL of multi-
user networks can be assessed, which implicates on re-design of coordination
and scheduling mechanisms, opening new challenges for the upcoming wireless
networks [12—14]. Further, in [44] heterogeneous networks are investigated, in
which FD underlay network can act as a relay for the legacy one. Hence enhanc-
ing performance of networks and tackling the issue of backhauling. In a more
general framework lies [68, 69], which provide an investigation on how highly
dense deployments of small cells perform when full-duplex nodes communicate
under composite fading channels. The impact due to extra interference from co-
channel users and how that compares to the intrinsic residual self-interference
is identified, and performance is compared to benchmark HD scenarios. There
are several possible ways to extend these works by considering, for instance, co-
ordination mechanisms in order to reduce the perceived co-channel interference,
another possibility is to take into account the temporal and spatial correlations
on the outage probability and spectral efficiency.

As pointed out in Chapter 5, wireless communications systems are vulnerable
to eavesdropping, and much can be done in this context. For instance, in [52]
we propose a network model in which the eavesdropper is not able to exploit
additional spatial diversity. One plausible extension is to bring this model to the
cooperative context. This, allows us to enhance the performance of the legitimate
network by increasing security and confidentiality of legitimate transmissions.
Other option is to extend the results presented in Chapter 5 to a MIMO setting,
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where a variety of scenarios and metrics can be evaluated, such as diversity-
multiplexing trade-off, precoding as well as beamforming for secure relaying,
amongst others. Another possible extension, is to investigate the secrecy capacity
of interference-limited networks, providing performance analysis on a system
level and resorting to Poison Point Process and stochastic geometry. In [54] we
started to put some light into such issue.

All in all, as discussed above there are several possible extensions to this
work, but not limited to, different fading settings, power allocation policies, het-

erogeneous and cognitive radio solutions as well as enhanced security solutions.
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