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 The study of cyberbullying has exploded since its first appearance in a peer-
reviewed journal article in 2005.  Cyberbullying: From theory to intervention  aims to 
make clear and practical sense of this proliferation of coverage by defining the 
problem of cyberbullying and examining its unique features. The volume provides 
a thorough overview of state-of-the-art research into the phenomenon, and dis-
cusses the development and evaluation of interventions to prevent and combat it. 

 Whereas most research papers offer limited space to describe actual interven-
tions, this book provides tremendous insight into the different theoretical methods 
and practical strategies available to combat cyberbullying.  Part I  provides readers 
with a critical review of the existing research literature and collects international 
insights from bullying and cyberbullying research, tackling key questions such as: 
how to define cyberbullying, how it overlaps with traditional bullying, and what 
its negative consequences are. Part II   gives an overview of the development and 
content of evidence-based ICT interventions aimed at preventing and combating 
bullying and cyberbullying. The book’s final chapter integrates the information 
from  Part I  with practical advice based on  Part II . 

  Cyberbullying: From theory to intervention  is essential reading for academics and 
researchers concerned with both cyberbullying and traditional bullying. It will 
also be of interest to teachers, field experts and organisations involved in dissemi-
nating cyberbullying solutions. 

  Trijntje Völlink  is Assistant Professor, Department of Psychology, Open Univer-
sity of the Netherlands. 

  Francine Dehue  is Assistant Professor, Department of Psychology, Open Uni-
versity of the Netherlands. 

  Conor Mc Guckin  is Assistant Professor, School of Education, Trinity College 
Dublin, Ireland. 
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Current Issues in Social Psychology  is a series of edited books that ref lect the state-
of-the-art of current and emerging topics of interest in basic and applied social 
psychology. 

 Each volume is tightly focused on a particular topic and consists of seven to ten 
chapters contributed by international experts. The editors of individual volumes 
are leading figures in their areas and provide an introductory overview. 

 Example topics include: self-esteem, evolutionary social psychology, minority 
groups, social neuroscience, cyberbullying and social stigma. 

  Self-Esteem  
 Edited by Virgil Zeigler-Hill 

  Social Conf lict within and between Groups  
 Edited by Carsten K. W. De Dreu 

  Power and Identity  
 Edited by Denis Sindic, Manuela Barret and Rui Costa-Lopes 

  Cyberbullying
From theory to intervention  
 Edited by Trijntje Völlink, Francine Dehue and Conor Mc Guckin 

 Current Issues in Social Psychology 
 Series Editor: Arjan E. R. Bos 
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 Online Internet activities of children and adolescents 

 The Internet and information communication technologies (ICT) are becoming a 
natural part of everyday life for children and adolescents. Many researchers refer 
to the generation born after 1980 as ‘the always-on generation’: this generation is 
growing up in a world that offers them instant access nearly everywhere to a huge 
amount of human knowledge. They have access to a wide range of social media 
that offer them the opportunities to connect, create and collaborate with each 
other. They can play, watch and/or create games, make videos and photos, and 
buy the products they want online. The down-side of these growing opportunities 
is that they also create more possibilities for negative experiences such as online 
bullying. Online bullying, mostly referred to as cyberbullying, is described as “. . . 
bullying and harassment of others by means of new electronic technologies, pri-
marily mobile phones and the internet” (Smith, Steffgen, & Sittichai, 2013, p.3). 
Over the last 10 years, many studies have been published about cyberbullying that 
have provided increased insight into the prevalence, determinants, coping strate-
gies, and (health) consequences related to cyberbullying. 

 However, while the research field of cyberbullying is growing, more criti-
cal studies are appearing about the uniqueness of cyberbullying: is it just a form 
or an extension of traditional bullying, or is it a completely new phenomenon? 
In addition, recent critical papers have been published concerning the different 
definitions of cyberbullying, instruments to measure cyberbullying and the poor 
theoretical background of most available studies. 

 This book brings together these different insights from international research-
ers involved in (cyber)bullying research.  Part I  will give a thorough overview of 
the state of the art concerning cyberbullying research (e.g., what is cyberbullying, 
what is the overlap with traditional bullying, and how is it related to negative 

1 
 AN INTRODUCTION IN 
CYBERBULLYING RESEARCH 

 Trijntje Völlink, Francine Dehue, Conor Mc Guckin 
and Niels C. L. Jacobs 
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4 Trijntje Völlink et al.

consequences?).  Part II  will give an overview of the development and content 
of evidence-based ICT interventions aimed at preventing and combating (cyber)
bullying. In addition, some of the important outcomes of the effect evaluations 
will be described. The final chapter concludes with feedback on the interventions 
based on the recommendations that resulted from  Part I . 

 Online Internet activities of children and adolescents 

 For a better understanding of the main topics and different perspectives in cyber-
bullying research, this chapter starts with a brief overview of cyberbullying stud-
ies from the start, around 2004, until now. Since cyberbullying can only happen 
when young people connect with each other online, we give a brief overview of 
children’s online activities and the relation with cyberbullying. 

 In many studies, researchers state that ‘staying in contact with friends through 
social media’ is one of the most important activities of children and adolescents on 
the Internet. However, what do we actually know from the main online activities 
of children, and are these activities age-dependent? The 2011 EU Kids Online 
study measured the frequencies and duration of online activities of 25.142 Euro-
pean children, between 9 and 16 years of age, from 25 different countries (see 
www.eukidsonline.net). The results showed that 33% of the children between 9 
and 10 years old, and 80% of the adolescents between 15 and 16 years old, were 
online daily. The same age pattern was visible for the number of different activi-
ties children performed online: younger children were involved on average over 
five activities while teenagers performed eight or nine activities. When the same 
children were asked about what kind of activities they did, they spontaneously 
mentioned using the Internet for homework (85%), playing games (83%), and 
watching video clips (76%). Counterintuitively, social media (e.g., instant messag-
ing) was ranked fourth (62%). Fewer children mentioned posting images (39%), 
messages (31%), sharing files (16%) or writing blogs (11%). Nevertheless, online 
chatting and texting was an important activity for the young people, often com-
bined with doing homework. The time spent online and having a social network 
profile increases with age (Ólafsson, Livingstone, & Haddon, 2014). When the 
time spent online and using social networks increases, the occurrence of cyberbul-
lying increases, too (Ybarra & Mitchell, 2004). 

 First studies on cyberbullying 

 Fifteen years ago, Finkelhor, Mitchell and Wolak (2000) were probably the first 
to publish a report about online harassment. In the Netherlands, the first report, 
‘Online bullying: harm is right’, was published in 2005 by Van den Akker. In 2006 
and 2008, two large-scale studies on the prevalence of cyberbullying appeared 
(Dehue, Bolman & Völlink, 2008; van den Eijnden, Verhulst, Rooy & Meerkerk, 
2006). Around 2006, studies appeared on a large scale in several European countries 
that explicitly dealt with cyberbullying: see, for instance, a review by Kiriakidis 
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Introduction 5

and Kavoura (2010). In 2007, the first special issue (i.e., ‘Youth Violence and Elec-
tronic Media: Similar behaviors, different Venues?’) on online bullying was pub-
lished. Since then, many studies about cyberbullying have been published all over 
the world. The prevalence of cyberbullying, the overlap with traditional bullying, 
the relation with parenting and mediation styles, coping strategies, health and 
(mental) well-being, as well as other negative consequences, have been studied 
intensively. 

 Prevalence of cyberbullying 

 The prevalence of cyberbullying varies considerably, depending on how it 
is defined and measured. Tokunaga (2010) reported average prevalence rates 
between 20% and 40% of youth being cyberbullied at least once in their lifetime. 
When more restricted time frames (i.e., 2 or 3 times a month in the past year) are 
used, the prevalence of cyberbullying reduces to an average between 3% and 10% 
(Olweus, 2012; Smith et al., 2008; Tokunaga, 2010; Williams & Guerra, 2007; 
Ybarra, Mitchell, Wolak, & Finkelhor, 2006). Cyberbullying experiences rise 
from 3% for 9- to 10-year-old children to 8% for 15- to 16-year-olds (Livingstone, 
Haddon, Görzig, & Olafsson, 2011). Furthermore, longitudinal data about trends 
in cyberbullying between 2010 and 2013/2014 shows a slight increase in receiv-
ing hate messages (from 13% to 20%) and being cyberbullied (from 7% to 12%) 
(Hasebrink, 2014). However, there are still many more children involved in tradi-
tional, or off line, bullying compared to cyberbullying: in a recent meta-analysis 
by Modecki and colleagues (2014), of 80 studies that measured both cyber- and 
traditional bullying, mean prevalence rates of 35% for traditional bullying and 
15% for cyberbullying involvement were found. 

 An interesting fact that needs to be known is that children do not see all 
specific negative online behaviours, as measured by many cyberbullying ques-
tionnaires, as cyberbullying. For example in their focus group study with 66 ado-
lescents aged between 12 and 15 years, Jacobs, Goossens, Dehue, Völlink and 
Lechner (2015) found that name-calling was considered as ‘normal’ communica-
tion (i.e., even friends call each other names) and being lied to was not perceived 
as cyberbullying. Vandebosch and Van Cleemput (2008) found that it depends 
on the power imbalance and intention to hurt as to whether or not an online 
experience is seen as cyberbullying. These findings show that there is a differ-
ence between children’s and researchers’ perception of which behaviours can be 
labelled as cyberbullying. As a consequence, higher scores on a cyberbullying scale 
may not always mean that these children are in need of help. Yet, it is very impor-
tant that children be aware of the fact that (repeated) aggressive coping strategies 
or actions to combat cyberbullying makes them a bully-victim, although they 
might perceive their actions as a justified defence. Furthermore, if an interven-
tion aims to reach a broad category of children with negative online experiences, 
it seems more effective not to speak about victims but about experiences with 
negative online behaviour. 
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6 Trijntje Völlink et al.

 Main streams in cyberbullying research 

 Researchers who study cyberbullying can usefully be divided into two groups. 
In the first of these groups are researchers who examine cyberbullying as one of 
the online risks, divided into three main types: (a) content risk (e.g., violent and/
or pornographic content); (b) conduct risk (e.g., threats, vulgar language, things 
that can damage your reputation); and (c) contact risk (e.g., grooming) (see for 
instance Livingstone, Kirwil, Ponte, & Staksrud, 2014; Mesch, 2009; Staksrud & 
Livingstone, 2009; Valkenburg & Peter, 2011). In the second group are researchers 
who examine cyberbullying in relation to traditional bullying (see for instance 
Cassidy, Faucher, & Jackson, 2013; Li, 2007; Hemphill et al., 2012; Olweus, 2012). 
The first group of researchers more thoroughly examines the pros and cons of 
online communication for adolescents (see Valkenburg & Peter, 2011), possibilities 
for the prevention of online risks (i.e., cyber safety), variables that make children 
more vulnerable for online risks in general, and opportunities for parents, teachers 
and policy makers to mediate and minimize online risks for children. An impor-
tant study about online risk and parental mediation is that by Mesch (2009). He 
concluded that having a social network site and having high scores on willing-
ness to provide personal information both off line and online increases the risk of 
being bullied online. It also increases the risk of meeting offenders who use the 
personal information found on social network sites to threaten and humiliate a 
victim. Furthermore, in this study it was found that evaluative mediation (i.e., 
setting rules and talking to children about the online risks) decreases the risk of 
exposure to online bullying. In a more recent study by Livingstone et al. (2014), 
it was found that for the children who live in the Northern European high-risk 
countries (due to high levels of Internet access), the frequency of exposure to 
online risk is fairly high, although most of these children adopt positive coping 
strategies such as ignoring, blocking the sender or seeking help from friends. The 
researchers conclude that risk-free Internet for children is an illusion and that we 
should help children to cope adequately with, and to develop their resilience for, 
the negative impact of online risks. 

 Regarding the second group of researchers, in recent studies those in this group 
are examining the prevalence and overlap between traditional and cyberbullying. 
One of the first studies, by Li (2007), entitled ‘New bottle but old wine: A research 
of cyberbullying in schools’, shows that 54% of the 177 seventh-grade students in 
Canada had been bullied off line, and 25% had been bullied online. About one 
third of the victims that had been bullied off line reported that they also had 
been bullied online. In a study among 1221 Dutch children aged 10 to 14 years 
it was found that 7% of the children were only involved in cyberbullying, 30% 
were involved in only traditional bullying and 31% were involved in both forms 
of bullying (Dehue, Bolman, Völlink & Pouwelse, 2012). In their meta-analysis, 
Modecki et al. (2014) found a strong correlation between off line and online per-
petration and victimization. They also found strong behavioural similarities across 
online and off line settings. However, Ybarra, Diener-West and Leaf (2007) found 
that among the less frequently cyberbullied children (a few times a year or less) in 
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Introduction 7

their study, the overlap between being traditionally and being cyberbullied was 
much lower. Because of these contrasting findings, more information about the 
similarities and differences between traditional and cyberbullying is needed. 

 Although most researchers in this area agree that traditional and cyberbully-
ing are (tightly) interwoven (i.e., at least for the frequently involved children) and 
share some important background variables, there is still a lot of discussion going 
on about the uniqueness of cyberbullying, the prevalence of cyberbullying and 
whether or not cyberbullying needs specific interventions. 

 Coping, cyberbullying and negative consequences 

 In most studies it is found that being (cyber)bullied can have tremendous negative 
(long term) consequences on, for example, children’s (mental) well-being, social 
functioning and school results (see  Chapter 4 ). According to many researchers, 
effective coping can help to avoid escalation of cyberbullying and/or can help 
to buffer against the negative impact of (cyber)bullying (see for instance Völ-
link, Bolman, Eppingbroek, & Dehue, 2013). Lazarus and Folkman (1987) pos-
tulate that coping has two main functions: (1) to change the actual terms of the 
troubled person-environmental relationship (i.e., problem-focused coping); and 
(2) to regulate emotional distress (i.e., emotion-focused or cognitive coping). In 
a study by Völlink, Bolman, Dehue and Jacobs (2013), it was found that coping 
strategies in daily life are highly correlated to cyber specific coping strategies: 
bully-victims more frequently react to stressful situations in an aggressive way 
and passive victims use more avoidance and depressive coping to combat stressful 
situations. These results suggest that children use the same coping styles on- and 
off line. Does this mean that we need a broader intervention to help children to 
react more adequately to stressful situations in general? Or is it more effective to 
develop specific interventions for cyberbullying, and for traditional bullying? 

 Interventions to prevent and combat cyberbullying 

 Many professional groups like educators, teachers and healthcare workers are 
aware of the negative consequences of (cyber)bullying experiences on health 
and well-being. On the Internet, these professionals, as well as hands-on experts, 
express their worry and their belief that it is vital to stop cyberbullying and to 
help the victims. A host of sites with tips, advice and recommendations regarding 
cyberbullying are provided, and there is a proliferation of prevention and inter-
vention programs regarding both traditional and cyberbullying. The problem is, 
however, that many of these materials and programs, whilst well intentioned, do 
not have a theoretical base, nor has the effectiveness of their materials been investi-
gated. Hence, there is an urgent need for prevention and intervention programs on 
cyberbullying which are developed on the basis of scientific theories and research, 
and whose effectiveness is scientifically investigated. Only by doing so can we be 
confident that our well-intentioned efforts to help are targeted in an evidence-
informed manner. 
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8 Trijntje Völlink et al.

 On a positive note, intervention programs specially developed to tackle tra-
ditional bullying based on scientific theories and tested for effectiveness exist 
already. For example, the peer support intervention approach (Cowie, 2000) and 
the Olweus Bullying Prevention Program (OBPP) (Olweus & Limber, 2010). 
However, the results of the peer support intervention are not unequivocal. Accord-
ing to Menesini, Codecasa, Benelli, and Cowie (2003), the intervention seems to 
prevent the escalation of negative behaviours and negative attitudes. Cowie and 
Olafsson (2000), on the other hand, found significant increases in bullying behav-
iour among students who received the peer support intervention, a result that is 
corroborated by Ttofi and Farrington’s (2011) scholarly review. The OBPP is a 
“whole school” based intervention and seems to be more effective in reducing 
bullying. Findings from the initial study, the First Bergen Project Against Bullying 
(Olweus, 1994), and from the six follow-up evaluations in Norway, demonstrated 
a decrease in teachers’ ratings and students’ self-reports of being bullied and bul-
lying others (Olweus & Limber, 2010). 

 Many other bullying prevention programs are based on the OBPP. One of 
them is the Flemish Anti-Bullying Intervention (Stevens & Van Oost, 1994). A 
study on the effectiveness of this intervention in primary and secondary schools 
showed no effects on self- and teacher-reported victimization and positive inter-
actions between pupils, and only a decrease in self- and teacher-reported bullying 
in primary schools (Stevens, De Bourdeaudhuij, & Van Oost, 2000). In a sec-
ond study with two post-tests, Stevens, Van Oost, and De Bourdeaudhuij (2000) 
found that in primary schools, seeking a teacher’s help decreased and support 
for victims increased in the second post-test. However, in secondary schools, the 
positive results on attitudes found in the first post-test were not evident in the 
second post-test. KiVa, an intervention developed in Finland (Salmivalli, Kärnä & 
Poskiparta, 2010), is also a whole school approach that is based on the developers’ 
research-based view of bullying as a group process, and is focused on the bystand-
ers of bullying behaviour. A study on the effects of KiVa shows that the KiVa 
program is effective in reducing bullying and victimization, but effect sizes are 
small. For peer-reported victimization and bullying, they were .33 and .14, and 
for self-reported victimization and bullying, they were .17 and .10 (Kärnä et al., 
2011). This means that although the difference in bullying frequency between 
the experimental group and control group(s) is significant, the intervention does 
not influence bullying behaviour that much. A second study that has explored the 
effects of KiVa compared the effects on 9 different forms of bullying. Results of 
the study showed a decrease in percentage of victimization ranging from 0.3% on 
material bullying to 0.8% on cyberbullying and 2.1% on verbal bullying (Salmi-
valli, Kärnä, & Poskiparta, 2011). Williford et al. (2012) further investigated the 
effect of the KiVa program on cyberbullying and found an effect size of .14 for 
victimization. The effect of KiVa for bullying depended on age: no effect was 
found for children above 12.9 years but for younger children they found an effect 
size of .29. 
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Introduction 9

 Other whole school approaches often have been compared in meta-analytic 
studies. Smith, Schneider, Smith, and Ananiadou (2004), for example, conducted 
a meta-analysis of 14 studies from 10 countries on whole school interventions and 
concluded that the majority of these studies did not find significant results with 
regards to self-reported bullying and victimization experiences. On the other hand, 
Vreeman and Caroll (2007) found that out of 10 studies, seven revealed a decrease 
in bullying, but that the decrease was less profound among younger children. Ttofi, 
Farrington, and Baldry (2008) concluded that the effectiveness of whole school pro-
grams varies and seems to depend on the way the interventions are implemented. 
Programs in which implementation was systematically monitored seemed to be 
more effective than programs without systematic monitoring (Smith, Schneider, 
Smith, & Ananiadou, 2004). In addition, according to Vreeman and Caroll (2007), 
the involvement of schools is directly related to the effectiveness of the interven-
tion. Indeed, Olweus and Limber (2010, p. 379) state that teachers are “key agents 
of change with regard to adoption and implementation of the OBPP”. Apparently, 
whole school interventions require a serious investment by schools: all children, 
staff, and parents need to be involved and motivated, teachers need to be trained, 
activities need to be planned on a school-wide, classroom-wide and individual level, 
and activities should start in primary grades and continue throughout all school 
years (National Safe Schools Framework, 2011). Hence, it is highly likely that not 
all schools can meet these requirements, which may explain the conflicting results. 

 Until now it has been unclear whether these whole-school approaches are 
also effective in decreasing or preventing cyberbullying. In the above-mentioned 
interventions, almost no attention is paid to the effects on cyberbullying. Con-
sequently, there is hardly any evidence that these interventions are also effective 
in preventing bullying through the Internet and other communication methods. 
Some advocates of whole-school interventions state that bullying behaviour has 
many forms and that cyberbullying is just one form of bullying (e.g., Olweus, 
2012). Salmivalli et al. (2011) also consider cyberbullying as one of the nine forms 
of bullying. This approach corresponds to the first approach described by Men-
esini, Nocentini, and Palladino in Chapter 2 of this book. 

 A lot of questions remained unanswered in the brief introduction of cyber-
bullying research we summarized above. Based on the interpretation of avail-
able research, this book provides answers and recommendations that will increase 
insight into the characteristics and the consequences of cyberbullying. In addition 
we describe in detail evidence-based ICT interventions to prevent and combat 
cyberbullying that will help to improve future intervention methods. 

 Overview of the book content 

 In  Chapter 2  Menesini, Nocentini, and Palladino summarise recent studies regarding 
the definition of cyberbullying. They discuss aspects of the overlap and distinctions 
in the theoretical definitions of traditional and cyberbullying. Additionally, they 
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10 Trijntje Völlink et al.

outline the impact of several definitions for the empirical findings related to the 
prevalence of cyberbullying. In  Chapter 3 , Wolke, Lereya, and Tippett explore the 
findings of recent studies to determine key similarities and differences between tra-
ditional and cyberbullying. They assess whether cyberbullying arises from a unique 
set of social and individual risk factors, or results from similar circumstances to 
traditional bullying, and can therefore be considered as an extension of traditional 
bullying behaviours. Based on these findings they discuss whether interventions 
should specifically tackle cyberbullying, or address this as just a component of tra-
ditional bullying behaviour among peers. In  Chapter 4 , Gunther, DeSmet, Jacobs, 
and De Bourdeaudhuij describe the current research on the negative outcomes 
of traditional and cyberbullying concerning psychological health, physical health, 
social functioning, and behaviour problems. They explore these problems from the 
perspective of bullies, victims, bully-victims, and bystanders, and discuss whether the 
impact of cyberbullying compared to traditional bullying on the outcomes is equal, 
less, or more severe. Furthermore, they discuss the interrelatedness between (cyber)
bullying and negative (health) outcomes. 

 In  Part II  of this book, four interventions aimed at reducing and/or preventing 
(cyber)bullying are explored. Each of these interventions have several common 
features: (a) they focus on cyberbullying as well as on traditional bullying; (b) they 
are theoretically based; (c) they use aspects of interventions developed for tradi-
tional bullying; (d) they do not require a substantial investment from schools; and 
(e) they use electronic communication tools. 

 The first intervention ( Chapter 5),  written by Sapouna, Enz, Samaras and 
Wolke, is a game that focuses on the reduction of victimization by letting the 
participant “experience” victimization and by giving them an active role: children 
are asked to help the victims and the game shows them the effects of their support. 
The intervention consists of a virtual simulation of a primary school environ-
ment in which cartoon-like virtual characters can take the role of a bully, victim, 
bully-assistant, victim-defender, or bystander. It is based on the proven benefits of 
experiential learning and on the assumption that children learn to cope effectively 
with bullying by role-playing different coping strategies. 

 The second (Chapter 6) intervention is a serious game for bystanders of bully-
ing. It is an online, one-player puzzle game with a virtual character and virtual 
bullying experience scenarios in which players can choose a role and several 
behavioural alternatives, like ignoring the bully, standing up for the victim, 
etc. Thereafter, they receive immediate feedback about the consequences of the 
choice they made. 

 The third intervention (Chapter 7) has been developed for victims and bully-
victims of cyberbullying, and contains three online tailored modules. The first 
module aims to teach participants about the connection between thoughts and 
behaviour. In the second module participants learn effective coping strategies in 
order to stop the (cyber)bullying and to decrease negative effects of victimization. 
In the third module participants learn how to use the Internet in a safe and secure 
manner and how to prevent/solve cyberbullying experiences. 

D
ow

nl
oa

de
d 

by
 [

N
at

io
na

l L
ib

ra
ry

 o
f 

th
e 

Ph
ili

pp
in

es
] 

at
 2

2:
50

 0
1 

N
ov

em
be

r 
20

17
 



Introduction 11

 The second and third interventions were developed via the Intervention Map-
ping protocol. This protocol consists of six steps that can be used as an itera-
tive process for theory- and evidence-based development of health promotion 
interventions (Bartholomew, Parcel, Kok, Gottlieb, & Fernández, 2011). The six 
steps include: (a) conducting a needs assessment of the problem and the at-risk 
group and forming a logic model of the health problem based on the PRECEDE/
PROCEED model (Green & Kreuter, 2005); (b) defining performance objectives 
for the intervention participants and combining them with relevant determinants 
to form change objectives; (c) translating change objectives into practical strategies 
by selecting theory-based intervention methods; (d) developing, selecting, testing, 
and producing intervention components in which all strategies are integrated; 
(e) planning for adoption and implementation of the program; and (f ) anticipating 
the process and effect evaluation of the program. 

 The fourth intervention again focuses on bystanders of bullying behaviour 
( Chapter 8 ). The intervention is based on the assumption that peers learn from 
and influence each other, and aims to change group norms through peer interac-
tions. Peer educators are selected by nomination and are trained in communication 
and social skills in real and virtual situations, and in empathy and adaptive coping 
strategies. 

 The last chapter of the book ( Chapter 9 ) will be devoted to an integration of  Part 
I  and  Part II . It will combine the ‘know-how’ of  Part I  with the practical applications 
of  Part II . The main topics that are discussed are (a) the adequacy of the definition 
of cyberbullying for the selection of children who need help; (b) the differences in 
methods, practical applications, and content of the four intervention programs; and 
(c) the effects of the four interventions on the harmful effects of cyberbullying. 

 This book gives an in-depth and up-to-date overview of what is known about 
cyberbullying based on research of the past decade. It also shows the challenges 
that remain in understanding the cyberbullying phenomenon, in helping children 
to stop cyberbullying, and in developing children’s resilience against the negative 
impact of cyberbullying. 
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 Introduction 

 Our relationships, interpersonal interactions and daily activities are heavily changed 
through the internet and the introduction of Smart phones. One of the main reasons 
people use the Internet and ICT is to create and maintain interpersonal relation-
ships through chat, e-mails, and sharing photographs. This is even more evident 
for young people, the so-called always-on generation. The current use of new ICT, 
the increasingly young age at which people start using them, and the consistent 
amount of time spent online (Livingstone, Haddon, Görzig, & Ólafsson, 2011) 
are clear indications that young people benefit from the use of new technologies. 
However, this does not mean that they are necessarily aware of the risks involved, 
nor that they master the most appropriate strategies to be safe when online. Young 
people online can be exposed to inappropriate material (e.g., sexually explicit con-
tent, violence), sexual predators seeking to build relationships with children (i.e., 
paedophilia, cyber-stalking), theft of personal information, and to online forms of 
harassment by peers such as cyberbullying. Within the more general framework of 
Internet-associated risk for children, cyberbullying is included in the cluster of risks 
perpetrated by peers in which children can be actors as well as victims (Livingstone 
et al., 2011). 

 Internet harassment (Ybarra & Mitchell, 2004), online harassment (Finkelhor, 
Mitchell, & Wolak, 2000), and electronic aggression (Pyżalski, 2012) are all terms 
used to define aggressive acts conducted on the Internet or through ICT. Although 
these terms can include (and partly overlap) cyberbullying attacks, they do not 
necessarily coincide exactly with cyberbullying, which usually also includes fea-
tures derived from the literature on traditional bullying, such as the intentionality 
of the perpetrators, the power imbalance between the actors and victims and the 
repetition of the attack. 

 2 
 CYBERBULLYING 

 Conceptual, theoretical and methodological 
issues 

 Ersilia Menesini, Annalaura Nocentini and 
Benedetta Emanuela Palladino 
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 Bullying is often defined as an intentional and aggressive act or behaviour car-
ried out by a group or an individual repeatedly and over time against a victim who 
cannot easily defend him- or herself (Olweus, 1993). Three criteria are relevant in 
order to define an aggressive behaviour as bullying: intentionality, repetition, and 
imbalance of power. Extending the definition of traditional bullying to the virtual 
environment, cyberbullying has been defined as “. . . an aggressive, intentional act 
carried out by a group or individual, using electronic forms of contact, repeatedly 
and over time against a victim who cannot easily defend him or herself” (Smith 
et al., 2008, p. 376). Considering the ICT context, new criteria have been added 
and discussed, such as the anonymity that occurs when the victim does not know 
the identity of the bully, the publicity that characterises the acts where a large 
audience is involved, the permanent trace of online activities (e.g., the impossibil-
ity of removing permanently anything shared online), and the lack of supervision 
(Dooley, Pyżalski, & Cross, 2009; Hinduja & Patchin, 2007; Kowalski & Limber, 
2007; Menesini & Nocentini, 2009; Menesini et al., 2012; Nocentini et al., 2010; 
Palladino, Nocentini, & Menesini, 2011; Tokunaga, 2010; Wingate, Minney, & 
Guadagno, 2013). Several researchers have also discussed the specific meaning of 
the criteria associated with traditional bullying in the cyber context and in the 
definition of cyberbullying (Menesini et al., 2012; Nocentini et al., 2010; Sticca & 
Perren, 2013). Although having a clear definition is essential to get insight into the 
magnitude of the problem and the consequences, unfortunately, we are far from 
a unanimous consensus regarding the criteria that are essential for the definition 
of cyberbullying. 

 Given the relevance of the association between cyberbullying and traditional 
bullying, we will discuss the areas of overlap and distinction between the two 
constructs, considering the following level of analysis: 

 a The theoretical-definitional criteria; 
 b The empirical evidence related to the measurement; 
 c The empirical evidence related to prevalence. 

 a. The theoretical-definitional criteria 

 As Wingate and colleagues assert (Wingate, Minney, & Guadagno, 2013 p. 88), 
“The cyberbullying literature has suffered from the absence of a ‘gold standard’ 
definition.” Researchers have differed significantly in their inclusion of the cri-
teria used to define traditional bullying in their operational definitions of cyber-
bullying and in the specific meaning they assume in the cyber context (Dooley 
et al., 2009; Smith et al., 2008; Willard, 2007). At the same time, new criteria that 
are specific to the ICT environment and can be considered to define cyberbul-
lying, such as anonymity and publicity, have also been implemented (Menesini 
et al., 2012). 

 In a qualitative cross-cultural study (Nocentini et al., 2010), the issue of “inten-
tion to harm,” a main characteristic of all aggressive acts (e.g., Berkowitz, 1993), 
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Cyberbullying 17

appears to be an important criterion for bullying as it is strictly related to the 
effects on the victim. Without “intention to harm,” the behaviour is perceived as 
a joke. Intentionality was the second most important criterion to define cyberbul-
lying in a cross-cultural study by Menesini et al. (2012) regarding how adolescents 
perceive the definition of cyberbullying. Overall, we can conclude that the crite-
rion of intentionality needs to be included in the definition of cyberbullying. The 
important question is whether to measure this characteristic using the perpetrator’s 
or the victim’s perspective (e.g., “wants to hurt” versus “felt hurt”). If we look at 
the cyberbully’s perspective, his/her level of awareness is very important. If we 
look at the victim’s perspective, the psychological and perceived consequences 
matter the most. In this regard, the victim’s perception of the attack can be close 
to and partly overlap the other important criterion: the imbalance of power. In 
fact the perception of the perpetrator’s intention and the personal difficulties in 
reacting can elicit a growing sense of helplessness from the victim. 

 Although it is neither easy nor clear to determine whether someone is con-
sidered powerless in relation to someone else in cyberspace, the relevance of the 
criterion of “imbalance of power” is strongly confirmed across all the countries 
involved in Menesini’s study (2012) and across all types of behaviour (Menesini 
et al., 2012). The imbalance of power causes a feeling of powerlessness for the 
victim and also makes it difficult to defend oneself (Olweus, 1993; Smith & Brain, 
2000). In our view, a view supported by other researchers (e.g., Langos, 2012), 
the meaning of this criterion is not altered in the cyber context, signifying that 
cyberbullying, just like traditional bullying behaviour, puts the victim in a posi-
tion where he/she cannot easily defend himself/herself. What is different in the 
cyber context, however, is the way in which this powerlessness comes about. In 
the traditional context, this is a consequence of physical, social and psychological 
strength of the bullies. In the virtual domain, the imbalance of power is mainly 
due to psychological threats and attacks often happening in a public context. At 
the same time the perception of loneliness and of the social impact on the victim 
can be amplified by the public exposure of the victim (number of comments, 
sharing, visualizations and “likes” on the web). In conclusion, power imbalance 
remains an essential criterion in defining cyberbullying. 

 The relevance of repetition in cyberbullying seems to be still open, albeit not 
appearing so significant from a qualitative study by us (Menesini et al., 2012). This 
criterion can partly be useful to determine the difference between cyberbullying 
and aggression as it is in face-to-face context. Bullying is repeated by definition 
whereas aggressive behaviours can happen just once (Dooley et al., 2009; Men-
esini & Nocentini, 2009; Nocentini et al., 2010). Langos (2012) clarified further 
the role of repetition in relation to direct and indirect forms of cyberbullying. 
Direct cyberbullying occurs when the cyberbully attacks the victim directly (pri-
vate e-mail or chat), as opposed to indirect cyberbullying when communications 
are posted to more public areas of cyberspace (e.g., public forums such as social 
media sites, blogs, web pages, video-sharing web sites). Repetition is needed in the 
direct cyberbullying context, whereas in indirect cyberbullying, repetition occurs 
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18 Ersilia Menesini et al.

by virtue of the arena in which the behaviour takes place since the post or the mes-
sage can stay on the web for a long time and many people can see it. 

 With respect to “anonymity,” results from both qualitative and quantitative 
studies (Nocentini et al. 2010; Menesini et al. 2012) suggest that this criterion is 
not a requisite for labelling an action as cyberbullying, yet it is relevant because it 
can reveal the nature and the severity of the attack and the victim’s reaction. Simi-
larly, the criterion of publicity was not considered as necessary to define cyberbul-
lying. However, when there is a public cyberbullying attack, the huge audience, 
the number of views and comments can contribute to the severity of the situation 
and make the victim feeling extremely hurt and rejected. 

 Overall, we can conclude that there is wide agreement in the literature on 
the definition of cyberbullying based on two main criteria of intentionality and 
power imbalance. Therefore, a workable definition should include these two 
characteristics. More controversial is the consideration of repetition in the virtual 
domain and of the two cyber-specific criteria: publicity and anonymity, although 
they add information about the perceived severity of the acts. 

 b. The empirical evidence related to the measurement 

 Problems regarding the definition of cyberbullying have subsequently triggered 
problems in the measurement of the phenomenon. With regard to cyberbullying 
and its relation to the measurement of traditional bullying, the literature demon-
strates two different approaches. The first approach measures cyberbullying with 
one or two items as a form of bullying behaviour. The second approach measures 
cyberbullying as a separate construct through multiple items specifically aimed at 
analysing the different aspects of the problem. 

 The first approach considers bullying as a broad construct empirically defined 
by different types of behaviours: physical bullying, verbal bullying, relational 
bullying, and cyberbullying. This approach is based on the consideration that 
cyberbullying is strictly related to traditional bullying and that the definitional 
criteria of the two constructs are the same. For example, in the Olweus Bully/
Victim Questionnaire (OBVQ: Olweus, 2012a), following provision of a defini-
tion of bullying, students respond to a global question about whether they had 
been bullied in the past couple of months. This general question is followed by 
eight questions about various forms or ways of being bullied covering the four 
main categories of verbal, physical, indirect, or relational bullying, and finally 
two questions on cyberbullying via mobile phone or the Internet (Olweus, 2012a). 
This approach implies that children and adolescents recognise and are able to pro-
vide answers about the general category of bullying and cyberbullying instead of 
specific behaviours included under this umbrella. 

 The second approach considers cyberbullying as a separate construct from tra-
ditional bullying, although correlated with it. It measures specifically and more 
analytically different types of behaviours regarding relational cyberbullying, ver-
bal or visual attacks, technically sophisticated cyberbullying, bullying by mobile 
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Cyberbullying 19

phone, and bullying by Internet (Berne et al., 2013). Studies have shown that 
different types of cyberbullying can be classified according to specific criteria, 
such as the covert or overt nature of the acts, the electronic devices/media used, 
or the specific behaviours involved (e.g., exclusion, verbal attack, photos, theft 
of personal information) (Menesini et al., 2012; Nocentini et al., 2010; Schultze-
Krumbholz & Scheithauer, 2009; Slonje et al., 2013; Slonje & Smith, 2008; Spears, 
Slee, Owens, & Johnson, 2009). This last classification based on specific behav-
iours is the same type of classification used for traditional bullying, where verbal, 
physical, and relational types of behaviours are generally differentiated. 

 Both approaches show strengths and limitations (Menesini & Nocentini, 2009). 
The strength of the first approach (a macro-category of bullying comprising also 
cyberbullying) is that it ensures that we are referring to the correct definition 
of cyberbullying, including the three criteria of traditional bullying. By con-
trast, when using cyberbullying as a separate construct, the relevant criteria of 
traditional bullying need to be reported explicitly. In their review, Berne et al. 
(2013) found that most definitions used in 44 different instruments focused on 
the fact that cyberbullying behaviour occurs through electronic devices/media 
and mentions the criterion of the intention to harm another person. The other 
bullying criteria (repetition and imbalance of power) were emphasised much less 
while the specific cyberbullying criteria were not present at all. The first approach 
does not consider cyberbullying as a multidimensional construct, which can limit 
the understanding of the phenomenon and the reliability of the measurement 
(Menesini & Nocentini, 2009). For instance, literature underlined the question of 
whether consequences in terms of psychological symptoms can be different as a 
result of different acts (e.g., verbal attack versus sending a compromising picture or 
video), or whether the definitional criteria can be relevant only for specific cyber-
bullying acts (Menesini & Nocentini, 2009). These considerations underscore the 
relevance of having a more complex definition and taking into account the differ-
ent types of cyberbullying behaviours. 

 The practical implications of these two different approaches become relevant 
for interventions. For example, which measures have to be used to assess the need 
for intervention? We can answer this question by taking into consideration dif-
ferent types of interventions. The first approach – that is, the global question 
about having been cyberbullied or being a cyberbully – is more person-oriented. 
Through this measure we can detect those who are aware that they are cyberbul-
lies or cybervictims. Generally, this measure implies a higher level of severity of 
behaviours as compared to the multiple-item scale, normally due to a higher level 
of involvement in the phenomenon and a certain degree of personal awareness 
of the problem. Consequently, we think that this approach can be used to detect 
more serious cases of young people involved and to plan secondary and tertiary 
prevention interventions for students at risk. 

 On the contrary, the second approach (the multiple-item scale) is more 
behaviour-oriented and relevant to detecting both the least and the most frequent 
forms of cyberbullying as well as the early manifestations of cyberbullying. For 
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20 Ersilia Menesini et al.

instance, we can detect those specific behaviours that may have occurred only 
once or twice and often are not well recognized and categorized as cyberbully-
ing. At the same time, if the scale reports a specific cut-off, it allows us to classify 
people as involved or not, and we can also have a measure of involvement in terms 
of frequency and seriousness. Through this approach, we are able to select the most 
and the least serious cases of cyberbullying and to plan accordingly selected inter-
ventions for those young people who are highly involved and universal, primary 
prevention interventions for those who are less involved. 

 All of these types of measurements are conducted by self-report measures. 
Problems related to the effects of social desirability on self-report measurements 
suggest the need for other informants. To date, it has been difficult to measure 
the nature and extent of cyberbullying using other informants. Since cyberbully-
ing, by its nature, is less visible and children often do not talk about it with adults 
(Slonje, Smith, & Frisén, 2013), it can be less accurately detected by peers and by 
adults, such as teachers and parents (Menesini et al., 2012). Therefore detecting 
the involvement of children in cyberbullying or cybervictimisation using adult 
informants is difficult, especially with older children, because their online activ-
ity is less monitored. Peer evaluation is also quite difficult to detect reliably, since 
cyberbullying occurs by definition across different online formats and with vari-
ous groups of peers. It is not sufficient to use classmates’ information as we do with 
traditional bullying. 

 c. The empirical evidence related to prevalence 

 An important implication of definitional clarity is related to measurement prob-
lems, as was summarised by Olweus (2012a) in his provocatively titled article 
“Cyberbullying: An overrated phenomenon?” Olweus claimed that cyberbully-
ing is characterised by low prevalence rates and is completely absorbed by the 
traditional roles of bullying, given that it has not given rise to “new” victims and 
bullies that were not already involved in some form of traditional bullying, and, 
overall, is an exaggerated phenomenon. The question becomes: is this provocative 
assertion true? 

 It is a difficult question to answer because the phenomenon was investigated 
using different instruments focused on partially different operationalisations of 
different definitions of the construct, even with different labels used to name 
it (e.g., electronic bullying, online aggression, country-specific labels) (Berne 
et al., 2013; Menesini & Nocentini, 2009; Nocentini et al., 2010; Tokunaga, 2010; 
Wingate et al., 2013). However, when searching for a realistic estimate of the 
presence of cyberbullying, we should be aware that the instruments developed 
use different time frames (e.g., the past couple of months, in the last year, dur-
ing your life) (Hinduja & Patchin, 2012; Menesini, Nocentini, & Calussi, 2011; 
Menesini & Nocentini, 2009; Tokunaga, 2010). We should also consider that the 
ICTs are evolving quickly and, for example, since the launch of smart phones, the 
initial distinction between mobile phone and Internet cyberbullying is no longer 
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Cyberbullying 21

supported by evidence (Slonje, Smith, & Frisén, 2013). Results of a review of 
cyberbullying prevalence rates show a significant presence of cyberbullying in all 
countries analysed (Garaigordobil, 2011): approximately 40% to 55% of students 
are involved in some way (victims, perpetrators, or observers); between 20% and 
50% reported experiences of victimisation; and only between 2% and 7% have 
suffered severely, with variation according to the country, ages of the samples, 
and the time frame in which information was requested. Reviewing available 
data, Tokunaga (2010) stresses that cyberbullying victimisation is not limited to 
an insignificant portion of children and teens. He reports that an average of 20% 
to 40% of youths were cybervictimised during their life, while, limiting the time 
frame (e.g., the last year), the figure naturally decreases. In contrast, he reports 
that data from a national telephone survey (YISS) showed an incidence rate of 
cybervictimisation of around 6.5% (Ybarra, 2004; Ybarra & Mitchell, 2004), sug-
gesting that this def lated result could be caused by the use of two dichotomous 
items about Internet harassment. Reviewing 35 papers published in peer-reviewed 
journals, Sabella, Patchin, and Hinduja (2013) reported that, on average, 24% of 
students had been cyberbullied and 17% admitted to having engaged in cyberbul-
lying behaviours during their lifetime. 

 In the face-to-face context, the literature shows higher estimates of bully-
ing and victimisation. In the World Health Organization’s Health Behaviour in 
School-Aged Children Survey (HBSC: see Craig & Harel, 2004), the average prev-
alence of victims and bullies across the 35 countries involved for the past couple of 
months prior to survey administration was 34% and 35% respectively for the less 
severe forms and 11% for the most severe. Rigby and Smith (2011) explored a pos-
sible longitudinal trend in prevalence between 1990 and 2009, analysing studies in 
different countries that collected data over time and making use of the same ques-
tionnaire. Despite the same methodological issues implied in these studies, they 
reported a decrease in the prevalence of victimisation, although in a minority of 
countries this was not the case. They also showed some indications that cyberbul-
lying had increased during the period of 1999 to 2006. The authors attributed the 
decreasing trend in bullying to the effectiveness of interventions or to the different 
and more restricted definition of bullying widely adopted by researchers. 

 All the cited studies underline the importance of taking into consideration 
cyberbullying as a specific dimension of bullying, but Olweus’s provocative state-
ment still cannot be completely rejected. In attempts to disentangle the possi-
ble conceptual overlap, some studies have been conducted in order to analyse the 
co-occurrence of both bullying and cyberbullying and the differences in predic-
tors (Gradinger, Strohmeier, & Spiel, 2009; Kowalski & Limber, 2013; Low & 
Espelage, 2013). Gradinger and colleagues (2009) analysed the co-occurrence 
by creating groups of bullies (e.g., traditional, cyber, or both), victims (e.g., tra-
ditional, cyber, or both), and bully-victims and tested gender differences. The 
authors highlight the presence of an overlap between traditional and cyber forms 
of victimisation for both genders, while for the traditional and cyber forms of 
bullying they found the same overlap only for males. Dehue et al. (2012) showed 
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22 Ersilia Menesini et al.

that 40.1% of the youths were not involved in either form of bullying behaviour, 
7.1% of all youths were involved in only cyberbullying, 30.1% were involved in 
only traditional bullying, and 22.8% were involved in both forms of bullying 
behaviour as either bully, victim, or bully-victim. Looking at possible outcomes of 
the involvement in bullying in both contexts, we still found controversial results. 
Categorising the participants as belonging to one of four groups (victims, bullies, 
bully-victims, and not involved) for both bullying and cyberbullying, Kowalski 
and Limber (2013) found a substantial overlap in the involvement in both forms, 
with bully-victim groups, particularly in the cyber context, having the most nega-
tive scores on most measures of psychological health, physical health, and aca-
demic performance. By contrast, Low and Espelage (2013), analysing the impact 
of different predictors on both phenomena, found that at only a simple, bivariate 
level did cyberbullying appear to have significant overlap with non-physical bul-
lying, while longitudinal analyses reveal less overlap. 

 In conclusion, some findings lead us to consider cyberbullying as a logical exten-
sion of traditional bullying, which means we can apply our knowledge of traditional 
bullying to cyberbullying. Other findings suggest that, although sharing certain 
features, cyberbullying and traditional bullying are distinct types of bullying. It is 
possible to agree with Olweus that data do not support the mass media-endorsed 
idea of an increase in the presence of cyberbullying and its extreme pervasiveness, 
even more so than bullying (Hinduja & Patchin, 2012; Olweus, 2012a), but at the 
same time it is hard to agree with a complete denial of this phenomenon (Smith, 
2012). Perhaps the best approach is to give it the right value (Menesini, 2012). In 
this view, the prefix “cyber” could be seen as the context of bullying, thus placing 
cyberbullying research in the “proper context” along with traditional bullying, 
as asserted by Olweus (2012b) in his replies to the comments regarding his article 
questioning whether cyberbullying is an overrated phenomenon. Getting back to 
our working definition, we can assume that cyberbullying fits under the broad 
banner of bullying, given the strong relevance of intentionality and power imbal-
ance. At the same time, other cyber-specific features like anonymity and publicity 
should be considered to understand the context and the phenomenon. 

 Concluding remarks 

 The present review supports a definition of cyberbullying as a highly correlated 
although distinct phenomenon when compared to traditional bullying. Although 
the overlap between the two constructs in terms of definitional criteria, measure-
ment instruments, and prevalence is large, we think that cyberbullying maintains 
certain specificities that need to be considered. Recognising both overlap and dif-
ferences is important for the implications in terms of intervention. 

 In particular, as reported by Sabella et al. (2013), interventions focused on 
cyberbullying as a priority at the expense of traditional bullying are not justified. 
Both problems are different manifestations of the same underlying construct, and 
thus both phenomena should be considered in interventions. 
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Cyberbullying 23

 The virtual domain has certain characteristics and specificities that need to 
be taken into consideration, however, in order to promote specific useful cop-
ing strategies. For example, blocking or banning a cyberbully, changing personal 
account details, or adopting safer online behaviours are all specific cyber-coping 
strategies (Slonje, Smith, & Frisén, 2013). However, this might not be enough: 
given that the roots of cyberbullying lie in the face-to-face context, more efforts 
are needed to examine the general processes of bullying and coping strategies, 
such as possible behaviours of bystanders and the idea of searching for social sup-
port to defend victims. 

 In order to detect the behaviours of cyberbullies and cybervictims and to tar-
get them through intervention, the scale approach seems to be more useful and 
effective. At the same time other measures able to grasp the role of bystanders and 
to understand which is their function in cyber-attacks can help in understanding 
how to involve these participants and how to develop better preventive approaches 
to this problem. 
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 Introduction 

 Delineating the risk factors for involvement in cyberbullying is crucial for iden-
tifying those who are in need of support, and enables interventions to be devel-
oped and targeted towards specific at-risk groups. Some researchers argue that it 
is incorrect to consider cyberbullying as a distinct phenomenon; rather cyberbul-
lying is a part of, or an extension of, traditional bullying behaviours (Li, 2007; 
Olweus, 2012). Hence, it is important to compare risk factors for cyberbully-
ing with those for traditional bullying to identify key similarities and differences 
between the behaviours, determining whether cyberbullying is due to a unique 
set of individual and social risks, or arises from similar circumstances as found 
for traditional bullying. Identifying these similarities and differences can help in 
developing targeted interventions that go beyond the school environment, and 
may provide greater encouragement for anti-bullying and anti-cyberbullying pro-
grams to work together to eradicate all forms of bullying. 

 This chapter considers individual and social risk factors that have been asso-
ciated with involvement in both traditional and cyber forms of bullying. Five 
main groups of risk factors which have been previously considered in relation 
to traditional bullying (Wolke & Stanford, 1999) are addressed: (a) demographic 
characteristics including age, sex, and ethnicity; (b) psychological characteristics 
including self-esteem, internalising behaviours, empathy, and aggression; (c) fam-
ily and household factors such as parenting, socioeconomic status, and sibling rela-
tionships; (d) school and peer factors such as school climate and peer relationships; 
and finally (e) availability and use of technology, which considers the frequency, 
patterns, and nature of children’s electronic interactions. 

 In reviewing factors that may be differentially related to traditional and cyber-
bullying, there is a clear need to establish whether these are two separate types of 

 3 
 INDIVIDUAL AND SOCIAL 
DETERMINANTS OF BULLYING 
AND CYBERBULLYING 

 Dieter Wolke, Tanya Lereya and Neil Tippett 
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bullying, or whether cyberbullying is simply an extension of traditional bullying, 
which is used to attain the same aims (e.g., social dominance, peer acceptance, 
and access to resources) (Volk, Camilleri, Dane, & Marini, 2012), but carried out 
through different means. Evidence tends to suggest the latter, as many studies 
report a significant overlap between involvement in traditional and cyber forms 
of bullying (Beran & Li, 2008; Dehue, Bolman, & Völlink, 2008; Gradinger, 
Strohmeier, & Spiel, 2009; Li, 2007; Raskauskas & Stoltz, 2007; Smith et al., 2008; 
Ybarra & Mitchell, 2004a). Few children appear to only be involved in cyberbul-
lying; many also experience traditional forms of bullying at school. Dehue, Bol-
man, Völlink, and Pouwelse (2012) found among a sample of adolescents that only 
7.1% were exclusively involved in cyberbullying, while 22.8% had experienced 
both cyberbullying and traditional bullying, as either a victim, bully, or bully-
victim. Furthermore, roles taken in traditional bullying appear to transfer over 
into cyberbullying, whereby victims at school are more likely to be cybervictims, 
and school bullies more often perpetrate cyberbullying (Raskauskas & Stoltz, 
2007; Smith et al., 2008; Vandebosch & Van Cleemput, 2009). For example, Smith 
et al. (2008) found that over 80% of cybervictims were traditional victims, and 
three quarters of cyberbullies were also traditional bullies. Raskauskas and Stoltz 
(2007) compared roles of involvement in traditional and cyberbullying, finding 
that 85% of cybervictims were also traditional victims, and 94% of cyberbullies 
were traditional bullies. Olweus (2012) reports that only 10% of children involved 
in cyberbullying have not experienced traditional bullying, and argues that few 
new victims or bullies are created by cyberbullying – rather, bullying is just trans-
ferred from one setting (the school) to another (the virtual world). 

 As such, the strongest risk factor for involvement in cyberbullying is whether 
children participate in traditional bullying. Juvonen and Gross (2008) found that 
after controlling for other risk factors, the experience of being bullied at school led 
to a seven-fold increase in the risk of being victimised online. While much of the 
literature suggests that bullying roles remain consistent across settings, an addi-
tional link between traditional victimisation and cyberbullying perpetration has 
been speculated, whereby children who are victimised at school enact revenge on 
their attackers from the safety of their own home. First suggested by Ybarra and 
Mitchell (2004a) this has come to be termed as the “revenge of the nerds hypoth-
esis” (Vandebosch & Van Cleemput, 2009). There appears to be some support for 
this; among 65 cyberbullies identified by Smith et al. (2008), almost two thirds 
were also victimised at school. The authors suggest that many of these may have 
been traditional bully-victims, and this is supported by Dehue et al. (2012), who 
found that a greater proportion of traditional bully-victims cyberbullied others 
when compared with traditional victims. Despite this, other studies have reported 
no association between traditional victimisation and cyberbullying perpetration 
(Raskauskas & Stoltz, 2007; Slonje & Smith, 2008). 

 Although there is still some debate over the exact relationship between roles in 
traditional and cyberbullying, it is clear that there is a significant overlap, and the 
two forms of victimisation are strongly linked. Many incidents of cyberbullying 
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can be seen to originate within the school environment, as most victims of cyber-
bullying know their attacker in real life (Mishna, Khoury-Kassabri, Gadalla, & 
Daciuk, 2012; Slonje & Smith, 2008; Smith et al., 2008). As the findings sug-
gest, cyberbullying is not a new type of bullying, but rather a continuation of 
traditional bullying behaviours, which is carried out through virtual rather than 
face-to-face interactions. Considering traditional and cyberbullying as extensions 
of the same behaviour has two important implications in identifying potential 
risk factors. Firstly, we would expect risk factors to be associated with traditional 
and cyberbullying roles in fairly similar ways. Secondly, valid conclusions are only 
possible if comparisons can be made between those who are involved in only tra-
ditional or only cyberbullying, and those involved in both traditional and cyber-
bullying. Such comparisons have rarely been performed, and where this has been 
attempted, there have been too few cases of children only involved in cyberbully-
ing to allow for any meaningful comparisons (Dehue et al., 2012; Gradinger et al., 
2009). Thus, these two considerations need to be kept in mind when examining 
existing research on risk factors. 

 Demographic characteristics 

 Age 

 Self-reports of traditional victimisation steadily decrease with age (Craig et al., 
2009; Olweus, 1993; Solberg & Olweus, 2003). More children report being vic-
tims at primary school than at secondary school (Finkelhor, Ormrod, Turner, & 
Hamby, 2005; Nansel et al., 2001), and this decrease has been attributed to older 
children acquiring social skills and coping strategies that enable them to deal more 
effectively with incidents of bullying (Smith, Madsen, & Moody, 1999). The most 
recent data from a United Kingdom household survey (Tippett, Wolke, & Platt, 
2013) shows a similar trend of reducing victimisation over time during adoles-
cence in traditional bullying. Similarly, the number of bully-victims has been 
found to decline with increasing age (Solberg, Olweus, & Endresen, 2007). Rates 
of bullying perpetration vary less by age, and reach their peak during early adoles-
cence (Analitis et al., 2009; Nansel et al., 2001; Scheithauer, Hayer, Petermann, & 
Jugert, 2006), which may result from the tendency of bullies to pick on children 
who are younger than themselves (Smith et al., 1999). 

 Although a strong determinant of traditional bullying, the relationship between 
age and cyberbullying is less clear due to a lack of consistent findings. Most stud-
ies report no association with cybervictimisation (Beran & Li, 2008; Patchin & 
Hinduja, 2006; Wolak, Mitchell, & Finkelhor, 2007). For example, a comparative 
study of cyberbullying in Italy, England, and Spain found that rates of victimisa-
tion through both mobile phones and the Internet did not differ across a sample of 
12 to 16 year old adolescents (Genta et al., 2011). Others, however, find significant 
variation by age, indicating that victimisation either increases with age, reaching 
its peak at around 13 to 14 years (Kowalski & Limber, 2013; Ybarra, Mitchell, 
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Wolak, & Finkelhor, 2006) or shows a similar decline to traditional victimisa-
tion, occurring more frequently among primary than secondary school children 
(Dehue et al., 2008; Mishna et al., 2012; Slonje & Smith, 2008). A meta-synthesis 
suggests a curvilinear relationship, whereby rates of victimisation (not includ-
ing bully-victims) increase up until the ages of 12 to 14 years and then gradually 
decline thereafter (Tokunaga, 2010). 

 Fewer studies have considered cyberbullying perpetration. However, Mishna 
et al. (2012) found self-reported rates of cyberbullying perpetration increased with 
age among a sample of middle and high school students, despite younger students 
more often being victims of cyberbullying. Similarly, Kowalski and Limber (2007) 
found 7th to 8th graders (aged 12 to 14 years) were twice as likely to cyberbully 
others than 5th graders (aged 10 to 11 years). This increase across early-to-mid-
adolescence is reported in several studies (Hinduja & Patchin, 2008b; Wolak et al., 
2007); however, by late adolescence rates of cyberbullying perpetration appear to 
decline substantially (Williams & Guerra, 2007). Despite only limited findings, a 
similar effect has been found for cyber bully-victims, with self-report rates highest 
among mid-adolescents (Mishna et al., 2012; Sourander et al., 2010). An additional 
consideration concerns the type of media used for cyberbullying, as this may vary 
with age. Smith et al. (2008) found that older students were more likely to have 
cyberbullied others using text messages, photo/video clips, and instant messaging, 
but less so through other means. 

 Sex differences 

 Early studies found that males were more often involved in traditional bullying 
than females (Boulton & Underwood, 1992; O’Moore & Hillery, 1989; Whitney & 
Smith, 1993); however, more recent research suggests that these sex differences are 
less clear than first thought (Seals & Young, 2002; Stassen Berger, 2007). Boys do 
appear more likely to be bullies and bully-victims (Haynie et al., 2001; Nansel 
et al., 2001; Scheithauer et al., 2006), but are as likely, or only slightly more likely, 
than girls to be victimised (Analitis et al., 2009; Espelage, Mebane, & Swearer, 
2004; Veenstra et al., 2005). A meta-analysis by Cook, Williams, Guerra, Kim, 
and Sadek (2010) found bully and bully-victim roles to be moderately associated 
with the male sex, but only a weak relationship was observed for victimisation. 
Type of bullying is an important consideration; young males have been found to 
use direct forms of bullying (Wolke, Woods, Stanford, & Schulz, 2001) and to be 
more often physically bullied by their peers (Finkelhor et al., 2005; Nansel et al., 
2001), while females more often bully others and are bullied through indirect 
forms (Craig, 1998; Crick & Grotpeter, 1996; Nansel et al., 2001). These sex dif-
ferences are only found in younger children, however, and disappear by around 
12 years of age (Analitis et al., 2009; Wolke et al., 2001). Meta-analytic evidence 
suggests that most of those who are involved in one form of bullying (e.g., direct) 
are also involved in other forms (e.g., indirect or relational), with adolescent girls 
tending to use relational means slightly more often (Card, Stucky, Sawalani, & 
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Little, 2008). Thus, the empirical evidence for sex differences in traditional bully-
ing, at least in adolescence, is less clear than often portrayed. 

 The nature of online communication led to initial speculation that cyber-
bullying may hold greater appeal for girls, as it offers them the opportunity to 
carry out indirect methods of aggression, such as spreading rumours and gos-
sip. Some confirmation has been found for this, with girls reporting greater 
rates of cybervictimisation than boys (Dehue et al., 2012; Genta et al., 2011; 
Kowalski & Limber, 2007; Li, 2006). However, findings are not consistent, 
with other studies finding that males are more often victims of cyberbullying 
(Aricak et al., 2008; Slonje & Smith, 2008), or that both males and females are 
victimised at fairly similar rates (Beran & Li, 2008; Patchin & Hinduja, 2006; 
Smith et al., 2008; Wolak et al., 2007; Ybarra et al., 2006). Tokunaga (2010) 
concludes that, overall, the research shows there are no predominant sex differ-
ences in cybervictimisation. Fewer studies report on bullies or bully-victims; 
however, current findings suggest that females are equally as likely, and in some 
cases more likely, to perpetrate cyberbullying (Hinduja & Patchin, 2008b; Riv-
ers & Noret, 2010; Smith et al., 2008), or to report being cyber bully-victims 
(Mishna et al., 2012). 

 Ethnicity 

 Examining the relationship between traditional bullying and ethnicity has been 
a problematic issue, compounded by the difficulty in obtaining representative 
samples which enable comparisons between individual ethnic groups. Studies 
which used class- or school-based samples generally found no difference in rates 
of victimisation or bullying perpetration between ethnic groups (Durkin et al., 
2012; Eslea & Mukhtar, 2000; Monks, Ortega-Ruiz, & Rodríguez-Hidalgo, 2008; 
Siann, Callaghan, Glissov, Lockhart, & Rawson, 1994). However, more recent 
research using larger, representative samples have found significant differences, 
which indicate that ethnic minority children may be more likely to participate 
in bullying others, but are at no greater risk of being victimised than the ethnic 
majority (Carlyle & Steinman, 2007; Sawyer, Bradshaw, & O’Brennan, 2008; Tip-
pett et al., 2013; Wang, Iannotti, & Nansel, 2009). 

 At present, there is very limited evidence on ethnicity and cyberbullying. 
Hinduja and Patchin (2008b) examined the association between ethnicity and 
cyberbullying, and found no significant differences in either cybervictimisation 
or bullying perpetration. Similarly Ybarra, Diener-West, and Leaf (2007) reported 
no difference in the frequency of Internet harassment between youths who were 
either White, Black, or of mixed ethnicity. In contrast, Wang et al. (2009) com-
pared involvement in four types of bullying among ethnic groups using a nation-
ally representative sample of US schoolchildren, finding that compared to White 
youth, African Americans were more likely to be cyberbullies, while Hispanic 
students were more likely to be cyber bully-victims. Adolescents in the combined 
“Other” ethnic group more often reported being victims of cyberbullying. The 
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limited studies to date suggest there may be small differences in the likelihood of 
being victimised or perpetrating cyberbullying according to ethnic group. 

 Psychological characteristics 

 Aggression and anti-social behaviour 

 A strong association has been found between traditional bullying involvement 
and aggressive or anti-social behaviour. Bullying perpetration is strongly linked 
to delinquent behaviour (Barker, Arseneault, Brendgen, Fontaine, & Maughan, 
2008; Perren & Hornung, 2005), and both bullies and bully-victims display 
greater levels of aggression from a young age (Carney & Merrell, 2001; Griffin & 
Gross, 2004; Perren & Alsaker, 2006). Examining a range of individual and social 
risk factors for bullying perpetration, Farrington and Baldry (2010) found that 
anti-social and troublesome behaviour between the ages of 8 and 10 years most 
strongly predicted bullying perpetration at age 14. There is substantial evidence 
that children who endorse aggressive beliefs are more likely to engage in peer 
aggression and traditional bullying, as both bullies and bully-victims (Bentley & 
Li, 1996; Huesmann & Guerra, 1997; McConville & Cornell, 2003), and in par-
ticular, positive attitudes towards aggression have been reported to predict pure 
bully roles (McConville & Cornell, 2003). Similarly Salmivalli and Voeten (2004) 
found that pro-bullying attitudes were able to moderately predict whether chil-
dren perpetrated acts of traditional bullying. Boulton, Bucci, and Hawker (1999) 
found that although the majority of children believe that bullying is wrong and 
exhibit anti-bullying attitudes, children that express the weakest anti-bullying 
attitudes are more often nominated as bullies and bully-victims by their peers. In 
contrast, there appears to be little association between aggression and pure victim 
roles. Victims show similar levels of aggression as children not involved in bul-
lying (Salmivalli & Nieminen, 2002), and are less likely than bullies and bully-
victims to endorse aggression-supporting beliefs (Bentley & Li, 1996). 

 While similar evidence regarding cyberbullying is limited, studies have found 
that children who cyberbully others score higher on measures of aggression, and 
exhibit greater levels of anti-social or delinquent behaviour (Beran & Li, 2008; Dil-
mac, 2009; Ybarra & Mitchell, 2004a). Both Schultze-Krumbholz and Scheithauer 
(2009) and Sontag, Clemans, Graber, and Lyndon (2011) found that cyberbully-
ing perpetrators scored higher on measures of proactive and reactive aggression. 
Taking into consideration the strong links between traditional and cyberbully-
ing, Gradinger et al. (2009) found that children who were both traditional and 
cyberbullies reported the highest levels of reactive and instrumental aggression, 
while traditional and cyber bully-victims scored higher on both measures when 
compared to uninvolved students or only traditional bully-victims. Furthermore, 
cyberbullying perpetrators have been found to display more aggressive attitudes. 
Williams and Guerra (2007), using multiple indicators to measure moral approval 
of bullying, found a single point increase raised the odds of being an Internet 
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bully by 24%, and similarly Calvete, Orue, Estévez, Villardón, and Padilla (2010) 
reported that children who engaged in cyberbullying were more likely to believe 
that the use of violence was justifiable. 

 Internalising behaviour 

 Children with internalising problems, such as withdrawal, anxiety, and depression, 
show an increased risk for being traditionally bullied in childhood (Hawker & 
Boulton, 2000; Reijntjes, Kamphuis, Prinzie, & Telch, 2010). It has been sug-
gested that the behaviour exhibited by anxious and depressed children may send 
signals to their peers that they are easy targets, and will not retaliate against acts of 
aggression (Arseneault, Bowes, & Shakoor, 2010). Although some find internalis-
ing problems to be an antecedent to bullying, evidence from longitudinal research 
also shows that the experience of victimisation in adolescence can significantly 
predict internalising problems in both the short and long term (Reijntjes et al., 
2010; Sweeting, Young, West, & Der, 2006). This suggests the two are locked in a 
vicious circle, whereby internalising problems can be a cause for, but also an out-
come, of victimisation by peers (Kaltiala-Heino, Rimpelä, Rantanen, & Rimpelä, 
2000; Reijntjes et al., 2010). Bully-victims have also been found to display inter-
nalising behaviour, including anxiety and depression (Kaltiala-Heino et al., 2000), 
and to score higher than all other bullying roles on psychosocial adjustment prob-
lems (Klomek, Marrocco, Kleinman, Schonfeld, & Gould, 2007). 

 Similar associations with internalising problems have been found in studies on 
cyberbullying. Raskauskas and Stoltz (2007) found that victims of cyberbullying 
were more likely to report feeling sad, hopeless, or anxious than non-victims, and 
to score highly on measures of depression (Ybarra & Mitchell, 2004b). In addi-
tion, Navarro, Yubero, Larrañaga, and Martínez (2012) found that internalising 
problems, which included social anxiety, poor social skills, and difficulties com-
municating with peers and friends, all increased the likelihood of children being 
victims of cyberbullying. Similar to traditional bully-victims, cyber bully-victims 
also appear to show significant internalising problems, and have been found to 
display significantly poorer psychosocial functioning (e.g., depressive symptoms) 
than both cybervictims and cyberbullies (Ybarra & Mitchell, 2004b). 

 Self-esteem 

 Self-esteem has been identified as both a risk factor and an outcome of traditional 
bullying. Victimisation in particular is associated with low self-esteem (Egan & 
Perry, 1998), and both victims and bully-victims have been found to report sub-
stantially lower self-esteem than their peers (Egan & Perry, 1998; O’Moore & 
Kirkham, 2001; Wild, Flisher, Bhana, & Lombard, 2004). The relationship with 
bullying perpetration is less clear; while some studies found bullies exhibited 
lower self-esteem than non-involved children (Frisèn, Jonsson, & Persson, 2007; 
Jankauskiene, Kardelis, Sukys, & Kardeliene, 2008), others suggest that bullies 
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have the highest levels of self-esteem within their whole peer group (Rigby & 
Slee, 1991). Salmivalli, Kaukiainen, Kaistaniemi, and Lagerspetz (1999) found that 
levels of self-esteem predicted children’s roles in traditional bullying, with bullies 
scoring high on measures of defensive egotism and self-concept, while victims 
scored low across all measures. Self-esteem itself can act as a protective factor 
against involvement in traditional bullying by reducing the negative effects of 
being bullied (Sapouna & Wolke, 2013), and improving individuals’ self-esteem 
has been identified as a potential route for intervention programmes (O’Moore & 
Kirkham, 2001). 

 Similar associations have been found between cyberbullying and self-esteem. 
Katzer, Fetchenhauer, and Belschak (2009) found that children who were vic-
timised through chatrooms had a significantly lower self-concept than their 
non-involved peers, and Patchin and Hinduja (2010) reported moderate nega-
tive associations between self-esteem and cyberbullying victimisation and perpe-
tration. Brighi et al. (2012) compared the self-esteem of adolescents involved in 
cyberbullying across three European countries and found that victims of cyber-
bullying reported significantly lower self-esteem than non-victims. Additionally, 
concurrent involvement in traditional bullying was also considered, with the find-
ings indicating that children who were victims of both traditional and cyberbul-
lying scored significantly lower on measures of global self-esteem than those who 
were victimised only traditionally or only online. Sticca, Ruggieri, Alsaker, and 
Perren (2013) assessed cyberbullying over a six-month period. Although no asso-
ciation between cyberbullying perpetration and self-esteem was found at time 2, 
cyberbullies scored significantly lower on self-esteem at time 1. Similarly, a mod-
erate negative correlation was found between self-esteem and the experience of 
cybervictimisation. 

 Empathy 

 Empathy can be divided into two major dimensions: affective empathy, which is 
the ability to experience and share the emotions of others, and cognitive empathy, 
which is the ability to understand the emotions of others (Ang & Goh, 2010). 
Empathy differs significantly across roles in traditional bullying. Jolliffe and Far-
rington (2006) found that bullies had significantly less affective empathy than 
those who did not bully, or had only bullied others once or twice. Similarly, 
Shechtman (2002) reported that boys who bullied others showed lower affective 
empathy than non-bullies, although there were no differences in levels of cogni-
tive empathy. There is some debate in the literature over whether bullies have 
high or low levels of cognitive empathy. Some argue that bullies lack social skills 
or social understanding (Crick & Dodge, 1999), and therefore continue to bully 
as they do not understand the pain that it causes. Endresen and Olweus (2001) 
found that a positive attitude toward bullying mediated the association between 
empathic concern and the frequency of bullying others. In other words, children 
with high empathic concern tended to view bullying as negative, hence they 
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34 Dieter Wolke, Tanya Lereya, Neil Tippett

bullied less. In contrast, others argue that bullies are in fact skilled manipulators, 
who possess good cognitive empathy, and are highly attuned to the feelings of 
others, which they use to their advantage (Sutton, Smith, & Swettenham, 1999). 
Woods, Wolke, Nowicki, and Hall (2009) found that bullies did not differ from 
either victims or non-involved children on measures of both cognitive and affec-
tive empathy. While much of the research has focused on bullying perpetration, 
there has been little consideration of other roles. Victims have been found to show 
similar empathic levels to children not involved in bullying (Woods et al., 2009), 
but no studies report levels of empathy among bully-victims. 

 A number of studies have similarly looked at the association between empa-
thy and cyberbullying, finding some evidence that lower empathy is related to 
cyberbullying perpetration. Steffgen, König, Pfetsch, and Melzer (2011) found that 
cyberbullies demonstrated lower empathic responsiveness, and suggest that a lack 
of empathy may be considered a risk factor for cyberbullying behaviour. Similarly, 
longitudinal research by Sticca et al. (2013) found that children who cyberbullied 
others scored significantly lower on empathic concern, and this association was 
found to be stable across the six-month period of the study. No similar associa-
tion was found for victims of cyberbullying, whose level of empathic concern did 
not differ from non-involved children. Other studies, however, report contrasting 
results. Almeida, Correia, and Marinho (2009) found that although cyberbullies 
tended to score lower than non-bullies on measures of empathy, these differences 
were not significant. Victims of cyberbullying appeared more likely to exhibit 
both cognitive and affective empathic skills, whereas cyber bully-victims scored 
significantly lower on all empathic measures. A summary of individual psycho-
logical characteristics and involvement in either traditional or cyberbullying as 
victim, bully-victim, or bully is given in   Table 3.1  . 

 Family and household factors 

 Parenting characteristics 

 Parenting shows strong links to traditional bullying, and the way in which chil-
dren are parented can significantly impact on the likelihood of being victimised 
or of bullying others. From a social learning perspective (Bandura, 1977) parenting 
is seen as a key inf luence upon children’s peer relationships, as the child-rearing 
behaviour that they experience serves as a model for their own social behaviour 
(Ladd, 1992). Similarly, family system theory proposes that conf lict within one or 
more of the intra-family relationships increases the likelihood of children’s con-
f lict with peers (Ingoldsby, Shaw, & Garcia, 2001). 

 All roles in traditional bullying have shown links to particular parenting prac-
tices. Children who are victimised by peers tend to experience maladaptive parental 
practices, which include harsh discipline and abuse (Baldry, 2003; Duncan, 1999; 
Schwartz, Dodge, Pettit, & Bates, 2000), overprotection (Rigby, Slee, & Mar-
tin, 2007; Veenstra et al., 2005), and authoritarian parenting practices (Baldry & 
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36 Dieter Wolke, Tanya Lereya, Neil Tippett

Farrington, 1998). These characteristics are to an extent shared among bully-
victims, who also have been found to experience harsh punishment and abuse 
(Schwartz, Dodge, Pettit, & Bates, 1997), poor parental attachment, and a lack of 
parental involvement or supervision (Bowes et al., 2009; Marini, Dane, Bosacki, & 
Cura, 2006). A meta-analysis of research by Lereya, Samara, and Wolke (2013) 
found that both victims and bully-victims were more likely than non-victims to 
experience negative parenting behaviours, including abuse, neglect, and maladap-
tive practices. In addition, victims were also more likely to have overprotective 
parents. In contrast, parental characteristics such as good communication, warm 
and affectionate relationships, and adequate supervision protected children against 
the risk of traditional victimisation. 

 Traditional bullying perpetration is also linked with certain parental behav-
iours, including poor relationships and a lack of supervision (Pepler, Jiang, Craig, & 
Connolly, 2008). In particular, bullies report problematic and conf licted relation-
ships with their parents, characterised by a lack of warmth and support (Bowes 
et al., 2009; Perren & Hornung, 2005), poor supervision (Smith & Myron-Wilson, 
1998), and harsh or infrequent discipline and maltreatment (Carney & Merrell, 
2001; Shields & Cicchetti, 2001). 

 Few studies have explored the association between parenting and cyberbul-
lying. Initial research has found that both cyberbullies and bully-victims experi-
enced less parental monitoring and reported poorer emotional bonds with their 
parents than children not involved in cyberbullying (Ybarra et al., 2007; Ybarra & 
Mitchell, 2004a). Wang et al. (2009) assessed parental support in relation to cyber-
bullying using four measures: (a) whether parents provided help when needed, 
(b) were loving, (c) understood children’s problems, and (d) were able to make 
them feel better when upset. The authors found both cyberbullies and cyber-
victims experienced significantly less parental support than children not involved 
in bullying, but no significant differences were observed for cyber bully-victims. 
Additionally, the effect of parenting style on involvement in cyberbullying has 
been considered. Dilmaç and Aydoğan (2010) found that both authoritarian and 
protective parenting styles were associated with cybervictimisation, while only 
authoritarian parenting was related to bullying perpetration. Dehue et al. (2012) 
examined the relationship between cyberbullying and parenting characteristics, 
while adjusting for children’s involvement in traditional bullying. Children who 
were involved in both traditional and cyberbullying, as victims, bullies, or bully-
victims, reported having parents who were less responsive to their needs, but 
were also more demanding. Additionally, cyber and traditional bullies were more 
likely to have neglectful parents, while cyber and traditional victims more often 
reported having authoritarian or neglectful parents. Interestingly, most children 
who participated in cyberbullying were also involved in traditional bullying; there 
were too few only cyber bullies or victims for any meaningful analysis. 

 Overall, the findings suggest that parenting characteristics are related to roles 
in traditional and cyberbullying in similar ways, with bullies tending to experi-
ence more neglectful parenting practices, while victims are more often exposed 
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Individual and social determinants 37

to authoritarian or restrictive parenting styles. One additional factor identified 
through the research that specifically relates to cyberbullying is the extent to 
which parents monitor children’s use of technology and have an element of con-
trol over their child’s online behaviour. Twyman, Saylor, Taylor, and Comeaux 
(2010) found that victims of cyberbullying were more likely to have an e-mail 
account not accessible to parents, and it appears that cyberbullying more often 
occurs where parents do not have control over their child’s online activities. Sen-
gupta and Chaudhuri (2011) report that using the Internet in private, without 
parents being able to monitor activity, is associated with a 60% increase in the 
likelihood of being cyberbullied on social networking sites. In terms of protective 
factors, Mesch (2009) found that setting rules appeared to be particularly effective; 
although parental mediation in online behaviour and the use of filters to block 
access to certain websites were not related to victimisation, setting rules which 
identified sites children were allowed to visit significantly decreased the risk of 
online victimisation. 

 Domestic and sibling violence 

 Literature on traditional bullying suggests there is an association between expo-
sure to violence at home and involvement in traditional bullying. Children who 
witness harsh discipline and violent behaviour at home are more likely to engage 
in bullying at school (Bowes et al., 2009; Lereya, Winsper, et al., 2013; Lereya & 
Wolke, 2013; Smith & Myron-Wilson, 1998). Baldry (2003) found that, after 
controlling for child abuse, which in itself is a risk factor, both traditional bullies 
and victims were more likely to have been exposed to inter-parental violence. 
Sibling violence has also been associated with traditional bullying roles. Youth 
who are victimised by siblings are more often victims of bullying by peers, 
while those who bully their siblings are more likely to be traditional bullies or 
bully-victims at school (Duncan, 1999; Tippett & Wolke, submitted; Wolke & 
Samara, 2004). A longitudinal study on sibling and peer violence found that 
anti-social behaviour between siblings at age 3 predicted bullying of peers at 
age 6, indicating that experiencing violence within the home at a young age can 
increase the risk of later involvement in peer bullying (Ensor, Marks, Jacobs, & 
Hughes, 2010). 

 As yet there is little concurrent research on cyberbullying. However, Calvete 
et al. (2010) examined the relationship between cyberbullying perpetration and a 
combined measure of violence exposure which considered whether children were 
exposed to violence across four settings: the school, the neighbourhood, at home, 
and on television. Cyberbullying perpetration was significantly associated with 
greater exposure to violence across all settings. Although this does not identify 
whether domestic violence in itself is a risk factor for cyberbullying, it suggests 
there may be some association, and future research is needed to identify whether 
inter-parental or sibling violence increases the risk of children of cyberbullying 
involvement. 
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38 Dieter Wolke, Tanya Lereya, Neil Tippett

 Socioeconomic status 

 Several studies have explored the association between traditional bullying 
and socioeconomic status. However, findings differ greatly between studies, 
depending upon the sample and which socioeconomic measure was used. In 
general, both victims and bully-victims are more likely to come from low 
socioeconomic families (Alikasifoglu, Erginoz, Ercan, Uysal, & Albayrak-
Kaymak, 2007; D. Jansen, Veenstra, Ormel, Verhulst, & Reijneveld, 2011; P. W. 
Jansen et al., 2012). However, not all studies confirm this association (Garner & 
Hinton, 2010; Ma, 2001). Similarly, while several studies report that perpetra-
tors of traditional bullying more often come from low socioeconomic house-
holds (D. Jansen et al., 2011; Wolke et al., 2001), others find no evidence of 
this association (Ma, 2001; Veenstra et al., 2005). A meta-analysis of research 
by Tippett and Wolke (in press) finds that both victims and bully-victims are 
slightly associated with low socioeconomic status. However, no association 
was found for bullying perpetration, with bullies likely to be found among all 
socioeconomic strata. 

 Several studies on cyberbullying have included measures which pertain to 
socioeconomic status, and as with traditional bullying, it appears that this rela-
tionship varies greatly between studies. Ybarra and Mitchell (2004a) compared 
roles in cyberbullying on household income and found no significant difference 
between cybervictims, bullies, or bully-victims compared to non-involved chil-
dren. Similarly, Sengupta and Chaudhuri (2011) found no significant association 
with rates of cybervictimisation in their study, which used both parental educa-
tion and household income as measures of socioeconomic status. In contrast, other 
studies have found a link between cybervictimisation and measures of low socio-
economic status, including low household income (Ybarra et al., 2007) and poor 
parental education (Mesch, 2009). The associations between individual, family, 
and household factors and involvement in either traditional or cyberbullying are 
summarised in   Table 3.2  . 

 School and peer factors 

 School climate 

 Students who report being traditionally victimised feel less safe in school (Varjas, 
Henrich, & Meyers, 2009) or perceive their school as less harmonious (Wong, 
2003). Yoneyama and Rigby (2006) showed that victims perceived both school 
and classroom climate negatively. Furthermore, Lee and Wong (2009) found that 
students’ experience of harmony within school was an important predictor of 
bullying behaviour. Traditional bullying has been found to be more prominent 
in high-conflict and disorganised schools (Kasen, Berenson, Cohen, & Johnson, 
2004). Additionally, low levels of supervision within school settings have also been 
associated with higher rates of bullying (Craig, Pepler, & Atlas, 2000). 
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40 Dieter Wolke, Tanya Lereya, Neil Tippett

 Given the strong association between bullying at school and cyberbullying, 
the school environment itself may be considered a risk factor. Although limited, 
there is some evidence that a poor school climate is associated with greater rates of 
cyberbullying. Sourander et al. (2010) incorporated measures of school environ-
ment in their research, finding that cybervictims, bullies, and bully-victims all felt 
significantly less safe at school, and were more likely to report that their teachers 
did not care about them. Bayar and Ucanok (2012) found that adolescents involved 
in cyberbullying perceived their schools and teachers less positively. In addition, 
Williams and Guerra (2007) found that rates of cyberbullying perpetration were 
lower among youth who rated the school climate as trusting, fair and pleasant, and 
who perceived themselves as being connected to the school. On the other hand, 
Varjas et al. (2009) found only limited evidence to support the association between 
cyberbullying and feeling less safe at school. 

 Peer relationships 

 Studies that have investigated the association between traditional bullying involve-
ment and friendships have shown that victims as well as bully-victims usually have 
few friends (Boulton & Underwood, 1992; Rigby, 2007; Wolke, Woods, & Samara, 
2009) and suffer more often than those not involved in bullying from long-lasting 
social isolation and loneliness (Cook et al., 2010; Juvonen, Graham, & Schuster, 
2003; Veenstra et al., 2005). Hodges, Malone, and Perry (1997) have argued that 
there are three factors that prolong the duration of victimisation: (a) few friends, 
(b) the quality of friends, and (c) general standing in the peer group (extent of 
peer rejection). Indeed, positive friendships have been found to act as a protective 
factor against peer victimisation (Bollmer, Milich, Harris, & Maras, 2005). Rigby 
(2005) demonstrated that Australian elementary and middle school students’ nega-
tive attitudes toward the victim was significantly associated with bullying behav-
iour, whereas friendships were protective against victimisation. Similarly, Boulton, 
Trueman, Chau, Whitehand, and Amatya (1999) reported that young people with-
out a best friend were at risk of being bullied at school. Bullies have also been iden-
tified as being friendless, lonely, and rejected by their peers (Salmivalli, Lagerspetz, 
Björkqvist, Österman, & Kaukiainen, 1996; Warden & Mackinnon, 2003). How-
ever, there is also evidence suggesting that bullies are perceived as cool and popular 
and even leaders in their peer culture (Juvonen et al., 2003). Although these results 
may seem contradictory, it is possible that bullies may be rejected (disliked by the 
victims) but still perceived as popular by most classmates (Estell, Farmer, Pearl, Van 
Acker, & Rodkin, 2008; Rodkin, Farmer, Pearl, & Van Acker, 2006). Moreover, in 
some studies, bullies were only rejected by children who represented a potential 
threat (Veenstra, Lindenberg, Munniksma, & Dijkstra, 2010). Furthermore, it has 
been suggested that although bullies tend to be popular in earlier grades, this popu-
larity declines in later years (Olweus, 1997). 

 Although findings on cyberbullying are limited, it appears that children 
involved in cyberbullying share similar peer relationship problems to those involved 
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Individual and social determinants 41

in traditional bullying. Victims of cyberbullying have been found to rate their 
friendships as being less trusting, caring, and helpful (Williams & Guerra, 2007) 
than children not involved in bullying, and both cybervictims and bully-victims 
score significantly higher than non-involved children on peer relationship prob-
lems (Sourander et al., 2010). In contrast, cyberbullies showed good peer relation-
ships, but along with cyber bully-victims, scored significantly lower on measures 
of prosocial behaviour. While these findings ref lect those observed for traditional 
bullying roles, other studies find little evidence of an association between cyber-
bullying and peer problems. Katzer et al. (2009) report that although victims of 
chatroom bullying rated themselves as less popular, they were no less socially inte-
grated than their peers within the school. Furthermore, no association between 
cybervictim or bully roles and loneliness (Şahin, 2012) or peer rejection or social 
acceptance (Calvete et al., 2010) have been reported. A longitudinal study on the 
stability of cybervictimisation found no evidence that victims of cyberbullying 
were less popular, or perceived themselves to be less popular, than non-victims 
(Gradinger, Strohmeier, Schiller, Stefanek, & Spiel, 2012). A summary of the asso-
ciations between school and peer factors and involvement in either traditional or 
cyberbullying is shown in   Table 3.3  . 

 Use of technology 

 Unsurprisingly, the way children use technology appears to be a key determinant 
for whether they experience cyberbullying. In particular, which technologies chil-
dren use, the frequency of use, and the ways in which they are used all appear to 
increase the risk of being victimised or of bullying others online. 

 Firstly, the amount of time that children spend using technology significantly 
increases the risk of their becoming involved in cyberbullying. Smith et al. (2008) 
found that victims of cyberbullying used the Internet more often than those who 
were not victims, with high Internet usage in particular associated with victimisa-
tion through websites, chatrooms, e-mail, and instant messaging. Similar results 
have been observed elsewhere, with victims found to engage in high levels of 
Internet use (Wolak et al., 2007) and to spend more hours per day using a com-
puter than those who are not victimised (Mishna et al., 2012). 

 Furthermore, this association appears to extend across all roles in cyberbully-
ing. Twyman et al. (2010) reported that youths who were identified as either cyber 
bullies, victims, or bully-victims spent a greater amount of time on the computer 
engaging in computer-based social activities, including e-mailing, instant mes-
saging, and posting in chatrooms. The authors suggest that the more time spent 
online by an individual, the more likely they are to communicate with others, 
and, as result, are exposed to a greater risk of being targeted or of targeting others 
online. 

 The way in which children communicate online also matters. Comparing rates 
of victimisation across different online activities, Mesch (2009) found that par-
ticipating in social networking sites and chatrooms significantly increased the 
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risk of children being bullied online. Furthermore, Twyman et al. (2010) report 
that children who had a social network profile, a personal website, or a personal 
e-mail account that was not monitored by parents, were at greater risk of being 
involved in cyberbullying. Posting detailed personal information online offers 
greater opportunities for being cyberbullied, and having a social networking pro-
file appears to be a particular risk, as it enables aggressors to easily obtain personal 
information and contact details of their victim, and use this material to abuse, 
threaten, or make fun of them (Mesch, 2009). The risk of cyberbullying is not 
simply limited to social networking; it extends to cybervictimisation and bullying 
perpetration in relation to instant messaging programs (Dehue et al., 2008; Smith 
et al., 2008; Ybarra & Mitchell, 2004a), e-mails (Aricak et al., 2008; Kowalski & 
Limber, 2007), mobile phone calls or text messages (Smith et al., 2008), and chat-
rooms (Kowalski & Limber, 2007; Walrave & Heirman, 2011). 

 Furthermore, the way in which children use technology increases the risk of 
cyberbullying. In particular, engaging in risky online behaviour, such as posting 
private information, sharing passwords, or interacting with anonymous strangers, 
can significantly increase the risk of children being victimised online. Among 
several forms of risky behaviour, Mesch (2009) reports that children’s disclosure of 
private information significantly increased the risk of being cyberbullied. Simi-
larly, Vandebosch and Van Cleemput (2009) found that indicators of risky online 
behaviour, including talking to people who were only known online, posting 
personal information, and passing on a password to a friend were all associated 
with an increased risk for victimisation. One study which examined the asso-
ciation between cyberbullying and social networking sites reported that it was 
not use of social networking, but rather participants’ online behaviour, including 
posting pictures, disclosing information about their school or home, and f lirting 
with unknown people, that significantly increased the risk of being victimised 
(Sengupta & Chaudhuri, 2011). 

 While the findings suggest that children involved in cyberbullying are more 
likely to engage in risky behaviour, it may in fact be that they are not suffi-
ciently aware of the risks that their behaviour entails. One study which examined 
children’s perception of online risky behaviour found that those who were more 
often cyberbullied were less aware of the risks associated with using the Internet, 
including sharing passwords with others or talking with individuals they did not 
know in their off line lives (Hinduja & Patchin, 2008a). Similarly, Mishna et al. 
(2012) found that victims of cyberbullying were more likely to share their pass-
words with friends, which the authors suggest is indicative of a lack of awareness 
of online safety and of the dangers entailed in sharing private information. That 
victims of cyberbullying are more likely to be unaware of the risks associated with 
online behaviour suggests that large-scale awareness campaigns are likely to be an 
effective route in preventing cyberbullying (Vandebosch & Van Cleemput, 2009). 

 A further interesting finding concerns children’s technological ability and 
their skill in using the Internet and other social media. Compared to victims of 
cyberbullying, cyberbullies appear to be much more capable at using technology. 
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Ybarra and Mitchell (2004a) found that cyberbullies were twice as likely to rate 
themselves as almost expert or expert at using the Internet. Cyberbullies generally 
appear to be heavy Internet users, using the Internet more frequently, and rating 
their technological skills more highly than non-involved children (Vandebosch & 
Van Cleemput, 2009; Walrave & Heirman, 2011). Walrave and Heirman (2011) 
suggest that the amount of time cyberbullies spend online allows them to improve 
their skills, becoming adept users who are then able to utilise their technological 
skills to create an imbalance of power over the less capable victim. 

 Conclusion 

 In summary, research on cyberbullying has identified a range of factors that can 
increase the risk of children becoming involved in cyberbullying, ranging from 
individual traits through children’s home and school environments. The litera-
ture is far from comprehensive. Only a few studies have specifically investigated 
a comprehensive range of risk factors, and there is a lack of longitudinal research 
that could identify the pathways to children being cyberbullied or cyberbullying 
others. The strongest risk factor for involvement in cyberbullying that has been 
identified is being involved in traditional bullying; many cybervictims are also 
traditional victims, and many cyberbullies also perpetrate traditional bullying at 
school. Furthermore, the risk factors for traditional and cyberbullying are similar. 
Traditional and cybervictims tend to lack self-esteem, have internalising problems 
and problematic peer relationships, and experience maladaptive parenting prac-
tices which impact on their ability to form and maintain positive relationships 
with peers. Bullies, both traditional and cyber, are more aggressive, and experi-
ence more harsh or neglectful home environments. There is still less research on 
traditional or cyber bully-victims, although findings indicate that they experience 
significant individual and environmental difficulties. 

 That the same factors predict involvement in both traditional and cyberbullying 
further supports the view that these are  not  separate phenomena, but rather extensions 
of the same behaviour, albeit carried out in different ways. This strong relationship 
has implications for interpreting research findings. On the positive side, findings on 
traditional bullying can be generalised to most of those involved in cyberbullying, 
and can inform the design of interventions. However, insight will remain limited if 
research continues to examine cyberbullying without considering whether children 
are also involved in traditional bullying. To determine whether specific risk factors 
for cyberbullying exist, research must distinguish between children who are only 
involved in cyberbullying, those only involved in traditional bullying, and the larg-
est group, involved in both traditional and cyberbullying. The low prevalence of 
cyberbullying and high degree of overlap with traditional bullying requires large 
samples for research. However, this research is necessary to ultimately determine 
whether there are specific risk factors for roles in cyberbullying. Of the findings 
currently available, there are some aspects of cyberbullying that may be considered 
unique, in particular the frequency and way in which children use technology. To 
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conclude, considering the strong association of traditional and cyberbullying, inter-
ventions will only succeed if they target both traditional and cyberbullying. Inter-
ventions should include aspects specifically tailored to address cyberbullying, such 
as teaching children how to use the Internet safely. However, ultimately the most 
effective interventions must address risk factors associated with all forms of bullying, 
including improving the school and family environment, raising social skills, and 
encouraging positive and supportive peer relationships. 
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 Introduction 

 The experience of traditional and cyberbullying, for either victim, bully or bully-
victim, has been linked to several negative outcomes among youth, such as mental 
and physical health problems and behavioural problems. Since cyberbullying dif-
fers from traditional bullying, for example due to the possibilities for cyberbul-
lies to remain unknown to the victim, and their ability to reach a large audience 
quickly and for a long time via the Internet, it has been suggested that its effects 
are more severe than those of traditional bullying (Campbell, 2005). Some stud-
ies concluded that cyberbullying victimization was related to more psychosocial 
harm in comparison with traditional bullying (Schneider, O’Donnell, Stueve, & 
Coulter, 2012; Sourander, 2010). Additionally, cyberbullying victims reported 
significantly more social difficulties and higher levels of anxiety and depression 
than traditional victims (Campbell, Spears, Slee, Butler & Kift, 2012). Besides a 
difference in the magnitude of problems, cyberbullying victimization may also be 
related to different types of problems than traditional victimization. 

 Most prior research on the negative outcomes of traditional and cyberbul-
lying has focused on the traditional roles of the victim, the bully, and those 
non-involved, whereas bully-victims (i.e. provocative or aggressive victims) and 
bystanders have been less studied (Mishna, Khoury-Kassabri, Gadalla, & Daciuk, 
2012). Several studies stressed the importance of examining bullying in a broader 
social context by not viewing participant behaviour in peer victimization as fixed 
role categories but rather as inf luenced by circumstances (Bastiaensens et al., 
2014; DeSmet et al., 2012; DeSmet, Veldeman et al., 2014; Espelage, Green, & 
Polanin, 2012; Espelage & Swearer, 2003; Gini, Albiero, Benelli, & Altoè, 2007, 
2008; Salmivalli & Voeten, 2004), and by acknowledging that the incident has 
an impact on youngsters’ lives that stretches beyond the outcomes for bullies and 
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victims (Gini, Pozzoli, Borghi, & Franzoni, 2008; Rivers & Smith, 1994; Rivers, 
Poteat, Noret, & Ashurst, 2009; Rivers & Noret, 2010; Salmivalli, Lagerspetz, 
Björkqvist, Österman, & Kaukiainen, 1996; Salmivalli, 2010). Furthermore, most 
findings stem from cross-sectional data, thus complicating conclusions on cau-
sality (Gini & Pozzoli, 2009; Kowalski, Giumetti, Schroeder, & Lattaner, 2014; 
Reijntjes, Kamphuis, Prinzie, & Telch, 2010). In recent years, however, an increase 
is seen in the number of studies directly comparing outcomes of traditional bul-
lying with cyberbullying, providing new potential insights in the severity and 
uniqueness of the harm related to cyberbullying in comparison to traditional 
bullying forms. A review of outcomes differentially related to cyberbullying and 
traditional bullying assessed in a broad social context, and summarizing both 
cross-sectional and longitudinal findings is therefore timely and warranted to 
help advance both research and prevention and intervention efforts in the field of 
traditional and cyberbullying. 

 The aim of this chapter is to provide a narrative overview of negative outcomes 
of (cyber)bullies, traditional and (cyber) victims, (cyber)bully-victims and online 
bystanders, and on similarities and differences between negative outcomes of tra-
ditional bullying and cyberbullying. 

 Method 

 Search strategy 

 A systematic literature search in PubMed, CINAHL, Web of Science, and Psyc-
Info databases was conducted for peer-reviewed articles published between the 
beginning of January 2000 and the end of June 2013. The search was conducted 
with the following keywords: ((cyber OR online OR internet OR digital) OR 
(off line OR traditional OR school OR peer) AND (bullying OR harassment OR 
victimization)) AND ((psychosomatic OR sleep OR pain OR headache OR health 
OR Quality of life) OR ((harm OR distress OR consequence OR outcome) AND 
(emotional OR behavioural OR behavioural OR psychosocial OR personality 
OR depression OR suicide OR substance abuse OR academic OR ‘school perfor-
mance’)) AND (child OR adolescent))  2  . Additionally, Google Scholar was used 
with the same keywords, and our professional network was used to find articles 
on cyberbullying. 

 Selection criteria 

 Inclusion criteria were peer-reviewed articles – in English – on traditional bully-
ing, cyberbullying, or both. The studies had to be conducted among children or 
adolescents and had to focus on mental and/or physical health and/or behaviour. 
Studies had to present mental and/or physical health and/or behavioural factors as 
either harm resulting from bullying involvement, or as risk factors for involvement 
in bullying incidents. 
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 Exclusion criteria were studies that discussed health in (young) adults not related 
to bullying, that only investigated aspects of bullying other than health (e.g., preva-
lence, interventions not targeting health), that investigated forms of aggression other 
than bullying (e.g., dating violence, domestic violence, abuse, incest) or that inves-
tigated health problems related to Internet use other than bullying (e.g., Internet 
addiction, gaming). This selection process is shown in Figure 4.1. 

 Data extraction 

 For traditional and cyberbullying, this chapter provides a narrative overview of 
original research articles. Fifty-nine articles were included and entered into a data-
base documenting sampling method, sample size, age of participants, independent 
variables, dependent variables, theoretical framework and results. Mental health 
(as dependent or independent variable) contains, for example, psychological dis-
tress, depression, suicidal ideation, self-esteem, anxiety, loneliness, or stress. Physi-
cal health contains general (self-perceived) health, psychosomatic complaints (e.g., 
sleeping disorders, stomach aches, and headaches), and health-reducing conditions 
(e.g., obesity). Behaviour contains, for example, self-harm, hyperactivity, drug and 

FIGURE 4.1 Flowchart of literature search and selection process.

Initial database search results
–    PubMed: 1411
–    CINAHL: 2803
–    Web of Science: 4975
–    PsycLit: 678

3387 duplicates removed

5358 removed based on title and abstract

Screened by title and abstract:

Full-text papers evaluated:

Non-systematic review

–    Traditional bullying, –    Cyberbullying, n = 78
–    Cyber- and traditional bullying, n = 12

45 removed after reading full
text

14 added via professional
network or via Google Scholar

Total articles on cyberbullying (with or without
traditional bullying) included: n = 59

Total: 9514

n = 6127

n = 770

n = 680
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alcohol use, or conduct problems. Findings from these articles were synthesized by 
type of outcome related to bullying involvement. 

 Results 

 In this part, negative outcomes  3   of traditional and cyberbullying on mental and 
physical health and behaviour are described. In each category, the outcomes for 
victims, bullies, bully-victims and bystanders are outlined separately. First, these 
negative outcomes are discussed for (participant roles in) traditional bullying. Sec-
ond, these negative outcomes are also outlined for cyberbullying. Moreover, the 
inf luence of possible moderators, mediators and different forms of cyberbullying 
on the negative outcomes is discussed. Studies are included that focus exclusively 
on the negative outcomes of traditional bullying and cyberbullying respectively. 
Third, studies are summarized that directly compare how outcomes differ between 
traditional bullying and cyberbullying. 

 Traditional bullying 

 Mental health 

 Numerous cross-sectional and longitudinal studies have shown that, compared 
to all other participant roles including bully-victims, (Menesini, Modena & 
Tani, 2009),  victimized children  displayed significantly higher levels of depression, 
anxiety and loneliness, had lower levels of self-esteem (see e.g. Hawker & Boul-
ton, 2000), poorer quality of life (Wilkins-Shurmer et al., 2003; Frisén & Bjar-
nelind, 2010), and more psychotic symptoms (Schreier et al., 2009; Campbell & 
Morrison, 2007; Lataster et al., 2006). A meta-analytic review of cross-sectional 
association between traditional victimization and psychosocial maladjustment 
provided clear evidence that traditional victimization was the most strongly 
related to symptoms of depression and the least strongly with anxiety (Hawker & 
Boulton, 2000). 

 In cross-sectional studies, being a  bully  has also been associated with depres-
sion (Kaltiala-Heino, Rimpelä, Martunnen, Rimpela & Rantanen, 1999; Kim, 
Koh, & Leventhal, 2005; Brunstein Klomek, Marrocco, Kleinman, Schonfeld & 
Gould, 2007; Saluja et al., 2004; Slee, 1995). Some studies reported that bullies 
suffer from anxiety and depressive symptoms just as much as, or even more than 
victims (Forero, McLellan, Rissel, & Bauman, 1999; Kaltiala-Heino, Rimpelä, 
Rantanen & Rimpelä, 2000). However, other research did not find an associa-
tion between bullying perpetration and depression or psychosomatic symptoms 
(Fekkes, Pijpers, Verloove-Vanhorick, 2004). Some researchers found that bullies 
have low self-esteem (O’Moore, 2000), while others found that bullies do not have 
low self-esteem (Olweus, 1997). There is also substantial evidence from longitudi-
nal studies that bullying behaviour can be seen as an indicator of risk for various 
psychological problems in adolescence: for example, Kaltiala-Heino et al. (2000) 
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found that involvement in bullying perpetration was associated with an increased 
risk for two or more co-occurring mental disorders (e.g., depression and anxiety). 

 Cross-sectional and longitudinal studies revealed that  bully-victims  displayed 
more depressive symptoms and anxiety than any other subgroup involved in bul-
lying (Nansel, Craig, Overpeck, Saluja, & Ruan, 2004; Kaltiala-Heino et al., 2000; 
Menesini et al., 2009). Bully-victims also had an increased risk of future psychiat-
ric problems (Kumpulainen & Räsänen, 2000). 

 Being a  bystander  of bullying was associated with increased mental health prob-
lems as well, even after controlling for past bully and victim experiences (Rivers 
et al., 2009). Furthermore, bystanders were slightly more at risk of thinking about 
ending their lives, compared to youth who had not witnessed bullying (i.e., they 
were assumed to experience a degree of co-victimization that makes them vulner-
able to psychological distress (Rivers & Noret, 2010)). 

 Physical health 

  Victimized children  displayed physical problems such as obesity (for a review, see 
Midei & Matthews, 2011) and psychosomatic complaints (for a meta-analysis, 
see Gini & Pozzoli, 2009). Likewise, longitudinal research showed that  bullies  
and  bully-victims  were also more at risk for excessive psychosomatic symptoms 
(Kaltiala-Heino et al., 2000). 

 Behaviour 

 Compared to their non-victimized peers,  victimized  children displayed more aggres-
sion (Arseneault et al., 2006; Craig, 1998) and suicidal behaviours (Kaltiala-Heino 
et al., 1999; Brunstein Klomek et al., 2007). Furthermore, peer victimization was 
associated with higher levels of engagement in problem behaviours (Lester, Cross & 
Shaw, 2012) and lower academic achievement scores, absenteeism and school avoid-
ance (e.g., Glew, Fan, Katon, Rivara & Kernic, 2005; Juvonen, Nishina & Graham, 
2000; Kochenderfer & Ladd, 1996; Card & Hodges, 2008). 

 Longitudinal studies showed that  bullies , when compared to victims and bully-
victims, reported more externalising behavioural problems, such as aggression and 
frequent alcohol and drug use (e.g., Nansel, et al., 2004; Kaltiala-Heino et al., 
2000; Menesini et al., 2009). Other longitudinal studies indicated that bullies 
were significantly more likely than others to exhibit antisocial and violent behav-
iour during adolescence and later adulthood (for a review, see Rigby, 2003), and 
being a bully predicted later criminality (Sourander et al., 2007). In a review, 
Brunstein Klomek, Sourander and Gould (2010) concluded that bullying others 
was a risk factor for later suicidal tendencies, especially when there was comor-
bid psychopathology. This relation was also found by other researchers (Kaltiala-
Heino et al., 1999; Kim et al., 2005; Brunstein Klomek et al., 2007; Saluja et al., 
2004; Slee, 1995). Other research also showed that bullying others was associated 
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with academic problems and social adjustment problems (Estell, Farmer, Irvin, 
Crowther, Akos & Boudah, 2009). 

 Cross-sectional and longitudinal studies showed that  bully-victims  displayed 
more psychosocial adjustment problems, eating disorders and externalising symp-
toms (e.g., conduct problems, aggressiveness, attention deficit, problems in peer 
relationships and hyperactivity disorders) and school adjustment problems than 
any other subgroup involved in bullying (Nansel et al. 2004; Kaltiala-Heino et al., 
2000; Menesini et al., 2009; Schwartz, 2000; O’Brennan, Bradshaw, & Sawyer, 
2009; Skrzypiec, Slee, Askell-Wiliams, & Lawson, 2012). Bully-victims also have 
an increased risk of anti-social behaviour and having a criminal record as adults 
(Haynie, Nansel, Eitel, Crump, Saylor, Yu & Simons-Morton, 2001; Kumpulai-
nen & Räsänen, 2000; Perren & Hornung, 2005). Being a  bystander of bullying  
predicted an increased risk for substance abuse, even after controlling for past bully 
and victim experiences (Rivers, Poteat, Noret and Ashurst, 2009). 

 Conclusion 

 There is substantial evidence from longitudinal studies that not only victims, but 
also bullies, bully-victims and bystanders of traditional bullying are vulnerable 
to a host of negative outcomes that may not only have short-term, but also long-
term negative effects for children’s and adolescents’ mental health (Sourander 
et al., 2007; Machmutow, Perren, Sticca, & Alsaker, 2012; Zwierzynska, Wolke, & 
Lereya, 2013). In general, being a victim is often related to internalising problems: 
depressive symptoms are amongst the most prominent negative consequences of 
peer victimization (Hawker & Boulton, 2000). Being a bully is often associated 
with externalising problems such as delinquency and aggressive behaviour, and 
being a bully-victim is associated with both externalising and internalising prob-
lems, showing that bully-victims are the most vulnerable group of traditional 
bullying. Even being a bystander is associated with increased risks for mental 
health and behavioural problems. However, previous longitudinal studies have 
revealed that the association between having psychological problems and peer 
victimization can be bidirectional, suggesting that psychological problems can 
also predict increases in peer victimization over time. For example, two large 
meta-analyses of longitudinal studies examining prospective linkages between 
peer victimization on the one side, and internalising or externalising problems 
on the other, concluded that these problems function as both antecedents and 
consequences of peer victimization (Reijntjes, Kamphuis, Prinzie, & Telch, 2010; 
Reijntjes, Kamphuis, Prinzie, Boelen, van der Schoot, & Telch, 2011). This bidi-
rectional relationship was also found for the relationship between victimization 
and low self-esteem (Card & Hodges, 2008). These bidirectional relations may 
explain why peer victimization is highly stable across time and context. Conse-
quently, certain psychological, health and behavioural factors could not only be an 
outcome of victimization but could also be a risk factor increasing victimization. 
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60 Nicole Gunther et al.

 Cyberbullying 

 Mental health 

 For  victims of cyberbullying,  several cross-sectional studies demonstrated an associa-
tion between the degree of cyber victimization and feelings of anxiety (Bauman, 
Toomey, & Walker, 2013; Campbell, Spears, Slee, Butler, & Kift, 2012; Goebert, 
Else, Matsu, Chung-Do, & Chang, 2011; Helwig-Larsen, Schütt, & Larsen, 2012; 
Lam & Li, 2013; Mitchell, Ybarra, & Finkelhor, 2007; Wang, Nansel, & Ian-
notti, 2011). One cross-sectional study, however, did not find a significant higher 
risk for cyber victims experiencing anxiety compared to youngsters who were 
not cyber victimized (Goebert et al., 2011). In this study, only older adolescents 
were included, while the other studies also included younger adolescents (i.e., 
distress of cyber victimization is the highest among younger adolescents (Camp-
bell et al., 2012)). Findings from a longitudinal study showed significant associa-
tions between anxiety at baseline and cyber victimization two years later, but 
not when adjusted for other environmental factors (Yang et al., 2013). Similarly, 
social anxiety was found to predict cyber victimization, but not vice versa (van 
den Eijnden, Vermulst, van Rooij, Scholte, & van de Mheen, 2014). This sug-
gests that (social) anxiety is an antecedent of cyber victimization rather than a 
consequence. 

 Cyber victimization, compared to non-involved children and cyberbullies, 
appeared to be related to lower levels of self-esteem, even after controlling for 
age, gender and race (Patchin & Hinduja, 2010). Self-esteem may, as anxiety, be 
a predictor of cyber victimization rather than an outcome, as longitudinal data 
showed that lower self-esteem at baseline was associated with cyber victimization 
at follow-up (Yang et al., 2013). 

 Several studies demonstrated that being the victim of cyberbullying is related 
to significantly higher odds of experiencing depressive symptoms compared to 
those who were not cyber victimized (Goebert et al., 2011; Helwig-Larsen et al., 
2012; Lam & Li, 2013; Mitchell et al., 2007; Wang et al., 2011). Moreover, fre-
quent cyber victims reported higher levels of depression than frequent cyberbul-
lies. They also reported higher depression levels than occasional victims (Wang 
et al., 2011). However, one cross-sectional study could not replicate the results 
of cyber victims showing higher levels of depression after controlling for other 
forms of relational victimization (Dempsey, Sulkowski, Nichols, & Storch, 2009). 
In a longitudinal study using a 6-month follow-up time, Gámez-Guadix et al. 
(2013) found a bidirectional relationship between cyber victimization and depres-
sive symptoms: cyber victimization increased depressive symptoms, which in turn 
increased the risk of being cyberbullied. This finding applied even for adolescents 
having experienced infrequent (i.e., less than one or two incidents) cyber victim-
ization (Gámez-Guadix et al., 2013). Another study found that cyber victimiza-
tion was a significant predictor of depression (Lam & Li, 2013) only for girls and 
not for boys (Bauman et al., 2013). 
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Comparing associated harm 61

 In another longitudinal study, with a 3-month follow-up time, no confirma-
tion was found for clear internalising patterns (e.g., anxiety, depression, low self-
esteem) for cyber victims. Only for girls did higher levels of cyber victimization 
predict higher depression at follow-up (Schultze-Krumbholz, Jäkel, Schultze, & 
Scheithauer, 2012). 

  Cyberbullies  often experienced depression as well. Occasional cyberbullies expe-
rienced similar levels of depressive symptoms as occasional cyber victims, but 
frequent cyberbullies experienced no higher levels of depressive symptoms than 
occasional cyberbullies (Wang et al., 2011). Although one study reported that 
depressive symptoms, despite being correlated with cyberbullying, did not sig-
nificantly predict perpetration of cyberbullying (Perren, Dooley, Shaw, & Cross, 
2010), a longitudinal study found that depressive symptoms and anxiety were 
stable predictors of cyberbullying perpetration (Yang et al., 2013). This result was 
also found for cyberbullies and cyber bully-victims (Chang et al., 2013). However, 
cyberbullying predicted depressive symptoms to a lesser extent than victimiza-
tion (Chang et al., 2013). Furthermore, one study found that cyberbullies reported 
lower levels of self-esteem compared to non-involved youth, even after controlling 
for age, gender and race (Patchin & Hinduja, 2010). Low self-esteem was consid-
ered a predictor of cyber perpetration in a longitudinal study (Yang et al., 2013), 
while other research only found lower self-esteem for pure cyberbullies compared 
to non-involved youth (Chang et al., 2013). 

 In particular, cyber  bully-victims  reported feeling more depressed, anxious and 
stressed compared with non-involved youth (Campbell et al., 2012; Sourander, 
2010) and other participant roles in cyberbullying (Chang et al., 2013; Gámez-
Guadix et al., 2013). 

 Physical health 

 Research showed that several participant roles in cyberbullying experienced physi-
cal health problems.  Victims  had a two- to threefold increased risk for psychoso-
matic problems and self-reported the worst health (Sourander, 2010). Not only 
victims, but also bullies and bully-victims were at significantly higher risk for a 
variety of psychosomatic problems (e.g., sleep problems, headaches, stomach aches) 
than those not involved in cyberbullying. Bully-victims reported the most psy-
chosomatic problems (Beckman, Hagquist, & Hellström, 2012; Sourander, 2010) 
and reported suffering the same problems as victims and bullies (Sourander, 2010). 
Furthermore, when looking at self-perceived general health, a significant associa-
tion was found for all participant roles in cyberbullying, which remained signifi-
cant after controlling for traditional victimization involvement. 

 Behaviour 

 The effects of cyberbullying victimization are also related to adolescents’ behav-
iour .  In a study by Helwig-Larsen et al. (2012)  victims , compared to non-victimized 
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62 Nicole Gunther et al.

children, were more likely to display problem behaviours such as antisocial behaviour. 
In other studies, victims were three times more likely (Goebert et al., 2011), and 
obese victims were five times more likely (DeSmet, Deforche, Hublet, Tanghe, & 
De Bourdeaudhuij, 2014), to consider suicide than those non-victimized by cyber-
bullying. Also Hinduja and Patchin (2010) found higher rates of suicidal thoughts 
and attempts; however, the cyberbullying experience was assumed not to cause 
suicidal ideation by itself but to further contribute to stressful life events and 
problems already experienced by these youngsters. Being a cyber victim, in this 
study, was also positively related to self-harm (e.g., cutting, burning, deliberately 
hurting yourself ). 

 Additionally, cyber victims were two times more likely to report substance 
abuse (Mitchell et al., 2007) and were 2.5 times more likely to engage in binge 
drinking, smoking or using marijuana than youngsters who were not cyber-
victimized (Goebert et al., 2011). Another study, however, did not find a signifi-
cant association between cyber victimization and alcohol or other substance abuse 
(Helwig-Larsen et al., 2012). A longitudinal study showed that cyber victimiza-
tion did not increase the risk of substance abuse, but substance abuse predicted an 
increase in cyberbullying victimization at follow-up, suggesting that substance 
abuse is a predictor of cyberbullying victimization rather than a consequence 
(Gámez-Guadix et al., 2013). 

 Furthermore, in one study, cyber victimization was found to be significantly, 
but not very strongly, related to ADHD symptoms (Helwig-Larsen et al., 2012). 
However, another (longitudinal) study did not find a significant relation between 
ADHD symptoms at age 10 and cyber victimization – or cyberbullying – at age 
12 (Yang et al., 2013). Cyber victims more often reported lower performance at 
school (i.e., grades) than youth not involved in cyberbullying. Students with lower 
school performance and lower school attachment were more likely to be cyberbul-
lied than A-students (Schneider, O’Donnell, Stueve, & Coulter, 2012). Moreover, 
lower performance among victims of cyberbullying was significantly associated 
with truancy and poor concentration (Beran & Li, 2007). Other researchers, how-
ever, did not find a significant association between victimization and school tru-
ancy (Katzer, Fetchenhauer, & Belschak, 2009). 

  Cyberbullies  reported more suicidal ideation and more suicidal attempts than 
those non-involved in cyberbullying, but less than cyber victims (Hinduja & 
Patchin, 2010). Furthermore, compared to children not involved in cyberbully-
ing, cyberbullies were up to five times more likely to consume alcohol weekly, 
and three times more likely to be regular smokers (Sourander, 2010). Addition-
ally, cyberbullies appeared to smoke and drink significantly more than youth not 
involved in any form of bullying (Vieno, Gini, & Santinello, 2011). 

  Cyber bully-victims  were more likely to perform poorly at school and reported 
lower school attachment than cyber victims (Chang et al., 2013). They also had 
a higher risk for smoking and drinking than youth not involved in any form of 
bullying. Cyber bully-victims were six times more likely to use alcohol every 
week, seven times more likely to be drunk more than once per week, and three 
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times more likely to be weekly or daily smokers. These figures were comparable 
or higher to those of cyberbullies but much higher than those of cyber victims 
(Sourander, 2010; Vieno et al., 2011). 

 Moderators and mediators of negative outcomes 

 From earlier research it is known that not all adolescents who experience cyber-
bullying report negative outcomes (e.g., Hinduja & Patchin, 2007). In recent stud-
ies, several moderators and mediators in the relationship between victimization 
and negative outcomes have been investigated. For example, one study reported 
that cyber victimization was a significant predictor of depression only for girls 
(Bauman et al., 2013). A longitudinal study by Machmutow et al. (2012) showed 
that seeking support from peers and family emerged as a highly adaptive coping 
strategy in the relation between cyber victimization and depressive symptoms. 
Others, however, reported that peer support did not protect against depressive 
feelings (Aoyama, Saxon, & Fearon, 2011). Helpless reactions seemed to aggra-
vate the negative impact of cyber victimization (Machmutow et al., 2012), and 
also emotion-focused coping appeared not to be effective in reducing depressive 
feelings associated with cyberbullying victimization (Völlink, Bolman, Dehue, & 
Jacobs, 2013). 

 A longitudinal study suggested that the relationship between cyber victimiza-
tion and anxiety may be explained by environmental factors, such as stressful life 
events, cyber perpetration, family situation, social life, gender, or poor academic 
achievement (Yang et al., 2013). The relationship between cyber victimization 
and problem behaviours was found to be fully mediated by the strain youngsters 
experienced from various stressful life events (Hinduja & Patchin, 2007). Several 
mediators were also reported in the relationship between cyber victimization and 
suicide, such as the level of depressive symptoms (only among girls) (Bauman 
et al., 2013), substance abuse and violent behaviour (Litwiller & Brausch, 2013). 
In the study by Hay and Meldrum the relation between victimization on the one 
hand and self-harm (e.g., cutting, burning, deliberately hurting yourself ) and sui-
cidal ideation on the other was partially mediated by negative emotions (anxiety, 
depression and low self-esteem) and partially moderated by highly authoritative 
parenting and high self-control (Hay & Meldrum, 2010). 

 Negative outcomes and different forms of cyberbullying 

 Recently, studies have started to investigate differences between negative outcomes 
of different forms of cyberbullying. In one study, computer-based cyber victim-
ization significantly predicted negative mental health outcomes, such as depressive 
symptoms, anxiety and low self-esteem, while phone-based cyber victimization 
did not (Fredstrom, Adams, & Gilman, 2011). Furthermore, less prevalent forms of 
cyberbullying such as cyber stalking, denigration, outing and trickery, exclusion 
and impersonation were considered as more emotionally distressing by victims 
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64 Nicole Gunther et al.

than other forms of cyberbullying (Staude-Müller, Hansen, & Voss, 2012). One 
study compared several forms of cyberbullying and traditional bullying. Picture 
and video clip forms are perceived as worse, email, instant messaging, website and 
chat room forms are perceived as similar and phone call and text message forms 
are perceived as less severe than traditional bullying (Smith, Mahdavi, Carvalho, 
Fisher, Russell & Tippett, 2008). 

 Conclusion 

 Most studies on cyberbullying focused on the negative outcomes related to victim-
ization. The cross-sectional studies in this review suggest that cyber victimization 
is associated with several serious negative outcomes such as anxiety, depression, 
low self-esteem, suicidal ideation, substance abuse and psychosomatic problems. 
Yet, it is still unclear if these negative outcomes are consequences of cyber victim-
ization or, rather, predict increases in victimization over time. The few longitu-
dinal studies available showed a bidirectional relation between victimization and 
psychosocial harm such as depression, or indicated that some negative ‘outcomes’ 
were in fact antecedents of cyber victimization (e.g., anxiety, low self-esteem, sub-
stance abuse) or of cyber perpetration (e.g., ADHD), rather than consequences of 
cyberbullying involvement. However, more longitudinal studies are direly needed 
to increase our understanding of how cyberbullying experiences affect negative 
health or behavioural outcomes over time. 

 It was apparent that bullies experience negative mental, physical and behav-
ioural outcomes as well. Bully/victims especially appeared to be at risk for nega-
tive health outcomes and are most in need for help, as they experienced both 
problems related to victimization and those related to perpetration. When study-
ing health outcomes related to cyberbullying, this review’s findings indicate that 
in order to guide future anti-cyberbullying interventions, more research is needed 
that also takes into account health outcomes for cyberbullies. 

 Both individual characteristics (e.g., gender, coping styles) and incident charac-
teristics (e.g., the form, number of incidents the person experienced) appeared to 
inf luence the relation between involvement in cyberbullying and negative health 
outcomes. In light of the above-mentioned negative impact of cyberbullying on 
mental and physical health and behaviour, it is important that future (longitudi-
nal) research examines more potential mediating and moderating processes that 
might inf luence the relationship between cyberbullying and negative outcomes. 
This knowledge can be used to develop and sustain effective prevention and inter-
vention programs to reduce cyberbullying experiences and their associated harm. 

 Comparing negative outcomes between traditional bullying 
and cyberbullying 

 It is a common notion in the developmental literature that the number of risks 
a youngster is exposed to, rather than a single risk factor, is most predictive of 
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psychological outcomes. This is in line with the multiple victimization frame-
work (Rutter, 1987), and suggests that the co-occurrence of traditional and cyber-
bullying results in additional negative outcomes for victims. The question arises 
whether cyberbullying leads to negative outcomes that are similar in nature and 
severity to those resulting from traditional bullying. If outcomes are similar and/
or comparable in nature and severity, this may suggest that health promoting 
interventions for youth involved in traditional bullying can also be used for youth 
involved in cyberbullying. Several studies directly comparing cyber victims to 
victims of traditional bullying have used a sufficiently large sample of both cyber- 
and traditional victims, allowing for the singling out of the individual relation of 
each type of victimization with negative outcomes. 

 Studies comparing cyber victims to victims of traditional bullying on the 
negative outcomes related to mental health, such as depressive symptoms, stress 
and anxiety, concurred in their findings: the relationship between victimiza-
tion and these negative outcomes was indeed strongest for the combined victim 
group (cyber and traditional victimization) (Campbell et al., 2012; Gradinger, 
Strohmeier, & Spiel, 2009; Raskauskas, 2010; Schneider et al., 2012). Victims who 
were bullied both off line and online were more likely to suffer from psychologi-
cal problems than adolescents not involved, followed by pure cyber victims, and 
finally pure traditional victims (Campbell et al., 2012 ;  Gradinger et al., 2009 ;  Ras-
kauskas, 2010 ;  Schneider et al., 2012 ).  An exception to this was low self-esteem, 
where the association was stronger for traditional victimization than for cyber 
victimization (Chang et al., 2013). Several studies demonstrated that being the 
victim of cyberbullying was related to significantly higher odds of experiencing 
depressive symptoms compared to traditional victims (Campbell et al., 2012) and 
those not victimized by either traditional or cyber bullying (Mitchell et al., 2007). 
Another study reported different results, showing that those who were victimized 
reported significantly higher anxiety and depression levels than the non-victim 
group, but these levels did not differ significantly between victims of traditional 
bullying or cyberbullying, or of both forms. A similar finding was noted for bul-
lies (Sontag, Clemans, Graber, & Lyndon, 2011). 

 A cross-sectional study by Beckman, Hagquist and Hellström (2012) compar-
ing cyber victims and traditional victims on psychosomatic problems indicated 
that traditional bullying involvement and cyberbullying involvement were associ-
ated with a similar degree of psychosomatic problems. Cyber bullies, however, 
experienced as many psychosomatic problems as victims, while traditional bullies 
experienced fewer psychosomatic problems than traditional victims. The risk of 
psychosomatic problems for victims or bullies involved in both types of bullying 
(traditional and cyberbullying) did not appear higher than when they were vic-
tims or bullies of only one form of bullying (Beckman et al., 2012). 

 When examining studies controlling for traditional forms of victimiza-
tion, one study showed that online victimization was significantly related to 
high substance use, even after adjusting for these victims’ involvement in tradi-
tional victimization (Mitchell et al., 2007). Furthermore, as mentioned earlier, 
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66 Nicole Gunther et al.

bully-victims of cyberbullying showed the greatest behavioural problems, such 
as aggression (Gradinger et al., 2009) and suicidal ideation (Bonanno & Hymel, 
2013), also after correction for their involvement in traditional bullying. In a 
recent large-scale study of adolescents, Låftman, Modin and Östberg (2013) 
found that cyber victimization was associated with poorer physical health, even 
when controlling for traditional bullying. Most cross-sectional studies have 
shown that cyber victimization remained a significant predictor for several 
mental health outcomes above and beyond the inf luence of traditional victim-
ization (Bonanno & Hymel, 2013; Campbell et al., 2012; Dempsey et al., 2009; 
Fredstrom et al., 2011; Juvonen & Gross, 2008; Machmutow et al., 2012; Perren 
et al., 2010; Wang et al., 2011), although two studies concluded the opposite. 
For example, Mitchell et al. (2007) concluded that, after adjusting for traditional 
victimization, life adversity and demographic factors, online victimization was 
no longer significantly related to depressive symptoms (Mitchell et al., 2007). 
This finding was also confirmed for depression in another study (Dempsey et al., 
2009), but here cyber victimization did significantly explain social anxiety, 
even after controlling for traditional victimization. Similarly, a cross-sectional 
study of Olweus (2012) came to the tentative conclusion that when a young-
ster is exposed to both traditional and cyberbullying, the additional impact 
of cyber victimization on poor self-esteem may be negligible (Olweus, 2012). 
Olweus’s finding, however, only related to one type of psychosocial outcome 
(i.e., poor self-esteem), which several studies also found to be poorly related to 
cyberbullying. 

 A possible reason for the contradictory findings on the role of cyberbullying in 
negative health outcomes between the above mentioned studies is, as suggested by 
Olweus (2012), that cyber victimization is experienced differently by pure cyber 
victims than by victims of both traditional bullying and cyber bullying. For pure 
cyber victims, the association with negative mental health outcomes is strong, 
and often stronger than the association for pure traditional victims. For victims 
who are experiencing both traditional and cyber victimization, it may be the 
traditional victimization that has the highest impact. This may explain why some 
studies that use traditional victimization as a confounder do not find a significant 
relation of cyber victimization with mental health, while the few studies using 
large enough samples to separate the effects for pure cyber victims and combined 
traditional and cyber victims do find associations between cyber victimization 
and negative outcomes. To assess whether this could serve as an explanation, more 
large-scale studies are needed. 

 Since the above mentioned studies are all cross-sectional, it cannot be deter-
mined whether victims experienced more mental health problems as a result of 
victimization or whether adolescents with depressive, anxiety and stress symptoms 
were more likely to be online and/or off line. When studying these reciprocal 
relationships between cyberbullying and, for example, mental health problems, 
it is again crucial to concurrently examine the mental health antecedents and 
consequences of traditional bullying and cyberbullying. Only a few longitudinal 
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studies exist that can shed more light onto the longitudinal change in psychosocial 
well-being following cyber victimization. These longitudinal studies indicated 
that cyber victimization is predictive of an increase in later depressive symptoms 
(Gámez-Guadix et al., 2013; Machmutow et al., 2012; Schultze-Krumbholz et al., 
2012) and one study confirmed this prediction existed over and beyond tradi-
tional victimization in adolescents (Machmutow et al., 2012). One 3-year follow-
up study concluded that loneliness and social anxiety predicted an increase in later 
cyber victimization, rather than the reverse. However, for traditional victimiza-
tion, the results did indicate a bidirectional relationship (van den Eijnden et al., 
2014). Another longitudinal study did find bidirectional relations between cyber 
victimization and depression (Gámez-Guadix et al., 2013). Possibly, different types 
of mental health problems increase a youngster’s vulnerability to traditional vic-
timization more than to cyber victimization. This requires further validation in 
future longitudinal studies, as it may imply that different target groups and psy-
chosocial warning signals should be identified for cyberbullying than for tradi-
tional bullying prevention programs. 

 Research concurrently looking into traditional and cyber victimization 
reported some mediators and moderators in the relation between either tradi-
tional and/or cyberbullying and health outcomes. Both traditional and cyber-
bullying victimization were found to be related to self-harm (cutting, burning, 
deliberately hurting yourself ) and suicidal ideation. However, this relation was 
partially mediated by negative emotions (stronger for traditional than for cyber 
victimization) and partially moderated by social circumstances and self-control. 
Further, the moderating role of authoritative parenting was significant for the 
relation between cyberbullying and suicidal ideation, but not for self-harm. In 
traditional bullying, parenting moderated for both self-harm and suicidal ide-
ation (Hay & Meldrum, 2010). 

 In sum, although traditional and cyber victimization are related, the majority of 
research evidence suggests that cyber victimization appears to have its own unique 
contribution to these negative psychological outcomes. However, some studies did 
not find that the negative outcomes of cyberbullying go above and beyond the 
negative outcomes of traditional bullying. The initial conclusion should therefore 
be interpreted with caution. In addition to the unique contribution of cyberbul-
lying to the negative outcomes, cyberbullying seemed to have a larger impact 
than traditional bullying on mental health outcomes. This seemingly more severe 
impact of cyberbullying (Campbell, 2005; Campbell et al., 2012) may come from 
the larger breadth of the potential audience, the potential for perpetrator anonym-
ity, for perpetrators’ ability to access victims 24 hours per day, and the permanency 
of written words/images (Dredge, Gleeson, & de la Piedad Garcia, 2014). Victims 
of both forms of bullying suffered the most, and possibly, when by both forms of 
bullying, the experience of traditional bullying weighs heavier than that of cyber-
bullying for some outcomes (i.e., self-esteem), while this may be the reverse for 
other outcomes (i.e., depression, suicidal ideation). This last hypothesis warrants 
further research. 
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 Discussion 

 Research to date has demonstrated that cyber victimization and cyberbullying are 
related to serious negative outcomes, such as depression, anxiety, low self-esteem, 
substance use and suicidal behaviour. In addition, most previous studies suggest 
that cyber victimization is associated with types of negative outcomes that are 
similar to those documented for traditional victimization. However, it is hard to 
draw definite conclusions about this matter, due to several methodological differ-
ences (e.g., sample sizes, measures, methods of analysis) between cross-sectional 
studies finding an association or no association between cyber victimization and 
types of negative outcomes. Furthermore, studies addressing the longitudinal 
change in negative outcomes following cyber victimization (controlling for tra-
ditional victimization) are scarce and sometimes contradicted results from cross-
sectional studies. 

 Notably, of studies that have compared participant roles in cyberbullying, 
bully-victims experienced the most adverse outcomes, especially with regard to 
suicidal ideation, and in some cases depression. These results suggest that this 
group of adolescents may require extra support from health care professionals and 
educators. However, more work is needed to increase our understanding of this 
potentially vulnerable group. 

 Most, but not all, of the studies concurrently looking into traditional and cyber 
victimization showed that the experience of combined victims of traditional and 
cyberbullying appears to be more strongly related to mental health problems than the 
experience for pure cyber victims or pure traditional victims. However, when look-
ing at pure cyber victims or pure traditional victims, the association between cyber 
victimization and mental health problems was found to be stronger in most studies. 

 It also remains unclear whether cyber victimization exhibits its own unique 
contribution to several negative outcomes. Most, but not all, studies indicate that 
cyber victimization does contribute uniquely to negative outcomes. According 
to some researchers this contribution was the highest in depression and suicidal 
ideation. The contribution of cyber victimization to low self-esteem and anxiety 
seems more contested. Specifically for self-esteem, it has been suggested that when 
adding traditional victimization as a confounder, the additional impact of cyber 
victimization seems negligible (Olweus, 2012). Further investigation into this line 
of inquiry is important and may have implications for cyberbullying interventions. 

 In addition, more complex studies should be conducted to analyse potential 
moderator and/or mediator effects, such as the inf luence of coping strategies, 
gender, social support and parenting on the relation between negative outcomes, 
cyberbullying and cyber victimization. These types of studies can pinpoint which 
youngsters involved in bullying are at greatest risk of showing difficulties across 
the broad spectrum of mental and physical health and behavioural problems, and 
can help better target the interventions. Some suggestions include investigating 
moderating effects of coping strategies on the impact of cyber victimization on 
depressive symptoms, using longitudinal studies, to assess the differential impact 
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of victimization through different types of technology, and to have more qualita-
tive input through diary report on how electronic victimization takes place (Sand-
strom, Cillessen, & Eisenhower, 2003). 

 The exploration of potential differences in negative outcomes between cyber-
bullying and traditional bullying struggles with a number of methodological issues. 
First, there is a high degree of overlap between involvement in cyberbullying and 
involvement in traditional bullying, and only a few individuals experience only 
cyberbullying (e.g., Juvonen & Gross, 2008; Perren & Gutzwiller-Helfenfinger, 
2012). Second, there is a plethora of bullying types, which makes it almost impos-
sible to assess the whole range and perform a systematic comparison. Third, 
cyberbullying has been defined in several ways, and these differences create addi-
tional difficulties in comparing cyberbullying and traditional bullying. Lastly, the 
aspects believed to distinguish cyberbullying from traditional bullying are hard to 
implement in a standard cyberbullying and traditional bullying scale in such a way 
that makes systematic comparisons possible. Sticca and Perren (2013) suggest that 
these issues call for a tool allowing for the assessment of the severity of different 
forms of bullying, and to compare them systematically. Moreover, this tool should 
be able to account simultaneously for a number of aspects that may inf luence the 
severity of the bullying experience, such as the medium (traditional vs. cyber) 
used to bully, the publicity, and the bully’s anonymity. 

 To conclude, in this chapter several questions were raised, such as: ‘does cyber-
bullying relate to more severe outcomes than traditional bullying?’ and ‘does cyber-
bullying relate to similar types of negative outcomes than traditional bullying?’ To 
provide definite answers to these and many other questions raised in this chapter, 
more studies with larger samples that allow for the singling out of (combined) 
participant roles are direly needed, as well as longitudinal studies (controlling for 
traditional victimization) that examine the reciprocal relationship between cyber 
victimization and negative outcomes, studies looking into mediating and moderat-
ing variables and studies using valid instruments that allow systematic comparisons. 
However, despite the relevance of knowing which type of negative outcome relates 
to which type of bullying and to which severity level, the study findings described 
above suggest a strong need to address both forms of bullying simultaneously in 
future interventions. These interventions may be most effective, as suggested by 
several researchers (e.g., Olweus, 2012), for several reasons. First, the high overlap 
between these types of bullying may make a distinction relevant only for a small 
group of youngsters. Second, the youngsters victimized by both forms suffer the 
most. And third, previous research has indicated that targeting only one form of 
bullying causes an increase in another type of bullying (Elledge et al., 2013). 

 Notes 

 1  Shared first authorship.  
 2 An asterisk indicates a wildcard symbol, by which any word starting with child or adoles-

cent will qualify for the search, including child, children, adolescent, adolescents . . . 
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70 Nicole Gunther et al.

 3 The term ‘outcomes’ was used to refer to psychological, physical and behavioural phe-
nomena that are traditionally thought to result from victimization or perpetration/
victimization in bullying. However, it should be noted that most studies on bullying in 
this review were cross-sectional (i.e., variables are correlated), and therefore, causal claims 
cannot always be made. 
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 PART II 

 ICT based intervention 
programs against 
cyberbullying 
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 Introduction 

 Despite the fact that there is clear and consistent evidence that cyberbullying is 
related to a number of negative life outcomes including psychosomatic problems, 
declining academic performance and increasing alcohol use, there is not much evi-
dence on how it can be best prevented. A recent Campbell systematic review identi-
fied only four short-term interventions that were designed to deal specifically with 
cyberbullying (Mishna, Saini, & Solomon, 2009). However, it is not uncommon for 
interventions dealing with traditional bullying to be extended to address cyberbul-
lying, too (Slonje, Smith, & Frisen, 2013). One such programme that was primarily 
designed to target traditional bullying but has proven as effective in reducing cyber-
bullying is the Finnish anti-bullying programme KiVa (Slonje, Smith, & Frisen, 
2013). Salmivalli, Kärnä, & Poskiparta, 2011). KiVa is a multi-component anti-
bullying programme that is designed to change the power dynamics in the class-
room that often contribute to bullying. The programme, which comprises school 
lessons, the KiVa computer game, an online website for parents and a virtual mail-
box that students can use to disclose their victimisation, has been found to reduce 
bullying by approximately 15 per cent (Salmivalli, Kärnä, & Poskiparta, 2011). 

 One approach to combatting cyberbullying is to teach children and young 
people effective ways of dealing with the problem. Evidence from the traditional 
bullying literature suggests that telling someone can be effective in averting fur-
ther victimisation (Slonje, Smith, & Frisen, 2013). In the context of cyberbully-
ing, most studies find that few students seek support from their family, teachers 
and friends (Dehue, Bolman, & Völlink, 2008; Slonje, Smith, & Frisen, 2013). 
Students seem to prefer to cope with bullying by resorting to technological solu-
tions, such as blocking email addresses and/or Internet profiles, and/or changing 
phone numbers (Aricak et al., 2008; Smith et al., 2008). Finally, some students may 

 5 
 LEARNING HOW TO COPE 
WITH CYBERBULLYING IN 
THE VIRTUAL WORLD 

 Lessons from FearNot! 

 Maria Sapouna, Sibylle Enz, Margaritis Samaras 
and Dieter Wolke 
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choose confrontational ways of responding to the problem, for example by telling 
the bully to stop or fighting back (Dehue et al., 2008). 

 In this chapter we propose a new approach to teaching children and adolescents 
how to cope with cyberbullying based on the trial of the virtual learning interven-
tion FearNot! (Fun with Empathic Agents to Reach Novel Outcomes in Teaching), 
which was designed to address traditional forms of bullying. FearNot! is a novel 
virtual environment that was designed on the premise that children can learn how 
to cope with bullying more effectively if they get the opportunity to role-play 
different coping strategies in an immersive virtual world (Enz et al., 2008a, b; 
Wright, 2006). In the following part of this chapter, we will brief ly describe the 
FearNot! virtual learning environment and summarise the main results from the 
evaluation of the programme. Drawing on these results, we will next try to iden-
tify the components of the programme that made it work and that should be 
adopted by researchers who might want to develop similar interventions to address 
cyberbullying. In the final part of this chapter, we will highlight some impor-
tant challenges that intervention designers might face in trying to develop virtual 
learning interventions for cyberybullying, drawing on our experiences of evaluat-
ing FearNot!. The chapter will conclude with an overall comment on the useful-
ness of taking an immersive role-play approach to dealing with cyberbullying. 

 The FearNot! intervention – learning experientially 

 The FearNot! intervention was developed as a novel approach to teaching children 
how to effectively avert traditional bullying victimisation based on the proven 
educational benefits of role-play as a form of experiential learning. Experiential 
learning is defined as the process which transforms experience into knowledge that 
students should acquire (Kolb & Kolb, 2005: 194). According to this educational 
theory, learning materializes in a process where the individual is involved in an 
event ( concrete experience ), which he then analyzes ( ref lective observation ), and, after 
readjusting his former knowledge to the new experience ( abstract conceptualization ), 
he tests his theory by verifying it ( active experimentation ), (Mughal & Zafar, 2011: 
29). Generally, models of experiential learning include not only experience and 
ref lection but also application (Clark, Threeton, & Ewing, 2010: 54). And this is 
the reason why experiential learning thrives as it takes the form of “a total learn-
ing environment philosophy that takes into account both content and context”, in 
which students participate actively, use their emotional intelligence, and socially 
interact, and so provoke the emergence of affective learning (Hawtrey, 2007: 144). 

 Experiential learning is widely used both in primary and secondary education, 
in the form of various teaching techniques, such as problem-based learning, con-
cept mapping, decision-making roles in simulations of real situations (Truscott, 
Rustogi, & Young, 2000: 60), and every kind of role playing games or simulation, 
where a learner can ask, experimenting, investigating, solving problems, assuming 
responsibility and being creative (Estes, 2004: 142). Although this particular form 
of learning is highly efficient, it presupposes that the student, beyond his desire to 
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learn, recognizes the fact that learning should not only be practical and personal, 
but also based on real experience, and that it should be an informal and continuous 
process, incompatible with formal events, such as final examinations (Hawtrey, 
2007: 144). Experiential learning aids the development of students’ meta-cognitive 
abilities and reinforces their capability to use new concepts to enhance everyday 
activities (Boggs, Mickel, & Holtom, 2007: 833). They can discover their field 
of interest and direct themselves towards a new way of learning. Through these 
activities and due to their active participation in the process of learning, students 
can understand human relationships and control their way of thinking and feel-
ing. In other words, students are motivated to learn, to live in a class of social and 
intellectual equality, where every individual action leads to a therapeutic situation 
for the class in as a whole (Jarvis, 2004: 172). 

 Role-play, as a form of experiential learning, has proven to be a particularly 
effective tool for dealing with social and emotional difficulties in school, as it 
allows students to take over someone else’s role, including their thoughts, feelings 
and behaviour, and, ultimately, to empathise with other people’s experiences and 
change their own way of thinking (Davis, 1996). In social contexts, role-play is 
particularly effective, as it offers children and adolescents the opportunity to get 
immediate feedback on how they deal with difficult situations and emotions (Enz 
et al., 2008a, b). By acting out new roles, new attitudes and behaviours develop 
within the role-player and are differentially reinforced through immediate feed-
back in a supportive and positive atmosphere. In order to be effective, role-play 
needs to be immersive in the sense that the learner is able to relinquish their own 
identity and completely take over their assigned identity (Enz et al., 2008). 

 However, role-play is not very easy to apply in a standard educational context. 
First, role-play is a rather time-consuming and staff-intensive educational tool 
which often clashes with the curriculum-driven reality of the classroom. Second, 
because role-play is traditionally administered as a group activity, it can expose 
victims to the rest of the class and thus cause more trauma or stigmatisation, or 
it might exacerbate pre-existing conf lictual relationships between students. Most 
importantly, traditional role-play does not provide a safe environment in which 
victims of bullying can openly express themselves without fear of retaliation or 
ridicule, as most likely the perpetrators of bullying and their assistants will be 
present. 

 The approach presented in this chapter suggests avoiding the negative implica-
tions of role-play as an educational tool by transferring it to a safe virtual envi-
ronment in which students interact and get immediate feedback from cartoon 
characters. This approach is seen as particularly effective in dealing with sensitive 
issues that often involve the whole class, such as traditional bullying and cyber-
bullying. In fact, victims of bullying may be hesitant to take part in traditional 
role-play activities in class out of fear that their vulnerabilities and lack of effective 
coping might be discovered and exploited by other students even more. In con-
trast, in a virtual role-play situation, victims can work on their own without any 
fear of being identified as victims. 
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 An example of such a virtual role-play intervention designed to address the 
problem of face-to-face school bullying was FearNot!. This computer game com-
prised the sole component of an anti-bullying intervention for primary school 
students aged 8 to 11. Two versions of the game were developed to ref lect gender 
differences in the way primary school children bully; one for boys where a male 
cartoon character, John, was being physically and verbally bullied and one for girls 
where a female cartoon character, named Frances, was being socially excluded and 
verbally bullied. FearNot! was developed for use in the UK and Germany with 
slightly different storyboards created for each country to account for differences 
in the educational systems and to make the characters more believable. For exam-
ple, the cartoon characters were wearing school uniforms only in the UK version 
of the game. Particular attention was also paid to ensure any insulting language 
used in the software game was realistic and expressed the conventions used in each 
of the two countries. 

 When playing this game, children watched a number of bullying incidents 
that occurred between animated characters in a virtual school. At the end of each 
episode, the victimised cartoon character would appear on the screen asking the 
student player for advice on what to do to stop being bullied in the future. This 
appeal for help put the student player in the position of an off-stage “invisible 
friend” to the victimised cartoon character. After each request for help, an open-
text dialogue box would open where the student player could type in any advice 
they could think of that they wanted to offer to the cartoon victim. Usually, stu-
dents suggested that the victim cartoon character tell someone else that they are 
being bullied, make a new friend or find the courage to stand up for themselves. 
In FearNot! cartoon characters were modelled in such a way so that they could 
understand the advice given by each child and enact it in the next episode of the 
game. If, for example, a student advised the victim cartoon character to make a 
new friend, in the next episode they would see the victim character asking one 
of their virtual classmates to hang out with them. When the student player sug-
gested a strategy that is known in the literature to be effective they would witness 
firsthand how that strategy worked for the victimised cartoon character in the 
virtual world of FearNot!. For example, in the case of making a new friend the 
victimised cartoon character would carry out that strategy successfully, avoiding 
being bullied, at least temporarily, before the next learning session, where they 
would have to try out another coping strategy. Where the student player suggested 
a strategy that is known in the literature to be ineffective, at least in some cases, 
such as fighting back, the student player would again witness firsthand how that 
strategy did not work for the victim cartoon character and gave the bully more 
ammunition to continue bullying. 

 However, it is worth noting here that to make the game believable, not every 
suggestion that was offered by a student was enacted by the cartoon character. First 
of all, inappropriate coping strategies such as “kill the bully” were immediately 
blocked out from the computer system. Also, the victim cartoon character would 
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not always feel emotionally and physically powerful enough to stand up to the 
cartoon character(s) that bullied him/her. In those cases, the virtual victim would 
admit to the student player that they do not feel ready to do what has been sug-
gested, exactly as it may happen in real life where victims may need to build up 
their coping competence first before they can effectively stand up to their bullies. 
  Figure 5.1   shows a screenshot of the English version of FearNot! depicting a bul-
lying episode between John (the victim) and Luke (the bully). 

   The FearNot! computer game was evaluated in 2007 with the participation of a 
total of 27 primary schools from the UK (Warwick, Coventry and Hertfordshire) 
and Germany (Bavaria, Hesse) rendering a final sample of 942 students who com-
pleted all assessments throughout the evaluation period, 455 in the intervention 
group and 487 in the waiting control group. Although initially it was planned to 
randomise schools to the two experimental conditions of intervention and waiting 
control group, this did not prove possible, because some schools’ computer equip-
ment was too old and outdated to run such sophisticated software. Eventually, and 
to ensure the smooth implementation of the intervention, it was decided that the 

FIGURE 5.1 The Fearnot! evaluation
Source:  Sapouna et al., (2010). Virtual learning intervention to reduce bullying victimization in primary 
school: A controlled trial. Journal of Child Psychology and Psychiatry, 51(1), 104–112. Reproduced by 
permission of John Wiley and Sons.
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schools with the highest-performing computer equipment would be assigned to 
the intervention group (n = 13, total number of eligible students = 555) and the 
schools with the lowest-performing computer equipment that did not meet the 
technical requirements of  FearNot! were allocated to the control group (n = 15, 
total number of eligible students = 623). Baseline data were collected in Novem-
ber 2007. All participants in the intervention and control groups were given a brief 
awareness-raising session on the type of behaviours that are defined as bullying 
before they were asked to fill in the baseline questionnaires. The same question-
naires were filled in one (post-test 1) and four weeks (post-test 2) after the inter-
vention had finished. Questionnaires took no longer than an hour to complete 
and were available in English and German, and were back and forward translated. 
Among the final sample of 942 children who took part in the study, 494 (52.4 per 
cent) were male and 448 (47.6 per cent) were female. UK pupils (n = 514) were 
older than German pupils (n = 422) (9.36 vs. 8.34;  t  = 28.71;  p  < .001, missing 
data for 6 pupils). 

 The intervention group children were asked to use the FearNot! software once 
a week for approximately 30 minutes, for a total of three consecutive weeks. The 
game was programmed to stop after approximately 30 minutes had passed. Chil-
dren were asked to use the same computer throughout the period of the inter-
vention so that they could pick up the story where they had left it. Children 
were supervised by their teachers, who had received clear instructions on how 
to deliver the intervention and were also provided with an intervention manual. 
Teachers were allowed to help any children facing comprehension problems but 
they were discouraged from providing help with coping strategies unless children 
were struggling to find advice for the victim (this happened rarely). The control 
group participated in the pre- and post-tests and in between followed the normal 
curriculum. After the evaluation had finished, the waiting control group children 
were given the opportunity to use the computer game in their classes but their use 
of the software was not evaluated. 

 Demographic data was collected on participants’ gender, age, number of sib-
lings and living arrangements (i.e. with whom they lived at home). The main 
individual-level outcome was victimisation (experienced and escaped). Children 
were asked to indicate how often they had experienced either direct or relational 
victimisation over the last month. Direct victimisation included being hit/beaten 
up, having things stolen, being threatened/blackmailed, being called nasty names 
and having nasty tricks played on them. Relational victimisation included being 
left out of games, having children telling them they don’t want to be their friend 
anymore and having nasty lies or rumours spread about them. Children were clas-
sified as victims if they had experienced direct and/or relational bullying “more 
than 4 times” or “at least once a week” in the last month. Children were catego-
rized as escaped victims if they reported being directly and/or relationally bullied 
at baseline, but had experienced neither form of bullying at the first (T1 escaped 
victim) or the second follow-up (T2 escaped victim). 
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 The intervention was expected to work mainly by increasing students’ knowl-
edge about which coping strategies are (mostly) effective and which are not. To 
assess students’ level of coping knowledge a new questionnaire was developed by the 
evaluation team (Watson et al., 2010). The questionnaire used storyboards showing 
children being bullied at school to elicit students’ suggestions on what the victim-
ised character in the story should do to avert further victimisation. Students could 
choose between 13 options that reflected the most common coping strategies iden-
tified in the literature. Each of these 13 options was given a numerical weighting 
that represented the likelihood of their being effective in real life. These weightings 
are provided in   Table 5.1   below. For the purposes of scoring the CSK questionnaire, 
the weighting of all selected strategies were added together and then divided by the 
total number of strategies selected to ensure the number of strategies selected did 
not bias the results. 

     To assess the effect that the computer game might have on students who were 
not being bullied at school or were bullying others (i.e. whether it was more likely 
to turn outsiders into defenders), a peer nomination item (adapted from Schäfer & 
Korn 2004; Salmivalli et al., 1996, respectively) asked the children to name up to 
six classmates who tell bullies to stop bullying others. 

 Finally, computer log files of users’ inputs recorded the total amount of time 
each child interacted with the software (in seconds), the total number of episodes 
that enacted bullying incidents and the total number of interaction episodes (i.e. 
during which children were able to type in advice) for each child across the three 
sessions. With this information, we were able to test whether better outcomes 
were achieved for those children who interacted longer and more actively with 
the software. For more details of the methodology of the study see Sapouna et al. 
(2010) and Watson et al. (2010). 

TABLE 5.1 Coping strategy weightings

Coping strategy Weighting (out of 10)

Start Crying
Run away (from the bully)
Stay away (from school)
Tell (the victim’s own) parents
Avoid (the bully)
Call (the bully) names
Tell (the victim’s own) friends
Ignore (the bully)
Tell (the victim’s own) teacher
Ask (the bully) to stop
Laugh it off
Fight (the bully)
Blame (the victim’s own) self 

1
2
0
7
0
4
8
4
8
6
6
5
0
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86 Maria Sapouna et al.

 Did FearNot! work and why? 

 As we were not able to randomise, it was important to check that there were no 
significant baseline differences between the intervention and the control group in 
terms of measured characteristics. Our analyses indicated that participants in the 
intervention and control groups were comparable at baseline in terms of gender, 
age, living arrangements and family composition. In addition, intervention and 
control classes were similar with respect to size and socioeconomic status. There 
were fewer victims among the intervention group children compared with con-
trols at baseline but the difference was not statistically significant. Both groups 
also reported similar rates of bullying perpetration. Comparisons between the 
two countries showed that UK and German children experienced similar rates of 
victimisation (28.6 per cent vs. 23.6 per cent;  2  1  = 2.82;  p  = .09). However, there 
was a significantly higher number of bullies among UK children than German 
children (20.3 per cent vs. 3.7 per cent; 2  1  = 54.47;  p  < .001). 

 As only 83.4 per cent of the initial eligible sample completed all assessments and, 
therefore, were analyzed for the purposes of this study, we investigated whether 
non-responders differed in some significant way from responders. The children 
who missed follow-up 1 were similar to completers in terms of gender, age, living 
arrangements, family composition and baseline victimisation. However, the chil-
dren who were lost at follow-up 2 were significantly less likely than responders to 
be living with their mothers (90.6 per cent vs. 98 per cent;  2  1  = 13.68;  p  < .001) 
and younger (8.68 vs. 8.91;  t  = 2.41;  p  = .02) at baseline. 

 Having established that intervention students were experiencing similar levels of 
bullying victimisation as control group students, the main outcome of interest was 
whether baseline victims (i.e. those children who reported being victims of bully-
ing at the baseline assessment) managed to escape bullying victimisation one and 
four weeks after the intervention. Indeed, that proved to be the case, with baseline 
victims in the intervention group being significantly more likely, compared to 
baseline victims in the control group, to be classified as escaped victims (i.e. non-
victim at follow-up 1 but victim at baseline) one week after the intervention was 
completed (adjusted RR = 1.41, 95% CI: 1.02–1.81; n = 230). More specifically, 
out of 106 baseline victims in the intervention group, 53 (50 per cent) managed 
to escape victimisation at follow-up 1, compared to 44 out of 124 (35.5 per cent) 
baseline victims in the control group. To provide some support for the cause-effect 
relationship of the intervention to this outcome, we investigated whether children 
who interacted longer or more actively with the software achieved better outcomes. 
Indeed, it was found that children who took part in a greater number of interac-
tion episodes with the FearNot! characters were more likely to escape victimisation 
at follow-up 1 (adjusted OR, 1.09; 95% CI: 1.003–1.18). However, a dose-response 
relationship was not found for total time of interaction with the software and total 
number of episodes watched. This means that what really mattered was the amount 
of active interaction children had with the characters and not simply how much 
time they spent playing with the software or watching episodes. Although results of 
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Learning to cope: lessons from FearNot! 87

the FearNot! intervention were positive when victimisation status was re-assessed 
one week after the intervention was completed, this significant treatment effect was 
lost when victimisation status was assessed again four weeks after the intervention. 

 In summary, the evaluation of FearNot! found that the intervention had a posi-
tive but short-term effect whereby victims who received the intervention were 
less likely to self-report being a victim of bullying one week after the intervention 
was completed. At the same time, we did not find any evidence that playing with 
FearNot! made children more likely to bully others (Sapouna et al., 2010). Hence, 
the software did not appear to generate any adverse consequences. 

 These results paint a rather optimistic picture about the use of virtual role-play 
educational technologies in the fight against bullying. But why did FearNot! actually 
work? First, there was evidence that FearNot! increased students’ knowledge about 
which strategies are effective and which are not (Vannini et al., 2011). However, this 
increase was only found among the German sample. This difference between the 
two ethnic samples may be due to the fact that English children were found to 
have a better knowledge of effective coping strategies to begin with, so potentially 
there was very little room for improvement. These differences between the two 
samples in coping strategy knowledge may reflect differences in the levels of general 
awareness of the problem in the two countries (Watson et al., 2010; Vannini et al., 
2011). Bullying appears to be recognised as a problem more in the UK than in Ger-
many (Wolke et al., 2001) and, therefore, it is possible that children in the UK might 
have already received some awareness lessons about how to cope with bullying prior 
to the FearNot! intervention. Indeed, Watson et al., (2010) found that children from 
the UK score significantly higher on both relational (t[896.61] 8.66, p < .001) and 
physical (t[892.67] 7.87, p < .001) CSK scales than the German sample, with medium 
effect sizes for both (relational CSK: d = .58; and physical CSK: d = .53). Since 
German students were significantly younger than UK students, it is likely that the 
country effect also masks an age effect (Watson et al., 2010). 

 Another important finding that potentially explains how the computer game 
worked was that, at least in Germany, students who were previously outsiders were 
more likely to be identified by their peers as being active defenders of victims fol-
lowing the intervention (Vannini et al., 2011). However, the same effect was not 
found among the UK sample. Vannini et al. (2011) have suggested that perhaps 
within the UK sample there is a ceiling effect considering that only two German 
schools compared to 16 UK schools were implementing an anti-bullying policy 
prior to the start of the intervention. 

 Developing a successful virtual role-play intervention 
to tackle cyberbullying 

 As the results of the above evaluation demonstrate, FearNot! was met with some 
success and in particular it seemed to help some students escape the role of the 
victim at least temporarily. The computer intervention seemed to be particularly 
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88 Maria Sapouna et al.

effective for those students who interacted actively with the software, provid-
ing a good number of coping suggestions to the victimised cartoon charac-
ters. FearNot! potentially worked because it helped students, especially those 
in Germany who did not know a lot about bullying, to learn effective coping 
strategies through the role-play. FearNot! also seemed to heighten empathy for 
victims, especially among non-involved bystanders, who were more likely to act 
as defenders of victims, at least in Germany. These results, although not conclu-
sive at this stage, point to the significant potential of using this form of learning 
technology to fight against other forms of bullying such as cyberbullying. With 
this in mind, we outline below some of the elements of FearNot! that made it 
successful and should be replicated in future uses of this same methodology to 
reduce cyberybullying. 

 Believability 

 Believability of the story and the characters are very important considerations 
when designing a virtual role-play intervention similar to the one described here 
to ensure that the students can develop an empathic relationship with the game 
characters. If the computer game lacks believability, players will most likely disen-
gage and fail to see the relevance of the game to their own experiences. To ensure 
that both character design and story content were meaningful to the target group, 
students and teachers were involved throughout the project in the development of 
story content and the design of characters. This ensured that the game characters’ 
way of interacting with each other was similar enough to the interactions students 
would have in the real world. These initial usability studies with the target group 
revealed that students preferred cartoon-like characters (Zoll et al., 2006). Indeed, 
studies have found that near-realistic characters can pose a problem for the believ-
ability of the characters, a paradox that has been previously named the “uncanny 
valley” (Mori, 2005). Preliminary evaluations of various prototypes of the soft-
ware indicated that the majority of children found the characters to be believable 
and, subsequently, they were able to empathise with the victimised character and 
feel sorry for them (Hall & Woods, 2005). 

 Expressivity 

 Bullying is a social problem among students that implies a wide variety of risks 
to the victims’ social adaptation and emotional well-being. If a virtual role-play 
game aims at believably depicting the problem of bullying in schools, virtual 
characters enacting these bullying episodes need to be able to express themselves 
emotionally. This is important if the learner is to understand the internal states 
of victims of bullying behaviour (cognitive empathy) and also if the learner is to 
be affected by the emotions that they perceive in the victim (affective empathy). 
The emotional expressivity of character actions is ref lected in gestures and facial 
expressions, and in the tone of voice of the character. 
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Learning to cope: lessons from FearNot! 89

 Emergent narrative 

 The aim of FearNot! was to engage learners emotionally with the situation of 
victims of bullying in schools. But how can this emotional engagement be fos-
tered apart from how the characters look and behave? As has been outlined above, 
the FearNot! player had a certain control over the events by interacting with the 
victimised character and thus inf luencing – to a certain degree – its decisions in 
the bullying episodes to come. However, this inf luence was only partial, since 
the characters acted autonomously in creating the story. This highly f lexible real-
time storytelling approach that has previously been termed “emergent narrative” 
(Aylett, 1999) results in a highly believable experience for the learner. In contrast 
to a script-based approach, the learner is provided with a complex and engaging 
virtual space inhabited with intelligent agents that accept or do not accept his/her 
suggestions, just like in real life. On the one hand, the autonomy of the charac-
ters is creating a believable and realistic story about bullying; on the other hand, 
handing over control solely to autonomous characters and their interactions with 
one another and the learner poses some risk: how can one prevent the characters 
and their autonomously unfolding behaviour to oppose or hinder the educational 
goals, that is, how can one ensure, even though the control of what happens 
next in the story lies with the characters and their decisions made in real-time, 
a believable, meaningful and appropriate (in the sense of the educational goal) 
learning experience for the learner? It is important for future projects following 
this approach to find the right balance between believability and immersion as 
prerequisites of learning and the need for a specific learning outcome to emerge. 

 Challenges 

 There are undoubtedly, however, also some challenges in implementing this kind of 
virtual role-play approach to tackling cyberbullying. First of all, this is a computer-
based intervention and as such it relies on schools having sufficiently robust comput-
ers to ensure the software can run without regularly crashing. Technical problems 
can affect not only the learner experience but also the extent to which teachers con-
tinue to buy into the intervention. Indeed, in Germany where school computers were 
not as good, teachers reported having a lot of problems implementing the interven-
tion robustly, and that often caused them to have negative views about the software 
(Sapouna et al., 2010). Due to the fact that software developers usually do not have 
access to the school computers during software development they are not aware of 
the technical limitations attached to these machines. For example, primary schools 
tend to purchase lower specification computers because they simply do not need 
highly powerful machines to meet their basic requirements (e.g. regarding graphic 
cards, processors, RAM, etc.). Another issue is caused by large variability among the 
technical equipment, as well as management of administration rights, between differ-
ent primary schools. This means that educational software for use in primary school 
classrooms needs to be very flexible and stable in order to run on many different 
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90 Maria Sapouna et al.

systems. In sum, it is recommended that software developers not only undertake a 
thorough survey of the equipment available in the schools they are aiming at, but also 
use machines for their development work that are comparable to those available to 
schools. In schools where teachers are not very experienced in the use of computers, 
extra work and training will need to take place to ensure teachers are comfortable 
with using this approach and see the benefits of it in terms of creating a better and 
more effective learning experience for the learner. Interventions are unlikely to work 
unless they can be successfully implemented without placing too much burden on 
those responsible for delivery and sufficient motivational work takes places at the start 
of the programme to ensure buy-in from all relevant stakeholder groups (e.g. teach-
ers, head principals, parents; Rohrbach, D’Onofrio, Backer, & Montgomery, 1996). 

 However well a virtual role-play approach is implemented in schools, it is also 
important to ensure that it is not the only intervention component offered. All 
forms of bullying, including cyberbullying, are quite stable behavioural patterns 
that develop over a long period of time, and thus it would be naive to think that 
they could change by playing a computer game for 90 minutes in total. Therefore, 
it is important that such an approach is incorporated within a whole-school system 
approach that intervenes at various aspects of children’s lives with the participation 
of the whole school community and parents. 

 Conclusion 

 On the whole, the results from the evaluation of the FearNot! anti-bullying inter-
vention provide initial support for the use of virtual role-play programmes to tackle 
cyberbullying at schools. The positive effects of incorporating computer-based learn-
ing tools in anti-bullying interventions have been highlighted in a recent systematic 
review of anti-bullying programmes that found the biggest reductions in bullying 
victimisation to have been produced by interventions with a computer-based learning 
element (Farrington & Ttofi, 2009). These findings are encouraging in light of the 
growing use of computers in education and the development of new anti-bullying 
interventions that rely on virtual learning environments such as the KiVa Programme 
in Finland (Salmivalli, Kärnä, & Poskiparta, 2009) and the Pestkoppenstoppen Pro-
gramme in the Netherlands (Jacobs, Völlink, Deue, & Lechner, 2014). This type of 
virtual role-playing games can help children learn how to respond in similar situations 
in real life and, as this evaluation has shown, they can be particularly effective as an 
intervention (and possibly prevention) tool to equip victims with the necessary skills 
to deal with bullying effectively, especially if incorporated within a whole-school 
anti-bullying policy and rigorously implemented. To achieve the best possible results, 
we have suggested that any new virtual learning programmes for victims of cyber-
bullying be designed in such a way that characters are believable, expressive and rela-
tively autonomous in the sense that they do not follow a pre-scripted narrative. More 
research is also needed to establish whether such approaches work better when imple-
mented in the class environment or can work equally as well or better when used 
by students at home. As our own results have indicated, it is unlikely that this kind 
of approach will be similarly effective for all students who might be experiencing 
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Learning to cope: lessons from FearNot! 91

bullying; therefore, future evaluations should attempt to examine in more detail who 
is more likely to be receptive to this kind of intervention. 
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 Introduction 

 This chapter discusses the development process and concept test of a digital serious 
game to combat cyberbullying in the first and second grade of secondary schools in 
Flanders (Belgium). The term ‘serious game’ is used to describe ‘any form of inter-
active computer-based game software for one or multiple players to be used on any 
platform and that has been developed with the intention to be more than entertain-
ment’ (Ritterfeld, Cody, & Vorderer, 2009, p. 6). Other terms have been used for 
serious games referring to specific goals: games for health, persuasive games, social 
impact games, etc. It is often argued that serious games are theoretically well suited 
for learning and behaviour change among young people: 1) games are intrinsically 
motivating; they are ‘fun’ (Baranowski, Buday, Thompson, & Baranowski, 2008; 
Prensky, 2007; Ritterfeld et al., 2009); 2) games have the potential to incorporate 
processes that are important for learning and behaviour change: immediate feed-
back, scaffolding, practice, reward structures, etc. (Baranowski et al., 2008; Shegog, 
2010; Whitton, 2012); and (3) games already have young people’s attention; they 
provide a good ‘fit’ with the target group (Prensky, 2007). Empirical studies, more-
over, have shown that serious games can indeed be effective for learning and for 
behaviour change (for reviews see: Connolly, Boyle, MacArthur, Hainey, & Boyle, 
2012; Kharrazi, Shirong Lu, Gharghabi, & Coleman, 2012). 

 The serious game on cyberbullying that is discussed in this chapter is cre-
ated in the context of an interdisciplinary project, called “Friendly ATTAC” 
(ATTAC = Adaptive Technological Tools Against Cyberbullying). The game is 
still in an early phase of development. This chapter will provide an overview of 
the formative research that was conducted in the past two years, and present the 
results of a first concept test in which the background story, the first graphics, 
and the main game characters were presented to the target group. 

 6 
 THE DEVELOPMENT OF A SERIOUS 
GAME ON CYBERBULLYING 

 A concept test 

 Katrien Van Cleemput, Heide Vandebosch, 
Karolien Poels, Sara Bastiaensens, Ann DeSmet 
and Ilse De Bourdeaudhuij 
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94 Katrien Van Cleemput et al.

 Cyberbullying prevention 

 Cyberbullying appeared on the public (and research) agenda for the first time 
in 2005 in Flanders, but also worldwide. Since then, it has continued to be con-
sidered an important problem by principals, teachers, and students of Flemish 
schools, as well as by the larger public (Steffgen, Vandebosch, Völlink, & Dehue, 
2010; Vandebosch, Beirens, D’Haese, Wegge, & Pabian, 2012; Vandebosch & Van 
Cleemput, 2008, 2009). Internationally recognized scientific studies have inves-
tigated different aspects of cyberbullying (e.g. frequency, profiles of bullies and 
victims, impact on well-being, etc.) and their findings have consolidated societal 
concerns (e.g., Notar, Padgett, & Roden, 2013; Tokunaga, 2010; Wingate, Min-
ney, & Guadagno, 2012). 

 To tackle this form of bullying, a multi-faceted approach is required in which 
schools (students, staff, parents), (cyber)police, software providers, e-safety organi-
zations, media sources, policy-makers, and researchers cooperate (Cross, Li, Smith, & 
Monks, 2012; Diamanduros, Downs, & Jenkins, 2008; Mishna, Cook, Saini, 
Wu, & MacFadden, 2009; Pearce, Cross, Monks, Waters, & Falconer, 2011; 
Slonje, Smith, & Frisén, 2013; Steffgen et al., 2010). Prevention is an important 
facet of this approach. However, there is a distinct lack of prevention programs and 
materials to increase knowledge, change attitudes, and ultimately change behav-
iour in Flanders. Those that exist lack a theoretical and evidence-based approach, 
or only aim to increase awareness. One theoretically sound and evidence-based 
research project for Flanders on bullying exists (Stevens, De Bourdeaudhuij, & 
Van Oost, 2000). However, it does not include cyberbullying. Therefore, the aim 
of the Friendly ATTAC project is to take the first step in the development of a 
theoretically sound and evidence-based prevention programme on cyberbullying. 

 Formative research 

 The theoretical planning model that is used in this project is the “Intervention 
Mapping approach” (Bartholomew et al., 2011). The intervention mapping proto-
col (IM) describes a series of steps that programme planners can follow to create 
theory- and evidence-informed intervention programmes, in order to maximise 
the effectiveness of their programmes. Intervention mapping has been used to 
develop serious games in the past on, for example, healthy nutrition, physical 
activity promotion, and sex education (Baranowski et al., 2011; Brown et al., 2012; 
Shegog et al., 2001). 

 In the first step of IM, a stakeholder group was established that involves soci-
etal (educational policy makers, mental health promotion organisations, educa-
tors, youth organisations) and technological stakeholders. This group was asked 
to discuss the progress, development, and expert views on the project biannu-
ally. Also, focus groups with youngsters, educational stakeholders, and cyberbul-
lying and health intervention experts were organised to map current initiatives 
and to get better insight into the expectations of each of these groups. Next, a 
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A serious game on cyberbullying 95

needs assessment of cyberbullying was performed, based on the PRECEDE model 
(Green & Kreuter, 2005). This model draws the researchers’ attention to differ-
ent aspects of a phenomenon: in this case, the quality of life and health problems 
related to involvement in cyberbullying, behavioural factors (i.e., the forms of 
cyberbullying, victims’ coping behaviour, bystanders’ reactions) and environmen-
tal factors (e.g., the school, technological affordances of online services), and their 
respective personal determinants (e.g., social skills, knowledge, attitude). 

 Based on the discussions with the stakeholders, the focus groups, and the needs 
assessment results, it was decided to aim the intervention at 12- to 14-year-olds. In 
Flanders, this is the period when cyberbullying reaches its peak. As the youngsters 
emphasised in the focus groups that they would like to play a game on cyberbul-
lying in a safe environment, a single-player game was chosen, and it was decided 
that the game should be played in the school context. 

 In the second step of intervention mapping, the focus is shifted from describ-
ing and explaining the detrimental behaviour toward describing the behavioural 
changes that should be made in order to minimise negative mental health con-
sequences. In choosing these behaviours, it is important to prioritise behavioural 
changes that are most beneficial for positive mental health outcomes (Bartholomew, 
Parcel, Kok, Gottlieb, & Fernandez, 2011). The serious game will, first of all, focus 
on the behaviour of the bystanders of cyberbullying. Adolescents are typically most 
often confronted with cyberbullying as bystanders and not necessarily victims or 
bullies. Intervention programs (primarily) aiming at changing bystanders’ behav-
iour, moreover, prove to be effective in reducing the bullying (Polanin, Espelage, & 
Pigott, 2012; Salmivalli, Kärnä, & Poskiparta, 2011). In order to describe the behav-
ioural outcomes (i.e., the desired behaviour) for bystanders, additional research was 
required. Thus, focus groups were conducted among 12- to 15-year-olds (N = 61) 
(DeSmet et al., 2014) to explore the behavioural determinants of bystander behav-
iour in cyberbullying. The findings of these focus groups were validated in a survey 
that was conducted among students in Flemish schools (N = 1,750). 

 Based on these results and the results of recent studies on bystander behaviour 
(see e.g. Barlińska, Szuster, & Winiewski, 2013; Freis & Gurung, 2013; Kowalski, 
Schroeder, & Smith, 2013; Macháčková, Dedkova, Sevcikova, & Cerna, 2013; Pöy-
hönen, Juvonen, & Salmivalli, 2012), behavioural outcomes could be described and 
broken down into smaller behavioural steps called “performance objectives”. The 
end product of the second step in the intervention mapping protocol consists of 
matrices in which these performance objectives are crossed with their determinants 
(e.g., knowledge, skills and self-efficacy, attitudes and outcomes and perceived social 
norms) to form change objectives. In   Table 6.1   an example is provided of a matrix 
for the performance objective ‘Always comfort the victim’. The column headings 
represent the determinants, and the change objectives can be found in the cells. 

 In the third step of intervention mapping, theory-informed intervention meth-
ods for behaviour change are selected. Basic methods for behaviour change are, for 
instance, active learning (Elaboration Likelihood Model, Social Cognitive Theory) 
and modelling (Social Cognitive Theory) (Bartholomew et al., 2011). These theories 
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96 Katrien Van Cleemput et al.

TABLE 6.1 Example of matrix for performance objective ‘Always comfort the victim’, 
determinants and change objectives

Performance objective Knowledge Self-efficacy Outcome 
expectancies

Perceived social 
norms

Always comfort 
the victim

Recognize that 
by comforting 
the victim, you 
are making 
the victim feel 
better

Express 
confidence 
in being able 
to comfort or 
provide advice 
to the victim

Expect that 
by comforting 
the victim, 
they will feel 
better

Recognize that 
your friends 
expect you to 
comfort or 
provide advice 
to the victim

Describe ways 
to comfort a 
victim that is in
line with your 
personality

are translated into practical applications, in our case as features/mechanisms of a 
digital serious game. In the following sections, the use of a background narrative in 
the game, as one specific method for behaviour change, will be discussed. 

 Creation of the materials 

 Step four of the intervention mapping protocol consists of the creation of the pro-
gramme materials. The development of the game is an iterative process in which 
phases of implementation and evaluation are alternated. The remainder of this 
chapter will be devoted to a description of the concept test of the background nar-
rative whilst also describing the playable and non-playable characters, their graphi-
cal representations, and their specific role within the game. The elements that are 
more specifically related to video game experience, for example game controls, 
feedback mechanisms (Boyle, Connolly, Hainey, & Boyle, 2012; Ryan et al., 2006), 
will be tested in a later phase of the project. 

 In this phase of intervention mapping, creative professionals (story writer, game 
designer, graphic designer, etc.) are involved in the process. The materials are 
created through a back-and-forth movement between the program planners and 
the creative professionals. The program planners let the creative professionals do 
their work, but periodically check if the change objectives are addressed using an 
appropriate method (Bartholomew et al., 2011). 

 Four professional story writers were asked to write a short proposal for a story. 
The story writers were briefed about the phenomenon of cyberbullying, and about 
the performance objectives. A choice was made based on several criteria: is the 
story not too childish or too tragic?; is the story appealing to both sexes?; are there 
possibilities to include cyberbullying situations in the story?; etc. After a specific 
story was selected, several meetings were held between the story writer and the 
research team to develop the story further. The final story is displayed in  Box 6.1 . 
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A serious game on cyberbullying 97

  BOX 6.1   THE MESSENGER  

 It is the year 2044 and Barbara West, a famous research journalist, dies 
when she tries to reveal the identity of a mysterious cyber terrorist who 
calls himself “The Messenger”. She leaves behind a suitcase containing 
six objects that could lead to the evil terrorist. Her courageous son, Rafa, 
wants to travel through time in a time machine that was built by his father, 
the genius Professor West, and save her. However, because of a fault in 
the machine, he does not get sent two years back in time, but instead he 
arrives thirty years back in time, to 2014. When the time machine turns 
out to be broken, it looks like Rafa is stuck in the past. Then he recognises 
something from a picture in Barbara’s suitcase: a school building. Rafa 
realises that, in 2014, “The Messenger” is only a teenager. He decides to 
infiltrate the school building and look for the five remaining trails that 
could lead to “The Messenger”. If he can stop “The Messenger” in the 
past, he might be able to save his mother. Rafa suspects everyone, and 
when he starts his search he is confronted with a web of intrigue and 
cyberbullying. Soon it becomes clear that “The Messenger” is some-
one who was involved in the bullying. To change the future he needs to 
get more insight into the cyberbullying and change “The Messenger”. 
(Uytendhouwen, 2013) 

 Narratives in health communication 

 The two main theories that inform us about the role of a story or “narrative” in 
health communication are Transportation Theory and the Extended Elaboration 
Likelihood Model (see Busselle & Bilandzic, 2009; Green, Brock, & Kaufman, 
2004; Green & Brock, 2000; Moyer-Guse, 2008; Slater & Rouner, 2002). A good 
narrative allows the participant to get “transported”, “engaged”, “immersed” or 
“engrossed” in the story (Moyer-Guse, 2008). The most commonly used term, 
“transportation”, is defined as “a convergent process, where all mental systems 
and capacities become focused on events occurring in the narrative” (Green & 
Brock, 2000). 

 Narrative engagement has two important outcomes: higher narrative engage-
ment is associated with higher enjoyment of media content (Busselle & Bilandzic, 
2009), and narrative engagement can lead to a change in beliefs and attitudes 
(Green & Brock, 2000, 2013; Moyer-Guse, 2008; Slater & Rouner, 2002). With 
regard to change in beliefs and attitudes, Transportation Theory states that par-
ticipants that are more engaged in a story show more story-consistent beliefs 
and opinions, because they are less likely to look for counter-arguments to the 
beliefs and opinions that are expressed in the story (Green et al., 2004; Green & 
Brock, 2000). 
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98 Katrien Van Cleemput et al.

 For programme planners, it is important to know what dimensions narrative 
engagement consists of, and how optimal circumstances for reaching narrative 
engagement can be created. 

 Green and Brock (2000) distinguished three dimensions of transportation: 

 • emotional reactions (being curious about how the story ends, feeling the 
emotions along with the characters); 

 • mental imagery (being able to picture the events taking place and having a 
vivid image of the characters); 

 • loss of access to real-world information (losing sense of time, not being dis-
tracted by the events occurring in the room). 

 Buselle and Bilandzic (2009) elaborated on this work and created a compre-
hensive process model of narrative engagement including insights from transpor-
tation theory, but also from the literature on the related concepts of identification 
(Cohen, 2001), presence (Lee, 2004), and f low (Csikszentmihalyi, 1997). They 
constructed a “narrative engagement scale” consisting of four components: 

 • narrative understanding (the story is not difficult to understand); 
 • attentional focus (not being distracted); 
 • narrative presence (sensation of being in the story); 
 • emotional engagement (feeling for and with the characters). 

 The concept of narrative transportation was later integrated in the Extended 
Elaboration Likelihood Model (E-ELM). The E-ELM is a version of the Elabo-
ration Likelihood Model (Cacioppo & Petty, 1984) that was adapted to explain 
why and how entertainment education can be effective (Slater & Rouner, 2002). 
According to this model, transportation (or absorption) is positively predicted by 
story line appeal, quality of production, unobtrusiveness of persuasive subtext 
and homophily (which will be discussed below in the section on the characters) 
(Slater & Rouner, 2002). 

 With regard to the quality of the production, Green, Brock and Kaufman (2004) 
also emphasised the importance of “craftsmanship” for transportation, asserting 
that “poorly constructed narratives do not help readers enter the story world” 
(p 320). As mentioned above, the story in our game ( Box 6.1 ) was developed by a 
professional story writer and has a typical narrative structure (Baranowski et al., 
2008; Sood, Menard, & Witte, 2004). The story consists of a protagonist (Rafa = 
the player), an antagonist (The Messenger, a terrorist who killed Rafa’s mother), 
internal conf lict (Rafa has to remain friendly with the other characters, but at the 
same time needs to find which of these characters is The Messenger), and external 
conf lict (several characters try to thwart Rafa in his objectives). Throughout the 
story, Rafa goes through a shift from hesitance to confidence in reacting to cyber-
bullying. The plot also contains a love triangle. Referring to the discussion above, 
the following topics will be investigated in the concept test: 
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A serious game on cyberbullying 99

TABLE 6.2 Topics for investigating the narrative

Story line appeal E-ELM

Quality of production E-ELM

Story Transportation theory/ E-ELM

Graphics E-ELM

Unobtrusiveness of persuasive 
subtext

E-ELM

Narrative immersion/transportation

Narrative understanding Narrative engagement scale

Emotional reactions Transportation theory/narrative engagement scale

Mental imagery Transportation theory/narrative engagement scale

Loss of access to real world 
information

Transportation theory/narrative engagement scale

     Involvement with characters 

 The characters are connected to the story, yet they fulfil a crucial role in both 
media enjoyment and the persuasive power of media content. In the field of media 
studies, “identification” with characters is considered a key factor in explaining 
media enjoyment (Cohen, 2001; Hoffner & Buchanan, 2005). People like watch-
ing television shows and movies because they start to share the feelings of the 
character (affective), share the perspective of the character (cognitive), internalise 
and share the goals of the character, and, ultimately, get absorbed in the charac-
ters (self-awareness is lost) (Cohen, 2001). This process is very closely related to 
transportation (although the focus is explicitly on the characters), and accord-
ing to the Extended Elaboration Likelihood model for Entertainment-Education 
(Slater & Rouner, 2002), identification with characters will also reduce counter-
arguing. According to Cohen (2001), identification can be used consciously to 
persuade by making the source of the message attractive, rather than the message 
itself. Thus, the participant can be involved with the characters in the game in 
many different ways. 

 In video games, it is expected that a player will identify with the playable 
character (in our case Rafa). In this sense, the avatar that will be used to represent 
Rafa needs to be chosen carefully. Research has noted (Van Looy, Courtois, De 
Vocht, & De Marez, 2012) that “avatar identification” has three subcomponents: 
similarity identification (seeing resemblance between the self and the character), 
wishful identification (wanting to have the same characteristics as the character), 
and embodied presence (feelings of acting through the character). The avatar for 
Rafa will be adaptable in the game. The players will be able to choose between a 
female or male Rafa and they will be able to alter physical attributes. 

 Besides playable characters, other, pre-programmed or “non-playable” char-
acters will also play a role in the game. These other characters, “satellite charac-
ters” in the Entertainment-Education literature (Sabido, 2004), can be used as role 
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100 Katrien Van Cleemput et al.

models. A core theory in Entertainment-Education is Bandura’s Social Cognitive 
Theory (SCT) (Bandura, 2004). According to this theory, people do not only learn 
through direct experiences, but also through the power of social modelling. Social 
modelling implies that a person learns by observing the successes and mistakes 
of others. In our game, some of the non-playable characters will serve as positive 
role models. In order for social modelling to occur, it is imperative that these role 
models are actively and decisively chosen. Positive role models are usually cre-
ated to be culturally admired characters. Thus, through a process of “wishful” 
identification, the participant is likely to adopt the role model’s beliefs, attitudes, 
and, ultimately, their behaviour (Hoffner & Buchanan, 2005). Furthermore, role 
models should look and feel familiar to the participant. Viewing an individual 
similar to themselves change his or her life for the better raises a participant’s sense 
of self-efficacy, which is an important predictor of behaviour (Bandura, 2004). 
The following topics will be investigated in the concept test: 

TABLE 6.3 Topics for investigating the characters

Similarity

Visual representation of the character E-ELM

Background characteristics of the character (e.g. interests) SCT, identification

Wishful identification SCT

Adaptivity identification

     Method 

 In December of 2013 and January of 2014, twelve focus group interviews were 
conducted among 63 students from the first and second year of secondary educa-
tion in Flanders (12- to 14-year-olds). In each selected school, four to six boys and 
four to six girls were randomly selected from the students that had received active 
parental consent to participate in the study. The respondents were informed of the 
goals of the study and the ways in which the data would be handled before they 
were asked to give their consent to participate in the study. 

 In the focus group interviews, the students were shown a five-minute intro-
ductory clip (images and voice) of the narrative, and a video of the tutorial level. 
For Rafa’s character, six possible avatars were presented and the respondents were 
asked which avatar they would like to use for playing Rafa, and how they would 
like to personalize it. Finally, the role of the non-playing characters was described 
to the students, and again six possible avatars for each of the characters were pre-
sented. The questionnaire that was used during the interviews was based on the 
topics mentioned in   Tables 6.2   and   6.3  . The interviews were transcribed and ana-
lysed using Nvivo 10. A thematic analysis (Gomm, 2004) was performed starting 
from the topics that were presented Tables   6.2   and   6.3  . 
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A serious game on cyberbullying 101

 Results 

 Story line appeal and quality of production 

 In general, the respondents found the story appealing. They described it as ‘excit-
ing’ and ‘adventurous’, and they were curious about the story’s ending. Story 
elements that were especially appreciated were the assault (that killed the jour-
nalist), the time travelling, and the ‘detective style’. There was, however, a dif-
ference between the first graders (12- to 13-year-olds) and the second graders 
(13- to 14-year-olds). While the groups of first graders reacted very enthusiasti-
cally, in the groups with second graders several students were more critical. They 
found the story a bit cliché and predictable and suggested adding some surprising 
elements. 

 The respondents agreed that the quality of the images was good, but that 
they should be presented in a more attractive way and preferably in animated 
form. Moreover, the story should be told by a professional voice actor. The stu-
dents had interesting suggestions for improving the quality of the clip. Some of 
these suggestions (e.g., tell the story from Rafa’s perspective, add colour accents, 
and add background music and noises) are fairly easy to change. Others, for 
example using animation or visual effects, are less feasible within the scope of 
this project. 

TABLE 6.4 Quality of production

Positive Negative Suggestions

Story Well-constructed,

Exciting, 
adventurous

Too cliché, too 
predictable

Add surprising elements (e.g. 
unexpected identity of The 
Messenger)

Images Not too many 
images

Nice images

Dark, but fits with 
story

Too few images

Too much grey 

More images

Show visual representation of 
‘The Messenger’

Moving images/visual effects

Show action (e.g. assault)

Add colour accents (e.g. time 
machine)

Narrator Slow and clear Too slow

Intonation too f lat

Too formal

Hire a professional voice actor

Tell the story from Rafa’s 
perspective (instead of third 
person perspective)

Use multiple voices (dialogs)

Other Add music

Add background noises 
(explosion, etc.)

D
ow

nl
oa

de
d 

by
 [

N
at

io
na

l L
ib

ra
ry

 o
f 

th
e 

Ph
ili

pp
in

es
] 

at
 2

2:
50

 0
1 

N
ov

em
be

r 
20

17
 



102 Katrien Van Cleemput et al.

     Unobtrusiveness of persuasive subtext 

 With regard to the persuasive subtext of the story, the students were asked whether 
they had noticed the association between the story and cyberbullying behaviour. 
The most obvious link for the respondents was that between the hacker in the 
story (‘The Messenger’) and cyberbullying behaviour. Most of the respondents 
comprehended that something in The Messenger’s past needs to be changed so 
that he never becomes The Messenger and Rafa’s mother is never killed. Sev-
eral respondents, however, did have some difficulty with the transition from the 
‘harder’ violence in the introductory clip (assaults, explosions) to the ‘softer’ nature 
of cyberbullying at school. A girl from the second year, for instance, said: “yeah, 
but this Messenger controls the entire world in 2044, but it is not like you can rule 
the world by cyberbullying. You can make people nauseous by bullying. If you 
are bullied you feel bad, but it is not like you can suddenly control the electricity 
or something like that”. 

 Narrative immersion 

 In order for a reader to get immersed in a story, he or she needs to understand 
the story line. In our focus groups we asked the respondents three control ques-
tions to check whether they understood the story line: ‘When does the story take 
place?’, ‘Who is Barbara?’ and ‘What is Rafa’s task at the end of the story?’. These 
control questions were answered correctly in all groups. However, throughout 
the conversations, it became clear that several aspects were not clear to all respon-
dents, e.g. why only Rafa goes back in time, what Rafa’s age is and whether The 
Messenger knows that Rafa went back in time or not. In the final version of the 
introduction clip, these aspects will need to be clarified. 

 A second important aspect of narrative immersion is emotional reactions to a 
story. The two story aspects that the respondents reacted to emotionally were the 
death of Rafa’s mother and the idea of Rafa being stuck in the past. Several respon-
dents indicated that they found it difficult to become emotionally engaged in the 
story because the pace of the clip was too slow. With regard to graphics, several 
respondents indicated that they were affected by the representation of the future 
as a dark and gloomy place. Respondents from all groups were curious about the 
story’s ending. 

 Finally, with regard to mental imagery, the respondents agreed that the images 
helped them to picture the events in their mind. Using moving images, showing 
the characters more explicitly in the clip, and telling the story from Rafa’s perspec-
tive would, however, make this process easier. While the groups of second graders 
were more critical to the story line than the first graders, they did seem to have 
reached a higher level of mental imagery as they started to suggest additional plots 
for the story (e.g. complicated love triangles, possible endings, etc.). 

 It was expected that the fourth aspect of narrative immersion, loss of access to 
real world information, would be difficult to achieve in the setting in which this 
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A serious game on cyberbullying 103

concept test took place (during school, in a group setting . . .). The respondents 
indeed seemed to be easily distracted by other students in the room and by other 
elements (background noises, school materials . . .) .

 Involvement with characters 

 Playable character: Rafa 

 We showed the respondents six possible visual representations for Rafa that were 
drawn from a character database. The girls could choose among six female avatars, 
the boys among six male avatars. Both boys and girls thought that the characters 
looked more like 17- to 18-year-olds than like people of their own age. For the 
girl characters, this was especially related to the large breast sizes and the mature 
faces. The male characters were too muscled (especially the arms) and had too 
much facial hair growth for people of their age. Also with regard to the clothing, 
the respondents agreed that the characters were not dressed like themselves. Spe-
cific aspects that they regarded as old-fashioned were the boot-cut trousers, which 
should be replaced by skinny jeans, and the shoes, which should be replaced by 
fashionable sneakers. 

 The players were asked whether they would like to be able to adapt Rafa’s 
appearance. The respondents liked the idea of choosing between different avatars 
for Rafa and personalizing it with different hair colours, skin colours, etc. Several 
respondents suggested that additional possibilities for personalization (e.g. hand-
bags, tattoos, jewellery) should be earned throughout the game. In two groups, 
students suggested that it should be possible to change the name ‘Rafa’ to a self-
chosen name/one’s own name. 

 Overall, the respondents liked the character of Rafa. They thought he/she was 
a cool and adventurous character (‘he/she has guts’). The girls liked that Rafa was 
not a ‘girly’ girl, but an adventurous and ‘tough’ girl. 

 Non-playable characters 

 Four non-playable characters were discussed with the respondents. These char-
acters were Febe, Emma, Lars and Kasper.  1   For each of these characters, a short 
description by the respondents (see   Table 6.5  ) and six possible visual representa-
tions were presented. 

     With regard to the visual representations of the background characters, the 
respondents again indicated that the characters looked too old to represent people 
of their age and that their clothes were old-fashioned. 

 The character ‘Febe’ was created to serve as a positive role model in the game. 
The respondents liked the idea that she freely expresses her opinion of the cyber-
bullying incidents. They imagined her to be kind, trustworthy, funny, smart, 
energetic, and that she is someone who takes initiative, a bit of a daredevil. A boy 
in the second year of preparatory vocational education indicated that he liked that 
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TABLE 6.5 Description of four non-playable characters

Febe Febe is the first student that Rafa gets to know when he arrives in The 
Messenger’s school. She and Rafa become friends. Febe always expresses her own 
opinion with regard to the cyberbullying. She also encourages Rafa to ref lect about 
the cyberbullying instances. 

Emma Emma is the prettiest girl at school. She writes for the school blog. Emma is 
friends with Lars and Kasper (they are both in love with her)

Lars Lars is big and strong. He is older than the other students, because he had to retake 
his year. Lars sometimes cyberbullies other students. He is in love with Emma.

Kasper Kasper is a skinny and silent boy. He loves science fiction and has a thing 
for computers. He is secretly in love with Emma and he becomes a victim of 
cyberbullying in the game.

Febe is  “less princessy than the girls in other videogames”.  When asked whether they 
would accept Febe’s advice, the respondents indicated that she should earn their 
trust first, and that it would depend on the advice “ . . . for example, my parents often 
tell me to stop using Facebook or Twitter. If she would say that, I wouldn’t listen, because I 
don’t listen to my parents about that either” (girl, second year preparatory education).  Febe 
was considered a realistic character. The respondents indicated that they believed 
that someone like that exists, and some even spontaneously started naming people 
they know whom Febe reminded them of. 

 ‘Kasper’ is one of the characters in the game who is cyberbullied. The majority 
of the respondents pictured him as a nice, shy, smart person, who is a bit of loner. 
One respondent described him as  “someone you don’t hate, but would not normally 
hang out with” (girl, second grade vocational education).  Kasper also reminded the 
respondents of people they know in real life. The students from the second grade 
had a somewhat different view on Kasper. They suggested that he would be some-
one who seems shy and a bit of a loner at first, but who turns out be really cool 
in the end (has a cool hobby nobody knows about, and becomes more empow-
ered as the game continues). Kasper was most often suspected for growing up to 
become The Messenger. 

 ‘Lars’ is a cyberbully in the game. The respondents think of him as someone 
who is tough and who easily becomes jealous, is not good at school, likes to fight, 
and hangs out with bad friends. In most of the groups, Lars was considered a real-
istic character. One group of girls (first year, general education) thought he was 
realistic, but could not be someone from their close social environment. 

 ‘Emma’, finally, is a girl who forms the love interest of both Kasper and Lars. 
While Emma was intended as a nice, smart girl who was popular among the class 
members in the game, the respondents interpreted her character as a ‘mean girl’. 
They described her as a person who acts dominant towards the girls (‘bossy’, ‘feels 
better than other people’) and promiscuous towards the boys (‘draws the boys’ atten-
tion, ‘overreacts’). The phrase ‘Prettiest girl in school’ especially seemed to evoke 
this type of reaction. Also, in several groups the respondents found that ‘being the 

D
ow

nl
oa

de
d 

by
 [

N
at

io
na

l L
ib

ra
ry

 o
f 

th
e 

Ph
ili

pp
in

es
] 

at
 2

2:
50

 0
1 

N
ov

em
be

r 
20

17
 



A serious game on cyberbullying 105

prettiest girl in school’ conflicted with ‘writing for the school blog’. Emma, as they 
described her, was also considered a realistic character by the respondents. Again 
the students started naming other students in the school who resembled Emma. 

 Conclusion 

 The concept test provided the researchers with a lot of information on how to 
improve the current materials, and on what needs to be taken into account when 
developing new program materials. In order to reach a higher level of narrative 
engagement with the background story, two main aspects should be taken into 
account. First, in its final form, the background story cannot be too predictable 
(i.e. too obvious who The Messenger is) and too cliché (i.e. too stereotypical 
characters). The researchers should explore how different story endings can be 
integrated in the game. 

 Next, the concept tests confirmed Green, Brock and Kaufman’s (2004) state-
ment that craftsmanship is important when developing a health intervention. It 
was clear that the elements that were created by professionals (i.e. the story and the 
images), were more appreciated by the students than the elements that were cre-
ated by non-professionals (assemblage of images, voice-over). The quality of the 
final clip should be at an acceptable level for the target group. 

 With regard to involvement with the characters, most of the character profiles 
were considered realistic by the students. The students also provided useful sug-
gestions on how to complete the character profiles. The visual representations of 
the characters, on the other hand, need to be reconsidered by the researchers. The 
older look of the characters and the old-fashioned clothes impeded the respondents 
from feeling similar to the characters. 

 The development of a serious game is an iterative process. The next iteration, 
in which the game mechanics and user interface are prototyped and implemented, 
has already started. The integration of narratives and game mechanics has been 
a considered a difficult challenge by many (educational) game designers (Amory, 
2007; see e.g. Dickey, 2006; Lee, Park, & Jin, 2006). While narratives can con-
tribute to both game enjoyment and behaviour change, as was argued above, the 
interactive nature of games can be difficult to reconcile with the (often) linear 
structure of stories: ‘The challenge to designers is how to tell a story and still per-
mit the player to affect or possibly change the story, depending on choices made 
throughout the game’ (Dickey, 2006, p. 73). In order to overcome this challenge, 
game designers can use different strategies (e.g letting the story branch off depend-
ing on the player’s choices and letting the players choose the order in which they 
access different components of the story) and narrative devices (cut scenes, f lash 
backs, cliff-hangers, etc.) (Dickey, 2006). 

 Before changes will be made to the current intervention materials, the research-
ers will have to clearly map their implications. For instance, if certain parts of the 
story are omitted, modelling as a method could be deleted, and an alternative 
should be found. 
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106 Katrien Van Cleemput et al.

 The process evaluation will continue throughout the development process. 
As soon as a sufficient amount of intervention materials are available, a con-
trolled lab test will be held to test positive effects and possible side effects on 
the behavioral determinants of cyberbullying that were mapped in formative 
research. 

 Note 

 1 Due to the time constraints posed by the schools, in most of the groups only two or three 
characters were discussed. The order of the topic list was changed before each conversa-
tion in order to collect data on all characters .
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 Introduction 

 The growing popularity of social media (e.g., Facebook, Twitter) and instant mes-
senger services (e.g., IMchat, Twitter) do not always lead to positive experiences 
(Gross, 2004). Cyberbullying is defined as a repeated aggressive and intentional act, 
carried out by a group or an individual, using electronic forms of contact. This act 
is directed towards a victim who cannot easily defend him or herself (Smith et al., 
2008). Between 20% and 40% of the adolescents worldwide report being a cyber-
bully victim (Tokunaga, 2010). Research has indicated that cyber victimisation is 
associated with serious internalising difficulties such as depression (Perren, Dooley, 
Shaw, & Cross, 2010; Ybarra & Mitchell, 2004), anxiety (Campbell, Spears, Slee, 
Butler, & Kift, 2012), emotional distress (Ybarra & Mitchell, 2004), and suicidal-
ity (Hinduja & Patchin, 2010; Schneider, O’Donnell, Stueve, & Coulter, 2012). 
Cyberbully victims also more often have experienced drugs, alcohol, physical, or 
sexual abuse, have displayed delinquent and aggressive behaviour, have problems 
at school and have dropped out of school (Beran & Li, 2005, 2007; Katzer, Fetch-
enhauer, & Belschak, 2009; Lewinsohn, Hops, Roberts, & Seeley, 1993; Mitchell, 
Ybarra, & Finkelhor, 2007; Raskauskas & Stoltz, 2007; Ybarra, Mitchell, Wolak, & 
Finkelhor, 2006; Ybarra, 2004). Additionally, there appears to be a positive rela-
tion between engaging in cyber aggression and adolescents reporting more loneli-
ness, lower global self-worth, having fewer mutual friendships and receiving lower 
ratings of social acceptance and popularity by peers (Schoffstall & Cohen, 2011). 
Cyberbullies as well as cyberbully-victims (i.e., both victim and bully) have worse 
subjective health than those who are not involved (Låftman, Modin, & Östberg, 
2013), and victims of both traditional and cyberbullying (i.e., (cyber)bully victims) 
are four times more likely to experience depressive symptoms and five times more 
likely to attempt suicide when compared to non-victims (Schneider et al., 2012). 

 7 
 ONLINE PESTKOPPENSTOPPEN 
[STOP THE BULLY ONLINE] 

 The systematic development of a web-based 
tailored intervention for adolescent cyberbully 
victims to prevent cyberbullying 1  

 Niels C. L. Jacobs, Francine Dehue, Trijntje Völlink 
and Lilian Lechner 
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 Unfortunately, intervention programmes that deal specifically with cyberbul-
lying are scarce (Slonje, Smith, & Frisén, 2013). Moreover, students perceive that 
methods used in traditional bullying incidents are not equally effective in cyber-
bullying incidents (Paul, Smith, & Blumberg, 2012). Therefore, there is an urgent 
need for effective cyberbullying interventions. Ideally, these interventions should: 

 • Do more than increase awareness of potential threats of the Internet by offer-
ing victims intensive intervention strategies on the basis of individual needs 
of the student (Snakenborg, Van Acker, & Gable, 2011); 

 • Offer health education and teach emotional self-management competencies 
(Patchin & Hinduja, 2011); 

 • Increase victims’ knowledge of reactive (e.g., deleting, blocking and ignoring 
messages), preventive (e.g., increased awareness and security), and effective 
strategies and resources that enable victims to cope with the experienced stress 
and negative emotions (Tenenbaum, Varjas, Meyers, & Parris, 2011); 

 • Aim at reducing traditional bullying as well (Olweus, 2012), because victims 
are often involved in both forms of bullying (Casas, Del Rey, & Ortega-Ruiz, 
2013; Hemphill et al., 2012; Hinduja & Patchin, 2008); 

 • Include training in empathy, Internet etiquette, and healthy Internet behaviour 
(Ang & Goh, 2010; Barlińska, Szuster, & Winiewski, 2013). 

 Moreover, cyberbully victims often are unwilling to talk to a parent (Ybarra, 
Diener-West, & Leaf, 2007), teacher (Slonje et al., 2013; Smith et al., 2008) or 
other adults (Ahlfors, 2010). They spend a lot of time online (Lenhart, Purcell, 
Smith, & Zickuhr, 2010), prefer to get anonymous help (M. Webb, Burns, & 
Collin, 2008), and report a need for information and help through the Internet 
(Havas, de Nooijer, Crutzen, & Feron, 2011). Therefore, the best method to deliver 
cyberbullying interventions would be via the Internet. Furthermore, web-based 
interventions can be used whenever and wherever the individual prefers (Oenema, 
Brug, Dijkstra, Weerdt, & Vries, 2008), can reach a lot of people in a relatively 
cheap way (Cobiac, Vos, & Barendregt, 2009), and have the possibility to use tai-
loring (De Vries & Brug, 1999), which appears to be a successful health promotion 
technique (Krebs, Prochaska, & Rossi, 2010; Noar, Benac, & Harris, 2007). 

 To increase the effectiveness of such an intervention, a planned, systematic, 
and theory-based approach is needed (Brug, Oenema, Kroeze, & Raat, 2005). 
Contrastingly, the interventions that currently exist are often based on practical 
beliefs or common sense approaches, without a basis in theory or research results 
(Snakenborg et al., 2011). A theoretically sound and evidence-based intervention 
should provide a description of what works, under what circumstances and for 
whom (Smith, Salmivalli, & Cowie, 2012), with a thorough insight into the rele-
vant determinants of behavioural change, the theoretical methods to change these 
determinants, and how the theoretical methods are translated into practical inter-
vention strategies (Michie, Johnston, Francis, Hardeman, & Eccles, 2008; Webb, 
Joseph, Yardley, & Michie, 2010). In order to meet the need for theoretically 
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112 Niels C. L. Jacobs et al.

sound and evidence-based interventions, and based on theory and recommenda-
tions from the literature, we have developed an intervention containing three 
web-based and computer tailored pieces of advices for cyberbully victims:  Online 
Pestkoppenstoppen  (Stop online bullies). This paper will focus on the systemati-
cally and theory-based development of the intervention, using the Intervention 
Mapping (IM) protocol (Bartholomew, Parcel, Kok, Gottlieb, & Fernández, 2011). 
Effects of the intervention will be described elsewhere. 

 Method 

 IM is a protocol consisting of six steps that can be used as an iterative process for 
theory and evidence-based development of health promotion interventions (Bar-
tholomew et al., 2011). The six steps include: (1) conducting a needs assessment 
of the problem, the study population and forming a logic model of the health 
problem based on the PRECEDE model (Green & Kreuter, 2005); (2) defining 
what programme participants have to do in terms of performance objectives, and 
combining these performance objectives with relevant determinants into change 
objectives; (3) translating change objectives into practical strategies by selecting 
theory-based intervention methods; (4) developing, selecting, testing, and produc-
ing intervention components in which all strategies are integrated; (5) planning 
for adoption and implementation of the programme; and, (6) anticipating the pro-
cess and effect evaluation of the programme. In this paper we describe how we 
used each step of the IM protocol to develop the intervention, focusing on the first 
four steps. We refer to traditional bullying as bullying, to cyberbullying and tra-
ditional bullying as (cyber)bullying, and to cyberbully victims and bully-victims 
as cyberbully victims. When a further distinction is needed, it will be provided. 

 Results 

 Step 1: Needs assessment 

 The target group for this intervention are adolescents (12–15 years old) from the 
secondary continued vocational education who are just starting to attend sec-
ondary school, because: (1) cyberbullying appears to occur more frequently in 
lower levels of secondary education (Van der Vegt, den Blanken, & Jepma, 2007; 
Wade & Beran, 2011; Walrave & Heirman, 2011); (2) in this period of develop-
ment the interaction with peers is highly valued and new social networks are 
formed (Gavin & Furman, 1989); and (3) adolescents have an open mind and are 
eager to learn new skills which enable them to learn how to cope more effectively 
with problems such as the negative effects of cyberbullying (Faber, Verkerk, van 
Aken, Lissenburg, & Geerlings, 2006). 

 According to the Transactional Model (Lazarus & Folkman, 1987), coping is 
the cognitive and behavioural effort employed to reduce, master or tolerate inter-
nal and external demands resulting from stressful events. In traditional bullying, 
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Online Pestkoppenstoppen 113

victims either use more emotion focused (Craig, Pepler, & Blais, 2007; Kowalski, 
Limber, & Agatston, 2008) and passive coping strategies (e.g., crying, expressing 
emotions) (Bijttebier & Vertommen, 1998; Kristensen & Smith, 2003; Mahady 
Wilton, Craig, & Pepler, 2000), or they use emotion focused and aggressive coping 
strategies (e.g., venting their anger, fighting back). Similarly, cyberbully victims 
report using aggressive and passive coping strategies (Dooley, Shaw, & Cross, 2012) 
(e.g., bullying the bully, deleting messages or pretending to ignore the bullying 
[Dehue, Bolman, & Völlink, 2008]). Others react to cyberbullying by not retali-
ating and reacting submissively (Aricak et al., 2008), acting helpless, avoiding the 
situation (Riebel, Jäger, & Fischer, 2009), doing nothing and displaying avoidant 
behaviour (Perren et al., 2012). Some pretend to ignore the bullying, while oth-
ers actually ignore it (Dehue et al., 2008). Additionally, adolescents coping with 
cyberbullying are less likely to seek social support, compared to other strategies 
(Dehue et al., 2008; Kowalski et al., 2008; Parris, Varjas, Meyers, & Cutts, 2011; 
Slonje & Smith, 2008). Individuals that are bullied in multiple ways tend to cope 
even less effectively (Skrzypiec, Slee, Murray-Harvey, & Pereira, 2011). 

 It appears that the use of ineffective coping strategies maintains (cyber)bully-
ing (Andreou, 2001; Bijttebier & Vertommen, 1998; Craig et al., 2007; Hunter & 
Boyle, 2004; Kanetsuna, Smith, & Morita, 2006; Kristensen & Smith, 2003; 
Mahady Wilton et al., 2000; Perry, Hodges, Egan, Juvonen, & Graham, 2001; 
Skrzypiec et al., 2011), and that the negative effects of cyberbullying are inf lu-
enced by the coping style victims use (e.g., ineffective coping appears to yield 
depression- and health complaints) (Neary & Joseph, 1994; Völlink, Bolman, 
Dehue, & Jacobs, 2013). For example, the more adolescents engage in cyber 
aggression, the more loneliness they feel, the lower their global self-worth is, 
the fewer mutual friendships they have, and the lower their ratings of social 
acceptance and popularity by peers are (Schoffstall & Cohen, 2011). To increase 
knowledge about coping strategies used in cyberbullying, it is useful to look at 
coping strategies employed in cyberbullying and in daily life. For example some 
victims wait for the problem to go away (Livingstone, Haddon, Görzig, & Olafs-
son, 2011) or use emotion-focused coping (e.g., crying, expressing emotions) 
when they believed that they could do nothing to change the stressful situation. 
These coping strategies appear to not differ significantly, and knowledge about 
traditional bullying can, to some extent, be applied to cyberbullying (Riebel 
et al., 2009). Furthermore, coping strategies used in response to daily stressors are 
good predictors for coping strategies used in response to cyberbullying (Völlink 
et al., 2013). To reduce victimisation and its negative effects, it thus appears that 
adolescents need to improve their current coping strategies. They need to employ 
effective coping strategies that not only help them to mentally deal with (cyber)
bullying, but also contribute to the prevention and discontinuation of (cyber)
bullying. Therefore, the primary programme goals were reducing the number of: 
(1) cyberbully victims; and (2) depressive and anxious victims as a consequence 
of cyberbullying. Secondary goals were a decrease in: (3) victims truanting from 
school; (4) victims with suicidal thoughts; and (5) an increase in determinants 

D
ow

nl
oa

de
d 

by
 [

N
at

io
na

l L
ib

ra
ry

 o
f 

th
e 

Ph
ili

pp
in

es
] 

at
 2

2:
50

 0
1 

N
ov

em
be

r 
20

17
 



114 Niels C. L. Jacobs et al.

related to cyberbully victims’ behaviour, such as self-esteem, self-efficacy, ratio-
nal helpful beliefs, and effective coping. 

 Step 2: Matrices of change objectives 

 Next, the focus shifts from the needs assessment to the formation of a change 
model (  Figure 7.1  ). In this step intended change in behaviour should be further 
delineated into specific sub-behaviours: the performance objectives (POs). The 
POs should be crossed with relevant determinants in order to create a matrix of 
change objectives (COs) (Bartholomew et al., 2011). 

 Performance objectives 

 First, we translated the risk behaviour ineffective coping into a programme out-
come: after the intervention, cyberbully victims will cope in an adequate and 
effective manner with (cyber)bullying experiences. This programme outcome is a 
broad conceptualisation of what a participant has to do in order to reach the pro-
gramme’s goals. Therefore, participants have to perform specific sub-behaviours, 
called performance objectives (POs). The POs, and accordingly the content of the 
intervention, were based on a literature search, focus group interviews with the 
target group and the linkage group – including the research team, a healthcare 
coordinator of a school community, a trainer who works with bullied children, and 
a project leader and director of a website addressing bullied children – formed for 
this project, a review of relevant (cyber)bullying websites, discussions in an online 
group about cyberbullying and cybersafety (YouthRiskOnline/Embracecivility), 
and a Delphi study among 70 international experts in the field of cyberbullying 
and coping (Jacobs, Völlink, Dehue, & Lechner, 2014). In total, eleven perfor-
mance objectives were formed for this intervention. For an overview of all POs 
see the first column of   Table 7.1  . 

 Based on discussions with the linkage group, it was decided to develop an 
online translation of the “Pleasure at school” training (PaS) (Faber et al., 2006). 
Victims apparently have negative self-related attitudes, thoughts (Cook, Williams, 
Guerra, Kim, & Sadek, 2010), and self-blaming attributions (Bauman, 2009) after 
a bully experience. PaS is partly based on principles of Rational Emotive (Behav-
ioural) Therapy (RE(B)T) (Ellis, 1984, 1995), and uses the 5G-schema (Ringrose & 
Nijenhuis, 1986) to raise awareness in the relation between a thought, feeling, and 
behaviour, and to replace irrational thoughts with more rational thoughts. 

 According to RE(B)T, evaluative thoughts mediate the view people have about 
events that happen and the emotional, behavioural, and inferential reactions to 
these events (Ellis, 1995; MacInnes, 2004). PaS has proven effective in reducing 
bullying behaviour, anxiety and psychological problems (Faber et al., 2006) in 
adolescents. Similarly, RE(B)T has proven effective in the treatment of problems 
related to cyberbullying (Aricak et al., 2008; Baker & Tanrıkulu, 2010; Hinduja & 
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Patchin, 2007) and bullying (Kim, Leventhal, Koh, Hubbard, & Boyce, 2006; 
Perren et al., 2010), such as anxiety, depression, and behavioural problems in ado-
lescents (Banks & Zionts, 2008; Gonzalez et al., 2004). Adolescents therefore learn 
how to recognise (PO 1), dispute (PO 2) and replace (PO 3) irrational thoughts 
with rational thoughts. 

 After thoughts, the 5G-schema focuses on emotions. Relational bully victims 
often have problems with the correct encoding and interpretation of emotions 
(Woods, Wolke, Nowicki, & Hall, 2009). It is important for an adolescent’s social 
and cognitive development to correctly perceive and attribute emotions (Nowicki 
Jr & Duke, 1994). The understanding and experiencing of emotions of others 
seems to inhibit anti-social behaviour (Kokkinos & Kipritsi, 2011), and adoles-
cents who are able to perceive, handle, understand, and express their emotions 
tend to experience better social relationships and are more socially accepted (Aus-
tin, Saklofske, & Egan, 2005). Furthermore, despite bully victims probably being 
afraid, their most common reactions to victimisation are interest and joy (Mahady 
Wilton et al., 2000). Emotional displays of joy and interest can provide the bully 
with positive social reinforcement, leading to continued victimisation. Therefore, 
(cyber)bully victims need to learn more about emotions and emotion regulation 
and need to receive health education and emotional self-management competen-
cies (Patchin & Hinduja, 2011) (PO 4). 

 The next aspect the 5G-schema focuses on is behaviour. As explained before, 
whether an adolescent becomes a long-term victim of (cyber)bullying seems 
to depend on how (s)he copes with (cyber)bullying attempts. Sometimes, the 
coping strategies employed reduce stress, but the victim fails to confront the 
bully (Mahady Wilton et al., 2000) leading to possible continuation of the bul-
lying. Victims of cyberbullying therefore should become increasingly aware of 
the ineffectiveness of their current coping style (PO 5). They need knowledge 
of reactive and preventive strategies (PO 6) and should change their ineffec-
tive coping strategies into effective coping strategies (PO 7) (Tenenbaum et al., 
2011). In this paper, all effective coping strategies are named Active Problem 
Solving (APS) strategies. APS strategies appear to resolve the bullying situa-
tion and allows the victim to act assertively (Mahady Wilton et al., 2000). For 
example, cyberbully victims should try to get help from bystanders, because one 
quarter of cyberbullying occurs in the presence of witnesses (Mishna, Cook, 
Gadalla, Daciuk, & Solomon, 2010). They should also block or ignore the cyber-
bully (Price & Dalgleish, 2010), or seek social support (Tokunaga, 2010). Seek-
ing social support from family is likely to help (Fanti, Demetriou, & Hawa, 
2012). Therefore, adolescents need information regarding who to ask for help, 
how to seek help, and the benefits of seeking help (Price & Dalgleish, 2010). 
Furthermore, having social skills is associated with reductions in victimisation 
and fewer internalising problems (Kochenderfer-Ladd, 2004). Cross et al. (2011) 
for example suggested that students should develop their social skills and learn 
effective ways of addressing relational difficulties online and off line, in order to 
prevent and reduce cyberbullying. Additionally, interventions should also focus 
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Online Pestkoppenstoppen 117

on improving peer relationships in general (Price & Dalgleish, 2010), because 
social acceptance (Boulton, Smith, & Cowie, 2010) and integration (Jones, Man-
stead, & Livingstone, 2011) moderate the impact and consequences of different 
forms of cyberbullying. Moreover, victims and adolescents not involved in bul-
lying most frequently indicated assertiveness as an intervention strategy (Camo-
deca & Goossens, 2005). Therefore, interventions should also teach (cyber)bully 
victims non-aggressive responses, and how to cope in an assertive and pro-social 
manner (PO 8 and 9). 

 A specific risk factor for cyberbullying is the little control exerted over per-
sonal information (Casas et al., 2013). A lot of cyberbully victims frequently use 
the Internet, most of the time in a risky manner (Baker & Tanrıkulu, 2010; Smith 
et al., 2008; Vandebosch & Van Cleemput, 2009). They share passwords, openly 
display personal information (e.g., addresses, phone numbers) and communicate 
with strangers (Hinduja & Patchin, 2009; Valcke, De Wever, Van Keer, & Schel-
lens, 2011). Adolescents should therefore receive cyber safety education, learn to 
treat each other with respect (both online and off line), and become aware of the 
importance to regularly change their passwords and never sharing personal infor-
mation (Ang & Goh, 2010) (PO 11). 

 Determinants 

 The next step in IM is an analysis of the most relevant (i.e., important, change-
able) determinants (Bartholomew et al., 2011) of each PO, by asking what factors 
determine whether a victim would or is able to perform each PO. The methods 
used to obtain these determinants were the above mentioned literature review, 
focus group interviews, a Delphi study on the determinants of ineffective and 
improved coping with cyberbullying (Jacobs, Völlink, et al., 2014), and a study 
of protocols of (cyber)bullying interventions. Further, several behaviour-oriented 
theories were applied, such as social cognitive theory, theory of planned behav-
iour, transtheoretical model, and goal-setting theory. This resulted in a large list of 
determinants. The most relevant determinants can be found in the second column 
of   Table 7.1  . The aims of this intervention did not include environmental levels 
(e.g., parents, teachers or schools). Therefore, only determinants on the individual 
level were identified. 

 Change objectives 

 A matrix was developed to combine performance objectives and their hypoth-
esised determinants into Change Objectives (COs) (Bartholomew et al., 2011). In 
total, we formed 50 COs. Examples of COs are “Individual describes characteris-
tics of irrational and rational thoughts” and “Individual becomes aware of current 
ineffective (aggressive/passive) coping style” (see third column   Table 7.1  ). All COs 
were used in the selection of theoretical methods and applications (step 3) that will 
change the determinants. 
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 Step 3: Theory-based methods and practical strategies 

 A theoretical method is a general process that is supposed to inf luence change in 
behavioural determinants, based on theories. A practical application is a specific 
technique for practical use of theoretical methods, in ways that are applicable to 
the intervention population and context in which the intervention will be used 
(Bartholomew et al., 2011). When a method is translated into a practical applica-
tion, sufficient understanding of the theory behind the method and its theoretical 
parameters that determine the effectiveness is needed (Kok, Schaalma, Ruiter, Van 
Empelen, & Brug, 2004). For example, to inf luence determinants such as self-
efficacy, modelling (Bandura, 1986, 1993) can be used as a theoretical method. 
A practical strategy would be to use a role model demonstrating how to react 
assertively to a difficult situation. Theoretical parameters for modelling state that 
modelling is effective when the individual is able to identify with the model, the 
model demonstrates adequate skills and is reinforced for the behaviour displayed 
(Kok et al., 2004). 

 To identify theoretical methods, parameters, and practical strategies: (1) the lit-
erature was searched for behaviour change techniques (Bartholomew et al., 2011); 
(2) the IM book was used to find theoretical methods that inf luence specific 
determinants; (3) existing (cyber)bullying interventions were compared; (4) the 
PaS training (Faber et al., 2006) was used; and (5) focus group interviews were 
held, asking the members of the target group what they believed were effec-
tive strategies (Jacobs, Goossens, Dehue, Völlink, & Lechner, 2014). In   Table 7.1  , 
besides the POs, determinants and COs, we describe the application(s) and the 
theoretical method selected for changing the determinant related to the POs. An 
overview of theoretical methods and practical applications used in the  Online Pest-
koppenstoppen  intervention is shown in the fifth column of   Table 7.1  . An elucida-
tion of the most important methods follows next. 

 Computer tailoring 

 As mentioned before, tailoring appears to be a successful health promotion tech-
nique (Krebs et al., 2010; Noar et al., 2007). Tailoring is the combination of 
strategies and information intended to reach one specific person by providing per-
sonalised feedback based on unique characteristics of a person. These character-
istics are assessed individually and are related to the outcome of interest (Kreuter, 
Farrell, Olevitch, & Brennan, 2000). The use of tailored information results in 
more improvement in behaviour over time compared to the use of generic infor-
mation (De Vries, Kremers, Smeets, Brug, & Eijmael, 2008; Noar et al., 2007). Tai-
lored messages are better read, saved and remembered than non-tailored messages 
(Brug, Oenema, & Campbell, 2003). There are two types of tailoring; dynamic 
tailoring (DT), assessing intervention variables prior to each feedback; and static 
tailoring (ST), assessing intervention variables at one baseline moment. Although 
research indicates that DT interventions outperform ST interventions (Krebs 
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et al., 2010), this intervention mostly tailors statically, because several variables 
used for tailoring are also used for the measurement of effectiveness, and thus 
need to be assessed prior to each piece of advice. Tailoring is a general technique 
used throughout the complete intervention and is also combined with the other 
methods used. See   Table 7.2   for an overview of all variables used for tailoring. 
The intervention is, for example, tailored to personality (as measured by the Big 5 
Questionnaire – Short form [McManus, Livingston, & Katona, 2006]), because 
personality may determine a participant’s behaviour within a specific context, and 
this behaviour (e.g., reactions, interpretations) can inf luence the reoccurrence of 
that event (Caspi & Bem, 1990). For example neuroticism appears to lead to more 
bullying and victimisation, agreeableness and conscientiousness lead to less bul-
lying, and extraversion leads to more bullying and less to victimisation (Bollmer, 
Harris, & Milich, 2006). 

 Chunking 

 A chunk is a pattern of stimuli consisting of separate parts, but that is perceived 
as a whole. With chunking, labels or acronyms are assigned to the intervention’s 
material in order to aid memory (Bartholomew et al., 2011). Because working 
memory is relatively small, chunking can be used to increase its effectiveness (Gar-
rison, Anderson, & Archer, 2001) by providing smaller pieces of information at a 
time. The 5G-schema is divided into 5 different chunks: each “G” describes a dif-
ferent process, and all the “G”s together explain how an event can lead to a certain 
consequence. Each “G” receives attention in the intervention, starting in the first 
piece of advice with the relation between an event, a thought and a feeling. In the 
second and third pieces of advice, the focus shifts to behaviour with reminders 
about the importance of thoughts and feelings. 

 Consciousness raising 

 Consciousness raising is used to increase a participant’s awareness about: (1) the 
thoughts (s)he has after a (cyber)bullying event; (2) his/her own negative 5G-schemas; 
(3) ineffective coping styles and negative outcomes; and (4) effective coping styles 
and positive outcomes. Based on answers about irrational thoughts and coping 
styles, the participant receives tailored feedback concerning his/her irrational 
thoughts, 5G-schemas, and current coping responses. This feedback may increase 
awareness, which in turn may help the participant to see why the current way of 
thinking and/or coping is not helpful or effective. It is important that the par-
ticipant receives information about problem solving immediately (Bartholomew 
et al., 2011). Therefore, the participant immediately receives information about 
how to recognise, dispute, and replace thoughts after becoming aware of his/
her 5G-schema, and how to change ineffective coping into effective coping after 
becoming aware of his/her ineffective coping. 
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Online Pestkoppenstoppen 131

 Guided practice 

 Guided practice is prompting the participant to rehearse and repeat the desired 
behaviour, discuss the experience and provide feedback (Bartholomew et al., 
2011). This method is used to increase self-efficacy and behavioural capability. 
Additionally, it is used to overcome barriers. In this intervention, the participant 
receives either video-models demonstrating the desired skill, or comics and digital 
guides demonstrating and explaining the desired skill, followed by opportunities 
to practice the skill. Several insight questions are asked in relation to performing 
the skills, upon which the digital guides give feedback. 

 Providing information 

 Providing information is used to increase a participant’s knowledge, skills, and 
attitudes, using arguments and persuasive communication (Bartholomew et al., 
2011). According to the Elaboration Likelihood Model (Petty & Cacioppo, 1986), 
good arguments are effective in reaching stable change in attitudes only when 
the message is processed through the central route. This happens when the mes-
sage is personally relevant and not too discrepant from the participant’s beliefs 
(Bartholomew et al., 2011). The participant receives general (e.g., what are the 
dynamics of a bullying situation, what to do and not to do online) and tailored 
(e.g., questions that aid recognising irrational thoughts and changing aggressive/
passive coping into active and problem solving coping) information. To check 
whether the participant remembers the correct information, questions are asked 
interspersed with feedback. Additionally, to prevent the participant from paying 
attention to information (s)he already knows, at some points in the intervention 
(s)he can choose which information (s)he wants to read. Furthermore, all impor-
tant information is summarised on the personal page and sent to the participant’s 
e-mail inbox. 

 Modelling 

 In modelling a person serves as an appropriate model for others that is reinforced for 
the desired behaviour assuming that the behaviour of the model will be imitated 
(Bandura, 1997). Modelling is included in this intervention as a method to increase 
a participant’s self-efficacy and behavioural capability to carry out the desired 
behaviour change, because it is proven to be an effective teaching tool (Wool-
folk, 2010). For example, previous research indicated that video-counselling – in 
which a real human speaks and asks questions – can be a promising technique for 
health interventions (Jackson, Stotland, Caughey, & Gerbert, 2011). In line with 
the parameters of modelling, the video-models are coping models (i.e., who previ-
ously experienced the health problem, but who learned to deal with it effectively), 
the participant is able to identify with the models, and the models are being rein-
forced for positive behaviour (Bartholomew et al., 2011). The short videos were 
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132 Niels C. L. Jacobs et al.

professionally recorded (Vandelanotte & Mummery, 2011). In several video-clips, 
models demonstrate and explain how to perform a behaviour (e.g., recognising, 
disputing and replacing irrational thoughts, coping behaviours). 

 Implementation intentions and coping plans 

 Research indicates that planning is a powerful self-regulatory tool in the process 
of behaviour change (Sniehotta, Scholz, & Schwarzer, 2005; Sniehotta, Schwarzer, 
Scholz, & Schüz, 2005). When people plan, they mentally simulate the linking of 
concrete responses to future situations, replacing spontaneous reactions for pre-
planned actions. There are two types of plans: action plans (Leventhal, Singer, & Jones, 
1965), or implementation intentions (Gollwitzer & Sheeran, 2008), and coping plans 
(Sniehotta, Schwarzer, et al., 2005). In action planning, individuals link goal-directed 
behaviour to certain environmental cues by specifying when, where and how to act 
(Sniehotta, Schwarzer, et al., 2005) in if-then statements (Sheeran, Webb, & Gollwitzer, 
2005). As a result, environmental cues should activate – without conscious intent – 
the initiation of action (Sniehotta, Schwarzer, et al., 2005). In coping planning, indi-
viduals anticipate possible risk situations beforehand by already defining suitable and 
effective response behaviour linked to these potential barriers (Sniehotta, Schwarzer, 
et al., 2005). Implementation intentions, action and coping plans are found to be 
effective in translating various intentions into actions (Reuter et al., 2010; van Osch, 
Lechner, Reubsaet, Wigger, & De Vries, 2008; Wiedemann, Lippke, Reuter, Ziegel-
mann, & Schwarzer, 2011), and appear to be working synergistically in adolescents 
(Araújo-Soares, McIntyre, & Sniehotta, 2009). In the intervention, the participant 
makes a combination of implementation intentions and coping plans. A closed-ended 
plan setting procedure is used to prevent inadequate goals; from a pre-defined list, the 
participant chooses the context  if  (either difficult situations or situations in daily life), 
and action  then  (applications of learned skills, from a predefined list). 

 Step 4: Producing programme components and materials 

 Taking the end products of the previous steps into account, we decided to develop 
one intervention containing three web-based sessions containing tailored pieces of 
advice addressing mostly personal and psychological determinants. A programme 
plan including the scope, sequence and programme materials was developed (Bar-
tholomew et al., 2011), which is described below. During the process of producing 
programme components and materials, intended programme participants and the 
linkage group were consulted to determine the preferences for programme design 
by conducting focus group interviews and short voting sessions. 

 Scope and sequence 

 Based on brainstorms and voting sessions with members of the target group, we 
named the intervention  Online Pestkoppenstoppen  (Stop Bullies Online or Stop 
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Online Pestkoppenstoppen 133

Online Bullies,   figure 7.2  ) with three web-based tailored pieces of advice named: 
(1)  Think strong, feel better ; (2)  Stop the bully now! ; and (3)  You are doing well, can you 
do better? . Each piece of advice is preceded by several questionnaires – measuring 
tailoring and effect variables – that take approximately half an hour to complete, 
and each piece of advice takes approximately 45 minutes to complete. The pieces 
of advice are offered over three months, and e-mails and text messages are used to 
remind the participant of participation.   Figure 7.3   provides a flowchart of the web-
based tailored pieces of advice and questionnaires. 

 Selection 

 Because the literature indicated that an explicit approach (e.g., “did you experience 
cyberbullying?”) systematically underestimates the problem (Dehue et al., 2008; Wal-
rave & Heirman, 2011), an implicit approach was used; the individual rates his or her 
experience with different cyberbullying behaviours. Individuals are included in the 
intervention if they had experiences with at least one of the cyberbullying behaviours 
at least “once a month” during the last half year. Cyberbullies and adolescents who did 
not experience the 17 deviant cyber behaviours are excluded from participation. Next, 
the individual (= participant) fills in his or her (nick)name, age, e-mail address, mobile 
phone number, and a login code that is provided to him/her in an information letter. 
The e-mail address and mobile phone number will be used to remind participants of 
participation before the start of each piece of advice, during the process of filling in the 
questionnaires, and during the process of completing each piece of advice. 

 Materials 

 Below, we describe the different materials developed for the intervention. 

FIGURE 7.2 Logo Stop the bully now!
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134 Niels C. L. Jacobs et al.

FIGURE 7.3 Flow chart

 Personal page 

 After selection/logging in, the participant is redirected to the personal page (  Fig-
ure 7.4  ), from which (s)he: (1) can proceed or continue with the questionnaires 
and/or pieces of advice; (2) can find for each piece of advice pictures, video-
clips, comics, summaries, formed helpful thoughts, plans and sentences to use; and 
(3) has access to the extra tailored social skill lessons of piece of advice 2. 

Selection questionnaire
T0 

Experience with and performing 17 negative online behaviors
Effect and tailoring variables

Advice 1: Think strong, feel better.
1. Introduction about program, participant agrees to cooperate and practice
2. Participant watches emotion recognition video and is encouraged to think about events 
and associated emotions 
3. 5G-schema is explained
4. Participant receives tailored examples of 5G-schemas
5. Participant receives tailored examples of irrational thoughts
6. Participant attends to tailored explanation in disputing and replacing irrational thoughts 
with rational thoughts
7. Participant forms rational thoughts
8. Participant applies skills and knowledge about 5G-schema to an example situation
9. Participant forms plans to use the 5G-schema in daily life

T1 Effect and tailoring variables

Advice 2: Stop the bully now!
1. Participant receives tailored explanation of why and how online and offline bullying 
situations emerge
2. Participant receives examples of general and tailored APS coping strategies
3. Participant receives examples of online bullying and effective reactions
4. Participant learns how to- and forms plans for online and offline bullying and gossiping 
5. Participant receives reflection on current coping strategies
6. Participant changes ineffective (passive or aggressive) coping into APS coping by

a. Learning how to respond assertively; forming and planning assertive responses
b. Learning how to use humor
c. Learning how to involve bystanders and forming plans

T2 Effect and tailoring variables

Advice 3: You’re doing well, can you do better?
1. Participant evaluates all plans made in advice 1 and 2, and adjusts plans if necessary
2. Participant receives summary of advice 1 and 2 in three steps: Conflict Resolution

a. Think
b. Act
c. Closure

3. Participant receives feedback on progress, and based on this (s)he can choose 
additional tailored lessons in using humor, non-verbal communication, coping strategies 
and the 5G-schema 
4. Participant learns what to do online, what not to do online and receives tailored safety 
advices
5. Participant forms plans considering online safety

Extra tailored
lessons

1. Emotion
regulation
2. Planning 
social activities
3. Starting 
conversations
4. Asking 
questions
5. Empathy
6. Non-verbal 
communication
7. Expressing 
emotions and 
opinions
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Online Pestkoppenstoppen 135

 Assessing tailoring and effect measures 

 Before receiving each web-based tailored piece of advice, the participant answers 
several questionnaires (T0, T1 and T2) to assess the effect and tailoring variables. 
Gender of the participant was used to tailor gender of the guides and contexts 
(e.g., girls will see Noa, Jessica and a girl’s bedroom [  Figure 7.5a  ], and boys will 
see Levi, Mike and a boy’s bedroom [  Figure 7.5b]  ). 

FIGURE 7.4 Personal page of Stop the bully now!
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FIGURE 7.5A Girl’s guide and bedroom.

FIGURE 7.5B Boy’s guide and bedroom.
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Online Pestkoppenstoppen 137

     Piece of advice 1 “Think strong, feel better.” 

 After the baseline measure (T0), the participant starts with the first piece of 
advice. The participant learns to: (1) work with the 5G-schema in order to 
recognise (PO 1), dispute (PO 2) and replace (PO 3) irrational thoughts with 
rational thoughts; (2) carefully examine emotions in response to certain events 
(PO 4); and (3) form action plans to use the 5G-schema in daily life (PO 10) 
(  Figure 7.6  ). 

   Piece of advice 2 “Stop the bully now!” 

 A month after the start, the participant begins with the second questionnaire (T1) 
and piece of advice. The participant: (1) receives knowledge about the dynamics 
of online and off line bullying situations; (2) receives general APS coping strategies 
(PO 6); (3) learns and forms implementation intentions for responding towards 
online and off line bullying (PO 7 and PO 10); (4) becomes aware of ineffec-
tive coping style (PO 5); (5) is offered tailored examples of and guidance in APS 
coping (PO 6 and PO 7); (6) learns about responding assertively (PO 8 and 
PO 9); (7) forms implementation intentions and coping plans regarding asser-
tive responses (PO 10); and (8) receives information about the use and bene-
fits of humour and bystanders (PO 6). Observing victimisation on its own can 

FIGURE 7.6 The 5G-schema
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138 Niels C. L. Jacobs et al.

have negative consequences on psychological wellbeing (Rivers, Poteat, Noret, & 
Ashurst, 2009). Therefore, the participant forms implementation intentions and 
coping plans regarding how to react and involve bystanders in (cyber)bullying 
situations (PO 10). 

 Additional lessons 

 Additional social skill lessons (PO 7 and PO 9) were offered to improve specific 
skills associated with problem behaviours. The lessons are tailored to the par-
ticipant’s score on several Youth Self-Report (YSR) scales (Achenbach, 1991). The 
participant can choose if, when and which extra lessons (s)he wants to complete. 
For several extra lessons implementation intentions and coping plans are formed 
(PO 10). An overview of all lessons tailored to norm scores (above the 93% clinical 
range on YSR subscales) can be found in   Table 7.3  . 

 The Youth Self-Report (Achenbach, 1991) has nine syndrome scales (i.e., 
anxious/depressed, withdrawn/depressed, somatic complaints, social problems, 
thought problems, attention problems, rule-breaking behaviour, aggressive 
behaviour, and other problems). Based on the literature, the results of the Delphi 
study concerning relevant coping determinants (Jacobs, Völlink, et al., 2014) and 
the PaS training (Faber et al., 2006), it was decided that extra social skill lessons 
would be tailored to the scores on “withdrawn/depressed”, “social problems” and 
“aggressive behaviour”. 

TABLE 7.3 Social lessons based on YSR subscales with norm scores

YSR Social Problems YSR Withdrawn/
Depressed

YSR Aggression

Male > 7 Female > 7 Male > 6 Female > 7 Male > 12 Female > 13

Starting 
conversations

X X X X

Asking questions X X X X

Express feelings 
and opinions

X X X X

Empathy/social 
cognition

X X X X

Non-verbal 
communication

X X

Planning to 
become more 
socially active

X X

Emotional 
regulation

X X
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Online Pestkoppenstoppen 139

 Concerning the “withdrawn/depressed” scale, adolescents displaying socially 
withdrawn behaviour are shy, sad, want to be alone and often will not talk 
(Achenbach, 1991). They may increase the risk for negative social development, 
because these adolescents miss important developmental opportunities (Harrist, 
Zaia, Bates, Dodge, & Pettit, 1997). Adolescents who feel withdrawn from their 
peers may become socially isolated. In the literature, there are a number of inter-
ventions that teach socially isolated adolescents important skills. Oden and Asher 
(2011), for example, offered socially isolated adolescents instructions and practice 
in participating in a game, cooperating with other adolescents (e.g., taking turns 
and sharing materials), communication (e.g., talking and listening) and validat-
ing or supporting others (e.g., giving attention or help). Ladd (1981) argues that 
popular adolescents greet peers, ask for information, extend invitations and give 
more information than unpopular counterparts. In an intervention study, adoles-
cents were therefore trained in verbal skills (asking questions and offering sup-
port to peers) by receiving instructions, rehearsing, and receiving feedback in the 
training. In a review by Rook (1984), several actions that facilitate social bonding 
are mentioned: more self-disclosure, more responsiveness to others, a less cyni-
cal approach to social interactions, and improving social skills. Concluding from 
these findings, socially withdrawn adolescents apparently need to learn how to 
make friends, how to cooperate, communicate, ask questions, and how to show 
validation or support. They also need to develop interest in other people (and 
their interests) and they need to self-disclose more. Therefore, adolescents scoring 
above the 93% clinical range on the scale “withdrawn/depressed” receive lessons 
in starting conversations, asking questions, expressing feelings and opinions, and 
planning to become more sociable. 

 Concerning the “social problems” scale, adolescents with social problems are 
clingy, act young, do not get along with peers, are clumsy and prefer to play with 
younger adolescents (Achenbach, 1991). People who suffer from social problems 
often find it difficult to initiate, negotiate and maintain social interactions (Frith, 
2004). They also experience challenges in social cognition and empathy (Blacher, 
Kraemer, & Schalow, 2003), using and interpreting verbal and non-verbal behav-
iours in communication (Frith, 2004), and sharing of affective experiences (Guts-
tein & Whitney, 2002). Instructions in social interaction skills appear to be more 
effective than teaching communication skills (Mathur, Kavale, Quinn, Forness, & 
Rutherford, 1998). Adolescents who score above the 93% clinical range on the 
scale “social problems” therefore will receive lessons in starting conversations, 
asking questions, express feelings and opinions, empathy/social cognition, and 
non-verbal communication. 

 Concerning the “aggressive behaviour” scale, aggressive adolescents argue a lot, 
are mean, destroy things, get in fights and demand attention (Achenbach, 1991). 
Furthermore, adolescents who engage in cyber aggression appear to have negative 
social competence, and experience social problems at the individual, interaction, 
relationship and group levels of social functioning (Schoffstall & Cohen, 2011). The 
more they engage in cyber aggression, the more they report loneliness and lower 
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global self-worth. There have been interventions aimed at aggressive adolescents. 
Guerra and Slaby (1990) for example, designed an intervention that teaches aggres-
sive adolescents moral reasoning skills and social perspective-taking skills. Fur-
thermore, social-cognitive skills involved in the process of solving specific social 
problems and generalised social beliefs about supporting the use of aggression were 
remediated. In order to be able to fully apply the skills in social problems, as well as 
the evaluation and application of one’s general beliefs in these situations, the con-
trol of impulsive responding is needed. This self-control, or self-regulation, allows 
individuals to resist temptation and hold back from acting on impulses (DeWall, 
Baumeister, Stillman, & Gailliot, 2007). Other interventions that target aggressive 
people included lessons in a broad set of social skills such as social problem solving 
(Feindler, Marriott, & Iwata, 1984; Lochman, 1992; Sarason & Ganzer, 1973; Sara-
son & Sarason, 1981), communication skills, social perspective taking (Sarason & 
Sarason, 1981), cognitive self-control and behavioural contracting (Feindler et al., 
1984). For example, lessons in perspective taking is an effective part of prevention 
and therapy programmes aimed at young offenders engaging in violence and bul-
lying (Abraham & Michie, 2008; Chalmers & Townsend, 1990). It thus appears that 
interventions aimed at aggressive behaviour focus on aggressive beliefs, cognitive 
distortions, arousal (recognition/identification of situations/bodily sensations, etc.), 
management, generating other (better) reactions, impulsivity, conflict resolution, 
problem-solving, and empathy enhancement/social perspective taking. Therefore, 
adolescents scoring above the 93% clinical range on the scale “aggression” receive 
lessons in empathy/social cognition and emotion regulation. 

 Piece of advice 3 “You are doing well, can you do better?” 

 Two months after the start, the participant starts with the third questionnaire (T2) 
and follow-up piece of advice. The participant evaluates all plans made in pieces of 
advice 1 and 2 on usability, and if necessary adjusts the plans (PO 10). All skills 
of pieces of advice 1 and 2 are summarised into three steps (i.e., 1. Think; 2. Act; 
3. Closure). These three steps together form the skill conf lict resolution, which 
is associated with reductions in victimisation and fewer internalising problems 
(Kochenderfer-Ladd, 2004). Tailored on progress, the participant receives feed-
back (on irrational thoughts, coping responses and YSR scores), and if needed, 
additional lessons (5G-schema, coping styles, humour, non-verbal communication 
and emotion regulation). Finally, the participant learns and plans how to use the 
Internet and mobile phone in a safe and secure manner (PO 11). 

 Development 

 The web-based tailored pieces of advice were developed using special software 
(Nettailor, Evident, the Netherlands), a programme that has been developed spe-
cifically for web-based tailored interventions, using digital guides in the deliv-
ery of the intervention. Research indicates that the integration of an intervention 
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Online Pestkoppenstoppen 141

into a website enhances participants’ outcomes and retention (Brug et al., 2005). 
Therefore, the web-based tailored pieces of advice were integrated into a website 
(http://www.pestkoppenstoppen.nl). On this website information about the inter-
vention can be found. After logging in, participants can read general information 
and watch YouTube video clips about (cyber)bullying, follow the web-based tai-
lored pieces of advice and/or answer the questionnaires. 

 Digital guides 

 The Nettailor software allows for the use of digital guides or animated inter-
face agents: embodied characters that exhibit various types of life-like behaviours 
(e.g., speech, emotions, gestures, head and body movements). The use of agents 
is beneficial, because a system with agents is perceived as more entertaining than 
a system without agents (Dehn & Van Mulken, 2000). Results from the literature 
can be interpreted as guidelines for developing the appearance of an agent. For 
example, the presence of a realistic agent displaying human-like behaviour was 
rated positively on likeability and comfortability, and displays with faces attracted 
more attention than displays without faces (Dehn & Van Mulken, 2000). The 
more an agent had a human-like face, the more it received positive social judg-
ments, greater homophily attribution, and higher competency and trustworthi-
ness ratings (Gong, 2008). Furthermore, users are more inf luenced by an agent 
whose appearance is similar to themselves. Stereotypes and expectations can there-
fore be used to create an ideal social model for a specific subgroup (Baylor, 2009). 

 Similarly, guidelines for developing the number of agents and their behaviours 
were also found. Users learn more and are significantly more motivated when 
working with multiple agents (e.g., two motivator and expert agents) compared 
to working with one mentor agent (Baylor & Kim, 2005). In addition, users judge 
agents expressing positive emotions as more facilitating and engaging than agents 
expressing negative emotions, and empathic agents lead to higher interest and self-
efficacy (Kim, Baylor, & Shen, 2007). Agents should (1) present accurate informa-
tion with a confident experience when the user’s goal is to acquire knowledge 
or skills; (2) present sometimes inaccurate information with a lack of experience 
when the user’s self-efficacy is low; and (3) be proactive in providing information, 
leading to significantly higher recall scores compared to responsive agents (Kim & 
Baylor, 2006). Furthermore, the more an agent has a human-like voice, the more 
understanding, positive evaluations and positive behavioural intent users reported 
(Gong & Nass, 2007). Human voices lead to greater perceived agent credibility in 
the context of a learning environment (Baylor & Ryu, 2003). 

 Based on these findings, and based on discussions with the target group (Jacobs, 
Goossens, et al., 2014), it was decided to develop five agents. Most members of the 
target group indicated that they preferred to talk about (cyber)bullying to peers 
and an older “brother or sister”. Therefore, four agents were designed as coping 
models; two agents (one male and one female) as members of the participant’s in-
group (same age and similar clothing style) and two agents (also one male and one 
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female) as members of a somewhat older peer-group. One agent was designed as 
an expert/mentor model in the form of an older female schoolteacher. Different 
voice actors were used to record all information provided by the agents. 

 Videos 

 For the 41 recorded videos, a professional adult actor (well known among ado-
lescents), seven young actresses, and three young actors were used. Videos were 
recorded at a school yard, in a classroom, in the school’s canteen, in a film studio 
that was decorated as (boy’s/girl’s) bedroom and in a big corridor. The videos’ 
topics were, for example, recognising, disputing, and replacing irrational thoughts 
(  Figure 7.7  ), and aggressive, passive, assertive, active and problem solving reactions 
towards bullying, and planning. 

 Pictures 

 All pictures (27), comics (11) and animations (4) that were used in the intervention 
to illustrate certain information were selected or drawn by the first author. 

 Pretest of the interventions 

 Part of the focus group interviews conducted for the development of this inter-
vention were pre- and pilot tests (Jacobs, Goossens, et al., 2014). Members of the 
target group were instructed to go to the website, complete the questionnaires and 
follow the pieces of advice. Next, six focus group interviews were held with a total 
of 41 participants from 4 schools. Based on the results from the pretests, pilot tests 
and focus group interviews, several adjustments were made: lay-out issues were 
resolved, bugs were repaired, and both the number of questions and the amount 
of content were reduced. 

 Step 5: Adoption and implementation 

 A plan for the adoption, implementation and continuation of the web-based tai-
lored pieces of advice was developed. To facilitate adoption and implementation, 
a linkage group was formed (Bartholomew et al., 2011). The intervention was 
developed in such a way that the potential for adoption, implementation, and con-
tinuation is enhanced. For example, intervention users can find, register and use 
the intervention online. Therefore, the implementation of the intervention does 
not need additional human actions. The only actions needed and costs associated 
with the implementation, adoption and continuation are recruiting participating 
schools or individuals, hosting the website, preparing the intervention for imple-
mentation after the research has been conducted, and keeping the information up 
to date. Hence, the intervention can easily reach a large number of adolescents and 
at very low costs. 
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Online Pestkoppenstoppen 143

 Step 6: Planning for evaluation 

 The evaluation of the programme – which is described below – was planned. The 
research on the effectiveness of the intervention  Online Pestkoppenstoppen  has been 
approved by the Medical Ethics Committee of the Atrium Hospital of Heerlen 
(NL39072.096.12; METC nr. 12-T-126), and is registered in the Dutch Trial Reg-
ister (NTR3613). 

 Design and procedure 

 A three-group (experimental group, general information group and waiting list 
control group) randomised control trial (RCT) will be conducted to evaluate 
the efficacy of the intervention, with self-assessed measures at baseline (T0), 
before piece of advice two (T1), before piece of advice three (T2), a half year 
post start (T3) and 1 year post start (T4). Statements about the effectiveness of 
the three tailored web-based pieces of advice compared to general information 
can be made by comparing the experimental group with the general infor-
mation group. The waiting list control group allows for controlling internal 
validation issues such as aging. However, this group does not receive measure-
ments at T4. The timing and distribution of the measuring moments between 
the three conditions can be found in   Figure 7.8  . After the research, both the 
waiting list control group and general information group will be allowed to 
use the intervention. 

FIGURE 7.7 An actor explaining how to recognize, dispute and replace irrational 
thoughts with rational thoughts.
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144 Niels C. L. Jacobs et al.

FIGURE 7.8 Timing and distribution of measurement moments.

   Participants will be recruited via contacting all secondary vocational education 
schools in the Netherlands. When schools give their consent to participation, ran-
domisation will follow. Schools will be stratified on three categories; a) size (small, 
medium or large); b) location of school (urban or rural); and c) type of educa-
tion (theoretical or both theoretical and vocational). Schools will be matched and 
randomly assigned to one of the three intervention conditions. After randomisa-
tion, all participants will attend a lesson at school in which the research will be 
explained. Participants receive a written information letter and informed consent, 
which has to be signed by both the participant and his or her parent(s). Next, par-
ticipants have to visit the website and complete the selection questionnaire. When 
a participant meets the inclusion criteria, registration will follow and the research 
and intervention procedure will start (see   Figure 7.2   and 7.3). 

 A back-up plan was created in case the above mentioned method of recruiting 
did not provide a sufficient number of participants. In case of insufficient partici-
pants, adolescents are recruited by placing a message on several popular websites 
often visited by adolescents and/or their parents. Additionally, recruitment mes-
sages are sent via Facebook, LinkedIn, and Twitter. In this message individual 
adolescents are recruited to participate in the research by asking them to send us 
an e-mail with their name, age, name of school, and level of education. Next, 
they receive instructions (written and on video), a written information letter, and 
informed consent for them and their parents. In case parents read the message, they 
are asked to let their child participate in the research. Only after the adolescent 
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provides us with the signed informed consents from them and their parents, will a 
login code be sent to the participant with which (s)he can access the intervention 
and/or research. 

 Measurement instruments 

 To evaluate the effectiveness of the intervention, several concepts will be mea-
sured via self-reported questionnaires. The primary outcomes of this study are 
frequency of (cyber)bullying, psychological wellbeing, problem behaviour, school 
performance and truancy. These will be assessed at baseline (T0), 6 (T3) and 
12 months (T4) follow-up. The secondary outcomes of this study (i.e., moderators 
or working mechanisms (mediators) of the intervention) are irrational thoughts, 
self-efficacy, coping with cyberbullying and self-esteem. These will be assessed at 
baseline (T0), after 1 (T1), 2 (T2), 6 (T3) and 12 months (T4) follow-up. At base-
line, several moderators will be measured as well (i.e., demographic characteristics 
such as gender, age, educational level). In addition, a process evaluation at T3 will 
be conducted to examine potential moderators. 

 Discussion 

 The aim of this chapter was to give a detailed description of the systematic devel-
opment of the three web-based tailored pieces of advice for cyberbully victims 
that aimed at increasing psychological wellbeing, and decreasing victimisation, 
problem behaviour, school problems and truancy. In this intervention, cyberbully 
victims learn how to recognise, dispute and replace irrational thoughts with ratio-
nal thoughts. Furthermore, their ineffective coping strategies are replaced with 
effective coping strategies, and they learn how to use the Internet and mobile 
phone in a safe and secure manner. The intervention is delivered online, via digital 
guides in digital environments. Digital guides provide information, ask questions, 
and show videos, pictures, comics and animations. 

 This intervention has several strengths. First, in developing, implementing 
and evaluating a systematic approach (Bartholomew et al., 2011), the Intervention 
Mapping approach is used. In the process of developing the intervention, empirical 
evidence, theories, guidelines and recommendations from the cyberbullying and 
bullying intervention and prevention literature were used to build a solid frame-
work. Second, the intervention aims to change multiple determinants that were 
found in a study done by Jacobs, Völlink, et al., (2014). Third, guidelines and rec-
ommendations from other, not related to (cyber)bullying, intervention studies and 
theories were used, combined with results from focus groups interviews with the 
target groups. Fourth, this intervention is tailored to the specific needs of the tar-
get group: cyberbully victims are often unwilling to tell a teacher, parent or other 
adult that they need help. Therefore, they may feel more comfortable finding help 
anonymously (M. Webb et al., 2008) on the Internet (Ahlfors, 2010). Furthermore, 
we tried to incorporate all preferences of the target group as indicated in the 
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pre-tests and pilot tests. Fifth, web-based computer tailored interventions can be 
used any time (Oenema et al., 2008), can reach a lot of people in a relatively cheap 
way (Cobiac et al., 2009), and allow for tailoring (De Vries & Brug, 1999), which 
has the potential for a successful health promotion technique (Krebs et al., 2010; 
Noar et al., 2007). Sixth, the planned RCT allows several important conclusions to 
be drawn. Finally, a process evaluation allows us to draw conclusions about several 
working mechanisms. 

 This intervention may also be subjected to limitations. First, it was difficult 
to reduce the amount of questions in the questionnaires we used for evalu-
ation purposes. In the focus group interviews, members of the target group 
clearly stated that too many questions will lead to drop-out, because answering 
many questions is experienced as boring and fatiguing (Jacobs, Goossens, et al., 
2014). Furthermore, too many questions may cause no-saying or yes-saying and 
response fatigue (for a review, see [Choi & Pak, 2005]), leading to less reliable 
results. Second, the intervention may contain too much information. Based on 
the literature, it was decided to include the 5G-schema, coping strategies, social 
skills, planning and safety instructions. In focus group interviews, members of 
the target-group mentioned the large amount of information making it diffi-
cult to remember everything. Third, besides the process evaluation, we cannot 
check the degree of usage on the experimental and general information. This 
may hamper the interpretation of the results. Therefore, we have added process 
evaluation questions, in which we ask the participants if they have read the 
information. 

 In conclusion, the  Online Pestkoppenstoppen  programme seems to be a promis-
ing start in solving cyberbullying problems. The results of the evaluation studies, 
which will be reported in other papers, may contribute to the knowledge about 
how to stop online victimisation and how to use tailoring and web-based inter-
ventions in this purpose. The results can be used as input for other web-based and 
computer-tailored interventions aimed at cyberbully victims. If the studies point 
out that the intervention is effective in its purpose, we have an intervention ready 
for implementation on a large scale. 

 Note 

 1 This chapter is an extended version of an article published in BMC Public Health: Jacobs, 
N. C. L., Völlink, T., Dehue, F., & Lechner, L. (2014). Online Pestkoppenstoppen: system-
atic and theory-based development of a web-based tailored intervention for adolescent 
cyberbully victims to combat and prevent cyberbullying. BMC Public Health, 14(1), 396. 
doi:10.1186/1471-2458-14-396 
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 Introduction 

 From the bullying interventions literature, we can see that many programs devised 
to combat traditional bullying can arguably be extended to tackle cyberbullying 
without major changes; for instance, we can incorporate the topic of cyberbully-
ing into traditional anti-bullying awareness-raising and curriculum-based activities 
and as a whole-school anti-bullying policy (Slonje, Smith, & Frisén, 2013). Consid-
ering the overlap between the two phenomena, it is assumed that similar processes 
concern both bullying and cyberbullying, and therefore if we work on those pro-
cesses we can reduce and prevent both. However, the peculiarities of the virtual 
context (such as the possible anonymity of the bully’s identity, the ability to share 
anything online, the absence of direct feedback, the technical countermeasures that 
we can take online in order to be safe, etc.) have led some researchers to speculate 
that specific prevention strategies need to be included in an anti-cyberbullying pro-
gram (Dooley, Pyżalski, & Cross, 2009; Kiriakidis & Kavoura, 2010; Kowalski & 
Limber, 2007; Tokunaga, 2010; Wingate, Minney, & Guadagno, 2013). 

 In reviewing literature regarding the efficacy of interventions to combat cyber-
bullying, we found that it is a relatively new area: there is a paucity of published 
peer-review studies and most of them don’t completely match the standard of 
evidence (Flay et al., 2005). 

 We can cluster pre-existing programs into three main groups: 

 • Anti-bullying programs that are principally devoted to tackling the traditional 
bullying phenomenon with some effects on cyberbullying such as KiVa (Kärnä 
et al., 2011) and the ViSC program (Spiel, Wagner, & Strohmeier, 2012); 

 • Programs developed to deal with online risks without specific modules for 
face-to-face bullying such as Medienhelden (Wölfer et al., 2013); ConRed (Del 
Rey-Alamillo Casas, & Ortega-Ruiz, 2012); 

 8 
 NONCADIAMOINTRAPPOLA! 
[LET’S NOT FALL INTO THE TRAP!] 

 Online and school-based program to prevent 
cyberbullying among adolescents 

 Ersilia Menesini, Benedetta Emanuela Palladino 
and Annalaura Nocentini 
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Noncadiamointrappola! 157

 • A program focused on both sides of the youth relational world (virtual and real 
interactions) and on the risks that can arise from them such as  Noncadiamoin-
trappola!  (Menesini, Nocentini, & Palladino, 2012; Menesini & Nocentini, 
2012; Palladino, Nocentini, & Menesini, 2012). 

 The  Noncadiamointrappola!  program has changed its approach and the topics it 
has covered over the years: it has switched from the second group of this classifica-
tion (focused only on cyberbullying) to the third (focused on both bullying and 
cyberbullying) based on results found after implementation of the first edition of 
the program. 

 Noncadiamointrappola!: History and development of 
the program 

  Noncadiamointrappola! , which means “Let’s not fall into the trap!”, is a  school-based 
universal program  developed beginning in 2008 with the aim of preventing bullying 
and cyberbullying and making positive use of new technologies. 

 We began this program based on a consideration of the virtual word: while 
using ICTs involves risk, we must also appreciate the opportunities offered by the 
new technologies (e.g., the possibility to target a large audience, to be in contact 
with people even if it is impossible to meet them in person, to find new informa-
tion, resources, etc.). For this reason, we used ICTs to promote protective factors 
(e.g., online social support) and to enhance positive behaviours online. In order 
to promote coping strategies among young students, we included online support 
activities led by peer educators in each edition of the program, making changes 
and adding new aspects to keep pace with the times (e.g., we created a Facebook 
fan page in the second edition). 

 The program is an evolution of a face-to-face peer support model (Menesini, 
Codecasa, Benelli, & Cowie, 2003). In  Noncadiamointrappola! , the  peer-led model 
is applied in the online setting as well as the face-to-face setting . In our model we have 
two main phases: in the first, the program is managed by adults (psychologists and 
other experts); in the second, the program is led by peer educators (students that 
assume this role after undergoing specific training). The core schema is the same 
for all editions: 

 1) Adults (psychologists and experts) talk with all the students of the experi-
mental classes about the target phenomena (namely the launch of the program 
and awareness development). Some of the students in each class are invited to 
become peer educators, assuming a more involved role in the program. They 
participate in a specific training (the other students of the experimental classes 
do not). 

 2) The trained peer educators carry out some activities with their peers. In all 
editions, they give their support anonymously (using nicknames) to all people 
requesting help on the webpage of the program. 
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 Every year the program was improved by adding and modifying specific com-
ponents following the results found in the previous edition (Menesini, Nocen-
tini, & Palladino, 2012; Menesini & Nocentini, 2009; Palladino, Nocentini, & 
Menesini, 2012) and the more recent literature findings (Ttofi & Farrington, 2011) 
in order to develop an evidence-based and effective program (Flay et al., 2005). 

 The entire program was started and carried out with the students’ collabora-
tion. In the pilot trial, two schools were involved and students were consulted 
for the design and development of a webpage (school year 2008/2009). On the 
webpage, peer educators initiated lines of discussion through an online forum and 
uploaded some materials (such as posters against bullying) produced in class. The 
webpage was named “Noncadiamointrappola!”. The students chose the name of 
the program and designed the logo. 

 Noncadiamointrappola! 1st edition (school year 2009/2010) 

 During the first year of the program’s implementation, the peer educators’ activi-
ties were principally online while the other students were only involved directly 
in the first phase of the program, namely the adult-led meeting directed towards 
the launch of the program and awareness development. The focus of the meet-
ing was mainly on cyberbullying. Unfortunately, evaluation of the effects of the 
program showed a decrease only in cyberbullying behaviours (not traditional 
bullying) and only for male peer educators (Menesini et al., 2012). For this rea-
son, we decided to change some aspects of the program in order to improve its 
efficacy. 

 Noncadiamointrappola! 2nd edition (school year 2010/2011) 

 We carried out a new trial to test a modified version of the program. We main-
tained the same general scheme (i.e., an adult-led phase followed by a peer-led 
phase) but we decided: 

 (a) To put equal attention on both bullying and cyberbullying; 
 (b) To pay greater attention to the victim’s role in each step and to involve 

bystanders. Bullying is a group phenomenon and we wanted to target all 
the participants’ roles (Pöyhönen, Juvonen, & Salmivalli, 2012; Salmivalli, 
Lagerspetz, Björkqvist, Österman, & Kaukiainen, 1996), especially the “silent 
majority” who often observe bullying but do not do anything to stop it; 

 (c) To work on coping strategies that victims and bystanders could use in response 
to bullying and cyberbullying (What can I do if I witness a cyberbullying 
situation? How can I respond and what can I do if I become a victim of 
cyberbullying?). From the literature, we know that teaching coping strategies 
makes defending behaviours more likely to occur (Pozzoli & Gini, 2013); 

 (d) To implement specific, face-to-face activities led by peer educators with the 
other classmates. In the first edition, we found that the effects of the program 
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were significant only for peer educators. Based on these findings, we assumed 
that activities led by peer educators could be a source of support for the other 
classmates and a way to allow the peer educators to become agents of change 
in their class, inf luencing the group dynamics; 

 (e) To request greater collaboration from curricular teachers on the class activi-
ties led by peer educators in an effort to use a more ecological approach 
in our program. The activities were determined for each school and class 
according to the curricular programs (e.g., high school seniors specialising in 
didactics and education created a short movie on cyberbullying starting from 
specific in-depth lessons about emotions [taught by psychology teachers] and 
the writing of a screenplay [taught by Italian language teachers]; computer 
science students created a set of rules for the safe use of e-mail and social 
networks [taught by computer studies teachers]). Classroom activities were 
designed to create “products” to be used in other editions or classes; 

 (f ) To create a Facebook group complementing the webpage forum. While in 
the webpage forum people could find anonymous peer support (from peer 
educators) and professional support (from psychologists), the Facebook group 
was used to communicate with peer educators and to share with everyone the 
resources offered by the program. 

 In the second edition of the program, we found a significant decrease in 
bullying, victimisation, and cybervictimisation in the experimental group 
as compared to the control group (Menesini et al., 2012). Moreover, in the 
experimental group we noticed a significant increase in adaptive coping strate-
gies and a significant decrease in maladaptive coping strategies. These changes 
mediated the changes in the behavioural variables. In particular, the decrease in 
avoidance predicted the decrease in victimisation and cybervictimisation in the 
experimental group. In the peer educator group, the increase in problem solv-
ing predicted the decrease in cybervictimisation. The exclusion of the rest of 
the experimental group from this result was likely due to the specific, intensive 
training focused on problem-solving strategies the peer educators received. The 
other students in the experimental classes did not work on problem solving dur-
ing the face-to-face activities. 

 Noncadiamointrappola! The 3rd, current edition 

 Trying to improve the efficacy of the program, the research findings from the 
second edition helped us to design activities for the program and to focus on the 
processes sustaining the phenomena we want to address. 

 Bullying and cyberbullying are complex behaviours inf luenced by the inter-
play between individual and social-contextual factors. In planning and develop-
ing an anti-bullying/cyberbullying intervention that can lead to a change in the 
underlying processes, it is important to consider both the individual characteristics 
and contextual variables that serve to perpetuate these phenomena. 
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 Bullying is often considered a social type of aggression because it involves a 
group of peers in which each member plays a specific role. Besides the traditional 
roles of bully, victim, and bully-victim, other participant roles have been identi-
fied: assistants, supporters, outsiders, and the victim defenders (Salmivalli et al., 
1996). This group dynamic shows that bystanders have the potential to inf luence 
the situation in different ways: they can reinforce the bully by joining in or pas-
sively accepting the situation or, conversely, they can distance themselves from the 
bullies or defend the victims. Research has shown that bystanders can be trapped 
in a social conf lict; they may claim to be against bullying but might also want to 
defend themselves and maintain their own status (Salmivalli, 2010). There are sev-
eral mechanisms that are relevant to understanding why bystanders may have dif-
ficulty defending the victims. Primarily, diffusion of responsibility occurs when 
an event happens in front of a group of people, and bystanders feel less individual 
responsibility (Salmivalli, 2010). Other contributing factors include that it’s easier 
to be on the side of the bullies, the dominant group in the class, and that often the 
bystanders’ behaviours are inf luenced by the attitudes of the majority of the class 
(Gini, Pozzoli, Borghi, & Franzoni, 2008). From a social point of view, bystand-
ers are easier to inf luence than bullies and victims because they often have anti-
bullying attitudes despite the difficulties they perceive in intervening in bullying 
situations. Literature on victims’ support and on the bystander role has underlined 
the value of involving the group and, specifically, the uninvolved children (i.e., 
the so-called “silent majority”) in order to change the dynamics of bullying and 
to stop negative behaviours (Menesini et al., 2003; Salmivalli, 2010). 

 An approach focused on peer involvement appears to be relevant and suit-
able for use in anti-bullying and anti-cyberbullying programs (Cowie & Wallace, 
2000; Shiner, 1999). Peer education and peer support models are based on the 
assumption that peers have significant inf luence on each other. The group’s norms 
and behaviours are most likely to change when liked and trusted group members 
take the lead to initiate individual and contextual changes (Shiner, 1999; Turner & 
Shepherd, 1999). Regarding the effectiveness of this approach, peer-led models 
have shown controversial results. In a recent meta-analysis on the effectiveness 
of school-based programs aimed at reducing bullying, the authors concluded that 
“work with peers was significantly associated with an increase in victimization” 
(Ttofi & Farrington, 2011, p.45). The phrase “work with peers” tends to cover a 
wide range of peer support activities (Smith, Salmivalli, & Cowie, 2012). While 
the evidence shows these peer-led models can vary in effectiveness, many of these 
models are perceived positively by pupils, who are aware of the program’s contri-
bution to their sense of safety at school (Cowie, Hutson, Oztug, & Myers, 2008; 
Cowie & Oztug, 2008). Peer-led methods provide training in a range of interper-
sonal and social skills and can educate students on how to take responsibility for 
their own actions. Many studies have suggested that peer support systems and peer 
education can provide benefits to users of such models, to peer supporters, and to 
schools in general (Birnbaum, Crohn, Maticka-Tyndale, & Barnett, 2010; Cowie, 
Naylor, Talamelli, Chauhan, & Smith, 2002; Naylor & Cowie, 1999; Menesini, & 
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Nocentini, 2012). From the results of previous editions of the  Noncadiamointrap-
pola!  program (Menesini, Nocentini, & Palladino, 2012), we know that within a 
peer-led model, the role that peer educators assume is particularly important in 
relation to the effects of the program itself (Menesini & Nocentini, 2012). 

 Another important step when making a program aimed at preventing bully-
ing and cyberbullying is the identification of the individual processes in order to 
intercept them and activate mechanisms of change. What can we do to encour-
age a bystander’s intervention in a bullying or cyberbullying situation? How can 
the victims and bystanders cope with these situations? We know that empathy 
and attitudes against bullying predict bystander intervention (Cappadocia, Pepler, 
Cummings, & Craig, 2012) and problem-solving coping strategies. Perceived nor-
mative peer pressure for bystanders is also positively associated with actively helping 
a victim (Pozzoli & Gini, 2010). Furthermore, having positive attitudes towards 
the victim leads students to feel greater personal responsibility for intervention, 
and both positive attitudes and feelings of responsibility are positively associated 
with students’ choice to adopt “approaching coping strategies” that make defend-
ing behaviour more likely to occur (Pozzoli & Gini, 2013). Defending victims of 
bullying is also associated with the expectation that the victim will feel better as 
a result and that the student will value such an outcome (Pöyhönen et al., 2012). 
Generally speaking, encouraging students to practice safer strategies to support and 
defend their victimised peers allows them to self-protect against the possible nega-
tive consequences of defending. This might be true especially for the students who 
tend to remain passive while witnessing bullying. Furthermore, as Rigby asserts 
(2000), even small acts of support may possess high meaning for the victim. 

 In summary, the association between different coping styles and various victim/
bystander behaviours suggests that improving the use of adaptive strategies could 
further reduce the incidence of bullying and cyberbullying. Moreover, the moral 
component of active help (feelings of personal responsibility for intervention and 
empathy) should be explicitly addressed in order to increase the likelihood of 
active bystanding behaviours. Again, it is important to keep in mind that bullying 
is a group phenomenon (Salmivalli, 2010); trying to change individual cogni-
tions, coping strategies, and values without simultaneously addressing the whole 
group does not appear a promising approach. Intervention programs must create 
a context that enables students to support and defend their victimised peers. This 
type of intervention may dispel social norms that block bystanders from helping 
the victim. 

 In the  Noncadiamointrappola!  program 3rd edition (school years 2011/2012 and 
2012/2013) we maintained the same general method, keeping the peer-led model 
and the effective components of the previous edition (i.e., promoting adaptive 
coping strategies), while we better defined some aspects of the program (e.g., the 
activities led by peers) and added some new components that appeared to be effec-
tive as interventions (e.g., cooperative work) (Ttofi & Farrington, 2011). 

 The main reason for revising the program was the need to implement uniform 
face-to-face activities led by peer educators instead of defining specific activities 
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for each type of school according to the curricular programs: these often change 
and it’s difficult to find teachers of the core subject of study that are available to 
deliver the program. This change of approach was also needed because only a 
standardised program can be easily implemented in other contexts, matching the 
standard of evidence required for an evidence-based program ready for dissemi-
nation (Flay et al., 2005). The new activities led by peer educators were based on 
cooperative work with the other classmates and specifically focused on empathy 
and problem solving, targeting the point of view of the victim and the bystander 
in order to address the processes that can lead to a change in the role of these 
figures (Cappadocia, Pepler, Cummings, & Craig, 2012; Freis & Gurung, 2013; 
Pozzoli & Gini, 2013; Ttofi & Farrington, 2011). 

 We decided to focus on a specific age group as a target of the program: students 
in their first year of high school (in Italy, it corresponds to 9th grade, 14- to 15-year-
old students). This decision was driven by several considerations about individual, 
relational, and academic variables. First and foremost, going from middle school 
to high school involves an important developmental transition with changes in 
friends, teachers, subjects, and location, and in the first year of high school, there 
are higher rates of grade retention and dropouts, two strictly related phenomena 
(Jimerson, Anderson, & Whipple, 2002; Palladino, Nocentini, Ciucci, & Menesini, 
2011). Especially in adolescence, aggressive behaviour and the quality of peer rela-
tions may be proximal factors that significantly affect performance, grade retention, 
and early school dropout (French & Conrad, 2001; Kokko, Tremblay, Lacourse, 
Nagin, & Vitaro, 2006). Physical aggression, antisocial behaviour, and achievement 
predict school dropout and physical violence. Furthermore, peer experiences at the 
group level (i.e., peer rejection, low social preference scores) are connected directly 
or with a mediating role to school dropout (Véronneau & Vitaro, 2007) and nega-
tive early adolescent peer affiliations increase the risk of school dropout (Farmer 
et al., 2003). In order to establish positive, non-aggressive relations among peers, 
to increase the likelihood of having a good class environment, and to avoid school 
failure, an intervention focused on bullying and cyberbullying appears to be most 
relevant in the first year of high school. 

 We maintained the role of peer educators but laid out their activities in a differ-
ent way in order to create a peer support model in the virtual context and a more 
cooperative approach in the face-to-face context. This change was due to several 
reasons: first, cooperative group work is one of the most effective components of 
anti-bullying programs (Ttofi & Farrington, 2011), and we decided to extend this 
component to our face-to-face intervention section; second, given the shift to a 
more focused age group (first-year high school students), a pure peer education 
approach in which some trained students “teach” the others about bullying and 
cyberbullying seemed less interesting than a peer support model. 

 Following the literature’s indications (Pozzoli & Gini, 2013; Ttofi & Farrington, 
2011), we maintained an ecological approach, focusing on the individual (peer 
educators), class, and school level. Beyond individual characteristics, the context 
also plays a significant role in bullying, and taking the context into account is 
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Noncadiamointrappola! 163

consistent with a more ecologically valid approach to the phenomenon: anti-
bullying intervention should address the individuals involved, their peer group, 
and the whole school community. Specifically, we included a training unit for 
teachers in parallel with the students’ meetings in the first part of the program in 
order to promote higher involvement of adults. We also created new joint activi-
ties for teachers and students focused on the revision of the school rules regard-
ing bullying and cyberbullying during the second phase managed by the trained 
“peer” (teachers and students). 

 Evaluation of 3rd edition program efficacy and participant 
engagement 

 We carried out two different trials of the 3rd edition of the  Noncadiamointrappola!  
program involving different participants, classes, and schools in order to test the 
efficacy of the program in reducing bullying, victimisation, cyberbullying, and 
cybervictimisation. The main aim of our work was to match as much as possible 
the standard of evidence defined by  Prevention Science  (Flay et al., 2005) in order 
to define our program as “evidence-based”. Specifically, to identify an interven-
tion as efficacious: (a) it should have been tested in at least two rigorous trials that 
(b) involved defined samples from defined populations; (c) used psychometrically 
sound measures and data collection procedures; (d) analysed data with rigorous 
statistical approaches; (e) showed consistent positive effects (without serious iatro-
genic effects); and (f ) reported at least one significant long-term follow-up. 

 Participants 

 The experimental schools were selected using a self-selection process and the 
classes were selected by the school staff. There was a call made by the Province of 
Lucca and by the Ufficio Scolastico Regionale (the regional section of Ministry 
of Education, University and Research- MIUR) to participate in the program in 
June, which was sent to all of the high schools in Lucca and Florence (in the form 
of mailed letters to the schools’ principals). No school agreed to participate with 
a random selection, so we were unable to have a randomised control trial (RCT) 
design. For this reason, we paired schools that asked to participate only as experi-
mental schools with other control schools selected specifically for having classes 
with the same type of curriculum (e.g., we paired a vocational school for mechan-
ics with a technical school for computer scientists, etc.). In September, we directly 
asked specific schools to participate as control schools. 

 First quasi-experimental trial – school year 2011/2012 

 Participants were 622 adolescents enrolled in 9th grade in 8 high schools in Tus-
cany (provinces of Lucca and Florence). 29.3% of the students attended lyceum 
high schools, 13.5% attended technical institutes, and 57.2% attended vocational 
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164 Ersilia Menesini et al.

high schools. The majority of students were Italian (85.88%), 6% came from East-
ern Europe (mainly from Albania and Romania), and the others were from other 
parts of the world. 76% of the sample passed the previous grade and were attempt-
ing the first year of high school for the first time while 24% had failed previously 
and were engaging in a repeated attempt to pass the 9th grade. 

 The experimental group was composed of 451 adolescents (57% male; mean age = 
14.79; SD = 1.12) in 22 classes in 5 high schools. Ninety-two students (53.3% male) 
decided to assume a more involved role in the program and become peer educators. 

 The control group was composed of 171 students (69% male; mean age = 15.28; 
SD = 1.15). Three schools agreed to participate as part of the control group, which 
consisted of a total of 9 classes. 

 Second quasi-experimental trial – school year 2012/2013 

 In the second quasi-experimental trial, 461 adolescents participated (52% male). 
They were all enrolled in 9th grade across 7 high schools in a province of Lucca. 
The majority of students were Italian (85.89%), 7.6% came from East Europe 
(mainly Albania), and the others were from various other parts of the world. 49.1% 
of the students attended lyceum high schools, 20% attended technical institutes, 
and 30.9% attended vocational high schools. 

 The experimental group was composed of 234 adolescents (28.6% male; mean 
age = 15.60; SD = .92, age range = 14–18 years) in 10 classes of 4 high schools. 
Thirty-nine students (20.5% male) decided to become peer educators. The con-
trol group was composed of 227 students in 10 classes belonging to three schools 
(76.2% male; mean age = 15.57; SD = .88, age range = 14–18 years). 

 For both trials, students in the control group did not receive any kind of 
intervention. The control group participants just answered the same question-
naires at the same time as the experimental group’s participants. Those ques-
tionnaires were administered in class by trained researchers during school time. 
The consent procedure for research consisted of approval by the school, the class 
council, and parents: 100% of the families agreed to their child’s participation 
in the research. 

 The program steps 

 For the experimental group, the steps of the program in  Noncadiamointrappola!  3rd 
edition were the following (see also   Figure 8.1  ): 

 a) Initial assessment (questionnaire administration in November); 
 b) Specific course on ICT, online risks, bullying and cyberbullying focusing on 

what a school can do to stop the two phenomena (two meetings lasting two 
hours each in each experimental school). Admission was free for all teachers 
of the experimental schools. The final aim was to start a joint revision (with 
students) of the school rules and policy on bullying and cyberbullying; 
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Noncadiamointrappola! 165

 c) Launch of the program and awareness development. Presentation of the pro-
gram to the participating classes trying to raise awareness and communica-
tion on issues related to bullying and cyberbullying (two hours, two classes 
combined). We used videos and other materials developed in the previous 
edition. The meeting was followed by another meeting with a “postal police” 
psychologist (Italian police specisalising in online crimes) focused on the 
criminal implications of bullying and cyberbullying; 

 d) Selection of peer educators from each participating class through self-
nomination (5–6 students in each class). In each class, we asked the partici-
pants directly to assume the peer educator role; 

 e) Day training for peer educators (8 hours). Focus on communication skills, 
social skills in real and virtual interactions, victim’s and bystander’s emotions, 
empathy and coping strategies, and especially problem solving; 

 f ) Face-to-face peer educator-led activities (2 meetings of 2 hours each) on: 
a) victim’s and bystanders’ feelings and emotions and empathy; b) how to 
cope in bullying and cyberbullying situations from the victim and bystander 
point of view (What can I do if I see a bullying/cyberbullying episode or if 
I’m a victim/cybervictim?). Problem-solving strategies were used in order to 
determine a plethora of possible solutions and choose which one was best. The 
activities were carried out in small groups led by peer educators. Each student 
had a specific role they had to act out in order to cooperate and complete the 
activity. The groups created posters about each part of the activities and the 
photos of the posters were published on the  Noncadiamointrappola!  Facebook 
group. At the end of the activities the students presented their posters to the 
other classmates and together the class discussed the emotions they worked on 
and solutions they found; 

 g) Online peer educators’ intervention. We created a rotation schedule whereby 
all online peer educators worked for a period of two weeks as forum mod-
erators and publishers (http://www.squarciagola.net/cyberbullismo/) and as 
publishers on a Facebook group (called Noncadiamointrappola). Registration 
on the website was required to answer or post something in the forum, though 
it was possible to read the threads as a “website guest” without registration; 

 h) Final assessment: the same questionnaire was re-administered at the end of 
May/beginning of June to evaluate the final situation. 

   Measures 

 Bullying and victimisation 

 The Florence Bullying/Victimization Scales were used (Palladino, 2013). Each 
scale consists of 10 items asking how often the respondent had experienced partic-
ular behaviours as both perpetrator and victim during the past couple of months. 
Each item covered a certain behaviour and was stated in terms of both perpetration 
and victimisation (e.g., “I threatened someone” and “I beat and pushed someone” 
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FIGURE 8.1 The steps of the Noncadiamointrappola! Program

for bullying; “I was threatened” and “I was beaten and pushed” for victimisa-
tion). Each item was evaluated on a 5-point scale from “never” to “several times 
a week”. Both scales were composed of three subscales: (a) physical (four items), 
(b) verbal (three items), and (c) indirect (three items) bullying/victimisation. First 
and second order confirmatory factor analysis (CFA) showed good fit indices for 
both scales (Palladino, 2013). The alpha coefficients were good both for the first 
trial and the second trial (range:   .67 to  = .82): demonstrating good internal 
consistency pre- and post-intervention. 

 Cyberbullying and cybervictimisation 

 The Florence Cyberbullying/Cybervictimization Scales were used (Palladino, 
Nocentini, & Menesini, n.d.). They are composed of two scales, one for cyberbul-
lying and one for cybervictimisation. Each scale consists of 14 items, asking how 
often in the past couple of months respondents had experienced several behaviours. 
Each item covered certain behaviour and was stated in terms of both perpetration 
and victimisation. For example an item about  violent videos/photos/pictures by mobile 
phone  was defined for cybervictimisation as “receiving videos/photos/pictures of 
embarrassing or personal situations on internet (e-mail, websites, YouTube, Face-
book)” and for cyberbullying as “sharing videos/photos/pictures of embarrassing 
or personal situations on internet (e-mail, websites, YouTube, Facebook)”. Each 
item was evaluated on a 5-point scale from “never” to “several times a week”. Both 
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Noncadiamointrappola! 167

scales were composed of four subscales: (a) Written-Verbal (four items), (b) Visual 
(three items), (c) Impersonation (four items), and (d) Exclusion (three items). First 
and second order CFA showed good fit indices for both scales. The alpha coeffi-
cients are good both for the first trial and the second trial (range:   .75 to  = .92): 
demonstrating good internal consistency pre- and post-intervention. 

 Participants’ engagement with the program 

 Specific scales were developed. We asked the students in the experimental classes 
to rate the involvement, commitment, and collaboration of peer educators, class-
mates, teachers, and themselves on a 0 to 10 Likert scale. We decided on this 
range according to the Italian school achievements scores. The scales showed high 
levels of reliability: alpha coefficients ranged from  = .93 to   .98. For all the 
categories of participants (peer educators, teachers, etc.) we calculated the mean of 
three items. 

 Results 

 We first tested for differences between the control and experimental groups for 
both trials in the pre-test data collection using a one-way ANOVA with four 
groups: control group for the 1st trial, control group for the 2nd trial, experimen-
tal group for the 1st trial, and experimental group for the 2nd trial. No differences 
were found for bullying (F (3, 804)  = 1.169; n.s.), victimisation (F (3, 804)  = .448; n.s.), 
cyberbullying (F (3, 804)  = 2.228; n.s.), and cybervictimisation (F (3, 804)  = 1.910; n.s.). 

 To analyse the effects of the program we conducted repeated measures ANOVA 
for the two trials separately in order to analyse the longitudinal differences (pre- 
and post-intervention) in bullying, victimisation, cyberbullying, and cybervicti-
misation ( within  factor) between the control and experimental group ( between  
factor). 

 Bullying and victamisation 

  First trial results : Victimisation and bullying results showed significant main effects 
of time (victimisation F (1, 620)  = 30.141; p .001;  2  p  = .046; bullying F (1, 620)  = 6.307; 
p .05;  2  p  = .010) and significant interaction time ×  group (victimisation F (1, 620) 

 = 23.029; p .001;  2  p  = .046; bullying F (1, 620)  = 12.314; p .001;  2  
p  = .019). No 

significant main effect of group was found (victimisation F (1, 620)  = 1.411 n.s.; bul-
lying F (1, 620)  = 1.151 n.s.). 

  Second trial results : For victimisation and bullying, results showed significant 
main effects of group (victimisation F (1, 459)  = 7.044; p .001; 2  p  = .015; bullying 
F (1, 459)  = 27.889; p .001;  2  

p  = .057) and significant interaction timegroup (vic-
timisation F (1, 459)  = 10.610; p .001;  2  p  = .023; bullying F (1, 459)  = 23.100; p .001; 
 2  p  = .048). We only found a significant main effect of time for victimisation 
(victimisation F (1, 459)  = 13.992; p .001;  2  p  = .030; bullying F (1, 459)  = 2.180 n.s.). 
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168 Ersilia Menesini et al.

 Cyberbullying and cybervictimisation 

  First trial results : For cybervictimisation and cyberbullying, results showed significant 
main effects of group (cybervictimisation F (1, 620)  = 7.896; p .01;  2  p  = .013; cyber-
bullying F (1, 620)  = 14.508; p . 001;  2  p  = .023) and significant interaction timegroup 
(cybervictimisation F (1, 620)  = 21.793; p  .001;  2  p  = .034; cyberbullying F (1, 620)  = 
30.750; p .001; 2  p  = .047). We only found a significant main effect of time for 
cybervictimisation (cybervictimisation F (1, 620)  = 14.299; p .001;  2  p  = .023; cyber-
bullying F (1, 620)  = .384 n.s.). 

  Second trial results : For cybervictimisation and cyberbullying, results showed 
significant main effects of group (cybervictimisation F (1, 459)  = 8.706; p  .01; 
 2  

p  = .019; cyberbullying F (1, 459)  = 24.315; p .001;  2  p  = .050) and significant 
interaction timegroup (cybervictimisation F (1, 459)  = 19.254; p .001;  2  p  = .040; 
cyberbullying F (1, 459)  = 12.893; p .001; 2  p  =.027). We only found a significant 
main effect of time for cybervictimisation (cybervictimisation F (1, 459)  = 15.742; 
p .001;  2  p  = .033; cyberbullying F (1, 459)  = 1.180 n.s.). 

   Figures 8.2   and   8.3   show that while in both control groups the four program 
target variables were quite stable for the suffered forms and tended to increase 
during the year for the perpetrated forms, in experimental groups (first and sec-
ond trial) a significant decrease in victimisation, bullying, cybervictimisation, and 
cyberbullying was found. 

   Participants’ engagement in the program 

 In   Figure 8.4   you can see students’ mean scores about the level of engagement of 
their peer educators, their classmates, themselves, and their teachers in the program. 

  FIGURE 8.2   
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  FIGURE 8.3  Trends about cybervictimisation and cyberbullying in each one of the four 
groups (control group-1st trial; control group-2nd trial; experimental group-1st trial 
and experimental group-2nd trial): means pre- and post-test. 

  FIGURE 8.4  Mean scores about the engagement in the program of peer educators, 
classmates, themselves and teachers. The thick line is the cut-off for a passing grade in 
the Italian school system of achievement evaluation. 
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In the Italian school system, a score below 6 is an unsatisfactory achievement (not 
a passing grade), the range 6–7 was a passing grade, and the range 7–8 was a good 
evaluation. While the students rated their personal engagement in the program, 
the engagement of their peer educators, and the engagement of their classmates 
positively, the low rating students gave their teachers’ engagement highlights the 
students’ view that the teachers did not commit enough to the program. 

 Online activity 

 In  Noncadiamointrappola!  3rd edition, the website forum remained open for three 
months in each trial in conjunction with the face-to-face activities that were car-
ried out by peer educators in their class. Peer educators were nominated to be 
website moderators for two weeks at a time, meaning they had more responsibility 
and more features available to them in this period, such as the possibility of deleting 
or modifying posts (e.g., impolite posts), blocking users, and so on. They also had 
the task of answering posts and trying to support and help all the people who asked 
for their assistance. 

 During the first trial (school year 2011/2012), 10 new threads were opened and 
66 answers were given. The number of “views” of the webpage threads (views 
meaning reading posts without leaving any comments) was very high: there were 
from 180 to 1464 views for each thread by the end of the program (June 2012). 
During the second trial (scholastic year 2012/2013), 9 threads were opened and 52 
answers were given. There were from 167 to 1311 views for each thread by the end 
of the program (June 2013). 

 The topics of the threads were quite different. As   Figure 8.5   shows, discussions 
were held on incidents of bullying and cyberbullying involving two main partici-
pant roles: victims (21%) and bystanders (16%). Many other discussions focused 

  FIGURE 8.5  Topics of the threads in the forum discussions 
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on the possible misunderstandings of incidents (21%): how can one understand 
if it is a bullying/cyberbullying situation or just joking? Less frequent were the 
considerations on how a victim can cope with situations (11%) and, only in one 
case, a bully demonstrated she was sorry about what she did: she asked for advice 
on what she could do to change the situation. The “other” category consists of 
reports about other important adolescence issues (e.g., romantic relationships) and 
personal considerations (e.g., “Is it acceptable to annoy those who are different?”). 

   Discussion and conclusion 

 This chapter aimed to describe the progress of  Noncadiamointrappola!  3rd edition and 
give an empirical evaluation of the program. On the whole, results clearly confirm 
the efficacy of the program: we found a significant decrease in bullying, victimisa-
tion, cyberbullying, and cybervictimisation in the experimental group in compari-
son to the control group (although the effect size is not very strong). Different from 
the first and the second editions (Menesini et al., 2012; Palladino et al., 2012; Men-
esini & Nocentini, 2012), we found effects in each one of the four target variables in 
the experimental classes, and these results were confirmed in two independent trials. 

 Another aspect of the evaluation of a program as evidence-based is related to its 
effectiveness (Spiel & Strohmeier, 2012). A program is effective if it provides man-
uals, appropriate training, and technical support; if it has been evaluated under 
real-world conditions in studies that included sound measurement of the level of 
implementation and engagement of the target audience; and if it has indicated 
the practical importance of intervention outcome and has clearly demonstrated to 
whom intervention findings can be generalised. 

 In the  Noncadiamointrappola!  program 3rd edition, the same level of implementa-
tion (fidelity) for all participants was assured by the relatively small sample involved: 
the same trainers delivered every step of the program and every class attended the 
same standardised face-to-face activities (the same amount of time was spent on 
the same topic). However, the participants’ varying levels of engagement with the 
program has yet to be analysed. Students’ feedback on their perception of their 
own and others’ engagement reveal some aspects of the program that still to need 
to be addressed. We tried to use a more ecological approach in our program, but 
the students’ feelings about the real involvement, commitment, and collaboration 
of the teachers reveal that, in their perception, only the students themselves were 
personally engaged with the program. We feel that this perception may have some 
value: for instance, despite our effort to try to involve teachers, only a few of them 
participated in the course focused on bullying, ICTs, and online risks. While we 
have in each class on average more than ten teachers of different subjects, no more 
than one or two teachers from each class participated in the meetings. Mainly, they 
were the representatives that accepted the inclusion of their classes in the program 
leading the project and helping us in the organizational aspects. It’s likely that the 
students’ unsatisfactory judgment of the teachers’ engagement is related to the low 
number of teachers involved rather than the personal engagement of those that 
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were active in the program. This result can be seen as a partial failure of the effort 
we made to have a more ecological approach to the phenomena of bullying and 
cyberbullying. On the other hand, it can also be seen as an indirect feedback about 
the validity of the general model we adopted: a peer-led model. 

 The debate on the efficacy of peer-led models (peer education and peer sup-
port) is still open in the literature (Smith et al., 2012; Ttofi & Farrington, 2011, 
2012). While it was suggested that “work with peers” should be avoided (Ttofi & 
Farrington, 2011), empirical results from the 2nd (Palladino et al., 2012) and 3rd 
(current) edition of the  Noncadiamointrappola!  program suggest just the oppo-
site. It is possible that these discrepant findings were brought about by the fact 
that “work with peers” consisted of rather different approaches, components, and 
types of intervention in each study. That is, each approach covered a wide range 
of peer support activities (Smith, Salmivalli, & Cowie, 2012). From the results of 
the different editions of the  Noncadiamointrappola!  program (Menesini, Nocen-
tini, & Palladino, 2012), we know that the role of the peer educators is highly 
relevant within a peer-led model. If this role leads only to a process of personal 
change that does not involve the other students, this approach can have limited 
effects (1st edition; Menesini & Nocentini, 2009). On the contrary, if the peer 
educators are supported in their capacity to promote initiatives and active par-
ticipation of other students, the process of change could involve the entire class 
(Palladino et al., 2012). With adolescents, an approach focused on peer involve-
ment  theoretically  appears to be relevant and suitable to be used in anti-bullying 
and anti-cyberbullying programs (Shiner, 1999; Cowie, & Wallace, 2000). Our 
results suggest that this is also true  empirically . A final consideration about the 
peer-led models should be the cost-benefit analysis of such programs that are 
usually highly profitable for schools and communities. In our program, the use 
of ICT as a means to support students can lead to a great impact: it is possible for 
students both in the school and from other places to find help. Using these online 
activities, peer educators can be agents of change for many other people and not 
only for their classmates or schoolmates. 

 In the results section, we highlighted the online activities carried out through 
the webpage. The peer educators moderated the web forum, dealt with online 
threats, and supported people who requested help for three months in each trial. 
As we expected, the people more involved as victims and bystanders came to the 
website to ask for advice or support. Only one bully asked for some suggestion on 
how to cope. Specifically, in the thread she stressed that she had seen how hurt the 
victim was and that she did not think she had behaved that badly. A significant 
amount of threads were devoted to questions about how to recognise an incident 
as bullying or cyberbullying. More than one student was quite worried about 
having done harm accidentally and they stressed the difficulty of recognising the 
boundaries between a joke and bullying or cyberbullying. At this age it is likely 
very difficult to focus on the consequences of one’s behaviour. 

 One of the most important features in the digital space is visibility: the possibil-
ity of disseminating a post, thought, or picture just by publishing it online. The 
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amount of views received by the  Noncadiamointrappola!  threads is quite impressive. 
It is always possible to read the discussion posted on the webpage but it is possible 
to write a response only during the three months every year when the peer educa-
tors are devoted to working online. Unfortunately, it is not possible to know who 
reads the discussion but we can argue that the peer educators’ suggestions and the 
support they gave arrived, indirectly, to more people than expected. 
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 Introduction and welcome 

 Well, you’ve made it safely to  Chapter 9  and the conclusion of the book! We hope 
that you have enjoyed the chapters, their up-to-the-moment scholarly reviews, 
critical considerations, and thoughts for the future of this important area – not 
only for children, parents, carers, and educators – but for wider society too. As 
the concluding chapter, the focus here is upon integrating the “know-how” from 
 Part I  of the book with the advice and knowledge regarding practical applications 
from  Part II . The main questions that will guide the discussion in this chapter are: 

 1 Are current definitions of cyberbullying adequate in selecting the children 
who actually need help from the prevention and intervention programs, or 
did the programme developers adapt the definition? From this, what can we 
learn about “where we are” and “where we are going”? Do we need to con-
sider a re-definition of “cyberbullying” so as to enhance the practical use of 
the terminology that we use? 

 2 The chapters in  Part II  present an interesting perspective on how we can (or 
should) focus our efforts in terms of preventative and intervention approaches. 
For example, the ICT based approaches outlined in  Chapter 6  (Friendly 
ATTAC) and  Chapter 7  (Stop the bully online) have a main focus on combat-
ing cyberbullying, whereas the ICT based approaches outlined in  Chapter 5  
(FearNot!) and  Chapter 8  (Lets not fall into the trap) have a main focus on 
combating traditional bullying. So, (a) to what extent do these interventions 
differ in the use of methods, practical applications, and intervention content?, 
and (b) based on the research overview of determinants of traditional and 
cyberbullying ( Chapter 3 ), is it possible to see which of these approaches is 
more preferable to prevent and combat cyberbullying? 

 9 
 CONCLUSION 

 A critical review of the ICT based 
interventions 

 Conor Mc Guckin, Trijntje Völlink and Francine Dehue 
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Conclusion 177

 3 Do the interventions described in  Part II  contribute to decreasing the harmful 
effects of cyberbullying as described in  Chapter 4 ? 

 These questions are not exhaustive – nor are they intended to be. Rather, they 
are simply intended to be a useful structure for us to consider and ref lect upon 
what we have learned from both parts of the book. That is, they are designed to 
be thinking tools, tools to help us be more inquisitive about the content of the 
chapters, their application to real-world issues, and useful prompts to help us con-
sider other questions that will naturally arise as we think about and answer these 
guiding questions. 

 Prevention and intervention information – where do 
we get the information – and is it reliable? 

  Part I  of the book clearly demonstrated that many children and young people 
(CYP) are involved in problems associated with cyberbullying. Involvement in 
such issues is related to a host of negative consequences – from health and well-
being to problematic behaviour – both internalised and externalised (e.g., Gunther 
and colleagues:  Chapter 4 ).  Because adults with a remit to protect CYP from harm 
and harassment, either in their personal or professional capacities (or both) are 
seeking information to help them in their important work, we have witnessed the 
emergence of a plethora of intervention and preventative programmes, approaches, 
and tools. Whilst this availability of resources is laudable and appreciated, many 
of those seeking out these resources may lack the critical and analytical think-
ing tools required to separate the evidence-informed offerings from the more 
“rash” quick-fix offerings. Well-intentioned but misguided approaches will, at 
best, probably yield no appreciable reduction in either cyberbullying involvement 
or its associated sequel. At worst, such approaches may exacerbate the problem. 

 For the most part, the first port of call for adults seeking new information in 
this, or indeed any other area, is the Internet. As the old joke goes: on the Internet, 
no-one knows you’re a dog! That is, anyone can upload anything to the Internet 
and masquerade as anyone they want the observer to identify them as – e.g. an 
expert authority on that particular subject. Coupled with this, popular approaches 
to such issues on the Internet attract more attention than research-informed 
information – thus continuing to propagate the notion that “if this is popular / high 
up on the search results . . . then it must be good”. Using the CyberTraining Proj-
ect (funded by the EU Lifelong Learning Programme: [Project No.142237-LLP-
1–2008–1-DE-LEONARDO-LMP] http://www.adam-europe.eu/adam/project/
view.htm?prj=4306#.VbYcTfntlBc), a well-grounded, research-based train-
ing manual on cyberbullying for trainers (see Mora-Merchan & Jäger, 2010), 
Mc Guckin and Crowley (2012) have demonstrated how programme developers 
can enhance their knowledge of who is accessing their wares and use this infor-
mation to make evidence-informed decisions. As psychologists, researchers, and 
academics, we see the terms intervention and prevention in nearly every article 
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that we read, every professional publication that we see, and every piece of student 
writing that we grade. 

 We are concerned that we are somehow just using these words without even 
thinking about their true meaning – their very real potency when we are thinking 
about approaches that we can advocate to parents, teachers, schools, and society. 
When we go to the hospital for an operation, we expect the surgeon to have a very 
sharp and clean scalpel, and to know whereabouts the failing organ is physically 
located in our body. Two things here are very real and identifiable: the scalpel 
and the failing body organ – both physically exist. What is crucially different 
about our attempts to conceptualise and operationalise difficult problems in soci-
ety, like cyberbullying, is that they must be conceptualised and operationalised 
clearly enough that we can truly and honestly say that we are as certain as possible 
that the concept and resulting definition are precise and accurate ref lections of the 
problem at hand. Our requirement is to move beyond lay theories of cyberbul-
lying. Without high levels of rigour here, we end up building intervention and 
prevention programmes on quicksand. Doomed to failure. This example may, at 
first, seem obtuse, but the reality is that whilst the surgeon is just operating on 
one person at any one time with tangible tools for tangible problems, we develop 
programmes for wide-scale application with the added worry of ensuring that the 
preparation for the programme (the diagnostic and enabling work) is as clinically 
clean as possible – one slip of our knife would be catastrophic to the patients that 
we are interested in helping – young school children and adolescents who look to 
us for help, support, and an education free from harm and harassment. 

 In this book, the authors have addressed all of these important issues – how to 
define a concept that is real and continuing to grow and develop, who is involved 
in these issues, what are the health and well-being implications of being involved, 
and, importantly, how do we try to help? By using all of this knowledge to design, 
test, and recommend intervention and prevention programmes that are evidence-
informed, robust, and likely to succeed. 

 So . . . defining the area 

 In  Chapter 2 , Ersilia Menesini and colleagues provided us with a review of where 
we are in terms of developing a robust understanding of how to operationally 
define the construct (conceptually, theoretically, and methodologically). As the 
pivotal issue with regards to how we should develop interventions and preventa-
tive programmes, we should consider whether we have reached a destination with 
regards to defining the area – or whether we are still on a journey – perhaps a 
never-ending journey – to that destination. Just to remind us, the question posed 
about definitions was: Is the definition of cyberbullying adequate in selecting 
the children who actually need help for the intervention programmes, or did the 
intervention developers adapt the definition? What can we learn from that? Is 
a re-definition of cyberbullying preferable to enhance its practical use? Despite 
being of fundamental importance, these are really interesting questions. For 
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example, how often do researchers and those involved in policy or practice devel-
opment actually stop and think about whether their work is correctly focused, on 
the right area, or whether the work really does help those that it is intended to 
help? To help us here, Menesini and colleagues provided a thorough review of the 
current conceptual, theoretical, and methodological issues which should be con-
sidered in relation to the design and implementation of any cyberbullying inter-
vention or prevention effort. Their chapter is of particular value to many readers, 
as the arguments and debates explored in the chapter also have great relevance to 
any consideration of traditional bullying. 

 The authors highlighted the different approaches to defining cyberbullying 
and indicated that many researchers apply the criteria of traditional bullying 
(namely repetition, power imbalance, and intent) when identifying cyberbullying. 
Furthermore, they suggest that, in addition to these criteria, other cyber-specific 
factors such as the public nature of content, lack of adult supervision, anonymity 
of perpetrators, and the sometimes permanent accessibility of online content must 
also be considered as possible criteria for cyberbullying. Appropriately, the authors 
argue that more work is needed before a wide consensus is reached regarding the 
most appropriate definitional approach to cyberbullying. 

 Basing their views on the available research to date, Menesini and colleagues 
also advance the argument by proposing that intent and power imbalance are 
essential criteria of cyberbullying, albeit different forms of power may pertain 
to a cyber-specific context. The inclusion of repetition as an essential criterion 
is still unclear as the public nature of the content is an important consideration 
when determining if there is repetition of victimisation or repetition of perpe-
tration. Moreover, the cyber-specific factors of anonymity of the perpetrator(s) 
and the public nature of the content are regarded by Menesini and colleagues as 
details which can reveal information regarding the severity of the cyberbullying, 
but should not be regarded as essential definitional criteria. So, in relation to our 
purposes here, this demonstrates the importance that we should place on the defi-
nitional basis upon which programmes are constructed. In building any structure, 
a solid foundation is vital to the provision of direction and support to those parts 
that are most important for stability and support. 

 Aligned to our need to appropriately define the area under investigation is 
the need to consider how to accurately measure or assess involvement in cyber-
bullying issues. For many of us, we begin the process of programme implemen-
tation by collecting some form of baseline data regarding how many CYP are 
involved, who is involved in terms of age or gender demographics, and severity of 
involvement. To further help us here, also reviewed in  Chapter 2  by Menesini and 
colleagues were the two main approaches to measuring cyberbullying. The first 
approach was one in which cyberbullying is regarded as a sub-type of bullying and 
is measured with a global question which measures involvement in cyberbullying. 
The second approach regards cyberbullying as a separate but related construct (to 
traditional bullying) and measures this construct using a “scale” approach. The 
authors argue that the first approach is more person-focused and is particularly 
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appropriate for identifying more severe incidents of cyberbullying because there 
is greater involvement in the behaviour and, therefore, increased personal aware-
ness. For this reason, the authors suggest that this approach is more fitting when 
attempting to detect more serious cases of cyberbullying. By contrast, the second 
approach is more behaviour-focused and can, therefore, detect specific behaviours 
across a range of frequencies. 

 Reviewing the evidence that relates to prevalence of cyberbullying, Menesini 
and colleagues found that some research suggests that cyberbullying is an exten-
sion of traditional bullying, and thus we can apply insights from that context to 
the cyber context. By contrast, other research would indicate that cyberbullying 
should be regarded as a distinct construct. This has clear implications for pre-
ventative measures and interventions, and ultimately, the authors argue that it is 
important that both the commonalities and distinct features of traditional bul-
lying and cyberbullying are recognised when attempting to intervene, and that 
moreover, we must not focus on cyberbullying to the exclusion of traditional bul-
lying, but instead address both forms of aggression (is it possible that such a silver 
bullet exists?). They suggest that it is important to look not only at the surface 
cyber-specific features of cyberbullying when designing interventions, but also to 
explore the general processes which underpin all bullying behaviour. 

 Summary 

 So, with this in mind regarding defining and measuring the area, can we develop 
“gold-standard” criteria and applications – akin to Laws and Principles in the nat-
ural sciences and disciplines relevant to cyber issues (e.g., Moore’s Law [1965] that 
predicts exponential development of computer processing power)? Considering 
that we are dealing with human behaviour in a social context and a phenomenon 
that is continually evolving, the answer is “probably not”. However, that is not to 
say that we should not attempt to analyse the interventions presented in  Part II  of 
the book with this type of mindset. 

 Considering individual, social, and health 
and well-being factors 

 As the poet John Donne reminded us, “No man is an island”. As humans, we 
are  the  social animal, seeking out comfort, support, and companionship from 
other humans. We are at an interesting juncture in our development, in that 
much of our social interaction is now conducted online – even with people who 
we have never met in real life. As interesting as this may be, it reminds us of the 
importance of considering the individual and social determinants that are related 
to involvement in bullying – both traditional and cyberbullying. From  Chap-
ter 3 , we learned from Dieter Wolke and colleagues about individual and social 
determinants of traditional and cyberbullying. The obvious question that arises 
here is: “To what extent do current (or planned) intervention and prevention 
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programmes pay heed to such important “input” advice, and how could we all 
grow and develop programmes, in a truly iterative way, to respond to the rapidly 
emerging knowledge in the area?” That is, just with the importance of applying 
robust knowledge regarding operationally defining the area (Menesini and col-
leagues:  Chapter 2 ), to what extent do the developers of programmes seek to 
develop “evidence-informed” programmes – ones that understand and plan for 
social and individual factors (Wolke and colleagues:  Chapter 3 ), or wider “eco-
logical” factors (Mc Guckin & Minton, 2014)? From the review by Wolke and 
colleagues ( Chapter 3 ), we can see important issues that are evident with tradi-
tional bullying and that are becoming emergent with cyberbullying – regardless 
of whether they are two separate (but similar) phenomena, or “two sides of the 
same coin” (i.e., the engaging debate between Olweus [2012] and Smith [2012]). 
However, the preponderance of available research is highly suggestive of an over-
lap between involvement in both types of bully/victim problems. At an eviden-
tial level, this gives us tentative support for the need to develop intervention and 
prevention programmes that can adequately address both forms of bullying – 
perhaps with the most focus on traditional bullying, as more CYP appear to be 
involved in this form of bully/victim problem, with a sub-set of these being also 
caught up in cyberbullying problems. 

 So, before exploring individual and social determinants of involvement in tra-
ditional and cyberbullying, we can see that there is a need to comprehend that, as 
reported by Juvonen and Gross (2008), when other known risk factors are controlled 
for, the experience of being bullied at school is related to a seven-fold increase in the 
risk of being victimised online. Also, and importantly, developers of programmes 
should be aware of the fact that we have no firm understanding (yet), of whether 
there is stability/consistency across the actor roles adopted by CYP who are involved 
in both types of bullying scenarios. That is, does your actor role in traditional bully-
ing “predict” the role adopted in cyberbullying situations? Is there consistency across 
how CYP are similarly/differently involved in both types of bullying? Despite the 
fact that we have no ongoing and robust findings in this critical component of plan-
ning intervention and prevention programmes, developers would be wise to heed 
the early suggestions of Ybarra and Mitchell (2004) of how actor status in traditional 
bullying can possibly help predict actor status in cyberbullying situations – i.e., the 
“revenge of the nerds hypothesis” (Vandebosch & Cleemput, 2009). 

 In the review of individual and social determinants of traditional and cyberbul-
lying,  Chapter 3  explored the issues across five main groups of risk factors which 
have been previously considered in relation to traditional bullying (Wolke & 
Stanford, 1999): (a) demographic characteristics including age, sex, and ethnic-
ity; (b) psychological characteristics including self-esteem, internalising behav-
iours, empathy, and aggression; (c) family and household factors such as parenting, 
socioeconomic status, and sibling relationships; (d) school and peer factors such as 
school climate and peer relationships; and finally (e) availability and use of tech-
nology, which considers the frequency, patterns, and nature of children’s electronic 
interactions. For example, in terms of age, Wolke and colleagues reminded us that 
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182 Conor Mc Guckin et al.

whilst we know that self-reports of traditional victimisation steadily decreases 
with age, the relationship between age and cyberbullying is less clear, again due 
to a lack of consistent findings from the research to date. Similarly, with regards 
to sex differences, findings regarding cyberbullying are not consistent (e.g., Toku-
naga, 2010). Indeed, the chapter also reminded us of the importance of keeping 
abreast of new knowledge regarding issues that we previously considered as “set” 
and robust – e.g., recent research has led to a revision of our early knowledge 
about sex differences regarding traditional bullying. Ethnicity was reported to be 
a problematic, but important, variable to assess in relation to traditional bullying, 
with limited evidence available regarding ethnicity and cyberbullying. This gap 
in current knowledge is critical, as many countries are now much more heteroge-
neous in terms of population demographics than in recent history. Thus, interven-
tion and prevention programmes really need to be able to get such knowledge so 
as to assimilate and accommodate this information. 

 Not surprisingly, we also learned that at a psychological level, CYP who endorse 
aggressive beliefs are more likely to engage in peer-to-peer aggressive behaviour, 
as both bullies and bully-victims, with bullying perpetration being strongly linked 
to delinquent behaviour. From the emerging evidence regarding cyberbullying, 
it would appear that CYP who cyberbully others score higher on measures of 
aggression. Considering the overlap between actor status in traditional bullying 
and cyberbullying, we might not be surprised by some of these emerging find-
ings. As we await further studies that explore the complexity of actor status within 
and across these types of bullying, we should be acutely aware of the potential for 
interventions. 

 That “old chestnut”, self-esteem, has been implicated extensively as both a risk 
factor for involvement in traditional bully-victim problems but also an outcome 
from being involved in these problems. It can also act as a protective factor. In a 
true “chicken and egg” scenario, we are unsure of the direction of the effect here – 
does involvement lead to lower levels of self-esteem, or do lowered levels of self-
esteem leave someone more vulnerable to bullying behaviours? Also, there quite 
often appears to be a “dose effect” in terms of the relationship between involve-
ment in traditional bullying and lower levels of self-esteem. This is an ongoing 
conundrum and, as psychologists and educators, we should urge caution regarding 
seeing self-esteem enhancement as being the silver bullet to rectify the situation. 
Considering that many children have well-adjusted levels of self-esteem, would 
the application of an intervention or prevention programme that focuses on self-
esteem enhancement actually lead to the creation of more narcissistic CYP? As we 
race towards approaches that can help CYP involved in cyberbullying, we should 
be cautious of the multi-faceted “truths” about the linkages between actor status 
and self-esteem. Wolke and colleagues also point out the role of empathy (both 
affective and cognitive) in traditional bullying episodes, and that we have differ-
ing opinions in the literature – for example, that bullies lack social skills and social 
understanding (Crick & Dodge, 1999) or that bullies are in fact skilled manipula-
tors, who possess good cognitive empathy (Sutton, Smith, & Swettenham, 1999). 

D
ow

nl
oa

de
d 

by
 [

N
at

io
na

l L
ib

ra
ry

 o
f 

th
e 

Ph
ili

pp
in

es
] 

at
 2

2:
50

 0
1 

N
ov

em
be

r 
20

17
 



Conclusion 183

From this quick review of salient variables explored in  Chapter 3  by Wolke and 
colleagues, it becomes evident that we are quite advanced in terms of our knowl-
edge about involvement in traditional bullying and important individual and social 
variables. What is more stark is the fact that despite the increased research atten-
tion to cyberbullying over recent years, our knowledge in this area is still very 
much in its infancy – growing, developing, stumbling, but all the time learning. 
The unenviable task here for programme developers is to keep up their incredibly 
hard work in designing programmes that can, whilst paying attention to defini-
tional and measurement issues, accommodate and assimilate the growing body of 
new knowledge about these important individual and social variables. 

 Developing the work of Wolke and colleagues in  Chapter 3 , Gunther and col-
leagues ( Chapter 4 ) impressed upon us the deleterious behavioural and health and 
well-being (both physical and psychological) effects of involvement in both tradi-
tional bullying and cyberbullying. From the emerging research in the area regard-
ing cyberbullying, we saw evidence to support the suggestion that the effects of 
involvement in cyberbullying issues are more severe than those of traditional bul-
lying (Campbell, 2005). However, as noted previously in relation to self-esteem, 
we should exercise due caution here with regards to the findings of studies that are 
cross-sectional in nature, thus prohibiting any statements about “cause and effect” 
between actor status regarding involvement and examined correlates (Gini & Poz-
zoli, 2009; Kowalski, Giumetti, Schroeder, & Lattaner, 2014; Reijntjes, Kamphuis, 
Prinzie, & Telch, 2010). Gunther and colleagues presented the results of their 
very interesting and welcome narrative study that explored negative outcomes 
of (cyber)bullies, traditional and (cyber)victims, (cyber)bully-victims, and online 
bystanders, and on similarities and differences between negative outcomes of tra-
ditional bullying and cyberbullying. In relation to traditional bullying, the review 
demonstrated the robust evidence that is available from longitudinal studies show-
ing that all actors involved in traditional bullying (victim, bully, bully-victim, 
bystander) are vulnerable to an array of negative mental health outcomes – both 
short- and long-term (Sourander et al., 2007; Machmutow, Perren, Sticca, & Alsa-
ker, 2012; Wolke, & Lereya, 2015). The bi-directional nature of involvement in 
traditional bullying and psychological problems was also highlighted (Reijntjes 
et al., 2010; Reijntjes, Kamphuis, Prinzie, Boelen, van der Schoot & Telch, 2011). 
In relation to cyberbullying, the review highlighted the (not surprising) fact that 
most of the early research of interest here has focused predominantly on cyber vic-
timisation. The narrative review showed that both cyber victimisation and cyber-
bullying are related to several serious negative outcomes (e.g., anxiety, depression, 
suicidal ideation). 

 Of great interest were the results from studies that concurrently explored 
involvement in traditional and cyber victimisation – the experience of combined 
victims of traditional and cyberbullying victimisation appears to be more strongly 
related to mental health problems than the experience for pure traditional or cyber 
victims. Whilst Gunther and colleagues cautioned interpretations to be under-
stood in relation to the usual difficulty of presenting direct comparisons between 
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184 Conor Mc Guckin et al.

research studies (e.g., methodological issues such as definitions and time reference 
periods), they rightly called for more complex studies to be conducted – ones that 
could analyse potential moderator and/or mediator effects (e.g., coping strategies, 
social support, parenting) on the relationship between negative outcomes, cyber-
bullying and cyber victimisation. From a prevention and intervention perspective, 
Gunther and colleagues concluded that their narrative study suggested a strong 
need to address both forms of bullying simultaneously in future programmes. In 
support of this conclusion, they point out that such combined intervention and 
prevention approaches (e.g., Olweus, 2012) may be most effective for three very 
important reasons: (a) the large overlap between involvement in these types of 
bullying behaviours may make a distinction relevant only for a small group of 
CYP, (b) CYP victimised by both forms of bullying suffer the most, and (c) pre-
vious research has indicated that targeting only one form of bullying causes an 
increase in another type of bullying (Elledge et al., 2013). 

 Summary 

 Unfortunately, the emerging research evidence supports the common belief that 
CYP involved in cyberbullying are at increased risk of exhibiting behavioural 
problems as well as health and well-being problems. Even though our knowledge 
regarding social and individual factors related to involvement in cyberbullying 
is only just emerging, programme developers have a readily available supply of 
knowledge from the substantial literature on traditional bullying. No preventative 
approach or intervention programme can, realistically, attend to all of these issues, 
whilst also trying to keep true to the issues discussed earlier regarding definitional 
issues. However, we have enough background knowledge about successful pro-
grammes and programme components from the field of traditional bullying, and 
indeed further afield, to be in a position to ensure that new offerings in the area 
of cyberbullying are robust and fit for purpose. 

 Interventions to prevent and combat cyberbullying 

 We are living in the future. The only thing that we know about the future is that 
it is unpredictable. We are using technology that has not been properly understood 
as yet. We are educating CYP for jobs that do not exist yet. We read tantalising 
headlines about research studies that show the positive effects of new technology 
on babies and school-age children. We rush to ensure that classrooms are wired 
and that books and lessons are available as downloads. There are undoubtedly 
positive aspects of new technology and ICT for CYP (Costabile & Spears, 2012). 
However, knowledge is not “Bluetoothed” from these exciting ICT devices to 
the hearts and minds of CYP. In the social arena that we all exist in, knowledge 
transfer also incorporates the prevailing social conditions of the peer group that 
we belong to, as well as societal norms about what is acceptable behaviour – and 
not. With this in mind, this book has brought together expert up-to-the-moment 
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knowledge and critical thought about one of the negative aspects of the increas-
ingly wired world that CYP are developing and living in. 

 In this contemporary world, where access to the Internet is viewed by CYP (and 
many adults) as more important than the basic physiological needs identified at the 
base of Maslow’s hierarchy of needs, it is incumbent upon us all to move beyond 
well-intentioned helping actions to approaches that are objective and transparent. 
Continually highlighted throughout this book have been the issues that we all 
need to consider in relation to planning for theoretically informed, methodologi-
cally robust, and empirically supported programmes to (a) combat the continued 
growth of cyberbullying, and (b) offer support to those involved in cyberbullying 
issues. As we reach this point of the final chapter, we have reviewed the impor-
tance of the state-of-the-art knowledge from  Part I  of the book. Attention now 
turns towards a similar review of the programmes outlined in  Part II  of the book. 

 The FearNot! programme 

 In  Chapter 5 , Sapouna and colleagues offered recommendations regarding efforts 
to counter cyberbullying which were based upon cross-cultural (Germany & UK) 
research which assessed the FearNot! programme. The programme is designed 
to address traditional forms of bullying and coping skills among primary school-
aged children. The interesting and contemporary nature of the programme is 
evident in the use of role play, based upon experiential learning, within a virtual 
environment. A core strength of the programme is that it is informed by evidence 
demonstrating that experiential learning can be an effective tool in allowing stu-
dents to address social and emotional problems in school, as they are given the 
opportunity to take the perspective of another student with respect to thoughts, 
emotions, and behaviours, and in this way there is an opportunity for empathy 
to develop. Because there are certain obstacles associated with implementing role 
play in a school environment, particularly in relation to a sensitive topic such as 
bullying, the virtual environment provides a “safe space” to test out different 
coping strategies and responses to a bullying scenario. Commendable is the fact 
that the components of the programme are directed by the bullying literature, 
with emphasis on various forms of bullying, the bystander role, and effective/
ineffective coping strategies. The participants play the role of a friend of a char-
acter who is being bullied and in this way they have the chance to advise their 
friend in terms of how they can respond to victimisation. Importantly, the par-
ticipants receive immediate feedback in relation to how the strategy might work 
for the character. Again, highlighting a central argument of this book is the sup-
port offered to the programme through empirical research findings. Comparing 
a group who participated in the intervention with a control group, the FearNot! 
programme was assessed using pre- and post-measures of victim status, knowl-
edge of effective coping strategies, and supportive bystander behaviour. Findings 
indicated that victims in the intervention group were significantly more likely 
to become “escaped victims” one week following the intervention. Some other 
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186 Conor Mc Guckin et al.

differences were culture-specific and may have been due to factors such as varying 
levels of anti-bullying intervention in both countries prior to beginning the study. 

 Based on the effectiveness of the FearNot! programme it would appear that it 
could be adapted to also counter cyberbullying in schools. According to Sapouna 
and colleagues, some important aspects of the design that need to be consid-
ered for such an adaptation include the need to allow students and teachers to be 
involved in the development of the content and characters, the capacity for virtual 
characters to express themselves, the provision of sufficiently robust computers, 
the potential need for teachers to up-skill in relation to computer use, and impor-
tantly, the incorporation of this approach as just one component of a whole-school 
system approach. However, another crucial component that we need to return 
to is the definition and delineation of cyberbullying/cyber aggression. If cyber-
bullying is merely an extension or sub-type of traditional bullying, then we can 
confidently apply the same principles and approaches to countering cyberbullying 
as we do to traditional bullying. However, we must be cognisant of the unique 
characteristics of cyberbullying/cyber aggression and design our intervention/
prevention efforts accordingly. 

 A “serious game” approach 

  Chapter 6  provided a review of the initial stages of the design process for a digital 
game to counter cyberbullying in Belgian secondary schools. The target popula-
tion for the intervention are 12- to 14-year-old adolescents, a critical age regarding 
involvement in cyberbullying. Highlighting the theoretical underpinning of the 
programme, Van Cleemput and colleagues describe “serious” games as appropriate 
for encouraging learning and behavioural change among young people because 
these games carry intrinsic motivation, can facilitate learning and behaviour 
change through feedback, practice, and reward, and provide an appropriate “fit” 
for young people. In addition, the authors cite empirical support for the effective-
ness of this approach in relation to learning and behavioural change. The chapter 
focused on the initial phases of design which followed intervention mapping pro-
tocol so as to build a programme that could be effective in its aims. The game is 
primarily focused on the role of the bystander as this is the most common role in 
cyberbullying scenarios and research has shown that bystander-focused interven-
tions can be particularly effective in terms of bullying reduction. Professional 
story writers are involved in the development of the story upon which the game 
is based. With regard to narrative development, the researchers were guided by 
two key theories: Transportation Theory and the Extended Elaboration Likeli-
hood Model. For instance, Transportation theory suggests that when participants 
become more engaged with a story their beliefs tend to ref lect those of the story 
more closely and moreover they are less likely to develop counter opinions. Trans-
portation can be affected by factors such as emotional empathy for the characters 
and lack of distraction from the real-world environment. The Extended Elabora-
tion Likelihood Model also states that transportation can be affected by factors 
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such as the appeal of the storyline and the quality of the production. The charac-
ters used in such a game can also be important as an attractive character can be a 
useful tool of persuasion. Furthermore, the authors have drawn on Social Learning 
Theory by developing characters who can facilitate social modelling of desirable 
behaviour. The characters (if relatable for the children) can promote development 
of self-efficacy through changing their lives for the better. Focus groups were con-
ducted with Belgian secondary school children in order to retrieve feedback on an 
introductory clip for the game. Thus, from this brief review of the programme, it 
becomes evident that the spirit and ethos of the programme is in line with what 
we advocate in terms of demonstrable rigour. Overall, this chapter provided a very 
useful template for setting out to develop an intervention in a rigorous manner 
with appropriate attention to relevant theory and empirical evidence. 

 Online Pestkoppenstoppen (stop bullies online/stop 
online bullies) 

 In a very welcome development, one that emphasises the critical issues that have 
been consistently raised throughout this book and emphasised in this chapter, 
Jacobs and colleagues reported on the systematic development of a web-based tai-
lored intervention aimed at 12- to 15-year-old adolescents. Extending our learn-
ing from the chapters in  Part I  of the book, their programme seeks to not only 
impart advice for victims to decrease their victimisation, but also tries to ensure 
that this advice facilitates increased psychological well-being, and decreases in 
problem behaviour, school problems, and truancy. Pointing out that victims of 
cyberbullying prefer to get anonymous help, with a wish for this help to be deliv-
ered via the Internet, Jacobs and colleagues also note the added advantage of 
Internet-delivered interventions like theirs – the 24-hour access that it provides 
users. Advancing the notion of “gold standard” approaches, their intervention 
sought to attend to all of the central issues that we have discussed in this chapter; 
that is, the need to be planned, to be systematic, to have a theory-based approach, 
and to be evidence-informed. As a model, the approach outlined by Jacobs and 
colleagues is to be welcomed, and their continued development work with the 
programme will, hopefully, evidence the planned objectives. 

 “Noncadiamointrappola!” (Let’s not fall into the trap) 

 Taking as a starting point that there is considerable overlap between involvement 
in traditional bullying and cyberbullying, Menesini and colleagues gave us a really 
useful and detailed overview of the development of the “Noncadiamointrappola!” 
programme. In a truly scientific and iterative manner, the programme has grown 
and developed since its first version. Making a positive use of new technology 
whilst focusing on both traditional bullying and cyberbullying, the programme 
is a welcome addition to the canon of prevention and intervention approaches 
with its use of the peer-led model. The positive research results supporting the 
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188 Conor Mc Guckin et al.

programme are a contribution to what we are advocating in the book – theory 
driven, empirically tested, practice oriented, and iterative. 

 Conclusion 

 So, here we are. We have arrived at the conclusion of this chapter, and also at the 
end of the book. We really do appreciate all of the hard work that you have had 
to do whilst engaging with the work presented in both  Part I  and  Part II . At this 
point, we feel that we would also like to thank the authors of the chapters for their 
scholarly work and considered thoughts regarding the issues that they have written 
about for us. Because this is such an important area of interest for researchers, par-
ents, educators, and society in general, we have seen that some of the knowledge 
regarding cyberbullying is still emerging from the research literature. Despite its 
infancy, we have seen some important parallels and overlaps with our knowl-
edge from traditional bullying. The authors of the chapters on interventions have 
remained committed to the need for a scientific approach in terms of developing 
programmes that have every chance of succeeding, whilst also being creative and 
imaginative in their efforts to engage CYP. We hope that you have enjoyed this 
book. We also hope that you feel more educated and supported in your important 
work. Let’s continue our work to ensure that CYP can enjoy education free from 
harm and harassment. 
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